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1. enable
2. configure terminal
3. aaa new-model
4. radius-server retry method reorder
5. radius-server retransmit {retries}
6. radius-server transaction max-tries { number }
7. radius-server host { hostname | ip-address }| key string |
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Router (config)# radius-server retry method
reorder
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radius-server transaction max-tries { number }

1

Router (config)# radius-server transaction
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Router (config)# radius-server host 10.5.6.7 key
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Router# debug aaa sg-server selection
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00:38:35: $SYS-5-CONFIG-I: Configured from console by console

00:38:53: RADIUS/ENCODE (OOOOOOQF) : ask "Username: "
00:38:53: RADIUS/ENCODE (0000000F) : send packet; GET-USER
00:38:58: RADIUS/ENCODE (0000000F) : ask "Password: "
00:38:58: RADIUS/ENCODE (0000000F) : send packet; GET-PASSWORD

00:38:59: RADIUS: AAA Unsupported [152] 4

00:38:59: RADIUS: 7474 [tt]

00:38:59: RADIUS (0000000F) : Storing nasport 2 in rad-db

00:38:59: RADIUS/ENCODE (0000000F) : dropping service type, "radius-server attribute 6
on-for-login-auth" is off

00:38:59: RADIUS (0000000F) : Config NAS IP: 0.0.0.0

00:38:59: RADIUS/ENCODE (0000000F) : acct-session-id: 15

00:38:59: RADIUS (0000000F) : sending

00:38:59: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 192.1.1.1
00:38:59: RAPIUS(0000000F) : Send Access-Request to 10.10.10.10:1645 id 21645/11, len
78
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00:38:59: RADIUS:: authenticator 4481 E6 65 2D 5F 6F OA -1E F5 81 8F 4E 1478 9C
00:38:59: RADIUS: User-Name [1] 7 "usernamel"

00:38:59: RADIUS: User-Password [2] 18 *

00:38:59: RADIUS: NAS-Port £fS1 6 2

00:~8:59: RADIUS: NAS-Port-Type [61] 6 Virtual [5]

00:38:59: RADIUS: Calling-Station-Id [31] 15 "10.19.192.23"

00:39:00: RADIUS: NAS-IP-Address [4] 6 10.0.1.130

00:39:02: RADIUS: Fail-over to (10.2.2.2:1645,1646) for id 21645/11

00:39:02: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 192.

00:39:04: RADIUS: Fail-over to (10.107.164.118:1645,1646) for id 21645/11

2.2.2

00:39:04: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 128.107.164.118

00:39:05: RADIUS: Received from id 21645/11 10.107.164.118:1645, Access-Accept,
00:39:05: RADIUS: authenticator 5609 56 F9 64 4E DF 19- F3 A2 DD 73 EE 3F 9826
00:39:05: RADIUS: Service-Type [6] 6 Login [1]
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00:42:30: RADIUS(00000011): Received from id 21645/13
00:43:34: RADIUS/ENCODE (00000012) : ask "Username: "
00:43:34: RADIUS/ENCODE (00000012) : send packet; GET-USER
00:43:39: RADIUS/ENCODE (00000012) : ask "Password: "
00:43:39: RADIUS/ENCODE (00000012) : send packet; GET-PASSWORD
00:43:40: RADIUS: AAA Unsupported [152] 4

00:43:40: RADIUS: 7474 [tt]

00:43:40: RADIUS(00000012) : Storing nasport 2 in rad-db

len 26

00:43:40: RADIUS/ENCODE (00000012): dropping service type, "radius-server attribute 6

on-for-login-auth" is off

00:43:40: RADIUS(00000012) : Co~fig NAS IP: 0.0.0.0

00:43:40: RADIUS/ENCODE (00000012) : acct-session-id: 18

00:43:40: RADIUS(00000012) : sending

00:43:40: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.107

.164.118

00:43:40: RADIUS(00000012) : Send Access-Request to 10.107.164.118:1645 id 21645/14,
len 78 00:43:40: RADIUS: authenticator B8 OA 51 3A AF A6 0018 -B3 2E 94 5E 07 OB 2A IF
00:43:40: RADIUS: User-Name [1] 7 "usernamel" 00:43:40: RADIUS: User-Password [2] 18 *

00:43:40: RADIUS: NAS-Port [5] 6 2

00:43:40: RADIUS: NAS-Port-Type [61] 6 Virtual [5] 00:43:40: RADIUS: Calling-Station-]d

[31] 15 "172.19.192.23" 00:43:40: RADIUS: NAS-IP-Address [4] 6 10.0.1.130
00:43:42: RADIUS: Fail-over to (10.10.10.10:1645,1646) for id 21645/14

00:43:42: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.1.1.1

00:43:44: RADius: Fail-over to (10.2.2.2:1645,1646) for id 21645/14

00:43:44: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.2.2.2

00:43:46: RADIUS: Fail-over to (10.107.164.118:1645,1646) for id 21645/14
00:43:46: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.107
00:43:48: RADIUS: Fail-over to (10.10.10.10:1645,1646) for id 21645/14

.164.118

00:43:48: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.1.1.1

00:43:50: RADIUS: Fail-over to (10.2.2.2:1645,1646) for id 21645/14

00:43:50: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.2.2.2

00:43:52: RADIUS: Fail-over to (10.107.164.118:1645,1646) for id 21645/14
00:43:52: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.107
00:43:54: RADIUS: Fail-over to (10.10.10.10:1645,1646) for id 21645/14

.164.118

00:43:54: RADIUS/ENCODE: Best Local IP-Address 10.0.1.130 for Radius-Server 10.1.1.1
00:43:56: RADIUS: No response from (10.10.10.10:1645,1646) for id 21645/14 00:43:56:
RADIUS/DECODE: parse response no app start; FAIL 00:43:56: RADIUS/DECODE: parse response;

FAIL
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aaa new-model

radius-server

radius-server

radius-server

radius-server

radius-server

retry method reorder

retransmit 0

transaction max-tries 6

host 10.2.3.4 key radl23

host 10.5.6.7 key radl23
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Router (config)
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10.2.3.4
10.5.6.7
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# aaa new-model

# radius-server retry method reorder

# radius-server retransmit 0

# radius-server transaction max-tries 6
# radius-server host 10.2.3.4

# radius-server host 10.5.6.7
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# aaa new-model

# radius-server retry method reorder

# radius-server retransmit 1

# radius-server transaction max-tries 3
# radius-server host 10.2.3.4

# radius-server host 10.4.5.6
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aaa new-model

radius-server retry method reorder
radius-server retransmit 1

radius-server max-tries-per-transaction 8
radius-server host 10.1.1.1

radius-server host 10.2.2.2

radius-server host 10.3.3.3

radius-server timeout 3

Router (config)
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