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leaf foo {
type uint8;
}

gNMI GET Request [J|j

KIZ, JSON T a— RENTE/AN A LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGETRPC (X, 7—% Y U —inbh, 1 DL EoRERME, RERME, IRAEKEBREME, £
T AR — FINTWDHE— RIZEEMT SN T X TORMEEZIIET 2 HEEZEELET,
T—4 ) —InLEERET 572D, GetRequest237 7 A 72 b X —7 v MIEEIN
7, GetRequest ~D & & LT GetResponse 23165 S E 7,

WOFNE, JISONHEIED Get U 7 = A hZ /R L TWET,

Creating a path object for xpath:

++++++++
path {
elem {
name:
}
elem {
name:
key {
key:
value:

Sending get request:

"oc-if:interfaces"

"interface"

"hame"
"Loopbacklll"

}

encoding: JSON_IETF

++++++++ Recevied get response:

notification {
timestamp:
update {
path {
elem {
name:
}
elem {
name:
key {
key:
value:

"interface"

"name"

}
val |
json_ietf val:

"openconfig-interfaces:
"openconfig-interfaces:
:name\": \t\"LoopbackllI\",\n\t\t\

"openconfig-interfaces

"openconfig-interfaces:
sstate\":\t{\n\t\t\
:type\":\t\"ianaift:softwareLoopback\", \n\t\t\

"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces:
:enabled\":\t\"true\", \n\t\t\
:ifindex\":\t52, \n\t\t\

"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces:
:oper-status\":\t\"UP\", \n\t\t\
:last-change\":\t2018, \n\t\t\

"openconfig-interfaces
"openconfig-interfaces

/oc-if:interfaces/interface[name=Loopbacklll]
++++++++

ettt

1521699434792345469

"oc-if:interfaces"

"\"LoopbackllI\""

"{\n\t\"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\

config\":\t{\n\t\t\
type\":\t\"ianaift:softwareLoopback\",\n\t\t\
enabled\":\t\"true\"\n\t}, \n\t\

name\":\t\"Loopbacklll\",\n\t\t\

admin-status\":\t\"UP\", \n\t\t\
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"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\
"openconfig-platform:hardware-port\":\t\"Loopbackll1\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\", \n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\t\
"openconfig-interfaces:in-discards\":\t0, \n\t\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t\t}\n\t\t}, \n\t\t\
"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

WOHL, JSON #i&ED Y — 7 TP GetRequest 27~ L TWET,

Creating a path object for xpath:
/oc-if:interfaces/interface[name=Loopbacklll]/state/oper-status
++++++++ Sending get request: ++++++++

path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"
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gNMI SetRequest .

value: "Loopbacklll"
}
}

elem {
name: "state"
}
elem {
name: "oper-status"

}
}
encoding: JSON_IETF
++++++++ Recevied get response: ++++++++
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"Loopbacklll\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}

gNMI SetRequest

Set RPC |&, ¥R — h STV D ET /MZEEMT b/ 1 DLl EOREWRER BRI AR ET
LHEERELET, 7—2 YV —NOEZHEHT 572012, SetRequest 737 7147 M b
Z—iy MIEEENET,

SetRequest Tld, ZERIFEES N (VAN RI—F, BEIOTRXTOXF—IBED/SAITH R —
FERTWERA) 2SA B "json ietf val" F 721X "json_val" TypedValue D #4723 7R — h S
WET, ISONF—ITIZYANG ' L7 f v I ANFENTWDLMERH Y £T, ZOT LT 4 v
I ATIEIROBEFZDOLRIZEM BB E (X872 0 £, openconfig-vlan.yang DILIED HIRA L7
"routed-vlan" I%. Bl / — FOARIZER & I1XRR 5720 (Bl — ROT V7 4 v 7 A%

oc-if) . "oc-vlan:routed-vlan" & ASTTAHMENRH Y F7,

1 D SetRequest (25 £ HHIER, B, BLXOEHL, ®2ATIODO T T rvar vy
FeLTHbhET, R0 P77 a0 TERTHERENRAELZEAE, bT
VI a VEERPES SN TR — Ny 7 Z3LET, SetRequest (Zxf L T SetResponse 23K
Y CE

gNMI o0 k2L .
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WOHFIE, JSON #§i&E D SetRequest 7~ L TV ET,

Creating UPDATE update for /oc-if:interfaces/interface[name=Loopbacklll]/config/
Creating a path object for xpath: /oc-if:interfaces/interface[name=Loopbacklll]/config/

++++++++ Sending set request: ++++++++

update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
elem {
name: "config"
}
}
val |
json_ietf val: "{\"openconfig-interfaces:enabled\":\"false\"}"

}
}

++++++++ Recevied set response: ++++++++

response {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
elem {
name: "config"
}
}
op: UPDATE

}
timestamp: 1521699342123890045

WORFNL, JSON D Y — 7 @ SetRequest &7~ L TV E T,

Creating UPDATE update for /oc-if:interfaces/interface[name=Loopbacklll]/config/description

Creating a path object for xpath:
/oc-if:interfaces/interface[name=Loopbacklll]/config/description

++++++++ Sending set request: ++++++++

update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"
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}
}

elem {
name: "config"
}
elem {
name: "description"
}
}
val |

json_ietf val: "\"UPDATE DESCRIPTION\""
}
}
++++++++ Recevied set response: ++++++++
response {

path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"
}
}

elem {
name: "config"
}
elem {
name: "description"
}
}
op: UPDATE

}
timestamp: 1521699342123890045

gNMI JSON_ietf_val

JSON % A 71%, fEARFC 7159 THE SN TWAHISON L& LT ra— RERTWS =
LERLET, BMOZ A7 (JSON_IETF 72 &) X, JSON T —H D= a— ROFE DB
Btz r LET (BRIC, YANG £7 /U bLT —2 D> U T OUICBEET 5355) .

RIZ, JSON ietf val A v tE—YOFIZRLET,

val {
json_ietf val:"{
"oc-if:config": {
"oc-if:description":
"UPDATE DESCRIPTION"
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gNMIDITS— A vt—

T —NRETDHE, gNMILIFIAN= 7 — A v e—VZRELES, ROEZ > a TliE
eNMI =7 — X vt —T %N DOvR LET,

WIZ, RANED R GRICRREINDI T T — A= OFZ2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIZ, FREET —PRELLEGBICFERINLGET— Ay —VORlERLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—AERNEOLGEIIERINLITT— Ayt —VOflaRLET,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaJLEZBICT H5E

Linux T® OpenSSL Z {3 L /=3ERAZE D 1ERL

REE L R T A RARA U ME, BEFXF 27 gNMI — 2O HMETT,
KRIZ, Linux v 1T OpenSSL Z i H U CREMAE A 1ERCT D&~ L £ T,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -req -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -req -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256
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TINA ANDEERRAEDA VX F—)L
WL, T3 AZFEHEEZ A VA M=V F B FHEEZRLTONET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

4=

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

oo oo

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
Enter PEM-formatted General Purpose certificate.
End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
°

% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint) # end

Device#

X7 E— FTOgNMI OEZE
A\

GE) DX AL, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (23 S v E T,
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[Day Zero setup] C. HINIT A A& F 2T T— R THDIZLTHE, T3 A &85
WL, BF a7 T— Rz LET, HrFaT £— FTgNMI 2513 5121F. no

gnmi-yang server =~ > R&2fEH L £,

N

GF) gNMI X =27 — "t a 7 b— N IRRFICFETTEET,
FIEDHEE
1. enable
2. configureterminal
3. gnmi-yang
4. gnmi-yang server
5. gnmi-yang port port-number
6. end
7. show gnmi-yang state
FIE D
OV RFERET7TIVa Y B#
AT 71 |enable ¥EHE EXEC E— FZ AT L E T,
f e RAT—KREANLET (FERENEHE) .
Device> enable
ATy 72| configureterminal Jua—s\var7 4 Xal—vay B NEfh
15“ . L/i—g—o
Device# configure terminal
A5 73| gnmi-yang gNMI 7t 2% BMk L ET,
1 -
Device (config) # gnmi-yang
AT 7 4 | gnmi-yang server gNMI H—R_EZH X 27 T— N THBILET,
1 -
Device (config) # gnmi-yang server
A Fw 75 |gnmi-yang port port-number Uy RA325gNMIAR— hERELET,
il - « T 74 FDOH X 2T gNMIK— F9339 T
(Optional) Device (config)# gnmi-yang port 50000 Tfo
A7 76 |end Jua—s L ar7 4 F¥alb—ay = REKT
Bl - L. % EXEC E— FIZRY £7,

Device (config) # end
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ARV RFEREET7TOVa Y Be

R T 77 |show gnmi-yang state eNMI Y — "D AT —H A FKRLET,
f5l -
Device# show gnmi-yang state

i
iz, show gnmi-yang state =~ > RO H Al E R L £,

Device# show gnmi-yang state

State Status

Enabled Up

X217 E—FTOgNMI OEZIE
A\

(X))  ZOHAZ7X, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (Zi#fH S E 4,

X 2T E— R TgNMI Z{51E3 %21, nognmi-yangsecure-server =~ > R&afH L 7,

\}

GE)  gNMIFEEF 27 #— btk aT $— TRABCFFTE £,

FIEDEE

enable

configure terminal

gnmi-yang

gnmi-yang secur e-server

gnmi-yang secure-trustpoint trustpoint-name
gnmi-yang secure-client-auth

gnmi-yang secure-port

end

show gnmi-yang state

NGO RAEWN=
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ARV RFEEETIVa Y

=)

ATy 71 |enable FrHE EXEC E— RE AR L ET,
i) e NAU—REZANLET (FERENTZHS)
Device> enable

R 72 |configureterminal ra—n)ary7 4 Xal—ary B— NG
f LET,
Device# configure terminal

AT 73| gnmi-yang gNMI 7't 2 &[G L ET,
f5
Device (config) # gnmi-yang

R T 7 4 | gnmi-yang secure-ser ver gNMI Y — &2 tF 27 E— KR THEDILET,
{5
Device (config) # gnmi-yang secure-server

AT 75 | gnmi-yang secure-trustpoint trustpoint-name gNMI 2SEBFEICH 95 b T A MARA > b LFEE
5l o hEHRELET
Device (config) # gnmi-yang secure-trustpoint
trustpointl

A7 7 6 | gnmi-yang secure-client-auth (L) eNMI 7 rt& A%, L— haEE LA L
Bl T4 TV MEREARIEL T,
Device (config) # gnmi-yang secure-client-auth

AT 77| gnmi-yang secure-port (EE) Vo AT 5 gNMIR— FERELET,
il « T 74V FDI L X 2T gNMIK— K £9339 T
Device (config) # gnmi-yang secure-port 7?0

25w 78 |end Ju—r\ )L a7 4 Fal—ary ET— REKT
i - L. FH EXEC E— RIZRED £7,
Device (config) # end

R T 79 |show gnmi-yang state eNMI Y — "D AT —H 2 KR LET,

1 -

Device# show gnmi-yang state

1

IZ, show gnmi-yang state =~ > ROl 2R L £,

B owmJoran
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Device# show gnmi-yang state

State Status

Enabled Up

gNMI & S5 4 7 > kD&

VRNZRRE LTz A4 7 » FiEHFE LV — FREHEZME A L TegNML 7 74 7 & MR S h
ij‘o

WIZ, Python ZfEH LT gNML 7 T4 7 > N &8 T 562~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi pb2

>>> import gnmi pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/"'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client _key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 50052, can be changed on ios device with 'gnmi-yang secure-port ####'
>>> port = 50052

>>> host = <HOSTNAME FQDN>

>>> secure channel = grpc.secure channel ("$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure stub = gnmi pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure stub.Capabilities(gnmi pb2.CapabilityRequest ())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

A== |



ghmi 7o k3L |
B owiooransamcy a0z

gNMI 7’0 2 LZEEBMITT 51=-DDEEH

5l : gNMI 70 k3 J)LDEZNE
A

GE)  ZDflE, Cisco I0S XE Fuji 16.8.1 — Amsterdam 17.2.x |2 H S v E 7,

5l : EEF 27 E— FTOgNMI DEZHIE
WIZ, gNMI H—RZIEF a7 E— RCTHDNZT D02 R LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config) # gnmi-yang port 50000 <The default port is 9339.>
Device (config) # end

Device#

Bl X217 E—FTOgNMI DEZE
WIZ, gNMI =& F 2T T— N THEMCTEHE2RLET,

Device# configure terminal
Device (config) # gnmi-yang server
Device (config) # gnmi-yang secure-server

( )
Device (config) # gnmi-yang secure-trustpoint trustpointl
Device (config) # gnmi-yang secure-client-auth
Device (config) # gnmi-yang secure-port 50001 <The default port is 9339.>
Device (config) # end
Device#

gNMI 70 F O JLOBEEEH

BERE YZaTFIL AL ML
DevNet https://developer.cisco.com/site/ios-xe/
gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /32 = | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v =—35 ¢ |gnmi-path-conventions.md
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