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destination-group num
ip address xxx.xxx.XxxX.xxx port xxxx protocol UDP encoding {JSON | GPB }

num i3 1 ~ 4095 OFAE T9,
UDP 7 L A FUIX, RO~y HX—ETEEFE I ET,

typedef enum tm encode_  {
TM_ ENCODE_DUMMY,
TM_ENCODE_GPB,
TM_ENCODE_JSON,
TM_ENCODE_XML,
TM_ENCODE_MAX,

} tm_encode_ type t;

typedef struct tm pak hdr_ {
uint8 t version; /* 1 */
uint8_t encoding;
uintlé_t msg_size;
uint8_t secure;
uint8_ t padding;
} _attribute  ((packed, aligned (1))) tm pak hdr t;
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GPB =y a—7 ¢ 7L gRPC F T AR — M &5 T 5 telemetry .proto 7 7 A /Wi, Cisco
@ GitLab TAFTE E7, https:/github.com/CiscoDevNet/nx-telemetry-proto
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AN =7 —EARETINET,
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[FRERXDBERE (ProcessRestart) | —72ALDOEHTT LA N ZYakAn7 ) —
REFFEHS LGS, 7V A NIPERINS L, MBI OA N —I 73 —F
APEITLESNET,

TLARNIDSAEVRAEH
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CiscoNX-OS |7 L X MVICIETA BV RAEILEDHY THA, T4 BV ARy r—DIEF
LTWZRWEEBEIE Cisco NX-OS A A — Iy KL ST Y | SEcifit
ENFET, NX-0S 7 A o AHFXDOFEMIZ OV T, [CiscoNX-OSLicensing
Guide] ZZH L TS 7E 30,
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BMABEHEBEDA VA M—IL
RPM T A ADT— 7T v allab—1L, vash 707 " bHROa~<>r REfHL
7

feature bash
run bash sudo su

FLTC, AN AT =R 759V alZRPMO A —%2 LET, vash 72 F I bROa~
VREMEALET

yum upgrade telemetry new version.rpm

TIVr—=2a N7y = REh, TV r—va Vv EFRET 5 EAERERINE
-éAO

LEIDN—23 VT8V L—FLET

FTLARNY) TV r— g ZLRIONRN—=23 XX T 7 b— R 5120, bash 72
IO a~y REERLET,

yum downgrade telemetry

TOT4TEN—23 DR

HRARBNN—=2 g VEWHERTHICE, A v TFDexec 7RV T IMBRD A~ REFETL
F9,

show install active

\ )

6= HARDOA v A2 =L %HETLET (show install active) ] A<¥ 2 N, 7T v 77 L — R)NE

ITENTZHIZ, A VAPV ENTWBHARZRPM DA% KR L ET, NX-0SIZ/3
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FEFEEFINEER
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« DME 7 —Z U4, NX-API7 —# X570, Google V E— F 7'm i —Y v 23—/ (gRPC)
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'TVfFUxE%ﬂ57/Ltﬁm\%@m@%h% TF—% 7o —RNHr L2 &

NERENET, BENEAE LV — "= IHEESTLIXLERNH Y £, RIC, Bk
ﬁwwf@Tt%éame%@WYva%%m% BRUCO DR T D2 LITk D,
ZA o F L O LW EmARIE L £4,

« 5 L A M UL, CPU HMFEHRDEK 20% 2 1HE T HAREMNH Y 4,

"WYY —RIZEDUTL—FLIEOERIT VR

TN Y —RZF T — KL%, H0U U — XTfi%ﬁ**Fé%UTDVXw‘I EMEDR D D
728 *%@%%37/Fiti27/Fﬁ7ya/#% IR B AREMERH Y £,
wU)%x_&W/7V%F¢ék%®mx%77774xkbf\%$ h TV
VRERIFa U RA T a v ORBERRET 572D, HLWA A—UNEB) L72ZICT
LA MY BSREA MRS L Tl L £,

WOHIE, ZOFEEFERL TWET,
TLANIERE 7 7 A NMZa—LET,

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

BT — FEEZEITLET, A A—UDNEREIN, A v FOERERNTELS, T
LA NIV AL v FIZa—LTELET

switch# copy telemetry running config running-config echo-commands

‘switch# config terminal’

‘switch(config) # feature telemetry’

‘switch(config) # telemetry’

‘switch(config-telemetry)# destination-group 100°

‘switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
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"switch (conf-tm-dest)# sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°
‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC T 5 —DE{E

gRPC Lo —N—=R20 DT —%KE LIGE. AA vF 7T 47 MEgRPC Lr—r3—
~OPEE AT L E T, gRPC L — N"—ZFGT HITIE, HEte /7 V—7DOTFD L v —
N=D 1P 7 R ADHEMRE MR L CEERTA2MERH Y £3, —HOTT—ONFIL, K
D LB TT,

«gRPC 7 A4 7 "D EF 2 7 Bk L TR TFEEZ HE L T D,

*gRPC LY —NTDI AT b A ye—VOWMBIRERN N T T, XA LT 7K
DHAET D, DOA =V Ly REMFEHLTA vy =20+ 52 LT, #4
LT U NEEREL TN D,

NX-API £ >4 — /R X DHIE

NX-API /%, show =~ F&EH LT, DMEIZEZFELARWAAL v FIERAZIEEL TA R
V—I v/ TExFET, tﬁblnmb%? HEuEARN) = 7T B VI NX-API % fif
T2 &, WITRT LIS, BEAOIRMHIRDEH D £7,

« A v F Ny 7 RiE, show =< K72 8D NX-API FMEOM U 2 BRI U £,
* NX-API1%, CPU DI K20% Z1EE T H RO H DN 207 et A 24k L £9,
* NX-API 5 —# %, CLI»>5H XML, JSON [ZZ&# I E 4,
PUFIE, i O NX-API & > W — S AR E 2 HIR 3 5 DI &Ltz — % — 7o —
<7,

1. show 22 R NX-API ZHR—F L TWAMLEIMEHRLET, A A3
A LT, NX-APIR VSH 226D a<y REPFR—FLTWEMNE I NEHRTE E

ﬂ_: <command> | json gﬁf_‘i<command> | json prettys

N

GE) AL vFNISON HAZETETICI0 ML LD a~y FIZT T E S0,

2. TUNEFEFRIFIA TV a s oEEDL L I show o~ REFEL F9,

flx DHINKF L TR L a~y REFIETH I EI3HET T ES W, DED | show
vlan #5100, show vlan #%5BI+ 101 72 & T4, b0z, CLI#HA T > a & 1#
HALTLEE W, 2FD, RT3 —< A%H LS 572DICAHEZRRY . VLAN i#%
B+ 100-110, 204 #FERLE,
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Y~V —/ W H—DIHENLEREAIT, show 2~ FRHIEEKE X7 LT,
T A IWWEIZHBEBR R E T — % A ML —UEHIBRLARVWE 51 LET,

3. NX-APIZT—4EELE L HATLA 2 — IV —TT LA N ZRERLET,
show 2= RaEtEorH— 2 ¢ LTENTS

4. CPI DR AZHIRET 27202, FHEFHD show 21< > ROMBERE O 5 Z0 BT L
AN ZRERR L ET,

5, ANV =7 SN NX-API I /IZBEFODME 2L va o O—#E LT 5 LTHL
HLET,

/= FBAFOHHR—

NX-OS U U—293.1 L%, usenodeid 2~ REHEHALTT LA NVZEEODAZL ) —
RERBIF L FAN AR TE T, T 74/ b TIEHARA MMMERAENETE, /J—FZESL
DYV FR—=RMIED, TVAMIZEHET —H D node id str Dl T 2R EELIFEFETE £
ﬁ—o

usenode-id =~ > REMFHAL T, 7L A MNIEERLETa 77 A V%2 LT/ —FRID %%V Y
TAHZLENTEXET, Za~vy NEFA S>3 T7,
WOFNL, /) — FikplFofma2 R L TWET,

switch-1(config) # telemetry

switch-1(config-telemetry)# destination-profile
switch-1(conf-tm-dest-profile)# use-nodeid test-srvr-10
switch-1 (conf-tm-dest-profile) #

WROBNE, /— RIS N BROZEMTOT VA MV @MEFRR L TWET,

Telemetry receiver:

node id str: "test-srvr-10"
subscription id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

T LAY ®DVRFHHR—F

TLA MY VRFYAR—FZEY, FT U AR—FVRFEIEETEEd, Zhit. LAY
T—H2 AN —ANT0 kSR DOR— F BN L CEE S, SSH/NGINX #li#lt v 3
VIEDOBRAE DO REM AR CE DI EEEWRLET,

use-vrfvrf-name 2~ > R&ZfEH LT, T AR — K VRF ZHETE ET,
WOFHITIE, P72 AR—F VRF ZEEL TWVET,
PAFIX., POST 21 m— K& L TP use-vrf DFHITI,

"telemetryDestProfile": {
"attributes": {
"adminSt": "enabled"
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}I
"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"

TLARN)DIER

NX-OSCLI ZfERA LT L A F) DIERL

KOFIETIE, ARV =7 TULARMIZHAEMIL, T—F X U —LDRET L Btk
2R L £

IR BRI
AA v FIE, CiscoNX-OS UV —R92(1) UED VY U =R ZFITL TWEOLMENRH Y £7,

FIRDEE

©ENDORON A

=y
©

1.
12.
13.
14.

F IR D

configureterminal

featuretelemetry

feature nxapi

nxapi use-vrf management

telemetry

(f£&) certificate certificate path host URL
sensor-group sgrp_id

path sensor_path depth O ([filter-condition filter]
destination-group dgrp_id

(f£%) ipaddress ip address port port protocol procedural-protocol encoding
encoding-protocol

ip_version address ip_address port portnum
subscription sub_id

snsr-grp sgrp_id sample-interval interval

dst-grp dgrp_id

AU RFEREFT7TIVa Y S

ATFvI1 configureterminal Ja— T — REBtE LET,

1 :
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Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

ATy F2 |featuretelemetry APV =7 TUAMUBREEADICLET,
RTw 73 |featurenxapi nxapi # AL ET,
AT w74 |nxapi use-vrf management nxapi BT 2% VRE BHEAZFHIC L ET,
ATy 75 |telemetry ARV =07 T AN OBRE— RIZAD F
i T
switch (config) # telemetry
switch (config-telemetry) #
ATy 76 (fE&) certificate certificate path host URL BEfF D SSL/TLS GEFAEZ A L £,
i -
switch(config-telemetry)# certificate
/bootflash/server.key localhost
RFwF1 |sensor-group sgrp_id IDsrgp_id & ot h— 7 v—T7%Ek L, &
Bl P J =T RRE— RE PG LE T
switch (config-telemetry)# sensor-group 100 HEZ, 0 IDEOHRYFR—FENTWET,
switch (conf-tm-sensor) # T — if/V*—:f7?6i\ FLRARY LE—FOFE
=RV TRE ) — FeERLET,
XTFw 78 |path sensor_path depth O ([filter-condition filter]| . #— /L —Flc o — R2%8BMLET,

&1

e D z< > KL, NX-API Ti372 < DME (2
Hanxd,

switch (conf-tm-sensor)# path
sys/bd/bd-[v1lan-100] depth 0
filter-condition eq(12BD.operSt,
UUTOWX 2R LT, REX—2D7 1)1
2V T EMHLT, operst S ENDHTIZE
{EL7z & ZIZDH Y T—L, MOMRWDZEAE
L7ieai@msm L EE A,

switch (conf-tm-sensor)# path
sys/bd/bd-[v1an-100] depth 0
filter-condition

and (updated (12BD.operSt) ,eq(12BD.operSt, "down") )

"down")

WDz~ KX, DME TiX7g < NX-API (23
AEnEd,

switch (conf-tm-sensor)# path "show interface"
depth 0

«depthiBETlX, Br ¥ — R 20HE L~ %
FBE L £7, 0-32, unbounded D% X G EMN
PAR—hEINTNET,

GE)  depthOF 7 4 /L FDOEETY,

NX-API _X— 2 Dt o — A%,
depth 0 DA EFEHTE E 7,

AR NUEDISANBY T A7 A
TINTWDHEE, REIF0 &Y
YRR LOBEYR—-FLET, *
DOOEIF 0 & LTHbhEd,

o I 3 O filter-condition /X5 A — & ZFE5E
LT, AR "R—2OH T 27 1) P g
DEFED T 4 NV H BVERRTE 77,

RER—Z2DT 4 VB Y TDORE., 7 4VH
W, REENZB L LT & L, FREINIZIRRET
AR IR ELTZEEOmFERLET, D
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ARV FFEREETIVa Yy

S

F V. eq(l2Bd.operSt, " down") @ DN
sygbd/bd-[vlan] D 7 ¢ /L% S:E1%, operSt 23
WENn & X, BIWoperSt 235% > T\ 5[
DN OT a7 NEFRINZE X (vlan
down 2% down THEI{E L CTUV % 12 noshutdown
A RPFATENDRE) IR T—ShE
7

AT w79 |destination-group dgrp_id Befoe e 7 NV — T 2B L T, B 7 v — T HERK
i - T— RNzl £7,
switch(conf-tm-sensor)# destination-group 100 |HfE, dgrp idif. HFOIDMEDHEYR— LT
switch (conf-tm-dest) # -

WET,

ATv 710 | ({£EE) ipaddress ip address port port protocol | T2 =— RENZT LA R F—H 2%(51 5 IPv4
procedural-protocol encoding encoding-protocol IP7 RLAELR—FNEZEELET,

i - GE)  gRPCIZT 74/ bhDRNT U AKR—K T
switch (conf-tm-sensor)# ip address 171.70.55.69 Tz F13/D7T7f0

port 50001 protocol gRPC encoding GPB

switch (conf-tm-sensor)# ip address 171.70.55.69 GPBWXTF 7V DOy a—F 47T
port 50007 protocol HTTP encoding JSON 4

ZFw 711 |ip_verson address ip_address port portnum BET—X O T 7 7 A VEERLET,
K BRI N—T WY T2 Y Fray ) —RiZY
switch (conf-tm-dest)# ip address 1.2.3.4 port VIENTWARE, TLARY T—X(F, 2D
50003 Ta 7 ANVTHRESNTNSIP T KL R LR—

MIEESNET,

Z 5w 712 |subscription sub_id ID %o T2 Fvary J—RuefElL, ¥
i - TAZ N T a KT FERRLET,
switch(conf-tm-dest)# subscription 100 HAE, sub idid, BHFO IDEOALZE T R— LT
switch (conf-tm-sub) #

b\\i‘@—o
GE)  DNIZHTRIIATTHEET, A
FAHEEIZA M) —I 7 Snb 91T,
% ® DN 7% REST Zfi ] L T DME T¥
R—= RSN TVWDEINE I NEHERLET,
AT F13 |snsr-grp sgrp_id sample-interval interval IDsgrp_idDE v — N —TF R BAEDOYF T R 7

1 :

switch (conf-tm-sub) # snsr-grp 100 sample-interval|
15000

B =7\ EsRTFLARY
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(R VUBHN) ZBRELET,

BIFEOMEN 0 DIGE, A XV b R—=ADHT R
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TESNT-MO TOLEERICOLEESNET, 0L
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ARV RFERETI Y S

DREVHBIEOSHE., TVA RN T—2RNEE
SN 7= MkR TEMICER SN HEIC KN T
A7V Fa nMERSIVET, o & 2E. HIFRIE
2315000 DA, TLA MY T=XIX15H T LI
BEINET,

AFw 714 |dst-grp dgrp_id IDdgrp id 2 FF o e /v — T2 Z DY T AT )

&1

switch (conf-tm-sub) # dst-grp 100

a7 LET,

CLUZFERLE=TLA Y DERSHI

WOFEIATIE, GPBmra—F 4 7 %2FEHALTCIORMDY XATEH—DOT L X ) DME A
hU — A &R T D HFEICOWTHALET,

switch# configure terminal

switch (config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch(config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)

switch (config-tm-dest)

# dst-grp 1
# snsr grp 1 sample interval 10000

ZOHITIX, sys/bgp /b— k MO D7 — % #5655 1P 1.2.3.4 78— bk 50003 (2 S P T &I A b
V=079 72707 a EERLET,

switch (config) # telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

switch
switch
switch
switch
switch
switch
switch

WIZ, sys/intf DT —X % 5T L1, %685 1P 1.2.3.4 K — K 50003 [IZA U —I 7 L,
test.pem ZHEA L THIEEN/ZGPBZ Ly a—FT 4 V7 HHALTA M) — 22K 5{kT 5
T2 YT a OIERBIE R LET,

switch(config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0
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switch (conf-tm-sensor)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000
switch (conf-tm-sub) # dst-grp 100

ZOHITIX, sys/cdp DT — X RS IP 1.2.3.4 R — b 50004 (2 152 LA MY —3
TIHYT 20U F g BERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000
switch (conf-tm-sub) # dst-grp 100

ZOBEITIE, 750 T i show v RTF—F DI A TF U ANR—ZADa Ly v a U EERL
£,

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest)# sensor-group 1

switch (conf-tm-sensor# data-source NX-API

switch (conf-tm-sensor)# path "show system resources" depth 0

switch (conf-tm-sensor)# path "show version" depth 0

switch (conf-tm-sensor) # path "show environment power" depth 0
switch (conf-tm-sensor) # path "show environment fan" depth 0

switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0

switch (conf-tm-sensor)# path "show nve peers" depth 0

switch (conf-tm-sensor)# path "show nve vni" depth 0

switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor) # path "show policy-map vlan" depth 0

switch (conf-tm-sensor)# path "show ip access-list test" depth 0
switch (conf-tm-sensor)# path "show system internal access-list resource utilization"
depth 0

switch (conf-tm-sensor) # subscription 1

switch (conf-tm-sub)# dst-grp 1

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

ZOBEITIE, sys/fm DA R b R=ZADYT A7 Y T g 2ERLET, sys/fm MO (248
R DHGAIIOIR, T—F XA N —I V7 ENET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/fm depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

BEPIC, Y I ARIRELEET AL T, Bt — A —TEREAEKER—2ANE AR
NR—RAZEFE LY, AR I R=ADSFEFEEARN—ACER L) TEXET, 20T,
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switch (config) # telemetry
switch (config-telemetry)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

O Y — T N—T LR E 1 OOV T A ) S g )y TEET, oo
TAI Y FaiFi, A—HVRy N R—FM/1DF—F % 45DORN A0 T LI
ARM)—=I T LET,

switch (config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor) # destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 10000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 200

Wi, B — I N—TITEBEDO R EED, e/ V— T ICEROSERET e v A v E
G, YT R ) Fa v EBEEOR Y — SV —F L5 S —TF ) 7 TE B R FOR
L7,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor) # path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry) # sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor)# path sys/ipv4 depth 0

switch (config-telemetry) # sensor-group 300
switch (conf-tm-sensor)# path sys/fm depth 0
switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
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switch (conf-tm-sub)# dst-grp 100
switch (conf-tm-sub)# dst-grp 200

switch (conf-tm-dest)# subscription 900

( )
switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 300 sample-interval 0
switch (conf-tm-sub) # dst-grp 100
switch (conf-tm-sub)# dst-grp 300

ZOFENZRT XL 912, show running-config telemetry ==~ > &M L TT L A + VSR A Tk
BTEET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry
destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA KR DB EREFRIRDERT

WD NX-OS CLIshow 2~ > R&EEHA LT, 7L A U O, HeHE#H, =7 —, BIO
tyvarERERRLET,

show telemetry control database

WIZ, TV AN O E KL CWANET —F _XR—ADa~v REFRRLET,

switch# show telemetry control database ?

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode
destination-groups Show destination-groups

destinations Show destinations

sensor-groups Show sensor-groups

sensor-paths Show sensor-paths

subscriptions Show subscriptions

| Pipe command output to filter
switch# show telemetry control database

Subscription Database size = 1
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100 DME NX-API

Sensor Group Database size =1

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control stats

wIZ, T LA N OIS 2T — 2 N— A OMFHERO =~ FeRRLET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures
Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures
Sensor path Database creation failures

Sensor Group Database creation failures
Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures

O O O O O O OO OO0 0O0O0O0O0oooooo
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Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

O O O O O OO OO0 O0OO0OO0O0O00O0O0O0O0O0O0OO0OO0OOOOLOOLOLOLOOLOO OO

switch# Destination Database size = 1
Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Wz, T—XWEICET et EROa~r RERRLET,

switch# show telemetry data collector brief

show telemetry data collector details

KIZ, TRTOE Y= R2AOFEME G, 7 — X IRIZET 23R ME G RO~ M
FRLET,

switch# show telemetry data collector details
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show telemetry event collector errors

sys/fm

FLA by o emtERox® [

Zoawry NE, A avrya il =kt e 2R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures
Authentication Failures

Authentication Refresh Failures
Authentication Refresh Timer Start Failures
Connection Timer Start Failures
Connection Attempts

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Event Subscription Refresh Failures
Pending Subscription List Create Failures
Subscription Hash Table Create Failures
Subscription Hash Table Destroy Failures
Subscription Hash Table Insert Failures
Subscription Hash Table Remove Failures
Subscription Refresh Timer Start Failures
Websocket Connect Failures

show telemetry event collector stats

W

Zoa<wy Rt T TOEB VY — RZADONF
FKRLET,

switch# show telemetry event collector stats

|
O O OO OO0 WwWwWooo oo

e AR aL sy VICET AR

Collection Count Latest Collection Time

show telemetry control pipeline stats

ZoawrRiE, TLA MY AT U OHEFERLET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:
Node Create Fail = 0

Event Collector:
Errors:
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Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Data Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

show telemetry transport

WIZ, RSN TWABTRCOEREY Yy a VOl ZFERLET,

switch# show telemetry transport
Session Id IP Address Port Encoding Transport Status

0 192.168.20.123 50001 GPB gRPC Connected

show telemetry transport <session-id>

WDa<wy RTIE, BEDIEY Yy v a v OFEMLE Yy Y a VIEFRRFEREINET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected
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Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224
Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235
Encoding: JSON

Transport: HTTP

Status: Disconnected

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

show telemetry transport <session-id> stats

WIZ, FFEDHREE v a VOFFloa~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

WD a<r RTIE, BEDHEEY v a3 VORI — O ERNERINET,

switch# show telemetry transport 0 errors

Session Id: 0

Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912
Disconnect Count 0
Last Disconnected: Never

Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

TLA M) AT E FL—RIEHROTRT

v r e ML —AEREFRT DHIZIE, IRONX-OSCLI a2~ REFHLET,

PST

PST
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switch# show tech-support telemetry > bootflash:tmst.log

NX-API ZER L=T L A~ DIER

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical

structure of objects as shownin DME ™7 L X k' U &7 /L, on page 31. Following are the main objects
to be configured:

 fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

» telemetryEntity — Contains the telemetry feature configuration.

* telemetrySensor Group — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensor GroupRel — Associates the sensor group with a telemetry subscription.

* telemetrySensor Path — A path to be monitored. The sensor group can contain multiple
objects of this type.

* telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.

* telemetryDest — A destination address. The destination group can contain multiple objects
of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination
group.
« telemetryRsSensor GroupRel — Associates the telemetry subscription with a sensor group.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.
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\)

Note For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API
REST SDK User Guide and API Reference.

Before you begin

Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

SUMMARY STEPS
1. Enable the telemetry feature.
2. Create the root level of the JSON payload to describe the telemetry configuration.
3. Create a sensor group to contain the defined sensor paths.
4. Define a telemetry destination group.
5. Define a telemetry destination profile.
6. Define one or more telemetry destinations, consisting of an IP address and port number to which
telemetry data will be sent.
7 Create a telemetry subscription to configure the telemetry behavior.
8. Add the sensor group object as a child object to the telemetrySubscription element under the root
element (telemetryEntity).
9. Create a relation object as a child object of the subscription to associate the subscription to the
telemetry sensor group and to specify the data sampling behavior.
10. Define one or more sensor paths or nodes to be monitored for telemetry.
11.  Add sensor paths as child objects to the sensor group object (telemetrySensor Group).
12. Add destinations as child objects to the destination group object (telemetryDestGroup).
13.  Add the destination group object as a child object to the root element (telemetryEntity).
14. Create a relation object as a child object of the telemetry sensor group to associate the sensor group
to the subscription.
15. Create arelation object as a child object of the telemetry destination group to associate the destination
group to the subscription.
16. Create a relation object as a child object of the subscription to associate the subscription to the
telemetry destination group.
17.  Send the resulting JSON structure as an HTTP/HTTPS POST payload to the NX-API endpoint for
telemetry configuration.
DETAILED STEPS
Command or Action Purpose
X w71 |Enable the telemetry feature. The root element is fmTelemetry and the base path for
this element is sys/£m. Configure the admin$t attribute
Example:
as enabled.
{
"fmEntity" : {
"children"™ : [{
"fmTelemetry" : {
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Command or Action

Purpose

"attributes" : {
"adminSt" : "enabled"

RTFw J2 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path
telemetry configuration. for this element is sys/tm. Configure the dn attribute as
Example: sys/tm.
{
"telemetryEntity": {
"attributes": {
"dn" . "Sys/tm"
} r
}
}
AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensor Group. Configure the following
ple: attributes of the object:
"telemetrySensorGroup": { * id — An identifier for the sensor group. Currently
"attr iguteszé { only numeric ID values are supported.
” i ” : ” ” ,
"rn": "sensor-10" * rn — The relative name of the sensor group object
), wchildren™: [{ in the format: sensor-id.
}]
} Children of the sensor group object will include sensor
paths and one or more relation objects
(telemetryRtSensor GroupRel) to associate the sensor
group with a telemetry subscription.
X Fw 74 |Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
X w 75 | Define a telemetry destination profile. A telemetry destination profile is defined in

Example:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

B =7\ EsRTFLARY

telemetryDestProfile.

* Configure the adminSt attribute as enabled.

* Under telemetryDestOpt Sour cel nter face, configure
the name attribute with an interface name to stream
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Command or Action

Purpose

b

"children": [

{

"telemetryDestOptSourcelInterface":

"attributes": {
"name": "loO"

}

data from the configured interface to a destination
with the source IP address.

X w6 |Define one or more telemetry destinations, consisting of | A telemetry destination is defined in an object of class
an [P address and port number to which telemetry data | telemetryDest. Configure the following attributes of the
will be sent. object:

Example: + addr — The IP address of the destination.
( * port — The port number of the destination.
"telemetryDest": { . . . . .
wattributes": | * rn — The relative name of the destination object in
"addr": "1.2.3.4", the format: path-[path].
enc": "GPB", .
"port": "50001", » enc — The encoding type of the telemetry data to
"proto": "gRPC", be sent. NX-OS supports:
"rn": "addr-[1.2.3.4]-port-50001"
} * Google protocol buffers (GPB) for gRPC.
}
} * JSON for C.
* proto— The transport protocol type of the telemetry
data to be sent. NX-OS supports:
* gRPC
« HTTP
AT w J7 |Create atelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class

behavior.

Example:

"telemetrySubscription": {
"attributes": {

"id": "30",

"rn": "subs-30"

"children": [{

by
H

telemetrySubscription. Configure the following attributes
of the object:

* id — An identifier for the subscription. Currently
only numeric ID values are supported.

* rn — The relative name of the subscription object
in the format: subs-id.

Children of the subscription object will include relation
objects for sensor groups (telemetryRsSensor GroupRel)
and destination groups (telemetryRsDestGroupRel).
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Command or Action

Purpose

ATvT8

Add the sensor group object as a child object to the
telemetrySubscription element under the root element
(telemetryEntity).

Example:
{

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

ATvT9

Create a relation object as a child object of the
subscription to associate the subscription to the telemetry
sensor group and to specify the data sampling behavior.

Example:

"telemetryRsSensorGroupRel": {

"attributes": {

"rType": "mo",

nynts
"rssensorGroupRel-[sys/tm/sensor-10]",

"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",

"tDn": "sys/tm/sensor-10",

"EType": "mo"

The relation object is of class

telemetryRsSensor GroupRé and is a child object of
telemetrySubscription. Configure the following attributes
of the relation object:

* rn — The relative name of the relation object in the
format:
r ssensor GroupRel-[sys'tm/sensor-group-id].

» samplelntvl — The data sampling period in
milliseconds. An interval value of 0 creates an
event-based subscription, in which telemetry data is
sent only upon changes under the specified MO. An
interval value greater than 0 creates a
frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.

* tCl — The class of the target (sensor group) object,
which is telemetrySensor Group.

* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.

* rType— The relation type, which is mo for
managed object.

* tType— The target type, which is mo for managed
object.
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Command or Action

Purpose

ATy 710

Define one or more sensor paths or nodes to be monitored
for telemetry.

Example:

Single sensor path

"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFiltexr": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

Example:
Multiple sensor paths

"telemetrySensorPath": {
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetrySensorPath": {
"attributes": {

"excludeFilter":
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

Example:
Single sensor path filtering for BGP disable events:

"telemetrySensorPath": {

A sensor path is defined in an object of class
telemetrySensor Path. Configure the following attributes
of the object:

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filter Condition — (Optional) Creates a specific
filter for event-based subscriptions. The DME
provides the filter expressions. For more information
regarding filtering, see the Cisco APIC REST API
Usage Guidelines on composing queries:
https://www.cisco.com/c/en/us/td/docs/switches/
datacenter/aci/apic/sw/2-x/rest_cfg/2 1 x/b_Cisco
APIC REST API Configuration Guide/b_Cisco
APIC REST API Configuration Guide_chapter
01.html#d25e1534a1635
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html#d25e1534a1635
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html#d25e1534a1635

. Configuring Telemetry Using the NX-API
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Command or Action

Purpose

"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

AT w711 |Add sensor paths as child objects to the sensor group
object (telemetrySensor Group).
AT w 712 |Adddestinations as child objects to the destination group
object (telemetryDestGroup).
AT w 713 | Add the destination group object as a child object to the
root element (telemetryEntity).
X 714 |Create a relation object as a child object of the telemetry | The relation object is of class
sensor group to associate the sensor group to the telemetryRtSensor GroupRel and is a child object of
subscription. telemetrySensor Group. Configure the following
attributes of the relation object:
Example:
* rn — The relative name of the relation object in the
"telemetryRtSensorGroupRel™: { format: rtsensor GroupRd-[sys/tm/subscription-id)].
"attributes": {
"rn": * tCl — The target class of the subscription object,
"rtsensorGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription",
} "tDn": "sys/tm/subs-30" * tDn — The target distinguished name of the
) subscription object, which is sys/tm/subscription-id.
R w 715 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:
Example:  rn — The relative name of the relation object in the
format: rtdestGroupRel-[sysitm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
} "tDn": "sys/tm/subs-30" subscription object, which is Sys/tm/subscription-id.
}
X w 716 |Create a relation object as a child object of the The relation object is of class telemetryRsDest GroupRel

subscription to associate the subscription to the telemetry
destination group.

Example:

B =7\ EsRTFLARY

and is a child object of telemetrySubscription. Configure
the following attributes of the relation object:
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Command or Action

Purpose

"telemetryRsDestGroupRel": {

"attributes": {
"rType" . "mO",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType" . "mO"

* rn — The relative name of the relation object in the
format:
rsdestGroupRe -[sys/tm/destination-group-id].

* tCl — The class of the target (destination group)
object, which is telemetryDestGroup.

* tDn — The distinguished name of the target
(destination group) object, which is
sys/tm/destination-group-id.

* rType— The relation type, which is mo for
managed object.

* tType— The target type, which is mo for managed
object.

ATy 711

Send the resulting JSON structure as an HTTP/HTTPS
POST payload to the NX-API endpoint for telemetry
configuration.

The base path for the telemetry entity is sys/tm and the
NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps collected into one POST payload (note that

some attributes may not match):

{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1o0"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFilter":
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {

=FLEHETFLA Y )
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"addr": "10.30.217.80",
"port": "50051",
"enc": "GPB",

"proto": "gRPC"

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

NX-API ZERA L =T L A ') DB

BEADARY—ZI2F /IR

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— b 50000 125 LI A b
V=074 T 2707y araERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1i0",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {

B =7\ EsRTFLARY
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"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-30]1",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
oo Ao
"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]",

"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depthll . "O"

}
b A
"telemetrySensorPath": {
"attributes": {

"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

}]
}
b A
"telemetryDestGroup": {
"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {

"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

H
}
e A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"

}I

=FLEHETFLA Y )
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"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType": "mo"

}
oo A

"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",
"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

BGP BAID 7 1 JL B &4

WKDORA 11— KOF T, telemetrySensorPath MO D filterCondition JEMEIZ Nt > T BFP #4EE
DN TCND EXIZ N Y W —ENbEMEANNCLET, T—%1L10.30.217.80 K—F
50055 [CA MY —I 7 &NET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFilter":
"filterCondition": "eqg(fmBgp.operSt,\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"

B =7\ EsRTFLARY
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}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",
"port": "50055",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",
"tDn": "sys/tm/sensor-10"

}
}I
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"
}
}
}
]

FLARYEREDE=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > OfliL, 7L A b UBBEDOHEK Z Bis3 2 HFIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA D =T 4
Z—uHLTADRDY 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL T,
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

DME®DTL A Y ETIL

TLAN) TV r—a 0%, ROWEEEFSDME TET UL ERE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System

=FLEHETFLA Y )


https://github.com/CiscoDevNet/nx-telemetry-proto/tree/master/postman_collections
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| --property
| @name:adminSt
| @type:AdminState

|----mo [name:SensorGroup]
| | @name:SensorGroup
| @label:Sensor Group
| --property
| @name:id [key]
| @type:string:Basic
|
| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| --property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| -——-mo [name:DestGroup]
| | @name : DestGroup
| | @label:Destination Group
| | --property

| | @name:id

| | @type:string:Basic

| |

| |--—-mo [name:Dest]

| | @name:Dest

| | @label:Destination
| | -—property

| | @name:addr [key]

| | @type:address:Ip

| | @name:port [key]

| | @type:scalar:Uintlé
| | @name:proto

| | @type:Protocol

| | @name:enc

| | @type:Encoding

|

|

-—---mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| @type:scalar:Uint64
|-—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
| -—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom

EFLEHETLA Y |
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@label:Link to destGroup entry

T DDSEER

BEER

I=-aF7ILEA L

VXLAN EVPN O L A | U B O KRk A1,

[VXLANEVPN YV Y =2—3 g > DT L A F U &
B (Telemetry Deployment for VXLAN EVPN
Solution) ]
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
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