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THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
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OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
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http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
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The CCR is a virtual router that delivers comprehensive WAN gateway and network services into virtual
and cloud environments. The CCR enables enterprises to extend their WANS into provider-hosted clouds.
Two CCRs are required for Cisco Cloud Network Controller solution.

The Cisco Catalyst 8000V is used with the Cisco Cloud Network Controller. For more information on
this type of CCR, see the Cisco Catalyst 8000V Edge software documentation.
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Contract Cl:

Consumer: EPGl, Provider: EPG2
Filter: TCP (ports 53)
Filter: UDP (port 53, 5000)

Contract C2:
Consumer: EPGl, Provider: EPG2
Filter: TCP (ports 80, 8080)

EPGl outbound rules:
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EPGl -> EPG2 TCP 80

EPGl -> EPG2 TCP 8080

EPGl -> EPG2 TCP 53
EPGl -> EPG2 UDP 53

EPGl -> EPG2 UDP 5000

EPGl -> 1.1.1.1/32 TCP 80

EPGl -> 1.1.1.1/32 TCP 8080
EPGl -> 1.1.1.1/32 TCP 53

EPGl -> 1.1.1.1/32 UDP 53

EPGl -> 1.1.1.1/32 UDP 5000
EPGl -> 2.2.2.2/32 TCP 80

EPGl -> 2.2.2.2/32 TCP 8080
EPGl -> 2.2.2.2/32 TCP 53
EPGl -> 2.2.2.2/32 UDP 53

EPGl -> 2.2.2.2/32 UDP 5000

Rules are consolidated by comma-separated filters (consolidated based on Cl and C2):
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EPGl -> 1.1.1.1/32, 2.2.2.2/32 TCP 53
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« REST API Zf#i [ L 7= Cisco Cloud Network Controller D&% (168 ~=2—3°)
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Cisco Cloud Network Controller GUI ¥ 7-1% REST API % L T Cisco Cloud Network Controller
AR NEERLET, 22T RE. TV =T a UERE B, BLOERE =
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GE) e — N ANRFGUH L —E XTI TORTEIZOWVTIE, LAY 4ADLEL LAY T —EZD
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Management) %7 %7 %27V v o7 LET,
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)
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[FB/87 « (Properties) ]
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%81 (Name)
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[E%7E (Settings) ]

Domain)
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ﬁ‘o
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Azure 1 722V Fa o IDEASLET,
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T A — gD EASNLET,

GE) 77— g IDDOREIZ W T,
Azure O R¥ =2 AV MEZITYAR— %
ZMLTLTEE,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



. Cisco Cloud Network Controller GUI A L =77 > FDERL

Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

D472 D —2 Ly k (Client Secret)

GE) DT 44—V KX, [—ER FTYL
/%)L (Service Principal) ] £721% [FEE
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IIAT =0y bR AN LET,

G¥) I TAT h—7 Ly FOIERIC
DNTIE, Azure D ¥ =2 A E
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R
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ATy TH

Cisco Cloud Network Controller GUI Z &M L1-7 FU s —> 3> 70771 Loks [

[ZB/37 1 (Properties) ] A
Xa) T4 FALDDIEM TATFDEF2)T 4 RAAL U ZBINT 5T
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1. [EFaUT4 FAAL2DEM (Add Security
Domain) 127V v 7 L¥d, [EF¥xaUT4 K
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Cisco Cloud Network Controller GUI Z{ER L7 U4 —< 3> 70
77414 ILDER
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(Application Management) ] Z &R L 97,
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[>Tk (ntent) | A==2—D [FTVr—2 3 V&R (Application Management) ] U A KT, [7 7

Yhr—ay 7RI7 74 ILOER (Create Application Profile) 1227V v 7 LEd, [ZFVr— 3>
FO7 74 ILDERL (Create Application Profile) | # A4 7 a2 iRy 7 ANERENET,

[Name] 7 1 —/V RIZA4RTIZ AT LET,
T MR L £,
a) [T+ bDEIR (Select Tenant) 1% 27V v 7 LET,

[T7F > FDZER (Select Tenant) | XA 72 7Ry 7 ANFRENET,

Azure 1—H— 5/ F@AIF Cisco ¥y SO Ky k=Y avka—3, J1IJ—ZX260 (5




Cisco Cloud Network Controller 2 > R—% > FO#A |

B cisco Cloud Network Controller GUI % {53 L 7= VRF 45

ATvT6
ATy 717

b) [TFH 2 FDER (Select Tenant) |1 ¥ A 7 v/ C, ERIOHDTF > s Vw7 LTRIRL, IR
(Select) 1227 VUv 7 LET,

[7F7UH5—2 3270774 ILDOER (Create Application Profile) 1 %A 7 v 7R v 7 AT, ROF
g2 517 L £,

[E%BA (Description) ] 7 4 —/V RIC#HBHZ A L £7,
RIENK D=5 [Savel 227 U v 7 LET,

Cisco Cloud Network Controller GUI Z{EF3 L - VRF D {ERL

ATy
ATy T2

ATvT3

ATvT4
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1R BHHIIZ
T MEEKRLET,
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(Application Management) ] % #R L £,

[7 75— 3 V& (Application Management) 147> a > DU A R[4 T2k (Intent) | A ==—
ICERRSINET,

[41>F2k (ntent) 1 A==2—0 [FT)r—2 3 VEHE (Application Management) ] U 2 kT, [VRF
DYERK (Create VRF) 1% 27V v 7 LET, [VRFDERK (Create VRF) 1 ¥ A4 71 Ry 7 ANERIH
£7.

WD [VRF XA TRy 7 ZAOVERL (Create VRF) | XA TR Ry 7 ADT 4 —)L RORITRIITH
HEDNT, HT 44— NI RMEZ AL, HATLETS

K5 [VRFOERK (Create VRF) 5 A 7R RYIADT 4 —IL K

(a5« Bl
(Properties) 1]

EX

A0 [Name] 7 .t —/L RiZ, VRF OF R4 &% AN LET,

TP VRF | vrfEncoded E23EI D B THIE T, 75 b & VRF 4 DOMAG D
N2 LFEEEZ LA, VRE4 (T2 M b &) 13 wiEncoded fi4 i L
TV 79 R NA—%TilkhlsivEd, wifEncoded i % #7~9 % (21X, [Application
Management] >[VRFs] %7 % Z\cB# L £4, HO~SA L TVREZZ U v 7 L,
277 7 K Jb—# T [Encoded VRF Name] # £ L £9°,
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Cisco Cloud Network Controller GUI % L =5t &% v k7—2 o tese [

[ZTO/T 4 HL:L
(Properties) 1]

Tk Ty b EERLET,

1 [T+ FOER (SelectTenant) 1227V v 7 LET, [T+ FOER (Select
Tenant) | ¥ A7 RV Ry 7 ANFRINET,

2. [T+ bDFEIR (SelectTenant) 14 A 7 w27 T, ERMOIDTF o ~ar Yy
7 L CEIRL, BER (Select) 127V v 7 LET, [VRFOIERK (Create VRF) ]
EATa TRy 7 ZZRY £7,

SiRER VRF Ot EZ AT LET,

AT TS EENTET LS, [BR1F (Save) 1227V v 7 LET,

Cisco Cloud Network Controller GUI Z{EB L 7=\ &f v T —9 DERK

ZOFNEIZ, MR —DIEE T IEEZ R L TWET, LI 2 NoEEOL—Z|T
Wi TX AHE—DAER Y FT—27 . F7713 CCR ~DEFHfEH TX 588D VRF 2 B8
BONBR Y VT — 7 ZRETE ET,

1R BHHIIZ
N Ry BT =T BAERT DHEIC, N7 Fy hT—7 ZERL TELSLERH D £7,

RTv 1 EloFesr—ya i n"—7T, [7F)H5— 3 &E (Application Management) 1> [44 &84y kT —%
(External Networks) 1 IZ#EILET .

R ST R Yy N T — T WRIRENET,

ATvFT2 [FU23a> (Actions) 122U v 27 L, [SMB#Y kT—2 OYER (Create External Network) ] Z %R L
£7
[SA &84y R —2 DYER (Create External Network) 17 ¢ > RURFERENE T,

ATV T3 ROMEF Y bT—7 DIERZ A Ta 7Ry 7 AD7 4 —)L K (CreateExternal Network Dialog Box Fields) ]
DRIRINTND LT, &7 4 —/V RiC#d ez AL, FITLET,

R 6: VR T —4 DYERL (Create External Network) ]34 7 ORI ADT 4 —JL K

A= PAG P EiBA
(Properties) 1]
==X\
&I ER Y N —T /% NS LET,
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B cisco Cloud Network Controller GUI % 52/ L 1= 4488 % » b7 — % OO

[FTa/,8F 4
(Properties) 1]

B

VRF Z D SN VRE 13, SMIOIE ACL 734 A L DIMIBERHCE ShE T, 2o BiTisko
SN VRE Z/ERCC & E77,
Z® VRF [¥, VRF 8RO 3 DORePEZ T 2 TV D5 EIC SMB VRE & L TR S v E
R
A T7T TF U NOFCTHERES
ARy MU —Z ICBEEM T BTV D
TR aIUTXAN T Ty A VZEEAT STV
SRR Y B U — 2 BT 57 TV D VRFIET T A6 VRF (12720 97, S5 VRF &7
TURaAVTHRARN T 7 A NVELEFY TRy MIBEEMITLZ LT TEETA,
SMES VRE 2389 51213, ROFNEEZFATLET,
1. [VRF M#ER (Select VRF) 127V v LT,
[VRF Mi#iR (Select VRF) | # A T VR 7 ANFRENET,
2. [VRFDZEIR (SelectVRF) 14 A4 7w /T, EROHDOVRFZ 7 U > 7 L TERIRLET,
[+ VRF OfERK (+ Create VRF) |47 v a VU EHH L CVRFE/ERTHZ b TEET,
3. [ER (Select) 1227 Vv LET,
[4V &y b7 —2 DERL (Create External Network) | # A4 72 7R v 7 ZIZRED £9,
RA M L—2—4 ZOT7 44—V RIIRETEER A, T ANV RDORA N = ZBEBIRIRS N E T,

[E%%E (Settings) ]

Hhis

U—2a Ua@Rd 51

1. [MuEioEmM (Add Region) ]% 27V v 27 LET,
[Hhi D:EIR (Select Regions) | XA 7 /R v 7 ANREFRINET,
ML > b7y FO—# L UTER LI il Z 2R shE 7,

2. [HhELDEIR (Select Regions) | # A 71 7T, EOHDOTF v var U w7 L TGER
L. [ZER (Select) 127 U7 LET,

[4VEB v 7 —% DERL (Create External Network) 1 # A 71 7Ry 7 ZIZREY £9,
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Cisco Cloud Network Controller GUI % L =5t &% v k7—2 o tese [

[FTa/,8F 4
(Properties) 1]

B

VPN v kD—%
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B cisco Cloud Network Controller GUI % 52/ L 1= 4488 % » b7 — % OO

[FTa/,8F 4
(Properties) 1]

B

1.

VPN v hU—2 x> f UL, SRS ShEd, BESNZ T TOVPNER v b
T—7 R, BRLEETRCO)—Va @i shET,

VPN X v MU —27 2B 5121%, IROFIEZFEITLET,

[VPNF v kT—% MM (Add VPN Network) ] 2% v 7L £,

[VPN v k7—5 @& (Add VPN Network) | A4 7 a /Ry 7 ARFRENET,
[£8T (Name) ] 7 4+ —/LV RIZ VPN % NU—27 OL4RIZ AT LET,

[+ IPSec E7 M3BA0 (+ Add IPSecPeer) 1227V v 7 L%,

IPSec &7 = b U T &I b R AMER SNUET,

BAI % IPSec k> FIVDRDT 4 —/b RIEE AN LET,

«IPSec b HRILETD /ATy IP

cRAIHAL—

« IKE Version : IPSec b > r/L#f T ikevl F 7213 ikev2 %R L £ 4,
+BGP E7 ASN

+ Subnet Pool Name : [¥ 73w ;b T—/LZD#EIR (Select Subnet Pool Name) ] % 7
Vw7 LET,

[HIxRy b T—ILLDHEIR (Select Subnet Pool Name) | & A 7 1 'R v 7 ANFKR
ENFET, VA NS TOAERAARERY 7 Xy b 77— OWTNoai@R L, [#
R (Select) 1227 V27 LET,

GE) VETIE U T, BN IPsec b RV 7Ry b F— % SRRy b
D=1 X—=VIZBENT50, 77U KXy hU—27 arta—7—0
WElE Yy b7y 7 a2 L TEMTE ET, FEMIIONTIE, [Azure £
A= HARDCiscoZ F7U K xy hI—7 arita—JJJ—2x
251 (x) © TREVAYV—F&EHAL/ZCiscoZ/ 7V KRy hU—7 o
v ha—J 0] OEEZSBLTIEIN, Y7 Ry N T—LDYA
ZlE, AERE D IPsec b RNVOEITKHETE D+ REIICT D4
ERHY 7,

«[IPsec k>R JV—R 4B —T 4R (IPsec Tunnel Source Interfaces) ]1: Z®
T 4= RO b Zf#FEH LT, Cisco Cloud Network Controller i, Bk I 7=4
VA AU HE =T oA APHEHEEIP T KL ASD 120 IPsec b o R/VEAFR L
£

G¥) ikev2lZ. ZOT7 4 —NLFKDF 74V N 7 a2 T3, IPsec b x/b
V=R A B —T = A AL, IKEV2 K TCOLYR— N ENET,

gig3ld, T 7 AN M TEREINE T, KOFNL1OFZITHEBOA v X —T = A A
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Fo—ruvRefL—k U—s Ky s—ois ]

[ZTO/T 4 HL:L
(Properties) 1]

BN £ T
* gig2: GigabitEthernet2 { > % —7 = A A
* 0ig3: GigabitEthernet3 1 > 4 — 7 = A A
* gig4: GigabitEthernetd 1 > % — 7 = A A
GE) OB Y P U =2 TlIPsec bR V—A A =T = A REAER
L7c#, V=T 47 R — VU —=225002) (9=—) T

T DEHIT, R CERE~D F XL E R TE 2 BMOFR > b T —
7 TIPsec ho )V VYV —A AL H—T oA AEHRTEET,

5. Z®IPSec b RNEBMTHIZIE, Fovi~v—20%7 Vv 7 LET,
B IPSec b > R ZIBMT58E1EL, [+ 1PSec b RILDEI (+ Add IPSec Tunnel) ]
27U w7 LET,

6. [VPNRw kT—5®DEM (Add VPN Network) ] %A 7 a2/ R 7 AT [HEM (Add) ]
7V v LET,
[V &Ry kT —5 DYERL (Create External Network) | %A 72 /ARy 7 ZIZKEY £,

ATV T8 NEry NT—7 OIERRMNFET L6, [R#F (Save) 1227V v LET,
[SMEB+y 7 —2- DYERL (Create External Network) 17 > R T [RTF (Save) 1227 Vv o 35L&,
779 R L—HHRN AWS THER SV E T,

8—/NJLVREREIIL— bk U—29 R o—DHERL

7m—/3)L VRF fb— UV —27 RY —#rgld, UV U —2250Q2) THEAINE L,

4 SRS

[Cisco Cloud Network Controller v k7w 7 (Cisco Cloud Network Controller Setup) ] 7 «
YRyo[@Avb39 b R=X )b—TF 4 % (Contract Based Routing) | fElk T4 21T 2 Al
W, WNESVRF IO — K UV—27 (9 3—2) TRHEFFEINZIEHEREMRE L T EE0,

RTYT1 AVTFoNTAar %70y LET, [Tk (ntent) | A= —NERINET,
AT T2 7 arDVAMR[AUTU R (Intent) | A=a—IlFRINET,

[7—% 78— (Workflows) ] T, [CiscoZ TV F &y kT—% a2 rAB—5DFKE (CiscoCloud Network
Controller Setup) %2V v 7 L£7,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
B 70— vRrmL— bk u—5 KU s —otR

[y 7y 7 -8BE (Setup-Overview) | ¥ A 70T Ry 7 ANFRINET,

ATy T3 FHRENCTHERERE (EditConfiguration) 127V 27 LEd, [AY S FR=ZADIL—TF 1 2]
FEIKT, [AYEST ER=ZADI—TFT 42T 74—V ROBEOREEEZEDET,
[AY bS5 PR=RDIIL—T 4 VJ1REIL, BHIEONEHVRF L — b UV —27 R o —% KL TWET,
CHIE A TTTF RO TFO =L KUY —Th Y, [IELy (Yes) 1E721%. [L\WWE (No) 1%
EALT, 2727 MBA— R~ 2y TR WGEICLV— FEFREITX 20 E ) D ErRLET,

[LMANZ (NO) 1T 7 #/V FERIE, N— FREMESW T —7 S TELT, ffbvitr—h~<v
FICEASNTI =7 ENTWDHZ EERLET,

e [IELY (Yes) J: b— K = v IR FEELBRWIGAIC, BRICESHTL— FRIRRL TS Z & amRL
F7T. ADCHREINTODIHEE, V— vy TPERITWWRnE X2, RTIATREEZZHL
9, V= by TIBNFETDHEXIT, V— b vy T IXEIC R T A TREETT,

RT9T4 [AV STV M R=RDIV—T A4 VT 74—V ROBUEORELZERT HMNE I DERELET,
HDOEENORIOEREIZEZ DVEN G H5E1L, WO FIRIZHENET

AEVERENMSWVWVWZ AV RTI R R—RADIL—T 4 VT EENTB) : ZORWTIE, BE, 2
N7 NR=ZADN—T 4 T BRI TEY, =~y I R=ZADNV—TFT 4TI 7 FT5
TENBEESNTWEY, a0 " T FR—ZADNL—FT 4 I — 2y TR—ZAD)L—TF ¢
T 7 NT DRI~ v T _X—=2AD)V—T 4 VT PRI IV TWRWEE . ZIURIRELZ 7 < "TetE
N0 ET,

ORI TLLLY (Yes) JERENB[WLWNZ (No) [BREICEENTAR1IC, ROELEEITVET,

1. BfFOar +7 27 bEFFO VRF DT X TOXTRET, v—h vy RXR—=2D—h V=T %45
ML ET,
Cisco Cloud Network Controller GUI Z{#fl L7= VRE [/ — b U —2 Otk (73 _*—) OFJE
EEITLET,

2. Za—N)NVRY—Tary hJ77 h X"=Z2D)L— kR —Z8HIZLFET,

[V bSO R R=ZADIL—T 42T 74— K% [IELY (Yes) [RENS [LWVZE (No) 13%7E
WCAA v TF LT, BRIR—ZADN—TFT 4 T MBI —h T R—=ZAD)NV—T 4 VT DAL v F
ZLET,

3. BCLEHLWVWIL— s =y R_R—=2ADN—F 4 I ESWTHRELRREZR®T S L 51T
=T 4 TR ERLET,

DWWZERENLIEVADESR (BUR—RDI—T 4 VT %BHIZT D) : ZORWTIE, BifE~v T
NR—=ZDN—T 4 VT PERENTEBY, IR —2DNV—T 4 LTIV 7 bTHZERBESNT
WET, 2 hTF 7 bEN—b v 7D J)i%E VRE OXT B TENZTE 2720, ZiUdHkr% £
IEMETIEAR L, IR EBETT, ZOX IR TIZ, V=T v T EAHCTHE XL, v
N7 27 bED b —F v~y TPEBEINET, v T RXR=RDNV—T 4 T BRI > TN DY
B, AT R R=AON—T 4 T EBMLTHHRRFIIREAELEEA,

ZFOH, ZOWRWTHEH, [LWWAE (No) [RRENGIELY (Yes) [RREICY 7 T DEICET #1795 &4
HEWxhHV EFHA, 2L, VREOXRTHE T FF7 7 hE— b~y POMGTZHIIET, LI
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Cisco Cloud Network Controller GUI £/ L 1=t — % L— F st ]

AU RNTT N R=AN—T 4 UTICBATT DAL, VREEIO=2 Y T 7 FEZERIIREL, [AY
ESO R R=RDIV—T 4 25] 74—V RTELY (Yes) 1 REICT 7 M T DRI VRF M D/L— b
~y TEHIRTOMLERH D T,

ATy TS [AVESY M R=RADIL—FT 4 2TV TOHREOHKREEEET I, BERLV—T 4 T DX A
TSV TRELZLEE L ET,

ATY 76 [CiscoV 5K Fy kT—% a2 kB—F &y 7w 7 (Cisco Cloud Network Controller Setup) ] O
RFET Lz, [fR7EL TH#EE (Save and Continue) 1 %27 U v 27 LET,

Cisco Cloud Network Controller GUI Z{ERA L7171 —% JL— DR

Cisco Cloud Network Controller GUI ZfffH L CVU — 27 /L— h 2R ET D FNEIZ. VU —R{TL-
THETERY £7,

©25.02) LVETOV U —RATIX, ML LTV —TFT 4 7 RU —%RE LT, S
RBEZMEHLTACIZ 70 R YA R ESNsEOMON—T 4 V7R ETHEEIT, N
B8 VRF &AM VRE O TY —27 3250 — hERETEET, ZNOOFIEIZOVTIL,
Cisco Cloud Network Controller GUI Zf#fH L 7= VRF [i/L— b U —27 Ok (73 <X—)
EHRLTLIEEN,

« U U—22502) LA TIX, WE VRE OXT [ DL— |k v T XR—=2D/L— K J—7 )%
PR—FINTWVET, ZHS5DOFEIZHOWTIX. Cisco Cloud Network Controller GUI %
FEHAL7ZAE VRE OV —27 Jb— FOERL (76 X—) #ZBL T I,

Cisco Cloud Network Controller GUI Z{&H L 7= VRFfEl/L— ~ ') — DFERKL

V=0 —FDORET. V=T 4T R —LFalT 40 KU —0DR5ICREIND
VY—22501)7 v 77— O~ TT, VRFEIN—T 4 VT HEHTH &, M LIzv—
T4 R —EE LT, IR A L CTACL 7 77 N A kAR E D
MON—T 4 T RFETDHEEIT, NESVRF 4B VRE OB TY — 2745 /L— F &2 ET
TET, OV TL, PR —FENTWDIAL—T 47X )T 4 KR —OE
(6 ~—2) | ZBRLTIIZIV,

SERFESEI. Azure A R NBIMERT ANA ZAOHERE AT D (79 =) FIEZE
LTFETHRKRT DLENH Y 9, SMSOEGHILIE. o7 70 R4 b, ACIA Y713
A YA b, FRESBRATOLEERH Y £,

\)

GE) c INOGFEAEAL T, EXx2UT 4R Y — EIHEELRIC, NERE M VRE O TO
BN—T 4 T R —mRER L ET,

c INGLDOFIEEMH LT, WN#ESVRF OXT DN —TF 4 VT HFRELRNTLIEEW,
oA, VU —A250(1) LVEiO@EFE EBVICay T2 FEFERALET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



Cisco Cloud Network Controller 2 > R—% > FO#A |
. Cisco Cloud Network Controller GUI Z {5/ L 7= VRF fEl/L— kb ) — ¥ DERL

ATv 1 EfloFresr—r g 3=, [FTTVr— 3 EE (Application Management) ]1>[VRF] IZ#E L £
ER
BIESNT VRE NFERENET,

ATv7F2 [U—2 JL—F (LeakRoutes) 1% 7 %27 Vw7 LET,
T TR INTNWD Y —27 — NBERINET,

ATYT3 [FUP3av (Actions) |27 Vw7 L, [V—9 JL— DR (Create Leak Route) ] %R L £ 7,
[V—% JL— FDER (CreateaLeak Route) 17 1 > RUuBNERENET,

ATv T84 RO[V—7 V— R DIERZA T a Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUARINTEAT 4=V RIZEYTDEEZASIL, HATLET,

R7:—=9 L—brOEBRFATOTRY Y XD T 4 —IL K (Leak Routes Dailog Box Fields)

[Za/T~« 5BA
(Properties) 1]

Source VRF EfE70 VRF 38R 5121
1. [EfET VRF M:&R (Select Source VRF) 1 %7 VU v 7 L%,
[VRF M:ER (Select VRF) 1 XA 7 a /Ry 7 ANFRINET,

2. [VRF®DER (SelectVRF) ¥4 7 v/ T, FEE70 VRFIZHEHT 272 OIZ/EMDF] D VRF
7V w7 LTRIRLTET,

E{EIC VRF 1X, W E 721X 4B VRF TH D Z LITHEE LT EE 0,
3. [#IR (Select) 127V v 27 LT, ZDO¥EEIL VRF Z&IRLET,
[V—% JL— FDYERK (Create Leak Route) | ¥ A 72Ky 7 AZRY £,

58% VRF 505E VRF Z 38R 51013, ROFIEEZFEITLET,
1. [5B%EEIR (Select destination) 1227 UV v 7 LET,
[VRF DFER (Select VRF) 1 XA 70 7Ry 7 ANFRINET,

2. [VRFD#EIR (Select VRF) 1 XA 71 7 C, %85 VRF IZHEHT 5 7202 DF]0> VRF
7V w7 LTGRIRLTET,

%{E7C VRF H NS VRF Th DA, #5608 VRF ZINEB VRE IZT 5 2 Lid T RrnwWo &
WCHEBELTLZEN,

3. [E#IR (Select) 1227V v 7 LT, ZDO%% VRF ZIRLFT,
[V—% JL— DR (Create Leak Route) | #A 72/ R v 7 AR £,
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Cisco Cloud Network Controller GUI Z{£F3 L 7= VRF fil)L— ~ ) — % DAL .

[Fa/nF4 SRER
(Properties) 1]
Type KT A0 —7 — DA TEBIRLFET,
« FTRTEY—5: Bt VRF O REYE VREIZY — 27357202, T XTh/L— b &
KT HZEBERLFET,
oA, TN T, =2 kY 0.0.0.0/0 YT Ry FIP =Y TICHEIRICAS
ShExd,

TRy MIP: Bt VRE DD B e VREE TO U — 27 OL— & L THREEDY 71
NP7 RLAZRET HHEITRIRLET, [Ty MIP (SubnetIP) 1 ¥ A7
RNy 7 ANERINET,

[T+ y L IP (SubnetIP) 1R~ 7 A2, VREfIDY —27D— KL LTHT Ry MIP
7T RVAEZADLET,

ATvTS  VEENET LD, [IR1F (Save) 1 &7V v 7 LET,
[ (Success) 1V 4 v RunFrRENnET,

ATFvT6 BMOVRFEIL—F U—02RETIEINE I DERELET,

* VREOXT T —27 3580/ — K &2BINT 58541, B (Success) ]V« > RUTHID!) —
42 JL— k®M3EM (Add Another Leak Route) ] 47> a v %427 U v 7 LET,

['V—% JL— b®DEM (Add Leak Route) 17 1> RVIZED £4, VREFOLTHTY —27 455D
N— NERETDHITIE, AT v 74 (14X—2) —AT7 75 (15—=V) ZHEVIELET,

e UN—Z )L— hEIBEMTA25EIZ. ROLHICLET,
« LIBTORRE D565 VRE 2857 VRE (2720 |
« LIRTOREE DO E1E 7 VRF 235685 VRF 12720 £97,
WIZ, [N (Success) 1V 4> R T[U/A—R 1J—% JL— kDB (Add Reverse Leak Route) ]
A FarEs Vv LET,

[V—% JL—+DiENM (AddLeakRoute) |V 4 > RVICRED 3, AT v 74 (74—2) —R
Ty 75 (15°8—) EHVELTHOL—FEFRELETN, SEIIROL IR T,

 [#fE5T VRF (Source VRF) ] 7 ot —/L R°C, HIOFRE T4 VRF & L TiEIR L7 VRF % 3R

Li—a—o
« [385% VRF (Destination VRF) ] 7 1 —/L T, RIOFKE CTEEIC VRF & L TEIR LT VRF %
B L £,

ATy FT1 V=7 L—FORENZETLEDL, [T (Done) 127V v 7 LET,

AA Y VRF =D [V)—% Jb— bk (Leak Routes) 1% 7MW OFREI, FILSBRESNZY —7
N— ERERRINET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



Cisco Cloud Network Controller 2 > R—% > FO#A |
B cisco Cloud Network Controller GUI % 5/ L 7= P9 VRF 0 ') —% JL— h O

ATwv 8  HEILETIISSE VRF OFFMIERA BUS L7z . MEAO ) — 7 — hEET L2 T5121F, AA
¥ [VRF] X—YD['))—% JbL—k (Leak Routes) ] # 7 C[VRF| X727V v/ LET,
ZDON— K T—=TLD [BEE (Overview) | X—YNERINET,

RATY 7T [VRF]X—YOEHIZHD [7TUr— 3 oEE (Application Management) 1% 7% 27 U v 7 L, /&
MoF s —va i "—T[1J—% JbL— b (LeakRoutes) ¥ 7 %7 U v 7 LET,
ZDOFFED VRF IZEEMF T TV D Y —27 b— ERFERENE T,

ATy 10 BEEU T, Z0O VREICEEM T SRZBMO Y —7 v— a2 ELET,

c ZOVRFH Y —27 b— MBI 5121%, [F22 3> (Actions) 127 U > 7 L, [<VRF_name>
M) —% JL— ~%3EM (Add Leak Route from <VRF_name>) 1% 4R L £,

[U—2 IL— F®DEM (Add Leak Router) 1V 4 > RUBRERENET, AT v 74 (74 X—)
DIFERZEFEH LT, LEREREATNLET, EETVRFO= NV IZFHFFNHSERINTEY, =
ORI TITEFETE RN LITEE LT &N,

« ZOVRFIZY =27 /b— F&BIN$212iE, [72 23> (Actions) 127 U v 27 L. [<VRF_name>
[2Y—% JL— +%3ENM (Add Leak Route to <VRF_name>) ]%&3&R L £,

[V—%2 JL— FDiEfN (Add Leak Router) |7 « > RURFERINET, AT v 74 (743—)
OEFREZMHL T, REREREADLET, BEVRFOTY bV FHANGERSINATBY, 20D
R THEETERNI LIZERELTLIEE N,

RDBERY

INTA=T 47 R =Pl ESNE LT, V=T 47 RV v—ttF=2V7 1KY
3T H LD, X2V T4 R =R T 2 BERH Y £,

« Cisco Cloud Network Controller GUI Z{ii ] L 724445 EPG D 1ERL (89 _X—3) kD FE%
R L C. A58 EPG AAERE L £97,

» Cisco Cloud Network Controller GUI ZffH L7222 7 7 FDERL (111 =) : 2 b
DFNEZEM LT, AMBEPG &7 7T REPG RO M T 7 FaAELET,

Cisco Cloud Network Controller GUI Z{EFR L7=NEVRFD ') —2 JL— F DIERK

U U—2R25002) LA, WN#S VRF [flo/L— K U—2 (9—) THBHIN TS LI,
WNESVRF OXTRIDONL— ks v FR_R—2AD)L— ks U= BN R—FENFET, ZOHEEIL,
U U—R250(1) Tt ENToN—T 4 v 7 X2 VT 4 OGEIEHEIBE LD T, L—
T4 Teexa VT4 R —DBRIAICREINTVET,

ATvT1 EfloFesr—rvarn—7, [7FV5r—3 0 EE (Application Management) 1> [VRF]IZEEIL F
ER
BE SN VRE BNERENET,

ATFvF2 [U—% JL—b (LeakRoutes) | #7 %7V v 7 LET,
FTTIHR SN TND ) —7 — FRERINET,
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Cisco Cloud Network Controller GUI %/ L -8 VRE D ) — & L— kot ]

ATwF3 [FUI3ar (Actions) 1227 U7 L, [U—2 IL—bDERK (Create Leak Route) ] Zi&R L £,
[V—% JL— DR (Createaleak Route) 17 1 > RUMNERENET,

ATv T84 RO[V—7 V— DIERZ A Ta Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUANINIEET 4=V RICKHSTHEEATIL, FITLET,

=8:)—Y L— DERFATATERY I XD T «—JL K (Leak Routes Dailog Box Fields)

A=PAGPY
(Properties) ]

B

B

Source VRF

%
1.

{70 VRF ZiEIRT 51213 -
[E1ET VRF ME4R (Select Source VRF) 1 %27V v 7 LE7,
[VRF Mi#iR (Select VRF) | ¥ A4 7T /Ry 7 ANRFRINET,

[VRFDZER (Select VRF) 1414 7 1 27T, ¥E5C VRFIZHEH T 2 72 DI/ DF D VRF
7V w7 LTCGRIRLTET,

ZOFEIE. NE VRE OXRTREONL—F =T R—ZD/—F J—T DFDDHDT
b D28, BEgior VRF IZIXAES VRE 28I L £,

[ER (Select) 127V v 27 LT, ZDOFEFILVRF ZBIRLET,
[V—% JL— DR (Create Leak Route) | # A 72k v 7 AR £,

3E5E VRF

54

1.

%5 VRF ZIEIRT 21203, ROFNEEFITLET,
[5E5EM>ER (Select destination) 1 %227 U v 27 LE9,
[VRF ;&R (Select VRF) 1 XA T /Ry 7 ARFREINET,

[VRF®DFER (Select VRF) 1 ¥ A 7 1 7T, 365 VRF (T T 2 72 DI/l D F| D> VRF
7V v 7 LGERLTET,

ZOFNEIX, NE VRE OXTHONL—h =y T RXR—=ZAD/L— K V=7 DD H DT
b DT, B VRF ICIZNES VRF 28R L £,

IR (Select) 12427V v 7 LT, ZD%i5 VRF ZEIRL L7,
[U—2% JL— FDYERL (Create Leak Route) 1 %A 7 7Ry 7 RAZRY £7,
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B cisco Cloud Network Controller GUI % 5/ L 7= P9 VRF 0 ') —% JL— h O

[FTa/,8F 4
(Properties) 1]

B

Type

T —7 V— b DX A THEIRL £7,
« FTRTE—9: Bt VRF O REYE VREIZY — 27357202, T XTo/L— b &

KT HZEBERLFET,
OGS, TN ENTIE, =Y 0.0.0.0/0 TRy FIP =Y TICHEIICAS
SNnFET,

TRy MIP: B VRE DD B e VREE TO U — 27 OL— & L TREEDY 7 1
NP7 RLAZRET HHEITRIRLET, [THY MIP (SubnetIP) 1 ¥ A7
RNy 7 ANFERINET,

[T+ y L IP (SubnetIP) 1R > 7 A2, VREfDY —27D/— KL LTHT Ry MIP
7 RVAEZADLET,

AT9TE  EENETLESL, [IRfF (Save) 1227 U v 27 LET,
[BL1 (Success) 1V 1>~ RUNFRINET,

ATFvT6 BMOVRFEIL—bF U—02RETIEINE I DERELET,

* VREOXT T —27 3580 — K &2BINT 58541, BRI (Success) ]V« > RUTHID!) —
42 JL— kDB (Add Another Leak Route) ] 47> a v %27 U v 7 LET,

['V—% JL— b®DEM (Add LeakRoute) 17 1> RVIZEY £9, VRFOLTHTY —27 455D
N— NERET DI, AT v 74 (77X—) —AT7 75 (18—V) ZHVIKLET,

o UNN—X — R EBINT25EF, KO X HIZLET,
e LIFT O T D56 VRE S E{EJC VRF 12721
« IR ORRE DIEIETC VRF 23565 VRF 12720 £97,
WIZ, [Ah (Success) 17 4> R T[U/N—R J—- JL— DB (Add Reverse Leak Route) ]
FFrvarErs Vs LET,
[V—% JL—+®DiENM (AddLeakRoute) |V 4 > RVICRED 3, AT v 74 (774—) —A
To75 (182—) Z#OIKLTHONL—FEHRELETH, SEITKROLIITARY £,
* [EfE5t VRF (Source VRF) ] 7 4 —/L KT, HIDE TS VRE & L TER L7-VRF % iR
Li—a—o

« [385% VRF (Destination VRF) ] 7 4 —/L KT, RIOFKE CTEEIC VRF & L TEIR LT VRF %
BIRL £,

ATvFT1 V=7 L—FORENZETLEDL, [T (Done) 127V v 7 LET,

AA Y VRFX—TO[V)—% JL—k (Leak Routes) ¥ 7MW OFREI, HILSBRESNZY —7
N— ERERRINET,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



I Cisco Cloud Network Controller 3 > /R— 3% > kDR
Azure # A 1 BAET A Z~DEGEEENTS ]

ATwv 8  HEILETIISSE VRF OFFMIERA BUS L2 . MEAO ) — 7 V— hEET L2 T 5121F, AA
¥ [VRF] X—YD['))—% JL—k (Leak Routes) ] # 7 C[VRF| X727V v/ LET,
ZDON— K T—=TLD [BEE (Overview) | X—YNERINET,

ATY 79 [VRF| =YD LEMIcHD [FTUr—a U EE (Application Management) | ¥ 7 %227 U v 7 L, £
MoFesr—va i "—T[1J—% JbL— b (LeakRoutes) ¥ 7 %7 U v 7 LET,
ZDOFFED VRF IZEEMF T STV D Y —27 b— R FERENE T,

ATYT0 MEIE LT, 2O VRFICEEMT bNZBMOY —27 — MERELET,

c ZOVRFH Y —27 b— MBI 5121%, [F2 23> (Actions) 127 U > 7 L, [<VRF_name>
M) —4 JL— ~%3EM (Add Leak Route from <VRF_name>) 1% 4R L £,

[V—%2 JL— DB (Add Leak Router) |7 « > RURFEREINET, AT v 74 (77 %—)
OIFWMEEN LT, LERERZADLET, FERXVRFOT - M IITEFEFANCERRIATEY, 2
DWW TIFEF TERNZ LICEELTLEEN,

« ZOVRFIZY =27 /b— F&BIN$212i%, [72 23> (Actions) 127 U v 27 L. [<VRF_name>
[2—% JL— +%3ENM (Add Leak Route to <VRF_name>) ]%&3&R L £,

[V—% JL— FD:EM (Add Leak Router) 17V 1 > RUMNFRINET, AT v 74 (77 3—2)
DIFHREEH LT, BRERFEHREZATILET, SBEVRFOT - b VIFHEFNICEREATEY, 20
R TIIEETERNWI LICEELTLERND,

Azure 14 SN ERTNA AANDEEZEAMIZT S

WDOFNEIZHES T, A > 77 VNet CCR 75 IPSec/BGP #HH L THEE DIMERT /34 A~D
IPv4 Bt FEVTHIIC L 7,

NETINARABEBR I 7AILDEFHoO0—FK

AT 71 Cisco Cloud Network Controller GUI T, [# v < a7R— K (Dashboard) 1% 7 Vv 27 LE7,
Cisco Cloud Network Controller ® [4 v & 2 7R— K (Dashboard) ] = —MNF RSN,

ATYT2 [MVITZRMFIFv]>MBERICBEIL £,
[V EB$E#HE (External Connectivity) 1 7« > RUBRFREINE T,

RATw T3 [TV 3> (Actions) 1> [SEBT /N1 AR T 74 I)LDF 2> O— K (Download External Device
Configuration Files) 1% 27 VU v 7 L £,
[T/ RER T 74 )LDS 90— K (Download External Device Configuration Files) 17> 77 v
TRFRRINET,

AT T8 oo — RTD90T /314 AR T 7 A VEEIRL, [F#2>B—FK (Download) 127V v 7 L%,
ZDOT v a Il i Y, CCR ~O IPv4 BERED 72 DINHT /3 A A O FahfE A 3 2 s # & & T
Zip 77 AR E T u— REINET,
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B rwve v 1 rr o887 A DEEEEDIZT S

Azure A4 FHOSHNERTINA ANDEHZEEEZNIZT S

ATv T

ATFvT2
ATvT3

A > 77 VNet CCR 75 EVPN ZA{#i [l L 22V T /3 A A~D IPv4 #ifi % TRV CHNC T D 72 DI E 7R
HMAINELET,

TN AZu A4 LET,

SN Y BT =X T TN R BB DT O OMRE#AE AN LET,

T N AER T 7 ANDZ T — R (19 _X—=) OFNEEMHEH L CTHET A AR T 7 A V%
Hornma—RL7ESE. IO b RVORERTERE o0 T, TOMAEREZ ATTLET,

WARND b RIVDINET NA ARET 7 A VOBl 2R LET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 128.107.72.122 1.100 [ikev2] for
hctunnIf.acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct routerp westus 0:0]/tunn-34
USER-DEFINED: please define gig-gateway: GIG-GATEWAY

USER-DEFINED: please define GigabitEthernet2 if required

USER-DEFINED: please define tunnel-id: 100 if required

USER-DEFINED: please define vrf-name: infra:externalvrfl if required

USER-DEFINED: please define gig3-public-ip: 13.88.168.176 if 0.0.0.0 ip still not provided by AWS.
Device: 128.107.72.122

Tunnel ID: 100
Tunnel counter: 1
Tunnel address: 5.16.1.9

Tunnel Dn:
acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct_routerp westus 0:0]/tunn-34
VRF name: infra:externalvrfl

!
! ikev: ikev2

! Bgp Peer addr: 5.16.1.10

! Bgp Peer asn: 65015

! Gig3 Public ip: 13.88.168.176
! PreShared key: devicelazure
!

ikev profile name: ikev2-100

vrf definition infra:externalvrfl
rd 1:1

address-family ipv4
route-target export 64550:1
route-target import 64550:1
exit-address-family
exit

crypto ikev2 proposal ikev2-infra:externalvrfl
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab512 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-infra:externalvrfl
proposal ikev2-infra:externalvrfl

exit

crypto ikev2 keyring keyring-ikev2-100
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peer peer-ikev2-keyring
address 13.88.168.176
pre-shared-key devicelazure
exit
exit

crypto ikev2 profile ikev2-100
match address local interface GigabitEthernet2
match identity remote address 13.88.168.176 255.255.255.255
identity local address 128.107.72.122
authentication remote pre-share
authentication local pre-share
keyring local keyring-ikev2-100
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set ikev2-100 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev2-100
set transform-set ikev2-100
set pfs groupl4
set ikev2-profile ikev2-100
exit

interface TunnellOO0

vrf forwarding infra:externalvrfl

ip address 5.16.1.10 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 13.88.168.176

tunnel protection ipsec profile ikev2-100
exit

ip route 13.88.168.176 255.255.255.255 GigabitEthernet2 GIG-GATEWAY
router bgp 65015
address-family ipv4 vrf infra:externalvrfl

redistribute connected
maximum-paths eibgp 32

neighbor 5.16.1.9 remote-as 65008
neighbor 5.16.1.9 ebgp-multihop 255
neighbor 5.16.1.9 activate

neighbor 5.16.1.9 send-community both

distance bgp 20 200 20
exit-address-family

WROBUZ, INERT S AR T 7 A VTSN DE 74—V Kty FOFFEMERLET,
c ROBUNITRT 7 4= Fid, ZH O OO S ES,

« vrf definition

* [PSec global configurations
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vrf definition Ext-V1

rd 1:10

!

address-family ipv4
route-target export 64550:10
route-target import 64550:10

!

crypto isakmp policy 10

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp keepalive 10 10 periodic

crypto isakmp aggressive-mode disable
!

Cisco Cloud Network Controller 2 > R—% > FO#A |

—  VRF Definition

—  IPSec Global Configurations

c ROBNITRT 7 4= Fid, ZH O OO S ES,

o hi T & D IPSec B L ikevl ARk

¢ VRF %A "—®D BGP &R E

crypto keyring Ext-V1-1000-ike

pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>

crypto isakmp profile Ext-v1-1000-ike
keyring Ext-V1-1000-ike
match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255
crypto ipsec transform-set Ext-V1-1000-ike esp-aes esp-sha-hmac
mode tunnel

crypto ipsec profile Ext-V1-1000-ike

set security-association lifetime kilobytes disable
set security-association replay window-size 512
set transform-set Ext-V1-1000-ike

set pfs groupld

interface Tunnell000

vrf forvarding Bxt-vl

ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip top adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvé

tunnel destination <50.18.55.126>[cAPIC CSR1 gig3 Public IP]
tunnel protection ipsec profile Ext-V1-1000-ike

router bgp 64550

address-family ipvd vrf Ext-vl
redistribute connected
neighbor <50.50.0.1>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.1 ebgp-multihop 255
neighbor 50.50.0.1 activate
neighbor 50.50.0.1 send-community both
neighbor <50.50.0.5>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.5 ebgp-multihop 255
neighbor 50.50.0.5 activate
neighbor 50.50.0.5 send-community both
distance bgp 20 200 20
'

ip route 50.18.55.126[cAPIC CSRL gig3 Public IP] 255.255.255.255 GigabitSthernet? 10.10.0.103

IPSec and lkevl
Per Tunnel Configurations

BGP Configurations for VRF Neighbor

c ROPNTRT 7 4 —/b FiE, 2D OFEMOERRICHEN S ET,

o ' — N LR

e RN T LD IPSec 3 & VN ikev2 DAERL
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crypto ikev2 proposal ikev2-1 o
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity sha512 sha384 sha256 shal

(JFOUP 24 21,20 196 18 142 = Ikev2 Global Configurations

crypto ikev2 policy ikev2-1 J
proposal ikev2-1 e

ypto ikev2 keyring keyring-ikev2-2000
eer peer-ikev2-keyring

a 81.94.248 [cAPIC CSRL gig3 Public IP]
pr key abcdefgl2345

ace GigabitEthernet3
ess 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255

s 53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)] d k
> preehare _IPSec and lkev2

Per Tunnel Configurations

set ikev2-profile ikev2-2000

interface Tunnel2000
vrf forwarding Ext-vl

ess 50.50.0.14 [cAPIC CSR1 BGP Peer Addr] 255.255.255.252
400

ip tcp adjust-mss 1400

nnel source GigabitEthernet3

1 mode ipsec ipv4
nnel destination 35.81.94.248[CAPIC CSR1 gig3 Public IP]
1 protection ipsec profile ikev2-2000

ATY T4 FIOFIEAMEIEL T, BMO bRV El L ET,

Cisco Cloud Network Controller GUI Z{&F8 L 7= EPG D {E Rk

Zov I aryOFREEAFER LT, 7Y F— 3 EPG, M EPG. $— B R EPG #1ERK
LET, HRAMRERERA T > g %, 1ElT 5 EPG DX A I X» TR F97,

Cisco Cloud Network Controller GUI Z{ER L7 74— 3 > EPG DERL

DY 3 TliE, Cisco Cloud Network Controller GUI 2 L7 U 7 —3 3 > EPG %
BT B HEEBALET, £V —b XL, bt b1o0ar v =2—<—EPG & 12D
T X —EPG #EE LET,

\)

=)

A 77 TF NTZ Y REPG &7 77U RIMHKEPG #1ERRCX E 94, ¥ XTHOI T TR
EPG & 7 77 RAEREPGIX, A > 7T TF > bd®h &V VREICEES TSN ET, &S
VXU VRFRADZ Z 7 REPGIE, BEH > Z U VREADOMD 7 57 REPGE LT T v N4+
5 EPG LIB(EFRE T, oo~ —4% 5 F VRENDZ 7 REPG & biBE T £9, MfF
DIIIORALTT) 7TV r—vary a7y A VEERET, Rboicsr77 75
VRZEHILWT T =gy a7 s A NVEERL, BILWT T r—vary a7y A
NWEEIHZ Y VRFDZ T REPGE LW 7 U RIMTEPG IR T 5 Z L 2 BEID L E
7T

1R B
TV r—vary a7y A e VRF Z{ER L ET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
. Cisco Cloud Network Controller GUI 2R L =7 7' 7 — < 3 = EPG D1ERL

ATFYTl AVFURTAarvuas vy LET,
[,r T2 b (Intent) ]}:l%ﬁ)%%énijﬁo

ATy T2 [MUFUk Untent) IRRR Y 7 AOFIZHD kuy L4 RlZ7 Vv 7 L, [FFV5—a v ER
(Application Management) ] Z3#R L £,

[7TUr— 3 UEE (Application Management) 147> a > DU A RN [4 T2k (Intent) | A ==—
WCRRSNET,

ATYT3 [Tk (ntent) | A==2—0D [F TV /r— 3 EE (Application Management) 1 U 2 T, [EPG
DYERL (Create EPG) 1227V v 27 LET,

[EPG M{ERL (Create EPG) 1 XA 702 Ry 7 ANFRINET,

ATV T8 RD[EPGHIERA A TRy 7 ADT 4—)L K (Create EPG Dailog Box Fields) ] 7—7 /L CU X k&
o7 4=V RIZEES T D AL, FifTLET,

= 9:[EPG D1ERL (Create EPG) ] 5 A 7RITHRYIRADT 4 —IL K

[Fa/7 4 BLL]
(Properties) ]
=30
Al EPG D4 HTEZ AT LE T,
TFrUhk T MEREIRL £,

1 [TF 2 bDFR (SelectTenant) 127V v 27 LET, [TF 2 FDRER (Select Tenant) ]
HALTaATRy I ARFREINET,

2. [T+ DB (Select Tenant) | %A 7 07T, EMOIOTF > va22 Y v LTE
RLFEF,
ZOBIvar TR LEZL IS, AT T T REBRL, AT T TFY RTY
79 REPG &7 7 v RN EPG 1B CT& 7,

3. [Z#IR (Select) 17 Vv 27 LET, [EPG MDERL (Create EPG) | XA 7T RV KR v 7 A
RYET,
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Cisco Cloud Network Controller GUI Z{EfA L =7 7' 7 —% 3 > EPG D1ERL .

[FTa/,8F 4
(Properties) 1]

B

77U r—ar o
74

TV r—vary a7 s A NVERIRLET,

1.

[7FUHr—3> Ta774)L0D:ER (Select Application Profile) 127 U >~ 7 LE7,
[7FTU—23a> 7774 ILDFER (Select Application Profile) 1 %A 7 a2 R 7
AMFERINET,

[7F7VH5—2 3> 7R774)IL0DEIR (Select Application Profile) 14+ 7 v 7 ¢, 4l
DODINDOT TV r—rar TuaZyANnEr )y 7 LTEIRLET,

GE) A T7T TF 2 FTEPG BT o456, 77V r—Yary a7y AL
LA —/"—ULA-1VRF ® EPG CTHEHINLT2D, 7T U R £ 77 77
r—var 7uaT7rANVEERLRN EEHRELET, BT r—
var Ta Ty ANVERRT LN, [FIVr—2a3y TRT7 74 IILOERK
(Create Application Profile) ] Z®IR L T, L\ v 7 7 A LV &E/Ek L %
R

[EIR (Select) 1227V v 27 LET, [EPG DERL (Create EPG) 1 ¥4 7 n /ARy 7 AT
RO ET,

FiEA

EPG O#HE AT LET,

[E%%E (Settings) ]

547

ZIUEXT TV r—va VEPG TH HT20, EPGH A 7L LC[7FTUr— a2 (Application) ]
PR LUET,

VRF

VRF %8 R$25121%,. WOFNEEZFEITLET,
1.

[VRF @:#R (Select VRF) %27 VU v 27 LET, [VRFDEIR (Select VRF) | X147/
Ry I ANRFRINET,

[VRFD#ER (Select VRF) %A 7 a7 T, EROFHOVREEZZ Y v 7 L GRIRLET,

A 777 2 N TEPGEER L TWDAEHEIX., ZOFIETES XU VRF Z&IRL £
4, BB XY VREFDZ v REPG L, o7 Z 7 REPGRBIOEHZ Y VRE DY
Z 7 RAMT EPG LlE T, fio=2— 557 N VREDZ 57 REPG & bilfET& %
—a—o

[EIR (Select) 1227V v 7 LET, [EPG DYERK (Create EPG) | ¥4 71 /ARy 7 AT
R ET,
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. Cisco Cloud Network Controller GUI 2R L =7 7' 7 — < 3 = EPG D1ERL

[ZTO/T 4 HL:L
(Properties) 1]

IVRKRAV LY
A
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Cisco Cloud Network Controller GUI Z{EfA L =7 7' 7 —% 3 > EPG D1ERL .

[Fa/8F4 ERBA
(Properties) 1]
G¥) TURRA LN BL Y 2R T o Z2DO—EE LT Azure TR~ > v ZHER T
AFNEIZDONWTIE. Azure TORME~ > ORERE (1272—3) 2BRLTLIEE
VY,

U REA L B L X BT S IH

1. [TYFRERLA2 LY H2DEM (Add Endpoint Selector) 1227 UV v 7 LT, [TV KK
A bELIADEM XA TR EHREET,

2. [TV FRAY LY 2DEM (AddEndpointSelector) 144 7 = 7 ¢ [Name (&7l ]
74—V RIZARTE AT LET,

3. [EL %2 %= (Selector Expression) 1 %7 U > 27 LET, [F— (Key) |. [BEEF
(Operator) 1. BLO[fE (Value) 17 4 —/L RBHEM/2D £,

4, [F¥— (Key) ko 7HF o VA NE 7 ) v 7 LTHR—2@ERLET, ROA T a v
Nd Y ET,

c TV RFRAV N BLIHFIZIPT RLAZRIF 732y 2RI 2568, [IP] %
WINLFE T,

GE) IPv6 1% Azure @ Cisco Cloud Network Controller TIXH AR — b I TWEH
oo TDT 4 =)L RIZITARNRIPVAT R LA ZBERT20ERH Y £5,
IV RRA U N BV HIZAzure V —V a VEMATAEAEIR. [V—Ya Yy
(Region) ] #i®IN L £,

c TV RIRAL N BLIEDHARE N X—%ET 55G1E, [HRS L (Custom) ]
PERLET,

GE) [ARA L (Custom) | AT varvz&RTLHE, Fry Xy JXR
BT XA KRRy 7 A% 0 F£T, custom: DFEIZAAL—ZDF—DH R
EANTHYMENRHY 3 (# . custom: Location) ,

5. [HEEF (Operator) | Fuy 7o VA MMLERETFEZRINLES, ROF S a v
B FET,

«[F LU\ (Equals) J:EZ 4 — /v RIZ 1 SDOER S HLAITHEHA L E T,
«[FL <%y (NotEquals) 1:fE7 4 —/V RIZ 1 DDER B LG AR S ET,

[DFIZHB (In) ]: [l (Value)] 7 1 —/v RITEED I o~ XG0 ER & 25 5E 1l
HALET,

s [@FIZZELY (NotIn) J:E T ¢ —/v RIZEE D o~ XUV ED & 556 1 &
F7.

[F—ZFHD (HasKey) |: NF—DOABEZEN TV D HAIHA S ET,
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. Cisco Cloud Network Controller GUI Z{# R L7=7 7' 7 — 3 > EPG D 1ERL

[FTa/,8F 4
(Properties) 1]

B

* [F—Z #1720y (Does Not Have Key)]: SiZ X —D AN EETNTWDIEAICHEH S
£,

6. [E (Value) 17 4 —/VRIZEEZ AL, F=v I ~—2%27 Yy 7 LTz M ZRGEE
LEd, ADT 5. [F— (Key) 1 74—/ K& [EEF (Operator) 1 7 4 —/L KT
RIS Lo TRAD £, 728 203, [F— (Key) 17 4 —/L KA [IP]ICid i &
L. [BEF (Operator) 1 7 ¢ —/L R [ZFLLY (equals) ] ICERESNTWDGA, [fE

(Value) 1 74—V RIXIP 7 RLAEIEH TRy M TRITFNUERY £HA, 72720,
[E&F (Operator) 17 1 —/L 23 [F— (keys) JIZEREINTWDH5H. [E (Value) ]
74— RITENZ 2D £,

7. BTLEDb, Favl~—2%7 07 LTV ZXNEMIEL £,

8. TURRALVKNBLZZITEMOZY RRA L N BL 7 ZREERT D0E I DA RE
LET, B—Ox RRA 2 F L7 ¥ THEEOXNEEHR LGS, 26 0XoMIC
ITEREE AND 355 b D LA INET,

2, 12O RRA v b L7 ZT2o0RK Y MEEk LIz & LET,
sV RRAS RV H L, KL
* [#F— (Key):] Region
« JBE T (Operator) : equals

* fH : westus

e RARA U F LI Z1, K2
s [F— (Key):] IP
 JEEF (Operator) : equals
« [f& (Value):] 192.0.2.1/24
ZOHE. TNOLOROMITNEIZLRDEE (VU —3 V)3 westus T, [P 7 KL AR

7%y F 1920212418 LTWAEE) I, DO RARA Y MIZ 77 FEPGIZEIY
YTHhE T,
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88



| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
Cisco Cloud Network Controller GUI % &/ L 75428 EPG 0 fer: I}

[ZTO/T 4 HL:L
(Properties) 1]

9. ZOZURRAL M BLZ X THEETLITATORLEBMLERT, Fovr/~v—70%
77Uy Z7 L, #&T LS, BN (Add) 122U v 27 LET,

EPG O FCHEED =Y RARA U N BV X BB LIZSGAIE, R H0= 2 RiRA U B
L7 ZOMICITHRBORRHH b D E L SNET, 72L& 213, BIORAT v FTHIL
TEESCEY FRA U R BV 2 1 2ER L, KIZ, RISETESIZ2FHOT FR
A heLr 2 ek LEE LET,

eV RRA MELZHZ2 AL
* [%F— (Key):] Region
< BHEF: in

« {E : eastus. centralus

ZTOHE, WO X Oy £,

e J— g N westus T, IPT RLAR192.02.124 7%y MZEBLTWS (R
KAV R EBLZZ10DOR)

OR
o J—T g N eastus F7/olE centralus DEHLLINTHDILGE (m FERA M EBLY
22 K)

FOHE, TV RRA BT 7 REPGICEID Y THET,

ATv s RENKD-oT=Z6 [Save]l #7 Y v 7 LET,

Cisco Cloud Network Controller GUI Z {3 L =4} &} EPG D {ERK

Z Dk g TlE. Cisco Cloud Network Controller GUI Z{# 7 L THME EPG Z{ERKT 5 J7iE
PMBALET, HH— T, bbb 1oO0aryya—<—EPG & 1 DD T u A F—
EPG Z# B E LET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
[ cisco Cloud Network Controller GUI % {5 L - 5455 EPG 0D

A\

GF) A7 7)o CTUTYUREPG &7 T U RIMNBEPG 1k Ccx£9, #_XCHI T UK
EPG &7 77 RAMEPGIX, A > 7T TF > bd®h &V VREICEES TSN ET, &S
VXU VRFRADZ Z 7 REPGIE, B Z U VREROMD 7 57 REPGE LT T v K4+
5 EPG LIBIEFRE T, oo~ —% 5 F VRENDZ 57 REPG & biBE T £9, MfF
DIIITORALTT) 7TV r—vary 7a7ZrAVEHERET, RbvicA 77 75
VRZEHILWT T =gy a7y A NVEEKRL, BILWT T r—vary a7y A
NWEEIHZ Y VRFDZ Z 0 REPGE LY 7 U RANTEPG IR 5 Z L 2 BEID L E
SR

1R BHHEIIZ
TV r—vary a7y A e VRF Z{EK L ET,

ATFYVT1 AVTFoRTAar%7 ) v 7 LET,
[>Tk (Intent) | A =2 —BERRINET,
RTYT2 [AUTUh (Untent) RFER Y 7 ADFICHL Fuy 7 Xy RElzs )y L, [FFVr—2a &8
(Application Management) ] #8&R L £,

[7 T r—2 3 &R (ApplicationManagement) 147> a DU A RR[A4 T2 b (Intent) ] A== —
ICRRSNET,

ATYT3 [Tk (ntent) | A=a—0 [F TV /r— 3 EE (Application Management) 1 U 2 T, [EPG
DYERK (Create EPG) 1% 27V v 27 LET,

[EPG DR (Create EPG) | # A T 0/ Ry 7 ANFRENET,

RTv T84 RO [EPGIERA A TRy 7 AD7 4—/L R (Create EPG Dailog Box Fields) | 7—7 /L CU X k&
7oK 74— RICS T DMEE AL, AT LET,

= 10: [EPG D1ERK (Create EPG) 15 A 7RI KRV I XD T 4 —IL K

[FanF4 s BA
(Properties) 1]
2%
Z20) EPG DA HITZ AT LE T,
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Cisco Cloud Network Controller GUI % &/ L 75428 EPG 0 fer: I}

[FTa/,8F 4
(Properties) 1]

B

FFUk

Ty hEBRRLET,
1.

[T+ FDFEIR (SelectTenant) 1227V v 27 LET, [TFH2 FDFER (Select Tenant) ]
AT TRy 7 ARFRENET,

[T7F > FDE#EIR (Select Tenant) 1 XA 7 u /T, ElOFOTF > v a2r ) v 7 LTE
WLET,

o7 arTHIRLIEE I, AT T TFUNERIRL, A7 T TF U NTY
7Y REPG &7 7 U NI EPG ZAERLCTE £,

&R (Select) 127V v 7 LET, [EPG DERL (Create EPG) | A 7 u /Ry 7 A
ED i—é—o

7IUr—ar o
274

TV r—vary a7y A VEENLET,
1.

[7FUVH5—2 3> T7AT74ILDER (Select Application Profile) 1227 U » 7 L&,
[7FUr— 3y AT 74 ILDER (Select Application Profile) ] %1 71 2 Ry 7
APFRINET,

[7FVr—2a3> FOT774I)L0ER (Select Application Profile) 141 7 v 27,
OINDOT TV r—vary7adrANnzr ) v 7 LCGRRLET,

GE) A 77 TF 2 NTEPG &fET 256, 77V r—rar a7y AL
1A —/"—VLA-1VRF D EPG CTHEHSNL72D, 7IUR A2 77 77
r—vary a7y A NVERRLAEWZ EERERELES, BT 70 r—
vary IaT A NERRT L, [TIVr—32 TAT7AILOER

(Create Application Profile) ] Z#®IRL T, HHL W7 ur 77 A VaEk L £
7

[ER (Select) 127V v 7 LE7, [EPG DIERK (Create EPG) | ¥ A 7 a2/ R v 7 R
R ET,

A

EPG O &= AT LET,
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Tasks To Perform Prior to Configuring Service EPGs

Before you can configure a service EPG, there are certain tasks that you might have to perform beforechand.
If you are using subnets or private link labels with your service EPG, you must first configure the subnets
and/or private link label outside of the service EPG.

AT w71 Create a VREF, if necessary.

a) Click the Intent icon. The Intent menu appears.
b) Click the drop-down arrow below the Intent search box and choose Application Management.

A list of Application Management options appear in the Intent menu.

¢) From the Application Management list in the Intent menu, click Create VRF. The Create VRF dialog box
appears.

d) Make the following selections:
» Name: Enter the name for the VRF.

» Tenant: Select a tenant.

e) Click Save.

AT w72 Configure a cloud context profile.

a) Click the Intent icon. The Intent menu appears.
b) Click the drop-down arrow below the Intent search box and choose Application Management.

A list of Application Management options appear in the Intent menu.

¢) From the Application Management list in the Intent menu, click Create Cloud Context Profile. The Create
Cloud Context Profile dialog box appears.

AT w 73 Enter the appropriate values in each field as listed in the following Cloud Context Profile Dialog Box Fields table then
continue.

Table 11: Create Cloud Context Profile Dialog Box Fields

Properties Description
Name Enter the name of the cloud context profile.
Tenant To choose a tenant:

a. Click Select Tenant. The Select Tenant dialog box appears.

b. From the Select Tenant dialog, click to choose a tenant in the left column then click Select. You
return to the Create Cloud Context Profile dialog box.

Description Enter a description of the cloud context profile.

Settings
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Properties Description

Region To choose a region:

a. Click Select Region. The Select Region dialog box appears.

b. From the Select Region dialog, click to choose a region in the left column then click Select. You
return to the Create Cloud Context Profile dialog box.

VRF To choose a VRF:
a. Click Select VRF. The Select VRF dialog box appears.

b. From the Select VRF dialog box, click to choose a VRF in the left column then click Select. You
return to the Create Cloud Context Profile dialog box.
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. Tasks To Perform Prior to Configuring Service EPGs

Properties

Description

Add CIDR

Note You cannot add, delete, or edit a CIDR when VNet peering is enabled. You must disable
VNet peering before adding, deleting or editing a CIDR. To disable VNet peering:

* For the infra tenant, disable the Hub Network Peering option in the cloud context
profile

* For a user (non-infra) tenant, disable the VNet Peering option in the cloud context
profile

Enable VNet peering again after you have made the changes to the CIDR configuration.

The following features are supported, depending on the release:

* You can add additional secondary CIDRs and subnets for infra VNets (cloudCtxProfiles
created by the cloud template). You cannot add primary CIDRs or modify the existing CIDRs created
by the cloud template. After subnets are created under the user-created CIDRs, the subnets will be
implicitly mapped to the secondary VRF.

* You can add also additional secondary CIDRs and subnets for VNets other than the infra VNet.

See Hi— VNet TO#E D VRF O H 78— I, on page 31 for more information.
To add a CIDR:

a. Click Add CIDR. The Add CIDR dialog box appears.

b. Enter the address in the CIDR Block Range field.

c. Click to check (enabled) or uncheck (disabled) the Primary check box.

If you are adding additional secondary CIDRs and subnets for VNets, leave the Primary box
unchecked.

d. Click Add Subnet and enter the following information:
« In the Address field, enter the subnet address.
« In the Name field, enter the name for this subnet.
* In the Private Link Label field, choose Create New and enter a unique name for the private
link label to associate with this subnet.
e. Inthe VRF field, make a selection, if necessary.

* If you checked the box next to the Primary field, this CIDR is automatically associated with
the primary VRF.

* If you did not check the box next to the Primary field, you can associate this CIDR with a
secondary VRF. Click the X next to the VRF, then click on Select VRF to select the secondary
VREF to associate with this CIDR.

f.  When finished, click Add.

VNet Gateway Router

Click to check (enable) or uncheck (disable) in the VNet Gateway Router check box.
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Properties

Description

VNet Peering

Click to check (enable) or uncheck (disable) the Azure VNet peering feature.

For more information on the VNet peering feature, see the Configuring VNet Peering for Cisco Cloud
Network Controller for Azure document in the Cisco Cloud Network Controller documentation page.

AT 74 Click Save.
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RIEDKDoT- D [Savel 227 Y v 7 LET,

BESATELTIIVR R T+ TEERREERT

ATy I

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ks arOFEEZEH LT, Y—EZXEPGOREMZA TLLT[I5IRKRAT4TE
 (Cloud Native Managed) ] A&k L £,

1R BRI

770 RIRAT 4 TEHMR (A2 —) [CRHINTWLHHEREZMEE LT, ZAbDFIE
AT DRNCFATT ORENH D H A7 B L TIIZEW,

B DOFENEE AT AR, Cisco Cloud Network Controller GUI 25 [ L 7= #— b 2 EPG DIERL (97
N—) OFIEEZZTLTWDLZ L 2R LET,

INHOFEE, ZNOHDOFRIATER Y A 7 %K% D HIIC, Azure ApiManagement Services 78 EDH—
B R ¥ A 7% ET D Cisco Cloud Network Controller GUI Z [ L 7= #— "2 EPG DIERL (97 ~—2)
TRfLI N5 FIEOKEE TT,

[T RRAY kLY 2D3EM (Add Endpoint Selector) 1227 U v 7 LT,
[T RRLAY F LY 2DEM (Add Endpoint Selector) 17 (> RUBRFREINET,

[TV FRRAY LY 2DEM (Add Endpoint Selector) 17 > K ® [Name (&EI) 17 1 —/V KiZ
AHiE AN LET,
[F— (Key) 1 ke 7 X0 VR N7 U v 7 LTHR—ZBIRLET,
BT, ZOT 78R XL TOXF—L L THEATEDLA 7V 3 UL [IP] DR TT,
Gx) IPv6 i Azure @ Cisco Cloud Network Controller TIXH AR — h I TWEHAL, ZOT 4 —/L
(ZIZARNRIPvAT RV AZMERT 208N HY £4
[EHEF (Operator) | Fry 7 X7 U A ML EEFZRRL £,
WROFT > arnbv £7,
[ LU\ (Equals) J:E7 4 — /v RIZ 1 SDOER S HGAICHER L7,
«[#F L <%y (NotEquals) J:fE7 ¢ —/L RIZ 1 DOMER B LG INVET,
c[DHIZH D (In) ]: [E (Value)] 7 4 —/L FICEED T o~ KU)W ER H D5 EIHH L ET,
< [DFIZAELY (NotIn) EY 4 — /v RICEEDO N o~ KOV ERH D5 S ET,
c[F—%HD (HasKey) [ RCF—DHREENTWOHAIHEHINET,
« [F—Z #1752 L) (Does Not Have Key)]: 2 F—D NG EN T AEAITHEA SN ET,

[fE (Value) 17 4 —/V RIZH#GIZ2IP 7 RLAEL IV 7Ry hEATIL, T ~—T%F L
T MY ZMRELE T,
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ATy T17
ATvT8

ATvT9

ATv 710

BEISATELTYSY R (74 JEENZEHETS

Tasks To Perform Prior to Configuring Service EPGs (94 ~X—7) THftINTW 2 FIEAHEH L TER L
TZIP T RLVAEET 7Ry F&2 A LET,

SETLEL, oy l~—2%7 Vv 7 LTEeLZZXERIELF T,
TURRALU R BLZ ZIZEBMNOT Y RRA Vb B 7 ZREVERTHNE I DERELET,

BT RRA L F BL I ZTEBOREZER LSS, TROOROBICIIZHE AND NH D550
LHIREINET,

T2 zE 1PDZ U RERA Y ML 2200ty MafERLIZE LET,
eV RRAV M ELZHZ L, X1
« [F— (Key):]IP
« JEE F (Operator) : equals

o fE : 192.1.1.1/24

e RRA M ELZ XL, K2
« [F— (Key)] 1P
« JHEF : notequals

«{H :192.1.1.2

ZOWE. THHDOROMGT true DA (IP 7 RUARH TRy F192.1.1.124 2L, IP 7 FL A
23192.1.12 TRWEE) . TOT Y RRA » MIYP—E A EPGIZEID Y THNET,

DT RRA L bV ZTHERT LT _NTOXZBINLIER T, Fovr/~v—2%27 ) v L, #
TLH, [ (Add) 1227V v 27 LET,

[EPG D4ERL (CreateEPG) ]HEHIZHEY . HTLWZ Y RiRA > h Lo & L Sh-RAnFrEhE
TO

BIMOxTY RBEA Y b BV ZEERT L2581, [TV FRA 2 LI 20:EM (Add Endpoint
Selector) 1%#HE 27 Vv 7 L, ZHHDOFIEZEV KL TGEMOTZ Y RARA V F LY ZE2ERR L E
R

EPGO T THEB DT RiRA L b L7 ZEERLEBREIE. TNRHOT FRA v BV 7 ZOBIC
TR OR b A b D LA INET, & xiX, BIOARAT 7 THHLELIZ= FARA U B L
721 RER L., RIZ, RISFTEIIC2HZBBDOZ RRA L M BL 7 ZE2ERRLIZE LET,

eV RKRA LV F LI HZ 2 K1:
s [F— (Key):] IP
 JHEEF (Operator) : equals

o« { : 192.2.2.2/24

ZOHE, WO X Oy £,
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B =romss Lov—ri—F 0 eRT S

cIPT7 RLARY TRy F192.1.1.124 1ZJ@ L, IP 7 FL A 192.1.1.2 THRWEAS (v RFRA > b
L7 1R)

OR
cIPT RLANY T X b 19222224 [ZFT 2546
FOBE, T RRA L IR —EZXEPGICEI W LY THNET,

ATy TN HBEBKD-T-L[Save]l 227V v 7 LET,

READERE LTH—FNN—T 1 Z8EHRT S

ORIy varOFEEEHA LT, —EAEPGDEHY A 7L LT [H—K/I\—TFT 4«
(Third-Party ) |1 ZHEk L £7,

Y

(X))  [EBI424 7 (DeploymentType) 1& LT [H#— K/8—F « (Third-Party) ]%3&R L7=85HA1%.
[b—EX A4 (ServiceType) ] & LC[HRAL (Custom) | ZBIRTZMENRH Y £,

2Ty 1 ZHNODOFNEABLET DHIIZ, Cisco Cloud Network Controller GUI 24 ] L 7= ¥-— £ 2 EPG O1ERL (97
N—) OFEEAZET LTSI 2R LET,

B DFNEIL, Cisco Cloud Network Controller GUI 21 ] L 7= ¥— & A EPG DO1fERk (97 X—°) T
EINTVAEFIEOHRETHY, ZNHDOFIETRERE Y A T 2R T LRI — R XA T (h24
A H—t R (Custom Service) ] & Lfﬁﬁbij—o

RATv T2  [Y—K—T 4 (Third-Party) 1 DEBZ A T DT 78 A ¥ A TITHEREREITNET,

[FS54_R—Fbk (Private) IX, 77 kBA XA T L L THEATELM—DFT v a T, Zhud, ¥—
AN 25E6, V—EA~DT T A RX— | =V RRA U bOREERT L EEEKRLET,

[FZ5A4R—=Fk 12y SR)ILDFEIR (Select Private Link Label) 147> avid, ZOT7 VA XA 7T
ERATE2X21220FET, 7T7A4_—F V27 FULF, T %y hEY—E R EPG IZBEHESTHT 2
OIS NET,

RATYT3 WURTTAR—F UV TV EBERLET,
Tasks To Perform Prior to Configuring Service EPGs (94 ~<—3) TSI TW A FIEEHEH L TEKR L
12T TAR= R Vo y FVERBLET,

RT9T8 [TSAR—=F )Y SR)LDOER (Select Private Link Label) 17 ¢ > KU T, @277 4=k
Y7 TIVEERLET,
[EPG MYERL (Create EPG) ]V > RUIZED £7,

Wiz, [TV RRA4 > b L %24 (EndpointSelectors) 17 ¢ —/L RIZ=> RARA U ML X &BML
ij‘o
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ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

EEoEEL LTy — K—7 1 e85

[TV FRA>Y LY EZDEM (Add Endpoint Selector) 1 %27 U v 27 L9,
[TV FRAY LY EZDEM (Add Endpoint Selector) ] 7 4 > RUNRERENET,

[TV RRA Y kL7 42M:EM (AddEndpoint Selector) 17 « > K7 o [Name (&H#I) 17 4 —/L FIZ
AETEANTTLET,

[F— (Key) ] ke 7 X VA&7 U 7 LTHF—23IRLET,

B R TCIL, 207 78R ZATDF—L L THEHATEL A7 Y a VI [URL]OATHY | = RARA
YhEBVIEOY—ECRERBNT DAV T AEIITEEEM KA A 4 (FQDN) i LET,

[BHEF (Operator) ] Fry 77X o JA MpOLEEFEZERLET,
WROF T arnb ET,
«[Z LU\ (Equals) J:EY 4 —/V RIZ 1 SDOERSLEAICHEHA L £,
«[FL %Ly (NotEquals) 1:fE7 4 —/V RIZ 1 DDER S LG AR S ET,
[DFIZHB (In) ]: [fE (Value)] 7 4 —/v RITEE DD o~ XUV AN H H5HEIHH L £,
s [@FIZAELY (NotIn) - EZ 4 — /v RICEBO T o~ KOV ERH D56 I SV E T,
[F—%ED (HasKey) | RKiZF—DOHAREEN TV IEEIEHASNET,
« [F—Z#1-72 L) (Does Not Have Key)]: ICF—DHN G EN T A EAITHEH SN ET,
[fE (Value) 1 74—/ RIZAZZRURLEZANL, Fev I ~—2% 27y 7 LTy MY ZMREEL %

j—o
FETLES, Fovl/~v—20%27 0y 7 LTV HZRERIEL, 1B (Add) 15227 U 7 LET,

[EPG MDYERX (CreateEPG) JHIHEIIZHEY . HrLWT Y RARA » b L7 X MR SN T-ADRRRSIE
7o

BIMOx=y RRA v L 7 ZEERT 2561 [TV RR4U LY 20EM (Add Endpoint
Selector) 1| #FEZ Vv 7 L, ZHUOHOFIEEEV KL TEMOT Y RARA L LI X 2{ERLE
‘d‘o

EPGO FTEEO= Y RBRA v v L7 ZEERLEESIT. FRHDOT s RFRA v F L7 ZDRIC
ITERE OR DB H Db D E AR INFET,

e zE, FCHHLTWVWALIC 22D KRSV M BLZ ZE{ERLEZE LET,
sV RARA U REBELVLZ X 1!
«¥—: URL
« JEEF (Operator) : equals

° 1|E . www.acmel.com

eIV RKRA UL X2
«¥—: URL
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B cisco Cloud Network Controller GUI % 52/ L 1= 7 1 L& DFERL

ATV 712

« JEE F (Operator) : equals

° ﬁg I WWw.acme2.com

ZFOBE, WD LI 3,
« URL ﬁ§ www.acmel.com @%/El\

OR
e URL 7® www.acme2.com DFH
ZOYG, = RARA V EBR—E R EPGIZHIV B THRET,

RENKED-TZ6 [Savel 227 UV w7 LET,

Cisco Cloud Network Controller GUI Z{ERR L =7 4 JLZ DERKL

ATy
ATFvT2

ATvT3

ATvT4

Z D73 T, Cisco Cloud Network Controller GUI Z [ U7- 7 1 /L Z OAERRITEEIZ D
W L £,

AVTOoNTAarZ7 )y 7 LET, [Tk (Intent) ] A= —NERINET,

[>Tk (ntent) WRRARY 7 ADFICHD Ky 7 Xy Rz 27 ) vy 7 L, [FFTV5—2a v ER
(Application Management) ] ##R L £,

[7 77— 3 EHE (ApplicationManagement) |4 7> a v DY A B[4 T2k (Intent) | A==2—

ICRRSNET,

[>Tk (ntent) | A==2—D [FFUr— 3 U EE (Application Management) 1V 2 KT, [Z 4
LA DYERL (Create Fileter) 1227V v 27 LET, [Z4ILADIER (Create Filter) | ¥ A 7 u /KRy 7 A
MERINET,

WD [T 4 IVEDIERRA A T a7 Ry 7 AD7 —/L K (CreateFilter Dailog Box Fields) | 7—7 /L TVU &
FENTHET 4=V FICEE T DEEATIL, HATLET,

RB:TANIDERTATATRYIADT 4 —ILF

[FOs/3F 1« (Properties) ] R BA
ZHI (Name) [Z81 (Name) | 7 4 — /L Rl —KRKo =T 7 4V
D4R NI LET,
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Cisco Cloud Network Controller GUI Z{EF L =7 1 JL 2 DERL .

[FO/37 4 (Properties) ] = BA

Trr b Ty FERRIRLET,

1. [T+ FDER (Select Tenant) 1 %27 YV > 7
LET, [TFH2 FDFER (Select Tenant) |4
ATalRy I ARERINET,

2. [TF2 bDFER (Select Tenant) | ¥ A 71
T, oI DT F o ves Y vy LTGERL,
ER (Select) 1227 Vv 7 LEd, [F4ILE
DYERL (Create) 1 XA 7Ry 7 AZREY
£,

Bz T4 NEOHHE AT LET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

Add Filter

T4 N EBINT AR, ROFPIEEFITLET,

1. [Z4% T2 RYDEM (AddFilter Entry) ]
Vw7 LET, [Z4/LF2DEM (Add
Filter) 1| ¥ A7 07 ARy 7 ANRFRINET,

2. [&HT (Name) | 74—/ RlIZ7 4B 2 Y
D4R AT LET,

3. [M—Y+vy kB4 7T (EthernetType) ] K~
THEO VA NE7 Y7 LT, A—FFv b
PATEBEBRLET, WOF TV a bbb %
-éAO

-IP
* [Unspecified]

GE) 84 L (Unspecified) ] % i
WITbHL, PEELTTO R
TT 4w BA TS,
Y DT 44— RIZEZR D
e

4, [IP 7B kaJL (IPProtocol) | ke v 7%
Ama—%7 Uy 7 LT, 7u bhaLiERL
I, WOA T arBdb 7,

. tcp
- udp
* [Unspecified]

GE) D7 4 —V RiX, tep £72
IXudp BEIR N TV DA
DRI 7,

5. [3T%A— k (Destination Port) 1 7 4 —/L K
WZiEY) 2R — NEFERAE A L ET,

6. TANL Ty NUEHOANDBET Lizh, B
m(Add) 1227V v 7 LET, [Z14IL2D1E
X (CreateFilter) | ¥ A 707Ky 7 AR,
BIOT 4 i 22 WY EBIT 5 FIEEZ D K
FTZENTEET,
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Cisco Cloud Network Controller GUI 2/ =2~ ~ 54 ~ofes [

AT TS EENZET LG, [BR1F (Save) 1227V v 7 LET,

Cisco Cloud Network Controller GUI Z{&EH L= 59 FDO1ERL

Z D7 3 T, Cisco Cloud Network Controller GUL 2l L7- = N5 7 N OIERR T i
WCHOWTREH L ET,

1R BHIIZ
T4 VE R L ET,

ARTYT1 AT TA2r% 2y 7 LET, [T b (ntent) | A =2 —0RFRINET,
RT9T2 [Tk (ntent) BNy 7 2D FIZHD Ry 7 X RAZ7 ) v 7 L, [FFV5—2a v ER
(Application Management) ] Z &R L 9,

[7 75— 3 & (Application Management) 147> a > DU A R[4 T2k (Intent) | A ==—
ICERRINET,

RT9T3 [Tk (Intent) | A==2—0 [FTFTUH5r— 3 EE (Application Management) 1 U A K¢, [A Y
> FDERL (CreateContract) 127 V> 27 LET, [ 59 FOYER (Create Contract) 1414 7
07 Ry I ANRERFINET,

ATV T4 RO[2 b T W EATa s Ry A 74—/ KOMERL (Create Contract Dialog Box Fields) | 7— 7 /v
VARSI TWD ESIZ, &7 40—V RICH#EUZREEZ AL TRHRITLET,

R 14:[A> 5% FDOYERL (Create Contract) ]34 7 OS5 HR YT ADT 4 —ILK

(A= VAL P EEA

(Properties) 1]
£ 81 (Name) BRI DA F T2 NI LET,
Tr bk TFr b EERLET,

1. [T+ bD:&ER (SelectTenant) 127V v 27 LET, [TFH 2 FDFEIR (Select
Tenant) | # A 707 Ry 7 ANRFREINET,

2. [T+ bORER (SelectTenant) | ¥ A 7 v 7 T, EMOFIOTF > b sV
7 LTRIRLET,

GE) YY—250Q2 UK, A1 777 F v hCTarv b7 7 haERkTE
F9, HP—CROHERFITIX, 41> 7F7TF b ar T
JhEZ I AR—KLIZY, A T7T7TF L MIary 77 heA
VAR—= ML THZ LB TEET,

3. [ER (Select) 1227 Vv 27 LET, [T +59 FOER (Create Contract) ]
TAT TRy 7 ATREY £7,
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B cisco Cloud Network Controller GUI £/ L 1= > 54 FOfER

[FTa/,8F 4
(Properties) 1]

B

B

Ay b7 7 FOBHAEZANLTIEZSNY,

[E%7E (Settings) ]

2a—7 ZOAa—FL, LTV r— gy 7adr AN, WU VRF AV AX A
W, 777U v o7&k (Fa—sv) | £ERECTF PROTZ Y RRA Vb7
N—TZar T 7 FEFIRLET,

GE) HE—E 212k, BB TF 2 D EPG BB IEL S VRE O
EPG B DEENAIREIZ /2 0 F£97,
1 oDOFTF > F®EPG BBDTF > RO EPG LBETEXAL91CT 5
\ZiX, [ B—/3L (Global) | Aa—7Z@&R L £,
1 2@ VRF @ EPG 735/ VRF 5D EPG LBETEX 5L 91751
X, [ 8—/3L (Global) 1£721X[TF > bk (Tenant) | A2 —7"% %
WLET,
HEHEV—EADFEMIZHOWVWTIEL, EHY—E A (58X—) ML
TLIE&E W,
Koy P2 RlZ7 ) v 7 LT, IRDAa—T F 7 a rNHERLET,
T =3y FOT AN
« VRF
» Global
s TFU bk
T4 L2 DEM TANZ EERLET,

1. [Z4/vZDiEM (AddFilter) 1227V v 7 LET, 74 VEITRERSN, [T 4
LA DFEIR (Select Filter) 147 v a U BRERINET,

2. [Z4)LE2DFEIR (SelectFilter) 1227V v 7 LET, [Z1IL2D:ER (Select
Filter) 1 ¥ A4 7 /Ry 7 ARFRINET,

3. [Z4ILZDFEIR (SelectFilter) 14 A4 7 v/ T, ERMOINDOT 4 VvZE2T Y
7 L ORRL, IR (Select) (227U v 27 LET, [ k59 DR (Create
Contract) 1 # A 7 v/ Ry 7 ZAZREY £,

ATy T RENKD-TZ [Save]l 27 U v 7 LET,
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Cisco Cloud Network Controller GUI Z {8 L 7= 73 > FREIZHIDER .

Cisco Cloud Network Controller GUI &R L =T 7 > FREIZHD1ERL

ATvT1
ATy T2

ATv7T3

ATy T4

Z Dk 7 3 TliE, Cisco Cloud Network Controller GUI 2 L7-F F > R DIERR
BIZOWTHBHLES, 7T Moy T 7 FOFERLEEIC 72 DARILOFEAIIC DUV T,
HHP—ER (583—) L TLTEEN,

1R BHHIIZ
T4 NEEER L ET,

AT TAa %7 V7 LET, [Tk (ntent) | A==a—RERINET,
[41>T> bk (ntent) WRBEAR Y 7 ADTFIZHD Ky T X RAZ2 V7 L, [FTUr—2a Vv ER
(Application Management) ] R L £,

[7FTUr— 3 0EE (Application Management) 147> a > DU A MR [4 T2k (Intent) | A == —
ICERRINET,

[>Tk (ntent) | A==2—0 [7FT) 45— 3 &E (Application Management) ] U A KT, [V
> FDERL (CreateContract) 127 VU > 27 LET, [ 5% FOYER (Create Contract) 1414 7
al Ry I ANERINET,

RO[2NT 7 NFATaT Ry 7 A7 14—/ ROFERL (Create Contract Dialog Box Fields) | 7— 7 /1
WV ARSI TWD L2, &7 40—V RICH#U 2R EEZ AL TRITLET,

£15:[A2 5% FDOYER (Create Contrach) ]5 A 7ATHRYIADT4—IL K

(A= VAL P E5EA

(Properties) 1]

£ 71 (Name) BRI DA H T2 AT LET,
TFHU bk TF v b EERLET,

1. [TFY FD#EIR (SelectTenant) 1227 Vv 7 LET, [TFH2 FDER (Select
Tenant) | A7 a0/ Ry 7 ARERINET,

2. [TF2 bD=FER (SelectTenant) 14 A 7/ T, EMOSIOT v a7 Uy
7 LCEIRLET,

GE) JUY—250Q) LU, 1> 75T F o hTar bo 7 haERTE
T, EFF—EROFEHFITIE, A>T TFTTFU b ar T
I MR I AR—F LD, AV T7FFF v Mzar 57 baA
VAR—=bRLIETHI LB TEET,

3. [DER (Select) 1227 Vv 27 LET, [T b3 FOERK (Create Contract) ]
AT TRy 7 AR £77,

BL)] ar b7 7 bOBAEZATI LTSN,
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. Cisco Cloud Network Controller GUI Z{#F L 7= 77 > FREIZZDER

[FTa/,8F 4
(Properties) 1]

B

[E%%E (Settings) ]

2a—7

TDOARAa—FF, RULT7T TV A—>ary a7 s AN, WECVREA LV AX A
N, 7770 v 7&K (Fa—)v) | FREFRECT T PO RiRA v 7
N—Tzary b7 7 bEHIELET,

FF o HBEOEASIE. ETTF T FD1 (tenantl 72 ) o O—/N)LA=T—
T EDOEKIEER LET, ZDOTF 2 FOEPGIE., #WIZZDOEKIDO S A X — (T
B0 FET,

Zoar b7 7 ME oTFr R (tenant272 E) [T/ AR—REnET, 0
By A VR — T HHMOTF v T, TOEPGHRA VR — bS8 o=
Y a—=|l70 £9, tenant2 ® EPG & 7' 1 /3A Z—_ tenantl D EPG &% 2 ¥ =2 —
~IZF HITIE, tenant2 T3> b7 7 MEAEAL L, tenantl IC=2 AR— KL ET,

T4 ILEDEM

T4 NZ IR L ET,

1. [Z4vZOEM (AddFilter) 1227V v 27 LET, 74 VZITRERSN, [T 4
LA MR (Select Filter) 147 v a U RERSINET,

2. [Z4IL2DFER (SelectFilter) 127V v 7 LET, [T1ILFDER (Select
Filter) 1 A7 RV HRy 7V ANKRRINET,

3. [Z1IL2DER (Select Filter) 1 %A 7w /T, EROIOT7 4 NVEEHTY >
7 LGERL, IR (Select) 127Uy 27 LET, [ h5Y DR (Create
Contract) 1 A 7 v/ Ry 7 AZREY £,

ATv s RENKDoTZ6 [Save]l 7 Y v 7 LET,
RAT9T6 {ElLTizar b7 7 VERIOT > MZ=7 AR —MLET,
el ZE WOEHI R —AnHDELET,
s FREOTFIAETIER L7=2> v T 27 hOAFHIIX, tenant tenantl ¢ contractl T,

e T AKR—FTBHa bT 7 M, exported_contractl & VWO A EIT, T b tenant2 (=7 AR —

]\ Lij‘o

a) [ b7 72 b (Contracts) | 2—¥ ([T — a3 EHE (Application Management) [>[3a > k5
2 k (Contracts) ]) (2@ L 9,

RESNTcar T 7 PRV A ShET,
b) fERL7ZENVoa s v 7 FERIRLET,

e zIE, a7 7 beontractl NFERENDHETY A M2 AT — L L, TORICH LR Y 7 A%
70 o7 LTERLET,

¢) [7223> (Actions) 1>[a> 59 DIV XR— bk (Export Contract) [IZE L £9,
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ATy 17

ATvT8

d)

2)
h)

Cisco Cloud Network Controller GUI Z{f8 L 7= 7+ > +REIZHDIERL .

[ b59 DI Y RKR—F (ExportContract) ] 7 4 > RUNRERENET,

[7F > bD:#EIR (Select Tenant) 1227 U v 7 L7,

[7F > FD#EIR (Select Tenant) 17 1 > RUuMFRINET,

R AR—T257F 0 FE@BRL, [REF (Save) 1227 U v 7 LET,

=& %X, tenant2 T, [ 59 DI Y XFR— bk (ExportContract) 17 « > RVIZEY £,
[287 (Name) ] 7 4 —/V RIZ, =7 AKR—FrEN=ar 77 o4z AN LET,

7= & 21X, exported_contractl T,

[5%BH (Description) ] 7 4 —/L Ric, 22 F5 7 FoHHEZ AL LET,
[RTE (Save) 1227 Vv 7 LET,

a7 FOU AR MPHRERINET,

DT F > NP EPG &7 a3 Z—EPG & L TREL., EPGHEERTEDHRMOE /& LTmkdDa L b
77 NERELET,

a)

b)
¢)

d)

g)

h)

)
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Creating a Cloud Context Profile Using the Cisco Cloud Network Controller

GUI

ATy
ATvT2

ATvT3

ATv74

This section explains how to create a cloud context profile using the Cisco Cloud Network Controller
GUL

Before you begin

Create a VRF.

Click the Intent icon. The Intent menu appears.

Click the drop-down arrow below the Intent search box and choose Application Management.

A list of Application Management options appear in the Intent menu.

From the Application Management list in the Intent menu, click Create Cloud Context Profile. The Create Cloud
Context Profile dialog box appears.

Enter the appropriate values in each field as listed in the following Cloud Context Profile Dialog Box Fields table then
continue.

Table 16: Create Cloud Context Profile Dialog Box Fields

Properties Description
Name Enter the name of the cloud context profile.
Tenant To choose a tenant:

a. Click Select Tenant. The Select Tenant dialog box appears.

b. From the Select Tenant dialog, click to choose a tenant in the left column then click
Select. You return to the Create Cloud Context Profile dialog box.

Description Enter a description of the cloud context profile.

Settings
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Properties

Description

Region

To choose a region:

a. Click Select Region. The Select Region dialog box appears.

b. From the Select Region dialog, click to choose a region in the left column then click
Select. You return to the Create Cloud Context Profile dialog box.

VRF

To choose a VRF:
a. Click Select VRF. The Select VRF dialog box appears.

b. From the Select VRF dialog box, click to choose a VRF in the left column then click
Select. You return to the Create Cloud Context Profile dialog box.
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Properties Description

Add CIDR
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Properties

Description

Note The following subnet is reserved and should not be used in this Add CIDR field:
192.168.100.0/24 (reserved by the CCR for the bridge domain interface)
Note You cannot add, delete, or edit a CIDR when VNet peering is enabled. You must

disable VNet peering before adding, deleting or editing a CIDR. To disable VNet
peering:

* For the infra tenant, disable the Hub Network Peering option in the cloud
context profile

* For a user (non-infra) tenant, disable the VNet Peering option in the cloud

context profile

Enable VNet peering again after you have made the changes to the CIDR
configuration.
The following features are supported, depending on the release:

* You can add additional secondary CIDRs and subnets for infra VNets
(cloudCtxProfiles created by the cloud template). You cannot add primary CIDRs
or modify the existing CIDRs created by the cloud template. After subnets are created
under the user-created CIDRs, the subnets will be implicitly mapped to the secondary
VREF.

* You can add also additional secondary CIDRs and subnets for VNets other than the infra
VNet.
See HL— VNet TOEED VRF O — |, on page 31 for more information.
To add a CIDR:
a. Click Add CIDR. The Add CIDR dialog box appears.
b. Enter the address in the CIDR Block Range field.
€. Click to check (enabled) or uncheck (disabled) the Primary check box.

If you are adding additional secondary CIDRs and subnets for VNets, leave the Primary
box unchecked.

d. Click Add Subnet and enter the following information:
« In the Address field, enter the subnet address.
* In the Name field, enter the name for this subnet.
« In the Private Link Label field, choose one of the following:

» Select Existing: Click Select Private Link Label, then choose an existing
private link label to associate with this subnet.

* Create New: Enter a unique name for the private link label to associate with
this subnet.

e. Inthe VRF field, make a selection, if necessary.
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Properties

Description

* If you checked the box next to the Primary field, this CIDR is automatically
associated with the primary VRF.

* If you did not check the box next to the Primary field, you can associate this CIDR
with a secondary VREF. Click the X next to the VREF, then click on Select VRF to
select the secondary VRF to associate with this CIDR.

f.  When finished, click Add.

Router

VNet Gateway Click to check (enable) or uncheck (disable) in the VNet Gateway Router check box.

VNet Peering Click to check (enable) or uncheck (disable) the Azure VNet peering feature.

For more information on the VNet peering feature, see the Configuring VNet Peering for Cisco
Cloud Network Controller for Azure document in the Cisco Cloud Network Controller
documentation page.

X T 75 Click Save when finished.
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7V w7 %7, [A—ILDOER (CreateRole) | 4 A 70l Ry 7 ANERENET,
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X — VI REEDT Y NHTHLEAIE, Ty FEElLE7,

ATVTV AT TAar& 7 )y LET, [AUTYk (ntent) | A=2—RRRENET,
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KRSINET,
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[ZF0/8F « (Properties) ]

BrLL]

£ 81 (Name)

g—H)L a—F—Da—WF—ZE AN LET,

Password

g—HN 22— —DRRAT—RKEAHLET,

Confirm Password

g—H ) 22— —DRAT— REFASN LET,

A

H—Ab =P —OfFHE A LE T,

Settings
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L7 TR Y —A4 Al EZERTEXET, CiscoCloud *y hU—27 2k —7 ARM 7
7 L— FOE AT SN D EREM JIL— T4 &2FRE, CiscoCloud % v U —2 =k
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WCHHETHDHZ L a2 LET, 7m& 2iE. VNETU VY —2DH4E, ${ctx}, $ {ctxprofile}, F7=
XZEDOmM G EfRETEET,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
saL—nicgmc=szy ]

£27: 959 R Y—RTHR—FSNBIEH

Azure (D |${tenant} ${ctx} |$ ${subnet} | ${app} |${epg} |${contract} |${region} |${priority}
IJ VJ—R {ctxprofile}

VY —Z | xfhe* *pi* | Yest i
Tn—"

fE 1 90

AR > | I 1T+ | Yes+ -
NO—2
(VNET)

KE : 64

Subnet B T EUA X * ©
;80

7Y [1En RIS | RFEE ©
r—339
X
Vr g 7
J—7
(ASG)

5 80

A EQA P b Sy v o
J—7 %
S
Tq T
J—7
(NSG)

5 80

E [ A Yes * (H
J—7 & &)

*=l
TA T
="
JL— )

5 80

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



Cisco Cloud Network Controller 2 > R—% > FO#A |

B 521 —rosqrsqehimsnE

R28:979F)Y—RTHR—FSINBIEH (LS V4L A VITNA XY —ER)

Azure D) ) —
R

${tenant}

${interface} |$

{deviceTnterfaceN}

${region} $ {ctxprofile} ${device}

A Z =%y |k
Ry FU—2
n— R RNZ

.H—
iE 1 80

[EQ

EA [Eq i

A H—F >k
oxry hU—
ZA=hl AV A
.ﬁ—

& : 80

YA

=4 EA PSS

A H—%xv b
TV r—v 3
v a— R NZ
VU

& 80

=Y

= = K *

M A S
Al F Application
Load Balancer

&E : 80

EYA

= = Kb

F 34 ZASG
F 1 80

[EQA

ELA K i ® PN Ik

MBIL—ILDHA RS54 2 EFHIREIR

779 KU Y —=ZADMAIIA AL DV— NV ERET D6, IROGIRNEH S WET,

* Cisco Cloud Network Controller DFJ[EIT ~ b7 v FHHZ, IRO2OD ML INV—t > k&ff
ALT, Ze—\I@ma4R) U —%2ERLET,

o [/NT )Y —RE%#EE| (Hub Resource Naming Rules) Jid, £ > 77 TF > FdD/
7V —=ATN—"T /NT VNET, #—3—1L A ICIDR, EH > %Y 2CIDR %7
Zv FO&HT, BLUOA L 7T T F o FOTAT AL > THEWICER SN AT
Iy hOVTHxy N LT 4w I AERERLET,

e 7T R Y—RLFIFTFNV—ME, Ry NT—7 X2V T 4 7 0—7 (NSG)
TV r—=arktXa T4 7 0—7 (ASG) . R*y NU—rma—RRFT % T
FUhr—gra— KRS FARLA AT AV r—areXxa )T o 2 0—7F,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



I Cisco Cloud Network Controller 3 > 7R— > b DL
s59 K yy—zoansggoxs

BLOA L T7T5FF L NOERT 29 7% v hOARI L ARIZERLET, 2T
F FPAOTRTOY V—R (Y V=R T —F i xy hU—2 T % b,
NSG. ASG, v hU—ra—RA_F o4 T r—ara—RR704)

MABRAEERLEL, TNOEMRAL THERTOILELRSHN FT, /I U R VY—R%
BT 5. MARAEZHERTAINENDH DL Z EIHEBE LT EEN,

770 R Y—=ANMERSND L, TOAFNIERE TEX T, GUITMARY v —%2FHT
X ¥+t A, Cisco Cloud Network Controller 2 Y U —Z5.0Q2) 127 v 77 L— KL & &IZ,
—ERD Y V= ARNTTIZAzurelCEA SN TV AL, 7 a— VLl 2 X SfaL—)b
EEFSTHZELTEEEA,

BEFD 7 70 R V—RAFERIIRY U —DLA4RIEER T 584513, GUITY v —3 L4 |
TR Y =2 FHTHEN0C, BESNZY Y —2AZHIBRT20ERH Y £9°,
DX GA, RESTAPIZEHA LT, BT 28 LW YV — R A K L4 % HRE
WZEID Y THZERTEET,
RESTAPIZHEHLTZ 70U KU VY —ADOMmAEBHTHLEE1L, FRFCEREEZA R—
FLZRWZ E2HEE L E9,

BONCMARAZERETAHAZE2BED LET, 2L T TV FRELIToTLEE
A

FF v RREDOREKIL. MAR) V—2LEHE LW LE2BEIOLET,

959K 1)Y—XDGEBRADORTR
BANZ, CiscoZ 7V Ry hU—7 avbn—2%EHRT5LXC, #lEty b7 v 701
P—=FRD U =g VERES T 70 REREMROMAHAZERLET, ZUTOWNTE,
[Ciscor 7V F Ry hU—2 ar hu—F&@ENA K (CiscoCloud Network Controller Installation
Guide) ] TSN TWET, ¥ty N7 v 7D%, Zok7 v a s THESA TS LD
IZ. Cisco Cloud Network Controller GUI @ [2 X T L#gR (System Configuration) ] [ CHERK
L7cHAIZ R R TE £,

ZOBEEDERITHARY GHE 2 —TFRENET, RYORMARICHAZLES 556
. B0ty b Ty T U= REFETTOILEND Y £,

AT w71 Cisco Cloud Network Controller GUI (2 7’1 > L £,
ATF9 T2 [U59 K )Y—RAD&%&#EA] (Cloud Resource Naming Rules) ] 2 Eh L £,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



Cisco Cloud Network Controller 2 > R—% > FO#A |

B ResT AP %5 L 7= Cisco Cloud Network Controller 0#5

= alin
= cisco

I': Cloud Network Controller ()

D oa System Configuration
@ Topology General I Management Access Cloud Resource Naming Rules  Controllers  Event Analytics
& Cloud Resources
B @ Cloud resources will not be deployed until the naming rules have been reviewed and accepted. Please go to Cloud Network Controller Setup Region Management to manage Hub and Cloud Resource Naming
Appicition Managenisnt Rules. Go to Cloud Network Controller Setup
" (A
£ Ad
ppppp S el i
Hub Resource Names
Managed Region Resource Group Name Virtual Network Name Subnet Name Prefix Cloud Subnet Example
Cloud Resource Naming Rules
SesiRomsmes o
Cloud Context Profile VRF VRF1
Cloud Context Profile CAPIC_ Tenant _| VRF | Region CAPIC_Tenant1_VRF1_westus
N
_— C e . = - e
a) [FEZ—2 3> (Navigation) 1%+ KAX—T, [41 275 AR F9F ¥ (Infrastructure) 177 2V %
JEBH L £,
. o= - s . o ) . .
b) [127F5AXA LS5 F+ (nfrastructure) | 773V b6, [ R T LK (System Configuration) ] %

¢)

REST AP

IR L F9,
[ AT Lt (System Configuration) JEE T, [259 K ) Y—XD&4%#E] (Cloud Resource
Naming Rules) ] # 7 &#&#IR L £,

[Z 5 K IEsHRE#iDan 28] (Cloud Resource Naming Rules) 1% 7 TliZ. CiscoZ 77 K % v hU—
Jaryre—I0n67 77 KA MIBETZY Y —AOLBNIR L THAMBR I N TV S HEAIOHE
Bl TE £7,

PLRTC 1 A 2 A& 1R 2R L TV WnWgEIE, 77 v K U Y — A Cisco Cloud Network Controller
F T NEEFEHTAT 74V FOHANBRZ I A RESNET,

IO v N7 v TRRICER LTomA R Z 2 T AN o T2 85E801E, B O _EFICE L S — Rk

RENET,
(6= 770 R)Y—=2AZEMAT LN, mABAlZHERT OS8ERDH L 2 LITER LTS
Wy,

| #{#F8 L 7= Cisco Cloud Network Controller D& FX

RESTAPI (R L=T7+ > FDERK

.
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VHEATINETTA TF U NRHVET, BILWEESSRT 2 N EISEEEN R T
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FUREBERT DL X, MEBOY TR Foa  BRRLET, BEOF T4~ TF
N DOEB R E T ITERIN BRI OREL WA T DT T NE{EkTp L Eilc, AT R
TarEERLET, ZOBZa s TE MADEATOY TR Y T a s EFEHLT
BHRT o M EIFERRRT o MR T o kL AT A2 Y S g U EERT
LhEERLET,

ZDE 7 g TliE, Postman DA S DY )L POST Bk 2 LT, RESTAPI Z1{# H
LCT v bEERT D HEERLET,

ATy T WA T 27U T g DERK.

a)

b)

IIAT =7 by FaRMHLUCHFERSRT T P aERT 51T

POST https://<cloud-net-controller-ip-address>/api/mo/uni.xml

<fvTenant name="{{primary-tenant-name}}">
<cloudAccount id="{{user-tenant-subscription-id}}" vendor="azure" accessType="credentials"
status="">
<cloudRsCredentials tDn="uni/tn-{{primary-tenant-name }}/credentials-{{ primary-tenant-name

Py/>
</cloudAccount>
<cloudCredentials name="{{ primary-tenant-name }}" keyId="{{application key id}}"
key="{{client secret key}}">

<cloudRsAD tDn="uni/tn-{{ primary-tenant-name }}/ad-{{active directory id}}"/>
</cloudCredentials>
<cloudAD name="{{active directory name}}" id="{{active directory id}}" />

<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}1-vendor-azure" status=""/>
</fvTenant>

AR T T P EAERT 51T

POST https://<cloud-net-controller-ip-address>/api/mo/uni.xml

<fvTenant name="{{ primary-tenant-name }}">
<cloudAccount id="{{ user-tenant-subscription-id }}" vendor="azure" accessType="managed"
status="" />
<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>

AT T2 WHEYTZA7 Y 3 OVERK :

POST https://<cloud-net-controller-ip-address>/api/mo/uni.xml

<fvTenant name="{{ primary-tenant-name }}">

<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>
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RESTAPI ZfERA L0 359 FDER

Z OfFITlX, REST API Z{# f L T Cisco Cloud Network Controller D=1 ~F 7 ks Z1ER 5 )5
EERLET,

1R BHHIIZ
T4 NE R LET,

Ay 77 bEARRRT DI

i
<polUni>
<fvTenant name="t2" status="">
<vzFilter descr="" name="http-family-destination" ownerKey="" ownerTag="">
<vzEntry name="http" prot="tcp" etherT="ip" dFromPort="http" dToPort="http"/>
<vzEntry name="https" prot="tcp" etherT="ip" dFromPort="https" dToPort="https"/>
</vzFilter>
<vzBrCP name="httpFamily">
<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjFiltAtt action="permit" directives="" tnVzFilterName="http-family-destination"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

RESTAPI # B LE=YS5Y9 K aVvTFFR 7774 IILDER

ORI varTiH, VTR aryTXAN a7 s A NVEERT D HFEERLET,

1R BHIIZ
VRF Z1ER L £ 77,

AT 1 BRI R arvsxA s a7 7 A VEERT AT, ROFIEEZETLET,

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnlb5">
<cloudCtxProfile name="cProfilewestusl51">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>

<cloudRsToCtx tnFvCtxName="ctx151"/>
<cloudCidr addr="15.151.0.0/16" primary="true" status="">
<cloudSubnet ip="15.151.1.0/24" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="15.151.2.0/24" name="albsubnet" >
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>

</cloudSubnet>
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<cloudSubnet ip="15.151.3.0/24" name="subnet" usage="">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
</polUni>

ATv T2 VNet D% VRF, CIDR, BXOYV 7Ry bZBMT27 T RarTxA N7 a7y A LE/ER
THIIE. WOFIEEFATLET,

51

<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tenantl" status="">

<fvCtx name="VRF1" />

<fvCtx name="VRF2” />

<cloudCtxProfile name="vpcl" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-centralus" status=""/>

<cloudRsToCtx tnFvCtxName="VRF1" />
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr name="cidrl" addr="192.0.2.0/16" primary="yes" status="">
<cloudSubnet ip="192.0.3.0/24" usage="gateway" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-centralus/zone-default"/>
</cloudSubnet>
</cloudCidr>
<cloudCidr name="cidrl" addr="193.0.2.0/16" primary="no" status="">
<cloudSubnet ip="193.0.3.0/24" usage="" status="">
<cloudRsSubnetToCtx tnFvCtxName="VRF2"/>
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-centralus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
</polUni>

RESTAPI ZERLEY SO )—Ua 0 nEE

DB arTiE, RESTAPIZMA LTI/ 77 K V—Va vy a2EBT55EERLET,

7o R U— g U ERERT DI

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->

<polUni>

<cloudDomP name="default">
<cloudProvP vendor="azure">
<cloudRegion adminSt="managed" name="eastus"><cloudZone name="default"/></cloudRegion>
<cloudRegion adminSt="managed" name="eastus2"><cloudZone name="default"/></cloudRegion>
<cloudRegion adminSt="managed" name="westus"><cloudZone name="default"/></cloudRegion>
</cloudProvP>
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</cloudDomP>
</polUni>

RESTAPI Z{EAL =T 14 L2 DERK

ZDOk® 7 a Tt RESTAPI 2R LT 4 V¥ 2ERT 2 HiEEZ R LET,

T ANZ BT DI, ROFIEZFEITLET,

https://<IP_Address>/api/node/mo/.xml
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="t1l5">
<vzFilter name="rulel">
<vzEntry etherT="ip" dToPort="22" prot="tcp" dFromPort="22" name="ssh"/>
<vzEntry etherT="ip" prot="unspecified" name="any"/>
</vzFilter>
<vzFilter name="rule2">
<vzEntry etherT="ip" dToPort="http" prot="tcp" dFromPort="http" name="http"/>
</vzFilter>
<vzFilter name="rule3">
<vzEntry etherT="ip" dToPort="22" prot="tcp" dFromPort="22" name="ssh"/>
</vzFilter>
<vzFilter name='all rule'>
<vzEntry etherT="ip" prot="unspecified" name="any"/>
</vzFilter>

<vzBrCP name="cl">
<vzSubj name="cl">
<vzRsSubjFiltAtt tnVzFilterName="rule2"/>
<vzRsSubjGraphAtt tnVnsAbsGraphName="c13 gl"/>
<vzRsSubjFiltAtt tnVzFilterName="rule3"/>
<vzRsSubjFiltAtt tnVzFilterName="all rule"/>
</vzSubj>
</vzBrCP>

</fvTenant>
</polUni>

RESTAPI ZEARA L7 T ) 5—23> AT 74 IILDIER

OB a T, RESTAPL 2R LT XY r— gy Fa 77y AV {ERT 5 FiEs
~LET,

1R BHHIIZ
T NEERLET,
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https://<IP_Address>/api/node/mo/.xml
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />

<fvCtx name="ctx151"/>

<cloudVpnGwPol name="VgwPoll"/>
<cloudApp name="al">

</cloudApp>

</fvTenant>
</polUni>

RESTAPI 2FRALI=®ry FI7—Y X2 T 4 JIL—TDERK

Z O, REST API Z{# ] L C. Cisco Cloud Network Controller D& LW TRy kT ED
NSG #pk A R ET D Hikxa R L TWET,

1RO BRI
X270 Z—7 (43 R—=) [ZREHBOERIZONT, HERBLTIES W,

Cisco Cloud Network Controller ¥ 7% v » Z& O NSG #EZ R ET HI1TIE. ROFEEZFEITLET,
1

<polUni>
<cloudDomP status="">
<cloudProvP vendor="azure">
<cloudProvResPolCont><cloudProvSGForSubnetP enableSGForSubnet="true"

status=""/></cloudProvResPolCont>
</cloudProvP>
</cloudDomP>
</polUni>

REST APl Z{#F L 7= EPG D 1ERK

Zokv s varOFIEEMEH LT, RESTAPLZE/H L7=7 7V /r—3 3 EPG. #i EPG.
#— bt % EPG #1ER L £,
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RESTAPI 2R L2 5 K EPG DYERKL
ZOHITIX, RESTAPI Z{EH L TZ 77 K EPG #{Ek¥ 5 HikErLET,

1R BHIIZ
TV r—vary a7y Al VREF ZEKLET,

7 Z v K EPG Z1ET H12id, ROFINEEZETLET,

<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<fvCtx name="ctx151"/>
<cloudVpnGwPol name="VgwPoll"/>

<cloudApp name="al">

<cloudEPg name="epgl">

<cloudRsCloudEPgCtx tnFvCtxName="ctx151"/>

<cloudEPSelector matchExpression="custom:tagl=='valuel'" name="selector-1"/>
</cloudEPg>

</cloudApp>

</fvTenant>
</polUni>

RESTAPI Z{EFA L 7=5V882 5 F EPG D1ERK
Z OFITIX, RESTAPI 2 L T2 Z 7 K EPG Z1ET 5 Hika R LET,

1R BHHIIZ
T r—ay a7 7 AL VR Z{ERK LET,

ATw 1 NEY T 0 R EPG #1ERT 51Cid. ROFIAZEITLET,

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<fvCtx name="ctx151"/>
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<cloudVpnGwPol name="VgwPoll"/>

<cloudApp name="al">

<cloudExtEPg routeReachability="internet" name="extEpg-1">
<fvRsCons tnVzBrCPName="extEpg-1"/>
<cloudRsCloudEPgCtx tnFvCtxName="ctx151"/>
<cloudExtEPSelector name="extSelectorl" subnet="0.0.0.0/0"/>

</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

RATw T2 ¥ A7 site-external THMEEZ 7 7 K EPG Z1ERKT 5121

1 -
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="infra">
<cloudApp name="al">
<cloudExtEPg routeReachability="site-ext" name="extEpg-1">
<fvRsCons tnVzBrCPName="extEpg-1"/>
<cloudRsCloudEPgCtx tnFvCtxName="overlay-2"/>
<cloudExtEPSelector name="extSelectorl" subnet="10.100.0.0/16"/>
</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI Z{#F L =% —E X EPG D1ERL
ZOFITiE. RESTAPI Zffifl L T¥—E R EPG Z1ERkT 5 7iEE2 R LET,

1n HAEINIC
e VTR —E R RRA U T—TF (35 3—2) OFEREERL T EEN,
T FV =gy a7y Ak VRE ZER L E T,

RTFYT1 V5T RRAT 4 TORBZ A FTH—E R EPG Z1ERT AT, ROFIEXFEITLET,
1 -

<cloudSvcEPg name="Storage" type="Azure-Storage" accessType="Private" deploymentType="CloudNative">

<cloudPrivateLinkLabel name="ProductionSubnets"/>
<cloudRsCloudEPgCtx tnFvCtxName="HUB-SERVICES-VREF"/>

<cloudSvcEPSelector matchExpression="ResourceName=='StorageAcctl'" name="selector-1"/>
<cloudSvcEPSelector matchExpression="custom:Tag=='ProdStorage'" name="selector-2"/>
</cloudSvcEPg>

ATFYT2 750 R RAT 4 TEHMNBORREZ A 7T TY—E R EPG Z/EKT 5I1T1T. ROFINEELFE(TLET,
1 -

<cloudSvcEPg name="APIM" type="Azure-ApiManagement" accessType="Private"
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deploymentType="CloudNativeManaged" status="">

<cloudRsCloudEPgCtx tnFvCtxName="infra-SvcCtx" />

<fvRsCons tnVzBrCPName="infra-APIM-Mock"/>

<fvRsProv tnVzBrCPName="infra-managedAPIM" status=""/>

<cloudSvcEPSelector matchExpression="IP=='10.21.52.0/28"'" name="sell" status=""/>
</cloudSvcEPg>

P— R R—F ¢ DREAZ A 7 TY—E R EPG Z1ERLT 51013 :
B -

<cloudSvcEPg name="SaaS-Hub" type="Custom" accessType="Private" deploymentType="Third-party"
status="">
<cloudRsCloudEPgCtx tnFvCtxName="infra-SvcCtx" status=""/>
<cloudSvcEPSelector
matchExpression="URL=='saassvcepg.286b0377-a%7-40d7-a%94f-67abe03ce5f4.centralus.azure.privatelinkservice
name="sl1" status=""/>

<cloudPrivateLinkLabel name="saas-hub" status=""/>
<fvRsProv tnVzBrCPName="SaaS-Hub" status=""/>
</cloudSvcEPg>

RESTAPI 2R L9577 L— FDERK

ZDkZ T arTiE RESTAPLZEN LT U R 707 b— FaEd 2 iz R L E

T, 77U R T L= FOFEMIZOWTE, 77U KT U7 L— O (52 =)

EHBLTIEEN,

RESTAPI (%, IIRL7=2T7 AL A ET VDX A FITL - THEY £9, Cisco Catalyst 8000V
DT7A B A HFATIE, cloudtemplateProfile WX R ATV =/ F® routerThroughput 7
BT Ik o TSN E T,

[routerThroughput] fHAY [TO/TL/T2/T3] IZJ& L TV 5354, Cisco Catalyst 8000V (% BYOL T
Cisco Cloud Network Controller |Z &R &A1 FE 97, [routerThroughput] fEAS [PAYG] D54, Cisco
Catalyst 8000V (% PAYG T Cisco Cloud Network Controller {Z BBl & E 7,

4R HREIIC

AT 71 BYOL Cisco Catalyst 8000V % JEFHT 272D 77 K 77 L— bk RA N E{EKRT 5121, RO TFIEEZSE

ITLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2" numRoutersPerRegion="2"
status="" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"
routerThroughput="250M" routerLicenseToken="thisismycsrtoken" />
</cloudtemplateProfile>
<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="westus"/>
<cloudRegionName provider="azure" region="westus2"/>
</cloudtemplateIntNetwork>
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<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="azure" region="westus2"/>

<cloudtemplateVpnNetwork name="default">

<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />

<cloudtemplateOspf area="0.0.0.1"/>
</cloudtemplateVpnNetwork>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

AT T2 PAYG Cisco Catalyst 000V Z JEBA T 2720007 T K 77 Lb—k RA N EEKRT 5121, ROFIEEZE
TLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2" numRoutersPerRegion="2"
status="" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"

routerThroughput="PAYG" vmType="DS2V2”" />

</cloudtemplateProfile>
cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"
routerThroughput="250M" routerLicenseToken="thisismycsrtoken" />

</cloudtemplateProfile>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="westus"/>
<cloudRegionName provider="azure" region="westus2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="azure" region="westus2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>

</cloudtemplateVpnNetwork>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>

</polUni>

PAYG Z)V—7 v N ZBIRT 554 . = —P 1T, Cisco Cloud Network Controller {2 & - TYERL S 4v. B HEH
GBA TV b vmame (2 X > THE IS vmNames D U A hv5H VmType HIERTHLERH D £,

RDFIT, cloudtemplateProfile D T /NT 4 ymType (Z &> CT/RE L5 vmNames ¥ A 7 Z/R LET,
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B restap 2R LT VRF U -5 L r ot

Azure £ D VmName AEI— vCPU D %X NetworkBw

DS3V2 14GiB 4 ER3IETE Y R

DS4V2 28GiB 8 ER6ENE Y I

F165SV2 32GiB 16 BAR125FHE Y b
F32SV2 64GiB 32 ER16EHE w R

RESTAPI Z{FH L TVRF J—% JL— FD{ERK

ATvT1

ATy T2

48 HHEIIZ

vy va OFEEZFETTIHEIC. WEVRFEONL—K U—27 (9_—) & Jo—
23L72 Inter-VRE Lb— K U —27 RY — (92—) [ZHRHIN TWAERE2HERLTLE
él/\o

KDL e BEREEATI LT, BRIR—RADNV—T ¢ T E G ETITEHCLET,

<fvTenant name="infra”>
<cloudVrfRouteLeakPol name="default" allowContractBasedRouting="true”/>
</fvTenant>

allowContractBasedRouting 7 A —/l RIZIE, IRDOWTILDDERENDH Y i‘%

strue: L— h = v IRRVEE. BRICE SO TL— FRIRERL TS Z 2R LT, ANICKRTE
SNTWDEA., =~y TSI TWRWNWE XL, FIATRIEEZZHLET, L—b~y
TNGFEHET D EEIZ, — b =y TIXFEIT KT A TEEETT,

efalse: 7 7 /)L FRETT, L— bRZIZESNTY =7 ENTELT., bvicr—k = 7T
HANT =7 ENTWBAZ A RLET,

7}/—(@ J: 5 f«ﬁ&*&]%)\ﬁ LT\ leakInternalPrefix 7/ 4 — ]\;E{fﬁﬁ LT\ VRF 01%@&“j’ %ﬂfiﬁ_“f@
779 KCIDR D/V—h V=27 R ELET,

<fvTenant name="tl”>
<fvCtx name="v1">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="t2" ctxName="v2" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</ fvCtx>
</fvTenant>

<fvTenant name="t2”>
<fvCtx name="v2">
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<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="tl" ctxName="vl" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

ATY 73 {k@J: 5 foc&*%f&]\jj LT\ leakInternalSubnet ./ A —/b k%{ﬁﬁ% [_/T\ VRF @’\OTFﬁﬁ@¢§‘ﬁE@/V‘— ]\ 78
V—7 LET,

<fvTenant name="anyTenant" status="">
<fvCtx name="VRF1" >
<leakRoutes status="">
<leakInternalSubnet ip="110.110.1.0/24" >
<leakTo ctxName="VRF2" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>

</leakRoutes>
</fvCtx>
<fvCtx name="VRF2" status="" >

<leakRoutes status="">
<leakInternalSubnet ip="110.110.2.0/24" >
<leakTo ctxName="VRF1l" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>

RESTAPI Z2FERALI=- FoRILDY—R A 22— 24 RBROER

4 SRS

IOk va OFIEEZFATTDENT. P RVDY =R A Z—T = A ZADER (11 ~—
V) RS TW aIERzfR L T Ean,

WROES RBEFEATI LT, b RNVDEGFITEA VF—T = A AOFTNEHL L F9,

<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="defaultxyz" routerUsername="james" routerPassword="bond@Q7" />

<cloudtemplateIpSecTunnelSubnetPool subnetpool="10.20.0.0/16" poolname="pooll" />

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="something” vrfName="xyz” >
<cloudRegionName provider="aws" region="us-west-2"/>
<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" poolname="" presharedkey="abcd”
ikeVersion="v1l|v2">
<cloudtemplateIpSecTunnelSourceInterface sourceInterfaceId="2" />
</cloudtemplateIpSecTunnel>
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</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>

JAa—nN\IILo 50 R)Y—XADGEARADEERF-IIEEDA T
9 FDBRIDA—/IN—F4 F

o7 varTiE, 77U R U Y—RIZALRIEMT DO T a— 0 R — AR L
720, BEDI T TR VY —ADLARTEA—"—F A4 RLIZ0D T B2 Tx 5 REST
API POST O Z~r L E T,

\)

G¥) HAH AR HERICY R — N CED LT H0IL, 79U RN Y —R4% 4TV =
J FNZEICERTEET, ZRHDOWRMNR4A IO A —3—7 4 RiX Cloud Network Controller
GUI TIEfiHCT& 9, RESTAPI i L COAFITTEET, AR ERT DHITIE, Fa—
NIV T R Y—=AOLRIHTRY =% MHT5 2 L aBEo LET, BHRMRARTO
F—=R—=F A Fi%, o=V RARHTT R Y o —2 4 L CARMT T B 252 2 LR T
ERVWGEICOAMERT20ERH D 77,

2TV T1 T U —20MAHRRAEERT DI :

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2"

numRoutersPerRegion="2" status="" vrfName="overlay-1">
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region=“west’s” status="">

<cloudtemplateRegionNameCustomization ctxProfileName="infra-vnet"
resourceGroupName="infra-rh" subnetNamePrefix="snet-" />
</cloudRegionName>
</cloudtemplateIntNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

AFwT2 759 R U —20OMLBRIZERT B2 :

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->
<polUni>
<cloudDomP name="default">
<cloudNaming

azResourceGroup="${tenant}-network-${ctx}-${region}-rg
azVirtualNetwork="${tenant}-${ctxprofile}-vnet"
azSubnet="${tenant}-${ctxprofile}-snet-${subnet}"
azNetworkSecurityGroup="${app}-${epg}-nsg"
azApplicationSecurityGroup="${app}-${epg}-asg"
azNetworkSecurityGroupRule="${contract}--${priority}"
internetApplicationBalancer="agw-e-${device}"
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internalApplicationBalancer="agw-i-${device}"
internetNetworkBalancer="1lbe-${device}"
internalNetworkBalancer="1bi-${device}"
14L7DeviceApplicationSecurityGroup="${deviceInterfaceDn}"
reviewed="yes" />
</cloudDomP>
</polUni>

AT v T3 HED Cisco Cloud Network Controller 7Y = 7 MIKkHET 5 Azure 7 50 K U VY — R4 & F—_"—F 4
NERAY A=

API %{ﬁ%ﬁﬁ LTjJX&—L\% %#E!ﬁﬁiﬂﬁ—é k %&:\ IEJ L%ﬁ (73& /%Jj:\ ${tenant} ) %f'{%ﬁﬁf% i’g"o

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->
<fvTenant name="ExampleCorp" status="">
<fvRsCloudAccount status="" tDn="uni/tn-infra/act-[<infra-subscription>]-vendor-azure"/>

<fvCtx name="VRF1"/>
<cloudApp name="Appl">
<cloudEPg name="Db" azNetworkSecurityGroup="db-nsg" azApplicationSecurityGroup="db-asg-${region}">

<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<cloudEPSelector matchExpression="custom:EPG=="'db'" name="100"/>
</cloudEPg>
</cloudApp>
<cloudCtxProfile name="c02" azResourceGroup="custom-tc-rgl" azVirtualNetwork="vnetl">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="VRF1"/>
<cloudCidr addr="10.20.20.0/24" name="cidrl" primary="vyes" status="">
<cloudSubnet ip="10.20.20.0/24" name="subnetl" azSubnet="sl" status="">
<cloudRsZoneAttach status="" tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>

AT w74 KpE D Cloud Network Controller 47 ¥ = 7 MIXINT AL A Y 4MWBLA Y TDAzure 777 K U J—A
LA —_"—F 4 RT5HI121F :

API 75?’1%}% LTWX&A%%?EEj‘éE%ez\ ﬁb%;& (71:’_&/%_01\ ${tenant} ) %{iﬁﬁfé"iﬁ‘o
0— KN UHORY v—% EEXLET,

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<fvTenant>
<cloudLB name="ALB" type="application" scheme="internet" size="small" instanceCount="2" status=""
nativeLBName="ALB” >
<cloudRsLDevToCloudSubnet

tDn="uni/tn-{{tenantName}}/ctxprofile-cl/cidr-[31.10.0.0/16]/subnet-[31.10.80.0/24]" status="" />
</cloudLB>
</fvTenant>

F A R ASG DA —R—T A B HY

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->

<fvTenant>

<cloudLDev name="{{FWName}}" status="" 1l4L7DeviceApplicationSecurityGroup="Groupl" >
<cloudRsLDevToCtx tDn="uni/tn-{{tenantName}}/ctx-VRF1" status=""/>
</cloudLIf>
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</cloudLDev>
<fvTenant>
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» Cisco Cloud Network Controller GUI Zf# ] L 7=~ /L ZFEHID KR (196 _X—)

VMAERRX LA M)y IDEZZYY DY

Prometheus Node Exporter Z{# ] L C Cisco Cloud r» NV —727 2> hua—IFRNEEAIN TS
BT VMAARDA N 7 OF=FY 7R HR—FZNET, Prometheus Node Exporter
E, SEIER_NA—RU 2T BLIO—VBEEDO A Y v 7 28k L, Linux / — K225
CPU. 74 A7 AE U OFEHERR EDOEATE#MAINE L £ I, Prometheus / — F =27 X
= OPFEIZONTIE, BLTEZZR LTS,

https://prometheus.io/docs/introduction/overview/

CiscoCloud % v 7 —27 2 ha—F3 0 U—2250(1) A CTIAT SN TV 554, Prometheus
Node Exporter |£7 7 4 /L N CHEWIIZEH FTREIZ /2 D £77,

FEFEEGNEE

HTTP /%, Prometheus Node Exporter Zffl L7 E=% U 7 X N » 7 TiIHFR— ST
F+H A, Prometheus Node Exporter ZfEfl L7 A FU v 7 OE=4% VY 7 TiX, HTTPS DHMN
HAR—bhINET,

GUI ZFERALEVMARRRA MY YOI DE=ZRY Y

WOTFNETIX, GUI ZfEH L T Prometheus Node Exporter CVM AR A kN A v » 7 2FE=4T
DX VITTDHHECHOVTHMILET,
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2T LOFMORT |
B cuzsEALEwWRR A Ry v sREZSY LY

AT 71 CiscoCloud Network Controller GUI C, [4 >~ 73X k5% F+ (Infrastructure) ]>[> R T LR (System
Configuration) ] (Z&Eh L, [BEEB 7YX (Management Access) | ¥ 7 %27 U v LET,

AT T2 74 RUOHMO [HTTPS] 48K T, [/ —F T4 XR—4% (Node Exporter) ] 7 4 —/V KO=> F U %
ERLET,

Ll
tsen’ Cloud Network Controller @)

System Configuration

@ Dashboard
@ Topology General Management Access  Cloud Resource Naming Rules  Controllers ~ Event Analytics N
@ Cloud Resources
Application Management SSH HTTPS
Admin State tication State
@ Operations Enabled Enabled
3 Infrastructure 443
n.com
£ Administrative o Ao Credentia .
22 Disabled TLSi2
aes2: m@openssh.com
chacha20-poly1305@openssh.com i Para Admin Key Rir
yyyyy e default
Clien sther
Disabled
ac L Ciph
hmac-shal
hmac-sha2-256
hmac-sha2-512
CHACHAZO Enabled
EDH+aRSA Enabled
EECDH Enabled
SSH Access Via Web
Admin State Por EECDH+aRSA+AESGCM Enabled
Disabled 4200
EECDH+aRSA+SHA256 Enabled
Telnet EECDH+aRSA+SHA384 Enabled
Admin State Por
Disabled 2 aoes Disabled

« H%Mt (Enabled) : Prometheus Node Exporter £ CTIZAMNZ/2 > TWET, ZOHAE, ZHLHDF
JEZFATT DM BITH Y /A,

- #3371k (Disabled) : Prometheus Node Exporter | £ F 72 H 20272 > T E+H A, Prometheus Node Exporter
EHMITT DITIE. ROFIEICHENET,

ATw T3 [HTTPS]| s OEET A 2> %27 Y v 7 LT, HTTPS X E&REL 7,
[HTTPS %% (HTTPS Settings) ] 7V 1 > RUNRERRINET,

ATy T4 [/—FK THARKR—4 (Node Exporter) ] 7 4 —/V F&REoF, [A#ME (Enable) 1227 U v 27 L7,
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ATy TH

ATvT6

GUI EBALIWAR k2 kY vonE=2y>y ||

—

” HTTPS Settings x

ice Admin State
— Enable

Node Exporter
Enable

Port
443

Allow Origins

Allow Credentials
Enable

SSL Protocols
TLSVT TLSVI1 TLSV1.2

DH Parameter

None

Admin Key Ring
default X

Client Certificate Authentication State
Enable

Client Certificate Trust Point
Select Client Certificate Trust Point >
SSL Ciphers

V b+ State

CHACHAZ20 Enabled VAR

il

Cance' m

INDORELERITT D E WebVr—EANEHERE) S, FRAOISENER I D ETH LRERR 15
TEERRTEER v —UBRERENET, [OK]Z7 Vv 7 LT, BEENREZHRELET,

T4 RUDKETORTE (Save) 1227 U v 7 LET,

[V RTLIERIEET 2 X (System Configuration/Management Access) 17 4 > R 7IZE Y £9, Web
F—EANRFHEB L, BHRICTTA UITED £,

Ut v RyOLEMO [HTTPS] fEHlk T, [/ —F TH XFKR—% (Node Exporter) ] 7 4 —/L ROx kU3
[(B%hiE (Enabled) JICRRESNTWD Z L &2MERLET,

ZAUZ X V| Prometheus Node Exporter 23F 20272 > T\ D Z & BN ER S NE T,
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B restapizEALEWMAR F A FY Yo ROER

ATy T1

=l Cloud Network Controller @ QA HERNBOL

o [ System Configuration

@ Topology General Management Access  Cloud Resource Naming Rules  Controllers ~Event Analytics

& Cloud Resources

SSH Access Via Web

n abled 4200

Telnet N
e Port
isacion 23

[/—F T2 XEK—% (Node Exporter) ]fEi&k® [Fxh1t (Enabled) 1 7F* A DO FNZHDH V7 %7 v
7 LET,

7T PO S T HRFERE . Cisco Cloud Network Controller NERH SN TWAE VM EARD A RN v 7
PRENET,

RESTAPI ZfEAAL=-VMAKRRX kb A ) v I RDEHR

ATy T

ATy T2

&R

INHOFINETIEX, RESTAPI ZMH L TVMAA R A Y v 7 2095 X 5 IZPrometheus
Node Exporter & 2023 2 HFIEIZOW T L £,

Prometheus Node Exporter 23 HZ72 > TV DN E ) MEMERT H121E,. RO GET 2 — V& EF LET,

GET https://<cloud-network-controller-ip-address>/api/mo/uni/fabric/comm-default/https.xml

nodeExporter 7 4 —/V K& RO T, #FIL ) IR ESINTWEINE I MEHRLET,

VM B A K A N v 7 BT HI2E, ROBEFGZX(E L T, Prometheus / — K =7 AR—XEHZINZ L
F9,

POST https://<cloud-network-controller-ip-address>/api/mo/uni/fabric/comm-default/https.xml

<commHttps nodeExporter="enabled" />

A KU w7 AL, Cisco Cloud Network Controller 23 BB SIL TV A VM AR A MZFRRENFE T,

RESTAPI ZfFH L CTA MY v 7 2FRTHIZIE, RO GET 2— L& EELET,

GET https://<cloud-network-controller-ip-address>/nodeexporter/metrics
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AT w74 Prometheus / — K =7 AR—F 22T 51203, ROKREEEEFELET,

POST https://<cloud-network-controller-ip-address>/api/mo/uni/fabric/comm-default/https.xml

<commHttps nodeExporter="disabled" />

T7IUr— 3 U EBEHEMORT

Z 2 TlE. Cisco Cloud Network Controller GUI Z M L T7 7'V /r—2 g VEHOFEM 2 R
THHELCOWTHHALET, 77V r—v a3 VEROMMICIE, FEDTT v, 77V
br—ar7Fa7yAN, EPG, 2 ~FZ K, T ANH VRF, $—E 2, £F7 IR
IUTXAN TuT s A VOFENEENET,

ATvF 1 [FEHX—2 3> (Navigation)] A ==—"T, [FFTU 45— 3 VB (Application Management)] % 7 % 38R
LET,

[7 75— 3 EHE (Application Management)] # 7 ZJEBI+ 5 &, ¥ 727 F 7 a DU A Rk
RENFET, P OWTIE, (7Y =y a VBB A T ar ] OTFT—TAEBRLTLIEE N,

®29: 77V r—avEBYTET

HJ2 T4 SR BA
TrU bk FTFr eV — T —T DT LTHEKRFLE
KR
FF)r—a3ryJAaorAL Y~ —F—T LT LT AU r—ay 7
o7y ANEERFLET,
EPG EPG #H~VU—F—7 DT LTHERALET,
249 a7 haeY< ) =T —TNDftE LTERL
F9,
74 JL% (Filters) P~ —FT—TNDITE LT T4V EEFERLE
ﬂqo
VRF Y~ —FT—TNLDITE LT VRF 2FERLET,
H—E X (Services) WD 2ODYTHT LIFRNEENTWET,
cTNAR Y~V —TFT—=TNLDITE LTT A
AERRLET,
cH—ERXRFTST Y-t A TTFT TR~ —
T—TNDfTE LTERLET,
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HI58 T4 Bl

P9Z9RaVTERNTATFAL IS5 RaryFXARNTa T s A LAY —F—
TNOITE LTRIRLET,

ATYT2 RRTLHHEMO AL R—H NaeRTHTEHI U v LET,

P~V =T =TI, T=TADITL LTERRShET, 2L ziT [TFU b (Tenants) [ 7 % 7 4k
RLUIEGE, 7T POV AR — T =T NOITE LTRREINET,

BYEICE DT A VHEAR—% 7 ) o7 FT 5 LIk, (TE7 VRN TcEEd, B, HET. B
FOT7 4 VAR BIR L £, 72E21E, T2 M3 742 ) o 7O A1, [Name] =TI (TI
7 ho4ED ZRIRLET,

ATYT3 B= V=AU ERRFTHEDIL, BRTHREDALR—R "aRITITEI Y v LET,

ATv T4 FEHICONWTIE, BRTHRED AL R—FR L baeRTI~ =T —TNVDITEL TNV v 7 LET,
HLWFAT T Ry 7 ZR3, ROZTDNTNNERITERSA O LI RSNET,
GE) FREINDFZTIE, aUR— 2 P EMEBRRD LR AET,

*BEE (Overview) : 777U R UY—Z REMB, BIOa o R—%r FOREOMEZRLET,

chRAY ATV FEMOBEST O 2 b EORRHRBERERIELET, BRLEAT V=
7 FRHPRICFERSNET,

e HSDRYY—=R:Z0aryR—R MNIEESTZ7 T R Y —RERERRT I T X TDOI R

NG ET,
T TV —a VBB oL R —3 2 MIBHRT 2 ACIEE#ER A ERTEHH T X T DY A N &aEH
7,

HRE IR LYY USRI EREH A A SIS W THEI AR R TE A L OIC LET, [#EH ¥
TIEFERLTWNWD I R—R NG 2 T2 EhE 1,

A RNY MR EE, ANV, EER SRR RTLIITEZTOY R N EGRET,

GE) BEY 4V FUDERICERENDZAT O TRy 7 204 EMIZIE, BHRAZE[7O23
> (Actions) 7R % > OMICRERY o BNHV £, [RE (Edit) |[R¥ 27 Vv 7358,
IR Lo R—FR FERETEET,

929K JY—XDFMDERT
Z Z T, Cisco Cloud Network Controller GUI ZfifiLCZ 7 7 K U YV —AD#ME£RT D

FIEIZOWTHHLET, 797 R U VY —2O3EMICIE. FEDY — 3>, VNET, /L—
.o ewXa2 VT4 TN—T (T Vr—varvxa s JA—7/I%y hU—7 %=
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VT4 I N—7) , TURKRA M, VM, BEOZ 77 R —ERCHETLHERNEGENE
j—o

[7 7D K %27 (CloudTag) | BYEICIES SR [T Y KR4 > k (Endpoints) 07 4% 7
YR —FILTWVET,

ATvT1 [FEF— 3> (Navigation) ] A==—0b, [ 5% F 1)Y—X (Cloud Resources) ] ¥ 7 %8R L &
D

[25% F1)Y—X (CloudResources) | # 7MWNETHE, 74T a7 arDl A NRERS
NEJ, FEMCoW T, [Cloud Resource Options] DFAZZM L TL 2 &0,

RK30:9T59FYY—RHYTHT

HI58 T4 A

[Regions] V—Yarkzth~l—T7—T7 LDt LTERLET,

RERAY D=9 | H<=)—F—TNLDFTL LT VNET Z#E R LET,

Routers N—FEY< ) —F—T DT LTHRRLET,

tXxayTa T Y~ —=FT—TNDITE LT T 2R RTLET,
n—77

IVRKAU L |2 KBRS R Y~ — F—TADIFE LTRRLET,

E<> > VM &%~ —F7—=T7LDfTE LTERRLET,

Y59 EH—ER koW T4 T EEBET,

Cloud Servi

(Cloud Senvices) | 145 kg—ER (CloudService) 157 : 75 F#—ER&d~ Y — 7 —
TNDITE LTHERLET,

(BTN ITN=TN 27 Z—=Fy s IN—Tah< ) — T =T NLDIT L
LT#mLET,

ATYT2 FRTLHHEMOA L R—H NaRTHTH7 Vv LET,
Y=V =T =TI, T—TAOTE LTRRSNET, 72&2iE [TV KRS >~ (Endpoints) 147
2T HBERLIEGE, = RRA L POV A RBY <) — T =7 L0fTE LTRRINET,

BtElc kb7 4+ v% (Filter byattributes) | N—% 2 U w7 35&, Ray XXy A=a—hbEks
BIRLTITZ2 74V Z Y 7 TEET, Fry XU Ao a—IlR R RINDBEMEIL, BRLEY T 27
IR TR £,

[T FARA > b (Endpoints) #7727 Tk, F—FIMMEDOHFEELZANIL T, 7T U FZ7ITESNT
MPRZL DAL Z ENTEET, WMTOMEICESWTHRET 25615, F—FIXMEOHFED LICFEKR
sSnn (B 2270 v 7 LET ®ONCADSNEMFHRICELT) . 779V RZT7 T4V ZIEHRETE %

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



2T LOFMORT |
B zrozaoxs

Hh, MREELT DT ROICT 4V ZZ2HBRL TR, BNOF—EIMEOHFEEZHEAN L E
To ROV TR 27 T4 NZIZHESSBENFR— SN THET,

ARTY T3 =~V — g U EERTHEDIC, FRTIFEDILR—3 2 b aeETIT27 ) v 7 LET,
ATY T4 FEHCOWTIR, BRTHHED IV R—FX L haRT <) —T—TNDITEFT LI ) v 7 LET,
HLWEAT Ol Ry 7 AR, IROZTDONTNEILITEESAS D FICERENET,
GE) FBREINDHZ TR, avrR—3 2 P EBRRELRD LR ZFET,
«BEE (Overview) : 777U R U YV—X BEBAFR, BLOParR—R NOREOWMELE R LET,

[T RARA > MIBEEMNT O T U R 2 78 FRENET,  (Thecloud tags associated with endpoints
are also displayed.) ]

VIRV Y—R: ZOar R MCEET L7 70 Y Y = AERERTT LV T ZTDOYU A

FeEhET,
T INr—2a v ER o AR MIBRT D ACIBEN AR R T 29T 2T DY X N EEI
iﬁ—o

o fFET BIR LY Y IR EREH A A TITE SV THGT AR R TE L L DI LET, [#EH] ~
TIERRLTWDLaVR—R MUS U T 2 TG ET,

ARV EE, ARV BEr S 2RRT LT TDOY R N ERET,

BREDFHDRT

Z 2 TlE. Cisco Cloud Network Controller GUI Z ] L TEMEDFEM 4 F "4 2 F1EIZ DN T
A L3, BEOREICIT, FEDOEE, AN b BEhAns 77747 vy ias,
Sy s Ty TBECEIERY v—, FI AN YRR R = Ty — Ay = TR 2
rYa—7 RIv— BIOVE—b nr—va OERBEENET,

ATy 1 [FEX—2 3> (Navigation) | A ==—25 [#4E (Operations) | ¥ 7 Zi&IR L £7°,

[84E (Operations) | ¥ 7RNEBHT 2 L., 72T F 7L a0V A MRFRINET, ZEMICOVTIE
RIEL v a ] ORESHL TN,
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% 31:[121E (Operations) ] 742 J

grozmors |

HI58 T4

BLl]

ARV~

ROV T 4T o ET,
c[BBE (Faults) 1 ¥ 7 : gL~ F—7 L
DITE L TR RILET,
- [EEL3—F (FaultRecords) ] # 7 : [EEL
A= FEY< U —FT—TADfTE LTHERLE
R

c[MRUF (Beents) 177 : A X bt~ —
T NDITE LTERLET,

«[BEZE D04 (Auditlogs) 1 ¥ 7 : E&n 7 &Y
~U—F—TADITE LTERLET,

TOT4TEYSay

CiscoZ/ IV KAy NU—7 avha—JZasA
VLTWABEARI—F—DU X "ERRLET,

NYHO 7y TEERT

WDYT 2T et Ed,

[Ny TFTw T (Backups) | ¥ 7 : RN I T v
TP~ =T —TNDITE L TERLET,

[Ny 97w T R — (Backup Policies) 1%
TNy T T Ry =) —F—7
NDITE LTFERLET,

[P3 T AT—ARX (JobStatus) 1 ¥ 7 : V=
TDAT =B A%< —T—=TLDiTL LT
%ﬁ_\‘bjﬁ—a—o
s[4 R R3#F (Event Analytics) 1 % 7 : IRD
YT ETREENET,
«[EE (Faults) | ¥ 7 : b~ —FT—7 )1
DITE L THEEZRRLET,

s [4RVU bk (Bvents) | #7 : A X2 h&EH
~ U= T =T NDITE LTERLET,

«[B5E D04 (AuditLogs) | ¥ 7 : Ef&n 7
Y~ —FT—7N0fTE LTERLE
R
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SRTLOEMOET |

HI58 T4

Bl

[Tech Support]

WDV T BT oG HhEzT,
* [Tech Support] ¥ 7 : 727 =7/ %K — kK K
V—aYv =TT NDITL LTEIRLE
—a‘o

«[27 8% (CorelLogs) 1¥#7 : a7 ul%¥%
~ V=T =TT LTERRLET,

Firmware Management

WOV T H T eEGHhEzT,

[ (General) 1% 7 : B{ED T 7 — A =7
NR=Tay, TvTTL—RKRRAF—=FZR2ED
R T 7 — A = TR AR RSN E
—g—o

s[4 A= (Images) | #7 : A A=Y DY A K
wFRARLET,

s[4 R R34 (Event Analytics) 1 % 7 : IRD
VTR TNEENET,

«[EE (Faults) 1 #7 : ¥~V —TF—7 )L
DITE L CTHEEEZRRLET,

s[4RV bk (Bvents) | ¥ 7 : A X2 hath
~ V=T =TT LTERRLET,

«[B& 0% (AuditLogs) | # 7 : E&n
A<l —F—7NLDiTE LTHERLE
T

ARFroa1—7

AV a—F RY) =Y~ —T—=TNLDITL
LTERLET,

JE—HFOT—>3 Y

VEeE—bhvr—rvarcsh~l—7—7LDTL
LTERLET,

AT T2 FRTHaLR— L "Rk TETE27) v LET,

Y~ —T—TME, T—TNOITELTERENET, HE2IE [7P9T47 £y 3> (Active
Sessions) |7 X T EEIRLIEGA, T7/7 472y arD) ARy~ —F—T71DiTe LTHER

SNET,

BC LA T AN AR —%7 ) v 7 TARZ LR, ITE 7 VA TEET, B, EEA. B
SO AN EZEEENLET, =& 2E, 22—V —RIZESNT T 4 V&) 74 5I21%, username ==
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. A—R7—ZADHE

Forward
Consumer Hub VNET
VNET | sip: Client IP
DIP: Intemnet IP SIP: Client IP SIP: FW SNAT IP = i
Mext hop: NLB DIP: Internet IP DIP: Internet IP [
;@ = ;C Internet ™
> _
Consumer UDR is hi‘_t NLB NLB sends traffic FW does SNAT
and traffic is to one of the FW and sends packet
redirected in its backend pool. to Internet
to NLB FW
Reverse
Consumer Hub VNET
VNET SIP: Intemet IP
DIP: Client IP SIP: Internet IP f"/_\
fi : DIP: FW SNAT IP
FW gives packet | P — AN
to gateway of Bre )
Consumer NLB llusled_subnet
and peering takes
care of sending e
it to spoke. FW E
3

KOKNL, ZO2—A F—ADP—E R TTTEZRLTWVET,

A —

R R R R EEREIE————————————————_.————

Redirect

[ |
| |
| |
[ |
| |
I Consumer i
| |
| |
| |
| |

447746

ZDa—=RA T —ADYFA VLT MERO—HE LT, ROBREITVET,
« [T/31 RDER (Create Device) ] 7 1 > KT
[TF2 bk (Tenant) 1 74—/ RT, [41277F (infra) 17 FEEIRLET,

s [H—EX 247 (ServiceType) ] 7 4 — /L RTH—E R TA ZADX A T %HE RN L

i‘j—o

s [H—EXZ4 7T (ServiceType) 1& LT[y bT—% B— F/35 % (Network
Load Balancer) ] ##&R L, [T+ b (Subnets) ] =V 7 C[H Ty bDiE
i1 (AddSubnet) 1227V v 7 LT, @RV —Yary, 797 Karysx
AhTaT7r AN, BIOEIZY VRF CIER SN 73y EBIRL E

TO

s [U—EX 247 (ServiceType) 1 £ LC[HY—KIX\—F 4 T7A4T724+—I)L
(Third-Party Firewall) ] #3#R L. [VRF] 7 4 —/L KTk A4 > # Y VRF &R

LE7,
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LAY ans LAY TIH—ERDOER
A—RT—Z2DH .

«[H—EX 557D (Create Service Graph) 17 4 > R T, IROF—E R F /A &
ZZOMEFCTRIZ 7 7oK Fey7LET,

e Xy hU—F m— K T

e —RN—=T 4 T AT U F—)L

e Xy hU—7 a— R KNZ PO [H—ERXR /—F (ServiceNode) ]V 4> KU T, ROF
JIEZ 517 L £ 9,

e[avva—< a9 % B4 F (Consumer Connector Type) ] 7 4 —/L KT, [U#H
A4 L% b (Redirect) 1|47 a v OBEOAR Y 7 AZTF =y 7 &AL, 2y a—~/
TUHFA L MEREZADNZLET,

[FANAF axry B2 24T (Provider Connector Type) 1 7 4 —/V KT, Ry 7 A
EATOEEIZLET,

e —RKRX—=TFT 4 T7 AT U4 —VD[H—ER/—F (ServiceNode) |7V 1> KU T, &
DFMREFATLET,

c[avYa—< a4y 4 B4 7 (Consumer Connector Type) ] 7 4 —/L KT, Ry 7
AuEFT7DEFICLET,

cZDA—A T —ATIE AV F =Ry NI T 74y 7 HFMETDHELEEL T 7 AT
U+ —/LRSNAT 2 E1T+ 572, [FANA S ax4 4 247 (Provider Connector
Type) 1 74—/ KT, [SNAT] A7 > a VOBOR Y 7 ZZF = v 7 2 ANET,

AR—=IY—RKR—%

TR —ATIE, T T4 v T IFAR—=I B AR—27~, /N7 NLB RIHIC&H D/
T I AT U F— A EHEBELET, I a—~vIT L RRA Y NIz a—<VNetNIZH
D, 7a3A X — VNet |IZIZNE NLB (E7213%— K X—F ¢ v— K7 ) BEimicd
LHZVMMNHY E7, arva—~vb 7 u (X —0 VNet CHILV— h T—TVRNEEI N,
NZ77 4w Z7BNLBDOHINZSHD T 7 AT UVA— IV TNARZV XA LT RENDHLIITRY
EFT, ZO—RAF—ATIEL, V¥A L7 PR FRICEH S ET,

TDA—AF—ATHEHRHENZTXRTOLAYANDEL ATV TV —E R TN, R ZHHAYT
Ty "R BHBZ MR LET,
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i
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|
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I

]

|

peering

- ———— -~ — >
subnet
30.20.10.0/24
____________ |
Provider VMs, |
30.20.20.0/24 : E
___________________ | se-—mm——————-——-- | §
WORNE, ZO2—RA Fr—AO/ry h 7a—%7rLTWET,
Forward
Consumer Hub VNET Provider
VHET SIP: Consumer IP SIP: consumer IP g VNET
DIP: Intemal NLB DIP: Intemal NLB SIP: Consumer IP | SIPZconsumer IP
VIP vIp DIP: Internal NLB DIP: Provider EP
Ei Mext hop: NLB Cﬁ%\ VIP @ |~E\_I:L_’
> > 3 —
Consumer UDRs hit &
and traffic is Hub Internal
redirected NLB NLB
to NLB FW
1
Reverse SIP: Internal NLB
Consumer Hub VNET ‘[";:E Consumer P Provider
VNET Hub Next hop: NLB in VHET
3 o Hub
SIP: Internal NLB @ « %
2 -
P > UDR is hit
% P DIP: Consumer IP and traffic is
. redirected Internal
Consumer to NLB NLB
F
L :

WOKIL, ZO2—A F—ADY—Y A 7T 7% RLTWET,
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Hub VRF

Redirect Hedirect

Provider

|
|
|
FW !
|
|
|
|
|

447748

TDL—RAT—ADV XA V7 MEKRO—EE LT, ROBREITWVET,

o [T/31 RD1ERL (Create Device) 17 > R T, H&ANZ/NT VNet DY —E R T34 R
IR L E T,

[TFk (Tenant) 17 4 — )V RT, [412TF (infra) 177 FERIRLE T,

s [H—ER A4 T (ServiceType) 1 74—V RTH—ER TS ZADH A THFRL
i—é—o

s [H—EX A4 T (ServiceType) ] & LT[Ry bT—5 A— K /N5 U4 (Network
Load Balancer) 1 ##E{R L, [T k (Subnets) ]#HIK T [V TR v ~DEN
(AddSubnet) 127 U > 7 LThb, @R —Yar, 77U KarsxA
a7y A40, BEOEAIZ U Z U VRFTIERINEZY TRy FERIRLE T,

s [W—EX #47 (Service Type) 1 & LC[HW—KI\—F 4 T7A4F724+—IL
(Third-Party Firewall) ] Zi®&R L, [VRF] 7 4 —/L R CEAU &Y VRF %R
L/iﬁ‘O

< [T/ ADERL (Create Device) 1 7 1 & R T, WITT m/A F VNet DY —E R T3
A RAEMERLET,

s[TF2 bk (Tenant) ] 7 4 —/L KT, a7 hERIRLET,

[U—EX #2477 (ServiceType) ] 7 4 — /L RC[®ry kT—9 A=K NS4
(Network Load Balancer) 1 R L, [YT v kb (Subnets) 15HkT [Ty k
MD3EM (AddSubnet) 1227V v 7 LThb, @) —Yary, 77y Narysk
ARNTRT7AN, BROT 0w L H VRF OV 7Ry FEBRLET,

GE) AWEINLB OV IZH— FX—=F 4 m— RARZ AT
F9, [F—ERX 24T (ServiceType) ]& LT [H— K /\—F 4
A— K/\5 >4 (Third Party Load Balancer) | #®&R L £9, [(
UB—TJ 14 AMEM (AddInterface) 1% 2V v~ LT, [VRF]
BBRL, A —T oA ZDOFEMERE L ET,

«[H—ERXR F5 7D (Create Service Graph) 17V « > KU T, IROP—E R T /34 A
EZOEFCTRTZ v 7 TR Kay 7 LET,

e Xv hT—27 o— K 54 (N7 VNet H)
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LAY and LAY 1H4—ER0OER |
B =—=xr—=on

e —RKN—F ¢ T AT T —/L ()T VNet )

Xy U= B—= AT Y ET— =T 4 m—= AT (FrfF
VNet DIGAH)

e NTVNetDFy hU—27 a— K ANZ %D [H—ERXR /—F (ServiceNode) 17V > K
7T, MDEIICLET,

e[avva—< a4y % &4 F (Consumer Connector Type) ] 7 4 —/L KT, [U#H
14 L7+ (Redirect) [ A7 > a b OBEOR Y 7 AZF =y 7 BANL, 22y 2—</
TUXA L7 MEREANICLET,

[FaNAZ a4y B B4 T (Provider Connector Type) 1 7 4 —/L R T, [UXA L
2 b (Redirect) 147> a v DBEDOR v 7 AZF = v 7 2 AN, Taxg ZJlc) »#
A V7 MERBEZADIZLET,

e —RNR—=FT 4 T7 AT U+—LD[Y—ERX /—F (ServiceNode) |V 1> KU T,
[a>¥a—< axv % 247 (Consumer Connector Type) & [TANA A axOU 42 4
4 7 (Provider Connector Type) | DR v 7 A& A7 DEFIZLET,

« 7B /NA X VNet TRy hT—27 a—RKNZ %0 [H—EX /—F (Service Node) ]
74 RUT, [Ava—< axY 42 B4 7 (Consumer Connector Type) ] & [FR/N
A& a9 4% 247 (Provider Connector Type) |DF = v 7 Ry 7 A&t 7DFEFIZL
£7

N

GE)  SNAT Y — K 3—F s pa— KRS U THERENTWAZ &
PR LET,

=23 VRAR—=Y Y— XK=

ZDZ—ARr—A T, WHFDY —T 3 NI —E RTINS ANRMETY, a2 2—~< VNet
V=g 1i2hy, Tuang A —iZmio) —Vay (V—=Uar1&2) I8EERoT
BO., Oy REAL Y MIV—Var by, oy FEL Y MIY—2a 2210
bVEFT, v—InTaf F—2 U RKRA L FEVE—NT—V a2y RARA 2 M,
BBV EA VI N3 Tal I h3nNTWET, ZoHREG, FHSND 7 747 U+ —LIi,
TN F =2 RARA MR BTN T 7 A4 T U4 —/WZe ) 7,

IOA—RF—ATHMENDTRTOLA Y 405 LA T TH—ER FAS AHS T
Xy M B DL EMRLET,
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T |02 0| B [ 070100 =020 10024
| 3 [ 202010004 NLBR2 |7 T I
== i Subnet 2 :-- i Subnet2 | Subnet2 |2
I I ! I
____________________________________ 5

7= z1E, 22—~ VNet (VRF1) Oihin—+ 5—7/ (RT) D2 ODH T Xy M
DOWNWTEZTHET,

+30.20.10.0/24 (U —<"= > 1[R1] ® NLB)
+50.20.10.0/24 (U —3 =2 > 2[R2] ® NLB)
AT a—wR, B—=AWlE DT uNA X —VM30.20.10024 2 8T T 4 v 7 EBEETDH L

LET, Z0BEE. N7 492130 —Var 1IOATNLBET 7 AT I+ — M2 F AL
J hEN, Tand X—BEILET,

T, arva—<nNTa s X —VM50.20.10024 12N T 7 4 v 7 EEETDHELET,
DA, T AT Ug—ETa NS =2 RiIRA VML TCae—a/Thar=d, k
ST 49 7FV—ar 2DONTNLB ET 7 AT T4+—MIVEAL LT FENFET,

WO, ZDa—A Fr—AD 2y b 7a—%2R L TWET,
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A—RT—ZADHI

Forward
Consumer Hub VNET Provider
VNET on 2 VNET
Region 1 ESaan Region 2
SIP: Consumer IP
DIP: Provider IP SIP: consumer IP
Next hop: Region 2|  DIP: Provider IP SIP: Consumer IP
NLB N DIP: Provider IP
— s Ve > >
c UDR is hit .
onsumer and traffic is Hub Provider
redirected to NLB
NLB in Region 2 W
where provider
endpoint resides
Reverse
Consumer Hub VNET 1 Provider
VNET - i
_ Region 2 SIP: Provider IP VNET
Region 1 DIP: Consumer IP Region 2
Hub Next hop: NLB in
NLB Region 2
3 [=] <
SIP: Provider IP b 2 UDR is hit
DIP: Consumet IP —_— and traffic is )
” h Provider
* redirected
Consumer to NLB in
Region 2 8
B §

KOKE, 22— —ZADHF—E R 7575 RLTHET,

o e o

Redirect Redirect

FW

Provider

|
|
|
|
|
Consumer ;
|
|
|
|

447749

S ——-

ZDA—=AT—=ZADY FA L7 MERO—HL LT, ROBIRZITVET,

« [T/34 XDHERL (Create Device) 1V 1 > KT, FHNI/NT VNet D —E R T34 A
AERL L £ 7,

[TF> bk (Tenant) 1 74— /L RT, [41277F (infra) 175 FZEIRLET,

s [U—ERX 247 (Service Type) 1 7 4 —/V RTH—ER TS ZADHX A T HHRINL
£7,

s [U—EX A4 T (ServiceType) 1& LT[Ry kT—% B— K /35 >H (Network
Load Balancer) ] ##R L, [T H v b (Subnets) ]fEik T [H TR FDEM
(AddSubnet) 1227V v Z7 LTob, @@yl —Yay, 77U RarysxA

F a7 AN, BEOEHZY VRE THERENTZY 7Ry FERIRL £,

c[W—ER &4 T (Service Type) 1 & LC[H—KI—F 1 T7A4T24—)L
(Third-Party Firewall) ] #38R L. [VRF] 7 4 —/L KTk > % U VRF %R
LET,
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| Lavansd LAYIF—EROER
A—R7r—Z0H .

«[H—EX 557D (Create Service Graph) 17 4 > R T, IROF—E R F /A &
ZZOMEFCTRIZ 7 7oK Fey7LET,

e Xy hU—27 m— R RZ7 4%

e —RN—=T 4 T AT U F—)L

« NI NLBD [H—ER /—FK (ServiceNode) ]V 4> R T, ROFNEEZFEITLET,

e[avya—< a4y % &4 F (Consumer Connector Type) ] 7 4 —/L KT, [UH
14 L%+ (Redirect) |47 a v OBOR v 7 AZF =y 7 AL, 2 =—~fl
TUXA Vo MERBREZANILET,

[FaNAZ axry B B4 T (Provider Connector Type) 1 7 4 —/L R T, [UXA L
2 b (Redirect) |47 a DO R Y 7 2ZF =y 7 EB AN, 7a "L Z{TY X
A V7 MERBEZADIZLET,

e —RNR—=FT 4 T7 AT U+—LD[Y—ERX /—F (ServiceNode) 17V 1> KU T,
[2>¥a—< ax9% 247 (Consumer Connector Type) & [TANA A aRU 42 4
4 7 (Provider Connector Type) | DR v 7 A& 47D FEFIZLET,

FROZ—=Z r—2ATE, 7o/ X —=VMIZ, 77U R X7 4 7 Ei3h— F3—7 4
0= NG UL oTT7ar b RIZT5 28 TEET,

£ U8 —Fy b Y— ZK—5 (VRF)

ZDZ—RAT—ATIE, AVZ =3y NPbD N7 4w 7%, Tanf F—x RBRA b
BT DANC 7 7 A 7 U+ — L EZBET 20LENHY £T, ZO2—X 75 —ATEI XA L
7 MIEH SN EE A,

\)

GE) ZokvrvarTid, R HRE BEa— R AZ o0 BMERSTET, Zhit, 2
DL—RA I —ATHET— R T A NLB, ALB, F72dV— KK X—F 0 o — KR F 4%
DOWT NI D A[REMEN B D720 TT, WROBNIL, ALB &2 H L7k z2~m LTV E T2,
e — RANZ IOV ITNLB /23— R X—=F7 4 v — KR T % TH D AHEERH
HTEICEE LTSN,

S — RANZ oHE, VIPZN L CH—ERAZAMLET, 1 ¥ —F>v b T 710 v71d
ZFOVIPIZEESN, A —RANToHE N T T4 v 7 Ry I R = LHADOT 7 A
T U= MIEGFELET UM a— AT HIET7 7 A T U4 — VOEFATE 20N ¥ —
Tz AANPNRNy J 2 R =L LTHYET) . 7747 U4+ —/LiX SNAT & DNAT %5
ITL. N7 74 v ZI3ZWENLB VIP IZEHILE T, KIS, WESNLB (X7 23 X —=x 2 KR
AV EFDIDIC T T4y T BRELET,

ZDA—RA T —ATHAENDTXTOLA T AN LAY TH—ER TS, RZHPY 7
Fy MRHDHT L EMHERLET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



LAY and LAYIH—EXOER |

B =—=x5—=om

Forward Traffic =———»
Return Traffic =

Internet

“\
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peering
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Provider VMs

]
5
3
KORNT, ZO2—RA Fr—2ADON>7 v h 7a—4 Rk LTWET,
Forward Hub overlay-2 User
VNET
. ) SIP: FW SNAT
SIP: Client IP SIP Ext LB IP SIP: FW SNAT P
Bvip b E; DIP: NLB VIP e
Untrusted IP : EP
Internet s @ uLLElo o @—b
External E Internal
ALB NLB
Fw
Reverse
SIP: NLB IP
Hub overlay-2 (DSR)
DIP: FW SNAT
SIP: EXILB IP Unirusted 1P :.: < %
DIP: Client IP @ DIP: ExtLB IP
External E Internal
ALB NLB
Fw 5
3
KO, ZDa2—A Fr—ADY—E R 7T T7ERLTWET,
[FUY7, SPS FS SE E— Y NP WSS S SS—S— S S NSO . U S—— S —— | NS [ R G, RS SN S S G S SRS S Smim S Sm— — I
I ] !
I Lo |
! || :
I [ 3
Provider :
I
| =
| &
_____________________ %
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| Lavansd LAYIF—EROER
A—R7r—Z0H .

TDL—RAT—ADV XA L7 MERO—EE LT, ROBREITVET,

« [T/N14 RDERL (Create Device) 17 4 > R T, H&HNINT VNet DI —E R T34 X
ZERR L ETS

[TFH2k (Tenant) 1 7 4 —/V R T, [41 275 (infra) 177 FEERLET,

s [H—ERX 247 (ServiceType) 1 7 4 —/V RTH—ERA TS ZADH A T HEIRL
\i—g—o

s [U—EX 247 (ServiceType) 1 £ LC[7FTUr—ar a—R NS0
(Application Load Balancer) ] £721X [#v T —% B— F /A5 >4 (Network
Load Balancer) ] Zi®&R L, [HTx v k (Subnets) ]8Ik T [H Ty LDEM
(AddSubnet) 127 U > 7 LThb, @R —Yay, 77U KarsxA

NTa7rAn, BEOEIH Y VRF CIER SN 7 %y RE2RIRLET,

[U—EX 247 (Service Type) 1 £ LC[H—FKI\—FT 4 T7A4T7 24—l
(Third-Party Firewall) ] %#34R L, [VRF] 7 4 —/L KTt 4> % U VRF %%
Li‘a—O

s [U—EX %A T (ServiceType) ] & LC[HY— K/S—F 1 B— K/\5 % (Third
Party Load Balancer) ] Zi&R L. [VRF] Z&IR L, [41 v 82— =4 ADEM
(Add Interface) 1227 U v 7 LTCA v H—T A ADFFEMEZRTE L ET,

« [T/ ADERL (Create Device) 17 > FU T, WRIZTF B3 X VNet DHF—E A T3
A AEERR L E7,
[TF2 bk (Tenant) 1 74— /L RT, 7m A ¥ TF v Me@RIRLET,
s [U—ERX #47F (ServiceType) ] 74— /L FC[®*y hT—9 A=K NS4
(Network Load Balancer) 1z L, [HT v b (Subnets) |58k T [Ty k

MDiENM (AddSubnet) 1227V v 7 LT bn, W@ —Vary, 77U RKarsrx
Ak TaT7ZrAN, BEXOT AL X VRF OV 7 Xy hEERLET,

s [W—ERXR J35 DR (Create Service Graph) ] 7V 4 > KU T, IROP—E A T34 R
ZZDEFTRTZ 7 TR Faey 7 LET,
e Xy hT—7 a—RKNTG Y EHEIT I r— gy a— KT (N7 VNet
)
e — R RX—F 4 Ty AT 75—/ (\7 VNet H)
cFy RNT—J B— KT UHEREY— FA—F 4 m— FAT Y (Fasf s

VNet D4

e NTVNetDFXy NU—7 B— RKRZ % F3T7 SV r—varna— RT3 [H—
ERX /—F (ServiceNode) ]|V «4> KU T, [AvYa—< a4 B4 7 (Consumer
Connector Type) 1 & [FR/NA A — a9 % 24 T (Provider Connector Type) ] DR »
JAEATOEFFIZLET,
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B =—=x5—=om

LAY and LAY 1H4—ER0OER |

e —RKRX—=TFT 4 T AT U —VD[H—ER/—F (ServiceNode) |V 4> KU T, &
DFNEAEFEITL E7

c[avya—<axry 4 B4 7 (Consumer Connector Type) | 7 4 — /L KT, Ry 7
A A T7DEEIZLET,

¢ IDA—A T —ATIH, A VF XY NN T T4 v I BEGFETHEXZT AT
U A —/L73 SNAT B8 L UNDNAT # FETT 5720, [FANASE IR0 32 547
(Third-Party Firewall) 1 7 «—/L KT, [SNAT] 353 XV [DNAT] A7+ a > OO
Ry 7 AT =y 7B ANET,

e 7B NA X —VNet Ty NU—7 o —RNZ %0 [Y—EX /—F (Service Node) ]
74 RYT, [A2a—< 33U 32 B4 7 (Consumer Connector Type) ] & [FE/N
AF—a%%9% 247 (Provider Connector Type) 1DF = v 7R v 7 A%+ 7 DEEIC
L/\ij—o

\}

GE)  SNAT 23— R—F s o — RS U TS TnWa b
PR L ET,

H—K/I—TF 4 O— KNS UHDOETREYR—F

TDA—AF—ATII. AV EZ—F Y "D NT T 4w 7%, TaXf X —x KiRA vk
WCEIET AR — R X—=TFT 4 B — KT Y BT 20ERH D T, ZO2—AFr—2A
TRV EAA L7 MIERSET A,

Y= K R—=F f B—RKRZ P E, NLBONNy 7= K7 —)L Lt L THERINET, 73
ADEHHFYIPT RUAZ, NLBOX—5 ' M LTHEELET, NLBOX—5 v &L
T, 794~V FERTBADFAVIPT RLA (20 F) 28BN 25Z L A2FRTE
9, =K N—=FT 4 0= RRFUHV VML, 77747177747 F— RTOREHIN
T, =KX —=F 4 0= RFRT UK, T T 4 TIAZ A O a] AR Tl AT
EHA,

P R F g B KRG LRy NT—F B KAV HCHAOY T Ry MBS Z
r R LET.
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Hub VNET
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Party LB | Party LB
External | Internal
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Forward Traffic =
Return Traffic ==

User VNET

Provider VMs

3 |i — I . :
|IIIEH'IE)B ‘H: l_mﬁ}_:—:_b(EED i
q_:l Eemal | | Thid

[l NLB | | PatylB |
|| _______ > | | PR ru -
- b
| 1., DEEring )
" | P i
. | | N
e B-Ieﬁa}-ﬂ N
I @l CCR |
| Infra NLB d |
| e |
I @ccr |

| |
I I
l I
| Provider i
| |
| |

D= A — ADREKDO—E L LT, IROBREITVET,

o [T/3 RD1ERL (Create Device) 17 1 > KU T, H&ANZ/NT VNet DY —E R T /34 R
R L E T,

[TFH2k (Tenant) 17 4 —/V RT, [41 277 (infra) 177> MEBIRLET,

503420

[H—ER A4 (ServiceType) 1 74—V RTH—ERTNA ADH A THTERL

ij_o

[M—EX &4 F (ServiceType) 1 & LT[y kT—%2 B—F /N5 Y (Network

Load Balancer) ] Zi&R L, [H T k (Subnets) ]8T [H T+ v FDEM

(AddSubnet) 1227V > 7 LThb, @) —Yary, 77U Rarys7x A
hTa7rA0, BELO®H L #Y VRF IERENZY 7 Xy bEERLE,
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. Cisco Cloud Network Controller GUI Z{#H L 7=t Hh >4 ') VRFEADH L L\ CIDR (i&MN

ATy T
ATvT2

ATvT3

ATv74

\)

GE)  HLWCIDRZEH U VREIZEMLTEY, ROV J—ATEFTLTWDLVALTHA |k
JRBHD 8 256

* Cisco Cloud Network Controller ® Y U —2 52 (1) LI

* Nexus Dashboard Orchestrator @ U U — 2 3.3 LIR&

FHLWCIDR ZBINL, N7 xy NU—2 BTV T EHEANC L5, Nexus Dashboard
Orchestrator TH 1 k% ¥ L. Nexus Dashboard Orchestrator 7> 51 > 7 7 # % % & B9~ 2 i
(2, CIDR2SEE)T 5 F The< &b 50MIF# L 7, CIDR 2° Azure (ZJEBH 4125 121X RFR]
B DT-, A F%&F#H L. Nexus Dashboard Orchestrator 7> 5 1 > 7 Tk % JEBE 95 A1
W27 LB FET-7ev E | B LB &7z CIDR 2% Nexus Dashboard Orchestrator 41 L
TUE— A MIBRESIRWATEEDRH D 77,

Nexus Dashboard Orchestrator 2051 > 7 TR A BB L7222, RO T — A vb—UNFR
INT=HE

Invalid configuration CT Remotectx cidr: Remote Site CIDR

Z #UlZ. Nexus Dashboard Orchestrator 7> 6 A > 7 T AR % BT 5 BlC 45y 7o RE R 2 438 7= 37
FLBMENZCIDR Y F— b A MUBESIN NS 2B LET, Z0HE,
WO X2 £,

1. Cisco Cloud Network Controller T/~7 % hU—2 7 U 7 & BHTT 5

2. Nexus Dashboard Orchestrator T4 k% 58 L. Nexus Dashboard Orchestrator 7> 5 A > 7 &
Rk R L E T,

3. Cisco Cloud Network Controller T/N7 % w bU—27 V7 ) U 72 HEFHCTH

4, Mty 55 (ERITLENHCAHE L L0 b RWVER]D) o ThoHh A ME2FEH L,
Nexus Dashboard Orchestrator 2> & A 7 T 2 B ERER L £ 9,

FEa A LTWRWEAIE, CiscoZ 77 R Xy hU—27 arbhe—FGUIICue A LET,

FERlOFer— g 3=, [FFTUr— 3 EE (Application Management) 1>[2 59 K a>TF
FX + FO774JL (Cloud Context Profiles) ]IZ#&1LZET,

RO/ I RarysXA T 7 A VRFERINET,
NT Xy NI—=7 BTV TaBNT L7 TR AyTXAN T Iy A NeE TN v LE
R

FDOITURAVTRARN TR T A NVOBMEY > RURERINET, ZOMEY 2 RUd 2\
T3y 7= E7Y 2% (HubNetwork Peeri) ] =V 7|2 [H%) (Enabled) ] £ FrR&EhEd, Zh
T, NT Ry hT—T BTV ITREDNIIR->TND I ERLTWVET,

SET ALV LT, ZOZITURaryTXAN a7 AV ERELET,
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ATvT8

ATvT9

ATv 710

ATvIN

ATV 712

ATy 713

Cisco Cloud Network Controller GUI Z{EF L=t/ >4 ') VRF~®D#% L L) CIDR Mi&HN .

[P59FRavTFXFRA M FTOT774ILDO#E (EditCloud ContextProfile) 17 4 > RUunF RSN £ 1,

[259FavTFXER s FOT7 74 )LD%E (Edit Cloud Context Profile) ] 7 > KT, /N7 #v b+
J—4 E71) 2% (HubNetworkPeering) 17 4 —/V KZ RO, Fxv /Ry 7 22270V LC[H
# (Enabled) | 74—V Kb F v I ~v—2 B LET,

[/NT v b7—%5 E7Y 2% (Hub Network Peering) 147> a v 28 LT, Zr— L LR
JLCVNet B 7V U 7 RHIBRZ LD D TIEZ< . ZOREDA > 77 VNet IZBHHEM T 5N TWAHTRT
D VNet 7 U 7 hRHIBRESNE T,
[fR7F (Save) 1227 Vw7 LET,

FEDOITURAUTRARNTB T 7 A NVOMED 4 RUNFOERRINET, ZOMEY U RUD
NT Ry bT—2 EF7Y >4 (HubNetwork Peeri) 1=V 72 [#&%h (Disabled) ] & F/rasihvEd, =
NiE. N7 Xy FT—27 BTV TIN5 TND I E AR L TWVET,

FLWCIDR ZBINTBI2i1%, $hET A a7 V7 LT, 2077 RarysTXAN7ar7r AL
FHERELET,
(V59 Fa>TXFRMTRAT74LO%E (EditCloud ContextProfile) 17 ¢ > RURERINE T,

[CIDR MiEH (AddCIDR) ]%#27 U v 27 LET,
[CIDR M3Ef (AddCIDR) | #A 7 ul Ry 7 ANFRENET,

[CIDR O 4 &R (CIDR Block Range) 1 7« —/L RIZH L\ CIDR ZBINL £,

[FZ54<Y (Primary) | 74— /VRORy 7 A% 7 ) v 7 LBRNWTLZEW ([FZ4< 1 (Primary) ]
74—V RO [IELY (yes) | DHEDR v 7 AZF = v 7 AN/ TL I

[VI%y ~DEM (Addsubnet) 1227 U v 27 LT, &EeS 73y b7 KL% [7 FLX (Address) ]
74—V RIZADLET,

VEIZSC T, BNV 7%y o [Ty DB (Add Subnet) 127 VU v 7 LT £7,

[CIDR @3:Ef (AddCIDR) 17V« > RO CTRERFHRZTXTEMLED-726, BN (Add) 1%7
Vo7 LET,

(V59 Fa>TXRMTRAT74)LO%E (EditCloud ContextProfile) 17 ¢ > RUMREREINET,

[259FaVTHFRMTAT774ILD%HE (EditCloud ContextProfile) 17 4 > K7 THEM A MR L.
[R%E (Save) 1227V v 7 LET,

ZDOV T RarTFXANTa 7 s A VOMEY ¢ FURFRINET, [CIDRIT Oy Y& (CIDR
Block Range) ] =V 7IZ U A b7 L\ CIDR DNERSNET,
INBDOFIEOERININT Fy NI —27 BTV 7 EBHI LG, ZORETHEAICLE
R

Q) MET A2 E 7V LT, ZOVT YR aryTXAN a7 AV ERELET,

(V59 FarvTXR 70774 )L0O%SE (EditCloud Context Profile) 17 + > RUNFERINE
—a—o
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b) [V FaCFFX N TOT74)LOHE (Edit Cloud Context Profile) 1 v > KT, [/NT
v bT—49 EF) Y (HubNetworkPeering) 17 4 —/V RERDT, F=v IRy I 2% v
7 LC[A% (Enabled) 17 4 —/V NIZF = v 7 ~—2 ZBML, ZOREDA 7 F VNet D VNet
ET VT EBREANILET,

c) [fRfF (Save) %7 U w27 LET,

EDITYRAVTHRAN TR T s A NVOBEY 4 RUPRHOERINET, ZOMEY R
TDONT v bT—2 EF Y 2S (Hub Network Peeri) 1=V 712 [H%h (Enabled) 1 &FEREH
9, T AT Ry RU—Z BTV I RFREDNC o TWNWDEZ EERLTWNET,

AR L7 L 912, Z DOWECT Azure portal (27 78 A9 % & Azure @ overlay-1 VNet (2T 2415 D
FMETIEMLUZIBIMD CIDR & ¥ 71y MBS ZRENET, ZHUd. THSHDELWEETT,

H—EX 735 JDER

P—ERITITTEHERTDHE, TAABDN I 7 47 77—, Xy hU—T~D LT
T4 T DOWATE, ST 74 v 7 RNBIRTIEIT A A, BION T T4 v I B Ry hU—7
MHHD FikEERETEE T,

P—ER 75 71F, RO 2HOOFETREBETXE9,
cH— ) — R Y —ERTTFTT 1 ODF N, ZAOHDERESNET,
T NNF ) — R Y —ERTFTT7  HEKIOD ) — REF—ER Fx—BINTXET,

B/ = FELEFIAVTFFX A D) = FOWTINTY—E R 7T 7 2R ATREIZ /2 D HITIC,
UTZR T 2081 HY £77,

1. 7FUh

2. TV r—varIuarrANn

3. a3 =2—<EPG

4, oA X —EPG

5. VRF

6. ZI7URaryTFANTRT AL

7. 74nFE0ar 77 b

GUI ZFERLI=-Y—EXR TS5 T7DEH

kD7 a Tk, GUUZER LT —Ev X 7 72 REET A HEICONTHRALET,
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Cisco Cloud Network Controller GUI Z{EFR L - —E X T/ ADYERKX

4a& SRS

Z DOk g TlE. Cisco Cloud Network Controller GUI # 4 L TH—bE X 75 7 CHEHATX
HP—E RTINS RAENERT D HEICHOW T L E7,

ATV AT TA20 %27y LET, [Tk (Intent) | A= —nRFREINET,
AT T2 [Tk (ntent) IRKBR Y 7 AOFIZhD kay X RlZ 7 )y s L, [FTV5— a3 ER
(Application Management) ] Z &R L 97,

ATvT3

ATv74

[7 74— 3 VBB (Application Management) 147> a > DU A MR [4 T2k (Intent) ] A ==—

ICFERSINET,

[41>F>k (ntent) | A==2—D[7 FUHr— 3 U&E (Application Management) 1V & b, [H—
E R (Services) 1>[T/34 R (Devices) 1>[T/31 ADERK (Create Device) 1227V v 7 LEd, [[T/\
A4 ADYERL (Create Device) | XA 7T a7 Ry 7 ARFRENET,

WD [T 3 ADVERZ A T a7 Ry 7 AD7 4—/L K (CreateDevice Dailog Box Fields) | ®FIZ U A k &
NIE T 4=V RIS T DEE AL, FITLET,

LA T DY —ER T RA ZZEEOFRIZONTIE, ROXRESHRLTLEIW,
T r—v g a— RKAT U ONTIL, 4a (261 X—) ST EEV,

e Xy NU—7 1— RNRXZUHIZONTHE, 4b 263 %—) 2L TLIEEN,

e =R NX—=F s DO — KT UHFIZONTIE, 4¢c 268 2—) ZHHLTIIEINY,

e —RKR—=F DT 7 AT T H— IOV TIL, 4d (269 2—) ZBBLTLIIEEN,

a) 77U —vary a— KRS UHIRERERE AN LET,

[T+ Hl:L|

(Properties) 1]

=30

ARl T ZADA4FT AT LET,
TFrUk T MEREIRL £,

1. [TFH2 hOER (SelectTenant) 127 U v 7 LET, [TF 2 FDER (Select
Tenant) | ¥4 7 a7 RNERINET,

2. EMOIMNG, 7V vy 7 LTT T FE2EIRLET,

3. [®IR (Select) 127V v 27 LET, [T/31 ADYER (Create Device) 14 A
TarRy AR £,

[E%%E (Settings) ]
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[FR/NRT« EHEA

(Properties) 1]

Y—ERBZAT | TSR I TR ET,
TV r—varu— RKRT Y

ALB SKU R HFERLET,

« Standard V2

VM € Y24 VR
# (VM Instance
Count) ]

[VM A > 2% > 2% (VM Ingtance Count) | 7% A ~ R 7 ZZ8fliE A L&
ﬁ—o

GE) Z Ui, Application Gateway (2 Zjii F SV E T,

[VM A Y24 VR
Y4 X (VM
Instance Size) ]

BINTDVM A P AF L ADY A X (K, B, EFN) OFTFRE %D
Vw7 LET,

GH) Z X, Application Gateway (Z D Zji F S E T,

AEx—L

[1 28—y FEIT] £7203 [RER] 22BN £,

s[4 2 —=2y bFEIT (Internet Facing) ]: ZAUE, T B ORT Y v
IP 2T D7D SNE T, ZHUT Azure ICL > THID S ToHNE
—g—o

«[AER (Internal) 1: 7 U w27 LT, [IP7 RLADED 4T (IP Address
Assignment) | T [B)f9 (Dynamic) ] £7-1% [F##9 (Static) ] &I L £,

[#A4F2v¥H (Dynamic) ]: Azure (IZ L > THAFI v 7 IPT RL A
NED LY THNET, ¥4Iy 27 IP7 FL AR, VM BNEENT 57
NZERINET,

B VU R aVTRAN BT A LVTERIN TS CIDR (2

HASNWTIPT FLAZAS L, IPT RLANRALB EREICY 7%y MZ
HDHIEEHRELET,

ALB SKU Standard 1%, BB L OEAIP 7 FL AZ YR —FLET,
ALB SKU Standard V2 1%, #EIP 7 RL2ADOLE Y R— K LET,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



| Lavansd LAYIF—EROER
Cisco Cloud Network Controller GUI % L =4 —E 2 7734 20t [

[ZTO/T 4 HL:L
(Properties) 1]

IRy bk YT FRy b EBRT DI

1. [U—2 3 DFER (SelectRegion) 1227V v 7 LET, [JV—23a VDER
(Select Region) 1 ¥ A4 7 /ARy 7 AnRForasnEd, [V—Y 3 V0:E&ER
(Select Region) ] %A 7w /" C, EMDOINDTF > va7 Vv o7 LTER

L. &R (Select) 127V v 7 LET,

2. U39 FRaYTXRETOT 74 IILDEIR (Select Cloud Context Profile) ]
7V LET, [PF9FAVTERETOT 74 LDER (Select
Cloud Context Profile) 1 %A 7 a2 Ry 7 ANRFRINET,

3. [HI7xy LDER (SelectSubnet) 1227V v 7 LET, [HITFv FDEIR]
AT TRy 7 ANFIRSNET, #HIIPT FLA TF X h Ry 7 A0
FRraEnNEd, a—RKRXFZUHDOIPT RLAEZANLET, HO 74 v
7 w—2%27 Vv LTHEELET,

4. SHITH TRy bBEMT5IE, FlHa~c Z#VIRLET,

b) Xy hT—7 a— KR U IEREREA LET,

F36: 7y bD—- O—FNSHD [T/N1 RDOYERL (Create Device) ] 74 70T Ry I XD T 4—JL K

(A=A Pt Hl:|
(Properties) 1]
X1
&I 02— R NZ U —O4ARTE AT LET,

[E%7E (Settings) ]

Y—ERXR 24T |FAAL R BATEFIRLET,
c Ry bU—2 m— R AT
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[FTa/,8F 4
(Properties) 1]

B

[TRTDOELS

T4V T
(Allow All

Traffic) ]

[TRTD LS T4 v %A (Allow All Traffic) 147> 2 v E#HMNIT 50
EINERELET,

[TRTD S T4y Y EHA (AllowAll Traffic) 147> a 2G0T 5 L,
AE =T A ANRBTHY TRy DT RXTOA L NRNT U RBLOT 7 kA
TR T I7RARFAINET, FHCOVWTUE, [TRTONT 740 %
HA DA T a o T (205 =) | SR LTLIEEN,

GE) ZOF T arEANITHENC. 2L TEX=2T 0 UX
TWFEAELINWZ E AR LTSI,

T RTDORT T 4 v 7 ZFFAT 25813, [TNTDRSZ T4 97 EEFA
(Allow All Traffic) ] =V 7 C., [A%) (Enabled) ] 7 1 —/V ROE{IZH %
RNy 7 A&7V 7 LET,

T RTCDONT T 4w 7 EHFALBRVGERIE, [TRXTD NI T4 v &5HA
(Allow All Traffic) 1=V 7 T, [H%1 (Enabled) ] 7 4 —/L RORD R v
g A%F T GRIEERR) LizEEICLET,

AEx—L

[ 28 —xy FRAIF] 7203 [RER] 2R L £,

s[4 B2 —2y kAT (Internet Facing) ]: ZAUd, NT7 VDTV v o
IP #2720 HENE T, T Amre lZXk->TEIV Y TONE
R

ZON—YO[ZAY T2 FIP4 (Frontend IPNames) ] 7 4 —/L RTD
BPUZIETC, [ 22—y bEIITA T2 3> (Frontend IP Names) 1% %
WLT, B—=DFT 74NV s X7V w7 Zu b RIP T R AEITHE
BoONRTY) 7 7ary R RIPT RLAZERTEET, |

«[AEB (Internal) 1: 7 U w27 LT, [IP 7 KL ZADEIY YT (IP Address
Assignment) | T [E1# (Dynamic) | F£7-1% [B#89 (Static) ] 23R L 9,

[#A4F2v% (Dynamic) ]: Azure (IZ L > THAFI v IPT RL A
NED YT NET, FAFT Iy 7 IPT FLRAIL, VM BNEET 572
NIEEEINE T,

«[B%80 (Static) ]: 77U R avTFA L 77 7 A L TERZRIN T
5 CIDRIZHASWTIP T RLAE AL, IPT RLANNLB ERCY
Txy MZhHDHZ L aMB LET, HIIP T RLAX, m— K7
BT B E T,

G¥) Cisco Cloud Network Controller (%, #Z#E SKU NLB D4 % {E
}ﬁ ]\-/ \i —a—o
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[ZTO/T 4 HL:L
(Properties) 1]
[ARBLYY—R | MBS LT, BAZL )Y —ATAN—FOL4HTE AN LET,
' )L—7 (Custom
Resource Group) ]
Subnets P H ey M EBIRT 5120
1. [+Y T3y LDEM (+Add Subnet) 1227 U v 27 LET,
2. [U—2 3 Vm&#IIR (SelectRegion) 1227V v 7 LET, [U—2 3 VDER
(Select Region) | ¥ A 7 a7 Ry 7 ANRFRINET,
[V—2 3 20&ER (Select Region) 1 %A 7 a2/ ¢, ElOFDY —2 3
7V w7 LGRINL, [FER (Select) 127 Uy 27 LET,
3. [U59FRaVTFXRETOT 74 IILDEIR (Select Cloud Context Profile) ]
Vw7 LET, [P FaVTFFRAMTOT74IILDER (Select
Cloud Context Profile) 1 A4 7 a2 Ry 7 ANFRSNET,
(V59K ayT%X s 7O 774)L (Select Cloud Context Profile) ] 41
Tars <, EMOSDOs TR arTX¥ AN Ty A w7 Y v LT
IR L, [EIR (Select) 1227V v o LET,
4, [YTxv bDFEIR (SelectSubnet) 127V v 7 LET, [HTFHv FDEIR]
AT OT Ry 7 ANRKRINET,
[ 7w b OFIR (Select Subnet) 1 %A 7 a7 T, EMOIOY T3y b
7 Vw7 LTEIRL, [EIR (Select) 1227V vy 7 LET,
5. FiD T4y ~—2%&%7 )y LTHELET,
6. SHICH TRy MEBINTZIZE, [+H TRy b@EM (+ Add Subnet) ]
EREZ Y7 LT, INOLOFRIEEZBEYIELET,
FHEE E TREZZ V7 LT, [FMERE (Advanced Settings) J=V 7R L £,
WO MY RFERINET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



B cisco Cloud Network Controller GUI %/ L -4 — E R 7754 R DIERL

LAY and LAY 1H4—ER0OER |

[FTa/,8F 4
(Properties) 1]

B

[ZOYRIVRIP
£ (Frontend IP
Names) ]
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[FTa/,8F 4
(Properties) 1]

B

A B —Fy NETFOF Y FT—2 0—RAT U FR LTEEO 7 my h=
VRIPT RLVAZHERT B0V R— s FIHAFRIZAZRD £ L,

FTITFHINVETIE, A F—Xy MNaNTOFX Y hU—27 a— K AXZ P HIC
B—-07uy bz RIPT RLUARHBICER S ET,

e H—F v MNATF Y hU—27 a— R NS oW izBMo7ay by K
IP7 RUANKERGAIE, [+2782 I FIPZDEM (+AddFrontend
IPName) 1% 27V v 7 LET, FEIIZOWTIX, Azure *y bV —7 m—
RARZ oY OEHD7a h RIP 7 R ZADRERRIZHOWT (203 ~<—
V) BERLTLITEE N,

oY TRy N2V RIPAEEBINTDE, ZOA 2 F—Fy MNals
Xy hT—27 B—RIRGUHEBEO 7 b RIPT FLRAZE| Y Y
TAHZENAzure B ESNET, 2O Y FTICANTAE 70 fho R
IPAIX, H—0BM7a b RIP T RLAZRY E7,

oY TONRTY v Jur b RIPT RLR (BEED7ay b RIP
T RLVAEEMO 70y by FIPT FLA) 1T, Azurell K-> TEIV Y THA
*7,

1. [+7AY I FIPLZ0EM (+AddFrontend IPName) 227 VU v 27 L
T, Azure TRy NU—7 B— RXRZ UHIZEY Y CTHEMO 7 b
RIP7 RLZADLREIZBMLET,

2. BiMorvay k= RIPT RLADOL4RTIZAN L, AUMOF =7 ~—7
7V LTHLW ey b RIPAZfER L £,

3. +7RYLIVFRIPA®MEM (+AddFrontend IPName) | ZFE7 U v 7
LT, Azure TRy hU—27 B— R AZ U HICEHI Y Y THEMOD 72 b=
Y RIPT RLADARTZEMLET,

ez, A v —Fy FaAT DXy hU—27 a— RRZ UPICEEFH IO T
oy by RIPT RLARKES L LES,

3007y N RIPT RUVADRYIOT RLUARIL, 774/ N THEN
ZH LT HNET

cIZ, [+ 7R FITYRIPADEM (+AddFrontend IP Name) | % 2 [A] 7
Uy 7 L, 2200 7ayr v RIP4 (72& 21, frontend2 &
frontend3) 72]\7‘7]\/"(‘\ /])3/3“—*/ ]‘ﬂlﬂﬁ'*‘) FNU—2 ma— KXZ
WL TE#H3I D7 b RIPT RLAZE Y Y THZ L% Azure
WZiBEmLET,

TNV MBI OHERELDO 7R b2 RIPAICEEM T ONZ70 s bz
VRIPT RUVAZFRRTHITIT :
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[ZTO/T 4 HL:L
(Properties) 1]

1. [7FV45— 3 &HE (Application Management) ]>>[H—E X
(Services) 1>>[T /34 X (Devices) ] ICBEE) L 7,

2. W ENTEY—ERTARA REX TV Y v 7 LT, OV —ER T/A
20 [MEE (Overview) | ~—TERRLET,

3. [59 K 1JY—X (CloudResources) 1>[ZH> kT > KIP4£ (Frontend
IPNames) 1 %27 Vv 27 LET,

FIFNLIOTa N RIP T RLARIL, ZOFHEMI—0 (57401
(Default) | ¥ 7 & L HITERINET,

) V=K "=F 4 m— TP BERIFEREATLET,

R3IZ:H— R R—F 4 O—ENZ YD [T/31 ADOYERL (Create Device) ] 5 A 7RT Ry P AD T 4—IL K

[Za/8F 4 HL:L
(Properties) ]
3
Z2X:1] TNA ZADAFT R AT LET,
TFrUhk T MEREIRL £,

1. [TFH2 hOFER (SelectTenant) 127 U v 7 LET, [TF 2 FDEIR (Select
Tenant) | ¥4 7 a7 RNERINET,

2. EMOIMNG, 71Uy 7 LTT T FE2ERLET,

3. [N (Select) 127 Vw7 LET, [T/\M4 RADYERL (Create Device) |4 A
TRITRy 7 AR 7,

[E%%E (Settings) ]

Y—EXDEE |72 A TERIRLET,

e — RX—F 4 m— K RF5 B

ERE—F [ZL% % (Selectors) ] Zi&INL £,
(CreationMode) 1|\ or 45 1 X[ 8 —T 14 R (Interfaces) ] 7 1 — /b KH %R S

VRF [VRF D:&IR (SelectVRF) 1#7 VU v 7 LEd, BAWVTUL S [VRF O (Select
VRE) 1 ZA47a 27, 7V w7 LTEDHIDOVRFZERLET, [EIR (Select) ]
7 VUv 7 LET,
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[FTa/,8F 4
(Properties) 1]

B

[1232—Tx4X
(Interface) ]

(A& —T A ZADEN (AddInterface) |27V v 7 LET, [ 23— x4

A (Interfaces) 1V 4 > RUBFREINET,

1. M8 —7 x4 RKE (Interface Settings) |7 4 —/v R THEA v X —T =
A ZADL4HTE NI LET,

2. [MUB—TIA4RELYBMDENM (Add Interface selector) 122 U v 7 L
i‘a‘o

3. [ —TzA4 XLV ADFEE (Interface Selector Settings) ]X—" T,
AV B—T 2 A ZADLFIEATTLET,

4. [—%= (Match Expressions) ] 7 4 —/L KT, [—#= (Match Expressions
)1%27 Vv 7 LGRIRLET,

o [F— (Key) ]1: 20, IP, V—Vay, FRIFIAZ L X—RADH
7 VLI H2TT,

s (EEF (Operator) ]: Z#UiX, equal, notequals, in, notin, key & ¥ |
Tt key 2 LOWVTAMNTT,

*[fE (Value) ]: H— K/ N—=F 1D — KT OB E T ITNE L v
NT—=2ZDIPT LA,
5. Tl ~v~—2%7 Vw7 L TAVHX—Tx4RA%BML, [RE (Save) ]
([ E—Tx2A A T4 RY) 27 Vv 7 LET,

6. [&R7F (Save) | ([T /31 ADYERL (CreateDevice) 1V 4~ Rv) 27 U v
l/\jETO

[ 32— 4 AMEM (Add Interface) 1227 VU v 27 L, FlHa~e 0K
LT, EBICA v H—T oA AEBMLET,

GE) Y= R R=F OB —= AT H A U F =T = AE, YT —
NP —E2 7T 7IRAT 56, V7 Xy =20k L7 4T
MRRT D UER DY ET,

d) Y—FK =T T7 AT T —VIZHEREREADLET,

R3B:H— K IN—T 4 T7AT24+—ILD [T/131 ADYERK (Create Device) ] 54 7RAT Ry Y ADT 4—IL K

[Fo/nTg BTLL]
(Properties) 1]
=%
Z2n) TNA ZADLFT R AT LET,
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[FanFq BL)]
(Properties) 1]

[E%%E (Settings) ]

Y—ERXBZA4T | TSR ZATEBRLET,
e —FR=T 4 TFAT U F—IV

GE) Y= KX—=F DT AT I —NVE~<wNVTF ) — P —ER T T
DA DT RA AT HZ LIETEEEA,

VRF VRF Z3&RT 21213, ROFMHZFATLET,

1. [VRF®DZER (SelectVRF) 1% 27V v 27 LET, [VRFODER (Select VRF) ]
AL TaTRy I ARFRENET,

2. [VRF M:&IR (Select VRF) | ¥ A 7/ T, EMOFIDOVRF#27V v L
THER L, [EIR (Select) 1227V v 7 LET,
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[FTa/,8F 4
(Properties) 1]

B

A3 —T (4R

[ 2 =T x=A ZADEM (Add Interface) ] %27 U v 27 LET,

[BRE] N—URFRINET,

1. [®&AT (Name) ] 74—V RiZ, 4 ¥ —T = ADL4RIE AT LET,

2. [TRTD LS T4 v & (AllowAll Traffic) 147> a v 2 HCT5
ME D MERELET.
[TRTD LS T4y 9 %A (AllowAll Traffic) 147> a v E#HMIT D
L AVE =T 2 AABRBT DT XY DT XTOA Ny FBLY
TN RT7RARFASNET, FFHCO VT, [FXTo T
T4 T EHFAOLT L 2 200 T (2053—) | EBHRLTIEEN,

GE) ZOAT v ar2AMMITHENC, ZRICE->TeExF=2U T+
VAT PFRELRNZ L 2R LTSN,

T RTDO LT 7 4w 7 AT AR, [TRTD RS T4 v ZEHA
(Allow All Traffic) 1=V 7T, [#%1 (Enabled) 17 1 —/L FOR{IZH
BRI A& Vw7 LET,

T RTDO T T4 w7 EFATLRVGEIL. [TRTDO T T4 v I %5
7] (Allow All Traffic) ]=Y 7 C, [B#% (Enabled) ] 7 1 —/V FORD
RNy 7 AeA7 @ERfEER) LioEEicLET,

3 [MUB3—TxA4 XLV ZDEM (Add Interface Selector) 1% 27 UV v 7 L
£7

4. A B—T 2 A RABLIEZDLFHIZEATILET,

5. [—®=x (Match Expressions) 1 %7 U v 7 L GEIRL £,

[F— (Key) ]1: 2L, IP, V—Vay, FREFIAZ L X—RADH
7L HTT,

« (EEF (Operator) ]: Z#UiX. equal, notequals, in, notin, key & Y .
Fold key R LOWTANTT,

«[fE (Value) 1: 77V, Web, Wixy hU—7 HFHRXY hU—7
FRIINE R U= DIPT KL A,

6. B AZ27 Yy 7 LET,

7. FlEa»b fEBEVIKLT, &I F—T oA A&BMLET,

=L

ixX AE

Bi&bol-0 [Save] 27 U w7 LET,
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ATvT6

[H—EX 5 7D (Create Service Graph) ] ¥ A4 7 a2/ ARy 7 ARFRINET, [BlOY—FK /81—
T4 774 T 2+—ILEER (Createanother Third Party Firewall) 1% 7 V v 27 LC, BIOT /A A %AE
B LET, [T/814 ADYER (Create Device) | A 7 /Ry 7 ANRFRINET,

G¥) UL, DARNCAERR LTeT A ZAZAERT D Lo Iasko T, L. Thzr U v 775
&L [T/ ADYERL (Create Device) | X—VIZRED £F, 2T, fERTHMLERH DT
A ABBINTEET, RHDT A AL, =K X—=FT 4 D77 AT U= LRNWTLE
él/\o

Cisco Cloud Network Controller GUI Z{FR L= H—EX 957 7T L— FDO1ERL

ATy T
ATy T2

ATvT3

ATvT4

DOk g TlE, CiscoCloud *v U —27 a2 b —F GUL 2R LIZHE— /) —RE7-
I~V F ) —RAETI— R 757 57071 — hOVERIFIEIC OV T L4,

IR BRI
TNA AT T TIAER SN TWET,

AT TAarmE Vw7 LET, [T b Untent) | A= —RNERINET,

[>Tk (ntent) IRRBAR Y 7 ADOFIZHD kay T X RKlEZ 7 )y L, [FTVr5— 3 U8R
(Application Management) ] Z3#&R L £,

[7TUr— 3 0EE (Application Management) 147> a > DU A RN [4 T2k (Intent) | A ==2—

IR RENET,

[1>T2 bk (ntent) | A==—D [FFUTr— 3 0 EE (Application Management) 1 U A kT, [¥—
E X (Services) >>[H—ERX 457 (Service Graph) 1>>[H—EX 55 7D/ (Create Service
Graph) 1227 U v 27 LE7, [H—EX JZ DR (Create Service Graph) 1Ry 77 v 73R RIh
F9, [&H. 1BHFEL LS (Let'sGetStarted) | 227V v 7 LET,

RO [V—CRTTTONEREAT 0 s Ry 7 ADT7 ¢ —)L K (Create Service Graph Dialog Box Fields) ]
DRIRINTND EIIZ, &7 40—V FIC#EYREEAD L, HITLET,

RIYH—ERITSTOERFATRI RYIADT 4 —IL K (BE—/—FRAIT)

[Za/NT4 EiEA
(Properties) 1]
2%
&l b=t R IT77 FUoTFL— FDOLET AN LET,
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[FanFq BL)]
(Properties) 1]

Tk Ty b EERLET,

1 [T+ FOER (SelectTenant) 1227V v 7 LET, [T+ FOER (Select
Tenant) | A4 7 a7 RnFRINET,

2. EMIMNG, 71U v 7 LTT T haERLET,

3. [N (Select) 127 Vw7 LET, [W—ERXR J 5 TN (Create Service
Graph) 1 # A7 a7 Ry 7 AEY £7,

SRER H—bR 57T — NOFAEALLET,

[E%7E (Settings) ]

TINA REER TNA A EBIRL £,

1. [T/NA ZDFIR (Select Device) 1 %27 U v 7 LET, [T/34 RDBR (Select
Device) | A TR NFRINET,

2. EMOFING, TARAAEZ7 ) v 7 LCGERLET, FTO[TFNASARAD ROy T

(Drop Device) ] AR—RICT A A% KTy 7 7T K Fey7LET, I

WLV, ZOT AL RAEA TOEREOT NA AZFINTEH/NSRT 4 R
MBAEET,

3. [BER (Select) 127V v 7 LET, [W—ERX J S TN (Create Service
Graph) | #A4 77Ky 7 AR £7°,

RAW:H—EXRTSTDERFATOT RV IADT 4 —ILF (RIULF/—FAIT)

A=A P Hl:L]
(Properties) ]
i
Bl P—bR TT77 T T — hOARTEATTLET,
Tk TFU b E@RIRLET,

1 [THY bD=FER (SelectTenant) 122 U v 7 LEd, [TFH2 FOZRER (Select
Tenant) | ¥ A 7 a7 RERINET,

2. EDHNG, 7V v 7 LTT T FaRERLET,

3. [EIN (Select) 127 Vw7 LET, [M—ERX J T TDIER (Create Service
Graph) | #4707 KRy 7 AR £7°,

Bl HF—bR 5T T — NOFHAEAS LET,
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[FanFq BL)]
(Properties) 1]

BRE MBER IR DICESNT, TAAAETORY AR 7 TR Fay 7 LET,

[Z7FUHr—ay |1 77V 5 —vara— KRG FRLRETORY A RT v TR

A— KNSV Fey7LET,
(Application Load . . . o
Balancer) ] 2. [H—ERX /—F (Servicenode) 1 %A 70/ Ry 7 AT, [FTVH5—ay

O— K/35 U9 ®Mi#EIR (Select Application Load Balancer) 1 %7 U v 27 L., &
MOHNT [T 7Y r— 3 v— K7 % (Application Load Balancer) ] % 7
Uy 7 LCGERL, B (Add) 1227V v 7 LET,

[P—FR=T 14D |1. FORY I ATT A RAOBWICY =R R—=F 4 T7 AT O —NE T IT

27AT724—IL VKN Rey7LET,
(Third Party X ) )
Firewall) ] 2. [—ERX /—F (Servicenode) 1 #4702 Ry AT, [—FK\—F«

274 F794—I)L (Third Party Firewall) 1 %72 U v 7 L, ZflOF|T[¥—F
IN—F 4 77 AT U #—/v (Third Party Firewall) | %7 U v 7 L CEIRL, [1B
m(Add) 1227V >v27 LET,

GE) =R NN—=TFT 4 T AT U= NEY—ER TTTORYD ) —
FIZT 22 LT TEERA,

3. =R TFT 4 T7 AT U= ADaryya—vlTa—FX=2D) &AL
7 MEREEZFAENCT2EAIE. [avya—< a9 % 247 (Consumer
Connector Type) 1 7+ —/L KT, [U&A4 LY k (Redirect) 147> a Ok
DRy 7 AF =y 7B ANET,

4, YV—FR=F 4 T AT U4 —NDF a4 ZF—[l Ca—YP RXR—=2DJ XA L
7 MERRAENCT L25E61E, [FANAF— %92 24T (Provider
Connector Type) 1 7 4+ —/V R T, [WH 4 L% k (Redirect) | 47> 3 DB
DR 7 ACTF = 7 B ANET,

5. [FAnNAF—ax49 % 24 7 (Provider Connector Type) ] T, #4254~
YarORCF =y 7 e ARET, IOV TIE, b4~ A V79—
ERXAUXA VLT N #BRLTIESN,

6. DEMAZZY 7 LET,
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[FTa/,8F 4
(Properties) 1]

B

[ry FT—2 AO—
(A B4 a
(Network Load

Balancer) ]

Py hU—=7 0 — KRGV TNRAZRETORY J R RT v 7 TR Ry
FLET,

[f—EX /—F (Servicenode) 1 ¥ A4 70”7 Ry 7 AT, [*y hT—% A—
/N5 o5 ®M5&R (Select Network Load Balancer) 122V v 7 L. ZEMOF|T
[fy FU—27 m— K37 4% (Network Load Balancer) | %7 UV v 7 L CiER
L. M (Add) 1227V v27 LET,

Iy b= a— R KRS oV0aryya—~lTa—F X—2D Y XA L7 b
MEEEZ AT DA, [AvYa—< aAXR9 % 24 7 (Consumer Connector
Type) 1 74 —/L FT, [UFEA4 LY b (Redirect) 147> a v OBEDOR v 7 A
WTF v 7B ANET,

Xy NT—7 a—RKRZ %07 a M X =l Ta—HF X—=2D Y ZA L7 b
HEREZ AT AT, [FAnNa F— %5248 24 7 (Provider Connector
Type) 1 74 —/L FT, [UFA4 LY b (Redirect) 147> a v OBEDR v 7 A
WZF v B ANET,

DEM 227 Y v 7 LET,

[P— k=T«

A— KNS Y
(Third Party Load

Balancer) ]

P—= K RX=F 4O —RKNRXF oY TR RAETORY I A RT v T TR
Fay 7 LET,

[—EX /—F (Servicenode) | ¥4 7R Ry AT, [H— K NR—TF4
O— K/85 U3 ®M#IR (Select Third Party Load Balancer) 1 %27V v 27 L., /&
HoFITCYH—RF N—FT 4y v— KR %% 7V v 7 LTRIRLET,

[A22a—T A2 —T 4 RDFER (Select Consumer Interface) 1 %27 U v
JLET, A E LTy —r SN F—T oA AZBRINLET,

[TANAZF— A3 —T x4 XD:ER (Select Provider Interface) 147 V v
JLET, BE LTy —r SN A v F—T =4 AERINLET,

LB (Add) 1227V v 27 LET,

ATYTE BENKDSTZ5 [Save] 27 U v 7 LET,
RATv 76 [EPG@IE (EPG Communication) ] ¥4 7 a2/ Ry 7 ARFoRINET, [FEMICFEE (Go to details) ]
7V LT, Y—ERTITT7 T 7 b — e LET,

Cisco Cloud Network Controller GUI Z{ERL=LA V4L LA VYT H—EXDER

OB aryTE, LATVA~ L AT T —ERAERRERETAFECOVWTHRALEST, 20
FEIL, N ) —FBIO~ALF ) — FOREICEHTX ¥,
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ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

1R BHHEIIZ
o« TNNA ABMER LE L,
e —ER TIPS NE LT,

AT TAar 27 )7 LET, [Tk (ntent) | A= —RFRINET,
[>Tk (ntent) |MBARy 7 ZADTFO Ry 77Xy 0%27 Y v 7 L, [#E (Configuration) ] %
BIRLE7,

[41 T2k (Intent) 1@ [#/ (Configuration) 1 47> a DU R FRFRENET,

[41>F >k (Intent) 14 ==—0[#mBK (Configuration) ]V A kT, [EPG Communication] %2 U v 7
LE7, [EPGE(E (EPG Communication) ] # A4 7R /ARy 7 A2, AYLa—<EPG, AV k3Y
b, BEOTONA HF—EPGOIERNPERINE T,

Ay 77 FEERLET,

a) [A2 b5 FOFER (SelectContract) 127 Vv 27 LET, [A2 +Z59 FDER (Select Contract) ]
A TOT Ry 7 ANRERSNET,

b) [AY 59 FDER (Select Contract) | A 7 a 7 OEMDANA T, BfE 7V 7 LTHEIR
L. [FER (Select) 1227 Vv 27 LET, [A2 T30 FDEIR (Select Contract) | ¥ A 712 K
7 AL ET,

a2 ¥2—~ EPG Z BT 511X, ROFIEEZFATLET,

a) [3>La2—< EPG®M:EM (Add Consumer EPGs) 1 %7 U > 7 LEd, [A>a21—<—EPG D&
R (Select Consumer EPGs) 1 ¥4 A 7 vV NFRINET,

b) [A2Pa—< EPG M:&IR (Select Consumer EPGS) | XA 7 2 7 DEMMDRA T, Fov IRy
A&7V w7 LT, 77U REPG (WHIRIT o — AT UHD8E) £720137 7 U RIMTEPG (A
VA =%y MEFr— RART YDA iR L £, [EIR (Select) 1227V v 7 LET, [AY
L 21— EPG M:&IR (Select Consumer EPGs) | # A 7 a2/ R v 7 ANRAL ET,

T'aNA F— EPG Z BT 512X, ROFIEEFATLET,

a) [FB/\A4 4 —EPG M:EfM (Add Provider EPGs) 147 U v 27 L¥9, [FA/\A 4 — EPG D#EiR
(Select Provider EPGS) | %A 7 B/ INF/RSINLET,

b) [FBR/\A Z—EPG D:#R (Select Provider EPGs) 1 %4 7 a 7 DEADONA T, F=v IRy
AEFATLTT AL F—EPG &N L, [EIR] 27V v 7 LET, [FA/NA F—EPG DFER
(Select Provider EPGs) 1 # A 7 a2/ v 7 ANAL ET,

P—ER T T T EERT DI
a) [EPF@&EDH#E (EPG Communication Configuration) ] %A 7 a2/ C, [H—ERX J 5 7MD#EiR
(Select Service Graph) 127 Vv 7 LE9, [—EX 535 T7D:EIR (Select Service Graph) ] %1
TarsRy 7 ARERINET,
b) [H—EX T3 TD:&EIR (Select Service Graph) ] ¥ A 7 a7 OFEMMONA T, h—ER FF 7%
70 w7 LGERL, &R (Select) 127 U v 27 LET, [W—ER TS 7M:&IR (Select Service
Graph) | #A4 77 Ry 7 ZANHEL £9,
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[P—EX 557D T LE 11— (Service Graph Preview) ] T, [759 K O—FK NS 4% JRXF+—DE
fn (Add Cloud Load Balancer Listner) 1227V v 7 L%, [P592 K AB—K /NS Y JyRF—0NEMN
(Add Cloud Load Balancer Listner) 1 %4 7 a7 03FE RS, VA FT—%BINTEET,

UAF—=IE, 7L ADREEST DR — 7w banTd,

WD[7 77 Ra—RKA_Z % )R F—0BMAATa Ry 7 AD7 ¢—/L K (AddCloud Load Balancer

Listener Dialog Box Fields) | 7—7 /L CU A SN2 7 4 —/V RIS T HMEEAD L, SfTLET,

EN:TTVr—2a v F— b9/ BHIS59FO— KNS VY )XF—0BM (Add Cloud Load Balancer Listener) ] %A 7 0%

Ry P RDT4—IL K

CA=VASaPt
(Properties) 1]

B

481 (Name)

U AT —D4HTZ AT LES,

[R— & (Port) ]

TNWNAANDT T4 v 7 2T ANDR— b2 AN LET,

JOokaj

TV —vary =T x=A OEAIE, [HTTP] £/ [HTTPS] 22 U v 7 L
TERLFET,

Security Policy

Nay 72y VA RE 2w L, ExalT 4 K o—ZRRLET (HTTPS
DRI I N TN D EEIT D HFINATEE),

SSL FEBAE (SSL
Certificate)

SSL REBIE 28T 5 121X (HTTPS 233 R S LTV D 5812 O A8 AT EE):
1. [SSLEIBREMEM] 22V v LET,

2. 7V w7 LT, BT EHEZEOF = v /Ry 7 A% A N LET,

3 F— U T aHERL T EE NN

L [F—U2IOERI 227V v 7 LET, [F— 2T DER (Select Key
Ring) 144 7 v/ mFmRanNET,

2. [F—1U Y DER (SelectKeyRing) 1% 4 77T, EHOFOX—1
V7 %7 Yy LGRIRL, [ER (Select) 127V >y 27 LET, [F—V

2 MEFER (Select Key Ring) 1 ¥4 A 7 a2/ HRy 7 ARMALET,
4, [FEBAZER M7 Fuvy 7 Xy VR N2 7 Y v 7 LT, iEAELRZRRLET,

(GE) U AT =3 EBONEL RSO LN TEET,

JL—ILDENN

W=V EE T NA A U AT =BT HI12iE, Pb—ILDEM %227 Y v 7 LE
T, [L—=IL] U A MZH LWTRFER S, [L—ILERTE] 7 « —/V RBE/2 D
N
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(Properties) ]

B

JL—ILERTE
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(AT«
(Properties) 1]

B

[JL—ILERTE (Rule Settings) ] A > T, ROA T a &R ELET,
« &A1 BAlOAFIZ AT LET,
cRA B i ARA M EAD LT, KA MR—ZADOFMEER LET, ZOKA

ISR T RAE AN LT, NAR—ZDEMEZER LET, 208215 LT

MK L TERDPMTOND & F8ELIET 7 v a v BREITENET,

BRMTbN L L, FELLET 7 a VinFEITShE T,

BAT T varZA7E, FATTDT7 7 a T\ AZ@mLET,
T ay EATOF TS g

CEEREERY  KOA TV a EBEHL TUSEEZRLET,
cBEEBERL  JGEA v —VEANLET,
CEEBEI—F SEa—RFEANLET,
CBEDGEIVTIUY RAT car Ty A TERIRLET,

CERE RO T a v EFEHLTNT 74 v 7 2L LET,
cIR— b THAANNT T 4 v 7 BT ANDR— N2 ATILET,
« 70 k)L [HTTP] F720% [HTTPS] 2R L £ 9,

« JANA S —EPG: N7 7 1 v 7 BAEET S Web — " —%FfD
EPG,

« EPG : EPG #&IR¥ 5 1213:

1. [EPGOZFER] %27V v 27 LET, [EPCOER XA T TRy
I ANFRINET,

2. [EPG OEIR) XA 7w /T, EROFIOEPG %7 U v 7 L&
RU, ER (Select) 1227V w7 LEd, [EPGDER] ¥ A7
a7 Ry 7 ANRALET,

cEALALY b ROFT v ar2EHLT, V7R MERIOLFTICY
XAV FLET,

cFALY ba—F  [UYFALY A=Kl FryT7¥T U R |
27Uy 7 LT, a— Fa®ERLET,

cFALY FRRAME  VEA LT FORAMMEANLET,
cBALALID R NRRUEA VLT N RAEZATLET,

CFEAL LY R R—F FAAANNT T 4 v I EZFANDR— b
EANTTLET,
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(AT«
(Properties) ]

B

cYyFA Ly TR [UFALY FTB Ol (Redirect
Protocol) ] Ky ¥ v UAR4&22 YU 7 LT, [HTTP],
[HTTPS]. F7-i% [# & (Inherit) 1 ZERL £,

EALY O VEALV I N 72V B AT LET,

EEHEFz VY
(Health Checks)

TTV r—varua— RKRTo%E, BRAEOTZOIC Ny 72y R — L & —
oy NCTIEFMF = 72FTLET, ZiU, EFEF =y 7 THERTEET,

«[ZB 3L (Protocol) ]: [HTTP] £72iX [HTTPS] 227 U » 7 L GEIRL F
j‘o

«[/3R (Path) ]- "ZA&Z AN LET, T 74N NI/ TT
s [R—k (Port) 1: EWMT =v 7 2FETTLHHR— M2 AT LET,
o [FH#E%E (Advanced Settings) ]

[EEALELME (Unhealthy Threshold) 1: 2D L WEZER L T, Ny 7
TR EZ—=TFy NIRERETHLET RRFAXENDXA IV TERELE
R

[#A LTk (Timeout) J- EFMEF =7 OX A LT 7 FOfEE AT LE

To
< [EFE (Interval) ]: F = v 7 2379 DRI ZIRIE T DB 2 HALTAT)
Li‘j—o

« [Zha— F (Success Code) ]- ilHh=— K& AN LET, 774/ b 200
~ 399 T,

c[L—IHBHRR FEFERM (Use host from rule) - 78 A k4 & /b—/L7p b i&IR
TOMERDLGEIE, Ty IRy 7 A% 7 )y LET,

« [RRX F (Host) J-[JL—ILHv57RR k&R (Use host from rule) 1 235 =
7 ENTWARWEAE, EFtTF =y 7 IHEHTAHRA M ERELET,

SET LG, b—ILoEm 227 Vv 27 LET,

R2: 2y bIT—=9 O—FNSUHYRAMV SO K O—FNS Y )R> —0ENM (Add Cloud Load Balancer Listener) ] %A 7 04

RYPADT4—ILF

[Za/RF~«
(Properties) ]

B

£ a1 (Name)

U ZAF—DxH12 A LET,
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(AT«
(Properties) 1]

B

Jokan
(Protocol)

[TCP] 721X [UDP] 22 U » 2 L TR L £,

[R— bk (Port) ]

THRARNNT T 4w 7 EZTANDR— M AN LET,

[ZEYRIVERIP
4% (Frontend IP
Name) ]

75 Ra—RKNFGoH JRF—%ERTH 7 b= RFIPT FLUAZERL
ij‘o

[T7AIBMIPZEFER (UsedefaultIP) 1: 774 ko7 v KIPT
RLATZ 77 Ra—RKARZ04% JRF—5MRT 512, 2ot var
PERLET,

« <frontend_ip_name> : Z DA 7T = > &I LT, Cisco Cloud Network Controller

GUI ZfEH L7c—E R 7851 ZDERL (261 <—) TIZOA U F—X v
MEFH Y hT—27 a—RKARZ U hOP—E AT ZAEEK LT & &2
L7z, 7uay by RIPAICEEM T b BMo7ay h=> RIPT K
VAL T Ra—RKNRNT o — R F—%HLET,

FANZHOWTIL, Azure *y hU—27 o — RRT U H0EHO 70 o
RIP 7 FLADORERIZOWNT (203 2—) ZZRLTLZEN,

JL—ILERTE

[JL—ILE&ZE (Rule Settings) 1A > T, ROA T v a v EHRELET,
« BHI : BHlOARTZ AT LET,

(7O a2 B4 T (Action Type) ]1: 7 7 4/ b T [#EikS (Forward to) ] IZ
BESNTWET, N7 74071 UFTERLET® harzfiHL T,
I L 72 EPG DR — MMzt &N ET,

c[R—F (Port) J: Rw 2y B F b HrsSm i — FRT B0 K
574y BZFANDE— R EAS LET,

«[ZB 3L (Protocol) ]:[TCP] £7-1X[UDP] %7 U » 7 L CERIRL 7,
« [EPG] : Web —/ =3 s T 7 ¢ v 7 Z AT % EPG,
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[Ta/RT4q s BA
(Properties) ]

EEHEFzVY o— RARZ P, ma D DI Ny o R )L X —Fy NIRRT
(Health Checks) | F x> v 27 Z#%fTLET, ZZTHRTE 7, -

«[Z8 k3L (Protocol) ]: [TCP]. [HTTP] £/2IX[HTTPS] %27 VU v 27 LT
HIRLET,

s [R—bt (Port) ]: E¥MT =y 7 2#FETT 58— AN LET,
« [F#AE%E (Advanced Settings) ]

[E&74LELME (Unhealthy Threshold) 1: 20O L EWMEEER LT, Ny 7
TURZ=T Yy IRERETHLET RRIALAXINDZA IV TEIIELE

£
o [[Ef@ (Interval) ]1: = v 7 2 F(77J DRI ARET 5K A2 HALTAT
LET,

MTLED, [Add] 227V v 7 LET,

AT &TLEL, [Add 227V v 7 LET,
=R ST INRESNET,

RESTAPI Z A L-—EX 435 7D EH

WD 73 TiE, RESTAPIZHEH L T —E R 7T 7 Z BRI HFIEICHOWTHBALE
j‘o

RESTAPI %R L4 42—y rREITO— K NS Y DER
Z OfFITIE, REST API 2l L THEIFMIIT O r— K NT U 2Bk T 2 FikE R LET,

2ATFYI1 7V =g F— oA (TFVr—rara—RART08) OREMAIT e — RT3 2 1ERT

DL

{1

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<cloudLB scheme="internal" type="application" name="alb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl1l51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1"/>
</cloudLB>
</fvTenant>
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</polUni>

Azure @ — R RNZ 7 (Ry hT—7 v— KT %) ORNERIT e — KT o 2Bk T 5120
51

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[subscription id]-vendor-azure" />
<cloudLB scheme="internal" type="network" name="nlb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/241" />
</cloudLB>
</fvTenant>
</polUni>

TRCDORNT T 4 v I EFAOFT v a2 02250 T 2053—2) THHENTHWL[TRTD LT T14 Y
9 %A (Allow All Traffic) | A7 > a v 2H LT, Aare u— K XT3 07 (Xy hU—27 n— K
T o) HORNERNT e — KA U2 ERT 21213, ROFIEELFEITLET,

&1

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[subscription id]-vendor-azure" />
<cloudLB scheme="internal" type="network" name="nlb-151-15" allowAll="true" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl151/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/241" />
</cloudLB>
</fvTenant>
</polUni>

RESTAPI ZfEA L=/ > Z—X v FRITA—F /NS5 VY DHEK

ATvT1

ZOHITIE, RESTAPIZEHA L CTA ¥ —x v FaFOa— K NXT W2 {EkT 5 HikER
L%,

TV r—var F— oA (FTFVr—vara—RAF0H) O 22—y hAllTa— K A5
Y EAERRT DT

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
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<cloudLB scheme="internet" type="application" name="alb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1"/>
</cloudLB>

</fvTenant>
</polUni>

ATFYT2 A —Fy MAFTRy NU—27 o— RT3

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<cloudLB scheme="internet" type="network" name="nlb-151-15" status="">
<cloudVip name="IP1"/>
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl151/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1" />
</cloudLB>
</fvTenant>
</polUni>

ZOFITIEH, BT XL 1> TnET,

scloudiB 7 A VL, H—DFT 7V MNP T RLAZFOA X —Fy MajlFDOFRy hT—2 m— KN
T oY T B S E T,

WMMWp§4V@\4Vy%*7FK%ﬁT5*7FUFﬂ[}*Pﬂﬁyﬁwﬁm7myﬁin
IP7 FLAZERT H7-ICEHENET, FEMICHOWVWTIE, Azure %y FU—27 o— RAF 80
BHOT7a L v RIP T RLADOHERIZOWT (203 2—) 2R T I,

RESTAPI ZfERA L= —k/\—FT 1 T7 AT 04— ILDIERK

ZOBITIE, RESTAPL ZH L2V — R X—F ¢ 77 AT U4 —/VEAERRT D iEEZ R LE
KR

ATV TN =R —FT 4 T7 AT 74— VEERT DITIT :
1 -

<cloudLDev name="HubFW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="provider">

<cloudEPSelector name="east" matchExpression="IP=='{{eastus FwUntrustSubnet}}'" status=""/>
</cloudLIf>
<cloudLIf name="consumer">

<cloudEPSelector name="east" matchExpression="IP=='{{eastus FwTrustSubnet}}'" status=""/>
</cloudLIf>
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</cloudLDev>

ATFYT2 TR_RTDONTFT T 4wV EFADF T2 a 12o0nT (2053—2) THHASNTWA[TRTD RS T4y
9 %A (Allow All Traffic) 177> a v 2MHALTYH— R =T 4 774 T U4 —VEERT DI,
WOTFNEEFATLET,

51

<cloudLDev name="HubFW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="provider" allowAll="true" status="">
<cloudEPSelector name="1" matchExpression="IP=='10.1.1.0/28"" status=""/>
</cloudLIf>
<cloudLIf name="consumer" allowAll="true" status="">
<cloudEPSelector name="east" matchExpression="IP=='10.1.2.0/28'" status=""/>
</cloudLIf>
</cloudLDev>

RESTAPI #{ER L= — F/\—TFT 4 B— FN\S Y DERK

ZOFITIE, RESTAPIZfH LTV — FX—F 4 2 — R R_T UV EERT B HEEZRLE
h@‘o

ZOHITIX, RESTAPI Z#fEH L CH— K X—F 0 o— RANT Y EERT D HFEERLET,
5 -

<cloudLDev name="ThirdPartyLB" svcType="ADC" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="external">
<cloudEPSelector name="ExtInterfaceSelector" matchExpression="IP=='{{ExtInterfaceSubnet}}
status=""/>
</cloudLIf>
<cloudLIf name="internal">
<cloudEPSelector name="IntInterfaceSelector" matchExpression="IP=='{{IntInterfaceSubnet}}
status=""/>
</cloudLIf>
</cloudLDev>

TFI)r—23 05— 9T A DRESTAPI Z{FRHLI-H—EX S TDERK
ZOFITIE, RESTAPI 2L CH—ER 7S 752 1EkT A FiEEZ R LET,

TV r—=vary = 02 AA DY =R T T T EAERT DI
<?xml version="1.0" encoding="UTF-8"?2>

<!-- api/node/mo/uni/.xml -->
<polUni>
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<fvTenant name="tnl5">
<vnsAbsGraph name="cl5 gl" type="cloud" status="">
<vnsAbsTermNodeProv name="pl">
<vnsAbsTermConn/>
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="cl">
<vnsAbsTermConn/>
</vnsAbsTermNodeCon>
<vnsAbsNode managed="yes" name="N1" funcType="GoTo">
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl5/clb-alb-151-15"/>
<vnsAbsFuncConn name="provider"/>
<vnsAbsFuncConn name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection connDir="consumer" connType="external" name="conl">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeCon-cl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="con2">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeProv-pl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-provider"/>

</vnsAbsConnection>
</vnsAbsGraph>

</fvTenant>
</polUni>

Azure O— RN\S YD RESTAPI ZERALTH—EXR IS5 7% KT S
Azure B — FARZ o H DY =R 7T 7 2B 5121
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<vnsAbsGraph name="cl5 gl" type="cloud" status="">
<vnsAbsTermNodeProv name="pl">
<vnsAbsTermConn />
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="cl1l">
<vnsAbsTermConn />
</vnsAbsTermNodeCon>
<vnsAbsNode managed="yes" name="N1" funcType="GoTo">
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl5/clb-nlb-151-15" />

<vnsAbsFuncConn name="provider" />
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<vnsAbsFuncConn name="consumer" />
</vnsAbsNode>
<vnsAbsConnection connDir="consumer" connType="external” name="conl">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeCon-cl/AbsTConn"
/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-consumer"
/>

</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="con2">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeProv-pl/AbsTConn"
/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-provider"
/>

</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>

</polUni>

H— k=T 4 O—FNSUYDORESTAPI ZEAL-Y—EX T3 TDER
P K R=TF o D= RRT DY —E R T T 7 2ERT B0, KO FIAZFAFLET,

<polUni>

<fvTenant name="infra" >

<!-- Abs Graph Creation -->

<vnsAbsGraph name="{{graphName}}" uiTemplateType="UNSPECIFIED" type="cloud" status="">
<vnsAbsTermNodeProv name="T2">

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />

</vnsAbsTermNodeProv>

<vnsAbsTermNodeCon name="T1" >

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />

</vnsAbsTermNodeCon>

<vnsAbsNode funcTemplateType="ADC_ TWO ARM" name="{{F5Name}}" managed="no">
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/cld-{{F5Name}}" />

<vnsAbsFuncConn attNotify="no" name="consumer" deviceLIfName="external"/>
<vnsAbsFuncConn attNotify="no" name="provider" deviceLIfName="internal"/>
</vnsAbsNode>

<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="ConsTermToF5">

<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsTermNodeCon-T1/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsNode-{{F5Name}}/AbsFConn-consumer"/>
</vnsAbsConnection>

<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="F5ToProv">

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



LAvans LAY 14—EXOER |
B restapizEALTILTF — R H9—ER TS5 TEERT S

<vnsRsAbsConnectionConns

tDn="uni/tn-infra/AbsGraph-{ {graphName}}/AbsNode-{ {F5Name}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tbn="uni/tn-infra/AbsGraph-{{graphName}}/AbsTermNodeProv-T2/AbsTConn"/>
</vnsAbsConnection>

</vnsAbsGraph>

</fvTenant>

</polUni>

RESTAPI Z{ERALTVILF/ —FHYH—ERXR TS T7%ERT S
ZOFITIE, RESTAPIZ AL CwLT /) — RV —ERX T T72ERT D HEERLET,

<V IF ) — R P —ER T T TEAERTDHIIE. ROFIO LD 2ERwEADTLET,

<polUni>
<fvTenant name="tnl2 iar iavpc" status="">
<fvRsCloudAccount tDn="uni/tn-infra/[SubscriptionId]-vendor-azure"/>
<fvCtx name="vrf50" status=""/>
<fvCtx name="vrf60" status=""/>
<cloudVpnGwPol name="VgwPol0"/>
<cloudCtxProfile name="c50" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="vrf50"/>

<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr addr="12.3.0.0/16" primary="true" status="">

<cloudSubnet ip="12.3.30.0/24" status="" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.2.0/24" status="" name="ALBSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.1.0/24" status="" name="FwMgmtSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.3.0/24" status="" name="FwUntrustSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.4.0/24" status="" name="FwTrustSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.5.0/24" status="" name="ConsumerSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudCtxProfile name="c60" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus2"/>
<cloudRsToCtx tnFvCtxName="vrf60"/>

<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr addr="12.4.0.0/16" primary="true" status="">

<cloudSubnet ip="12.4.1.0/24" status="" name="ProviderSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.4.2.0/24" status="" name="NLBSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.4.30.0/24" status="" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
</cloudCidr>
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</cloudCtxProfile>
<cloudApp name="ap50" status="">
<cloudEPg name="ap50vrf50epgl" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsCons tnVzBrCPName="con50"/>
<fvRsProv tnVzBrCPName="con60"/>
<cloudEPSelector matchExpression="IP=='12.3.5.0/24"'" name="100"/>
</cloudEPg>
<cloudEPg name="ap50vrf50epg2" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsProv tnVzBrCPName="con60"/>
<cloudEPSelector matchExpression="IP=='12.3.1.0/24"'" name="100"/>
</cloudEPg>
<cloudExtEPg routeReachability="internet" name="ap50extepgl">
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsCons tnVzBrCPName="con60"/>
</cloudExtEPg>
</cloudApp>
<cloudApp name="ap60" status="">
<cloudEPg name="ap60vrf60epgl" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf60"/>
<fvRsProv tnVzBrCPName="con50"/>
<fvRsProv tnVzBrCPName="con70"/>
<cloudEPSelector matchExpression="IP=='12.4.1.0/24"'" name="100"/>
</cloudEPg>
<cloudExtEPg routeReachability="internet" name="ap60extepgl">
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<cloudRsCloudEPgCtx tnFvCtxName="vrf60"/>
<fvRsCons tnVzBrCPName="con70"/>

</cloudExtEPg>
</cloudApp>
<vzBrCP name="con50" scope="tenant" status="">

<vzSubj name="con50">
<vzRsSubjFiltAtt tnVzFilterName="f10"/>
<vzRsSubjGraphAtt tnVnsAbsGraphName="gl" status=""/>
</vzSubj>
</vzBrCP>
<vzBrCP name="con60" scope="tenant" status="">
<vzSubj name="con60">
<vzRsSubjFiltAtt tnVzFilterName="£f20"/>
</vzSubj>
</vzBrCP>
<vzBrCP name="con70" scope="context" status="">
<vzSubj name="con70">
<vzRsSubjFiltAtt tnVzFilterName="£f20"/>
</vzSubj>
</vzBrCP>
<vzFilter name="f10" status="">
<vzEntry etherT="ip" prot="icmp" name="flOentryl" status=""/>
<vzEntry etherT="ip" prot="udp" dFromPort="1" dToPort="65535" name="flOentry2" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="1" dToPort="65535" name="flO0entry3" status=""/>
</vzFilter>
<vzFilter name="f20" status="">
<vzEntry etherT="ip" prot="tcp" dFromPort="http" dToPort="http" name="f20entryl" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="https" dToPort="https" name="f20entry2" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="22" dToPort="22" name="f20entry3" status=""/>
</vzFilter>
<cloudLB name="FrontALB" type="application" scheme="internal" >
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl2 iar iavpc/ctxprofile-c50/cidr-[12.3.0.0/16]/subnet-[12.3.2.0/24]"/>
</cloudLB>
<cloudLDev name="FW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-tnl2 iar iavpc/ctx-vrf50" />
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<cloudLIf name="provider" >
<cloudEPSelector name="1" matchExpression="custom:tagp=='trustFw'"/>
</cloudLIf>
<cloudLIf name="consumer" >
<cloudEPSelector name="1" matchExpression="custom:tagp=='untrustFw'"/>
</cloudLIf>
</cloudLDev>
<cloudLB name="BackNLB" type="network" scheme="internal” >
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl2 iar iavpc/ctxprofile-c60/cidr-[12.4.0.0/16]/subnet-[12.4.2.0/24]1"/>
</cloudLB>
<vnsAbsGraph name="gl" type="cloud" status="" >
<vnsAbsTermNodeProv name="Inputl" >
<vnsAbsTermConn name="C1l"/>
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon descr="" name="Outputl" nameAlias="" ownerKey="" ownerTag="">
<vnsAbsTermConn name="C2" />
</vnsAbsTermNodeCon>
<vnsAbsNode funcType="GoTo" name="N1" managed="yes" funcTemplateType="ADC ONE_ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/clb-FrontALB" />
<vnsAbsFuncConn attNotify="no" descr="" name="provider" nameAlias="" ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" name="consumer" nameAlias="" ownerKey="" ownerTag=""/>
<cloudSvcPolicy tenantName="tnl2 iar iavpc" contractName="con50" subjectName="con50" >
<cloudListener name="http listenerl" port="80" protocol="http">
<cloudListenerRule name="rulel" priority="20" default="yes" >
<cloudRuleAction type="forward" port="80" protocol="http"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
<vnsAbsNode funcType="GoTo" name="N2" managed="no" funcTemplateType="ADC TWO ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/cld-FW" />

<vnsAbsFuncConn attNotify="no" descr="" connType="snat dnat" name="provider" nameAlias=""
ownerKey="" ownerTag=""/>

<vnsAbsFuncConn attNotify="no" descr="" connType="none" name="consumer" nameAlias="" ownerKey=""
ownerTag=""/>

</vnsAbsNode>

<vnsAbsNode funcType="GoTo" name="N3" managed="yes" funcTemplateType="ADC ONE_ ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/clb-BackNLB" />
<vnsAbsFuncConn attNotify="no" descr="" name="provider" nameAlias="" ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" name="consumer" nameAlias="" ownerKey="" ownerTag=""/>
<cloudSvcPolicy tenantName="tnl2 iar iavpc" contractName="con50" subjectName="con50" >

<cloudListener name="http listenerl" port="80" protocol="tcp">

<cloudListenerRule name="rulel" priority="20" default="yes" >

<cloudRuleAction type="forward" port="80" protocol="tcp"
epgdn="uni/tn-tnl2 iar iavpc/cloudapp-ap60/cloudepg-ap60vrf60epgl"/>

</cloudListenerRule>

</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
<vnsAbsConnection connDir="provider" connType="external” name="CON4">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N3/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsTermNodeProv-Inputl/AbsTConn"/>
</vnsAbsConnection>

<vnsAbsConnection connDir="consumer" connType="external" name="CON1">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsTermNodeCon-Outputl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N1/AbsFConn-consumer"/>
</vnsAbsConnection>

<vnsAbsConnection connDir="consumer" connType="external" name="CON2">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N1/AbsFConn-provider"/>
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<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N2/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection connDir="consumer" connType="external" name="CON3">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N2/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N3/AbsFConn-consumer"/>
</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>
</polUni>

RESTAPI ZEH LTS ALY FTIYILF/—FH—ERXRTZTEERT S

ZOPITIX, RESTAPI2FEHA L C~vLF /) — R —E R T T T7E2ERT D HiEEZRLET,

ATYTN A0 77 T bEaRETLHITE. WOFIEEZFEITLET,
<polUni>
<fabricInst>
<commPol name="default">
<commSsh name="ssh" adminSt="enabled" passwordAuth="enabled" />
</commPol>
<dnsProfile name="default">
<dnsProv addr="172.23.136.143" preferred="yes" status=""/>
</dnsProfile>
</fabricInst>
<fvTenant name="infra">
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
<cloudAccount name="insbu" id="{{subscriptionId}}"
status="">

vendor="azure" accessType="credentials"

<cloudRsCredentials tDn="uni/tn-infra/credentials-CNC-App"/>
</cloudAccount>
<cloudCredentials name="CNC-App" keyId="{{accessKeyId}}
<cloudRsAD tDn="uni/tn-infra/ad-{{adIid}}"/>
</cloudCredentials>
<cloudAD name="CiscoINSBUAd" id="{{adId}}" />
<cloudApicSubnetPool subnet="10.10.1.0/24" />

"

key="{{accessKey}}" httpProxy="">

status="">

<cloudtemplateInfraNetwork name="default" numRoutersPerRegion="2" vrfName="overlay-1"
numRemoteSiteSubnetPool="1"
<cloudtemplateProfile name="default" routerUsername

="cisco" routerPassword="ins3965" />
<cloudtemplateExtSubnetPool subnetpool="11.11.0.0/16" status=""/>

<cloudtemplateExtNetwork name="default" status="">
<cloudRegionName provider="

azure" region="

="{{region}}" />
<cloudtemplateVpnNetwork name="default">

<cloudtemplateIpSecTunnel peeraddr="{{peerAddress}}"/>
<cloudtemplateOspf area="0.0.0.1" />
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="{{region}}"/>
</cloudtemplateIntNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
<cloudDomP>

<cloudBgpAsP asn="1111"/>
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<cloudProvP vendor="azure">

<cloudRegion adminSt="managed" name="{{region}}">
<cloudZone name="default"/>
</cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>

RFY T2 N7 VNet TH—E R FNNA 2 ERRT AI1203

<polUni>
<fvTenant name="infra">
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionld}}]-vendor-azure"/>

<cloudCtxProfile name="ct ctxprofile {{region}}" status="modified">
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudCidr name="cidrl" addr="{{HubCidrSvc}}" primary="no" status="">
<cloudSubnet ip="{{HubNLBSubnet}}" name="HubNLBSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWSubnetInt}}" name="HubFWSubnetInt" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWSubnetExt}}" name="HubFWSubnetExt" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWMgmtSubnet}}" name="HubFWMgmtSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{ConsHubEPgSubnet}}" name="ConsHubEPgSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudLDev name="{{FWName}}" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-{{ServicevVNetName}}"/>
<cloudLIf name="external" >

<cloudEPSelector matchExpression="custom:EPG=='FwEXt'" name="1"/>
</cloudLIf>
<cloudLIf name="internal" >
<cloudEPSelector matchExpression="custom:EPG=='FwInt'" name="1"/>
</cloudLIf>
</cloudLDev>
<cloudLB name="{{NLBName}}" type="network" scheme="internal" size="small" instanceCount="2"

status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-infra/ctxprofile-ct ctxprofile {{region}}/cidr-[{{HubCidrSvc}}]/subnet-[{{HubNLBSubnet}}]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

ATV T3 TanNg F—LAR—I DT T 75T 50T

<polUni>
<fvTenant name="{{tnNameProv}}" status="" >
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
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<fvCtx name="{{ProviderVNetName}}"/>
<cloudCtxProfile name="{{ProviderVNetName}}" status="">
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudRsToCtx tnFvCtxName="{{ProviderVNetName}}"/>
<cloudCidr name="cidrl" addr="{{VnetCidrProv}}" primary="yes" status="">
<cloudSubnet ip="{{ProviderSubnet}}" name="ProviderSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{BackALBSubnet}}" name="BackALBSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<!-- contract-->
<vzFilter descr="" name="HttpsFilter" ownerKey="" ownerTag="">
<vzEntry dFromPort="443" dToPort="443" etherT="ip" name="https" prot="tcp" status=""/>
<vzEntry dFromPort="80" dToPort="80" etherT="ip" name="http" prot="tcp" status=""/>
<vzEntry dFromPort="22" dToPort="22" etherT="ip" name="ssh" prot="tcp" status=""/>

</vzFilter>
<vzBrCP name="{{contractName}}" scope="global" status="">
<vzSubj name="Subl" revFltPorts="yes">
<vzRsSubjGraphAtt directives="" tnVnsAbsGraphName="{{graphName}}"/>
<vzRsSubjFiltAtt tnVzFilterName="HttpsFilter"/>
</vzSubj>
</vzBrCpP>
<!-- cloud App Profile-->

<cloudApp name="provApp" status="">
<cloudEPg name="App" status="">

<cloudRsCloudEPgCtx tnFvCtxName="{{ProviderVNetName}}"/>
<cloudEPSelector matchExpression="custom:EPG=='App'" name="1"/>
<fvRsProv status="" tnVzBrCPName="{{contractName}}"/>
<fvRsProv tnVzBrCPName="mgmt common"/>
</cloudEPg>
</cloudApp>
<!-- Abs Graph Creation -->
<vnsAbsGraph name="{{graphName}}" uiTemplateType="UNSPECIFIED" type="cloud">
<vnsAbsTermNodeProv name="T2">
<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="T1" >

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />
</vnsAbsTermNodeCon>

<vnsAbsNode name="{{NLBName}}" managed="yes" >
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/clb-{{NLBName}}" status=""/>
<cloudSvcPolicy tenantName="{{tnNameProv}}" contractName="{{contractName}}"
subjectName="Subl" status="">

<cloudHealthProbe name="http listenerl-rulel" protocol="tcp" port=22 interval=15
unhealthyThreshold=2/>
<cloudListener name="http listenerl" port="80" protocol="tcp" status="">
<cloudListenerRule name="rulel" default="true">
<cloudRuleAction type="haPort" port="80" protocol="tcp"
healthProbe="http listenerl-rulel"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
<vnsAbsFuncConn attNotify="no" name="provider" connType="redir"/>
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<vnsAbsFuncConn attNotify="no" name="consumer" connType="redir"/>
</vnsAbsNode>
<vnsAbsNode funcTemplateType="FW_ROUTED" name="{{FWName}}" managed="no">
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/cld-{{FWName}}" />
<vnsAbsFuncConn attNotify="no" name="consumer" deviceLIfName="internal"/>
<vnsAbsFuncConn attNotify="no" name="provider" deviceLIfName="internal"/>

</vnsAbsNode>
<vnsAbsNode name="{{BackALBName}}" managed="yes">
<vnsRsNodeToCloudLDev tDn="uni/tn-{{tnNameProv}}/clb-{{BackALBName}}"/>
<cloudSvcPolicy tenantName="{{tnNameProv}}" contractName="{{contractName}}"
subjectName="Subl" status="">

<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" default="true">
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-{{tnNameProv}}/cloudapp-provApp/cloudepg-App"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
<vnsAbsFuncConn attNotify="no" name="provider"/>
<vnsAbsFuncConn attNotify="no" name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="ConsTermToNLB">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsTermNodeCon-T1/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsNode-{ {NLBName} }/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="NLBToFW">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {NLBName}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {FWName} } /AbsFConn-consumer" />
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="FWToBackALB">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsNode-{ {FWName} }/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {BackALBName}}/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no
name="BackALBToProv">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {BackALBName}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsTermNodeProv-T2/AbsTConn"/>
</vnsAbsConnection>
</vnsAbsGraph>
<cloudLB name="{{BackALBName}}" type="application" scheme="internal" size="small"
instanceCount="2">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-{{tnNameProv}}/ctxprofile-{{ProviderVNetName} }/cidr-[{{VnetCidrProv}}]/subnet-[{{BackALBSubnet}}]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

"

ATFYTE avva—~uEHER L, 7o X —TEZEINEZa L T 7 baAf R— 15120

<polUni>
<fvTenant name="{{tnNameCons}}" >
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<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
<fvCtx name="{{ConsumerVNetName}}"/>
<cloudCtxProfile name="{{ConsumerVNetName}}" status="">
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudRsToCtx tnFvCtxName="{{ConsumerVNetName}}"/>
<cloudCidr name="cidrl" addr="{{VnetCidrCons}}" primary="yes" status="">
<cloudSubnet ip="{{ConsumerSubnet}}" name="ConsumerSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>

</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<vzCPIf name="imported {{contractName}}">
<vzRsIf tDn="uni/tn-{{tnNameProv}}/brc-{{contractName}}" />
</vzCPIf>
<!-- cloud App Profile-->
<cloudApp name="consApp" status="">
<cloudEPg name="Web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="{{ConsumerVNetName}}"/>

<cloudEPSelector matchExpression="custom:EPG=='Web'" name="1"/>
<fvRsConsIf tnVzCPIfName="imported {{contractName}}"/>
<fvRsProv tnVzBrCPName="mgmt common"/>
</cloudEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI 2 AL TH—EXR TS 7%HK T 5
ZOHITIE, RESTAPI ZH L CH—E R I 725k 5 HiEE R LET,

ATV 77V r—2ary F— b2 DY —Y R TT 7T X vF 45120

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">

<vzBrCP name="cl">
<vzSubj name="cl">
<vzRsSubjGraphAtt tnVnsAbsGraphName="cl5 gl"/>
</vzSubij>
</vzBrCP>

</fvTenant>
</polUni>

ATFYT2 Azure 01— R RT UV T DOV =R T T T T X v FT5HI20%
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
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<vzBrCP name="cl">

<vzSubj name="cl">

<vzRsSubjGraphAtt tnVnsAbsGraphName="cl5 gl" />
</vzSubj>

</vzBrCP>

</fvTenant>

</polUni>

RESTAPI Z{ERA LI=HTTPS H—E X R > —DHERK
Z OFTiX, RESTAPI Z{#ifl L CTHTTP +—t 2 R U > —&AEpkT 5 HiEE R L £ 7,

AT w71 Application Gateway ® HTTP ¥—t A R U > —&AELT 51203 -

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
<cloudListenerRule name="redirectRule" priority="20">
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="redirect" RedirectPort="8080"/>
</cloudListenerRule>
<cloudListenerRule name="FixedRspRule" priority="30">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleAction type="fixedResponse" FixedResponseCode="200"/>
</cloudListenerRule>
<cloudListenerRule name="redirectHPRule" priority="40" status="">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

ATFYT2 2y hU—7 a— RARF 3O HTTP — R R Y > —ZEfd 51203

<?xml version="1.0" encoding="UTF-8"7?>

<polUni>
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<fvTenant name="tnl5">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">

<cloudSvcPolicy tenantName=" tnl5" contractName="httpFamily" subjectName="consubj">
<cloudListener name="tcp_ listener" port="80" protocol="tcp" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">

<cloudRsListenerToVip tDn="uni/tn-infra/clb-NLB/vip-IP1" status=""/>
<cloudRuleAction type="forward" port="80" protocol="tcp" epgdn="uni/tn-
tnl5/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>

</cloudListener>
<cloudListener name="udp listener" port="55" protocol="udp" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">

<cloudRsListenerToVip tDn="uni/tn-infra/clb-NLB/vip-IP1l" status=""/>

<cloudRuleAction type="forward" port="55" protocol="udp" epgdn="uni/tn-
tnl5/cloudapp-ap/cloudepg-provEPG" />

</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
ZORF2 A RFTHRLIZLIZ, Ry FY—7 B—= AT U TERIN TGS, VAT —L—
WEN—=NT 7 arOREIF, o—FERT oD 7ny by FEEENS RNy 72 R F—b~D~
BT EEELET, ZoFITIE LTOXIIZh>THET,

e cloudListenerRule {TIE., H—DO 72 b RIPT7 FLAZHEHLTY AT —%2HKT 7012
A& FET 2, Cisco Cloud Network Controller EDA v % —x v MIHmINI-ry hU—7 n—F
R YRR R BR— M7 haloLEbE R L ET,

* cloudRsListenerToVip 1T1d., Cisco Cloud Network Controller DA % —%w FallF Ry NU—7 o —
NARZ oI OBEEO 7 b2y RTY AT = =AWl 570l nEd, #7rr bz
YRiX, 7er b FIPT FLA, R— b, BROT R FaroZ 7LofflagbEl LTRSS
£, FEMICOVWTIE, Azure *y Y —27 o— AT UV OEFOT7 o b= RIPT R L ADHE
FAZHOWNWT (203 X—Y) 2L TIEEN,

RESTAPI ZERAL-F— Y VT DEE

ZOBITIE, RESTAPIZFEHAL-F— Vo 7DV —7 Lb— F 2T 5 HEEZ T LET,
X— U o TRERR DFEIZ DWW TIL, Cisco APIC BEARES T A REBBL T F &0,

)

CE) ZoFEZ. 7V sr—ar A=A IZOLBEAINET,

F— VUV ERET DI
<polUni>

<fvTenant name="tnl5" >
<cloudCertStore>
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<pkiKeyRing status="" name="lbCert" tp="1bTP" key="----- BEGIN RSA PRIVATE KEY-—----

MIIEpQIBAAKCAQEA4DGxaK+RHV/nToHLNmDBg2BfLimgX/zNJQC9bGuzr8Mj7dm0
XuHfQYGvOh1PtL4Pdxf5qjBONDHjAVBlIGW8cDiErEgAXy9Km27ySo2 foKryNgCRe
Ginn/CgF75QPIed568eScNDZPt/eMeHAURX/PykKUatWiWncGanjvHgqc+SOLPEF6TD
gQO5nwOHHFvyM2DY8bfdYWrWmGs07JqZzbPMptA2QWb1ILsSoIrdkIIgEf6ZfYy/EN
PbH+NnYN2rJT81zYsxz0YmROORQHTiIN2NiDY/ZV63yxCXfLgIqpNZCuD8KOfdCZPEqQ
8takiWBxiR5/HRPsScWAdWQsoiKgGlk4NELFASQIDAQABAOIBAQDQQAIIS1YrdtgN
q6mz3s2BNfF/4kgb7gn0DWs+9EJILCINZVhFE02ZxxyfPp6HRNjYS50W83/ElanD
+GD1bSucTuxgFWIQVh7rlebYZIWk+NYSjr5yNVxux8U2hCNNV8WWVgkJjKcUgICB
Bm47FK]j53LV46zEOgyCaibFrYxz2J9+farGneyBdnoV+3thmez7534KCi0t3J3Eri
1gSY3gl6hPXB2ZXAP4jdA0LgWDU4T1M60q0iWopZM/QYIE /Wt PYyJ0QzNCX0Obtc5
FboDcvedsgd4x5G1EV2A4xTBOMCTZUZJI9fYACFogTZXD+UVgxorhd7tf/mz+1£fjq
f1XphED1AOGBAPV1VKEGW4 6gqRnYoviryxxz40M1lsVSgcIpQTQtBQi2koJ8OWEZJT
2s+CX0r+oDgwP23go/QEVYVkcic9RGkIBNgel+dm/bTjzgMQYtgSCNtecTsZD5JN
yljkciizznDkjcjReSZ2kh3dGXIbRiYk7ezp2z7EKfDrHe5x50uGMgCnA0GBAONh
buDEohv8KJaB+DiUfhtoa3aKNPBO+zWPCHpOHFG])PXshJcIYZclGecycmuDKVNnDd
MxhE/yOnQHowi4T9FMLpz5yh5zuCUVqOBgB1P6MzbC5t5MtLrEYr /AgQFN11CqyXQ
cVcT6iCW10AFJRw3c/0OiESwLMzchs18RnbwO1 6kDAOGBANV1zmPb072zB3eGTCUOL
KGigwFLncUkVaDZZRFZYPpNwiRkoe73j 9brkNbgCaxW+NLp5UjoeFryON6yl06q/
ZA4I7FnXryLBw2HYuw41Vix1+X0Z/HeO3RmFN1z717dGmaGbv43aKIBIx+X5n8wF
6z1NtBHmBk7yNwomlIRaglsbAoGAX0p4cT/tINXSe7AswHDQCL68uimIdDEZ5nKG
k83nE+Qc0qQozDJAMCiSFmuSNRnSep3FiafjBFXK0X4h+mdbJCc7bagRnI92Mh0X
mOwsp4P2GdywkZwdbuHQ6UBplFerf9aztzTn+as6xKOUATEezy9DK9zMWzQhhtay
m9yZTpOCgYEALUtcpWjAzQbXODIGMxGAARakPpeiKw/Da3MccrTdGJIt88ezM10e]
Pdoab0G2PcfgJZoTSGk7TN4XArVKeq7pgZ0kwcYAshO6A2Hal+D1lz/bGoZP+kmD/x
Ny82phxYOXCnEc5Vv921U59+j7e067UFLAYJe6futoFImvofRnP4DIQ=

MITE1TCCA32gAwIBAgIJAKWNIp//arBsMAOGCSqGSIb3DQERBCWUAMIGNMOswCQYD
VOOGEWJVUzELMAKGAL1UECBMCQOEXETAPBgNVBACTCENhbiBKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBU15T3JnMRgwFgYDVQQODFA8gLmMFtYXpvbmF3
cy53b20xIDAeBgkghkiGIWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW
MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
DQEJARYRcmFtc2hhaEBjaXNjby5ib20wggEiMAOGCSGGS Ib3DQERBAQUAAAL IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO01ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABfLOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5IJwONk+394x4cC5Ff£8/KOpRalZadwZge08epz5I4s8XpMOBDmMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAAOI3Y2INJ91Xr fLEJAd8uD2qk1kK4Pwo590Jk8SrylgSd
YHGJHN8dE+xxYB1%CyiIgAbWTgORSUDIAgMBAAG]gfUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJIVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBU15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmEF3cy5ib20xIDAeBgkghkiGOw0OBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/9gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCYZZ2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/6hKfOHIa7b2h1IIMdg6VA/
+AS5FQ0xgYfgKdVd2RaINpzI8mgZiszgw+7E6)1PLok4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUQOmB/emnLXeKQ5PRxdRn1eA3h8jfg3D1ICORTLImDL3tpFwg
qopM6et5Z2KgShX4T87BsgZIoiquzXgsulHg==

</pkiKeyRing>

<pkiTP status="" name="1bTP" certChain="----- BEGIN CERTIFICATE-----
MITEITCCA32gAwIBAGIJAKWNIp//arBsMAOGCSgGSIb3DQEBCWUAMIGNMQswCQYD
VOOGEWJVUzELMAKGA1UECBMCQOEXETAPBgNVBACTCENhbi1BKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBU15T3JnMRgwFgYDVQQODFA8gLmFtYXpvbmF3
cy53b20xIDAeBgkghkiGOWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW
MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
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| Lavansd LAYIF—EROER
REST APl % L 1= HTTPS #—E 2 KU o —otert ]

DQEJARYRcmFtc2hhaEBjaXNiby53b20wggEiMAOGCSAGS Ib3DQEBAQUAAS IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO01ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABELOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5JwONk+394x4cC5Ff8/KQpRglZadwzge08epz5I4s8XpMOBDMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAdOI3Y2INJ 91Xr fLEJd8uD2gk1kK4Pwo590TJk8SrylgSd
YHGJIHN8JE+xxYB1ZCyiIgAbWTgORSUD1AGMBAAG] g fUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJIVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBUL15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmF3cy5ib20xIDAeBgkghkiGOwOBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/9gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCYZZ2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/76hKfOHIa7b2h1IIMdg6VA/
+A5FQ0xgYfgKdVd2RaINpzI8mgZiszqw+7E6)1PL5k4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUOmB/emnLXeKQ5PRxdRn1eA3h8jfg3D1ICORTLImDL3tpFwg
qopM6et5ZKgShX4T87BsgzZIoiquzXgsuHg==

</pkiTP>
</cloudCertStore>

</fvTenant>
</polUni>

RESTAPI Z &R L 7= HTTPS H—E X R1J > —D1ERK

ZDEZ T a Tk, RESTAPI i LT HTTPS — b & RY o —5{ERkT 5 HiEx R L
F7,

\)

CE) VAT EHOMNAELZ LS AT EY, AEAFEOA TV a L iFRkO LB TY,
* ELBSecurityPolicy-2016-08— & ¥ = U 7 ¢ AR U —RBR STV RWGEDT 7 4L B,
» ELBSecurityPolicy-FS-2018-06
» ELBSecurityPolicy-TLS-1-2-2017-01
* ELBSecurityPolicy-TLS-1-2-Ext-2018-06
* ELBSecurityPolicy-TLS-1-1-2017-01
* ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-TLS-1-0-2015-04

HEHEOFFREEZHAT5E81E. T 740V FOGERELEETHILERNHV T, T 7411
IZ. cloudRsListenerToCert @ defaultCert 7= /%5 ¢ Z{FEH L THESNE T,

1R BHHEIIZ
X— U o JREAEITBEICE R SN TV E T,
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LAY and LAY I19—EXORER |
B restari A LE HTIPS —E 2 Ky o —DfER

\)

GE) Zhid. 77V —ar A=A ICORBEHINET,

HTTPS — B R RV o —ZEd 51213

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="https listener" port="443" protocol="https"

secPolicy="elBSecurityPolicy-2016-08" status="">

<cloudRsListenerToCert defaultCert="yes" certStore="default"
tDn="uni/tn-t2/certstore/keyring-1lbCert" status=""/>

<cloudListenerRule name="defaultRule" default="yes" priority="100" status="">

<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-tl/cloudapp-ap/cloudepg-epl">
</cloudRuleAction>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
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Cisco Cloud Network Controller Dtz 1)
T A

ZDEIL, WORNETHERINTOET,

’77‘121 n;buEkiU\/ﬁﬁ/T/]’/y (301/\0‘“\:/)
*« TACACS+. RADIUS., LDAP. BLUSAML 7 7 & ADHER (302 ~<—3)
« HTTPS Access Dfffi (311 ~_—7)

TR, BEAESEVT7HOUTaVT

Cisco Cloud Network Controller 78 U 3 —{i%, #FE, 80, TV LT 47 (AAA) HRELE
BLET, =R, m—, BLXOKRAAL L 77?7\%@0)*&%%/@%&/\@@6 Lz
XU, EEEFEITHMEENT FECTEBRNRA 7 V=27 b LNV TAAAKEEZRET HZ &
NTEET, ZNOHOFEIL, RESTAPI £7213 GUI 2 L THEITTE £,

\)

GE) a7 Ay RALZBIZ LFEEBZDHZEITTELRWEWIEEHOHIENH Y 9, Fi-.
07 Ay RAL U Ea—F L EELEEXFRIT 64 XFEB2HZLITTEEEA,

TI7RA, REE. BIOT BT MERIEROZEMIZ W TIE,  Cisco Cloud Network Controller
Security Configuration Guide % B#FiA < 72 X\,

FER

PR A 7 V7 T, FEET AU MBS, BEEIT VAT AEEREOME—O 2 —
Y=L E9,
O—A) A—HFDHFE

Cisco Cloud Network Controller GUI Z{ifl L7= a2 — /L 2—H—DEk (154 2—2) #5W
LT, a—Hh)b a—HPF—%3KEL., Cisco Cloud Network Controller GUI #{# H L C OTP. SSH
ABF—, BIOX509 = — —FEIEICBEA T £ 9,

Azure 1—H— 5/ F@AIF Cisco ¥y SO Ky k=Y avka—3, J1IJ—ZX260 (5 .
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Cisco Cloud Network Controller Dt ¥ 1) 7« |
B 1acacs:. RADIUS. LDAP. & & TFSAML 74 + 2 O

TACACS+. RADIUS. LDAP. 5L USAMLT7 U XA DHERK

KO RE Y Z71%, CiscoZ 7V K%y hU—27 2 ha—F 0 TACACS+. RADIUS, LDAP
BELOSAML 77 v A &AERT 5 HiEEZHA L £,

Overview

This topic provides step-by-step instructions on how to enable access to the Cisco Cloud Network Controller
for RADIUS, TACACS+, LDAP, and SAML users, including ADFS, Okta, and PingID.

For additional TACACS+, RADIUS, LDAP, and SAML information, see Cisco Cloud Network Controller
Security Configuration Guide.

TACACS+ 7 -7 2 X FH® Cisco Cloud Network Controller ) #& i,

1R BHHIIZ
* Cisco Cloud Network Controller 14> 7 1 T3,
¢ TACACS+H— DR A M EIZIPT RL A, R— b, BIORF—ZHHTXHZ &,

« Cisco Cloud Network Controller & RKARA >~ A —FBFIHTE E£9,

ATFYF1 CiscoZ/ 7V K Fy hU—27 av ha—7 T, [TACACS+ FR/34 4 (TACACS+ Provider) | Z1ERk L
£,
a) A==a— "—T, [EHE (Administrative) ]> [FBEE (Authentication) ] Zi®R L £,
b) 1E¥E~A T, [FANAF— (Providers) | #7 %27V v 27 LT, [FYL 3> (Actions) | ke v~
Zorws Uy LT, [FRNA Z—0O/RK (Create Provider) ] IR L 7,
[FB/\1 Z—DERL (Create Provider) 1 %4 72/ ARy 7 ANRFRINET,

c) [RRFL/NP 7 KFLZRX (Hostname/IP Address) | 7 1 —/V RiZ, 7B A X —DHRARN/NIP T RLA
EANTTLET,

d) [EtBA (Description) 1 7 4 —/L FiZ, 7 u A X —0OFHHEZ AN LET,

e) [#4 7 (Type) ] ey 7 Xy UA&E27 U 27 L, [TACACS+] #ER L £,

f) [EXFE (Settings) ] 7+ =T, [¥— (Key) ]. [[R—k (Port) ]. [REEZ A k)L (Authentication
Protocol) 1. [#4 L7 2 k (Timeout) ]. [Bi1T (Retries) 1. [E¥ EPG (Management EPG) | %
FBELET, Ak (Enabled) F7=1% #&&h1E (Disabled) DWWz [H—/ \—EEtR (Server
Monitoring) ]iZxf L CRIRL £,

AT w T2 TACACS+ @ [Login Domain] % {Ek L %1,
a) AT TAarEIY I LET,
[>Tk (ntent) | A== —NFREINET,
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I Cisco Cloud Network Controller Dt 211 7 «
TACACS+ 7 - 2 A D Cisco Cloud Network Controller D&k .

b) [Intentlf&ZRA v 7 ADTIZHD Fu vy 7F o RKH%ZZ Y 27 L, [Administrative] & 38N L 97,
[Intent] A = = —|ZEHA T a DU A MRERINET,

¢) [Tk (Intent) ] A==—o [EE (Administrative) 1 UV A2 F T, [AF A4 Y AL DER
(Create Login Domain) 127 U v 7 L%,

[A54 > FAAL DR (Create Login Domains) 1 # A 7 0 7R v 7 ANFRENET,

d) RO[al Ay RAL L EALT TRy 7 ZAD7 —/LF (Login Domains Dialog Box Fields) ] »5 —
T AR ENTZET 4 —/V RICHEYREEZ AL, FATLET,

[FOs/3F 1« (Properties) ] 5 BA

300

Z2X:1] nJAy RALDL4FIEZ A LET

Wi a7 A v RAL U OFHAEANLET,

Settings

Realm Ry 727y A=a—7/»5 TACACS+ #3IR L
£

7'm/3A & (Providers) PACPAE (- Sakis: =/Ng ar Y tel

1. [FA/NA4F—0EM (Add Providers) 1%~
Uy 2z LET, [FANASZ—0FIR (Select
Providers) | ¥4 7 a JRERENET,

2. 7 VUwZ LT, EROINOT o (X —%E
WLET,

3. &R (Select) 1227V v7 LES, [AFA Y
RALDDIERR] XA T a7 Ry 7 AR F
TO

e) [f~1F (Save) 127 Vw7 LT, REERFELET,

RDBERY

Z 3T, APIC TACACS+ #ERFIEIZFE T C9, KIZ, RADIUS — — 43 25613,
RADIUS ® APIC Z#%E L £,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



Cisco Cloud Network Controller Dt ¥ 1) 7« |

B raous 75 £ 2 Ao cisco Cloud Network Controller (4

RADIUS 7 & t X H® Cisco Cloud Network Controller D #& ik

188 BRI
* Cisco Cloud Network Controller 14> 7 A > T9,
¢ RADIUS Hh—_"—DAHR A M EFIXIPT LA, R— b, BIOF—2fHATEL 2L,

* Cisco Cloud Network Controller EFlT > R A > b Z)—7FNHH & £,

AFwF1 CiscoCloud % v hU—2 @ hr—7 T, [RADIUS FHA/NA 4 (LDAP Provider) ] #/Emk L %7,

ATy T2

a)
b)

¢)

d)
e)

A=a2— =T, [E¥E (Administrative) 1> [623E (Authentication) ] Z#ERL £7,
TEE~A T, [FRINA Z— (Providers) | ¥ 7 %27 Vv 27 LT, [7Y<3> (Actions) | ke v~
Ao s )y 7 LT, [FRINA Z—DERL (Create Provider) | 28R L £7,

[FO/14 Z—DERL (Create Provider) ] %A 7 0 7Ry 7 ANFRINET,

[RR /P 7 KL X (Host name/IP Address) 17 4 —/V KiZ, 7 r/Xf X —DHRA NL/P T KL &
EANTTLET,

[E%BA (Description) 17 4 —/V RiZ, Za A X —DitHEZ A LET,

[24 7 (Type) ] Kuv 7 & UA &7 1Y v7 L, [RADIUS] 2R L £,

[E%%E (Settings) ]'EZ > a > T, [¥— (Key) 1. [[KR—k (Port) 1. [ZRBEEZ'A k3JL (Authentication
Protocol) ]. [# 4 L7 b (Timeout) ]. [B&{T (Retries) ]. [E¥ EPG (Management EPG) ] %
FELET, A% (Enabled) F7-13 &%k (Disabled) OWF g [H—/N—EEtR (Server
Monitoring) ]iZxf L CiER L £7,

RADIUS ® [R5 A > RAAL UE/ERR L E7,

a)

b)

<)

d)

AT TAarzr7 )7 LET,
[41>F> bk (ntent) | A =2 —BERINET,

[41>FT2k (ntent) 1B R Y 7 ZADTFICHD Ray 72y RAllZ7 Vv 7 L, [BE
(Administrative) | Z#R L F 7,

[Intent] A = = —|ZEFHA T a DU R MREREINET,

[41 T2k (Intent) | A==—® [EE (Administrative) 1|V A T, [BTA4 Y KA AL DER
(Create Login Domain) ] #7 U » 27 L&,

[A5 4> FAAL DR (Create Login Domains) | Z A 7 1 7Ry 7 ANFRENET,

ROy RALEATa TRy 7 AD7 +—L K (Login Domains Dialog Box Fields) ] D7 —
T A D ENTHT 4 —/V RICHEZREE AT L, fiAT LETS,

[Fa/857 « (Properties) ] £ EA
=
Z2X:01] aJAy RAL L DO4HIE A LET
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| Cisco Cloud Network Controller D+ % 1) 7 «
Cisco Cloud Network Controller ~@ RADIUS & & Uf TACACS+ 7 ¥ = X FA®D Cisco Secure Access Control Server D15k .

[FO/3F 1 (Properties) ] ERBA

2 B 074y RAALOMAZANLET,

Settings

Realm Roy 720 X =a—7»b RADIUS 38R L
EJean

734 % (Providers) PRSP Bk et 27N RV Y el g

1. [FanNA F—n:EmM (Add Providers) ] %27
Vw27 LET, [FTANAZ—D1ER (Select
Providers) | ¥4 7 a ZRERENET,

2. 7V w7 LT, EMOFNDOT ag B —7ik
RLET,

3. [&EIR (Select) 127V v s LET, [BTALY
AL VDER])F AT 7Ry 7 AR £

TO
e) [fR1F (Save) 127 Vv 7 LT, REERFELET,
RDZRY
ZH T, Cisco Cloud Network Controller RADIUS ##/% FIEIZ52 T T4, &IZ. RADIUS #—
ZRELET,

Cisco Cloud Network Controller ~0) RADIUS & & U TACACS+ 7~ X F
@) Cisco Secure Access Control Server D ¥k,

[Cisco Cloud Network Controller == = UV 7 ¢ 5% 1 | (Cisco Cloud Network Controller Security Configuration
Guide) 1128 % [APIC ~® RADIUS 35 L T) TACACS+ 7 7 2 A | @ Cisco Secure Access Control Server O
i% (Configuring a Cisco Secure Access Control Server for RADIUS and TACACS+ Accesstothe APIC) | &7 v =3
YEZRLET,

LDAP Access DHERK
LDAP BEICIZ2 >DOF T avinidh v F£1,

* Cisco AVPair DR E
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Cisco Cloud Network Controller Dt ¥ 1) 7 1 |
B cisco AvPair %R L 72 APIC 7 & £ 2 i) Windows Server 2008 LDAP (3% 5

*CiscoCloud *v hU—27 a2 ha—F CLDAP /V—7 < v &R T 5
WDY 7 2a A, MO A 7Y a VOFMEREENTHET,

Cisco AVPair Z{# /A L 7= APIC 7 % & X FH® Windows Server 2008 LDAP 0) %

Cisco Cloud Network Controller Security Configuration Guide?>[Cisco AVPair i L7z APIC 7 7 £ A D72
@ Windows Server 2008 LDAP ™% E (Configuring Windows Server 2008 LDAP for APIC Access with Cisco
AVPair) [EZ7 v arEZRLTITEEN,

LDAP 7 7 2 A M 1= @D Cisco Cloud Network Controller M #& ik,

1R BHHIIZ
* Cisco Cloud Network Controller 14> 7 1 > T3,

« LDAP h—"DHRA M EILIP 7 KLV A, A— k., /S FDN, X—2 DN, BLN
NAT—REFHEHTELZ L,

» Cisco Cloud Network Controller HFl > KR A > b Z/L—TRRHTE £,

AT w71 Cisco Cloud Network Controller T, [LDAP FO/N4A & (LDAP Provider) ] #{Ep L £,
a) A==a— —T, [EHE (Administrative) ]> [FBEE (Authentication) ] Zi®IR L £,
b) {E¥E~A T, [FAINAHZ— (Providers) | ¥ 7 %27 Vw27 LT, [FY¥3a> (Actions) ] K v~
s )y 7 LT, [FRNAZ—0DR (Create Provider) 1 Z3R L £7,
[TR/NA F—0OERK (Create Provider) | ¥ A 70/ ARy 7 ARFRINET,

¢) [RAXK£/NP 7 KELZR (Hostname/lIP Address) 17« —/L RiZ, 7B/ A X —DRANL/IP T FL A
EANTTLET,

d) [E%BA (Description) 17 4 —/V RIiZ, a4 Z—D#FBHE A LET,

e) [24 7 (Type) | FuyF&Z VA R227 ) v L, [LDAP] Zi#R L £,

f) /N> KEDN, A—XDN, /SRT—F, R—F+, B, Z41L32 847, BLOEEEPG #{EE L
e
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ATY T2 LDAP O O A Y RAAL Y B{ERRLET,

a)
b)

¢)

GE)

LDAP 7 & + 2 (1= 8 ) Cisco Cloud Network Controller O [

e /34 2 K DN iZ. Cisco Cloud Network Controller 75 LDAP ¥r— X Za 7 A4 3T 57-DIZ

fiEFH3 % X759, Cisco Cloud Network Controller /X, 774 > L X9 EF5HUE—
b 2= —DRFEZZ DT I RN L E3, ~X—ADNI(X, CiscoCloud Network
Controller 23 U E— b 2—H#— T H v MM T 5 LDAP — "D a7 F4 L
AT, ZAUINAY— RBMGES D5 T, 74 /v ZZ4EH L T, Cisco Cloud
Network Controller 7% cisco-av-pair |2 H T 572 DIZER L TV D EiEE o £,
Z Ui, Cisco Cloud Network Controller Cffi 9% = — W —F8GE & 1V Y4 TH A RBAC
7 —/LREENFET, Cisco Cloud Network Controller 1L, Z DJEMEE LDAP H— 3015
FRLET,

[BHE] 74— F kO BbWTnEALLET,

s LDAPY— 3D
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[Work]~¥A >, [Login Domains]¥ 7% 7 U v 7 L. [Actions] K&t v 7 X %7 V2 LT[Create

Login Domain] % & L £ 7,

RO [Ty RAL U EATa TRy 7 AD7 4 —/L K (Login Domains Dialog Box Fields) | 7 —
TMZY A R ENTAT 40— RICEGIREEZ AL, FITLET,

[FO/3F « (Properties) ] 5 EA
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Z2n) a7 A v RAAL U DL4FTE AT LET
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Settings
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R
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2. 7V w7 LT, EMOINDOT a2 —7%E
RLUET,
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AL DDER] XA T a7 Ry 7 AR %
ﬁ‘o
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FREZ A 1. 7 AgZ—n @M E LT CiscoAVPair Zfifi
AL THESNTWDEAIL, [CiscoAV RT
(Cisco AV Pairs) ] #iERL £,

2. 7ugZ—nEHE LT memberOf Ci%iE
SN TWAB AL, [LDAP Group Map Rules]
BN L E7,

1. [LDAP JIL—T < v 7 JL—)LODEM
(Add LDAP GroupMapRule) 127 U v
JLET, ¥AT IRy I ANRERS
AIET,

2. vy 7 ORFEERA (FFvar) BL
RTIL—T DN ZIEELET,

3. [E¥2UTq FASLDEM (Add
Security Domain) | DREIZ®H D [+] & 7
Vo7 LET, AT RIRY T ANRE
RENET,

4, [H1%Z27 Vv 27 LT, [B—=JL (Role) 1™
AATB L0 —vo [#BR (Privilege) |4
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5. Xbliia—vEBNT 521, FIE4 %
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SAML 7 - = X FH® Cisco Cloud Network Controller M #& ik
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About SAML

Refer to the section About SAML in the Cisco Cloud Network Controller Security Configuration Guide.

Basic Elements of SAML

Refer to the section Basic Elements of SAML in the Cisco Cloud Network Controller Security Configuration
Guide.

Supported IdPs and SAML Components

Refer to the section Supported IdPsand SAML Componentsin the Cisco Cloud Network Controller Security
Configuration Guide.

SAML 7 - = A FH® Cisco Cloud Network Controller D&}
A\

GE) SAML ~_X— 2 OFFEIX Rest (12X 5 D TiL72 <. Cisco Cloud Network Controller GUI @ - |Z
T DHHDTT,

1ah SR
« SAML —""— R A ML EZIZIP T RL AL IdP A X5 —X D URL 2 T £,
« Cisco Cloud Network Controller FHLT > RiRA > b ZA—T7 A TE £,
s ROBGEZITVET,
o IEZIFHT & NTP
« GUI Z M [l L7z DNS 7" B3 A & — DR

o GUI Z{# /] L 7= Cisco ACLHTTPS 7 7 B A1 A % LEFFAEDHRE

AT w71 Cisco Cloud Network Controller T, [SAML 034 % (LDAP Provider) ] Z/Emk L £,

a) A==o— —7T, [E¥E (Administrative) 1> >[325F (Authentication) %R L £,

b) [E%£ (Work) ]731 » T, [Fa/NA & — (Providers) 1 %7 %27 Vv 27 L., [72 3> (Actions) ]
Rey 7 X2 Yy 7 LC[Fangd F—0ER (Create Provider) ] 23R L £,

c) [RRFLNP 7 KL R (Hostname/IP Address) ] 7 -« —/L RiZ, 7' BANAL X —DHRAM/IPT RLA
EANTTLET,

d) [ERBA (Description) 17 4 —/L RiZ, m AL X —OfE AT LET,

e) [#4 7 (Type) ] Fuvy7Hvu YA LE27 U v 7 L, [SAML] 3R L £,

f) [EX%E (Settings) ]A > C, WOFIAEEZETLET,

oIdP A #5—% URL #$5E L £,

+ ADFS O34, 1dP * %5 — % URL [ https://<FQDN
of ADFS> /Feder ationMetadata/2007-06/Feder ationMetadata.xml & W9 FERUT 72 0 £,
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«IdP A X T —X O URLIZT 7 BATHMENRD HGAIFE, A2 T—4 URLDHTTPS 7B+
(HTTPS Proxy for Metadata URL) Z#hk L %9,

«IdP X7 T A _X— b CAIZ X » TEL SN=5E1E, [BBSE/ (Certificate Authority) ] 2 3%R L %
7

e Ry rHxwr JR G, [BE7ILT Y XLBIEL—HF—ER (Signature Algorithm
Authentication User Requests) 12BIRL £,

«SAML FREIERDEL. SAMLIGEAYvE—CNDEL, SAMLIGEDELZT7H— 3>, SAML
TH— a3 ORBREIEEEDNCT AL, Fov IRy 7 A% AT LET,

g) [fRTF (Save) 127 Vw7 LT, REERFELET,

ATV T2 SAMLOR T A RAAL UEERLET,
a) A=a—  —7T, [E¥ (Administrative) ]> [FREE (Authentication) 1Z &R L £,
b) EESA VT, [ATA4Y FAAL Y (LoginDomains) 1# 7 %27 Vw27 LT, [72 3> (Actions) ]
Key7Zora70y7 LT, [ATA4Y FAL DOYER (Create LoginDomains) ] Z5&R L £,
) MO [mTAYy RAL U HEATa Ry 7 ADT 4—/L K (Login Domains Dialog Box Fields) ] ®7 —
T A S ENTET =)V RICHEGIREEZ AL, FATLET,

[ZB/87 « (Properties) ] £ BA

3

ARl RrAy RAL v OL4RTE AJLET

B nryAy RAALOFHEATILET,

Settings

Realm Ky 77Xy A=a2—n5 SAML Z&R L £
R
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Okta T SAML7 T 5 —3 3 w0z |

[ZB/37 1 (Properties) ] EHEA

a4 % (Providers) TN, =R T AT

1. [FRNA5—0EM (Add Providers) | %7
Uy 2z LEd, [FANS Z—0FIR (Select
Providers) ] ¥4 7 u V7 RERRINET,

2. 7V LT, EMOFNDOT a K —7%ik
RLUET,

3. [#EIR (Select) 127 Vv LET, [RTLY
RALVDER]) XA T 7Ry 7 AR £
j—o

d) [fR%E (Save) 127V v/ LT, REEZRGFELET,

Okta CTSAML7 )5 —S 3 >V DRTE

Cisco Cloud Network Controller Security Configuration Guide ® [Okta DSAML 7 7°U 77— 3 > D% E  (Setting
Up a SAML ApplicationinOkta) |7 v a v 2 &ML T 72 &0,

AD FS T Relying Party Trust D% &

Cisco Cloud Network Controller Security Configuration Guide®[AD FS TOFEAEF|IHEFHEORE (Setting
UpaRelying Party TrustinADFS) £ 27 3 U A2Z ML TS 7EE0Y,

HTTPS Access D&k

Z ZCiX. HTTPS Access %7 2 HIEIZOWTHA L £97,

HTTPS 7 7 £ X122\ T
ZOFFIL, Cisco ACI T 2O HTTPS 77 £ ADH A X LFEAELZFRET 5 LR
R LET,

FEMIC OV TIX, @ [Cisco Cloud Network Controller Security Configuration Guidel] @ THTTPS
Access|] DIEHZZIRL T 7E SV,
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2— RFLTA YA N—ATAHLENRHY T, /L— b CAGEBEFHIMNIIZIE CSR 24
BT ATEODICHETIIH Y FHAD, VAT, L+ 5 CAKEIE CSR ~DE 4
WA SN D EWOBIOAR—EH 2P <7292, CSR 24T DB/ — b CAFFHEN L
B9, Cisco Cloud Network Controller 1%, 55 SN=FEBHENRREINTZCAIZ L - TEH
ZENTWAZ EaERLET,
s BH SRR EOAERICFE UARX— L B — &2 AT 5I121%. ROHA KT9A4 0%
W72 T HLERH Y F£9,
e D CSRITIEF— U UV IINORE X — L XTI 5 AR —NEFNTNEHT0D,
JLD CSR ZHMERFT O ERH D £7°,
*CiscoZ/ 7V R Ay hU—27 arbo—7 CARS— B —Z2FHHIT5E
X, TCOFFHEICHEH I NSO LE U CSR 2 Ef SN EICHEET A ME
N0 £9,
B SN AFAEICE UAB S — L B F— 2T 28581, ©ox— U v 7 %2H|
FRLZ2VWTLZE, F— U U7 &HIBRT S &, CSRTHH SN TV 5 BELE S —
NEEBIICHIBRSILE T,

e ARy KRB0 1 DOHFAER—ZADNV— OB ET VT 4 7T AN TEET,
e ZDV IV —ATIL, 7 74T v FMEHERGEIVAR— SN TWERA,

GUI Z{£f L 7= Cisco ACIHTTPS 7 7V L AR A X 2 LFEFAZE DR TE

WY ZRRRRE R ZER T E 2 £ 912, B TE 2iEHEFEZ UG 22 E L £7,

1R BRI

HE AU A AOAREER S DT, AT F U ARFHIZORZ DX A7 2FTLTL
72E0, Z OEEFIZ Cisco Cloud Network Controller 9T Web ¥r— 3O F L E) A3 T X
AET,

ATFYT1 A=a— N—T, [EE (Administrative) 1>t F 1) T« (Security) ] Z3&R L £,
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ATy T2

ATvT3

ATvT4
ATwv TS5

ATvT6
ATy 71
ATvT8

ATvT9

ATv710
ATvIN

ATV 712

ATy 713

ATv 714
ATvT15

ATv 716

ATvT11
ATv 718

ATv 719
ATv720

GUI %A L 7= Cisco ACIHTTPS 77 £ 2 AH 2 4 Lt EnZEE [

[TE¥ (Work) ]34 > ¢, [EEBAEERELS (Certificate Authorities) 1 # 7% 27 Vw27 L, [7HU 3>
(Actions) 1 Kre v 7 X %7 Y v LT [iEBAERARDER (Create Certificate Authorities) ] %%
RLET,

[FEEBRESREL R DYERL (Create Certificate Authority) 1% 7 a 7K~ 27 ZAD 4/ (Name) ] 7 4 —/L K
GZ\ utuul“t)%@% Al %f]\jj L/iﬁﬁo

[A#& (Usedfor) 17 —/L FT[YRATL (System) ] iR L £7,

[Eﬁﬁﬂiﬁ" T — 2 (Certificate Chain) ] 7 + —/L RC, Cisco Cloud Network Controller ¢ FiE B #5384, B>k

(CSR) IZEBAT HGEROTRFEAE L Lv— FEFEL 2 — L £ 7, FEP#FIL, Base6d = a— |
xam(am)ﬂﬁf%éz%mhwiﬁo*W&%%ﬁwaCAa%%®%mﬁﬁémifoﬁ@%
DI FT,

[R1F (Save) &7V v 7 LET,
A=a— N—"T, [EE (Administrative) 1>t¥21 "7« (Security) | Z=IN L £,

[E¥ (Work) 1934 T, [F— U2 (KeyRings) 1% 7 %27 Vw7 L, [TZ73a> (Actions) | K
ayFE ARy LT [F— )T DOER (Create Key Ring) | &R L £,

[F— V2T DR (Create KeyRing) 1 %A 7R 7Ry 7 AT, [4R] (Name) ] 7 4 —/L KiZ¥— U
Y DO&4RTE AN L, [ERBA (Description) 1 7 ¢ —/V RIZEHAZ A LE T,
[A#& (Usedfor) 17—/ RC[L AT L (System) | &R L £,

[FEBREZEREEA (Certificate Authority) 17 +—/V R C, [REBAEREERDZER (Select Certificate Authority) ]
%7 ) /7 L\ JJ\HU ﬁzﬁkbf\_munﬁﬁ%%?ﬂbij‘

[f6#% ¥— (Private Key) 17 4 —/L R T, [FRF—DERK (Generate New Key) | £7-1 [BAFDF—D
4 >R— bk (Import Existing Key) 1 #®R L £, BEFEOF—D4 >R— b+ (Import Existing Key) ]
IR LA, [MEBEX— (PrivateKey) | 7% A2 Ry 7 RTEXF—%2 A LET,

[EY25X (Modulus) ] KRy 77X OV NHEV 2T AZRIRLET, A=a—

[Certificate] 7 « —/L FIZIZ, 2> T Y EBMLARNTZEN,

[fR7FE (Save) 127V v 7 LET,

[Work] ~~ > @ [Key Rings] #HI CTix, {Epk L72F%— U > ZIZ%F9 % [Admin State] |Z [Started] & Fn S
nEJ,

ER LTz — Vo 72707 ) v 7 LT, MEE (Work) 131 25 [F— U 7] [key_ring_name]
AT T Ry 7 A& ET,

[fE%E (Work) 1A > C, [REBAZEERDERL (Create Certificate Request) 1 %2 V v 7 LE7,
[fE¥RH T3 (Subject) 17 +— /L KIZ, CiscoZ 7V K Fv hT—7 ar ha—F D&M KA A
>4 (FQDN) #AJJLE T,

VTG U T, RV D7 4 — )V RIZADLET,

[RTE (Save) 127V v 7 LE7,

[Key Ring] [key_ring_name] % 1A 7 a2 7R v 7 ANRFRINET,
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[HTTPS] E¥ 7 « v RO DKRET A 2% 27 U w7 LT, [HTTPS &% (HTTPS Settings) 1% 1 7 1/
Ny 7 ARRLET,

[BEX— 1) >F (AdminKeyRing) 127V v 27 L, UBNZIER L% — U v 7 ZBEfAHT £4,
[fR7E (Save) 127V v 7 LET,
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FEROFITIE, TV A= ar a7 A A2FRIO— (EEE) ko TIERR ST
WETH, HIROZV2—3 (IR EDEF=2U T 4 RAAL TR L TR —) 1,
TN =g TadrANIET T = a a7y A N2OWM T ERRTEET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



7o eZA0HIR |
B reac—n

RBAC /L—JL

Cloud Network Controller Cl¥, B#—/L_X—X 77 A 2> ha—/L (RBAC) Z/r L T2—H D
/U TT 7 AR EINE T, 777V v =PI FICBEEMT b T E
j—o

e — /LD v b
e — LT L DR AT T R L, BeAH FHH, EIEHARRY /AL

c A—PNRT 7B ATEHEHERY U — MIT) D—# 250+ 515 Eovrda U7 4
RAA Y 2T

Cisco Cloud Network Controller I%, BSR4 7V =7 b (MO) L~ULTT 7 & ZHER % B
LET, HERIZ. A7 LANOREDKERRICKTT 27 7 & A% FFA £ 72 13HIR 2 MO T,
Tl ziE, 777V v VHEERITHERE Y T, 2oy MI, BT 7 7Y v 7 ORIk
T DT _RTHOAT Y= T Cisco Cloud Network Controller (Z & » TERE S ET,

o— VIR hOBEESTY, 7o 2E, EEE ] v—n 17770 oo & 17
FU R X2 VT 4] ICHTDHIHRE Y MICRESINLTWDH E, EEE] n— i3z 77
Uy O T o b X2 U T 4 ICHST 2T _RCOF TVl h~DT I B AMENRH Y
7,

¥ U7 4 KAA 0L, Cisco Cloud Network Controller 47 ¥ = 7 MNEJEDRFE DY 7
V—ZBEfT T o2 7T, mExX, 7740 FOTF 2k Tecommon) (21X K AA
B 7 common MFFWTWET, FIRIZ, kR KA AV Z 7 a11 DA, MIT F T Y
U—2fngEnEd, FHEIE MITA 7 V=7 NEBICHAZ L RAL v 275804
THIENTEET,

I—PFERER LT —AZEY Y TTH, TZ7EAMETIENCRVETA, 1 DU LEOEF 2
VT 4 AL NCFDOZ—FEHEND Y TEHZ L EMNETY, 574/ hTld. Cloud Network
Controller 7 7 7 U v ZIZIZFRIMERR SN2 D 2 DDORFERIE AL U EENTWVET,

« All : MIT &K ~DT 7 & A& ]
A TT T TV TIRARI O —RED, 77TV I AV TTANT I F ¥
DFTV 27 FBIOY TV Y —~DT 7 & A% HFA]

Cisco Cloud Network Controller IX., KD AAA @ —/L R EZ VR —F L CTWET,

g Bz
o—)L: &1
admin TRTCOT7 77V v 7 DEE~D TV T &

Aafeft U4, BEEMERIT, Tothod
NTOMREZMAEDEZbD L HRINE
R

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



| 77 €x0%IR

reac L— ]

15HE Bl
O0—JL : aaa
aaa RNV —OFRFE, FFrl, ThooT 407,

A VIR— MNT 7 AR— FOREHEA SN E
R

Role: access-admin
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TR R— PRECHENSNET,

access-protocol
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EHENET,
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CoPP 5 LN QoS IZBhE# T A AR Y v —DER
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fabric-connectivity

777 Vv Tr—hv=T, BIOHEA
RY =D A ¥ 1~3OBRIHENLET,
RY =B ANDOHBEWES D120 DEE,
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F—Hr AL —2 g OEBICERESNET,

A—JL : nw-svc-params

nw-svce-params

LAY 4~ LAY TOY—ERARY > —DF
IR SNET,

Role: ops

ops

REINTWVDERY U —DFRRIEH I E
T (RUV—D T TNy a—T 4 T
E) o

A—JL : port-mgmt

port-mgmt

J—=FREtXa2UT7 4 RAALTHID Y TS
IR EnEY, £, /S —Fr—nx
Fotxa 7T 4 FASL L O2—F—(F,
port-mgmt DR —/L&FFD KA A > a11 IZEV
MTHMENDH £7,

Role: tenant-admin

aaa

RV —OREE, FFAl. TAD T 47
A UR— NI AR— FOBREHEN S E
R

access-connectivity

A2 T7TTOLAY 1 ~3 O, 77> b
@ L30ut TOFFIIN— MR, EHA 7 T
ARV —, TF > b ERSPAN R U > —IZfE
SNET,

access-equipment

TR R— PREHEHSNET,

access-protocol

A 77 AKNZ27F ¥, NTP, SNMP, DNS,
BIOA A—VEBRAOTZ 77 v 7 2ED
RIv—, BRI TAZ R —T7 57—
LT R —7p EOBMERED T 7 & A
RY—TLAY1~3D7 1 b aLEKic
EREET,

access-qos

CoPP 3 LT QoS IZBiH 3 57 R Y & — D2 H
WEHSET,
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777 Vv s, Tr—AU=7 BLOEA
R —DLA Y1 ~3OMRICHEHAL £,
RNY o —BAORBEELHET DD DEE,
BIR) =T vF AL AL vFD
ThRIvI oz, gl BEXOA A=Y
BTHRY O—% AR LET,

fabric-equipment

V=T 2L v FBIRANSA, v AL v FDT
NIwvo hoos, 2, BIOA A—VE
BARY IS ET,

fabric-protocol

Ty 7V I TOLALY1I~3D7a hain
REp%. NTP. SNMP, DNS., BX A A —T
BO7 577U v 7 2ROKRY > —, ERSPAN
BIOEFEEZAaT R v— BLXO7 77—
Az TEBHO RN L —2L— FBIORZ R
RAVE FToF TR —IfEHENE
S
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EL TV MREOERIMEN S NET,

tenant-protocol

TFURFOLAY1I~37 1 ha/LORERK,
TFo bk PL—ZAb— kKR v—, BIW
Ty —ALUxT R —DEXIALT 7E X
WA S ET,
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TF 2 F D QoS IZBE LR EITHEH S E
R
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Thrhoar T NMIEET ARECH
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tenant-ext-connectivity
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WREDEH, TNy 7/F=2 ) T IF TP —
NARY —,

tenant-ext-protocol

BGP, OSPF, PIM, IGMP 7¢ & D7 >
HLA¥1~370bharoEil, BLXOh
L—R/L— k. ping, oam, eptrk 72 & DT /N
TIe= ) o TIFdT =R — A
SNET, #@BFE., 77—V =T R T—D
EBXIALT 7 RZOIMEH L ET,

tenant-network-profile

Xy NT—7 a7y A VORI L OER,
T RERA v N TA—F ORI I OER 7
E. 7TV MREOEHIZHEAINET,

tenant-protocol

TFURFOLAY1I~37 1 k)LD,
T+ b PL—Z2b—kK R — BIW
Ty —AhUxT R U—DEZIART A
WA SR ET,

tenant-qos

7 hD QoS IZBE T DR EICHEH S E
R

tenant-security

TFr O NT T NMIBEET SR TICHE
AEhExd,

B AR LHERRIE, AEEOMO V7 7 AZE DY THZ LN TEET, 2D AKX LHEFRZS Cisco
Cloud Network Controller GUI IZFE /RSN E T, TN HDH AHX LEROWT N T T AE
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RBAC L—)LIZIX 2 DDH A TNH Y £97,
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N
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BEWER Y ) —NO R DESAFET H2—FIcxt L, RBACHANZ XV AT V=7 R &R
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ZENRTEET,
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U —DOERICEN R E L £,

» Cisco Cloud Network Controller DHfi|fRff& KA A %, 757U K VY —XTEVAR—H&
NTWEREA, D2FV., HBHIRATE FAL D2 —P1%, BORIRNE FAL L Dz2—
FIZK S THERENTZZ FU R U Y —RAERRTEET,

Cisco Cloud Network Controller GUI Z{$£F L 7= RBAC /L —
ILDVERL

OB a T, GUIL AL TRBAC V— VA2 ERT B FIEIZHOW T LE 1,
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FHAL, ZOFIH (FlH4) ZEHL TS DN I, APLZH L TRETEE T,

48 HHEIIZ

X2 UT 4 RAAL UOIERGEMR Z A 71225V, [Cisco Cloud Network Controller GUI
ZHRALIZEX2Y T 4 FALCOER] Z2BRLTLES VN,

ARTYT1 AVTFUoNTA2r% 70y 7 LET, [Tk (ntent) | A=a—RNFRINET,
ATY T2 [IntentlffBR v 7 ADFIZHDH Kuy 77Xy KHl%Z 27 Y v 27 L, [Administrative] & 38R L £ 97,

[>Tk (ntent) | A==2—ICBBA T a O XA MRERRINET,

ATy T3 [MoT2 bk (Intent) | A==—@ [EE (Administrative) ] U A +225, [£F 2T« (Security) ]>
[RBAC JL—JL (RBAC Rules) ]1>[RBAC JL—ILDYERL (Create RBACRule) 142V v 7 LE7, [RBAC
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DN fEZfEH L £,

ATYTS EX=a2 U7 FAALUEEIRLET,
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DiEIR (Select Security Domain) 1 %A 7 a2 Ry 7 ANRERINET,
b) [EFa)Ta4 FAAL2DER (Select Security Domain) | %A 71 27 ¢, ERDOIDOEF2Y T 4 R
AAEZ Y w7 UTRIRL, [#IR (Select) 1227V v 27 LET, [RBACIL—ILDERK] XA T a2
Ry 7 AR £7,
ATV T6 [EEAHEHT] 74— /LT, [[EWV]Z227Y v 7 LTEZIAALEHFTT I, [WNR]EZ27 V7 LT
EZIABETAILEE A,
RTw T BENKDSTZL [Savel 27 U v 7 LET,
GE) BRI RBAC IV — IV EERL LT, £X 2 VT 4 RAAL AZEI Y Ton-2—Wid, LU
2 (ObjectStore 7°H) EFRSNIZT SV r—va b ZD1FORhEFRRITEET,
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BEOE L DEREMEEE
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AWS F 7213 Azure NMEHET DY — AV EEH LT, 79U K a3 qf 4 —@ GUI TERA SN
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BRLUIMHERE 7 70 RV A NOFEBEORERNFEH U 25/ EMERH Y £3, Tzl
DIXLHOX LFEONET,
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BUIHER SN b D L OMOEX 2 VT 4RV — (2 T 7 ) #BROAR—EE2 R L
F9, WKOIXOLDEDORTFIIT 74V FTHDNI > THY | HEROIX S SEIFHIL. EPG,
VRF, BLURLA¥4DLDHLAVYTOV—ERTTTIRT X T INTWNDENE ) DIZEHR:
{HEHTEET,
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S ‘éll's'élé‘ Cloud Network Controller @ TR

. ¢
© Dashboard Drifts ;
@ Topology

Detection Summary

& Cloud Resources

Unmanaged Objects Obijects with Drifts Last Drift Check ©

3 Application Management 236 3 Feb 16 2023 04:14:55pm +08:00

£ Operations
O Infrastructure

Filter by atiributes
1% Administrative

Object t status © Drift Type © Last Configuration Update ©

brown2 Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
brown3 Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
context-[vrf2]-addr-[10.119.0.0/16] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
ctxcidr-[10.119.0.0/16] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
ctucidr-[10.129.0.0/16] Unmanat ged Extra Object Feb 15 2023 04:57:13pm +08:00
ctxcidr-[10.198.2.0/24] Unmanat ged Extra Object Feb 15 2023 04:55:39pm +08:00
ctxcidr-[10.198.3.0/24) Unmana ged Extra Object Feb 15 2023 04:55:39pm +08:00
egress-[-1]-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
egress-[-1]-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
egress-[-1]-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
egress-[-11-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00

SECHONTIE., R RU 7 DAL o _—VIT7 723 3263—) | BB T
<TEEV,

W DX DD E DHTIZIE 2 DDA H Y £7,

* Cloud Network Controller THik S4L, 77U K 777 U v ZIZEBIND TEDT T
777Uy 7 BEENEYNEH S IE Lo

ZOFUFE, 7T v RIZEBT& 722) - 72 Cloud Network Controller D = — 3 —& ik —
F—, VU R Tu M X —HOBEGRE X APIOME, /2137 7 U REHENT Z
U RTaANL F =D Ul CEEEF 2T 4 — L EFECTHIBREZIIEE LG E 105
ETHRHEMENRH Y 9, BRI T THRE L TV SHERKIL, Cloud Network Controller
777V 7 ICMEEG S E TR SV £,

7T 7 RIZHET 525, Cloud Network Controller 7> 5 BB 5 Z & Z & X L CW VBN
ORERRIZH Y F3 02

BT F VA LRERIZ, 2, R EIZAPIORER S 2546, /2137 7 v REH
FEWI T R Ta g X—p Ul CEHZBENOEX 2 U T 4 —/L& FECTER L7-HE
WCRAETDAREERDH Y £3, BEFO, BRI TORWERTIX, MENRAET S HE
HRH Y FT,

BREFYIDRFDAS D R=DIZTHERT S

Hp Y 7 MEBRAHE—O [FY T b (Drifts) ] X—JIZE S TWET,
[FUZ b (Drifts) ] ~—>i%, RofF@zEMds-olcflshEzT,
ADPHIR SN E D D EHERT DI
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AT w1 Cloud Network Controller GUI (22 74 > L E£9,

2ATFv T2 KkONEL

TR R 7 hDRA A R=VICBEILET,

[25% K 1)Y—2X (Cloud Resources) ]>>[K 1) Z k (Drifts) ]
MAESNEZ[FYZ b (Drifts) | X—YRFRENET,

Al
cisco

@ Dashboard

@ Topology

Cloud Network Controller @ Q P =wnd o2

Drifts (]

Detection Summary

& Cloud Resources

o Application

£ Operations

Unmanaged Objects Obijects with Drifts Last Drift Check ©
WANE R 236 3 Feb 16 2023 04:14:55pm +08:00

O Infrastructure

Filter by attributes

£ Administrative

Object + Status © Drift Type ® Last Configuration Update ©
brown2 Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
brown3 Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
context-[vrf2]-addr-[10.119.0.0/16] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
ctxcidr-[10.119.0.0/16] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
ctxcidr-[10.129.0.0/16] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
ctxcidr-[10.198.2.0/24] Unmanat ged Extra Object Feb 15 2023 04:55:39pm +08:00
cidr-[10.198.3.0/24] Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
egress-[-1]-[0]-[0]-(0.0.0.0/0] Unmana ged Extra Object Feb 15 2023 04:57:13pm +08:00
egress-[~1]-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00
egress-[-1]-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:55:39pm +08:00
egress-[-1]-[0]-[0]-[0.0.0.0/0] Unmanaged Extra Object Feb 15 2023 04:57:13pm +08:00

[FYZ bk (Drifts) 1=V Tk, 777V v 7 NOEROBEOMEL2HERETEET,

[ DHE (Detection Summary) ]O= Y 7T i FHXRETITERRNGHN DA TV 27 & LTHRE
SNTAHERL R Y 7 P OB, B LU Z ORFRA R ICER SR OMEN TR SN E T, EHEHO X
A LAZ T RHONGEIE, ZOBEEOL L ;25)6 [B#F] 7 A =2vZ227 ) v 7 LTIEREEHTEE

B

ATv 73 RHEDOBE (Detection Summary) ] =V 7 FORDOIEHRZHERA LT, RO KV 7 &2 RO £,
AT b R RY T NMCBEET AT V= MBI A EREZRME L 9,
e AT—AR[RT—RR (Status) |FNCEKREINDHEEEDOHDH S EF I ERMERITRLET,

e rransient (IX) : T OHERERNRE THD AREENEHWRY 7 8, 777V v I NEET D
FTRHOZLEEZBEIOLET, IE5 0L, ROWEKOTEFHBIZ BRI T L 5eEnH 0 F
‘a_‘o

s presumed () : —HFITHIHALEZE I TRWGEANHD KU 7k, REZEHRL, Fo-ox
P HEIIERD N T TN a—T 4 VT EITHIZEZRBEO LET,

eraised (B) : Z VT 472 KU 7k, CloudNetwork controller DAL Z feB L, BHE 4 5 [&E5E
FWRTHIEEBEIO LET, WA FREB T 5 L. Cloud Network Controller & 27 7 & K #—
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s RYUTZRBRATLUTFIE. [KUT k24T (Drift Type) |FNCERENDAREMEOH D S F I F 742
ET7,

®* Configuration : B LMk & %ﬁ%%@*ﬁ&ﬁklﬁ],ﬁ;q L72< fiéﬁﬁ‘é‘f@ﬁ§§)éx 70 R7Fag
HZ— A NONRET, EPG 7213 VRF ICEIET 28 KU 7 MR I ET,

crule : B L7t F 2T 4 L=l a T 7 bl UL SN THISN D L—L &R
FH LR DR DH D, 770 R a A F— A FOINFET, a2 bT7 7 MBS
MR NY 7 MER S E T,

* Extra object : Cisco Cloud Network Controller % /1" L CIERR S 722 72 BIMD A Xy U 47
Vxl FEFRRTDHEOIMHHAZILE T, Cisco Cloud Network Controller [, Z#IWHDA T V=V
FCRUZ MRHEFATLER A,

« Last Configuration Update : % (ZHERAS BT S 4L7- HRFICBI A s A fefit L £ 5,

RATY T4 BEECT, 74 NVZTIEREAN LT, RIRENTODIMWR Y 7 b7 o2 ) 7 LET,
a) [BRHEDOEE (DetectionSummary) 1=V 7D FICHE T 4 NVE{T%2 7V v 7 LET, DT 4 VE H
A TNETRSNET,
O EY A
* 27 —4 A (status)
* Drift Type
* Last Configuration Update
o H2
TANZITE LT A T BIR L ET,
b) RLEREFETE7Y v LET,
WKOFT v a B’ E7,

o= FEEHAET

) MERRNIT N ZAT%H7 ) v LET,

j_7o“/3 V@i\ Extra Object, Rule, }SJ:U\ Configuration VC“ﬁ_O %‘i?ﬁﬂﬂlob\“(li\ J:%E@ l‘U 7 I‘
RAT 74—V FOFBHAEZZRL T LI,
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B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



| o=
xELTWSaY +54 ragoER ]
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B R U 7 MIBET B HRA S HICRRINET, M (Details) ] 742> (L) 227V y 7358, 2
DOEFEDOA 7Y =7 MaFTOWYIZR 959 K v E>Y (Cloud Mapping) | X—YRNHBI TR RINE
D

FEDA 7V =2 MIETLBMOMR FY 7 MERIZOWTIE, ROE®Z v arzZRLTIES,
c RIELTWDH L bT 7 MEROHER (329 X—2)
« X% LTV % EPG HERROfERE (331 ~—77)
« K% L TW% VRF fRRORERE (332 X—2)

RELTWSOY T MERBDRERR

Z DOk 7 g T, Cloud Network Controller 2> SR L7228, 77U R 777w 7Y
VB STV W KGR E A HER T 2 FIEIC W TR L £,

AT w71 Cloud Network Controller GUI (21 74 > L ¥ 7,

AT9FT2 [7FTIH5— 3 EHE (Application Management) ]1>>[a > k5% k (Contracts) 127V v 7 LET,

ATYT3 Wl ar b7 NEXTAI Yy LT, 20ar bT 7 O BEE (Overview) | X—Ya%FRLE
R

ATV T8 BN TEEAF. [Y—ERXR Y57 (ServiceGraph) | = U TIZFERENDI Y —E R 7T 7HERICEE LT
<TEEW,
LAY A~LA T TOF—ER 75 TREHSRTOBHE S DIcEbLP, 2 h527 F FU 7 Mg

MEHAREICR Y £ L7, iYW TiE, TvA P40 LAY 7T —ERADER (199 *—Y) | %
ZIRLTLTEEN,

ATFY TS5 [959 KT YvEYY (Cloud Mapping) 147 %27 U v 7 L%,

959K IYEYT Ba—lif, ary 77 bEeENUBMERTDHIZTIUR U Y —AZETHTRTOE
WNFRENFET,

Contract s3-access

Overview Topology Cloud Resources Applicati Cloud i Event
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I va g ET, s valid, BRUEa VT MCET L EAENDOERE U A
FLIERERGENTWET,

« [BRHEDOBE (DetectionSummary) ]OFRIZIE, SN N 7 Fo%, Bl snzBR ST

FEDO I T U R U Y =20, BLOZ OERPEZICER SN ERHOMENERINET, 7EHE
WEOZ A LAZ T RNHNGEIL, ZOEROL EMICHD [BF 72052270 v 7 LTHE#RE
BHCTXET,

« [BEEA TP b (Related Objects) 1=V 7iZiX, 2 b T 7 NMIBEET L Z0MMOA4 7P =7 b
(A va—v—7 A X—0DEPG, 7 4 NFRE) BFERINET,

cHERDITE DX T —T T, 2 N T M A— AT AT R TOMEN —EERRINET, B
ML, BT 2Z2 2B L TWeR, EBEOZ7 77U v ZJHKICRKE L TWHTXTHhar 7
ARNWIZE R

ZORIIE, EHESNS T v ba R— M, EEICESEEDIP FFINV—T a v a—
~—& 7 u A X —D EPG, MO, MEEZMRT D720 OHERET 7 2 a Uie & OFEME SRR &
FNTHWET, HRODIELSETLIC, [AT—H R 74—V RICERELHESINLZT 7V a
DRSIET,

* Transient ({E&) : %JEOD*%EEQEﬁ)JET&)éﬂ‘ﬁg‘l\iﬁ)%b\ [N Ty TV I WRNEET D
FTCROZEEBEOLET, T 20X, IROWROTHHZRIC AR T Z AN H 0 F
R

e presumed (F7) : —HITHILEEZE I THRWEAERNHA R 7k, WREZEHRHL, X5-ox
DL GEIIERD N T TN a—T 4 VT ETHI L HBEIOLET,

*raised (&) : 27 U7 4 AN KU 7 b, CloudNetwork controller D A fignd L. B4 2 fEd
BHERT A L EBEIO L ET, WkAE BRI 5 &, Cloud Network Controller & 27 5 & K ¥—
ERMOBEOREEL R TELHENH Y £3, RENERELR2WESIX, 77 =01 hR—
fr 7 E2HRLTIIEIN,

[HRRENFE=259 K 1JY—R (Presented Cloud Resources) ] ®#(2i%, 7 7 v KTl S h

723 R_RCOV Y —RZHETIHERPFTRINET, ZOFRIT, FEDOI L NT 7 FDOEDIZITUR
TSN TWAL— a2 L) IHEETE 2 L9 I shTnET,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



| o=
xELTL5 e Em0wR ]

R% L TULVS EPG HERXDFERR

Z DOk 7 g T, Cloud Network Controller 2> SR L7228, 77U R 777V w 7Y
IR & TV 2 EPG 3% E & fEsR 35 HIEIZ W TRt L £ 7,

AT w71 Cloud Network Controller GUI (21 74 > L ¥ 7,

ATy T2 [7FT)Hr— a3 &EE (Application Management) ]>>[EPG] #7 VU v 7 L %1,

RTw T3 R EPGE X TN Y 7 LT, £®EPG D [EE (Overview) 1 X—T % FRLET,
AT T4 [V59K<TyETS (CloudMapping) 1 ¥ 7 %27V v LET,

[25 K< vyE>S (Cloud Mapping) ] B =—IZi%, EPG ¢ ZNMEHT D27 77 K U Y —RIZET %
TRTOFRNFRINET,

Overview Topology ~Cloud Applicati Cloud Mapping ~ Statistics  Event Analytics

Detection Summary

Configuration Drift Status Configured Cloud Resources Expected Cloud Resources Last Drift Check ®
() 0 Drifts Found 1 1 Feb 16 2023 04:39:55pm +08:00

Related Objects

curity Groups Provider Contracts Consumer Contracts
1 2 6

Configuration Drifts

Filter by attributes

GE) [75’7 K 1)Y—X (Cloud Resources) 1>>[K 17 k (Drifts) JOIEIZZ V v 7 LTI D—
CICBEIT S Z L L ARET, T O% [#ER K 7 b (Configuration Drifts) ] D% Tt 7274
7V w27 LET, YA FRXRUZZOREDOHRK KU 7 MIBET A ERD I HICERRINE
T, [FEM (Details) | 742> (L) 27V vr 35, ZOKBEOAT V=7 Mt oY)
[V Z79 K< yEYS (Cloud Mapping) 1 X—YNHEICERRSINET, FEIZOWTIL,
LR 7 FDAAL » XR=VIZT 78 A$D (326~—2) | 2ZRLTIEEN,

L, [(BEOBIE (Detection Summary) 1. [BE&EA T x4 b (Related Ojects) 1. [#R K1 2 b+
(Configuration Drifts) 1 B LU [RRENT=Y 57 F 1)V —2X (Presented Cloud Resources) ] ® 4 ->®D
B a AIGPITVWET, Y v a i, BIRLZEPGICET 22N ENOE@RE Y A Lk

DEENTNET,

s [FRHEOBE (DetectlonSummary) 1OFEITIFH, BRESNTEERY 7 o, HRsn-ERENT-
KOOI Z7 7 R Y Y —2ADHK, ioctU ODT WO RBRICEF SN RZOMENR RS NET, T
HHOLA DAZ T PRHONGEAIE, ZOEEOHEMICHD [BFH] 742227 Y v 7 LTIEHREZ
HHCTEET,

«[BEA TS b (RelatedOvjects) 1=V 7iZiE, ¥X=2VT 4 ZJ—7, 2 77 7Y EPG
WCEET B Z DDA 7V =7 FRFERENET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



gEENEs2E |
B zzL<cvzvermmomsz

«[#EL K'Y 7 ; (Configuration Drifts) ] 5 —7/LiCiZ. EPG IZBhENHT Szt X2V T4 Z—7
BT 2T _RCOMEN —EFrRINET, BRI, BT EE2EX LW, EEOT7 7
TV THERICKE L THWDTRTOEX=2 YT 4 T—7,
ZDORITIE, WEDN, 77U R a M X —ID, RUZ s XA 7, BEOHE, MEERRT57-
DORELET 7 2 3 L EFOFMERPEENTOET, BRODIEL X TLIT, [RAT—HA] T 14—
JVRICEKECHIBRINAT 7 a UARENET,
* Transient ({E&) : %Jﬁ@t%ﬁk%%ﬁ)ﬁT&)éﬂ‘ﬁg‘l\iﬁ)%b\ KUz ]\o 777“9 v 7 ﬁ‘ﬂﬁiﬂj‘é
FCHOZ L EBBD LET, IEDoX L, ROMK O FHHICHRICHRT 5 MRS Y £
7,

e presumed (F7) : —HHITHILEEZT I THRWEAERNHA R 7k, WREZEHRHL, X5-ox
DL GEINIERD N T TN a—T 4 VT ETH L BEIOLET,

*raised (&) : 7 U7 4 AN U 7 b, CloudNetwork controller DAL A fgnd L. B4 2 e
BHERT A L EBEIO L ET, WakAE BRI 5 &, Cloud Network Controller & 27 & K H—
ERAMOBEOREEL R TELHENH D £3, RMENERELR2WESIX, 77 =01 hR—
fr 7 E2HERLTSIEIN,

[(RERENFE=2 59 K 1JYy—2R (Presented Cloud Resources) 1 ®#IZiX, 7 7 7 FCHElIHR S
I NTOY Y =RZHETHIEMPFRENET, ZOT—=TNE, 777 FHNOKED EPG (2B
o Tndexa 7 Z—7% L@ L TE D LD ICRFF SN TVET,

K% L TUL S VRF 18R DR

Z DOk g TlX. CloudNetwork Controller 7> SHERE L7=728, 790 R 777U v 7 \ZiEY)
WZEBH STV R VRF BRE A RS 2 FIEIZOW T L £,

AT 71 Cloud Network Controller GUI {2 & 71 > L £,

AT9 T2 [7FI)5— 3 EHE (Application Management) >>[VRF]Z 727 U v 7 L%,

ATw T3 @Y VRE 24X 7LV Y v 7 LT, 0O VRF O [#E (Overview) | X—Y%2FRLET,
ATV T4 [959KTYvEYY (Cloud Mapping) 147 %27 U v 7 L%,

(259 K<vyE>Y (CloudMapping) 1 E=—IZiX, VRF L ZNBMERAT 52770 KU Y—RIZET 5
TRCOERBEREINET,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



BEDESDE

%LV 5 RrER0ER |

VRF vrf1

Overview Topology Cloud Applicati Cloud i isti Event Analyti

Detection Summary

Configuration Drift Status Configured Cloud Resources Expected Cloud Resources Last Drift Check ®
(&) 0 Drifts Found 8 8 Feb 16 2023 04:14:55pm +08:00

Related Objects

Security Groups CIDRs Subnets
3 1 6

Configuration Drifts

VPCs
Filter by attributes

CIDRs

Subnets

G¥) [75'7 F 1) —X (Cloud Resources) 1>>[FK!) 7 k (Drifts) |®IEIZZ U » 27 LTI DO—
CICBET D2 E L ARET, TO%K B KU 7k (Configuration Drifts) ] & Cilitl/ef7%
7V v 7 LET, A R AR ORFEDHERK KU 7 MIBET A ERD S DICERRENE
T, [FFf (Details) 174 2> (L)) 227V v r95L, ZOREOAT Y=/ FulTOiEY)
[V Z9 K<y EYY (Cloud Mapping) 1 X—YNHEICERINET, FEIZOWVLTIL,
MER R Y 7 FDAA o R=DIZT 78 AT 2 (326 ~—) | ZZRLTIES,

fiiL., [RHEOBE (Detection Summary) 1. [BEZ T2 x5 + (Related Ojects) 1. [ K'Y 7 k
(Configuration Drifts) 1 B X O [RRENI=U 5 F 1) Y—X (Presented Cloud Resources) ] D 4 >®
7 a Al TVET, 7 v a s idid, BRLUEVRFICET AZNENOE#RE U A b LI-FE

DEENTNVET,

« [BRHEDOBE (DetectionSummary) ]OFRITIE, RSN N 7 Fo%, MBS
FEEED 7 T KUY =208, BLOZOERDEZICERSNIZRAOBMENR RS NET, EH
FHOH A DAL TPREHWNGEIX, ZOEEOA EBIZHL [ 720227 Y v 7 LTEREY
BHCTXET,

[BE&EA TS x4 kb (Related Ovjects) 1=V 7iZik, ¥¥=2VUT 1 Z—7 CIDR, %73 h72
E. VRFIZEET A ZDMOAT V=7 hRFREINET,

[#/ K 7 k (Configuration Drifts) ] ®F&Izi%, RKAERy NV —27  FAER y b U — 7 (ZBHEfF T
LN TS CIDR, BLUENLDCIDRADY 7Ry MIET 2T X TOMENR - HRFINET,
BARIZIE, BT 222 BRI LW, EEOT7 77V v ZERIZRE L T DT TORE
Fy hU—2_ CIDRBLOV T xv b,

WTFNDDO LUV TR R U 7 R H D56, RIIZZFO L)L TOREKR RY 7 RRRREIN, £
LD TFTOL~ULTOHR R 7 MIFBRINZWZ LIZEELTLEEY, 2&x0F, Bk kU 7 k
2 CIDR LUV THRAL, O CIDRINORIGT 597 3%y NOEA, 7 —7/WIZIECIDR = U 7 O
B RU 7 ERERSNETN, EOCIDRNOXIET DY 7 K> MO RY 7 MNIRRENEHA,

ZOFRITIE, KO T OFEMIERNEENTVET,

ARy FU—Z iEIDN, U—Y =gy, Y74~V CIDR, KU T k¥4 7, [MEOMH, B
LT OENZ RIS DD OWIREND T 7 2 a AT LB RARME L £,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]



gEOES2E |
B #rozzoz0rsILea—5009

+CIDR : ##FEDN, U—Y 3, CIDR7 v 7#&iH, 774~V CIDR2>&E 95, CIDRNDOY T
Fv b, RUTZMZAT7, MEOHA, BXOFENEZMHLTH-00MEINDT 7 v a il
T ORI L E5,

BTy b EEIDN, V=Y ar IPT RLA, FUT b 247 MEORHH, BLOxhz
FRRT 272D DRSNS T 7 v a VICBT D mAERIEL 7,

RERRDODIELSE T LI, [AT—H A 74— )V RICERKELHRINDIT 72 a UIVRENET,

e Transient (fX) %ﬁ@%ﬁk’jﬁﬁﬁﬂﬁT&)éﬁﬁ‘é‘@ﬁ)%b\ [N 777U v I BNEETD
ETROZLZBEIOLET, IO OXX, KOO FEFHZICHRITHRT D ATttt H v F
R

e presumed () : —FFITHIGAREE I TRWEAENDD KU 7k, REZEHL, X6-ox
D GEIIERDO N T TNy a—T 4 VT EITH L 2BBIO LET,

*Raised (&) : Z UT N7 KU 7 b, CloudNetwork controller D& 2 HeFR L, B 5[
MR T D BRI LET, Mkad iR T % &, Cloud Network Controller & 7 7 & R #—
EAMOBEORBEEfRITEL25ERH 0 £3, MENERLZ2WGEX, 77 =01 FFR—
a7 ER L T IEEN,

‘[HRTRENE=H 59 K 1JY—ZA (Presented Cloud Resources) ] ®F(21%, 7 7 v KTtk sh
e ~NTHY Y —=RCHET L FENPF RS, [ K'Y 7~ (Configuration Drifts) 1% (fA8x v
=2 CIDR, BLOH 7T x>y b)) ZERRINDHDLFERLERBICARIESNET, 20T —7 W,
2777 FNDOFRED VRF ([ZBEAM T 5 TW S x>y U —2 CIDR, BXUOH 7Ry h& LD
HEUNZ AL TE 2 KO ICREF ST ET,

BEOELD2ZED RS TN a—TFT42T
Dt v a T, BERDOIE S-S & 7 & AN Cisco Cloud Network Controller CH#E) L T\

HIEEWERL, TV r—raryral xR L, REIZSCTT 7 =V iR — MERZ
T D700 ODfEf7z o~ ReRitLE,

AT YT root 2—H —& LT Y —/L#H T Cisco Cloud Network Controller (22 7' A > L £,
ATV T2 HWEOIELSET 7V r—va v DAT— X AR LET,

ACI-Cloud-Fabric-1# moquery -d pluginContr/plugin-Cisco_ CApicDrift | egrep "dn |pluginSt |operSt
| version"

dn: pluginContr/plugin-Cisco CApicDrift

operSt: active

pluginSt: active

Verison: 5.1.0

ARTYT3 THIVr—vary avTFOAT—Z A%MRLET,

B Awre 1 —%—H4 FAFCisco’ SV KRy bT—5 av k=5, JY—X260 (5)



| o=

ATv74

ATy TH

ATvT6

#ROEs =05 TLva—T427 ||

ACI-Cloud-Fabric-1# docker ps | grep drift

CONTAINER ID IMAGE COMMAND CREATED STATUS
NAMES

649af6feb72c a5eal8bbf541 "/opt/bin/conit.bi..." 13 hours ago Up 13

hours drift-api-b703e569-0aa6-859f-c538-ab5fecbc5708f

T _TD Docker 2T FHIC L > THBEINAAETY 2R LET,

HEINDAED OFFEIT 12GB K ThHHLENRH Y 7,

ACI-Cloud-Fabric-1# systemctl status ifc-scheduler_allocations.slice| grep Memory

VEIELT, 77 =V ¥R—b a7 &2EELET,

= 7v0i\ arhE—70 /data/techsupport 5““4 v7 MY ilﬁﬁéhiﬁ‘o

ACI-Cloud-Fabric-1# trigger techsupport controllers application CApicDrift

ACI-Cloud-Fabric-1# trigger techsupport controllers application CApicDrift vendorName Cisco

TFVr—vary al R LET,

1‘%}5520)!1%’)% TaktADu 70i\ /data2/logs/Cisco CApicDrift 554 7 KU L:{%ﬁéhiﬁ‘o

runhist.log 77/1)/I/ﬁ:ﬂi\ 77QU r—3 Vﬁ)%ﬁﬁéhé f:U\&Z‘%?&#ﬁﬂﬁéﬂiﬁ‘o ﬁu:{ﬁﬂ%}fﬁ'\‘ LE

RS

# cat runhist.log

1- Thu Jun 11 23:55:59 UTC 2020

2- Fri Jun 12 01:19:41 UTC 2020

drift.log 77 A/MEIT SV r—rarnalZ 7y A0 ThY, HK N 7 MR EFH I E & TR

Do TR 2 FOR T 5 eI TE £75

# cat drift.log | grep ITER

{"file":"online snapshot.go:178","func":"Wait","level":"info", "msg":"ITER# 109

ENDED === RDFGEN TIME: 1m40.383751649s, MODEL UPLOAD TIME 5m54.245550374s;

TOTAL TIME:: 7m34.629447083s","time":"2020-06-12T19:53:132"}

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]
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» 10 =

CiscoV7 o Fxry cDJD—H o> bO—5
TBEIN=277 Y414 F&EIEACHY)
E— bk Y4 FEIOEHDOETE

CDEDOR I a TR, VAT VA= F—= U A BFERALT, £RE ATV
A j— K~ —F 7oA ZFEAEFIZ, CiscoCloud xY NI —27 ar hua—T TCEHINE
ST RYAREI FACI Y E— YA FNEOHERZAERT D FIEICOWTEHBALET,

ST AT VA=K F =T =AML CERE#ERT S (337 X—)

VPN 7 — U =A (AR y NU—7 F— U =A) 2 LICHEROMK (344 <—
)

IHORTLARIL—bS— bz 2FERAL TEREZER
95

T AT VA N—KF—= b oA 1ZVEA V7 FEFERLTERIEZ. VAL LY MY
T, NT VNet D COTI AT LA )b— K F— U= A DR L I FR— S ZE
¥, =TI ATF VLA Jb—k F— k=A%, Cisco Cloud Network Controller W& 2527 J 7 K
YA FEIHACI Y E— bk VoA FEOERZRET D720l ES, FHFACI Y E—
A (ZOHBE, AT VA N—K F—= T2 IZL > TEREINTND) OHEEEPG I
L. NTELFAR—7 VNet NODZ 70 REPG LD N7 7 "nb by £,

&AL LY rEFERALTIVRTLRIL—FHSF—rY9 A ZEET
HZ EIZDINT

TIATSVAN—FNF = U2 BN LTI TURTURRA L PENERY FT—F D
2R L TWARN T, VAL L7 FEEALTENLDOMIZYT —ERX T3, X &/ A
TExEJ,

Azure 1—H— 5/ F@AIF Cisco ¥y SO Ky k=Y avka—3, J1IJ—ZX260 (5 .



Cisco /59K 3y hT—9 2V hO—STEEEINEI SR Y4 FEFAC Y E— k¥4 FROEGEORE |
B s Lo rEERLTIORTLRA L= = YT EBEIT B £(2DT

ZDIZ—A S —ATlE, TI AT VA )— |k 7F— |~ AI25 > TR S NT-/MB EPG (3,
INT EFZIIAR—=7 VNet DWTINTYZ 77 REPGE a2 b T 7 MRHV ET, ZDr—A
MO/ LNTMERELTITRLET,
e UK A4 17 M. Cisco Cloud Network Controller I X > CTH— 7 =A 7 %> k JL— |
T—TNVTHERINET, 7o/ X — 7T T KEPGSETDHD T 7 4 7%, /~7 VNet
WWREEINTEY—ERA TS RIZX I AN By TELTIEAL LT FERET,

ALY NTHEHASND Y —E AT AL RAE, TV AT VAN~ F—F U= Af (2

DFANE/NT VNet) (2 &> THERE S IVZAMEE EPG LRI U VNet IZH DB N H Y F77,
c ZDYE, TN X — T REPG &V —V a VERIIEET DI ENRYER— NS
"C‘b\iﬁo

WORIL, /"7 VNet D72 { Z—EPG ~DT I ATF LA )—KF—hTAA DY HA L
7 FOBlERLTWET,

Hub VNET

_________ 1
ﬂﬁ% | 10.10.10.0/28 !
. , Internal NLB !

Forward Traffic =3 g
Return Traffic = 2

WORIE, AR—27 VNet ND 7 @84 X—EPG ~DTZJ AT VLA )—hK F—hro=AD)Y
A VLT FOBIERLTWET,

. Azure 1—H— HA KRAF Cisco VSO Ky hI—H arvkA—3, J1J—2X260 (5



| Cisco’ SRRy bT—H a0 bO—5TEBINII 5D K94 FEFEAC Y E— k41 FREADERORE

YR LY FEBALTIVRTLAL—F =tz zEET 21200 T ]

Hub VNET

Spoke VNET

Forward Traffic =3
Return Traffic =

RO, |

VEALT EREDLICT T T hENE»ERLTHET,

avia—v

JONA H—

F—k9zA TRy
FIL—k F—TJILT
NDYVEFALY b+

7B/31 #—VNet T
DYELLY b+

T AL A J)L— |k
F—hoxAf12k»TC
B S 7= 4058 EPG

YT Ry bR=2Dx
VRRA U FEBELIH
i x 722 7 v REPG

TRNAF— DY T
Fy e LEZay
Ya—<hbaAg
He~D T T T
DV ZA VLT K

A EPG DY 7 % v
NEfER L7 asg
H—nbar S a—=v
DT T 47DV
A LTk

JEA LY FEFERALTIORTLRAIL—FMSF— YA ZREATHEIZDONT

T AT VAN—KF—=b T2 BN LTI TR KRS FESERY NU—T D
P A B L TV DRI TIE, VA A L7 FE2EHALTENLDORICY —E A T34 ZA&24HA
T&EFET,
ZDZ—A—ATE, =TI AT VA )— | F— Moo AL o TR SN2/ EPG 1.
INTEFIZAR—=7 VNet DWVTHTZ 77 REPGE 2 b T 7 b RHY £, Z0r—=A
MOEONTRRELL IR LET,

« UK A4 L ~Z. Cisco Cloud Network Controller IZ X > T — 7 =4 7% h JL— K

T—TNVTHERENET, e/ X — 27T 7 REPGSTCD hT 7 v 7%, /~7 VNet

BB SHIZ—ER FAL AR AN Ry 7L LTI XA LY hEhET,

AL L FPTHHENDY—ERTF AL L, TV A VA N—KNF—F A (Z
DGFEIF AT VNet) 12X > TERSNINB EPG R U VNet ICH DM ERH Y F7,
c ZOWE, TunNA K — T REPG E Y —V a VARICHEET S Z ERYR—F &
TWET,

WD, /N7 VNet DS 28, Z—EPG ~DTI A S VA )—K F—h oA DY X AL
7 FOBE R L TWET,

Azure 1—H— 5/ F@AIF Cisco ¥y SO Ky k=Y avka—3, J1IJ—ZX260 (5 .



Cisco /59K 3y hT—9 2V hO—STEEEINEI SR Y4 FEFAC Y E— k¥4 FROEGEORE |
B s Lo rEERLTIORTLRA L= = YT EBEIT B £(2DT

Hub VNET

20.10.10.0/24 I

Forward Traffig =
Return Traffic  —

WORNE, AHR—27 VNet NDO T @34 Z—EPG ~DIZI AT VLA )b— kK F—FrTzADY
A VL7 FOFERLTWET,

Hub VNET Spoke VNET

]
10.10.10.0/28 |
Internal NLB |

Gateway
Subnet

Forward Traffig =¥
Return Traffic =

WDFERIL, . VEA LT EREDOLHIZTal T LEINENERLTVET,

avva—v Jang A— F—k9zA4 STy | FO/NL S5 —VNet T
FJL—FF—TJILT |OUEALLY F
NDYEALY b+

T AT VLA N—h ([T Ry bR_R=ZADx | Faf Z—DH% 7 |4 EPG DY 7 % v

2l NLAE G el ol IV N O GV N e P70 i B SOV N 3 22 B el I B 2 ) S M D e = DA

B SNV BPG | %272 T REPG | v a—<whb 7 ang | XF—hbaryya—<
B~ DT T T | ~DNTT 4 T7DY
DXL LTk AT K

. Azure 1—H— HA KRAF Cisco VSO Ky hI—H arvkA—3, J1J—2X260 (5




| Cisco/S9 K&y bT7—9 a0 bA—STERBSNEI 59 R HA FEFEAC U E—F 44 FEDEHOHRE
)& 4 L% k7% L0 Express Route — ko = 4 DERIZDLNT .

)% A L% 715 LD Express Route ¥— + = 4 DERIIZDWLNT

ZDXATDRERTIE, AR —72 VNet ~D/L— MMrzEN Cisco Cloud Network Controller |12 & >
THEMIZAEICRY E3, 2SR, = oA BITEER LIz VNet 7 U 7 (B
TET YV 7 eI ET) ZEH LT, N7 VNetZ /L TAR—72 VNet CIHEACLY E—
YA MY TRy P A= EEATELLOICRVET, F— U= TV y MEEH
L7=VNet ©°7 U > 7%, Z DA Cisco Cloud Network Controller (2 K - T HEIWIIZAE N2 Y
£7,

ZOERO—FE LT, NT VNet il AT VA —h F— b+ 7oA ZEHLET, Cisco
Cloud Network Controller X, =27 A7 L A Jb— K #— N7 = A 23, 7 VNet THERE STV 5
Z L EMmHT S EL Azureportal TBATE T U VT T aXT o AHEINICERELE T, 1 D%
NT = ZR=7 T VTR, 9 123 AR—=7 > 7 E7 Y 7HTY,
*Hub VNet : [CDRERY FT—V DT — b+ x4 ZERAT S (Use this virtual network's
gateway) ] IZHBIMIZERESINE T,

« R7R—% VNet : Cisco Cloud Network Controller (Z & » TEH I 15 AR —2 VNet T[1)
E—MRERY FD—0DF— b2z 4 %FEHT S (Useremote virtual network's gateway) ]
WCHEIMICRESNE T,

AR—27 VNet DHSj/V— b T—T Tk L Tb— MeEZ AN T 51TiE, AAR—2 VNet
D27 T 7 REPG &, FEACIY T— b YA NIRRT DHIBEPG E DD T 7 b &K
jﬂéd\é\gﬁi‘&) D jETo

WROMIZ, ZOREZ A 7Ol %R LET,
Spoke VNet

Subnet

VNet
Peering

Hub VNet e SRR SR .

_________________ Use remote virtual
network’s gateway

Lse this virtual

i ﬁ network’s gateway

: ‘ ./'“-:f i -\"|

| VPN Ga:EH N :

| 1= i

. Gateway \_ iy ;
=+

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]
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Configuring Connectivity Using VPN Gateway

Before you begin

Review the information provided in VPN 7 — k7 = (i v bV —2 F— U= A) ZfH
L 7= Bk DS AL, on page 344 before proceeding with these procedures.

AT w71  Enable VNet peering on your Cisco Cloud Network Controller, if necessary.

Refer to Configuring VNET Peering for Cisco Cloud Network Controller for Azure for those instructions.

AT w72  Addthe second subnet for the VPN gateway subnet.

a) In the Cisco Cloud Network Controller GUI, click the Intent icon ( @ ) and select Cisco Cloud Network
Controller Setup.

b) Inthe Region Management area, click Edit Configuration.
¢) Inthe Regions to Manage window, click Next.

The General Connectivity window appears.

d) Under the General area, in the Subnet Pools for Cloud Routers field, click Add Subnet Pool for Cloud
Routers.

e) Enter the information for the second subnet for the VPN gateway router.
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For example, using the example configuration in VPN 77— b 7 = (RfExry U —2 F— b7 = A)
ZAd R U 7o B¢ O K, on page 344, you would add 10.80.1.0/24 for the second subnet for the VPN gateway
router in this field.

f) Click Next, then enter the necessary information in the following page and click Save and Continue.

Cisco Cloud Network Controller will create the subnet for the VPN gateway router after you have completed the
Cisco Cloud Network Controller Setup process. You can verify that the configuration for the subnet for the
VPN gateway router was pushed to Azure successfully by navigating to the Subnets page in the Azure portal
and locating the GatewaySubnet entry.

Create an infra-hosted VRF and use that VRF for the site-external EPG.

You will create an infra-hosted VRF, where you have a VRF that is hosted within the parent infra VNet, and you will
use that VRF for the site-external EPG that you will create in the next step.

a) In the Cisco Cloud Network Controller GUI, navigate to Application Management > VRFs.
b) Click Actions > Create VRF.
The Create VRF window appears.
¢) Enter a name for this infra-hosted VREF, then click Select Tenant and select infra for the tenant and click Select.
d) Enter a description if necessary, then click Save.

Create an external EPG in the hub VNet that represents the network for the non-ACI remote site.

« To create an external EPG using the GUI, see Cisco Cloud Network Controller GUI % fii H§ L 72455 EPG @
YERK, on page 89.

* In the VRF field for the external EPG, select the infra-hosted VRF that you just created for this external
EPG.

» In the Route Reachability field for the external EPG, select External-Site.

» To create an external EPG using the REST API, see REST API Z i fj L7=4M%8~ 7 © K EPG D{Ef%, on
page 174.

» Use the infra-hosted VRF for this site-external EPG.

* Create an external cloud EPG with the type site-external.

Through the Azure portal, create the virtual network gateway in the infra VNet for the VPN gateway subnet that you
configured in A7 > 7" 2, on page 345.

In these steps, you will build the IPsec and BGP connections from the on-premises site to the Azure VPN gateway.
For more information, see the following article in the Azure site:

https://docs.microsoft.com/en-gb/azure/virtual-network/virtual-network-configure-vnet-connections

a) Inthe Azure portal, create the virtual network gateways by navigating to the Resource Manager virtual network
where you want to create a virtual network gateway.

b) On the left side, select Create a resource, and type Virtual Network Gateway in search.

¢) Locate Virtual network gateway in the search return and click the entry.

d) On the Virtual network gateway page, choose Create.

e) On the Create virtual network gateway page, enter the appropriate information for these fields:

* Subscription: Verify that the correct subscription is selected.
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» Resource Group: The resource group will automatically be chosen once you choose the virtual network.
* Name: The name of your virtual network gateway.

* Region: Change the Region field to point to the location where your virtual network is located. If the location
isn't pointing to the region where your virtual network is, the virtual network won't appear in the Choose a
virtual network dropdown.

» Gateway type: Choose VPN.

* VPN type: Choose Route-based.

* SKU: Choose VpnGwl1.

+ Generation: Choose Generationl.

« Virtual network: Choose overlay-1.

+ Public IP address: Choose Create new.

* Public IP address name: Provide a name for the public IP address.

+ Enable active-active mode: Set to Disabled.

« Configure BGP: Set to Enabled.

» Autonomous system number (ASN): Enter the appropriate BGP ASN value for the VPN gateway. By
default, Azure uses an ASN value of 65515.

f) Select Review + Create, and then Create to begin creating the gateway.

The settings are validated and the gateway deploys. Creating a virtual network gateway can take up to 45 minutes
to complete.

To verify that the virtual network gateway was deployed successfully, navigate to the virtual network gateways
page and select the virtual network gateway that you just created, then click on Settings: Configuration to view
and verify the configuration settings for the virtual network gateway.

Create the local network gateway.

For this configuration, the local network gateway is an object that represents the on-premises [Psec device. Prepare
the following parameters before creating the local network gateway:

* BGP autonomous system number (ASN)
* Public IP address

 An appropriate address space for the on-premises subnet that needs to be advertised to the virtual network gateway

a) Inthe Azure portal, create the local network gateway by navigating to the Resource Manager local network where
you want to create a local network gateway.

b) On the left side, select Create a resource, and type Local Network Gateway in search.

¢) Locate Local network gateway in the search return and click the entry.

d) On the Local network gateway page, choose Create.

e) On the Create local network gateway page, enter the appropriate information for these fields:

* Name: The name of your local network gateway.

» Endpoint: Choose IP address.
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« IP address: Enter the appropriate IP address for the local network gateway.

» Address space: Enter the appropriate value for the address space. For example, using the example

configurationin VPN 7" — h 7 = o ({RAEX > NU—2 F— s U = A1) &AM L7285 OMERL, on
page 344, you would add 192.168.0.0/16 in this field.

« Configure BGP settings: Click the checkbox to enable this setting.

+ Autonomous system number (ASN): Enter the appropriate BGP ASN value for the local network gateway.
This is the ASN value of the remote device. For example, using the example configuration in VPN %" — k

VA (RERY NU—2 F— 10 xA) ZEH LB ORERL, on page 344, you would add 65150
in this field.

* BGP peer IP address: Enter the BGP peer IP address that you will use for the on-premises device in this
field (not the Azure virtual network gateway). For example, using the example configuration in VPN %" —

by =A (REERY U= F— b0 xA) ZEH LB ORERK, on page 344, you would add
196.254.0.8 in this field.

« Subscription: Choose the same subscription that you used for the virtual network gateway in A7 > 7" 5,
on page 346.

+ Resource group: Choose the same resource group that you used for the virtual network gateway in A 7~
"5, on page 346.

« Location: Choose the same location (region) that you used for the virtual network gateway in A7 > 77 5,
on page 346.

f) Select Review + Create, and then Create to begin creating the gateway.
The settings are validated and the gateway deploys.

To verify that the local network gateway was deployed successfully, navigate to the local network gateways page
and select the local network gateway that you just created, then click on Settings: Configuration to view and
verify the configuration settings for the local network gateway.

AT w1  Create the VPN connection from the Azure virtual network gateway to the local network gateway (the on-premises
IPsec device).

a) Inthe Azure portal, navigate to the virtual network gateway page and locate the Azure virtual network gateway
that you created in A7~ 7 5, on page 346.

b) Select the virtual network gateway that you created and click on Settings: Connections.

¢) Click Add.

The Add connection window appears.

d) Fill in the necessary information to add this VPN connection from the Azure virtual network gateway to the local
network gateway (the on-premises [Psec device).

« In the Connection type field, select site-to-site (IPsec).

« In the Virtual network gateway field, select the Azure virtual network gateway that you created in A 7~
"5, on page 346.

« In the Local network gateway field, select the local network gateway that you created in 27~ > 7" 6, on
page 347.
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« In the Enable BGP field, click the checkbox to enable BGP for this connection.

« In the IKE Protocol field, select 1kEv2.

e) Click OK when you have finished entering the configuration information for this VPN connection.

Download the VPN configuration template from Azure.

a) Inthe Azure portal, navigate to the virtual network gateway page and locate the Azure virtual network gateway
that you created in A7~ 77" 5, on page 346.

b) Select the virtual network gateway that you created and click on Settings: Connections.

¢) Select the name of the VPN connection that you just configured.

The overview page for that VPN connection appears.

d) Click Download configuration.

The Download configuration page appears.

e) Make the following selections in the Download configuration page:

« In the Device vendor field, select cisco.
* In the Device family field, select 10s (ISR, asRr).

« In the Firmware version field, select 15.x (IKEv2).

f) Click Download configuration.

Open the downloaded configuration template file in a text editor and make the necessary edits using the instructions
in the configuration template.

Typically, the only changes needed in the configuration template are the following fields in the BGP configuration:

* LOCAL_ROUTE: Must be the network that needs to be advertised to Azure. For example, using the example
configurationin VPN 7" — 7 = 14 (KR > U —2 ' — R U = A) ZEH L7 HH ORERL, onpage
344, you would enter 192.168.0.0 in this field.

* LOCAL_MASK: Must be 255.255.255.0

Save and close the edited configuration template.

Apply the edited configuration template to the on-premises [Psec device.

Following is an example edited configuration template based on the example configuration in VPN 77— k7 = A

(FAER Yy NU—2 =T xA) ZfEH L72Hkt DAL, on page 344:

access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.0.0 0.0.0.127
access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.0.128 0.0.0.127
access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.1.0 0.0.0.127
access-1list 101 permit esp host 52.152.235.192 host 173.39.125.130
access-1list 101 permit udp host 52.152.235.192 eq isakmp host 173.39.125.130
access-1list 101 permit udp host 52.152.235.192 eq non500-isakmp host 173.39.125.130
|
crypto ikev2 proposal Azure-Ikev2-Proposal

encryption aes-cbc-256

integrity shal

group 2

exit
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crypto ikev2 policy Azure-Ikev2-Policy
proposal Azure-Ikev2-Proposal
match address local 173.39.125.130
exit
!
crypto ikev2 keyring singaporeisr-keyring
peer 52.152.235.192
address 52.152.235.192
pre-shared-key 0123456789cisco
exit
exit

crypto ikev2 profile Azure-Ikev2-Profile
match address local 173.39.125.130
match identity remote address 52.152.235.192 255.255.255.255
authentication remote pre-share
authentication local pre-share
lifetime 28800
dpd 10 5 on-demand
keyring local singaporeisr-keyring
exit
!
crypto ipsec transform-set Azure-TransformSet esp-aes 256 esp-sha256-hmac
mode tunnel
exit
!
crypto ipsec profile Azure-IPsecProfile
set transform-set Azure-TransformSet
set ikev2-profile Azure-Ikev2-Profile
set security-association lifetime seconds 3600
! Note: PFS (perfect-forward-secrecy) is an optional feature (commented out)
!'set pfs None
exit
!
int tunnel 11
ip address 169.254.0.1 255.255.255.255
tunnel mode ipsec ipvié
ip tcp adjust-mss 1350
tunnel source 173.39.125.130
tunnel destination 52.152.235.192
tunnel protection ipsec profile Azure-IPsecProfile
exit

interface Loopback 11
ip address 196.254.0.8 255.255.255.255
exit
!
router bgp 65150
bgp log-neighbor-changes
neighbor 10.80.1.30 remote-as 65515
neighbor 10.80.1.30 ebgp-multihop 255
neighbor 10.80.1.30 update-source loopback 11

address-family ipv4
network 192.168.0.0 mask 255.255.0.0
neighbor 10.80.1.30 activate
exit
exit
!
.0 255.255.255.128 Tunnel 11
.128 255.255.255.128 Tunnel 11
.0 255.255.255.128 Tunnel 11
.30 255.255.255.255 Tunnel 11

ip route 10.80.
ip route 10.80.
ip route 10.80.
ip route 10.80.

= = O O
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Verify the VPN connections.

a) Inthe Azure portal, navigate to the virtual network gateway page and locate the Azure virtual network gateway
that you created in A7~ 7° 5, on page 346.

b) Select the virtual network gateway that you created and click on Settings: Connections.

c) Verify that the VPN connection that you created is shown as connected in the Status column.

Determine if you are deploying the virtual network gateway with or without redirect.
« If you are deploying the virtual network gateway without redirect, go to A7 7 14, on page 351.
« If you deploying the virtual network gateway with redirect, configure the service device for the redirect.
To configure a service device for redirect using the GUI or REST APl see L' -1 ¥ 4726 LA ¥ 7+ —ER
D P, on page 199.
Configure a contract between the cloud EPG and the external EPG connected by the virtual network gateway.

» To create a contract using the GUI, see Cisco Cloud Network Controller GUI Zfifl L7==2> F 7 7 FOfE
%, on page 111.

« To configure a contract using the REST API, see REST API Zfiffl L7z = k7 7 ks DAERK, on page 170.
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cloudtemplateIntNetwork S
cloudRegionName I2&- T?E‘
EINTZY —Ya ST,
cloudProvP T;(]LF\L;?‘ZD
cloudRegion ﬁ)%\gf‘d—o

cloud-template

CT_INTNETWORK_REGION_MANAGED

cloudtemplateIntNetwork O
cloudRegionName D12 K o
THEINEY —vYa i
li\ adminSt ﬁ)%ﬁﬂ%@ﬂ
F{Sjﬂé cloudRegion 75>JZ\§“C
R

cloud-template

CT_INTNETWORK REGION MAXIMUM

cloudtemplateIntNetwork <
BESND U —Y a3 DRk
¥ (cloudRegionName) X 4

¥

cloud-template

CT _EXTNETWORK REGION SUBSET

cloudtemplateExtNetwork O
cloudRegionName D12 K >
THRESNZY —v a3 Ui,
cloudtemplateIntNetwork D
T® cloudregionName DT
Lo THIRETDIHLENRDY
EJcan

cloud-template

CT_EXTNETWORK REQUIRES EXTSUBNETPOOL

cloudtemplateExtNetwork D

FIEITIT,

cloudtemplateExtSubnetPool

DIFAEDB BT,

cloud-template

CT_EXTSUBNETPOOL COUNT

cloudtemplateExtSubnetPool

DETmA 1 TF

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL ADDRESS

cloudtemplateExtSubnetPool
TiX, 7 xRy P =i
Iy hT—2 T RUARE
ENTVOBERDHY £7,
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%9

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL IP VERSION

cloudtemplateExtSubnetPool
TiE, 7Ry P
IPvA7 RLAREZENTND
VERHY FT

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL ADDRESS TYPE

cloudtemplateExtSubnetPool
T, 7Ry b= D
IP7 FLRI=/LFF v A K
EllFN—" Ny TR
AZEENHDH DT - T
7m0 EEA

cloud-template

CT_EXTSUBNETPOOL SUBNETPOOL MINIMUM SIZE

cloudtemplateExtSubnetPool
TiE, 7Ry b SR
22N ETHHMERDHY £
T (Rry h~AZX22LF
ThHLIVENDY £7) .

cloud-template

CT_EXTSUBNETPOOL AND REMOTESITE

cloudtemplateExtSubnetPool
%, cloudtemplateRemoteSite

TR EB 1 OO
cloudtemplateRemoteSiteSubnetPool

ZRFODICTRRRESTH
LMERDH Y £,

cloud-template

CT _INTNETWORK MISSING HOME

cloudtemplateIntNetwork O
jiﬁ: cloudRegionName ﬁ§§5%5
%%é?ﬂi\ cloudRegonNamea)l
2% Cisco Cloud Network

Controller DF—2 U — 3
V' (capicDeployed) |Z[BHHE

T o0ERHY EF,

cloud-template

CT _CLOUD APICSUBNETPOOL INSUFFICIENT

cloudApicSubnetPool Moﬂjg
cloudApicSubnet MO %fﬁfﬁijf
DIZOIT 0BT H DM
WY EY, ZhiZXy,
cloudtemplateIntNetwork <
HEShiedTo
cloudRegionName MO & — & D
cloudApicSubnet Mollﬁgﬁﬁﬁf
FLZENTEET,
cloudapicSubnet MO 75 D
F7 % ML, ST S Y —
V3 D cloudCtxProfile T

CIDR & LTEHENET,
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cloud-template CT_IPSECTUNNEL_PEERADDR_IP_VERSION cloudtemplaterpseerunnel T
¥, peeraddrZIPv4 7 R L A
HBEDLUENDY ET,

cloud-template CT_IPSECTUNNEL PEERADDR IS HOST cloudtemplateIpSecTunnel C

1%, peeraddriIA A N7 FL
A (32728) T 2HMENR

HYET,
cloud-template CT_PROFILE_COUNT cloudtemplateProfile MO D
ATy MEIEK1TE
cloud-template CT_PROFILE DELETE cloudtemplateProfile MO
i, Blo

cloudtemplateInfraNetwork
HHIFRSNZRWIRYD | HIERT
TEH A,

cloud-template CT_AZURE_PROFILE_ROUTERUSERNAME_INVALID Azure Tlk, —Ho = —H—
4 (admin, root 72 &) HIE
HTHY, VA RTKRDL
RN L TLEEN,
cloud-template CT _AZURE_PROFILE ROUTERUSERNAME TOO LONG Azure TH. ——F—% 135
K20 SCFIATHIBR STV E
R

cloud-template CT PROFILE ROUTERUSERNAME NONEMPTY cloudtemplatebrofile TlL.

routerUsername |32 T2V WA

WD £,
cloud-template CT_PROFILE ROUTERPASSWORD NONEMPTY cloudtemplateProfile Tl

routerLicenseToken N—fﬁ?jﬂiﬁ
NFHEEDDHZ LT TEEE
Mo

cloud-template CT_PROFILE ROUTERTHROUGHPUT MODIFY cloudtemplateProfile T,
routerThroughput (£, VT 4L
MOY—Tay (DFED,
cloudtemplateIntNetwork @
Tz »H5 cloudRegionName)
(V=2 PR SN TW DY
BIEIEETEEEAL, (EFD
V=g b — 2 N8 A
SNTWRWEEIE, LH)
FFRISnET) o
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cloud-template

CT PROFILE ROUTERLICENSETOKEN INVALID CHARACTER

cloudtemplateProfile /C“@i\
routerPassword [$%% T2V WA

ERbHY £,

cloud-template

CT_APICSUBNET INVALID HOME REGION

cloudApicSubnet MO Tfj:\
capicDeployed & L T~¥—7
Iy —va AR
V=23 ThHOVERDY
EJcaN

cloud-template

CT_APICSUBNET REPEATED REGION

cloudApicSubnet MO Tli\

IR E e+ FN Relok v
Fo MBS D 2 ERT
TET,

cloud-template

CT_APICSUBNET MULTIPLE HOME REGION

cloudApicSubnet MO T,
RRTLIOOY =Yg

capicDeployedé’ true |ZFXTE

TEET,

cloud-template

CT _HUBNETWORK COUNT

cloudtemplateHubNetwork MO

OEITRKITYT

779 F

CLOUD_APICSUBNETPOOL CREATEDBY USER

cloudApicSubnetPool *’C“@i\
createdBy E‘I‘ifi USER T&
LHVENRDHY E£T

779 F

CLOUD_APICSUBNETPOOL SUBNET IP VERSION

cloudApicSubnetPool T@i\
P77 Hy MIIPvd 7 RLX
DEENTNDRLERH Y F
D

CLOUD_ APICSUBNETPOOL SUBNET SIZE

cloud]—\picSubnetPoole“lj:\ 'U_
T3y M R4 TH DVLEN
b ET,

CLOUD_APICSUBNETPOOL DELETE USAGE

cloudApicSubnetPool Lj:\ %
@ cloudApicSubnet D72
<EBHIONY —Ta U Tff
MENTWLHEITHIBRTE
FHA,

779K

CLOUD_APICSUBNETPOOL DELETE CREATEDBY

createdBy E’I‘izﬂ USER Tl
72UN cloudApicSubnetPool I

HIBRT& £t A,

779 F

CLOUD_AZURE CTXPROFILE SUBNET RENAME

cloudSubnet % (i%%“@% i
TA
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779 F

CLOUD AZURE CTXPROFILE SUBNET DUPLICATE

[A] U cloudctxProfile PN 2
DM cloudSubnet (Z[A] U4 Hil
A LIFTEERA

779 F

CLOUD_CAPIC 1P EXT EPG SELECTOR MAXIMUM

Cisco Cloud Network Controller
IP (2% 95 cloudExtEPg I
(EST PN BT

cloudExtEpSelector N E)l?) @ i

»a—

779K

CLOUD_AZURE_ACCOUNT _IN_USE

Ty RMERFT, a2~
TXANTRT 7 AINDE
SNV AR, 7Thov
k&7 I MEOBEMT &
B EITHIRT D2 &1ET
TEHA,

779K

CLOUD_AZURE INFRA ACCOUNT_CHANGE

FFURNAVTIDOTHY
v MIEEEITHIBRTE £
TA

779 F

CLOUD_SOURCE_PORT NOT _SUPPORTED

{5 7eAR— MEIFHIT Cisco
Cloud Network Controller Tl
TSN TWEREA

779 F

CLOUD _ONLY PERMIT ACTION SUPPORTED

[FFAl) L3RR T 7=
1% Cisco Cloud Network
Controller TIIH AR — k4
TWEHA

CLOUD_CIDR_OVERLAP

cloudcidr DY 7 X v M
F—=NR—=F v FTCEERA

CLOUD_SUBNET USAGE

gD — AT R TLD
DF—br 7 xzA Y7 x>y b
DFETE, Za—W— 1
7%y MIFLa2—%—H
THy hOY— T IEREIC 1
DD = T A BT Ry
NEFFOMERDH D FT7,

779 F

CLOUD_AZURE_ACCOUNT CRED CROSS_TENANT

cloudaccount {[Z &K > THEH &
#U% cloudCredentials 1. [A]
LT Ty MIHDLILERDY
E3A
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779 F

CLOUD _AZURE_ACCOUNT AD CROSS TENANT

cloudaccount |2 Ko T &
5 cloudad i, M LCTFH
MZHDdMERHY £

cloud-template

CT_CLOUD_APICSUBNETPOOL INSUFFICIENT HUBNETWORK

cloudApicSubnetPool MO ﬂi\
cloudApicSubnet MO %Eﬁﬁ
DIZDI 7T D
WY EY, XY,
cloudtemplateIntNetwork <
REShieF<To
cloudRegionName MO %#.i%'n@
cloudApicSubnet MO Iz Ea@h“
52 ENTEET,
cloudapicSubnet MO 7> 5o
Y7 Ry M ST 5Y —
V3 D cloudCtxProfile T
CIDR & LTl S E T,
HubNetworking %ﬁ;ﬁ@cﬁ‘é
&\ cloudtemplateIntNetwork
D T DcloudrRegionName & [FA]
Li’?ﬁ@ cloudApicSubnetPool

ISLEZ T2 F 4,

779K

CLOUD_SYSTEM MO _IS_IMMUTABLE

AT M Lo TERR ENT-
A VAR RFIARETT

cloud-template

CT_BGPEVPN_PEERADDR_IP_VERSION

cloudtemplateBgpEvpn T&i\
peeraddr (ZIPv4 7 KL A& &
DHVERHY ET,

cloud-template

CT BGPEVPN PEERADDR ADDRESS TYPE

cloudtemplateBgpEvpn Tli\
peeraddrIP 7 R L A3 A
T RVATHLLENRDY £
.g—

779 F

CLOUD_APICSUBNETPOOL SUBNET HOST PART

cloudApicSubnetPool "j'7
F v b T, BAARERZIZO
THLILENDHY 7,

cloud-template

CT_EXTSUBNETPOOL CLOUD_ APICSUBNETPOOL OVERLAP

cloudtemplateExtSubnetPool
k cloudApicSubnetPool @Fﬁﬁ
WY TRy hOF—R—F >
TR £,
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Home » Kubernetes services

Create Kubernetes cluster

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (D ‘ ~ |

Resource group * @ ‘ v |

Create new

Cluster details

Kubernetes cluster name * (0 ‘ v |
Region * O | (US) East US 2 v |
Availability zones © ‘ Zones 1,23 v |
Kubernetes version * @ ‘ 1.18.10 (default) v |

Primary node pool

The number and size of nodes in the primary node pool in your cluster. For production workloads, at least 3 nodes are
recommended for resiliency. For development or test workloads, only one node is required. If you would like to add
additional node pools or to see additional configuration options for this node pool, go to the 'Node pools' tab above. You will
be able to add additional node pools after creating your cluster. Learn more about node pools in Azure Kubernetes Service

Node size * (O Standard DS2 v2

Change size

Node count * @ O
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£7

ATy T8 [R~N:/—F T—)L (Next:Nodepools) ]#7V w7 LET, 774NV O M) EZZDEFIZLT,
[k~ : BBEE (Next: Authentication) ] %~ U » 7 LT [ER&E (Authentication) | % 7 IZHEA £ T,
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Home Kubernetes services Configure service principal x
Create Kubernetes cluster

Service principal
O Create new (@) Use evsting

Node pools  Authentication  Networking Integrations ~ Tags  Review + create
Service principal client 1D
Service principal ci ¢
tKub

Role-based access control (RBAQ) @ (&) Enabled () Disabled

AKS-managed Azure Active Directory @ (O Enabled (®) Disabled

Node pool OS disk encryption

By defaul, aldisks in AKS are encrypted t rest with Microsoft-managed keys. For additional control over encryption, you can

supply your own keys using a disk encryption set backed by an Azure Key Vault. The disk encryption set il be used to

encrypt the OS disks for all node pols in the clust

Encryption type (Default) Encryption at-rest with a platform-managed key M

<revions ][ Next: Neworking >

AT w75 [FBEE (Authentication) | % 7 C, RO U 7 ZHEK L £,
«BBEEAE  [Y—ER T 2250 (Service principal) ] 23R L £,
[b—EX F1J 2281 (Service principal) 1 7 4 —/V RBFERSNET,
cH—EX TN [H—ER TY I ILDER (Configure service principal) 1227 U v 7 L

i‘a‘o
[F—EXR T2 ILD#ERL (Configure service principal) ] 7 4 > R T, ROT Y 7 2#ERE L %
‘@—o
cH—ERX FTYINIL: [FIRIERR (Createnew) | £721X [BAFED LD EEA (Use existing) ] %
BIRLET,
[BEIFDHLDEMEA (Useexisting) 1 # &N L7254 1E, BEFEOY—E R 7Y /LD TR
DOEHwEANTI LET,

cH—ERXR TYIILDYISATRID
cH—EXTYINILDISATUN S —H Ly b

GE) INBE22o907 44—V RNZANTHZ NI ZAELET, ZTRHOT 4 —/L ROV |
VX, TNOOFIEOBRE-THEH L ET,

[OK] %7 U w7 LT, [Kubernetes 7 5 A4 MYERL (Create Kubernetescluster) 17 ¢ > Ko o [FR3E
(Authentication) 1 % 7IZR Y £7,

CBERF IR T FO—)L (RBAC) : [H%h (Enabled) | Z3®IR L £,
« AKS TEIE & 5 Azure Active Directory : [#%h (Disabled) ] 23R L 9,
cBEBIER AT TN FORREZOEFICLET,

AT9T6 [RN: 3y bT—F>2% (Next:Networking) 1427V v 7 LT, [®Y kT—F>% (Networking) 1% 7
IS FE T,
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Home > Kubernetes services >

Create Kubernetes cluster

Basics Noae pools Authentication Networking Integrations lags Review + create

You can change networking settings for your cluster, including enabling HTTP application routing and configuring your
network using either the 'Kubenet' or 'Azure CNI' options:

¢ The kubenet networking plug-in creates a new VNet for your cluster using default values.
* The Azure CNI networking plug-in allows clusters to use a new or existing VNet with customizable addresses.
Application pods are connected directly to the VNet, which allows for native integration with VNet features.

Learn more about networking in Azure Kubernetes Service

Network configuration @ (O Kubenet
(® Azure CNI

@ The Azure CNI plugin requires an IP address from the subnet below for each
pod on a node, which can more quickly exhaust available IP addresses if a high
value is set for pods per node. Consider modifying the default values for pods
per node for each node pool on the “Node pools" tab. Learn more &

Virtual network * ® l v ‘

Create new

Cluster subnet * © I v |
Manage subnet configuration

Kubernetes service address range * © l v l

Kubernetes DNS service IP address * (O i ’

Docker Bridge address * i v ’

DNS name prefix * © i v l

Traffic routina

i < Previous H Next : Integrations > ‘

ATV T [#+y kT—F 25 (Networking) 14 7T, kO ) 7 Z2HEK L ET,
e Xy FT—S R [Azure CNI] 23R L £77,
cRERY bT— XHET O ARy U — 7 IR £,
Y5 RB B THw bk : Cisco Cloud Network Controller CEFEEIN AT 7 % v M ERIRL £,

* Kubernetes H—ERXADT7 KL ARGH : T 74V FOEIREZZDOFEFIZT5h, LEISLTZ MY
EERLET,

e KubernetesDNS H—E XD IP 7 FLR : T 7 /)L FOBIRZFDE FICT H), LEIZL LT
MY BEELET,

«Docker Bridge 7 FLR : T 74/ hOEIRZZDEFIZT 50, HBEILLU T MY AR LE
‘a‘o

eDNSBDTLIA VIR T 75 OFEREZDOEFICT D, LBEIULNU T M) EEFLE
7,

« A— FNZ Y YR
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. #7 L U\ Kubernetes — E X DFESE

*HTTP 77U =23V =T VT EEMTE : 774V FOBRBREZDEEITT D0 (AR
L2V | MEIE T MY AERLET,

c TTAR—F UV SRBERARNCT S LEIIJEL T, 7740V FOEREZOEE (BH) 2T5
2, =M EERLET,

AT9T8 [R~N: #E (Next: Integration) 1. [R~: 2% (Next: Tags) ]DIEIZZ Vw27 LT, T 74/ DT
M) ZEFEEFICINOOEmEED, R - #ER + 1ERX (Next: Review+Create) 1 %27 UV v 7 LET,

ATy 9 [HER+1ERL (Review+Create) 1V > RV T[ERL (Create) 127 VU v 27 L, BEEIZERK LIZ&IZH 5 —
J [¥ERk (Create) 1 %2 U > 2 LT Kubernetes 7 7 A ¥ Z/Epk L £7,

’—Deployment is in progress] &\ ) A =T NEREN, Kubernetes —E A D Hﬂg (Overview) ]

BN FR SNET,

Home >
microsoft.aks- | Overview »
Deployment

0 Search (Cmd+/) « Cancel Refresh

O O
Oty @ We'd love your feedbacki >
[ Inputs
= Outputs === Deployment is in progress

) Template Deployment name: Start time:  1/15/2021, 2:14:17 PM
Subscription: Correlation ID:
Resource group:

A Deployment details (Download)

Resource Type Status Operation details

No results.

Sl HETeHTIC, Kubernetes — EANIERICE SNDETHELET (BB DEFRNIE LD F9) .
OB ANTETTEHE, AL LDAKS P —ERTITD Y V—AT L—FZE&FENFT, Azure I1TT X
T? agentpools VM Ao —/L & v &M LT, Kubemetes —ERZAHHDIEMDY Y —RA T L—T"HAE
L E9,

RDRARY
37 L V> Kubernetes h— B A DGR (370 X—2) | ITHEAE T,

#7 L LY Kubernetes H— E X DFESE

IO DOFNETIL, B LU Kubernetes 3-— B A 723, Kubernetes ¥ — B A FIC/ERR S 11072V
V=R TN—=TTbHD T L EMRTDHTEOWTHHLET,

1R BHEIIZ
NS OFNEICHETeRTIC, Kuberetes — B X DOIERL (366 <—) OFEZZTLTLEE
AN
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ATV T Azure R—Z LT, EROF = a0 R=D [ Y—RFI)L—TF (Resourcegroups) 1227V w27 L
T, VYR N—T X=VIIBH L ET,

ATwFT2 [VY—RTI—T (Resource groups) ] 3—C, Kubernetes ¥— EAHFI/ER SN Y —A T L—
TEROT, FOVY—AITN—TDY %I ) v LET,

Kubernetes ¥ — EABANZAFL SN2 Y Y =27 =713, ROFRIT D £7,
MC_ resourcegroupname clustername region
TNENOFIITKRD LIB5Y TH,

« resourcegroupname I, Kubernetes — E AR HIZIERR S e ) VY — A 7 —TDA4RITT (Mc_aks
X, Azure (IZX > TCT 74V M THEASND U Y —RA T NV—T4TTF)

s clustername lZ. A7 v 73 (367 ~—0) @ Kubernetes ¥ —E ZAD{ERL (366 ~—) THRE L
Kubernetes 7 7 A % 44, CTd,

sregion X, A7 73 (367 X—) @ Kubernetes h—E ZADERL (366 ~—) TR L7- ik T
ﬁqo

i
MC_aks_acme-aks-cluster centralus
Kubernetes —E R I V=2 7 L —TF OWES— U NEREINET,
ATv 73 [RETYY RS —)Ltv b (Virtual machinescaleset) 10174 BT, DV 2727V w7 LET,
ZhUE, AKS =— U = FRET IR TV D EAT T,

= X

h (Cmd=/) « 4 Add == Editcolumns [i] Delete resource group () Refresh L ExporttoCSV 55 Open query = Move v < Feedback [ Open in mobile

JSON View

ange) : ACI-AZURE-QAT10 Deployments : 1 Succeeded

Click here to add tags

Events [ Filter by Type==all X  Location==all X i Addfiter

Showing 1to 4 of 4records. [ ] Show hidden types © Nogrown <] [stview v

[ Name

aaaaa

»
R B
u
2
u
%
s
%
x
ommendations
Monitoring
9 Insighs (preview)
B Alerts
page [1 v |of1
i Metis e °

ATy T4 EloFesr—2ay N—=T[4 2V XRA X (Instances) ] %27 U v 7 LT, Z® Kubernetes h—E 2 U
VAT N—=T O~ A RS A ERFLET,
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ATy TH

ATvT6

ATvT8

Home > Subscriptions

2 aks-agentpool -vmss | Instances X
Vil machinescae set

% Overview

@ Activity log Status Health state

A Access control (IAM) Vmss000000

@ Tags 5000001

2 Diagnoseand solve problems | [] aks-agentpool  -wmss2  aks-agentpool  -vmss 000002

DT 4 RUTIODA LV AZ L ADNT NN EZ Y v 7 L, [FTSA4R—FIP 7 KLZX (Private IP
address) ] 7 4 — /L RIZERENTWDIPT RLANANT TRy hOIPT RL AL KT D L&k
WLET,

TDT ALY RTIZERENDIODA LV AZ L ATIT T, A7 v 77 (369 <—) O Kubernetes H—
EADIER (366 2—) TEIRLIEZV TRy R BLDIPT RLAZFFS> TWALERHY £,

Home

Subscriptions

K2 aks-agentpool- w1 S vmss 0 2 x
Scale set instance

@ Restart [ stop (%, Reimage [i] Delete T Upgrade 2 Protection Policy

JSON View

Public IP address

Private IP address

&

Public IP address (PV6) : -

Private IP address (Pv6) : -

Vmss000000

Kubernetes & —E 2 ) V) —ZA T )L —T OWBER—IZRY . XA 7L LT Load balancer MNZ/N S 4L TUD
A kxubernetes T MU E RO T, 2DV 20% 70 w7 Li—gao

Kubernetes 2 — R/NT U O ESR— U NFRRINE T,

EloF e —ray X=T[N\y T K F—)L (Backendpools) 127 Vv 7 LT, AKST=—V x>
FNeRRLET,

Home > Subscriptions kubernetes
@ kubernetes | Backend pools X
Load balancer
Search (Cmd+/) + Add () Refresh

& Overview

Backend pool Private IP address Availability zone

B Activity log

. “aksOutboundBackendPool (3 v
2. Access control (IAM)

ks-agentpool mss (in... Runnin s-agentpool m 1
@ Tags gentp: 9 genty
ks-agentpool mss (n... Running ks-agentpool m 2
2 Diagnose and solve problems. 9 <
ks-agentpool mss (n... Running ks-agentpool m 3
Settings
kubernetes (3 virtual machines)
Frontend IP configuration Js-agentpoot mss (n.. Ronving Js-sgentpooH SN-mss 3
@ Backend pools ks-agentpool (in... Running ks-agentpool-' - -vmss 2
1 Health probes aks-agentpool mss (n... Running ks-agentpool mss 3

A N7 NEMEET ST R0~ E LRI~ U BMER ST SGS (ol 2R, i~ o=
vy a—<HAIERENTSHA) . Tung X —L LTAKS S 55 51%, L— U ARIE LSS T
L2 LR LET,

a) Azure R—Z /LT, A 7T VY —=ATN—TITRD £,

by 4177 UV Y—RT V=70 [BE (Overview) | X—VICFRINLLa— R [24 TRIIZT IL—
71t (Group by type) ] Z3EIR L £,

[MR#E<< > (Virtual machine) | =V 7 NERINDHETFICAZr—L L, a2 TV FDay
Va—<OB~ o E 7Y v LET,

¢)
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Azure 55U AKSCU DA V2 b—L [

ZOEME~ D [BEE (Overview) |V o4 v RUNRFRINET,

d) EMoFesr—va s N— [E&E (Settings) ] T. [*Y FT—% (Networking) 127V v 27 LZE
7

ZOAE~> D[Ry FT—2 (Networking) 1V 4 & RUBREKRIN, A N\T U FEBEXIOT 7 b
Ny ROBR— bk = VIZET B ERIRINET,

e) [7 kAU KAKR—F®DJIL—IL (utbound portrules) 17 %27 U w7 L, £IZUVARESRTWET
U RART Y RER—=FOL—LDOWNTRNEZ Y v LET,

A RUDBENPBAT AL RLTERREIN, ZTNHOT U b RR— k L—/LIZET 580015 H
NEREINFET, =& 201E, [38% IP 7 KL X/CIDR i (Destination IP addresses/CIDR ranges) ]
U TOxT FUIE, AKS 7 7 AZICEHEMIT O TWAT RLURICET A EHmERIE L £,

RDERY
[Azure B L TVAKSCLI DA A h—)L (373 X—0) | (TR ET,

Azure B LUV AKSCLIDA VX —)L

ATvT1

ATy T2

ATvT3

INHDOFNETIE., Azure & AKSCLI Z A A b —/L ¢ B FIEIZOWTEHA L E1,

IR B I
TS OFNEICHETHIIC, H LV Kubernetes — B A DS (370 °—) OFIEAZET LT
<TZEVY,

A UE =Ry MIT 7 EATED ALY 2—~ VMIZ, Azure CLI A A h—/L L ET,
A OWTIE, UTFZ2ZRLTZEN,
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli-linux

7o & 21X, Azure @ Ubuntu Linux VM (Z Azure CLI % A > A b—/LF 5121F, RO X HICLET,

# curl -sL https://aka.ms/InstallAzureCliDeb | sudo bash

Kubernetes 2~ > K7 A > — )L Tl 5 kubectl &, azure 58FE% 253 5 client-go EF&IEH (exec) 77
JA 2 TohD kubelogin X —RLTA AL LET,

# az aks install-cli
WOFINET AT v 75 (368X—) ® Kubernetes —E ADERL (366 2—) ALY —ER T
PN AVIZ - a Q=B A GV D= e

# az login --service-principal --username <service principal client id>
--password '<service principal client secret>' --tenant <tenant ID>

TNTNOHRPFITRD LBV TT,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]
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ATvT4

ATy TH

« <service principal_client_id> |X, A7 v 75 (368 X—’)  Kubernetes t— " ZADIERL (366 ~—)
T[H—ER FY2Lm\)L Y5472 b ID (Service principal clientID) 1 7 4 —/V Kb R
T4,

« <service principal_client_secret> (X, A7 >~ 75 (368 ~<—") @ Kubernetes % — E ADIEL (366 ~<—
V) T[H—ERTYLIIILIS4T> —2 Ly b (Service principal client secret) ] 7 1 —/L
RHox= YT,

s <tepant_ID> 1%, ¥—E R 7U T L (Azure Active Directory 7 7>~ ID) IZBS#fHT S /=T F
YETY, Zoavwr ROT Y M IDERERDOITHITIE

1. Azure R—Z YA A L LET,
2. [Azure Active Directory] %8R L 9,
3. [7'u/%7 ¢ (Properties) ] R L £,

4, [TF2bID (TenantID) 1 74—/ RETTFICAZa— NV LET, Ay 7 AT MID B
RENET,

FEAZOWTIE, UTFESR LT IEEN,

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-to-find-tenant

1l

# az login --service-principal --username 12a3b456-7c89-1234-5de6-7£89012gh3i4
--password 'secretkeyl2341234!' --tenant 98765zy4-xwv-3ut2-luts-rqOpon98m765

YITAI VT a v B UET VT A TRV T ATV T a ATRELET,
# az account set --subscription <AKS rg subscription ID>

<AKS rg_subscription_ID> [, Azure 7’ #7 L\ > Kubernetes $— B A DffEad (370 ~X—°) @ Kubernetes H—
EARIER L2 ) Y= AT N—TDH T 27 ) 721D TY,

Bl

# az account set --subscription 56klm789n-00pl-234g-5r6s-7t890123u4v5

A Y a—<VMMHHLROEHIICAH LT s AL, AKSIZHR L E T,

root@hub-vm: /home/CNC# az aks get-credentials --resource-group <resource group> --name
<AKS cluster name> --admin

ZNZNOFAITRD L0 T,
« <resource_group> A 77 U YV —AZ N—TFDA4HITTT,
« <AKS cluster_name> (X, A7 v 73 (367 X—) @ Kubernetes ' —E ZDAER (366 ~—7) IZA
71 E#U7= Kubernetes 7 7 A X DA RTTY,

i

root@hub-vm: /home/CNC# az aks get-credentials --resource-group CNC_infra westus --name azureaksclus
--admin

KDL A=V NEREINFET,
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Merged "azureaksclus-admin" as current context in /root/.kube/config

RATYT6 %/ —FOWNHIP T FLAZfER LTSN,
root@hub-vm: /home/CNC# kubectl get nodes -o wide
RO LS BB FRSNET,

NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 05-IMAGE KERNAL-VERSION CONTAINER-RUNTIME
aks-agentpool-12345678-vmss@2eee0 Ready agent 14h v1.17.9 30.1.1.1 <none> Ubuntu 16.84.7 LTS 4.15.8-1892-azure docker://19.3.12
aks-agentpool-12345678-vmssB00001  Ready agent 14h vl 179 30.1.1.21 <none> Ubuntu 16.84.7 LTS 4.15.8-1892-azure docker:/{19.3.12
aks-agentpool-12345678-vmss@00002  Ready agent 14h vl.17.9 30.1.1.31 <none> Ubuntu 16.04.7 LTS 4.15.8-1892-azure docker://19.3.12

[INTERNAL-TP] FIC U A RSN TWHIP 7 RL AL, N7 HT7 xRy MZH Y £,

GE) LFEOHTIHITIE, ExtERNAL-TP FID T kN UL <none> E R INFET, I, [7TVER A
A4 7 (Access Type) 178 27 v 74 (364 ~—3) D AKS DV T 7 K % —t 2 EPG DIERL
(363 X—3) Trrivate TREIN TV TT, (7278 % #4147 (Access Type) ] 75 Public
and Private IZERTE SN TWAEE. IP 7 F L AT externan-1p FNCE R I N E T,

ATy T1 (FEE) LEISUT, FrLOa—PIIEEEn— L2500 4 TET,
a) Azure R—X LT, A2 77 VY —ATNV—TIZRY £,

b) X—YDla— K =xVU 7T, [Kubernetes H—E X (Kubernetes service) ] =2 h UNEOMMLETF
IR m—L LET,

c) HEpk L7z Kubernetes ' —E 2% 27 U v 7 LET,
Kubernetes %—E 2D [HEE (Overview) ] X— VU NERINFET,

dy ZMloFEesr— a2 =T, [TV EXHl#E (1AM) (Access Control 1AM)) 1227V v 7 LET,
% @ Kubernetes —E A DT 7 & A#lfl JAM) BERSNET,

e) [+Add] %27V v 7 L., Koy rH o A=a—5 [Add role Assignment] % &R L £9,
f) [AB—ILE|IY HTHEM (Addrole Assignment) ] ~X— T, ROBREZFTVE T,

«[B—JL (Role) 1 74— /L R T, Rmry ¥ A=a—/ 5 [Azure Kubernetes Service Cluster
EFEED—)L (Azure Kubernetes Service Cluster Admin Role) ] Z&R L £79°,

[T EREDEIY BT (Assignaccessto) 1 7 4 —/L R T, [A—H. JIL—T, FIEY—EX
71) >3 18)L (User, group, or service principal) ] 23R L 97,

c )RR — 2RI L 9,

g) HEEHOD FEIZHL[RTE (Save) 1227 Vv 7 LET,

Azure 1—%'— fiA KAl Cisco V59 K&y kD=2 avra—35, Jy—2260 6) ]
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