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. BEERT—Y 70—

AWS T Cisco DNA Center 2353 DER |

BEERFTY—Y 70—

HElfb SN/ A Y v RZ2#H LT AWS T Cisco DNA Center #JEBT 21213, KENCE-T
WOTFNEEEITLET,

1 AHRSMEZW- LET, ABRMHAORHREME (14 ~—) 2ZRL T EE,

2. ({FE) AWS L0 Cisco ISE & Cisco DNA Center VA ZHA LE9, AWS TD AWS LoD
Cisco ISE & Cisco DNA Center DF#EA BT HHA KT 42 (53—) 2L T
Sy,

3. CiscoGlobal Launchpad % > A h— /L3 57, A aMRAKRA F93 % Cisco Global Launchpad
27 7 A L%, Cisco Global Launchpad DA > A b —)L (18 X—) FTIIHRAT v
K7 Cisco Global Launchpad ~®D 7 7 & A2 (19 X—3) Z&MML T Z X0,

4. Cisco DNA Center VA A V' A X L AZEDDHH LW VA Ry FE/ERLET, #HLUV VA
RNy FOERE 28 —) R LT EE,

5. (EE) BRTHA LT LI REEEA T a & LTHED TGW EBEEDT X v F A
F (VPCR L) 2RI 5581E. AWS TTGW /L —F ( v 75— /L& FETHE L.
MFEOhAE<— F— T4 (CGW) 2 —T 4V ITREEZBNTAHAVLENRDY £9°,
BMEDO T oYy b= 2 A BLOIAZ = — T = TL—F 4 7 & Foh#
ETDH 41 X—) 2L TLIEIN,

6. Cisco DNA Center D LW A > A X > A &VERK LE9, Cisco DNA Center VA O BTHEAERL
42 _—) ZZHLTIEIN,

7. (ER) SBEISCT, BEATICRAELMEZ I 7 vy a—FLET, BEO T T
N a—T 47 WX—Y) ZZRL TN,

8. Cisco Global Launchpad % { H L < Cisco DNA Center VA # &2 L £, [Cisco Global
Launchpad 1.7 Administrator Guide] [#FE] #Z2 M L T 72 &0,

BEIRFDAREMH

Cisco Global Launchpad % f# fl L T AWS T Cisco DNA Center ® B & Bi463 2 RiIC, RO
T2 ENTVDH Z EEZHERL T EEN,

« 77 v N7 4 — AT Docker Community Edition (CE) %A A h—/L LET,

Cisco Global Launchpad /%, Mac, Windows, ¥ X (FLinux 7°7 > b7 #+— 24 L@ Docker CE
EYHR—FLTWET, BENOTT v 74— ABHOFIEIZSOVWTIL, Docker D Web
A MIEH SN TWDE FX2 A FEZRLTIE I,

« ¥ ®}157T Cisco Global Launchpad (27 7 £ A L T Cisco DNA Center VA % B85 % /2B
R, 770 FRENKROHERZRHRZ L TWD Z EZHERL TSN,
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| AWS T Cisco DNA Center 2.3.5.3 OB
spEmonzzs [

» Cisco DNA Center € > X2 2 R : r5a.8xlarge, 32 & vCPU, 256 GB ® RAM, 4 TB
ARL—

[

EE Cisco DNA Center | r5a.8xlarge 1 > AKX AY A AD I % YR —
FLET, ZOREFEETEETA, SHIT, r5a8xlarge 1 >
AL A A XL, FREOR MY — > TlEAR— ST E
Hho, PR=FSNTWLAAMEY =DV X FERRT DI
IZ. [ReleaseNotesfor Cisco Global Launchpad Release1.7.0)] [3%5E]
EHBLTIEEN,

NV I TV TA2URA VR T3micro, 2fH? vCPU, 500GB DA hL— 1GB®
RAM

CAWS T H TV MIZT 7B AT H200FM e 74 NEREEAE LTSI L,

cAWS 7 H D R, U Y —AOMSIME & B A HERF T Do T T T o N (T A
7R THBHZE, YTT AU MEMEHAT S LT, CiscoDNA Center Z BB L TH
BEfF DY) Y — R IBEZ T EE A,

cEE BV AWS 74 7 2 kA AWS Marketplace C Cisco DNA Center (8T 7' Z A4 7
VADT A2 AFELIAR (BYOL) IZHEKINTND I L,

cEFHFE P DAL, AWS T AU Y NMIEBET 7 2 AMERIE D B THRTWD
Z & (AWS TiZ, RV > —4 1% AdministratorAccess & FRENET) o

BHET 7RARY —F, F—TTld/e<, AWS 7T H U2 MIEHED S ToH M
NHYET, ZOT TSV r—vaid, FA—7KRY) =% L THEEETLERA,
FOih, BHET 7 v AEREFEFSO I NA—TITENE N2~ —ThH-oTH, LER
AV TITARNT I F X EERTEEHA,

Identity and Access =
Management (IAM) i New feature to generate a policy based on GloudTrail events.
AWS uses your CloudTrail events to identify the services and actions used and generate a least privileged policy that you can attach to this user.

Dashboard
Users > dna-tme-user
= Access management

User groups
i Summary Deleto usor | @

users

Roles User ARN  amaws lam::878813814009:user/dna-tme-user (%)

Policies Path  /

Identity providers Creation time  2022-07-23 16:11 PDT

Account settings

Permissions. Groups. Tags Security credentials Access Advisor
~ Access reports
Acosss analyzer ~ Permissions policies (1 policy applied)
Alchivenies Add permissions © Add inline policy
Analyzers
Settings Policy name ~ Policy type ~

AWS managed poficy x
» Permissions boundary (not set)

~ Generate policy based on CloudTrail events

e a new policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses. your CloudTral events to identify the services and actions used and generate a
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AWS T Cisco DNA Center 2353 DER |
B coEmonzses

o T a—HF—DIEAIT. BHHEIT X o T CiscoDNACenter == — % — 7 /L —FIZBIMENT
WAMENRSH Y F9°,

B PR = —H —73 Cisco Global Launchpad IZ#]®O TR 7 A 35 & MBERTXTORY
T —3EIY 2T H ALz CiscoDNACenter = —H— 27 /L—778 AWS 7 71 7 > b EIZ/ERL S
nNET, FRFE—F RO/ N—TIIH T a—F—2BMT 5L, $7a2—F—n
Cisco Global Launchpad (27 74 > C& 5 X 912720 £,

CiscoDNACenter =—H— 7 /L —"121%, IROF Y —RNEID B THNTWET,
* AmazonDynamoDBFullAccess
* JAMReadOnlyAccess
* AmazonEC2FullAccess
* AWSCloudFormationFullAccess
* AWSLambda FullAccess
* CloudWatchFullAccess
* ServiceQuotasFullAccess
» AmazonEventBridgeFullAccess
* service-role/AWS_ConfigRole
* AmazonS3FullAccess
* ClientVPNServiceRolePolicy (/X—= > : 2012-10-17)
ZORY —TIX, WO/L—/VRFFRIEZNET,
* ec2:CreateNetworkInterface
* ec2:CreateNetworkInterfacePermission
* ec2:DescribeSecurityGroups
* ec2:DescribeVpcs
* ec2:DescribeSubnets
* ec2:DescribelnternetGateways
+ ec2:ModifyNetworkInterfaceAttribute
* ec2:DeleteNetworkInterface
* ec2:DescribeAccountAttributes
* ds:AuthorizeApplication
+ ds:DescribeDirectories
* ds:GetDirectoryLimits
* ds:UnauthorizeApplication

* logs:DescribeLogStreams
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* logs:CreateLogStream

* logs:PutLogEvents

* logs:DescribeLogGroups
+ acm:GetCertificate
 acm:DescribeCertificate
+ iam:GetSAMLProvider

* lambda:GetFunctionConfiguration

* ConfigPermission (/N—37= > : 2012-10-17, SID : VisualEditor0)
ZORY =TI, RONL—IBFAIESNET,
* config:Get
* config:*
« config:*ConfigurationRecorder
+ config:Describe*
* config:Deliver*
* config:List*
* config:Select*
* tag:GetResources
« tag:GetTagKeys
* cloudtrail:DescribeTrails
* cloudtrail:GetTrailStatus
* cloudtrail:LookupEvents
« config:PutConfigRule
» config:DeleteConfigRule

« config:DeleteEvaluationResults

« PassRole (/3— 3 > :2012-10-17, SID : VisualEditor0)
ZORY —TIiE, WO/L—/ANFFAISNET,
« iam:GetRole

« iam:PassRole
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. Cisco Global Launchpad ® 1 > X k—JL

Cisco Global Launchpad W1 > X F—)L

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ZOFETEH, Y—"—BXQRII7A4 7~ T7FV 5 — 30 Docker 27 F&FEHLT
Cisco Global Launchpad %1 > A b —/v 3% FiEE R LE7,

B8 HHEIIZ

BHEWD~T 12 Docker CEMNA VA =L ENTWNWAHZ L EHER LTI ZEN, Iz
T, BEEBORMHESME (14 X—2) 2SR TIEI,

FIE

VAADY T =Ty ra— YA MIBEIL, ROT7 7 A vaXyra—RLET,
* Launchpad-desktop-client-1.7.0.tar.gz

* Launchpad-desktop-server-1.7.0.tar.gz

TAR 7 7 A /LN A an b IFRICEA SN TWA Z L 2R LET, FIEOZEHIZOWTIL,
Cisco DNA Center VA @ TAR 7 7 A LD (8 *—) BB T &,

Zyra—RL7e7 7 A5 Docker 4 A — 3 & it AR E T,
docker load < Launchpad-desktop-client-1.7.0.tar.gz

docker load < Launchpad-desktop-server-1.7.0.tar.gz

docker images =~ R&fEH LT, VAT M UKWD Docker f A—TY DV R NEFRL, +—
NR=BILOIIA T N T 7V r—ya v ORFat—0"bb5Z 2R LET, 7711
X, [TAG] FNC [L7] MO E LT/ L BRFRINET,

WRIZH 2R L ET,

$ docker images

REPOSITORY 0y IMAGE ID CREATED SIZE
466518672524 .dkr.ecr.us-west-2.amazonaws.com/val/valaunchpad-server 1.7.1 854a1630d3a7 3 hours ago 546MB
466518672524 .dkr.ecr.us-west—2.amazonaws.com/platform-ui/valaunchpad-client-docker 1.7.1 63ff53f197c9 5 hours ago 1.98GB

Y=N=T TN = a rEFETLET,

docker run -d -p <server-port-number>:8080 -e DEBUG=true --name server
<server image id>

wizBlz R LET,

$ docker run -d -p 9090:8080 -e DEBUG=true --name server £87f£f£30d4cé6a

IIAT N T TN = a b BETLET,
docker run -d -p <client-port-number>:80 -e CHOKIDAR USEPOLLING=true -e
REACT APP API URL=http://localhost:<server-port-number> —--name client

<client image id>

RITHI 2R L ET,
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ATy 71

ATvT8

ATvT9

KRR T v K& Cisco Global Launchpad ~D 7 ¥ £ X .

$ docker run -d -p 90:80 -e CHOKIDAR USEPOLLING=true -e

REACT APP_API_URL=http://localhost:9090 --name client dd50d550aa7c

G¥) NN TWD Y — =D — hFHE & REACT_APP_API URL O AR — h&EEA3H
CCTHHZEAREERLET, AT v 758 AT v 76 TlE, WMFOHITR—FES
9090 AEH SN TWET,

docker ps -a A~V R LT, y—"=L I I73A4T7 L DT TV r—3 9 URFETS
NTWDHZ EaEMRLET, [STATUS|INCT 7V r—ya UNBEIHh CH 5 Z L& T
WAHMERH Y £7,

HIZH 2R LET,

$ docker ps -a

CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES
adlb7f7eebea  466518672526.dKr . ecr. us-west-2.amazonaws.con/val/valaunchpad-server:1.7.1 “/usr/bin/dumb-init ."  About a minute ago Up About a minute 0.6.0.0:9494->8080/tcp  server
abeb2e93f57a 466518672524, dKT . ecT . us—west- platforn-ui/val 1i .71 0 Typoint.s.' 2 minutes ago Up 2 minutes 0.0.0.0:94->80/tcp client

GE) Y= N—F I TA T b TV r— 3 COFEITHICRENRA LTI-BEA1T.
Docker TT7 —D T 7/ a—h (48—) ML T IEEWN,

WOFAXTURLEZAN LT, 3 —_"=T 7V r—2a T 7 BATEHZ LEMHRLET,

http://<localhost>:<server-port-number>/api/valaunchpad/aws/v1l/api-docs/

wIhlE R LET,

http://192.0.2.2:9090/api/valaunchpad/aws/vl/api-docs/

Cisco DNA Center VA IZFEFH SNV TCWA T SV r—va vy Inrl oI 07 A 02 —T oA A

(APD) W7 4 v RUICERINET,

ROWAXTURLEZANLTC, 29A T T TV r—v a7V BATEDLZ EEMERL

£7,

http://<localhost>:<client-port-number>/valaunchpad

WIZH &R L ET,

http://192.0.2.1:90/valaunchpad

Cisco Global Launchpad 2 27 A > 7 > RUMNRFRINLET,

GE) IIAT VMBIV —N"—=T 7V r—aCT—T 4777 " HHRAEND
728, CiscoGlobal Launchpad &1 7' A > 7 ¢ > KT DFEARIAIRIEI 3D Z LR
nET,

R X 7w K Cisco Global Launchpad ~D7 7 £ X

Cisco DNA 7R—#4 /L C Cisco Global Launchpad |27 7 £ A T& £7°,
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B oxa7rv ronm

Cisco DNA IR —# )V I CHEATB5E81E, A2 7 U & CiscoDNAR—F /L T H
T N EERTAMENRH Y £9, FD. Cisco DNA IR—# L |21a 71 > LT Cisco Global
Launchpad |27 7 A T& £7,

Cisco DNA AR —# /L ZLHIN AL, A3 7w k& CiscoDNAR—F /L 77 K
ZBEHOEAIE. Cisco DNA R— % )L [ZE#E 1 7 4 > L T Cisco Global Launchpad (27 7 &
ATEET,

RAT N FOERL

Cisco DNA 7R— 4 /L %4 L T Cisco Global Launchpad |27 7 & A3 5121%, H&HNZT AT H
7 NEERT AMERH Y T,

FIE

ATYT1 TIZUFTCHROLIICATLET,

dna.cisco.com

CiscoDNA A R—B )L a /(L7 4 RUBRKRINET,

—

Cisco DNA Portal

Welcome back.

AT w T2 [Create anew account] %7 V v 7 L£7,
AT w73 CiscoDNA 7R—4% JL D [Welcome] 7 « > K7 C [Create a Cisco account] %= 727 U v 7 L £,
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Cisco DNA Portal

Welcome

Register one account for Cisco DNA - Cloud so
you can subscribe to multiple cloud offers.

You will need a Cisco account to create an
account for Cisco DNA - Cloud. Create a Cisco
account

AT w74 [Create Account] 7 1 > K7 CTLE/2 7 4 — /L RIZAS L, [Register] 7V v 7 LET,

us
EN

Hmm
cisco

Create Account

* indicates required field

Email *

Email * ‘

Password *

Password * ‘

First name *

First name * ‘

Last name *

tstrome- |

Country or region *

Please select * v ‘

By clicking Register, | confirm that | have read and agree
to the Cisco Online Privacy Statement and the Cisco Web
Site Terms and Conditions.

Back to log in

RATYTS THUY bOBGIHEH LIZE A — VBB L, [Activate Account] 7 U v 7 LC, ThH D
v MR L £,
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Hi
Welcome to Cisco!

Please click the button to activate your account.

Activate Account

Expires in 7 days

After activating your account, you can:

> Login with your email and password.

> Manage your Cisco account profile and request access to Cisco applications
and services.

- Become a customer by associating a contract number or bill-to ID to your
account or order services directly through our global network of certified
partners.

- Become a partner by associating your account with a partner company or
register your company as a partner.

> Access supply chain tools and resources.

Visit help for login, password, and account information.
Contact support for help accessing your account.

Cisco DNA R—AR )L 7HH 2 FDER

Cisco DNA 7"—# /L %41 L C Cisco Global Launchpad (27 7 7 295 1Z1%, Cisco DNA 7K—#
VT AT FEARRT DRERH Y £,

48 BRI

VAATATL IR HD T EEHERLET, S OWTIR, vAaT vy FOERKR (20
N—=) EBRRLTLEEN,

Fig
ATV T30 THROLICATILET,

dna.cisco.com

CiscoDNA A R—AR )L a7 A4 T 4 RURFKRINET,
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Cisco DNA K—4 L 7h o> kofert ]

Cisco DNA Portal

Welcome back.

Log In With SSO

Login with CEC

AT w72 [LogInWith Cisco] 7 V v 7 LE7,
ATY T3 [Email] 7 4 — NV RIZV AT HT U bOEFA—NEASL, Next] 227 U v 7 LET,

us
EN

Nm
Cisco

Login

Email

Unlock account?

Forgot email address?

Help

Don't have an account? Sign up

AT T4 [Password] 7 4 —/V RIZV AaT7 hoy hONRAT—REAHLET,
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{ Back @ us
EN

Nmm
cisco

Log in

Email

Password

[ |

Forgot password?

Unlock account?

Help
Don't have an account? Sign up

Back to log in

ATv TS5 [Login] &7 Vv LET,
AT 76 CiscoDNA FR—% JL @ [Welcome] 7 1 > K 7 ™ [Name your account] 7 « —/L FIZHfk4 £ 7213
F—2Z4 % ANJJLET, [Continue] 7 V7 LET,

Cisco DNA Portal

Welcome,

What's the name of your organization, company, or team?

Name your account*

Ex. Hearst or Hearst Construction

Cancel

AT w71 CiscoDNA R—4 JL @ [Confirm CCO Profile] 7 1 > K7 TIRD FMA%E T L £,
a) FRINDIERNPIELWZ & 2R L £,
b) FFEZHATHR L, RETLIHAIET =y IRy 7 A2 F T LET,
¢) [Create Account] %7 U v 7 LET,
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Cisco DNA Portal

Confirm CCO Profile

Confirm that this is the Cisco profile you
would like to register with, or login to a
different CCO

Your Name
Your Email

Organization Name SELF

O | agree that Cisco DNA Portal is governed
by the Cisco End User License Agreement
and that | have read and acknowledge the
Cisco Privacy Statement.

Note: If you do not have the authority

to bind your company and its affiliates, or
if you do not agree with the terms of the
Cisco Universal Cloud Agreement, do not
check this box.

THT L NRIEFICERSND &, CiscoDNA R—A )L F—L_X—INFRENET,

'
Subscribe and maintain your ‘ -k
- ) [ ¢
offers more efficiently with d 8
Cisco DNA Portal. ¥
Select an offer below and enjoy your trip with )
Cisco DNA Portal
(8
Offers
Applications Experience Cisco DNA Center Cloud SAN Insights Discovery Plug and Play as a Service pxGrid Cloud

Subscribe Subscribe Subscribe

Subscribe Subscribe

Learn More Learn More

RXATHYY RTOCiscoDNA R—E )L ~ADBAT A2

Cisco DNA 7R—# L %41 L T Cisco Global Launchpad {27 7 & A3 % |Zi%, Cisco DNA R—#
NiZa A T HMERDY £,

AWS T® Cisco DNA Center 235 EAH A F .



AWS T Cisco DNA Center 2353 DER |

B o xa75%> bcoCiscoDNA K—5 )L AT A >

45 HHEIIC

VAT H T hE CiscoDNAR—X IV THUY "Bl D I EafER LET, fFMicoNT
W, AT FOMERE (20 2—) B X DCisco DNA IR—X )L 751 7 v s DERL (22
N=) EBRLTLLEEN,

FIE

RATYT1 T2 TROLIICADLET,

dna.cisco.com

CiscoDNA R—A )L a /Ao 4 v RUBRFRINET,

Cisco DNA Portal

Welcome back.

Groato a now account

Log In With SSO

Login with CEC

AT w72 [LogInWith Cisco] 7 V v 7 LE7,
ATV T3 [Email] 7 4 =V RIS AT h 7 hOBEFA—LEANL, [Next]ZZ U v LET,
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us
EN

NN
cisco

Login

Email

Unlock account?
Forgot email address?

Help

Don't have an account? Sign up

AT Y T4 [Password] 7 4 —/L RICT AaT7 o hO/RAU—RE AN LET,
{ Back @:ﬁ

Nmm
cisco

Login

Email

Password

[ l

Forgot password?
Unlock account?

Help
Don't have an account? Sign up
Back to log in

ATv 75 [Loginl 227 V7 LET,

Cisco DNA iR—% )L 772 " 1 DLW EATEL, Cisco DNA IR—4 )L 7h— L~— UM
FRENET,

ATy 7T6 (EE) HEOCiscoDNAR—X /LT H 2y ERHLGEX. T4 7Y FOREIZH 5 [Continue]
REEIT VI LT, vl AT AHTAUY NERRLET,
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Cisco DNA Portal

Choose an account

TestAccount [ Continue ]
VA Launchpad [ Continue ]
VALaunchpad-Test-Doc [ Continue ]

CiscoDNA R—A )L R — L_X—URERINET,

Subscribe and maintain your ‘
offers more efficiently with
Cisco DNA Portal.

Select an offer below and enjoy your trip with
Gisco DNA Portal

Offers

Applications Experience Cisco DNA Center Cloud SAN Insights Discovery Plug and Play as a Service pxGrid Cloud

Subscribe Subscribe

HFLWOWVARY FOER

VA 7R v RiZ, Cisco DNA Center VA [A]i} D AWS ARAT 4 V' ZBREE TS, ZTDOFRAT 4 TE
BElZ1d, Cisco DNA Center VA EC2 A > A% . A Amazon Elastic Block Storage (EBS) ., /v
7 I NFSH—N"— X2 VT 4 I NV—T N—TF 177 —7 )L, Amazon CloudWatch
= 7', Amazon Simple Notification Service (SNS) | VPN 7 — k7 =1 (VPNGW) ., TGW 72
EDAWS U Y —AREENET,
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FLoVAKRy kot [

Cisco Global Launchpad % f# ] L C. #%%?® VA 7K v K (Cisco DNA Center VA Z & (2 1 50 VA
RNy R) ZERRTE £,

\}

GE)

AWS A — R—EFHHF 2 —F— 3, £V —Ta O TERTED VAR Y RO ERZ#RE

T& %9, Cisco Global Launchpad LIFA DV ¥ — R ZfEH SN 25 VPC b Z OICEENE
T, mEzE AWS TH UV MIEESNTZ VPC O ERN S5 ST, 2D HH 2 OWEH
HogGA, BIRLZY —Ya v CELITEKRTES VAR Y RiZ3 2ETTT,

—HOFIATIL, TXTOYU Y —ANRELLFEKESINLHGEIZOARROFIRIZHET Z & 23
TEET, T_XTOY YV —ZANELLEHEINTORWGA ., [Proceed] 78N & TN 72
DET, TXTOY YV—ANRELLEESINTNBIZHEND 5T, [Proceed] 8 & o )3
7o TV DHEEIE, VY —AREEr— RS TWhed, FHHBRHLTEI,
FTRTORENTETTDE, REUPEMIRD 7,

Cisco Global Launchpad Z#1 L\ U U — A2 H L7254, LLRITO Cisco Global Launchpad
VY —=RH 7 L—RLERE, $RE VAR Y RAREISRTWD ) —Y 3 VRE
EEH LGS, VAR Yy ROREFLESNEEA,

7= & z1X. CiscoGlobalLaunchpad U U —A 1.7.0 CVAKR v REER LIZGA. N7 T v
FRAT—= R, RO T T TA VAR ADAR T8RNy 7T ) FHh—r3—0D [P
T RUVAEMEAEDEELDIZD ET, VY —R1.6072EDLATOY Y —ATIZDVA
RNy RIZT 78 ATHEE, Xyl T7 v RAT— RREIEREINERA,

ZIZTE LW VAR Yy RaAfEpld % HikzliziB-> TH L £,

4r & SRS

ZOTFEEETTAHICIE. AWS TH 7Y MNIEEE T 7 & AMERP VLT, ZEHICOWT
X, BEVEBORHESM (14 2—) 2R LT EE,

FIE

ATY T WOWT D SEEEM LT, Cisco Global Launchpad (22 74 » L &7,
« [[AMLogin] : ZDHETHE, 22—V —o—La2EH L Ca—F—T7 7 b AEREZEEL E

7, CiscoGlobal Launchpad I%, {BENNE LT HHEEIC, LEOBNMFFIHAE LTDL
FHERFE (MFA) ZHHR— bk LET, B>\ TiX, [Cisco Global Launchpad 1.7
Administrator Guide] @ [Log In to Cisco Global Launchpad Using IAM | [F553E] 2 &/ L T<
EEVN,

[Federated Login] : ZDHIETIX, 1207 AT 747 4 A LT, oA XL —& 0
BHT LRy NU—2 F72 37 7V r—a A7 7B A LET, sHlICOW T, [Ciso
Global Launchpadl.7 Administrator Guide] @ [Generate Federated User Credentials Using
saml2aws] F 721% [Generate Federated User Credentials Using AWS CLI] [3%5E] &/ L C
CTEE,
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TI7EAF—ID &=V Ly T 7B AF—ZHGT D HIEICONTIE, AWS O Web ¥
MZH#E ST % AWSTools for Power Shell = —4— 741 K [355E] @ [AWS Account and
Access Keys] 2L T 7230,

R7A 2T =RRAELELEAIE. =T R THER 7 A T D0ERH D 7,
WZOWTIX, v/ A 27— 770 a—h 49—2) 2L TITEIN,

Fill

=411

MHTu 7 A 3 2EHE2L =Y —DHAIE, [Email ID] 7 4 —/b FIZEF A —LT L A%
AL, [Submit] 7 Vv 7 LET, VT a2—V—DFAIL, AT v 7 3 IR ET,

Email Address

Enter the email address to which notifications should be sent when AWS
infrastructure alerts are logged.

Email Id

=

T USNSICRERL T, BN ) Y —RA R, BLOY Y —AO@FIE AT 57
T7—hMaeZETEET, S HIZ, Amazon CloudWatch 73 Cisco Global Launchpad O #&5; 72 Eh{E
IR LG EICBAT 2 K0T 7—L 2R ETEET, I HIT, AWS Config ITFHE I
72U Y —RA%FHML, fEROEAe 7 HEELET, FEIC OV T, [CiscoGlobal Launchpad
1.7 Administrator Guide] @ [Subscribe to the 7~ >/ >*SNS Email Subscription] & [View Amazon
CloudWatch Alarms| [#5E] Z#Z2 ML T2 &0,

BFA—NEANTHE, W ONDTrEAREFTFINET,

o LB/ RTORY =238 24T 5372 CiscoDNACenter & —H— 7 /L— 7728 AWS 7
v b EICERENE T, FHEL -V —RN 2O —TF I T a2 —VF—EBNT D
& 7 =2 —H— Cisco Global Launchpad (2172 7' A > C& 5 K 92720 £,

« AmazonS3 /37 M, EEADKREAZRFT 27-OICHBRIC/ER SN ET, T r—Ub
THHEY =V arTh, AWST I Y "D S3I N v Mo R ZHIFR LN
EEHERELETS, Ny FEHIFRT S L. CiscoGlobal Launchpad BB 7 — 27 7 1 — |25 48
HHZDAREMER DY 7,

s =T g b Tr A 35 L. Cisco Global Launchpad (2 X > T AWS THEE D Y
V=APMERSNET, V=2 a URLRNCAEIE ST EINITEL T, 27 rER
ISRER D25 ERH D T, T ARETTHET, HLW VAR Y RIIERTE
FHA, ZOM. [Setingup theinitial region configuration. This might take a couple of
minutes. (MY —2aVEREF TS, COREBIZEBAINEHZENHYET, ) |
EWVWI Ay —UNFREINET,

ERica 7 A 4% L, [Dashboard] <A U BNFERENET,
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GE) U=V a VOREEFEHTHL KO ONTZGAE, Tr 7 Moo T %
SETLET, oW Cix,  [Cisco Global Launchpadl.7 Administrator Guide] @
[Update a Region Setup] [#GE] &ML T 7230,

i/l Global Launchpad Dashboard
r-) o The following regions have the region setup configured but don't contain any VA pods. Choose which regions you want to remove the region setup from:
B ap-south-1
NOTE: Tha ragion st I skomatically Craxbad whan you craste s riw VA pod
Regionts)
sp-vouthwart:2 v
[7 VA Monitoring
User Activities
&) setting
(2) Help Center
o
.
Ova
0 va s Compluted
Ova lyst Center(s) ® Regions @ Region with a Failed VA Pod

) N

No VA Pod(s) created!

5t Center Virtual Appilance - Bring Your Own Licanse (BYOL).

AT v T3 [+Create New VAPod] 27 V v 7 LE7,

AT T4 [SelectaRegion] ¥ A 7 27Ky 7 ATROFNEEZFEITL T, HLWVARY RE/ERT DY —
VaraERLET,

1. [Region] ka2 v 77X URX G, U—UarZ@®IRLET,

EQIOF €S =2 a2y 4 RYO [Region] K1y 7492 Y 2 bpb 100 =Y 3w
ETTIOERLTOWAHAIE, 20U —V 3 UAHBIIIGRIRENE T,

GE) V=V a VOREEEHT DL ITROONIZHEIE, Tro T MIE-TH
FrEwT LET, sFMc oW TiE, [Cisco Global Launchpadl.7 Administrator
Guidell @ [Update a Region Setup] [#3G] ML T 7230,
2. [Next) %27 Vv 27 LET,

ATYTE WOFIEAZFEITL T, VPC, 7IARX—= YT Ry b, =T 4T T—=T, EXx2VT 4
InN—7, 87— b xA, CGWEEGLAWS A V7T ATV F v HZRELET,
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a) [VA Pod Environmental Details] 7 4 —/L KT, IRD 7 4 —/L REZREL 7,

* [VA Pod Name] : £ L\ VA Ry RIZARTZEID M TET, ROBRIFHEIER LT
<TEEW,

cHFNTY =Y arNTBETHALERDY 7 (ZHITEKEDY —Y 3 > TH
C4HTIZHATEZL2ERLET) &

K12 LFE TOLARZRETEET,
« ZHNZIE, LT (A-Z) L T (0-9) . BEOF vyva () ZEHLIEN
T&EET,
* [Availability Zone] : 2O K vy 77Xy U A&7 Y v/ LT, @RLEZY—Va
NOSBES NG CTH DAY — &8I L £,

* [AWS VPC CIDR] : AWS U YV —ZXDEBNEHT25—ED VPCH 7y & ATIL
F9, ROEBFEICHE ST EE W,

o HE2E X 4TV A CIDR #if1% 25 T,

+IPv4 CIDR RiZTiE, IP 7 FLRADOHRED A7 T v b GEHOL 7T v ) D
BEICHRETE5D1X0 £7213 128 DA TT,

IOV T IRy ME, BEOFT Xy FEEELRNEDICTOSERDH Y T,

b) [Transit Gateway (TGW)] T, IROWTNINDOAT T a »EBIN L F,

*[VPNGW]: VAR Y R 1 2HY, VPN — sV =A AT 2551, 2047
varaERLES, VPNGW (&, B M VPN #5i0 Amazon 0> VPN = > R7R
A2 FTT, 1 DD VPCIZDIREGTE £7,

* [New VPN GW + New TGW] : #45® VA R~ K721 VPC 28H Y . #%kD VPC &4
VTV IAFRy NI—T EBMARERTH N Ty b7 ELTTGW 2T 54
L, ZOF T a rBRIRLET, £72. TGW A M#E VPN £t Amazon
DVPNZ RRA L hELTHATAHAZELTEET,

GE) V=g 0018190 TGW OB EER TE £,
* [Existing TGW] : #1 LW VA R v FOMERUZEEH T 2BEFD TGW 8385 5 551E, 2D
I arBEBIRL TS, WOWTNIDOL T g 2B IR L FT,

* [New VPN GW] : BEfED TGW (27 LV VPN 77— b 7 = A Z{ERRT 285/, 2
DAT v a BRI ET,

« [Existing Attachment] : BEfFD VPN £ 721X EEEE T ¥ v F A > M HT 28546
X, ZOF T a &@LU ET, [Select Attachment ID] Kz w7 X7 U Ak
N, THEyF AL MID Z@IRLET,

ZOF TV aryEERTLIGAE. BEFEO TGW BEL O CGW ODL—TF 4 7'
RETHUHENHY T, > WVWTIE, BBFO 7Yy Mr— by =148
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FLoVARy kot [

KO ARG~ == T =2 T—T 4 72 FHRETDH @1 ~—Y) &5
BLTSIZE0,

) MOVWTNNEFEITLET,
BT D BEGiA T > 9 & L C [Existing TGW] & [Existing Attachments] % 38K L 7235
HlE. AT v TS ITHERET,
« [VPN GW], [New VPN GW + New TGW], F7zi% [Existing TGW + New VPN GW] % i3
RUTZH/AIE, RO VPN B2 A LET,

» [CGW (Enterprise Firewall/Router)] : AWS VPN 7 — k7 =1 & ® IPSec b v R/ %
S Do DT e Z—=TFA X T 7 AT U4 —)VEIFINV—ZDIPT FLX
AN LET,

*[VPN Vendor] : Ky 77X U X )6 VPN XX —Z B8R L E7,

[Barracudo]. [Sophos]. [Vyatta], 3 XN [Zyxel] iZ. AR — b &I TV 720 VPN
N F—=TF, FHEMIZOVNTIE VAR Y FREZT—D FF7 72—k (50
N—=) SR LTIES N,

e [Platform] : K v X7 VA RNNLT Ty N7 4 —LERIRLET,
* [Software] : Ry 7FH T VA RNLY 7 My x2T ZBIRLET,

d) [Customer Profile] DH A XX, 7 7 4 /L FEXED [Medium] DE FIZLET,

HAL<—Ta 77 ANDOY A XL, Cisco DNA Center VA A L AX L AL R I T v
A VAR ADGIZHEA SN E T, [Medium] ZF8ET D &, A 2 AZ L ADRERIZR D
Lok ET,

* [Cisco Catalyst Center Instance] : r5a.8xlarge, 32 f#l® vCPU, 256 GB RAM, 4 TB Z |
L=,

BE Cisco DNA Center /& r5a.8xlarge & A ¥ AH A ADHEHR— M LET,
COREIFELTEERTA, I HIT, r5a8xlarge 1 v A X AP A XL,
REDOF MY =TI AR— SN THERAL, PR—FSNTNDH A
ey —r oV XA N &FRRT5I121%,  [Release Notes for Cisco Global
Launchpad Release 1.7.0] [J55E] # &ML T2 &0,

e INYH T TALUARA R : T3.micro, 2 @® vCPU, 500GB DA L — 1 GB ®
RAM

e) [Backup Target] Ci. Cisco DNA Center DT — X X—RA L T 7 A )LDy 7T v 7L L
TROWT DDA T v a VERIRLET,

* [Enterprise Backup (NFS)] : /N 7 7 v 7 %A 7L I A — =R FT D5 1L,
ZOF T a U EBRLET,

AWS T® Cisco DNA Center 235 EAH A F .


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html

B sty o

f)

AWS T Cisco DNA Center 2353 DER |

« [Cloud Backup (NFS)] : /Sv 7 7 v 7% AWS ICIRIFT 2B A1, 04T a v %%
RUET,

WOy 7T v TOFHMEAETLET, BTCIOHFREMEHLT, 777 KNy
Ty —=N—lza A4 LET,

*«SSH IP7 KL X : <BACKUP VM IP>
*SSHAR—k :22
o H—/\—/X X : /var/dnac-backup/
« A—H—4% : maglev
o INR T — B 1 <xxxx#HHHHE>
Ny 7Ty TP —=_"—=D/RAT — FEIEIER S E T, SAT— NI, Ny
IT v TA VAL ADAL IR ORHID AT LNy 7T FHh—r3—D IP
T RLZ (BEUARRL) THkEhET,
72203, RN T v T AV AZ L ADAK v 7470 DNAC-ABC-0123456789987
T, NI T T H—=R_=DIP 7 FL AN 10.0.0.1 DA, Nv 77 v FHh—
N—=D/sXA T — RE DNAC10001 {272 V) 7,
GE) NI T TAUAE L ADAL 7 441, [Cisco Catalyst Center
Configuration In Progress] 7 4 > K7 (Cisco DNA Center VA O #f
HER (42 _—) ORAT v 79 %5M) £7-13 [AWS
Console] > [CloudFor mation] > [Stacks] 7 ¢ > R 7 CHER TX F
R

e Ny T I —"—=DIP T KL ZX, [Cisco Catalyst Center
Configuration In Progress] 7 « > K7 (Cisco DNA Center VA D37
HUER (42 X—2) ORT v 7 9 %HM) F£721% [View Catalyst
Center] ~<-1 > ( [Cisco Global Launchpadl.7 Administrator Guide]
@ [View Cisco DNA Center VA Details| [J55E] &2 &) T HER
T&EE,

+ INA 7 L—X : <Passphrase>
WNRATL—RE, Nl T 70X )T OEEBLEZITOT VIV R—xRy
MW b T 5720 ISNET, 2hoDteF2 U T 4 ICEEBEZITOT
TR —R MO, GEAELZ LT UV ARG ENE T,
TDRAT L—RIWEAT, NI T v T T 7 ANEBILTHEZIZATIZRD
ONET, ZONRRTL—=XRRITIEL, Nv 7T v 7T 7 A VTETEINEY
Mo

e A—TR—k 122, 2049, 873, 111

[Next] 27 U 27 LET,
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[Summary] <A U BFERINET,

Review your AWS Infrastructure details and make changes. If you are satisfied with your selection, click the "Start Configuring AWS
‘ Configure the AWS Infrastructure | Infrastructure" button.
Enter EC2 and VPN Details

VA Pod Environment Details
2 Configure the On-Premises Tunnel

Endpoint VA Pod Name testpod
Precheck with AWS
Availability Zone ap-northeast-1a
3 Network Connectivity Check
Check IPsec tunnel connection AWS VPC CIDR

On-Premises Connectivity

Transit Gateway (TGW) VPN GW

VPN Attachment

Customer Gateway (CGW) New VPN GW

VPN Details

CGW (Enterprise Firewall/Router)

VPN Vendor Openswan
Platform Openswan
Software Openswan 2.6.38+

Other Details

Customer Profile Medium

Backup Target Cloud Backup (NFS)

g) RIE&E VPNOATNEZMZRE L ET, WEN72FHUL, [Start Configuring AWS Infrastructure]
270y LET,

BEE BIENTTTHETH20 0000 £, 77V r—varak T Lz, 2
DY 4 RURETHZALIZD LRNTLIES N, bR E | RIEN—FHE
IELET,

hy AWSA U 7T A RT 7 F ¥ NIELSEEIND L, [AWS Infrastructure Configured] <A1
MERINET,
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° Configure the AWS Infrastructure AWS Infrastructure Conflgured
Enter EC2 and VPN Details

@ testpod =

2 ) Configure the On-Premises Tunnel AWS CloudFormation

Endpoint

Precheck with AWS 15y
@ PrivateRouteTable1 L
AWS EC2

3 Network Connectivity Check
Check IPsec tunnel connection

@ PrivateSubnet1 AWS Infrastructure

AWS EC2 @ @

© VPC
AWS EC2

@ testpod-OnPremConnectivity @

AWS CloudFormation

@ VpcVpnConnectionPrimary

AWS EC2

@ VpcCustomerGateway
AWS EC2

@ VpcVpnGateway
AWS EC2

@ testpod-LambdaFunctions

AWS CloudFormation

Exit Proceed to On-Premises Configuration

AWS A V7 T A NT 7 F ¥ O EITKR LT84 1. Cisco Global Launchpad Z##4 | L &
T BEZONDEK ERRKIZONTIE, VAR Y RREEZT7—D F 7 7Ly a—hk (50
R=) L TIZIN,
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gLuvaky ok [l

o Configure the AWS Infrastructure| AWS Infrastructure Configuration Failed

Enter EC2 and VPN Details

2 Configure the On-Premises Tunnel
Endpoint

Network Connectivity Check

(=]
® I.fd‘\ledrpou—Onp‘yemCol‘v‘BChrlly =]
AWS Infra
© VrcVpnGateway e
Resource creation cancelled
Cisco DNA
© VpcCustomerGateway Center

Resource handle

ned message: "Value
(192.168.1.2) for parameter publ is invalid.

(Service: Ec2, Status Code: 400, Request ID:
3205e%ed-c575-47%e-bfb4-009b831742e8)
(RequestToken: 92c083d4-32¢6-82¢cc-e421-

be347e3b4951, HandlerErrorCode:
GeneralServiceException)

[ Failed-Pod

@ PrivateRouteTable1
@ PrivateSubnet1
© VPC

@ Failed-Pod-LambdaFunctions

Exit

ATV T6 ROFIEEZFEITLTC, AT VLIAER T s ANV EX T ya— RLET,

a) AWSA V7T ANTIZFvnNIELL

27 )y LET,

PXE SN 725, [Proceed to On-Premises Configuration]

b) [Configure the On-Premises Tunnel Endpoint] ~~~ > T, [Download Configuration File] & 27 U >
JLET, ZOT77ANVEFRy N7 EHEEICIREL T, A7 VI AAO PSec b

FNERELET,

Ry N — 7 EEFENIPSec PR E 1 ODFITBRELTWVAZ L BB LTIV,
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GE) s Ry NT— T EHENZOERT 7 A NMTKEREFTZ M ThHhox
=TS X T AT T —IVEFITIL—FIZHEHTHE, IPSec 2 *
IEEEITE T,

LS NTWDBHER 7 7 ANV EFEHATHE, AWSEZ U X —T T (4 X —
AEFIZT7ATUF—NDET2o0 XNV EREREITEET,

AFEALEDIRIE T TAR— T = Tz VYV a—2 a3 TE 12D h
VEADBBEBHL, b1 OoD R URABMEIELTCHET, WFO R
ERET L L, HFaX M TN (ECMP) Ry bU—F% o JHERE Al
HAT&Ed, ECMPLEETIX, 77 AT U4 —/VERIIN—FREa R b
N—FEHLTRICSEIZN T 74 v 7 2EETEET, Z0L X,
N—BENLXT 7 AT U4 —/VHBRECMP ZH R — K L TWDHULENRH D F
9, ECMP 2 L7AaWEAIE, 1 DD R %ZEIELCFE#ITY = —
NA—=R—=F B0, T IPSLARED Y Y 2—va U EFEHALT,
Tz — VA== U AT RV E BEIICRENT S A HERE L E
7

c) [Proceed to Network Connectivity Check] " ¥ > % 7 U v 7 LET,
ATFYTT ROWTNNPDOT 72 armFITLT, AWS A > 7T A RT 7 F % O ERIZER LB
TOF TV I AEERIZESONT, Xy NT—IRERD AT — 2 A% B LET,
BT BA TV I AEEREA T v 3 & LT [VPN GW] Z384R L7234 TPSec b > Fb
DEREAT —H APRD L IR RESNET,

e X N —JEBEENIPSec b RN EEEEREL TWRWEATL, IPSec ko kb
T A a v NERENET,

Network Connectivity Check

Checking for IPsec tunnel connectivity ...

° 5 ] ' =g
@ %&Oﬂﬁﬂ] IPsec Tunnel \w\\\ @ /,’\'

4

l
CGW (Enterprise Firewall/

Router)

T H—TTA R T AT U F—ILEITI—F DIPSec b U XN EBEEH L TW\WDE D
EERERT AL IRy N — 7 EHF I L 7, IPSec N o RADBEB#T 5 &,
IPSec b > RAPHFEEICEDY £,
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gLuvaky ok [l

Network Connectivity Check

IPsec tunnel connection is established.

@ @ IPsec Tunnel *""’;\ //"""

VA Pod CGW (Enterprise Firewall/Router)

GE) IPsec b > RV BBRERRBEIZ 72 > TW A DIZ, CGW 735 Cisco DNA Center (27

7 ATERVEAIL, IPsec b FLVOBEFICE LWVERES NI L%
fifti® L £ 7, Cisco Global Launchpad IZ AWS H3ED k> RV AT — & R & il
L., BIOF =y 7 2F4TLERA,

BT DA T LI AREA 7 > 3 > & LT [New VPN GW + New TGW] & 7= I [Existing
TGW and New VPN GW] % i&#R L 72434, Cisco Global Launchpad i%, VPC 2% TGW (Z#%#¢
ENTVDENEIDEHER L, TGWIIA L T VI AD T 7 AT T4 —/VE TN —HZIT
s ET,
GE) TGW PO F—TF3 A X T 7 AT Ut —)VEITN—F ~OHRI DT
I, Xy NU— U EHENF T VIADT 7 AT U4 —/VERIIN—4
W OREZEBMT HLENDHY 77,

Bt AT — B ZIWMD L Y IF RS NnE T,

cTGW N OHF L FLIADT 7 A4 T I —LFE TN —F ~DEE ST I N TV
WAL, ZJL—FREINET,

& @ 5 e () == )
. g . ] E i
e = = /e EETIEEER o

= et : it

U - gy L e ‘.

Transit Customer On-premisa
VA POD :
Gateway Firewall/Router

* TGW #5@ N IEWICHENL S5 &, TGW #5 ikk a2 v £97,
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L]

ws L iy 0
(g "8 8 e ; \8) =
(R @ (B! "gyehy | EmEm
SEUY Qe |, —=Qu . S5
= o [ ’
Transit Customer On-premisa
e Gateway Firewall/Router

BT DA TV A A 7 v = v & LT [Existing TGW] & [Existing Attachment] % 13
WUTGAEE. BEFO TGW & H1 L < Bt L7 VPC ORI T/L—T ¢ U 7 IRERE S LT
5HZ LA LET, T 2 TCiscoDNA Center NEEISNVET, FEMICHOWTIL., BEFD
oYy M= 2 A BN A~ =~ T2 TL—T 4 T 2THHRTTDH

(41 =) L TIEEN,

Bii AT — 2 R IO L HICERINET,
* VPC 23 TGW (285t SN TV WA, TOW Bkt 7 L —FfRSET,

Py 3
- & . )
Wl k. - & .
i, % v |
e, G /19 i fods
[&I.:J‘,' e m ]I I I
5. 3o S e
B 4 -
VA POD Transit Gateway
« TGW /N IEH 12N XD & TGW BEftidfktals iz v £97,
™ I{t;—" _.t[:t.l o . \
( ] - O 2
/ ,%’ DN | : ?
ga° P = 'O ‘ ’
- a3 )
el )i, e
2 S -
2
VA POD Transit Gateway
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BEDRSUSY hF— b I A BEUNRET—F— b4 TL—T 12 5FB%ET5 [

AT w78 [GotoDashboard] 27 YV v 7 LT [Dashboard] <A VIZREY ¥4, ZZ T, BMOVARY K
EERC LT BEfFO VAR Yy REEFEH LIV T2 N TEET,

BEOLSUOY M= TABEVHREFIT—T—
FOIATIL—TA VT EFHEET S

LW VA Ry ROMERRRIZ, BT D847 > a > & LT [Existing Transit Gateway] &
[Existing Attachments] % 38R L 72434 . Cisco Global Launchpad Gl Cisco DNA Center % fZ#)J
579 ® VPC BMERK S AL, Z @ VPC 3EEFD TGW 28kt Sk,

Cisco Global Launchpad C TGW #%#5¢ & #3239~ 5121, AWS TTGW v—T 4 > 7T —T V& T
BTREL, BEFDO CGW IZZEDN—T 4V TREEZBMT HLERH D 97,

FIE

ATYF1 AWS 22>V —)Lini, [VPC service] IZBEI L £,

ATw T2 EMOF S~ a7 12 KO [Transit Gateways] C [Transit gateway route table] Z 3R L |
WIZBEFFD TGW b — h 7 — T V&R L £ 7,

AT 73 [Transit gateway route table] ™7 ¢ > K ™7 C [Associations] % 7 % 27 U w7 L. RIZ [Create Association]
27 )y LET,

Network Firewall rule

a5 Transit gateway route tables (1/1) ifo Le H Actions v
¥ Virtual private network o
(VPN)
Name v TransitgatewayroutetableID ¥ Transit gateway ID v state v Defaultassociation routetable v Default propagation route table
Customer gateways
Virtual private gateways [ TEST-0-2-5-NTGW_..  tow-rtb-04ch3502f1649f635 tgw-044218d1d2ce07ech © Available No No

Client VPN Endpoints

¥ AWS Cloud WAN

Network Manager

E =
tgw-rtb- 1649635 / TEST- 5-NTGW_VA_
Details | Associations Propagations Prefix list references Routes | Tags

L Associations (3) info {i‘
Traffic Mirroring Q
Mirror sessions
Mirror targets Attachment ID v Resource type v Resource ID v state
Mirror filters tgw-attach-03f39a6aabda35adb VPC Vvpc-048ab88f3c4178310 © Associated

tgw-attach-014dbab572f2242e7 VPN Vpn-0f5a1d61c0d22f151 @ Associated
Settings tgw-attach-0b046fe367442fa5F VPC Vpc-01fd251ea2f8000c9 @ Associated

AT 7 & [Transit gateway route table] ™7 f > K 7 C [Propagations] % 7' % 7 U » 7 L. ¥&IZ [Create propagation]
z27 Vv 7 LET,
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B cisco ONA Center vA s

ATy TH

Network Firewall rule i )
) Transit gateway route tables (1/1) info @ @ e Pait ey et Fabls

Q 1 @

¥ Virtual private network
(VPN)

Name v Transit gateway route table ID ¥ Transit gateway ID v State v Default association route table ¥ Default propagation route table
Customer gateways

v

Virtual private gateways TEST-0-2-5-NTGW._. tgw-rth-04ch3502f1649f635 tgw-044218d1d2ce07ec6 © Available No No

Site-to-Site VPN
Connections

Client VPN Endpoints

v AWS Cloud WAN

Network Manager

v Transit gateways

Transit gateways

Transit gateway E =@

attachments
tgw-rtb-04cb3502f1649f635 / TEST-0-2-5-NTGW_VA_TGWVPNRouteTable
Transit gateway policy

ol Details | Associations | Propagations | Prefix listreferences | Routes | Tags
Tra eway route
tabl
Transit gateway multicast Propagations (3) info [ <] Create propagation
v Traffic Mirroring Q 5 ®
Mirror sessions
Mirror targets Attachment ID v Resource type v Resource ID v State
Mirror filters tgw-attach-014db4b572f2242e7 VPN Vpn-0f5a1d61c0d22f151 @© Enabled
tgw-attach-03f39a6aabda35a9b VPC vpc-048ab88f3c4178310 @ Enabled
tgw-attach-0b046fe367442fasf VPC vpc-01fd251ea2f8000c9 @ Enabled

Settings

FTNENDOVPC & VPN TR T 4 v 7 )V— NEMFEIZT 7T 4 7129 51Z1E. [Routes] %
T %7 Y v 7 L., KIZ [Create staticroute] 27 U v 7 LE9,

ATvT6 AWSEEED CGWIZEI D ¥ THNZ CIDREHICHIT TRy hNI—2 T T 4w T HN—T 4

YITBHEIC, AT VI ANN—EDORENEFTINTNWDEZ EEHERLET,

{ﬁ'] . route tunnel-int-vpn-0b57b508d80a07291-1 10.0.0.0 255.255.0.0 192.168.44.37 200

Cisco DNA Center VA O #13R{E k.

ATy T

#1 L\ Cisco DNA Center VA # 3% ET D I21%. RO FIEEFEITLET,

FIE

[Dashboard] XA > ®—~ 7' ® F T, Cisco DNA Center VAZ{ER% T % VA R~ K& RO
T
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Global Launchpad Dashboard

@ o
privag

7 VA Monitoring
[B] user Activities
@ settings

A Pods Failed

@ Help Center

2
4
6 VA ods Completed
8

VA Pods Has O Cisco Catalyst Center(s)

Create/Manage Cisco Catalyst Center(s)

AT T2
ATvT3

Dashboard > Test1 (us-west-2)

die3" Global Launchped VA Pod Dashboard

@) Moo
All v

7' VA Monitoring
[E] User Activities
3 settings

2) Help Center

ATy T4 ROFEMEASLET,

No Cisco Catalyst Center(s) created |

Cisco DNA Center VA (D #7315 RL .

e
..
s
-
B
® Regions @ Region with a Failed VA Pod
B l| + Create New VA Pod
VAPod2 ) VAPod3 ®
0 Cisco Catalyst Center(s) Cisco Catal Iyst Center
ap-south-1 psouth-1

Create/Manage Cisco Catalyst Center(s) Create/Manage Cisco Catalyst Center(s)

VA R v K71— R, [Create/Manage Cisco Catalyst Center(s)] 7 U v 7 LE7,
[VA Pod Dashboard] - > C, [+ Create New Cisco Catalyst Center] #7 V v 7 LE 7,

+ Create New Cisco Catalyst Center

VA Pod Details

Medium

C
8
o

up Target
loud Backup (NFS)

» [Cisco Catalyst Center Version] : K& v 7*Z 7 U X "5, Cisco DNA Center /N—37 5 &

ZIEIRL £,

* [Enterprise DNS] : =2 ¥ —75 A ADNSDIP T KL AZ AN LET, 2O H—TF
A X DNS 73, Cisco DNA Center VA Z{EX 75 VA R > RO GEERRETH D 2 & & kR

LTL7EENY,

GE) Cisco Global Launchpad (&, UDP A"— k 53 & AJJ L7 DNS #—/"—D P 7 R
LAZBALC, AT VIADFRy MU — 7 ki e iR LE T,
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* [FQDN (Fully Qualified Domain Name)] : DNS —/3—"Ci%E S 1T\ 5 Cisco DNA Center
VADIPT RLAZ AN LET,

s [Proxy Details] : IROWT IO HTTPS Xy b —2 FaXxo 47 v a v 2®IRLET,
¢ [No Proxy] : 7m ¥ —"—F i S EE A,

* [Unauthenticated] : 7' 2 ¥ > — N—(FGRFEEZ ME L LEFA, X —1—0D
URL &R— FEZEZADLET,

s [Proxy Authentication] : 7' & ¥ > — N—|TFEE ML B L LET, YuF i h— -0
URL, R— rFZ, 2—¥F =4, BLORAT—FOFEME A LET,
« [Cisco Catalyst Center Virtual Appliance Credentials] : Cisco DNA Center VA {21 27 A " 5 [
Wi H$ 5 CLISA T — RE AN LET,
NAT — RiE, ROFKEHE S LERH Y £,
c BTRUATEEERNI &,
8 LTFTULETHDZ L,
DI BHYIRL EL3ODI T AV DL TEE L,
« N D HET
« RIXFOHF
« %% (Number)

« FRERSCT

BTBRTEH LI, ZORRAT—REBREFELTENTLIES N,
GE) a2 — P —4 X maglev T9,

ZF 975  [Validate] #7 U v 27 LT, DNS H— A—|C3E &I TV DH T ¥ —F T X DNS H—r— L
FQDN Z 5 L & 97
G¥) Cisco Global Launchpad V U —A 1.7.0 T, DNS ¥——_ o F i h—— iz
X FQDN OF = v 7 IR L2561, IROFIECTRIEZ T LE T,

e DNS P — N—DREEIZ R L7=35E 1. Cisco DNA Center VA DAERL % KifT T
XFEHA, AﬁLﬁJmsﬁ~wwﬂn97hvx@VAT/%#%ﬁ%T%
&)é (E%ﬁﬁﬂ‘h L/T< f;él/\o

e XY= N—DRGECRR L2 HETH, REARITCEET, BT
0% U OFHMELE &7 < Th, Cisco DNA Center VA [IHEEE L =7,

-HpN@@ﬁK%MLt%éf%\QmMmACmmVA@W&%ﬁﬁT%i
9, 7272 L. Cisco DNA Center VA % H##E S ¥ 51214, FQDN ZEXEIET 5
VENH Y F9,
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Cisco DNA Center VA (D #7315 RL .

ATw 76 [Summary] V 4> FU T, REDFFEMEMRLET,
GE) Cisco DNA Center ® IP 7 R VA XFHIIZEIV B TOHNZIP T RLATH Y, Filr

Dl Wi AR L, BEERR Y U — 7 BT OREEEZ &/NRICHZ 5720,
AWS WY — > DIFIER b Z DO E R ET,

Summary

Review your Cisco Catalyst Center VA configuration and make any changes as needed. When you're ready, click "Generate PEM
key file".

Domain Details
Enterprise DNS o
FQDN dnac-aws01.cisco.com [x]

Cisco Catalyst Center IP Address

Proxy Details @

Customer HTTP Network Proxy No Proxy

Other Details
Cisco Catalyst Center Version 2:3:5:3

Note : You can continue deploying Cisco Catalyst Center but you should fix FQDN to make it work.

@ Before you can start configuring your Cisco Catalyst Center VA, you need to download the PEM key file.

Exit Generate PEM key file

ATy T BREICHEN 2 OWEEIL, [Generate PEM Key Filel #7 V v 7 L7,
ATw 78 [Download PEMKey File] # 4 7 &2 778 »» 7 A C, [Download PEM KeyFile] %7 U v 7 L £,
[Cancell 7 U v 7925 &, [Summary] V 14 > RUIWZRED £,

BE PEM ¥ —|ZAWS 7 H 7 > MIEFEEN TV aWnd, F oo — RT 508N
D E3, ERLES LTV 5 Cisco DNA Center VA IZT 7 & 24 5121%. PEM F—2 %
=T,
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Download PEM key File

DOWNLOAD PEM KEY FILE

Download and save the PEM key file as it isn't stored in your AWS account. You need it
later to access the newly configured Cisco Catalyst Center.

Cancel Download PEM key file

ATv7T9 PEM 77 A/NV%EHZ 7 u— KL7=5, [Start Cisco Catalyst Center Configuration] 27 U v 7 L &
D

Summary
Review your Cisco Catalyst Center VA Configuration and make any changes as needed. When you're ready, click "Start Cisco

Catalyst Center Configuration".

Domain Details
Enterprise DNS (-]
FQDN dnac.cisco.cloud (<]

Cisco Catalyst Center IP Address

Proxy Details @

Customer HTTP Network Proxy No Proxy

Other Details
Cisco Catalyst Center Version 2.3.5.3

Note : You can continue deploying Cisco Catalyst Center but you should fix FQDN to make it work.

Exit Start Cisco Catalyst Center Configuration

Cisco Global Launchpad (Z & ¥ Cisco DNA Center EREZ VIR E SN E T, BERFKENDTE T T 5D &,
Cisco DNA Center 23 # &) L £ 77, H AL, Cisco Global Launchpad T/MAID Y > 775 7 L—FKIR
ENFET, A= M2 BBRAESND & A A—VRA LU DIEDY £, A— k443 B
FESND L, A A=V NRFEEAIEDY £,

Gx) ZDOTaBATAS~6055 0 ET, T U= a w2 K TLED, 20Uy
VRURZTHEALED LRNWTLIEEN, Shne, REN—REILLET,
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Cisco DNA Center VA (D #7315 RL .

Cisco DNA Center 23EEI¢IE, FREIL5E T T, ZH T, Cisco DNA Center VA DA% 5
RTCEDLLITRY T,

Cisco Catalyst Center Configuration In Progress

It can take about 45 minutes for the Cisco Catalyst Center VA to boot. Check back -—
again later.

Cisco Catalyst Center Details
Cisco Catalyst Center URL

Cloud Backup Server IP

Cisco Catalyst

Center

e

@ udpod-1700472553557-InstanceLaunch
AWS CloudFormation

@ udpod-1700472553557-Backuplnstance
AWS CloudFormation

@ BackUplnstance
AWS EC2

EYk [Cisco Catalyst Center Configuration In Progress] 7 1 * R 7 23388 STV 5 EIC,
NPT TP —=NN=DIPT RLRERNY I T v TA AL ADAL v 7 4%
BCHERATEXAL ISR LET, NI T v == AT — R, N7
TITA AL ADAL  JZDRND 4 LFEN I T v THh—"—=D1P T
FLz2 (BU A FERLS) ZiAEDLELLDOTT,

Cisco DNA Center D% IR0 L7234 1%, [VA Pod Dashboard] 54 U IZRE Y £4, #Efico
WX, Cisco DNA Center VA X ETT7 —D h 7 7 v2— K (53 X—) 2L TLES
AR
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Cisco Catalyst Center Configuration Failed

Cisco Catalyst Center Details

-
Cisco Catalyst Center URL

@ ab-test-1701691532402-Instancelaunch

Cisco Catalyst

Center

Yo

AT w710 [VA Pod Dashboard] 31 25 21%, [Go to Manage Cisco Catalyst Center(s)] 7 V v 7 L%
bd‘o

BEDS TN a—Ta27

Cisco Global Launchpad 1%, /RO I AT AWS |Z Cisco DNA Center & 3 — A L A ZFEE T X

BHEITEFFEINTWET, ZZTIHE, AWS T Cisco DNA Center O J& BiRF D — i1 72 &
BRI TN a— T HHEIZONTERALET,

)

GE)

Cisco Global Launchpad ClIfigik C & 22 W RIBEA AT 5 7]

AIREMEDN B D72, AWS =2 Y — )L
%41 LT Cisco Global Launchpad TV —7 7 u—% FEICEE T 5 Z LIIHECTX FHA

ZZIERHENTWARWRIER H DAL, Cisco TAC
Docker TS5—®D 5T a—F

Cisco Global Launchpad @ Docker 4 A —L DFEITHIT Tport is already in use] &I T T —
Ay —VRERINTELEIT, BAONDIROMRREZHEHN L TR I 72— TEE
hd‘o

IZTHEE TR,
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ns4vzs—nr57rva—t+ ||

Is5—

FEADNDRRREK

Y= R=T TV = a3 DIAT
HIZIR D= 7 —NFRK R ST

AN
[

portis already inuse (ZR— h 39T
WEH S THWETS)

Docker TH— =77V r— g 2T LET,

docker run -d -p <server-port-number>:8080 -e
SECRET KEY=<your-secret-key> —-name server --pull=always
dockerhub.cisco.com/maglev-docker/server:x.x.x-latest

G¥) R AIRE R — =R — 2 N THLHEATE £,
P R—=T TSV = a b OFTHIC, 79AT N T TV r—vaBFTL
i—é—o

docker run -d -p 90:80 -e

REACT APP_API URL=http://localhost:<client-port-number> —-name
client --pull=always dockerhub.cisco.com/maglev-
docker/client:x.x.x

6= Y= =TF V=2 a OFTTHEHA LD LR LR — b ETZ
AT L2LERNDHY £97,

IIAT U NT TV r—varo
FATHRICRDOT T —NE RSN
A

portis already inuse ("— K239 T
RS TWET)

Docker T/ AT b TV r—2 a3 TLET,

docker run -d -p <client-port-name>:80 --name client --pull=always
dockerhub.cisco.com/maglev-docker/client:x.x.x

(GE) AR — =R =2 ENTHHEMATE £,

A4 IS—DrZTILa—F

Cisco Global Launchpad (Z 7 7' 4 > F~ B BEIZ,

RIA T =REETLIHEAENLY ET, B

BIDRDFRREERN LT, —ien 727 —%2 b7 7Ny a— FTEET,

Is—

FEAONDMRREK

Invalid credentials. (%) 72 o
TAMNEHRTT, )

A EREBANL, ELKANSNTWD Z E2ME LET,

You don't have enough access.
(F53727 7 B AR BV F
A, )

EHE - —DEAIE, 7OV NIEBET VB AR DD Z 2R LET,

YT a—F—DEAIL, FHEEIZ L - T CiscoDNACenter = —HW— 7 L—7F 2B E
TWAHZ L aMERLET,

An operation to delete is in
progress, please try again after

some time. (HIFREREDEST
e, LIEEL LThHD
I —ERBRLIIZEN, )

%@%3“"&"—‘75‘ AWS 7 7 ‘7 v B D <AccountId>-cisco-dna-center = — N )LINIT
FEHIBRLIZZICR A U LEDETDE, ZORITA 2T —0NRETLHZENHY
ij_o

HIBRDSE T T2 E TS5 b ET,

AWS T® Cisco DNA Center 235 EAH A F .



AWS T Cisco DNA Center 2353 DER |

. RRX 7w F& Cisco Global Launchpad TS5 —®D FS TV a—F 4 25

RRX T v K& CiscoGlobalLaunchpad TS5 —®D bS5 TNV a—T a2
R AT RAI Cisco Global Launchpad CliZ. [Trigger RCA] A > HRAJFIN AT (RCA) %
MU T—3 % &, Rateexceeded =7 —3 AT HA[EEMENH Y £, 2O T =0 AET S
L. DA v— UM [Trigger RCA] A O EMBICERINE T,

Rate exceeded.

DT T— R vtE—TF,

12DY) =T g TRAED APLER (1 #H7-9 10,0000 =%{E

LGB ERINET, 2O T —%RTHITE, P—ERT7+—XEFEHLTAWS O
HIBRAE 2 B 097>, B ICEMER FRIT L £ 7,

o~ O

I)—

DaAavICEATARED FTTILa— b

EBEZONDROMPRREFEH LT, V—a T AMEEZ T 7 vy a— N TEET,

8

FEADNDRRREK

FLNY =2 U THLL VA
Ry REERLTWD & EIT,
Cisco Global Launchpad (2= 7 —
Ay B—UNRERRINDH, HH
W5 naEBZT7Y—XL, #&iE
HTHLHZEERTAYyE—IN
BRINER A,

AWS 2 Y — )L COFEN BB ANIEFIZE T LI E 2R L Ths, Z0F

JEZERIT L CTL 72 &V, BRI LRWEEIE. TAC IZZHEE S 7230,

GE) ZOX ) REARELXET S0, VAR Yy REFEITEFE LA
ZEeERHERELET, RbYIZ, TXTDT 7 v 3 T Cisco Global
Launchpad Zffi /] L T 72& Wy,

V—=Yaroty N7y 70K
L. Cisco Global Launchpad (Z¥k ®
X 9 72 [Bucket [name] did not
stabilize] =7 —NERINE T,

Bucket 059356112352-cisco-dna-
center-eu-south-1.va.storage did not
stabilize

AWS T —RAZfE, RLTEY VY —=R2R&2 "y 72 R LHIRT 2 X 9 I2KiH
LET,

VARY FEEETS—

DT a—Fk

EZONDROMREEFEH LT, VARY RREZT7—% b7 7y a— b TEET,
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| AWS T Cisco DNA Center 2.3.5.3 OB

VAR FEEIS—0r5ILva—+ [

Is5—

FEADNDRRREK

+ Create VA Pod button disabled ([+
Create VA Pod] 7R & > 235 C0)

NI TWVDBRL NI —I NV EeEbEsd &, B> TWHEEBD
NERENFET,

HLWVARY REERTERWHE L LT, ROZENEZLNET,

*VPCH—ERV+—FDLERHFGELTz: TXTOY —Va BT, {E
% T&E 5 VPCHED LIRS AWS EEHFIC L > TRRESNTWET, @H, V—
TarIEiZs oD VPCRHY, % VPCIZ VAR Y & 1 D72 TELE TX

F9, 2L, EMREMEICOWTIE, AWS FHEFICEBBWAEbEL 7E X

AR

Gl

Cisco Global Launchpad LISk D U v — 2 (2 &5 VPC b, 20 EIREICE
FNHZLICEBELTLLESY, 72220, AWSTAH UV MIRESNT-
VPC O L[R2 55T, 209562 OBEHATOGAE, #RLZY —Ya T
ELIMERTE S VAR Y RiZ3 £ TTY,

HLWVA Ry REERT 51213, AWS BHE1C BRI OZEFE 2 {KiEH T 5
. AWS T H DU v hTHEFED VA Ry REZIX VPC O ZHIBRLET,

FERIZ DWW TIX, AWS @ Web ¥ kT [AWSSupport User Guide] @ AWS
[Creating a service quota increase| [#35] D B> 7 ZZML T Z W,

« Ry FOHEIBRMDETHR : UV — 3 VINOEED VA Ry ROHIERETH T
T, B fio T, FH LW VAR Yy ROEREFRITLET,

AMI ID for this region is not available
for your account. (Z DY — =z

O AMIIDIE, BEWOT I T b
TIIEHTEEEA, )

[+ Create New VA Pod] &7 U » 734 % & | Cisco Global Launchpad IFZR L7 VU —
Ya v ® AMIID %Gk L £,

ZOXT=RRELESEE. BRECRRLTBY, 20U —Ya U THLWLAR Y
REERTE A, ZORMBEEMFRT SIIE, Cisco TAC (2 THEHE < 72 &0y,

Your VPN configuration isinvalid.

At this step you cannot updateit so
pleasedeletetheinstanceand create
anewone (VPN DREMNEHT
To CORTY ITIEERELZEH
TERW=H, 1 VX2 R ZHI
BRLTHOHALHLWLWAS VU REVRE
ER LTS IZELY, )

VAR FERET D256,

» Barracuda

&P VPN R H— IR — &N EHE A,

* Sophos
* Vyatta
* Zyxel

PAR— I TVRW VPN XX — 2 L T 5354 1%, [Configure the
On-Premises Tunnel Endpoint] 7 o > R 7IZIROTT — A v — U NERINET,

Your VPN configuration is invalid. At this step, you cannot update it,
so please delete the instance and create a new one.
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B < ro—sagrs—orsinva—+

Is5—

FEADNDRRREK

CustomerGateway with type "ipsec.1",
ip-address "xx.xx.xx.xx", and bgp-asn
"65000" already exists (RequestToken:
78ad45d-b418-d02b-9040-129e55{86¢f,
HandlerErrorCode: AlreadyExists)

(# A7 Tipsec.1) , IPT FL-X

xx.xx.xx.xx] ., bgp-asn [65000]
DHAZ<——hr 7 =A13TT
IIAELET)

—EICHEEDO VAR Yy REERLEY ET25 L, 207 =043 5 mieErEs
HYET,

DT T —H R HICIT, BEENEELEZVARY RE2HIBR L TEER L1,
—FEIZ1 OO VARY ROBREERT DL O LTI EEN,

AWS Infrastructure Failed. (AWSA
V7T ARNT T ThRENEE
LEL”, )

AWS DR EIZHBL L7284 1%, [Dashboard] ~1 “IZREY, BT LW VA Ry &
ERC L E9, SEMIC OV T, HTLW VAR Y ROER 283—) 25 L T
<TEEW,

G¥) BEICREL LT VAR Yy REHIBRTE £7,

AWS Configuration fails when editing
aVAPod (VA A RFOFREFIC
AWS DOBGEICRIM L E L)

AWS 2> Y — )L COFE T BB ANEFICET LIzl L &R L, ZOTFIEE

T LT &, BEN R L2 WE1E. TAC IZ DKL 72 &0,

GE) ZDX D REAINEL RS A IZIE, VAR Y REFEFHTEE LN
ZEERHRLET, RDOVIZ, TTOT 7 > 3 1T Cisco Global
Launchpad Zf#H L £,

Deleting VA Pod has failed (VA 7~
ROHIBRICKIL £ LT2)

AWS 22 Y — )L COFE BB ANIEFIZE T L2 E2/R L., ZOFRIRZH

ATL T Z &, BENRE L2 WA, TACIZ ZHERE S 72E& 0,

GE) DX REAINELERET D IZIE, VAR Y REFEHTEE LN
EERHRLET, RDOVIZ, TRTOT 7 ¥ 3 U2 Cisco Global
Launchpad ZfifH L £ 77,

Theresourceyou aretryingtodelete
has been modified recently. Please
refresh the page get the latest
changesandtry again. (HIB&L & 5
ELTWA)Y—REREAEES
nEL, R—UZEHLTEH
DEERNTZRRLTML, £
—EBELLESL, )

VA Ry ROBIRTICZ O T —034E L728E1E. Cisco TAC 1T ZH#E < 72 &
Uy,

2y bI—UBBKISI—DrITILa—F

VA 7R > ROVERHIZ IPSec b v R0 TGW BN STV RWGAIX, A7 I A
D7 F7AT TH—NVERIFINV—F TR RADBPBEH L TWDZ 2R LET,
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| AWS T Cisco DNA Center 2.35.3 OB
Cisco DNA Center VAT 5—0 k5T a— [

VA Ry K235 TGW ~D b RV FEA T, TGW 225 CGW ~D kR R DA,
WD L EMERLET,

A B =3
. o |
= 1E
Transit Customer On-premisa
Vi, POD
Gateway Firewall/Router

cTELWHER 7 7 ALKy N — 7 EHEITEIRESNTWS,

o« Ry N — T EHE PR T 7 A WVICHEREEEZMZTWD,

e Xy NT—VEHENT X —TTAXT 7 AT T — /L0 —H 2% LT Z ORERK A i
AL T3,

MBI DRy NU— I ke & LT [Existing TGW] & [Existing Attachments] & 3R L 72354
3 BEFEO NIy =NV ABLXOI ARSI~~~ T = TL—T 4 VT T
BRETSH 1 ~—2) ICELE-TWD ZEEMERB LTSV,

Cisco DNACenterVASREL S —D S TP a— b
B2 HILDIROMEREK 2 LT, Cisco DNA Center VA DR EHFICRE LT —% T T
N 2— N TEET,
T5— 2 DhHERE
Environment Setup failed (& |1. Cisco Global Launchpad ® [Create/Manage Cisco Catalyst Center(s)] “XA 2R Y £79°,
BEREIRLE LT)

2. Cisco DNA Center VA ZHIf& L £,

3. #H L\ Cisco DNA Center VA Z{ERL L £,

Delete Failed (HlIFIZ 2/ L |Cisco DNA Center VA OHIBRIZ KR L723A 1%, Cisco TAC IZ ZHE < 72 &0y,
FL)

RERTIS—D ST a—t
EXONDROMRKEMH LT, ARFEIT=T7—%2 77y a—bLET,
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B =ocmvszomomEn ks TLea—+

created by another user.

(D — P — 23Rk
L7278 » FX° Cisco
DNA Center || C X
FHA )

I35— EAZDONSMRIREK
Unable to delete a Pod or | 5> = — 4 — 3 YERK L 7= VA 7R » K<° Cisco DNA Center VA 72 K2 A R—x% > M, T2
a Cisco DNA Center

R—=R 2 FTHOT 7 a U RNEITFITHIRTE E A, 77 arNaET45E, BOE
IOz —F—nNFDa Ly —xr FEEIBRTE ET,

7= & 21X, VA R KX Cisco DNA Center VA 237k D 7' & A £ - 11IRBEIC H B 5-E 13 HI %
T EHA,

o BIJD L —F —73 Cisco DNA Center VA Z{ERKT TH 5,
o Bl = —+—73 Cisco DNA Center VA ZHIfEHF TH 5,
o HIERZ 384T L C. Cisco DNA Center VA 2’ =T —IREETH 5,

The status of a Pod has
been changed recently.

(R RORATFT—HF R
DEGEERSNEL
77 )

VAR REHIBRLE D & LG E. VAR Y REER LD 2—F =T v NBEFET
Iy arEEITUEAREERH Y £9, 20 L) RERETORENEET L&, @R
VARY ROARAT—HANREBINET,

VAR ROEHFHINTCAT —F A% R T HITIE, [Refresh] #7 U v 7 LET,

ERICETA2FDMOBED FSTILa— bk

EZ HNDIROMERF ZFH LT, AWS TO Catalyst Center VA O 2B 2 R4 L 7=t D[
ERTTNY2a—hTEET,

8

FEALNDREEARRE

)V —RIEEBEA.

G

[Proceed] R % > HVEERNIZ 7R

—HOFIEIZ, TXTOY VY —=ABNIEFIZEY N7 v 7 ENTWALEEIZOAETTE
T3, BORENEWHAET IO, By FT v 7DRETL, TXTOY VY —ANEE
BXUOr— KX 5 FE T, [Proceed] B¥ NI OEFIT720 7,

UY—AMIEFIZEY N7 v 7 &N ENMEEICERIN TS, [Proceed] AN 4 > i3 i
MOEFILRDZENBYET, ZOHE, —HOY Y —ARa—RFINDHETIHIT
BROVENHY £, TXTHOY V—ARHFEBL N — F&H5 &, [Proceed] R
2 UBEMTIRD FT,

d_éo

120)—2 3> TRLE
CGW Z#HDHEHD VA Ry
REEBHTHEIS—DHE

WO EHEMERL TN,
cCGWIP 7 RLANRTZ U —FFGA X T AT T+ —LEFIIL—FZDIPT L
ATHDHZ L,
cCGWIP 7 RLARERNNRT IV w7 T RLATHDLZ L,

cCGWIPT RLANFR LU — 3 VINORID VA Ry RIZEH I TWiRnZ &,
BUE, %V —VarTiE, O VAR Y RBFEIC CGWIP 7 RLUAZFFHSZ &%
TEFEtHA, BEDOVARY RTHEUCGWIP 7 RV AZEHAT HI2IE, 4 VA
Ry RERRA)—Va STREBLTLIEE N,
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ERHcET 2 zomomEn r5TLva—+ |

Bl

FEALNDRELARRE

Cisco DNA Center VA [Z SSH
Fl=X ping #ETTEL
LY,

FURARBEL TR, 7V r—2a v DAT—ZAN%ET () ThoTh,
Catalyst Center VA (2%} L C SSH ##i<° ping # FE/TTERWEARH Y £7, ZORE
X, A7 LI AD CGW BIELLREISILTORNWGEAICHAET L REMERH VD £
T, CGW O EEMER LT, HRITL T EEN,

Yy avhARTI S

RCAD F U =72 EOBMEOHATRICE v a NI A LT U M5 & BIENRTERKE
TL., WMOBHNRERREINDZENRDHY T9,

Session ended

Your session has ended. You'll be redirected to the login page.

Ty varBIALT U P LEGEE, BEr A L TEREZHE LTI ZS0,
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==
=% =R

Cisco DNA Center VA f2&)/\v F 1.6 Z{EFH
L7-BH

« HEJERI A Y v RZ2MH L7 AWS T Cisco DNA Center DR (57 ~2—)

c HEJEEHEY —2 7o — (58 X—Y)

- HEEBMAOFITRSM (58 X—)

« Cisco DNA Center VA &)X K O A A h—/L (62 ~—2)

o IR A7 R Cisco DNA Center VA #ZE)/ Sy K ~DOT7 7t A (64 _X—)
cHLWVA Ry FOMER (72 2—2)

WEORN TV M= 2 A BLOIAZ = — T = T—T 4 7 FE&
ETDH (84 5—)

« 31 L\ Cisco DNA Center VA DERL (85 ~2—3)

BN T TN a—T 47 (91 X—Y)

BEIERAY Y FZ{#ER L= AWS T Cisco DNA Center

D FE 5

A=W —{TVPC, IPsec VPN b f/b F— T =Af | BT Xy b X2 VT 4 7 N—T7
ELAWS T AT R TAWS A 7 F AT 7 F v ZAERT 5 72 DIC LB 3E TG A Cisco
DNA Center VA E#) Xy K THELE T, ZiUZL Y. Cisco DNA Center VA EE) /X R,
FRE S N5 E £ 1 IZ Cisco DNA Center AMI % Amazon EC2 1 > A X > A & L C{ERB]D VPC
WCERLET, REICIEZ, 37Xy b PV M=y DIFNnIC, £=2V 7 H
® Amazon CloudWatch, A7 — h 2 k L —YH® Amazon DynamoDB, ¥ = U7 ¢ 7 /L —7
MEDEER) ) —ANEENET,

CiscoDNA Center VA L@/ N> N 2T 25 L, VAT 7 BALTEHTZZ L, 2—P—
REEEHTDZEHARETY, FEMIZ OV TIE, Cisco DNA Center VA Launchpad 1.6
Administrator Guidez =M L T 72 &\,
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B commo—ron-

AWS T Cisco DNA Center 2353 DER |

BEERFTY—Y 70—

HElfb SN/ A Y v RZ2#H LT AWS T Cisco DNA Center #JEBT 21213, KENCE-T
WOTFNEEEITLET,

1

2.

ARSI 27 LE T, HEREAONHERIT (58 ~—2) 2ZMLTIZS0,

({F7&) AWS [ Cisco ISE & Cisco DNA Center VA Z#A LET, AWS TD AWS oD
Cisco ISE & Cisco DNA Center DF#EA BT HHA KT 42 (53—) 2L T
é 1/\0

Cisco DNA Center VA £ #E)/N> K &2 A VA F—/LF 50, AWK A T % Cisco DNA
Center VA &) /3y R IZ7 7 &AL FE 7, Cisco DNA Center VA EHE)/ S K DA A h—

(62 X—) F7213HR AT w R Cisco DNA Center VA L8/ Sy K ~D7 7 A (64
N—=) AL TN,

Cisco DNA Center VA 1 V' AKX L AZEDDHH LW VAR Yy REEMRLET, HLVL VA
RNy ROERR (72 3—Y) 22BLTLIEEN,

(FEE) BT T 7L I 2t 7y a & UTHFED TGW EBEFEOT 2 v F A v
F (VPC72 L) ZMHAT5541E. AWS CTGW /L —F ¢ v 75— 7 )2 FE TR E L.
WEOH AL <—HF— R 724 (CGW) 1NV —T 4 VTR EEZBMNTALENRH Y FT,
BEDRT Py M= R oA BEOA AL v —F— " = f TL—F 4 v 7 % Flhik
ETDH (84 3—V) LTI,

Cisco DNA Center OFF LA A X o A ZVERK L £, B L\ Cisco DNA Center VA D1F
A (85 =) ABML T EEN,

(EE) SESCT, BEPICRAELMELE F T 72— LET, BEONT 7
Nva—T 47 91X=Y) ZZRLTIEIN,

Cisco DNA Center VA A&/ N > R Zf#if L T Cisco DNA Center VA Z& ¥ L £9, Cisco
DNA Center VA Launchpad 1.6 Administrator GuideZ £ L T< 72 &0y,

BEIRFDATREMH

Cisco DNA Center VA &) 3> K Z{#H L T AWS T Cisco DNA Center ® FEBR & BAtEd D RiZ,
IROBLENTE - SN TWNWD Z L 2R L T EEN,

« 77 v b 7 #— AT Docker Community Edition (CE) %A > A h—/L L E T,

Cisco DNA Center VA &3> F (X, Mac. Windows., BEL W Linux 77 v h 7 #—A k
@ Docker CEZ# VR —FLTWET, BFEWOTT v b7+ —A[EGDOFEIEICOWTITL,
Docker ® Web 4 MZHHEE SN TNDE RF¥ 2 A FE2BRL TS0,

« YD 5T Cisco DNA Center VA iE#) > K27 7 & A LT Cisco DNA Center VA % JE[H
T OB, 777 RERENROAMEZGMIZ L TWDH I 2R L T EEN,
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spEmonzzs [

» Cisco DNA Center € > X2 2 R : r5a.8xlarge, 32 & vCPU, 256 GB ® RAM, 4 TB
ARL—

EE Cisco DNA Center | r5a.8xlarge 1 > AKX AY A AD I % YR —
FLET, ZOREFEETEETA, SHIT, r5a8xlarge 1 >
AL AP A RIE, FEOFAMEY = Tl AR— S TnE
Bl PR—=RFENUTWDAHMEY = DY X M ERRFTDHIT
1Z. [Release Notesfor Cisco DNA Center VA i2H) X~ K Release
16.0] [FER] LT 7E &0,

NI Ty TAL U RE VR : T3micro. 2 H® vCPU, 500GB DA ML— 1GB D
RAM

CAWS T H DTV MIT 7B AT HT-0DaN a7 A ANEREZEALTWDLZ &,

CAWS T WA, U Y —ADMSIME L SBEEMERE T A oD T T T N (FTH
7)) THBHIE, YTT AU NEMEHAT S Z LT, CiscoDNA Center Z/EE L TH
BMEOY Y — A3 EZ T EE A,

« FE : BEVD AWS 71 7 > kA AWS Marketplace @ Cisco DNA Center Virtual Appliance
- Bring Your Own License (BYOL) [ B &k STV B Z &,

 BHE -V —DEAIL. AWS T H T2 NMIEEET 7 B AERPEID B THNTND
Z & (AWS Tix, AV > —41% AdministratorAccess & R SNET) o

BEHET 7RARY =13, FNA—TTER<, AWS T AT v MCE#EED Y THLE
NHVET, ZOT TV r—aid, JA—7FRY =20 L THIEHEEZEITLET A,
FOID, BEHET Vv AMREEHES S L —IcBNMEnNa—Y—ThoTH., HLER
AVTTARNT I Fx ZERTE EHA,

Identity and Access
Management (IAM) o 6 New feature to generate a policy based on CloudTrail events.
n

AWS uses your CloudTrai events 1o identify the services and actions used and generate a least privileged policy that you can attach to this uses

Dashboard

Users > dna-tme-user
~ Access management

User groups
Summary Deloto u @
Users
Foles. User ARN  am:aws:iam::878813814009:user/dna-tme-user (2]
Policies Path  /
Identity providers Creation time 2022-07-23 16:11 PDT
Account settings
Permissions. Groups  Tags  Securitycredentials  Access Advisor
- Access reports
Access analyzer ~ Permissions palicies (1 policy applied)
Archive rules Add permissions Add inline policy
Policy type =
AWS managed policy x

» Permissions boundary (not set)

~ Generate policy based on CloudTrail events

CloudTrall events to identify the services and actions used and generate a
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AWS T Cisco DNA Center 2353 DER |
B coEmonzses

o T a—HF—DIEAIT. BHHEIT X o T CiscoDNACenter == — % — 7 /L —FIZBIMENT
WAMENRSH Y F9°,

B o — — Cisco DNA Center VA LE) X R IZHIDTua s A T 5 &, LB/ T N
TORY —nREIY BT Hi7- CiscoDNACenter —H— 7 /L—7 78 AWS 7 7 > b |k
WHER SN E T, HEFE 22— —RNZOI N —F e T a—HF—%BNTHE, 72—
' —73 Cisco DNA Center VA ZLE)/ X N izun /4 T 5 L9272 0 £,

CiscoDNACenter =—H— 7 /L —"121%, IROF Y —RNEID B THNTWET,
* AmazonDynamoDBFullAccess
* JAMReadOnlyAccess
* AmazonEC2FullAccess
* AWSCloudFormationFullAccess
* AWSLambda FullAccess
* CloudWatchFullAccess
* ServiceQuotasFullAccess
» AmazonEventBridgeFullAccess
* service-role/AWS_ConfigRole
* AmazonS3FullAccess
* ClientVPNServiceRolePolicy (/X—= > : 2012-10-17)
ZORY —TIX, WO/L—/VRFFRIEZNET,
* ec2:CreateNetworkInterface
* ec2:CreateNetworkInterfacePermission
* ec2:DescribeSecurityGroups
* ec2:DescribeVpcs
* ec2:DescribeSubnets
* ec2:DescribelnternetGateways
+ ec2:ModifyNetworkInterfaceAttribute
* ec2:DeleteNetworkInterface
* ec2:DescribeAccountAttributes
* ds:AuthorizeApplication
+ ds:DescribeDirectories
* ds:GetDirectoryLimits
* ds:UnauthorizeApplication

* logs:DescribeLogStreams
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* logs:CreateLogStream

* logs:PutLogEvents

* logs:DescribeLogGroups
+ acm:GetCertificate
 acm:DescribeCertificate
+ iam:GetSAMLProvider

* lambda:GetFunctionConfiguration

* ConfigPermission (/N—37= > : 2012-10-17, SID : VisualEditor0)
ZORY =TI, RONL—IBFAIESNET,
* config:Get
* config:*
« config:*ConfigurationRecorder
+ config:Describe*
* config:Deliver*
* config:List*
* config:Select*
* tag:GetResources
« tag:GetTagKeys
* cloudtrail:DescribeTrails
* cloudtrail:GetTrailStatus
* cloudtrail:LookupEvents
« config:PutConfigRule
» config:DeleteConfigRule

« config:DeleteEvaluationResults

« PassRole (/3— 3 > :2012-10-17, SID : VisualEditor0)
ZORY —TIiE, WO/L—/ANFFAISNET,
« iam:GetRole

« iam:PassRole
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. Cisco DNA Center VA #2&/\y K DA VX b—JL

Cisco DNA Center VA £f2&j/\ vy K DA >V A —JL

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ZOFETIE, Y—N"—=BLOITFA T N TF IV r— 9D Docker 27 F&2FEHLT
Cisco DNA Center VA &)/ Xy K 2 A VA =T 5 HiEEZ R LFET,

B8 HHEIIZ

BHEWD~T 12 Docker CEMNA VA =L ENTWNWAHZ L EHER LTI ZEN, Iz
Tix., HEEBIDORHESM: (58 2—) ML T IEE,

FIE

VAADY T =Ty ra— YA MIBEIL, ROT7 7 A vaXyra—RLET,
* Launchpad-desktop-client-1.6.0.tar.gz

* Launchpad-desktop-server-1.6.0.tar.gz

TAR 7 7 A /LN A an b IFRICEA SN TWA Z L 2R LET, FIEOZEHIZOWTIL,
Cisco DNA Center VA @ TAR 7 7 A LD (8 *—) BB T &,

Zyra—RL7e7 7 A5 Docker 4 A — 3 & it AR E T,

docker load < Launchpad-desktop-client-1.6.0.tar.gz

docker load < Launchpad-desktop-server-1.6.0.tar.gz

docker images =~ > FZfffl LT, UARY b UKD Docker f A=Y DY A FEFRL, +—
NR=BLRITAT U T TV r—va v ORFa—R3bd LR LET, 77 A
(I, [TAG] FC [1.6] P DInE L/ S HERRSNET,

RIZH 2~ L ET,

$ docker images

REPOSITORY T,
466518672524 .dkr.ecr.us-west—-2.amazonaws.com/val/valaunchpad-server 1
466518672524 .dkr.ecr.us-west-2.amazonaws.com/platform-ui/valaunchpad-client-docker 1

Al IMAGE ID CREATED SIZE

G
6.2 d210al3ab4@c 3 hours ago 470MB
6. d22f4eb51e31 4 hours ago 1.12GB

Y=R=T TV = a rEFETLET,
docker run -d -p <server-port-number>:8080 -e DEBUG=true --name server
<server_ image id>

WA R LE T,

S docker run -d -p 9090:8080 -e DEBUG=true --name server f87f£30d4cé6a

IIAT N T TV r—varEETLET,
docker run -d -p <client-port-number>:80 -e CHOKIDAR USEPOLLING=true -e
REACT APP API URL=http://localhost:<server-port-number> —--name client

<client image id>

RICH 2R L ET,
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ATy 71

ATvT8

ATvT9

Cisco DNA Center VA #2&1/8y K DA VX b—JL .

$ docker run -d -p 90:80 -e CHOKIDAR USEPOLLING=true -e

REACT APP_API_URL=http://localhost:9090 --name client dd50d550aa7c

G¥) A ENTVE Y —N—D7R— hFHE & REACT APP_API URL O 7R — hEE A
CCTHHZEAREERLET, AT v 758 AT v 76 TlE, WMFOHITR—FES
9090 AEH SN TWET,

docker ps -a A~V R LT, y—"=L I I73A4T7 L DT TV r—3 9 URFETS
NTNWDZ EEMRLET, [STATUS|FNCT 7V r— a UINBEEITF THDH 2 L AVRENRT
WDMENH Y £,

HIZH 2R LET,

$ docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS ORT. NAMES

PORTS
cfa24728a490 d210al3ab40c "/usr/bin/dumb-init ." 2 hours ago Up 2 hours 0.0.0.0:9090->8080/tcp server—aws
4fedcb55f1f5 d22f4eb51e31 "docker-entrypoint.s.." 2 hours ago Up 2 hours 0.0.0.0:90->80/tcp client—aws
GE) Y= R—FF T TAT o VTV r— a COFATHRICREDN A LG A T,

Docker T7—D F T 7 /v a—F (91 =) 2L T30,

ROFEATURLEZASI LT, = N"=TF V=2 a T 7 EATELZ L EMERLET,
http://<localhost>:<server-port-number>/api/valaunchpad/aws/vl/api-docs/
WICHIETRLET
http://192.0.2.2:9090/api/valaunchpad/aws/v1l/api-docs/
Cisco DNA Center VA IZFFH S TWA T SV r—v gy Puald o307 A0 2 —T oA R
(APD) B 4 v RUICERRINET,
WO TURLEANLTC, 2I9A T N T TV r—va TV BATEDLZ L E2MERL
i@qo
http://<localhost>:<client-port-number>/valaunchpad
WRIZHlZR L ET,
http://192.0.2.1:90/valaunchpad
Cisco DNA Center VA L&) Ny R /A U 0 v RUNRFERINET,
GE) TIAT U FBLOY—N"—=T TV 5= a T —T 4777 bDRHEAHAAEND
728, Cisco DNA Center VA ELEI/N > K 0 7 A 0 ¢ 2 R DFREIHIARIIEST D>
BILENRDY T,
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. RAT v KE! Cisco DNA Center VA &2E)/Xy K ~DT7 Y £ R

R AT v K& Cisco DNA CenterVARZE)/ Ny KADT Yt
A

Cisco DNA 7"—# JL T Cisco DNA Center VA f2Hl/Ny K IZT7 7 B ATE £,

Cisco DNA R—% )L O THERT D 5E81E. v AaT7 7w b & CiscoDNA R—H )L T %
7 MEERT AMLENH Y £, FD%., Cisco DNA R—%Z /L (Za A > LT Cisco DNA
Center VA ®E)/Ny KIZT7 7 ATEET,

Cisco DNA IR—Z )L Z LIRS MEHRA L, v 2a7 w2 b & CiscoDNAR—Z )L T hHo bk
P ERELOEAIE. Cisco DNA R—& )L [ZE#Ew 71 > LT Cisco DNA Center VA #E) X K
T 7B ATEET,

SRAT N FOERL

Cisco DNA 7R—# JL Z 41 L T Cisco DNA Center VA &)Xy R IZT7 7 v 24 5121%., &I
AaF7 vy NEERT AN ERH D £,

FIE

ATV TN TIZIFTCKOLIICANLET,

dna.cisco.com

[Cisco DNA Portall @ 7' A > 7 ¢ > RURERINET,

Cisco DNA Portal

Welcome back.

AT w72 [Create anew account] 7 V v 7 L£7,
AT w73 [Cisco DNA Portal Welcome] 7 4 > K7 C [Create a Cisco account] & 7 U v 7 L7,
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Cisco DNA Portal

Welcome

Register one account for Cisco DNA - Cloud so
you can subscribe to multiple cloud offers.

You will need a Cisco account to create an
account for Cisco DNA - Cloud. Create a Cisco
account

AT w74 [Create Account] 7 1 > K7 CTLE/2 7 4 — /L RIZAS L, [Register] 7V v 7 LET,

us
EN

Hmm
cisco

Create Account

* indicates required field

Email *

Email * ‘

Password *

Password * ‘

First name *

First name * ‘

Last name *

tstrome- |

Country or region *

Please select * v ‘

By clicking Register, | confirm that | have read and agree
to the Cisco Online Privacy Statement and the Cisco Web
Site Terms and Conditions.

Back to log in

RATYTS THUY bOBGIHEH LIZE A — VBB L, [Activate Account] 7 U v 7 LC, ThH D
v MR L £,
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B ciscoonak—su FhY roER

Hi
Welcome to Cisco!

Please click the button to activate your account.

Activate Account

Expires in 7 days

After activating your account, you can:

> Login with your email and password.

> Manage your Cisco account profile and request access to Cisco applications
and services.

- Become a customer by associating a contract number or bill-to ID to your
account or order services directly through our global network of certified
partners.

- Become a partner by associating your account with a partner company or
register your company as a partner.

> Access supply chain tools and resources.

Visit help for login, password, and account information.
Contact support for help accessing your account.

Cisco DNA R—AR )L 7HH 2 FDER

Cisco DNA 7"—# L %4} LT Cisco DNA Center VA &) N> N IZ7 7 24 3|21, Cisco
DNA R—X NV T H oy N ERT20ERH £9,

48 BRI

PAATAT MRS H T EERMERLET, FEMICOWTIE, AT v FOMERK (64
N=Y) ZRLTIIZEN,

Fig
ATV T30 THROLICATILET,

dna.cisco.com

[Cisco DNA Portal] @ 7' A > 7 ¢ > RUREREINFE T,
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Cisco DNA K—4 L 7h o> kofert ]

Cisco DNA Portal

Welcome back.

Log In With SSO

Login with CEC

AT w72 [LogInWith Cisco] 7 V v 7 LE7,
ATY T3 [Email] 7 4 — NV RIZV AT HT U bOEFA—NEASL, Next] 227 U v 7 LET,

us
EN

Nm
Cisco

Login

Email

Unlock account?

Forgot email address?

Help

Don't have an account? Sign up

AT T4 [Password] 7 4 —)V RIZV AT v hORAT—RE A LET,
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{ Back @ us
EN

Nmm
cisco

Log in

Email

Password

[ |

Forgot password?

Unlock account?

Help
Don't have an account? Sign up

Back to log in

ATvT5 [Login] &7 Vv LET,
AT 76 [Cisco DNA Portal Welcome] 7 - > K ™7 ™ [Name your account] 7 4 —/L R|ZHfk4 72135 —
LB ANTILET, [Continue] 7 YV v 7 LET,

Cisco DNA Portal

Welcome,

What's the name of your organization, company, or team?

Name your account®

Ex. Hearst or Hearst Construction

e=n

AT 71 [Cisco DNA Portal Confirm CCO Profile] 7+ > K7 C, RO FINAZFEITL E7,
a) FRINDERMVIELNZ EE2MHERLET,
b) FEEZFATHRE L, RETL2H83TF =y 7Ry 7 224 I LET,
¢) [Create Account] %7 U v 7 LET,
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Cisco DNA Portal

Confirm CCO Profile

Confirm that this is the Cisco profile you
would like to register with, or login to a
different CCO

Your Name
Your Email

Organization Name SELF

O | agree that Cisco DNA Portal is governed
by the Cisco End User License Agreement
and that | have read and acknowledge the
Cisco Privacy Statement.

Note: If you do not have the authority

to bind your company and its affiliates, or
if you do not agree with the terms of the
Cisco Universal Cloud Agreement, do not
check this box.

T H 7 MNIEFICER S5 &, [Cisco DNA Portal] A8 — L — N FRENET,

N
Subscribe and maintain your ‘
. ) [
offers more efficiently with d
Cisco DNA Portal. ¥
Select an offer below and enjoy your trip with S
Cisco DNA Portal
I
Offers
Applications Experience Cisco DNA Center Cloud SAN Insights Discovery Plug and Play as a Service pxGrid Cloud

Subscribe Subscribe Subscribe Subscribe Subscribe

Learn More Learn More

SRATHYIY RTH CiscoDNA R—E )L ~ADOY A >

Cisco DNA 7R—# )L Z 41 L T Cisco DNA Center VA f#E)/Xv N |27 7 ¥ A4 5121%, Cisco
DNA R—&Z N iZa A4 3 H0ERHD £,
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B o xa75%> bcoCiscoDNA K—5 )L AT A >

45 HHEIIC

VAT H T hE CiscoDNAR—X IV THUY "Bl D I EafER LET, fFMicoNT
. AT T FOMERL (64 2—) B X UCisco DNA iN— X )L 7 517 > s DFERL (66
N=) EBRLTLLEEN,

FIE

AT TN 770 TROEIITANLET,
dna.cisco.com

[Cisco DNA Portal] 2 7' > 7 ¢ & RUBRFRSNE T,

Log In With $SO

Login with CEC

AT w72 [LogInWith Cisco] #7 U v 7 LE7,
ATY T3 [Email] 7 A — NV RIZV AT T bOEFA—NEATL, Next] 227 U v 7 LET,
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us
EN

NN
cisco

Login

Email

Unlock account?
Forgot email address?

Help

Don't have an account? Sign up

AT Y T4 [Password] 7 4 —/L RICT AaT7 oy hO/RAY—REASLET,
{ Back @Ei

Nmm
cisco

Login

Email

Password

[ |

Forgot password?
Unlock account?

Help
Don't have an account? Sign up
Back to log in

ATFw 76 [Login] 27V v LET,

Cisco DNA iR—# )L T 7 > Fi3 1 D L7204 1. [Cisco DNA Portal] 78— L ~3— 3%
RENET,

ATYv 6 ((TE) BEOCiscoDNAR—HX LT B0 NBRHLHGEX. 77 FORIZH 5 [Continue]
REEI V7 LT, adATHThT FEERLET,
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Cisco DNA Portal

Choose an account

TestAccount [ Continue ]
VA Launchpad [ Continue ]
VALaunchpad-Test-Doc [ Continue ]

[Cisco DNA Portal] 8 — A_X— U NERINFE T,

Subscribe and maintain your o
offers more efficiently with ‘ W \
Cisco DNA Portal.

Select an offer below and enjoy your trip with
Cisco DNA Portal
Offers

Applications Experience Cisco DNA Center Cloud
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Center VA EZE) Xy K V) —RZHX T T L— R LA, ERIEB VAR Y RPERE I
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ATFYT1 IRONTNDIEZMH A LT, Cisco DNA Center VA &)y Rica 74 LET,
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[JEFE) 2L T2 &0,

[Federated Login] : ZDHIETIX, 1207 AT 747 4 A LT, oA XL —& 0
BHT Xy NI—0 37 7V r—va 7 7B A LE T, B OV TIL, Cisco
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Access Keys] 2L T 7230,

W

nJA L ET=PRELELAIE, DR R L THEr A T HLERH Y £, FEM
IZOWTIE, BEO NI TNy a—T 407 (91 =) 2L T EEN,

moTa s A T HEREL——DAIX, [EmailID] 7 4 —/V RIZE A —/LVT NV A%
AFIL, [Submit] Z27 V v 7 LET, V72—V —DHAEIX. AT v 7 3ICHRET,

Email to Notify
Please enter the Email address where notification needs to be sent if there are any Alerts on AWS Infrastructure.

Email ID (O
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ERC& £ A, ZOM., [Setingup theinitial region configuration. This might take a
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To) ] EWVIAvE—URFRENET,
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GE) U= a VOBREEZEHTHLIITKROONTHEIL, a7 Mot- CTEB %
SETLET, FEHIZ OV TIE, Cisco DNA Center VA Launchpad 1.6 Administrator Guide
@ [Update a Region Setup] [H7E] S L T Z 30y,

Dashboard

(3 VA Monitoring

T User Activities.

0vaPods  Failed
0vaPads In Progress
0vaPods  Completed

0VAPods  Has 0 Cisco DNA Centers

[ Q search by VA Pod Name ] [ VA Pod Status v RLEIEENE -+ Create New VA Pod

s

No VA Pod(s) created!

You can create new Virtual Appliance (VA) pod by clicking the above button

@© Before you begin, make sure that your AWS account in AWS MarketPlace is subscribed to Cisco DNA Center Virtual Appliance - Bring Your Own
License (BYOL).

® Make sure that your cloud environment meets the following requirements:
e Cisco DNA Center Server: 32 vCPUs, 256-GB RAM, and 4-TB storage available.
e Cloud Backup Server: 2 vCPUs, 500-GB storage on a t3.micro instance.

@® AVApodis an AWS hosting environment for a Cisco DNA Center Virtual Appliance. A VA pod includes a collection of AWS resources, such as a Cisco DNA
Center EC2 instance, EBS storage, backup NFS server, security groups, gateways, routing tables, and so on.

demo-aws v
VA Launchpad : 16.0 © 2023 Cisco Systems, Inc.
Privacy - Terms

@ Help Center

ATw 73 [+CreateNew VAPod] 27 V v 7 LET,
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1 [Region] ke vy X URX RN, U—Ua rEBRIRLET,
ERlOFer—2 a7 0 RUD[Region] KRy XA RNE 1 ODY —Y g
ZITCTICEIRL TV DEAIX, 200 —Va VAHEINIGERS W E T,
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F7, ROTEEFHIIHE > T EEW,
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Ta v AERLUEY, VPNGW (3, ¥ hE VPN 86t Amazon il VPN = RN
A2 FTT, 1 DD VPCIZOHEEFGETE £,

* [New VPN GW + New TGW] : #%5t VA 7R v RE721X VPC 3% 0 . %D VPC & 4
VIVIARy NI BMESEHT D T Yy T E LT TGW 2T 54
BlE. ZOF T a v ERIRLEYT, £7-. TGW &9+ b VPN #4520 Amazon fH
DVPNZY RRA L FELTHERATAHAZELTEET,

G¥) J—g 028121 90 TGW OB EERR TX £,
s [Existing TGW] : H LN VA R v ROERIZHER T 2870 TGW B3b 25613, 20
FTarERIRL L, ROWTINHOF T g U2 BIRLE1,

« [New VPN GW] : BEfED TGW (287 LV VPN 7 — b 7 = 1 2B+ 2 5A1%. 2
DAT v a rEERLET,

* [Existing Attachment] : BEf70D VPN F 7o (X BT ¥ v T A > M EHEHT 255
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MH, THyTF AL NID ZERLET,
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) KOWTRIEFITLET,
- ST DA L a v & LT [Existing TGW] & [Existing Attachments] % 334R L 72453
HBlx. AT v 75 ICERET,
« [VPN GW]. [New VPN GW +New TGW], F7zi% [Existing TGW + New VPN GW] 7% i
RUTEAIE, RO VPN #EAZ A LET,

* [Customer Gateway IP] : AWS VPN 7"— h 7 =1 & @D IPSec F > RV EEKT ST
DDLU B =T FTARX T 7 AT U4 —NVEIFIV—FDIPT RLAZ AN LE
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*[VPN Vendor] : Fa vy X7 U A KD VPN R X —52EIRLET,

[Barracudo]. [Sophos], [Vyatta], 35N [Zyxel] i%, A — b &I T2 VPN
NUF =TT, FFMIZOVTIE, VAR Y RREZT7—D 770y a— K (94
N=) ZZRLTIEEN,

o [Platform] : Kue v 7 XU VA RNNLT Ty 74— LEERLET,
*[Software] : FR w7 H T URARNLY 7 vy =T iR LET,

d) [Customer Profile] DH A XX, 7 7 4 /L FEXED [Medium] DE FIZLET,

HAL<—TaT7 7 ANDOY A XL, CiscoDNA Center VA A L AX L AL NRy I T v
A VAR AW FICEA SNET, [Medium] ZFRET D L A AKX 2 ADHERITIKD

<:]: 9 \—fot D iTo
+ Cisco DNA Center £ > R AR >R : r5a8xlarge. 32 fil® vCPU, 256 GB ® RAM, 4 TB

ARL—
BE Cisco DNA Center (X r5a.8xlarge 1 A X A A ZDH AP R—F LET,

DOREIFEFRETEEFA, IHIT, rSa8xlarge 1 VAKX » AY A X%
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e) [Backup Target] Ci. Cisco DNA Center DT — X X—RA L T 7 A )LDy 7T v 7L L
TROWT DDA T v a U ERIRLET,

* [Enterprise Backup (NFS)] : /X 7 7 > T %4 7L I A — =R fFET 2 5E51T
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Configuration In Progress] 7 . > K7 (¥ L\ Cisco DNA Center VA
DOIERL (85 X—) DAT v 79 %#HM) F72IL [AWS
Console] > [CloudFor mation] > [Stacks] 7 ¢ > R 7 CHER TX F
R

e Ry T Y —/N—DIP T RL AL, [Cisco DNA Center
Configuration In Progress] 7 t > K7 (1 L\ Cisco DNA Center VA
DIERL (85 —) DAT v 7 9 %HM) F 7213 [Cisco DNA
Center Virtual Appliance Details] 77 .+ > K7 (Cisco DNA Center VA
Launchpad 1.6 Administrator Guide @ [View Cisco DNA Center VA
Details| [55] 2 M) THHERTEET,
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[Summary] <A U BFERINET,

o Configure AWS Infrastructure 5ummary
e Review your AWS Infrastructure details and make changes. If you are satisfied with your selection, click the "Start
Configure On-premise Configuring AWS Infrastructure"

VA Pod Environment Details
Network Connectivity Check

VA Pod Name LA-101-1a
Region us-east-1
Availability Zone us-east-1a
AWS VPC CIDR

On-prem Connectivity

Transit Gateway (TGW) VPN GW
VPN Attachment

Customer Gateway (CGW) New VPN GW
VPN DETAILS

CGW (Enterprise Firewall/Router)

VPN Vendor Cisco Systems, Inc.
Platform ASA 5500 Series
Software ASA 9.7+ VTl
Other Details

Customer Profile Medium

Backup Target Cloud Backup (NFS)

- A s coviour aws iasrucurs

g) EEEL VPNOATNEZMR L9, BB 2T, [Start Configuring AWS Environment]
7 Uy LET,

£ BRENTZTTDHETR 200000 FET, 7TV r—var w2 &TLEY,
DY 4 RURLEZTEHALIZD LARWNWTLEE N, Ehnd | REN—FE
ELET,

hy AWSA V7T ART 7T ¥ NIELSEEIND L. [AWS Infrastructure Configured] <A
DERRSNET,
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AWS Infrastructure Configured

& AWS:UECZ2VPHGatewsayRouteFropagation

0 AWSHECZVPNGatewayAttachment

© AWS:EC2:-CustomerGateway

8 AWSZEC2:VPNConnectionRoute

©
o ©

AWS
Infrastructure

AWS A V7T ANT I F v DFREITHFKLTZ8E1E. Cisco DNA Center VA &)/ X v K %
BT LET, ZB2ONAFEEMBEICHOWTIE, BEO NIy a—F 127 (91

N=Y) ZZRLTLIIZEN,

AWS Infrastructure Configured

& AWSHEC2:VPHNGatewayRostePropagation
G0 AWSHECZVPNGatewayAtEchment

& AWSHECZaVPNGateway

@ AWS:ECZ:uCustomerGataway

5 AWS:EC2VPNConnectionRoute

=
@

AWS
Infrastructure

6

RATYT6 ROFIEEZETLC, AT LVIAER T 7 A VEL T ra— RRLET,
a) AWSA V7T AT 7 F ¥ DNIELLSEIESZNTZH, [Proceed to On-Prem Configuration] % 7/
UwZ LET,
b) [Configure On-premise] ~*-f > C, [Download ConfigurationFile] %7 U v 27 L9, D7 7
A NVEFy MU= EEEICEE LT, A7 LI AO IPSec b FVEFRE L ET,

Ry N —JZEEFENIPSec N XL E 1 DT ITBRELTWVAZ L BB LTIV,
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AEFITZT7AT U= LD T2o0 XNV ERERETEET,

AFEALEDRIE T TAR— T = Tz VY a— a3 TE 120 h
VEADBBEBHL, b1 oD R UFABMELELTCHET, WHFO v
ERET L L, HFaX M TN (ECMP) Ry MU —F% o JHERE Al
HATEET, ECMP LB TIE, 77 AT U4 —/VELIFNL—FNEa X b
N—F AL TRICSEIZN T 74 v 7 2EETEET, Z0L X,
N—BENLT 7 AT U4 —/VBRECMPZH R — K L TWDHULENRHD F
9, ECMP 2 L7AaWEAIE, 1 DD R %ZEIELCFE#ITY = —
WA —R—=F B0, T IPSLARED Y Y 2—va U EFEHALT,
Tz —R—=F VAT xR HEIRICRE T2 Z L 2R L £
D

c) [Proceed to Network Connectivity Check] " ¥ > % 7 U v 7 LET,
ATFYTT ROWTNNPDOT 72 armFITLT, AWS A 7T A NT 7 F % O ERFIER L2 Eg
TOH T VI AEERUCIEDSNT, Ry NT— RO AT —F A2 R LET,
BT BA TV I AEEREA T v a & LT [VPN GW] Z384R L7234 TPSec b > Fb
DFEEAT —HAPKD L HIZEKREINET,

o X FU—JEBEENIPSec b RNEFEEERE L TWRWEATL, IPSec ko kb
T A a v NERENET,

X
T . N
" -

& 3
o &=

il bl - =5
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m

A IPsec Tunnel W
B - ik i

CGW (Enterprise Firewall/
Router)

T A =TT R T AT T F—ILEITI—F DIPSec b XN BEHL TW\D D
EERERT AL IRy N — 7 FHFIKFH L E 7, IPSec N v RADBEB#T 5 &,
IPSec b ¥ RV taIZAE DY F97,
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GE) IPsec > RLDBHEREEIZ 72 > TWADIZ, CGW 75 Cisco DNA Center |27
7B ATEROYAIL, IPsec b RVOBREFICE LWVMESES N2 &%
e L £ 7, Cisco Global Launchpad X AWS HI3ED b > RV AT —H R & fits
L., BIOF =7 2FTLERA,

BT AA T LI A A T L g & LT [New VPN GW + New TGW] % 7= 1% [Existing
TGW and New VPN GW] % 4R L 72454, Cisco DNA Center VA E#) 3> K X, VPC 3

TOGWI IR IN TV AENE I NEHR L, TGWIZA L TV IAD T 7 A T U —NVET
II—Z IR I NET,

G¥) TGW INH = X —TFA X T 7 AT U —)VFETiT— X ~DORHRI I EN T
AITIE, By NU—VEBMERL L T LIAD T 7 A T I+ —NVLEIFIN—F
WCZOBREEZBMTILENRHY 77,

Pegi AT — 2 23RO L Y ICFREINF T,

cTGW IO AL T LI ADT 7 AT U4 — /L ET- 1T —Z ~DEGERHESL STV
WIEEIE, L —FREINFET,
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Transit Customer On-premisa
L Gateway Firewall/Router

o TGW B A IET ICHESL SN D &, TGW BEFHTRERIZR D £,
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Transit Customer On-premisa
e Gateway Firewall/Router

BT DA TV AiA 7 > = v & LT [Existing TGW] & [Existing Attachment] % 13
RUT2GE L. BEEO TGW & L < 8t S 4172 VPC D T/—T 4 & VT RERE ST
BHZ L EMER L FE T, Z Z TCiscoDNA Center NiEEI SN ET, FEHIZOWTIL, BEFED
Ny NF—= b 2 A BLOIAE~—F— T oA TL—T 4 VT HFERET D
(84 ~—) ZBMLTLIZIV,
B AT — 2 A TRD X Y ICFERENET,
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5. 30
VA POD Transit Gateway
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Transit Gateway

AWS T® Cisco DNA Center 235 EAH A F .




B oeotrs 00 b b9 BEUNRET—F— F YA T—T 1 VI EFHRET S

AWS T Cisco DNA Center 2353 DER |

AT w78 [GotoDashboard] 27 YV v 7 LT [Dashboard] A VIZREY ¥4, ZZ T, BMOVARY K

AIERRLTZY . BEFO VAR Yy FEEH LIV $5Z2 LR TEET,

BEOLSVOY M= TABEIVHREFIT—T—
FOIATIL—TA VT EFHEET S

&
ATvT2

ATvT3

LW VA Ry ROMERRRIZ, BT 2847 Y a > & LT [Existing Transit Gateway] &
[Existing Attachments] % 3&4R L 72834, Cisco DNA Center VA #Z#j/% > R Tid Cisco DNA Center
ZRET 5700 VPC BMER S, 2@ VPC SBEFD TGW (Z#kt S E 1,

Cisco DNA Center VA L&)/ N> N C TGW 8k &= #SL T 5121E. AWS TTGW v—F 1 7
F—TNEFETHREL, BEDO CCGWITEDNL—T 4V TRIEEZBMTALENRH Y 3,

FIE

AWS =2 —L)x s [VPC service] (ZBE) L £ 9,

DI e — a7 4 2 KO [Transit Gateways] C [Transit gateway route table] % 38R L |
WIZBERF D TGW b— b T — T VBRI L £ 7,

[Transit gateway route table] ™7 - > K7 C [Associations] % 7' % 7 U w7 L, ¥KIZ [Create Association]
27y LET,

Network Firewall rule

e Transit gateway route tables (1/1) fo [c H Actions ¥
¥ Virtual private network o
(VPN)
Name v TransitgatewayroutetableID v Transit gateway ID v state Default association route table v Default propagation route table
Customer gateways
Virtual private gateways | TEST-0-2-5-NTGW._... taw-rtb-04ch3502f16497635 tgw-044218d1d2ce07ec6 © Available No No
Site-to-Site VPN
Connections
Client VPN Endpoints
¥ AWS Cloud WAN
Network Manager
E =
tgw-rtb- 1649635 / TEST- 5-NTGW_VA_
Details | Associations Propagations Prefix list references Routes | Tags
Associations (3) info { ¢ ‘
Q

Mirror targets Attachment ID v Resource type v Resource ID state
Mirror filters tgw-attach-03f39a6aabda35adb VPC vpc-048ab88f3c4178310 © Associated

tgw-attach-014dbab572f2242e7 VPN Vpn-0f5a1d61c0d22f151 @ Associated
Settings tgw-attach-0b046fe367442fa5F VPC Vpc-01fd251ea2f8000c9 @ Associated

AT 7 & [Transit gateway route table] ™7 f > K 7 C [Propagations] % 7' % 7 U » 7 L. ¥&IZ [Create propagation]

Vv LET,
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ATy TH

ATvT6

# L 0" Cisco DNA Center VA 057 [

Network Firewall rule i )
) Transit gateway route tables (1/1) info @ @ o s Pait ey et Fabls

v Virtual private network a 1 @
(VPN)
Name v Transit gateway route table ID ¥ Transit gateway ID v State v Default association route table ¥ Default propagation route table v
Customer gateways
Virtual private gateways TEST-0-2-5-NTGW._. tgw-rth-04ch3502f1649f635 tgw-044218d1d2ce07ec6 © Available No No

Site-to-Site VPN
Connections

Client VPN Endpoints
¥ AWS Cloud WAN

Network Manager
v Transit gateways

Transit gateways

Transit gateway

attachments SR

tgw-rtb-04ch3502f1649f635 / TEST-0-2-5-NTGW_VA_TGWVPNRouteTable

Transit gateway policy
tables

Details | Associations | Propagations | Prefix istreferences | Routes | Tags
t gateway route
tal
Transit gateway multicast Propagations (3) info [e Create propagation
v Traffic Mirroring Q a ®
Mirror sessions
Mirror targets Attachment 1D v Resourcetype v Resource D v state
Mirror fitters tgw-attach-014db4b572f2242¢7 VPN Vpn-0f5a1d61c0d22f151 @ Enabled
tgw-attach-03f39a6aabda35adb vpC VpC-0483b883c4178310 © tnabled
tgw-attach-0b046fe367442fa5f vpC VpC-01fd251€a2f8000c9 © Enabled

Settings

FNZFEND VPC & VPN I TRAZT ¢ v 7 )V— h&HFEICT 7T 4 72T 5HI2i%. [Routes] #
T %7V v 7 L., KIZ [Create staticroute] 27 U v 7 LE9,

AWS BREED CGW IZE| W B THN - CIDR&FIZAIT TRy NT—F v T T 4w T B—T 4
VITHEINT, AT VIRV HORENTEHT SN TNDZ 2R LET,

@J . route tunnel-int-vpn-0b57b508d80a07291-1 10.0.0.0 255.255.0.0 192.168.44.37 200

# L L\ Cisco DNA Center VA M {E X

ATy T

WDFENEIZHES T, H LU Cisco DNA Center VA 3 E L ¥,

FIE

[Dashboard] XA > ®~ 7 ® F T, Cisco DNA Center VA #1E7 5 VAR~ R&ROFF
T
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#7 L L) Cisco DNA Center VA D E Rk

B e o Sl T N A ST T e [ il P i 1 1S P B Bt fha
w [ [ ERp.

T B st il i ady sl whe . e b v & e vl Pl

B erens desdans
11 S L e 4 e s

e
s w5
3 - e
.
® — !
] B —
.
B R
T L
)
Bioesecll
s B Fiaae a8 teart 8
P — —r
Crnpsnbenant Do Dmd assini Gonmnise e Caig [ma Castaio) Domataitignsia Dot Ims fmstercyl
[T ——
gy

VA 7R v RJ1— KT, [Create/Manage Cisco DNA Center(s)] #7 U > 7 L £,

ATvT2
AT w73  [Create/Manage Cisco DNA Center(s)] X > C, [+ Create New Cisco DNA Center] 7 U > 7 L %
D
Dashboard > CreatefManage Clsco DMA Center(s)
VA Pod_01 -

No Cisco DNA Center(s) created !

Cisco DNA Center by clicking the above butto

‘ou can create new Cisco

ATvT4 ROFEMEANDLET,
* [Cisco DNA Center Version] : K2 w7 Z 7 U X k75, Cisco DNA Center /N—3 5 U %

BIRL £,
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# L 0" Cisco DNA Center VA 057 [

s [Enterprise DNS] : =2 % —7 5 A ADNSDIP 7 KL AZ AN LET, 2O H¥—TF
A X DNS 73, Cisco DNA Center VA Z{E 75 VA Ry RO HEFERGETH D 2 & R
LTL7EE,

GE) Cisco DNA Center VA Launchpad (%, UDP A"— k 53 & AJ) L7 DNS H#—/3—
DIPT RVRZMHL T, AT VLIADFRy T — 7 i a R L E T,
+ [FQDN (Fully Qualified Domain Name)] : DNS ¥ —/N—"TF%E &1 TV 5 Cisco DNA Center
VADIP 7 KL AZADLET,
* [Proxy Details] : IROWT DO HTTPS *y T —27 Xy 7y a U EBERRLET,
¢ [No Proxy] : 7 m ¥ — "—{3 i S EE A,

* [Unauthenticated] : 7' v & > —_"—(IFFEA LE L LEF A, TrF T ——D
URL & RN— &S Z AN LET,

* [Proxy Authentication] : 7' 1 F > —"—[TRFELLE L LET, TeF o th—1—0
URL, R— rFZ, 2= —H4, BIORAT—FOFEME A LET,
« [Cisco DNA Center Virtual Appliance Credentials] : Cisco DNA Center VA ~®D 12 7' A i
FTHCLINAY—=REANLET, NATV— I, LFOA— /TS BB H Y £7,
« BT ETITUATEEET D
« 8 LFLLRITT D
cKDIBHYIRL EL3ODI T A DL TEEDD
« /N (a~ 2)
« RXF (A~12)
e (0~9)
FRERLTE (VR0# 72 L)

BTBRTEH LI, ZORART—REBREFELTENTLES N,
GE) Z— P —4 X maglev T9,

ATv 75 [Validate] %7 U 27 LT, DNSH—N—IHEINTNDHTLUH—T T4 XDNS H— 31— L
FQDN ZfR&E L £,
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B # L cisco DNA Center va o5

G¥) Cisco DNA Center VA Launchpad @V U —X 1.6.0 T, DNS #—— 7% #—
N FTZIXFQDN OF = v 7 \ZRIG L 72 3581E, IROFINEICHE - TRREZ KT L
*7,

* DNS % —/N—ORRGEEIC KL L 7245513, Cisco DNA Center VA OERL & ¢4 T C
XFEtHA, AJJLIEDNS B—_"—D 1P 7 FLAH VA Ky RO HEETRET
bHZEEMER LTS,

XY= AN—DRGECRRLIESGETH, REAHITTETET, BT
X OFEMMBMEE SN 72 < TH, Cisco DNA Center VA IZHERE L F 97,
« FQDN ORFEFIZ OB L7234 TH . Cisco DNA Center VA DIER AT T& £

7, 7272L. Cisco DNA Center VA Z#§6E St % 121L, FQDN i EZEET S
VERH Y £,

ATY 76 [Summary] V(> KU T, HEOHEMAEMALET,

GE) Cisco DNA Center ® IP 7 K U A FFHIIZEIV B TOHNZIP T RLATH Y . Filr
DRV E MR L, EER Ry N =B OEELE R/NRICHZ D720,
AWS A MEY — v DEIEZR L EDOE IR ET,

Summary

Review your Cisco DNA Center VA configuration and make any changes if needed. When you're ready,
click Generate PEM Key File

DOMAIN DETAILS

Enterprize DNS [ ]
FQDN (Fully Qualified Domain Name) dnac.example.com o
Cisco DNA Center IP Address 10.193.0.5

PROXY DETAILS ©

Custoemer HTTPS Network Proxy No Proxy

OTHER DETAILS
Cisco DNA Center Version 2353

Note : You can continue deploying Cisco DNA Center but you should fix FQDN to make it work.

® Before cenfiguring Cisco DNA Center, download the PEM Key file.

Exit Generate PEM Key File

ATw 71 FHECHEN WAL, [Generate PEM Key File] #7 U v 7 LE7,
AT 78 [Download PEM Key File] # 1 7 1 778 » 7 A ¢, [Download PEM KeyFile] 27 V v 7 L %7,
[Cancel] #7 UV v 7 2% & [Summary] 7 1 > RUIZEY £7°,
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ATvT9

# L 0" Cisco DNA Center VA 057 [

EE PEM ¥ —{XAWS 7 H 7 v MIRFEEN TV W=, Fvra— RT50ERN D
V£, {ERE S TUVS Cisco DNA Center VA IZ7 7 £ 24 5121Z. PEM F—3 44
ECT,
Download PEM Key File

DOWNLOAD PEM KEY FILE

Download and save the PEM Key file as it isn't stored in your AWS account. You
need it later to access the newly configured Cisco DNA Center.

Download PEM Key File

PEM 7 7 A V% X > — R L7256, [Start Cisco DNA Center Configuration] %7 U v 7 L &
D

Summary

Review your Cisco DNA Center VA configuration and make any changes if needed. When you're ready,
click Start Cisco DNA Center Configuration

DOMAIN DETAILS
Enterprise DNS

FQDN (Fully Qualified Domain Name) cis.co
Cisco DNA Center IP Address

PROXY DETAILS o

Customer HTTPS Network Proxy No Proxy
OTHER DETAILS
Cisco DNA Center Version 2353

Note : You can continue deploying Cisco DNA Center but you should fix FQDN to make it work.

Exit Start Cisco DNA Center Configuration

Cisco DNA Center VA Launchpad {Z X ¥ | Cisco DNA Center BB E S E T, BRENHRES
1% & Cisco DNA Center 2528 L 97, f ML, Cisco DNA Center VA #E &) <> ~ DIMAID

U BRIRBTERSNET, R— P 2R PMIESND L, A A=V BTV DITEDY F
o R— MABPBGEESND & A A—VPRFREBIZED D £7,
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B # L cisco DNA Center va o5

Gx) IOV AFAS~6000N0FET, TV =g EB R TLEY, 20U 4
VRUREZTEMUTZY LEWNWTLIEE N, EpRNE, RES—RElUES,

Cisco DNA Center NEENT5 &, ZEIL5E T CT9, Cisco DNA Center VA Diffll 2 £/RTE 5
£ FE LI

Cisco DNA Center Configuration In Progress

It may take another 45 minutes to boot up. Please check again later. —s

Cisco DNA Center Details ¥
Cisco DNA Center URL

Cloud Backup Server IP
Cisco DNA Center

Virtual
Appliance
© TestQAHLP-1689833352142-InstanceLaunch

AWS CloudFormation

-
o=
)

©@ DNACInstance
AWS EC2

© TestQAHLP-1689833352142-Backuplinstance
AWS CloudFormation

@ BackUplnstance
AWS EC2

Exit

Evk [Cisco DNA Center Configuration In Progress] 77 4 & R UV INER I TWAHIZ, Ny
VT TP —=NR=DIPT RLVRERY I T T, AL ADAL v 7 %1% T
BERTELLITRELES, Ny I T vy T —R=DAT =L, Ny I T v
TA AR ADAL VB DRND 4 LF-LNy 7T TH—"—=DIP T KL
2 (U F FERLS) ZHLEDETZHDTT,

Cisco DNA Center D% EIZRI L7285 1%, [Create/Manage Cisco DNA Center(s)] <A1 > 2R D
T3, FECOVWTE, BRO N T TV a—T 47 (91 3%—V) EZRL TSN,
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Cisco DNA Center Configuration In progress

Enwviranment Setup failed

Cisco DMA Center
Virtual
Appliance

AT 710 [Create/Manage Cisco DNA Center(s)] 1 IR 5121, [Go to Manage Cisco DNA Center(s)] %
7V w7 LET,

BEODFS I 2a—Ta0 29
Cisco DNA Center VA &3y K %, H/EDOI AT AWS T Cisco DNA Center % 3 — A L A&

ICRETEALIICHREFENTWVWET, 22 TiX. AWS TO Cisco DNA Center O i B D —
B2 E R T Ty a— b B HIEICOW T L £,

)

() Cisco DNA Center VA &)/ Sy N TR TEX 2 WBENREET L AHEERH H 720, AWS
=2 —)L %4 L C Cisco DNA Center VA &/ K TU—7 7n—% FETERETHZ LT
HeEECx WA,

ZZICEEH I TWARWREN B BBA 1. Cisco TAC 1T THEfE < 72 &0,

Docker TS5 —®M 5 J)La— b
Cisco DNA Center VA £L#) > K @ Docker 4 A — Y DFITHIZ port is already in use] &
WO T T =Ry —UNRREINTHEIL. BXAONLIROMPREFEHL TR T T Ly 2—
FTEET,
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Is5—

FEADNDRRREK

Y= R=T TV = a L DFAT
RO T —NERIR SN

AN
[ -

portis already inuse (A"— F 239 C
IZEH SN THWET)

Docker TH— =T FV r—a U EETLET,

docker run -d -p <server-port-number>:8080 -e
SECRET_ KEY=<your-secret-key> —-name server --pull=always
dockerhub.cisco.com/maglev-docker/server:x.x.x-latest

=3 ARy — =R =2 ENTHHEHTE X,

P=N=T TV =2 a VOFETRIC, AT N TV r—va a2 FETL
£,

docker run -d -p 90:80 -e

REACT APP_API_URL=http://localhost:<client-port-number> —-name
client --pull=always dockerhub.cisco.com/maglev-
docker/client:x.x.x

GE) P—R=T PV r—a VOEITTHEALEZLDO LR UAR— FEE%
ERTA5ENHY £,

IIAT N T TV r—aro
FATHIIR D= T —NFIR ST
Bt

portis already inuse (A"— F 239" T
A S TVET)

Docker T/ FA T b TV r—va v BETLET,

docker run -d -p <client-port-name>:80 --name client --pull=always
dockerhub.cisco.com/maglev-docker/client:x.x.x

6= EHARER Yy —"—R— 2 ENTHFEHATE X,

A4 IS5—D ST a—Fk

Cisco DNA Center VA LE/ Ny N iZa 74 T3, vl A7 —RNRETIHARHY
F9, BXAONDROMRREFEHALC, R /A 2T —% T T a— T&FE

To

I5—

FEAONDREREK

Invalid credentials. ()72
TA NEFRTT, )

n7A U NEREFBAANL, ELKANSRTWD Z EEER LET,

You don't have enough access.
(+53727 7 B AR B Y F
Hho )

EHE -V —OLREE. 7V MNIEHET 7 v AN HD L R LET,

YT a—P—DEAIL, BELEIZ L - T CiscoDNACenter = — % — 7 /L — 71BN E U
TWHZ L aMERLET,

An operation to delete is in
progress, please try again after

some time. (H|FREVENEST
FTd, LIEHL LTHhHD
I—ERERLIZEZ, )

%fiﬁl‘—‘ﬁ"—ﬁ) AWS 7 71 %7 2 R/ <accountId>-cisco-dna-center 7 — )N P4
MEHIBRLIZBRIZB A LED ETDE, Zoul A =T —RN8ETHIERHD
£

HIBRSET T2 FE TS5 b ET,
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AT v FE Cisco DNA Center VA 281/$y K T5—D b5 TLva—51>4 [

FRRXTF v K Cisco DNA CenterVARREI/N\Y K TS—D ST a—
T4
AT R Cisco DNA Center VA J&Z&)/N > N Tid, BAERSH (RCA) # MU H—9 5

&L L= BB T —RETLARENDHY £, ZOTT=NRBAETL L RONT =)
KRSNET,

B) Rate exceeded

RCA Trigger

AWS Logs

Destinanon

1678341533569

DT T ==L, 12D —V g U THRRAEO APLER (1 8H7=0 10,0000 Z%{FL7=
BARICFERENET, 20T —%MRTH120F, b= A7 3 —F ZH LT AWS OffilR
EZBET 0, B RICERIELFRITLE 7,

)—2o a3 VICEATARBIED FT T a—Fh
EZLNBROMITEMEA LT, )= 3 AT BREE L 77y a— b TR ET,

] EZONBHRRE

HLWY —2a o THLV VA AWS a2 Y =V TCOFFH 7 ANIEFHIZHE T L2 2R LTMLL, Z0F

RNy FEEl L TW\Wa & &Iz, EZFRITL T 7ZE W, RIENEIE LWL, TACIZ ZERK S 7280,

O PNACT A B | 0B SOL 5 ARARELEET S0, VAR KA FHTLE LA

-7 . 7 - g 7 8 TEEHEELET, P vic, TRTOT 7 3 3 2 Cisco DNA Center

i B S AFATT Y =X VA REI S R EHH LT 280

L. BETTHDZ LaRT Ay °

t—UnNEREINFEREA,
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B wtorgers—orsinya—t+

8

FEADNDRRREK

V=g 0Dty 7w 7R
L. Cisco DNA Center VA &)/
RAZW® D X 9 72 [Bucket [name] did
not stabilize] =7 —NE R I E
R

Bucket 059356112352-cisco-dna-
center-eu-south-1.va.storage did not
stabilize

AWS T —RAZfE, RLTEY VY —=R2R&2 "y 72 R LHIRT 2 X 95 I2KiH
LET,

VARY FERELS—

DT a—Fk

ZZONDROMMRRAELEM LT, VAR Y FRETZT—%2 FF7 72— FTEET,

I5—

EALNDRRREK

+ Create VA Pod button disabled ([+ |

Create VA Pod] 7R & o 3%/ C97)

N2 CWDBIRS AT — I NV EEbEd &, B> TWBHEBED
NERINET,

FLWVARY FEAERTERWEHE LT, ROZENEZXONET,

*VPCH—ERIA—BDLEBRHKIZEL : T3CHOV—V 3 2BV, {E
T & D VPCHED LIRS AWS EEHFIZ L > TRHRESNTWET, @, U—
TarIEiZ5s5 oD VPCHRHY, % VPCIZ VAR Y & 1 D7 TELE TX
T3, 2720, EEREEICOVWTE, AWS FHEICBHWADLELZE
AR

gl

Cisco DNA Center VA fZ#)j/N > R LSO Y YV —RZFEH SIS VPC H, 2D
FRBICEEND Z LICEELTLEE N, 22, AWST v M
E X2 VPC D ERMA 5 OT, 20O H L2 ORNEAFTOHE, @®IRLEZY —
TaryTELIERTED VAR Y KIiZ3 2L TTT,

FLW VA Ry REAERRT 5121E, AWS FEHIC EIRBOE T 2 {KET 5
7y, AWS 77 v hTBEED VA 7R > RE721L VPC O—EHIBR L7,
FERBIZ DUV TIE. AWS @ Web 1 T [AWS Support User Guide] @ AWS
[Creating a service quota increase] [J53E] D FE v 7 2B LTI E S0,

e 7Ry FDHEIBRAESTR : V—2 9 VINDOEREZD VA Ry ROHIBRAZETTH T
T HEo T, H LW VA Ry ROERZHRITLET,

AMI ID for this region is not available
for your account. (Z DU — g

O AMIIDIE, BEVWOT AT b
TIHMEMTEEEA, )

[+ Create New VA Pod] %7 U v 74 % &, Cisco DNA Center VA L E)/ X
WL —2a o AMIID #EE L E 1,

ZOTT—NRELEGA ’%MLT%@\:®)~V5VT%me/
b%@ﬁf%iﬁao_®ﬁﬁ%m&¢é I%. Cisco TAC T ZHif& < 72 &0,

NS
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VAR FEEIS—0r5ILva—+ [

Is5—

FEADNDRRREK

Your VPN configuration isinvalid.
At this step you cannot updateit so
pleasedeletetheinstanceand create

anewone. (VPN DREMNERT
To CORTYTTIEEREEZEH
TELGEWESH, 1 VR VR %EH
BRLTHOLHLLWA VREIVRE
B LTS, )

VA Ry REBET DA,

» Barracuda

®D VPN R Z— TR —FENEE A,

* Sophos

» Vyatta

« Zyxel
PR—FENTWRNVPNR X —%2FH L TV 5EIF, ROTT—RA vb—
UM Cisco DNA Center VA E#E)/ Sy R IZFRRINFE T,

@ Modify VPN Details

Configure On-premise

Please use the configuration file to complete the on-prem configuration

| Instructions delete the instance and create a ne

Step 1

CustomerGateway with type "ipsec.1",
ip-address "xx.xx.xx.xx", and bgp-asn
"65000" already exists (RequestToken:
78ad45d-b418-d02b-9040-29e5586¢f,
HandlerErrorCode: AlreadyExists)

(%47 Tipsec.1) . IPT7 KL &

xx.xx.xxxx] . bgp-asn [65000]
DHAB <= — T = AXTT
IAELET)

—FEICEEDO VAR REEHR LI ET5 L. 20T —0n8AT 5 aieErEs
HFEF,

DT — I A0, BEENEALZ VAR Y REHIR L TE/ER L £,
—EIZ I OO VAR Y ROBEERTDH LI LT ZEN,

AWS Infrastructure Failed. (AWSA
V7T ANT Ty TREENEA
LELE )

AWS DR EIZHRBL L7284 1%, [Dashboard] ~1 IZEREY . BT LW VA KRy K&
ERR L ET, ZEMIC W T, FTLW VAR Y ROMERL (72 2—3) 2B LT
<TEEW,

GE) REIWCKB LI VAR Yy FEHIFRTE £7,

AWS Configuration fails when editing
aVAPod (VA R ROfREFIC
AWS DR EITRIMLE LTD)

-
—

AWS 2V — L COFEH v ANEFIZZE T LD & 2R L.
PATLTL 72 & W, FENRR LW Eid,

GE)

D FNE % 7
TAC 12 TR 7280,

ZDOX D RBAREARERET HIZIX, VAR Y REFEITEE L2
TEERHERELET, N IZ, $XTODT 7 v 3 1T Cisco DNA Center
VA BNy R 2HL T 7ZE0,

Deleting VA Pod has failed (VA 78 >
ROHIBRIZKBRLE L)

AWS 2V — )L TOFE o ANERICET L2 & AR L,
BAT L CL 728, BB L WIGET.

GE)

ZOFNEE
TAC IZ TR 7280,

DX REAIRELAEIT A2, VAR Y REFEICTEFE LA
ZEEHRELET, RbYIZ, TXTHOT 7 3 12 CiscoDNA Center
VA BE#) Sy R Z2H LT 7ZE0,
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B < ro—sagrs—orsinva—+

I5— EADNDBRRE

Theresourceyou aretryingtodelete| VA 7K v ROHIFRFIC Z DT T —2354 L= 84 1%, Cisco TAC |2 ZHifg < 72 &
has been modified recently. Please |\
refresh the page get the latest

changesandtry again. (HIB&L & 5
ELTWBYY—RIFRIAEES
nNELz, R—CHBHLTERH
DEENBZRRLTHDL. 5
—ERHL LIS, )

= ] - > N
A2YRI—OEGEIS—D RS TIL a—
VA 7R v ROLERHIZ IPSec b o R0 TGW BRI HESL SNV TV RWEEIX, A7 1 I X
DI 7AT T H—NVELIFIV—F TR IAPBEBH L TCNDZ L E2HRLET,

VA R K225 TGW ~D b RV T, TGW 225 CGW ~D b RV IR D E1E.
WO EHEMERLET,

A B =3
) =" B3
— L
Transit Customer On-premisa
VA POD
Gateway Firewall/Router

cELWHER T 7 AL Ry h U — 7 EHEICIRE SN TWD,
« X NU— I EHEPRER T 7 A VICHEIREEEINZ TN D,

s Xy NI =V EHENT U H—TTA X T 7 AT T —/L/—H % LT Z O %
ALTWwWa,

BT DRy U —T 8L LT [Existing TGW] & [Existing Attachments] % & L 72555
. EFO RN oYy M= 2 A BLOIAX~—F— T2 TL—TFT 4 T HTF
BRETDH 84 ~—2) ICELESTWVD ZEEMER LTSN,

Cisco DNACenterVAERELS—D +5 7L a—F

EZ 5N DIROMIF 2 LT, Cisco DNA Center VA DR EFICEAE LT —% F T T
Ny a— R TEET,
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mAEEFIS—orsIrva—+ |

I5— EZoNBRIRE
Environment Setup failed (B8 [1. Cisco DNA Center VA £2#)/X > K @ [Create/Manage Cisco DNA Center(s)] ~~A1 > 2R
BERREICRLE L72) DE7,

2. Cisco DNA Center VA ZHI& L £,
3. L\ Cisco DNA Center VA Z{Eft L £,

Delete Failed (BRI
L)

KL

7,-
—

Cisco DNA Center VA O HIBRIZEL L7238 1%, Cisco TAC IZ ZEHE < 72 &0,

RFEITISI—D S TILYa—+
BAONDRORK LML T, FRFIT=I—2 b7 7 a—FLET,
53— FEADNDBRE
Unable to delete a Pod or | 5i| o> = —4'—23fEJik L 72 VA 2 » F=° Cisco DNA Center VA 72 & =1 2 R —% o ki, %@:y
a Cisco DNA Center FCRIDT 73 2 VST RIRHIR CE Et A, T/ Y a VBB TT5L, U5

created by another user.

(B Dz —H —D3MERL
L 727K > X2 Cisco
DNA Center [ ZHIBR T &
FtA, )

A=
it —YF—nNEzoarF—x o FEYIBRTXET,

7= & 21X, VA &R KX Cisco DNA Center VA 23k D7’ 2z A £ 7=
TxFH A,

 BlJ> . —H"— 71 Cisco DNA Center VA Z1ERXH TdH 5,

RIRARIZ B 2 5B 13 HI bR

* BI]D L —4F—73 Cisco DNA Center VA Z HIERH CTH %,
e BIF& %3817 L C. Cisco DNA Center VA 8= T —I{REETH 5,

The status of a Pod has
been changed recently.

Ry ROAT—HF A
DT EFEINFEL
77 )

VARy REHIBRLE D & LEEEE. VAR Y REER LT 22— =T h v FRFEEET
JvarEEITUEAREERDHY £, 20X ) RRFFEITOMENEAET S L, BIRLE
VARY RDAT—Z ANERINET,

VAR ROEHFEINTEAT —F A% FKnT HIZIE, [Refresh) #27 U v 7 LET,

RRAICEAT 2ZDMOMEED > T a—F

EZONDROMIRZHEH L T, AWS T Cisco DNA Center VA O BT 34 L~ o
A NS 7Ly a— FTExET,
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B =ocmvszomomEn ks TLea—+

8

FEAONDRE L ARRE

) —RIEEFEBIZH.
[Proceed] R 2 > HVEEZNIZ 7R
%,

—HOFINEIZ, TXTOY VY —=ANEFIZEY N7 v 7SN TWALGEEIZOAETTE
T3, BAOREMEWHAET IO, By FT v 7DBETL, TXTOY VY —ANEE
BIXUOr— KX 5 FE T, [Proceed] B¥ NI OE FIT720 7,

UY—ZAREFIZEYy b7 v 7 ENTZ EREEICE RSN TEH, [Proceed] 7R & > H3 4
MOEFILRDZENBY ET, ZOHE, —HOY Y —ARa—RFINDHETIHIT
BRSOV ERHY £, T XCOY V—ARNFREBLOr—FNand &, [Proceed] R
2 UMAEIZIR D £,

120Y)—>arTEL
CGW ZHD2EHD VAR Y
FEBRTHEIS—IHE
T3,

WO EHEMERLTIIEEN,

*CGWIP 7 VAN U H—TTA X T 7 AT A —VEIINLV—FDIPT NI
ATHbHI &,

cCGWIP 7 RLANRNENNRT IV w7 T RLATHDLZ L,

s CGWIPT RUANRFE LU — 2 YINOBIDO VA Ry RIZEHESN TV &,
BE, £V —YarTlid, O VAR Y RRBHEUTCGWIP 7 RLAZFFOZ &I
TaFEtHA, BEDOVARY RTHELU CGWIP 7 RV AZMEHT HI2IE, 4 VA
Ry RERRA)—Ua VZEBLTLEE N,

CiscoDNA Center VA [Z SSH
F1=1& ping EETTEL
LY,

FRARBE L THBY, 77V 5 —2a b DAT—EZANET (k) ThHoTh.
Cisco DNA Center VA (Z%f L C SSH #:X° ping # EIT TEX WA RH Y £9, Z DO
B, AT LI ADCGW BIE LS RESIN TWRWESICRET D REERH Y F
T, CGW OREZMER LT, FalfTL T &0,
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ERHcET 2 zomomEn r5TLva—+ |

RARE EZONSREAEBBRE
vy aUNRTIT S RCAD R H—72 EOBREOHETHICE Y a VA A LT T M5 L BfEngeskik

TL, ROBHNERENDZLBHY £,

Session ended

Your session has ended. You'll be redirected to the login page.

Ty arBNEA LT RN LESGER, BEr A LTHRIEZFBL T ES0,
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B =ocmvszomomEn ks TLea—+

. AWS T Cisco DNA Center 235 EA 4 K



4.
=% =R

AWS CloudFormation Z{E£ 8 L - B

+ AWS CloudFormation Zff ] L 72 AWS T® Cisco DNA Center ®FBEERH (101 ~=—)
» AWS CloudFormation 7 —7 7 a—%fi [ L7=F#ER (101 <—)

« AWS CloudFormation % i L 7= FEYEBI O RIFESM: (102 <—2)

» AWS CloudFormation % {#i [l L 72 AWS T® Cisco DNA Center ® FEER (108 ~—1)

« BBADMGEE (113 ~—2)

AWS CloudFormation Z{&FH L 1= AWS T Cisco DNA Center
DFEEH

AWS OEFIZHIR L TV 554 1X. AWS CloudFormation ZfEfH L C AWS 7 7 > k C Cisco
DNA Center AMI% FEIEBRT 547 v a VAHBEINLTWWET,

ZDOHETIE, AWSA V7T A RNT 7 F ¥ Z{E L. VPN b R/L%ZfENL LT, Cisco DNA
Center & BT HMERH D 9,

AWS CloudFormation 7—%7 70— R L -F & ERH

Z DAY KT AWS |Z Cisco DNA Center % EBEIT 2121, KENIZS > TROFIAZFEITL

i‘j‘o

1. FHRESAEAW- LEJ, AWS CloudFormation Z{# H U 7= FENEB OBHESAE (102 ~=—
D) BEBRLTLLIEE N,

2. (f£E) AWS EO Cisco ISE & Cisco DNA Center VA Z#4 LE9, AWS TD AWS Eo
Cisco ISE & Cisco DNA Center D AIZETAHA FT74 2 (5_—) #BRLTLE
S0,

3.  AWS CloudFormation % {# i} L C AWS (Z Cisco DNA Center Z BB L £9, AWS
CloudFormation %z {5 | L 7= AWS T® Cisco DNA Center O F#hER] (108 X—) &M L
TLIZEW,
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. AWS CloudFormation % £ L - FBIRRAD AR EH

4. EEEOE Y T v 7L Cisco DNA Center VA DR ENIELL{Thil, BEEBY ICEEL
TWAHZ &R LET, BROMIE (113 3—) 2R TIEI0,

AWS CloudFormation Z#{E A L I-FEIRADRIHESH

AWS T® Cisco DNA Center DJERZBRLGT D HIIC, ROKX Y T —2 AWS, L Cisco
DNA Center DB 7ZENTNDZ EZMERLTLIEE W,
oy CD—HRE
CHHOR Yy N — 7 BEICET AROEREZIRE L TBL LERH Y F7,
e X —TFF A4 XADNS P —"—DIP T KL A

e (A7 av) HITPS X v hU—7 7% OFM

AWS IZiE
WD AWS BREE 22T HERH D 7,
CAWS T H TV MIT 7B AT H200OF e 74 NEREZEELTWSZ &,

Y

GE) U Y—RADOWME L DBEAHERF T D720, AWST B Y v &Y
TTHI s (FT TR ICTHZ a2 LET, 77
B hEMHAT D Z LT, Cisco DNA Center & BB L T b EAE
DY Y =R IHBEEZITEE A,

< EE . BEVWO AWS 7 7 > b A AWS Marketplace @ Cisco DNA Center Virtual Appliance
- Bring Your Own License (BYOL) {Z Bk STV 5 T &,

cAWS T DY NMIEBET 7B AMERNE D JTHEN TSI E (AWS Tk, AU —
41% AdministratorAccess & TR SNET)

. AWS T® Cisco DNA Center 235 EAH A F
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AWS CloudFormation % L -FBEmEoszzs [

v
Identity and Access % |
Management (IAM) 4 New feature to generate a policy based on GloudTrail events
AWS uses your CloudTrail events to identify the services and actions used and generate a least privileged policy that you can attach to this user.
Users 5 dname-user
Summary Deletouser | @
User ARN  amiawsiam:878813814009 user/dna-tme-user )
Path ’
Creation time 2022-07-23 16:11 PDT
Permissions Groups. Tags Security credentials Access Advisor
~ Permissions policies (1 policy applied)
Add permissions © Add inline pelicy
Settings Policy name ~ Policy type ~
Attached directly
AdministratorAccess AWS managed policy x

+ Permissions boundary (not set)

~ Generate policy based on CloudTrail events

vew policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses your GloudTrail events to identify the services and actions used and generate a

k and help us improve the policy generation experience.

DY V=AY —E A% AWS TRETDIVLERHY £7,

¢ VPC : #3E X T\ 5 CIDR &P /25 TJ, IPv4 CIDR KR TlE. IP 7 RL 2D
%oOF Ty N GEROF T v ) OEICHRETELDIT0E L1128 DA TT,
B+ xxx.0 F771% xx.x.128xxX) o

* [Subnets] : #EEEX N D7 %> ML 28 T, REOF TRy FEEBELRVE
INCTHMENRDY 7,

* [Route Tables] : VPC %7 % v F23 VPNGW F721X TGW 2/t L T ¥ —7 T4 X
Xy NU—7 LBETEDLZ L 2R LET,

* [Security Groups] : AWS = Cisco DNA Center VA & =2 X —7' 5734 X Xy hU—7
NDT A A DIBIE TIiZ, AWS L0 Cisco DNA Center VA [Z#] Y 4T 25 AWS &
Fa2 VT 4 7 N—=TTROKR= Maiti§o0ERHY £,

* TCP 22, 80. 443, 9991, 25103, 32626

« UDP 123, 162, 514, 6007, 21730

BEHR— R ERER— P LRETDRERH Y ET, FEE— FERET ST, K
DEEBRLT ESW,
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Inbound rules (25)

Q

Name v Security group rule...

- 5gr-0e376bfchB025¢hb5
- sgr-07df898f6cded9989
- sgr-041d3c3cfac91252e
- 5gr-0e96b4f0494db5d...
- sgr-Offfea3f3af8cb906

- sgr-05cbe732bb2feecad
- 5gr-022947011fc90efe8
= sgr-Of9cdabe3basd14d2
- sgr-003b55befc96e963b
= sgr-0b08c864158f7d30c
= sgr-073f4611f0a79¢314
- sgr-0f203799¢72b67633
= 5gr-04e9f75bda519069b
- 5gr-02202155852517...
= sgr-Ocfdcd269abfdac24
= sgr-06732dgb1e871a...
- sgr-00cd51d8b186¢67...
& sgr-01fb034d0ef851d51
- sgr-0aa297c247f44a7f8
= sgr-0af560ae324475b9
- sgr-Ofe800a3dalacff06
- 59r-01f4b472ae59bb2...
- sgr-075db358356¢3acc8
- 59r-05379ca08aee870b1
- sgr-069b3ea740cab18...

IP version

1Pv4
IPv4
1Pv4
1Pva
1Pva
1Pva
IPv4
1Pva
IPv4
1Pva
1Pua
1Pva
1Pv4
IPv4
1Pv4
IPva
1Pv4
IPv4
1Pvd
1Pu4
1Pva
1Pv4
1Pv4
1Pv4
1Pv4

Type
Custom TCP
Custom UDP
Custom TCP
Custom UDP
SSH

Custom TCP
DNS (TCP)
Custom TCP
Custom TCP
AllUDP
Custom UDP
HTTP
Custom UDP
Custom TCP
Custom TCP
DNS (UDP)
Custom UDP
Custom UDP
ALICMP - IPv4
AlLTCP
Custom UDP
Custom TCP
NFS

Custom TCP
HTTPS

AWS T Cisco DNA Center 2353 DER |

Protocol

Port range

9991

123

0- 65535
m

80

21730
9004
123

6007
2049

All

0- 65535
162
2222
2049

m

443

Edit inbound rules

1 @

Source v Desc

0.0.0.0/0 -
0.0.0.0/0 =
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 =
0.0.0.0/0 -
10.20.06/32 =
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 =
0.0.0.0/0 =
0.0.0.0/0 -
0.0.0.0/0 =
0.0.0.0/0 -
10.20.0.6/32 =
0.0.0.0/0 2
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -
0.0.0.0/0 -

rip

BER— P EZRETDITIE, ROKEZRLTIEEN,

Outbound rules (25)

Q

Name v Security group rule...

= 5gr-076363ab3019b8...
- 5gr-022€a397d 1410057
- 5gr-00b4c14b3e4801183
- sgr-029b2fd82cdfOedf1
- sgr-04c6alcf3cb3b5cf7
- sgr-01376d8fa27c78c1d
- 5gr-0e1c02df65c1784fe
- sgr-08dbd82344e593..
- 5gr-03231¢35500065e...
- sgr-092317fd1ff7a0b6e
- sgr-OcOca4c8c4fd5a368
- 5gr-08b929b66a3329..
- 5gr-01f3fc40b3e8f06dd
- 59r-02e0f6f61929dbe54
- sgr-065fa8cb830ded82e
- 5gr-0529ea0425020db7
- 5gr-0264702bd385b5....
- sgr-01ef7a675025aaf9c
- 5gr-0793f014435e6d7.
- sgr-0c5b0d61fe044b92f
- 5gr-0043a759b7dfdabf7
- sgr-037a5a1eb51cb99da
= sgr-08a7c29aaa4e48d7f

- sgr-01a7332765efae645

a

Edit outbound rules

1 @
1P version Type v Protocol Port range Destination v
IPv4 AllUDP UDP 0-65535 10.20.0.6/32
1Pv4 Custom UDP uop 1645 0.0.0.0/0
1Pv4 AILICMP - IPv4. IcMP All 0.0.0.0/0
1Pva4 Custom TCP TCP 49 00.0.0/0
1Pvd AlLTCP TCP 0-65535 10.20.0.6/32
1Pv4 Custom UDP UbP 2049 0.0.0.0/0
IPva Custom UDP upP 1812 0.0.0.0/0
1Pv4 DNS (UDP) uppP 53 0.0.0.0/0
1Pv4 Custom TCP TCP 9060 0.0.0.0/0
1Pv4 Custom TCP TP 123 00.0.0/0
1Pv4 Custom TCP TP 23 0.0.0.0/0
1Py Custom UDP upp m 0.0.0.0/0
1Pv4 Custom TCP TCP 11 0.0.0.0/0
1Pv4 Custom TCP TcP 8910 00.0.0/0
1Pv4 Custom TCP TP 830 00.0.0/0
1Pva HTTP TcP 80 0.0.0.0/0
1Pva Custom UDP upp 123 0.0.0.0/0
1Pvd Custom TCP TP 5222 0.0.0.0/0
IPvd Custom UDP upp 161 0.0.0.0/0
1Pv4 Custom TCP TP 9991 0.0.0.0/0
1Pv4 Custom TCP TCP 873 0.0.0.0/0
1Pv4 SSH TCP 22 0.0.0.0/0
1Pva4 HTTPS TCP 443 00.0.0/0
1Pv4 DNS (TCP) TCP 53 0.0.0.0/0
1Pvd NFS TCP 2043 00.00/0

EFOSdedS}dm 9618...

Cisco DNA Center NMEH T 5K — b, TNEHDOR— s ETEET A —E A, A—F
FERZBI AT 774 T AOER, BLOHLET 7 v a v ZRORITRLET,
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AWS CloudFormation % L -FBEmEoszzs [

AL Txy N — 7 EEGOREY
WmELET,

R— bk H—EX% EL:§] HEENE
— ICMP TR, ZLICMP A v — % | ICMP 2 A3 LE9,

TCP 22, 80, 443

HTTPS, SFTP, HTTP

CiscoDNA Center )»5 DY 7 b U =
TAA—=TDH 7 a—RIiZ
HTTPS 443, SFTP22., HTTP 80 %
EHLET,

Cisco DNA Center 7> 5 DOFFFHED

A7 v— RIZHTTPS 443, HTTP
80 (Cisco9800 VA ¥ L A=k

2—>_ PnP) . B Y—/T LA

MU ZEMEHLET,

GE) A—h 80 {22\ T
X, T IST U RT L
A (PoP) . Y7k
2T A A =B
(SWIM) . #HZA I
ARy NEB
(EEM) | T /31 A%
$%. Cisco 9800 7 A ¥
L2Aay ha—7 &l
HALBWEEITT a
7 LTLIEEN,

Z 5B DR — kT Cisco DNA Center
W7 7 BRATELARAMNEIZ
X NT—7 F A ZADE[EIT IP
DT 7 AT 74— b— )L THil PR
INTNDZEEfERELTES
AN

GE) HTTP 80 O Jf (X HE
SNEHA, AJREZRIR
» HTTPS443 Z i L
TLIEEW,

TS AL O REIZ NTP &
)ﬂ L/iﬁ‘o

T ARRZ 2 F T 5 L5
WZR— FZBAWTEBLERDHY
£

Cisco DNA Center |7 /31 A5
SNMP %y hU—27F L X MU %
ZELET,

SNMP (2 £S5 T—% 5T
A= FZHWTEBMERHY £
To

Cisco DNA Center X7 /31 A5
syslog A v E—V%ZELET,

syslog (23 < T — % T FIC AR —
FEBWTEBLILENHY £7,

UDP 123 NTP
UDP 162 SNMP
UDP 514 Syslog
UDP 6007 NetFlow

Cisco DNA Center |7 /314 A5
NetFlow *r v hU—27F L X KV
EZELET,

NetFlow (235 < 7 — X SHTHIC
A= EENTBIMLENRDHY F
ﬁ‘o
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AWS T Cisco DNA Center 2353 DER |

7F % (gRPC) =L
77

R—+b HY—EX%Z B&Y HELE
TCP 9991 Wide Area Bonjour — | Cisco DNA Center (%, Bonjour ll{#l | Bonjour 7 7'V 77— 3 V3 A A
(S8 7 havEFEHALC, =B R | b= ENTWHHA, CiscoDNA
7 — s =4 (SDG) =— |Center CTA— FZBNWTIH HLE
T IV TFRY AN RABHY ET,
A v F—Ah AT A (mDNS) h
T7 47 EZELET,
UDP 21730 7TV = a w7 r—va VA — X | Ry U —2 73 2T CBAR
PP —E 2 7 CBAR 7 /31 Z1ifE, A2 TWDEE, R— bz
FAWTELERH Y £77,
TCP 25103 AN =TT UVA|TURARNYICHERHENET, Cisco DNA Center & Catalyst 9000
N U BSENT 2> T TNA AROT LA Y EEGEAIC
% Cisco9800 7V A1 ¥ L A= BNV TVWDIHLENRH Y F
Aarhr—=7BL0 R
Cisco Catalyst 9000 A
A >vF
TCP 32626 ATV Vx hF ¥y [CiscoDNAT 27 7 A AT [CiscoDNAT a7 TV A AT

VY= h%x 7FFv (gRPC)
BECHHIND N7 7 1 v 7 it
LTy bRy T F T —4
DZAGIHEH SN ET,

VYxr b%¥7F v (gRPC)
RREMHT 256, A— MR
TRILEIHY 7,

 [VPN Gateway (VPN GW)] ¥ 7= (% [Transit Gateway (TGW)] : = ¥ —7J 4 X X v k
U — 7 ~OWAFOHERPLETT, ZHIVAZ~v—F = U= (CGW) ZfL
i ﬁ‘o

CGW 226 AWS ~DEEFDOHHRIZ OWTIX, 77 AT U4 —AEE T T nx v
F—=R Uz ADELLTHR— M2 ERDT, Cisco DNA Center VA & D] Tk
ZEEND P T T 4 v 77— L THEEZRA— bBRWTWD 2 & 2GR D 4
BRdVET, 77IA T ATHERSNIERMOR y U —27 F—E2AR— L DFf
HAMZ>UWTIL,  [Cisco DNA Center First-Generation Appliance Installation Guide, Release
2.3.5] @ [Plan the Deployment] DFIZFLH 41TV 5 [Required Network Ports] [#
Rl LT TZE 0,

« [Site-to-Site VPN Connection] : TGW 7 % v F A > k& TGW b— b T —T V&l T
TET,

cAWS BREEIZ., IROWTNDY —V 3 TRETLHLENH Y £,

« ap-northeast-1 (B 0)
» ap-northeast-2 (' 7 /L)

e ap-south-1 (A2 731)
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| AWS T Cisco DNA Center 2.35.3 OB
AWS CloudFormation %/ L --FBEMoszss ]

« ap-southeast-1 (> HAHR—/1)
* ap-southeast-2 (3 K=—)
* ca-central-1 (/1) %)
s eu-central-1 (77> 7 7L )
s eu-south-1 (X7 /)
s eu-west-1 (7 A /LT R)
s eu-west-2 (22 KY)
* eu-west-3 (#XV)
e us-east-1 (NN—T=7")
e us-east-2 (A /A A)
cus-west-1 (LU 74 L=7)
e us-west-2 (A L-=)

« D IAM = —HF — )36 UBRBEa% E 2 1l L T Cisco DNA Center Z 3% E TE 5 K 51T

BI2iE, WORY o—%FO7N—7%ER L, %4 T52—F—%2ZD 7 L—71ZEM
THVENRHY F7,

* JAMReadOnlyAccess
* AmazonEC2FullAccess
« AWSCloudFormationFullAccess

« Cisco DNA Center { > A X ZADY A XL, RO/ YV — AB 2572 T ERH Y F
R

* r5a.8xlarge

EZE (Cisco DNA Center | r5a.8xlarge A A X > AW A XD I % R—
FLET, ZOREIFEETEETA, IHIT, r5a8xlarge 1 >
AL AP A RNE, FEEO R AMEY — > TiEh AR — STk
HFh, YR=FSNTODHATHMEY —> DU A NERRTHI
1Z. [ReleaseNotesfor Cisco Global Launchpad) [#53E] & 2B L T
<TIEEVY,

* 32 vCPU
* 256 GB RAM

*4TB A FL—¥

« 2500 7 ¢ A7 AHLE/FE (IOPS)
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AWS T Cisco DNA Center 2353 DER |
B Aws cloudFormation % 5 L = AWS T0b Cisco DNA Center O FE1/E R

*+ 180 MBps D7 o« A 7 #515kiE

« RO AWS Tz HE L ET,
¥ 7%y D
kX2 UT 4 Z—7 1D
« ¥ —~7 ID
« BREEA

« CIDR 7/

Cisco DNA Center %1%
Cisco DNA Center BRBENNR DB A 72 T LER H Y £7,
* Cisco DNA Center GUI IZT 7 EAT&EH Z &,
« IRD Cisco DNA Center fi#Z JHE L £7,
* NTP 3% &
T T HNIT— T = A RIE
¢« CLI/’SAU— K
cUL Dl L SR T — R
c AZT 4 v IP

» Cisco DNA Center VA IP 7 K L 2™ FQDN

AWS CloudFormation Z{&FH L = AWS T Cisco DNA Center
DFEEH

AWS CloudFormation % {# f} L C F#C AWS IZ Cisco DNA Center Z BT 5= &b T £1,
i X TV S AWS CloudFormation D7 > 7 L— MIIL, T XTOMNENT A —Z |2 EES
DEEMITERN S FNTWET,

B ot xD—E & LT, CiscoDNA Center A > A% > A D AWS CloudFormation 7 > 7" L —
Mz & > T D Amazon CloudWatch %~ 3 =R — K& 7 T — AN HEHNI/ER SN ET,

» DNACDashboard (VA_Instance MonitoringBoard) : Z M4 v 3 =R — KiZl, Cisco
DNA Center f > A& > A CPUUtilization, NetworkIn, NetworkOut,
DiskReadOps., B LW DiskWriteOps IZBT A =2 U V7 EBNERINFET,
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AWS CloudFormation % & F L 7= AWS T0) Cisco DNA Center DFB1ER ]

-

» DnacCPUAlarm : Cisco DNA Center f > A X > A D CPU fEF D 80% LA L2725 &, Z
DT FT—EN I H—SNFET, CPURHRDT 74/ FD L ZUVMHEIE 80% T,

 DnacSystemStatusAlarm : Cisco DNA Center f V AF LV ADYV AT AAT—Z AF = v 7
WCRT D&, VAN TabARBEEINET, VAT LAARAT—HAF v I DT 7 4
LD LEWVWHEIZO TY,

IR HEIIC
e MBRFTRTOayR—3 v AL TAWS BERE Yy h 7T v &8N TWAZ L, 3
FMZ DWW TIL, AWSCloudFormation Z £ L 7= FE BB DORITRSM: (1023—) 25K
LTL &N,

* VPN > RANBE L TN DHZ &,
FI§

ATFYT1 Foru—FRT57 74 MG 0T, ROWTRNEFEITLET,
cVAADY T R T Xy ra— R A MIBEIL, ROT7 7 A VEX T a—RLE
‘ﬁ—o

DNA Center VA InstanceLaunch CFT-1.7.0.tar.gz

s ARADY T My =T X ra— Ry A MNIBEIL, RKOT7 7 A VX a—RLE
ﬁ‘o

DNA Center VA InstanceLaunch CFT-1.6.0.tar.gz

5D TAR 7 7 A /WiZ, Cisco DNA Center VA f > A X » ZADVERRIZMH T 5 AWS
CloudFormation 7 > 7 L — b 3& 1TV E 9, AWS CloudFormation 7 > 7" L — MZIZEE D
AMI REENTEY, ZNENO AMUIZITFRFED U —Y 3 SN TS AMIID 23]
DYPTHENTHET, V=g @ L7 AMIID 2 LT 7280,

)—<3ay Cisco DNA Center AMI ID
ap-northeast-1 (HR) ami-0e15eb31bcb994472
ap-northeast-2 (Y 7 /L) ami-043e1b9f3ccace4b2
ap-south-1 (A /3.1) ami-Obbdbd7bcc1445¢5f
ap-southeast-1 (3> AR —/L) ami-0c365aadctb5121a9
ap-southeast-2 (3 K=—) ami-0d2d9e5ebb58de8f7
ca-central-1 (%) ami-0485cfdbda5244c6e
eu-central-1 (777 7/ k) ami-0677a8e229a930434
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AWS T Cisco DNA Center 2353 DER |

B Aws cloudFormation % 5 L = AWS T0b Cisco DNA Center O FE1/E R

ATy T2

ATvT3

ATvT4

ATvTh
ATvT6

)—2ay Cisco DNA Center AMI ID
eu-south-1 (X7 /) ami-091f667a02427854d
eu-west-1 (7 A /L7 R) ami-0a8a59b277dff9306
eu-west-2 (zZ2 KYV) ami-0cf5912937286b42¢e
eu-west-3 (/XV) ami-Ob12c¢fdd092ef754e
us-east-1 (VX—T=7) ami-08ad555593196¢1de
us-east-2 (A NA A) ami-0c52ce38eb8974728
us-west-1 (At BV 741 =7) ami-0b83a898072¢12970
us-west-2 (AL ) ami-02b6cdSeeelf3b521

TAR 7 7 A VP A2 b ERICEAM SN TND Z L &R LET, FIROFEHRIZ OV T,
Cisco DNA Center VA @ TAR 7 7 A VDR (8§ X—) ML T 7ZE0,

AWS iV —icu /A4 v LET,
AWS IV — AR FEREINET,

Mg N—|Z cloudformation] & ASJLFET,

i3 senvices | Q. cloudformation

B Lambda & CloudFor

CloudFormation|

Features (4)
Stacks
Blogs (403)

StackSets on stack

Documentation (1)
Exports

bmple template to
Features

Designer

rmation feature
¥ Registry
Public extensions
Activated extensions

Publisher

Feedback - Copy link .

Ka w7 Z A= a—5 [CloudFormation] % 3# R L £ 7,
[Create stack] % 27 1 » 7 L C [With new resources (standard)] % R L £,
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AWS CloudFormation % & F L 7= AWS T0) Cisco DNA Center DFB1ER ]

aws Si% Senices | Q, Search for services, features, blogs, docs, and more [Alt=S] L @ Oregon v object.storage ¥

B Lambda 9 CloudFormation [ EC2

CloudFormation X CloudFormation Stacks
Stacks Stacks (2) Create stack &
Stackaets | With new resources (standard)
< Q
Fxports With existing resources (import resources)
1 @
Designer
Stack name Status Created time Description

v Registry DnaclnstanceTest (@ CREATE_COMPLETE 2022-07-11 14:15:37 UTC+0530 Cisco Dnac image
Public extensions infraTest @ CREATE_COMPLETE 2022-07-11 14:08:22 UTC+0530 Cisco Dnac image
Activated extensions < 3
Publisher

Feedback

© 2022, Amazon Web Services, Inc. or i ates. i erms  Cookie preferences

AT w1 [Specify template] T, [Upload a template file] Z3&R L, A7 v 7 1 THX v m— KL AWS
CloudFormation 7 > 7' L — h Z3&R L £,

aws 5% Services | Q Search ervice s, blogs, docs, and mare Alt+S] 2] L @ Oregon ¥ object.storage ¥

B Lambda CloudFormat

Prepare template

Every stack is based on atemplate. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to nclude in the stack.
© Template is ready Use a sample template Create template in Designer
Step 4
Specify template

Atemplate is a JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored

Amazon 53 URL © Upload a template file

Upload a template file

Choose file [f]l | Mo file chosen

JSON or YAML formatted file

ATYT8 AXvIZEANTL, RONRT A= EMERLET,
cEC2A VAR VADEKE
* [Environment Name] : —EOEREALZHI D Y TET,

BREAT, BEEZXKHTI7-OHH I, AWS U Y — A4 ORNZBMES N E T,
DRTORER LR CREAZFEHTH L, BEOREB T I —2R"RELET,

* [Private Subnet ID] : Cisco DNA Center T % VPC 7y b2 AT LET,

* [Security Group] : fEBH 3 % Cisco DNA Center VA IZEIV ¥ THEX =2V T 4 70—
wATILET,

* [Keypair] : B9 % Cisco DNA Center VA @ CLI ~®D 7 7 &7 A3 5 SSH F—
TaEANTLET,

AWS T® Cisco DNA Center 235 EAH A F .
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B Aws cloudFormation % 5 L = AWS T0b Cisco DNA Center O FE1/E R

ATvT9

» Cisco DNA Center DEXE : ROEHEZ AT LE T,
* [DnaclInstancelP] : Cisco DNA Center ® IP 7 K L X,
* [DnacNetmask] : Cisco DNA Center D% > h~ A7
* [DnacGateway] : Cisco DNA Center D" — h 7 =4 7 F L X,
* [DnacDnsServer] : =2 % —7"F A X DNS H—/3—,
* [DnacPassword] : Cisco DNA Center D /XA U — R

GE) Cisco DNA Center /XA U — RZffFH L T, AWSEC2 U7 /vary —
JL 735 Cisco DNA Center VACLIIZ T 7 A T&xF4, XA2T— i, UL
TONL—IVIZHED LBERBH Y 7,

« X T ETNTEATEERET D
8 LFLLEIZT
DB ELIODONT IV DILFEEZD D
«/NF (2~ 2)
« K5 (A~ 12Z)
< HF (0~9)
CFERRSCT (10# 72 L)

* [DnacFQDN] : Cisco DNA Center @ FQDN,
s [DnacHttpsProxy] : (A7 v =3 v) =¥ —75 4 XAHTTPS 7 X,
* [DnacHttpsProxyUsername] : (A7 @) HTTPS 7 m ¥ Da—H—4,

* [DnacHttpsProxyPassword] : (A7 =2 ) HTTPS 7B F T D/RAT— R,

(FEE) Next]Z27 Vw7 LT, A I AT a &% ELET,
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aws i55 Services | Q Search for services, mo (] L @ Oregon ¥ object.storage ¥

B Lambda 9 CloudFormation [l EC2

CloudFormatian Stacks Create stack

Step Configure stack options

Specify templzte

Step 2 Tags
Specify stack details You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack. Learn more [
Step 3

Configure stack options

Step 4

Permissions

n 1AM role to expl

ns based on your dentials. Learn more [2

IAM role - optional

Choose the 1AM role for CloudFormation to use for all operations performed on the stack

iamRoleName ¥ v

ATV T [Next] 227 VU w7 LT, AZ v 7IEREHERLET,
ATy TN FHEICHERGE, [Submit) 227V v 7 LT T LET,

13 Service

dna-tme-user @ 8788-1381-4009 v

= CloudWatch alarm ARN

No rollback triggers

Notification options
Q Sea
SNS topic ARN

No notification options

Stack creation options
Timeout

Termination protection
Disabled

» Quick-create link

rr—— et [ oo |

2B 7 OVER 7 T A%, 8H 45 ~ 60 55037050 £,

R B DIREL

BTty 7 w7 & Cisco DNA Center VA DR ENIERICHERE L TWAH Z & ZHERT 51T
. ROWFETF = 7 2T LET,

1R BHHEIIZ
AWS CloudFormation CTA ¥ v 7 OAERRIFIC =T —MMNBEL TV RWZ L 2R LET,
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ATy
ATy T2
ATFvT3

ATvT4

AWS T Cisco DNA Center 2353 DER |

FIE

Amazon EC2 =t YV — b, Ry NU—20 L 25 AOFE X MEFE L, Cisco DNA Center IP
T RUADBRELWZ 2R L FET,

Cisco DNA Center ® IP 7 KL A |Z ping # 55 LC, A FOFEME Ry MU — 7 B3 %)
ThHrZ LR LET,

Cisco DNA Center & @ SSH #5#t 2 feS7. L C. Cisco DNA Center NFRIESNTWA Z & 2R L
F9,

IKDONFTID A Y > RZ&HH LT, Cisco DNA Center GUL ~® HTTPS 7 7 &2 vV 5 1 %
TARMLET,

T IUBEMMALET,

7'Z 7O HMENEDOFERZ OV T, [Cisco DNA Center Release Notes]| [J55E] # &R L
TLTIEEWY,

» CLI C Telnet ZfEH L ¥ 7,
*CLI Ccurl AL E7,
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B,
=% =R

AWS Marketplace (&8 L - BB

« AWS Marketplace % {# /] L 72 AWS T Cisco DNA Center D FEER (115 ~<—)
« AWS Marketplace V—727 7 10— 2l L7= FEHIER (115 <—)

» AWS Marketplace Zf H LU 7- FEIEB ORHEEM (116 ~—)

+ AWS Marketplace % {#i il L 72 AWS T® Cisco DNA Center O FEIERT (122 ~X—)
« JEBORGE (122 =)

AWS Marketplace Z{#F3 L /= AWS T® Cisco DNA Center
D FEFEF

AWS OEHIZREE L TV 54515, AWS Marketplace Z ] L C AWS 71 7 > kT Cisco
DNA Center &= FENEMT 247 a VU AHESNTHWET,

AWS Marketplace 7—%- 7 0—%{ERA L - FEERH

ZDRAY » KT AWS |Z Cisco DNA Center # BFT 5121L, KENIF > TROFIEZFITL

e

1. AR EW 72 LE T, AWSMarketplace 2 L 72 FENEB OR#ESM; (116 ~—) %
SR L TLIEEN,

2. ({FE) AWS [0 Cisco ISE & Cisco DNA Center VA Z#A LE9, [AWS TD AWS |-
@ Cisco ISE & Cisco DNA Center DFE AT HHA RT7 A4 (5—=) | 2L T
<TEEV,

3. AWS Marketplace % | L C AWS (Z Cisco DNA Center % EB L £9°, AWS Marketplace %
i L7= AWS T® Cisco DNA Center O FEIER (122 X—) #ZRL T 7ZI0,

4. BEDOE> T v 7 & Cisco DNA Center VA DR ENIE L fThi, BELBICEEL
TWAHZ EaMERLET, EBRHOMIE (122 X—) 2R LTEE,
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AWS T Cisco DNA Center 2353 DER |
B Aws Marketplace #1578 L - FBIRBIORTIR & 4

AWS Marketplace &M L - F IR D AR FH

AWS T® Cisco DNA Center DB % B4GT D RIIC, ROy U —27 . AWS, Cisco DNA
Center DEMERHZINTNWAZ MR L TLEE N,

*y b=V RE
ROy N =V BEEICETAROEREZITE L T SLERDH Y 7,
e X —TFF A ADNS Y —_"—DIP T KL A

s (A7 ar) HITPS *v U —7 % U OFEHM

AWS IZ1E
RO AWS BREZH 2T HVERH Y 77,
cAWS T H DY MZT 78 AT 5700 eu 74 NEREEAELTCND Z L,

N

GE) U Y —RADMNNE & SBEEAMERF T D721, AWST D v &t
TTHhHT s (T 7)) T2 z#ELEST, 77
B hEMIHT S Z LT, Cisco DNA Center Z BB L T BEAFE
DY Y =R I EZ T EE A,

« FE : BEVD AWS 71 7 > kA AWS Marketplace @ Cisco DNA Center Virtual Appliance
- Bring Your Own License (BYOL) (2B #R I TN D Z &,

cAWS T AU v MIEBEET 7 B AMERNE D B ToNTWHDE I E (AWS Tid, &Y v—
4413 AdministratorAccess & &SN FET) |

Identity and Access x
Management (IAM) 2 New feature to generate a policy based on CloudTrail events.
AWS uses your CloudTrail events to identify the services and actions used and generate a least privileged policy that you can attach o this user.

Dashboard

User dna-
+ Access management

User groups

Summary Deletouser | @
Use
Foles User ARN  am:aws:iam::878813814000:user/dna-tme-user (2]

Path
Croation timo 2022-07-23 16:11 POT
Permissions. Groups. Tags Security credentials Access Advisor

~ Permissions policies (1 policy applied)
Add permissions © Add inline policy
Policy name = Policy type «

Attached directly

AdministratorAccess AWS managed policy x

Service conirol policies (SCPs)
» Permissions boundary (not set)

+ Generate policy based on CloudTrail events
You can generate a new policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses your CloudTrail events to identify the services and actions used and generate a
policy, Learn more &

Share your feedback and help us improve the policy generation experience.
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AWS Marketplace %/ L-FoEMEomzzd [

cIRDY V—A P —E 2% AWS TRETHVLENRNH Y £9°,

«VPC : ﬁ%ﬁ‘énﬂ\é CIDR #iPH1% /25 T3, IPv4 CIDR £ TliL, IP7 RL 2D
oL 7Ty N GFEEBOL 7T ) OMEIEETEDDF0FEIZ128 DA TT,
(fF] : xx.x.0 F771% x.x.x.128xx%)

« [Subnets] : #EESN DY T R v ML 28 T, BEOY TRy FEREELRNE
INZTHRENRHY 7,

* [Route Tables] : VPC %7 % v F23 VPNGW 72X TGW 2/ L T ¥ —7 T A4 X
Xy NU—7 LBETELZ L 2R LET,

* [Security Groups] : AWS @ Cisco DNA Center & =2 % —7 7 4 X X kT —27 ND
TN A DOWIE TIL. AWS E® Cisco DNA Center [IZE| D 4 TAHAWS X =2V T ¢
TN—TTROR— P ZFA T LL0ERHY 7,

« TCP 22, 80, 443, 9991. 25103, 32626

« UDP 123, 162, 514, 6007, 21730
BEER— P ERER-FORETILENDHY T, FER— FEHRETHITIE, K
PDHZEZMLTIIZEN,

Inbound rules (25)

Q U @
Name v Security group rule... IP version v Type v Protocol v Port range v Source v Desc
= sgr-0e376bfcb6025¢cbb5 IPv4 Custom TCP TCcP 9991 0.0.0.0/0 =
= sgr-07df898f6cded9989 IPv4 Custom UDP uppP 123 0.0.0.0/0 =
= sgr-041d3c3cfac91252e IPv4 Custom TCP TCcP 32626 0.0.0.0/0 b
= sgr-0e96b4f0494db5d... IPva Custom UDP ubP 514 0.0.0.0/0 =
- sgr-Offfea3f3af8cb906 IPv4 SSH E L 22 0.0.0.0/0 -
- sgr-05che732bb2feeca8 IPva Custom TCP TCP 25103 0.0.0.0/0 -
- sgr-022947011fc90efe8 IPv4 DNS (TCP) TCP 53 0.0.0.0/0 -
- sgr-Of9cdabc3baSd14d2 IPva Custom TCP TCP 9005 0.0.0.0/0 -
- sgr-003b55befc96e963b 1Pv4 Custom TCP TCP 873 0.0.0.0/0 -
- sgr-Ob08c864158f7d30c IPva AlLUDP UDP 0- 65535 10.20.0.6/32 -
- sgr-073f4611f0a79c314 IPva Custom UDP ubP 11 0.0.0.0/0 -
- sgr-0f203799c72b67633 IPva HTTP TCP 80 0.0.0.0/0 -
- sgr-04e9f75bda519069b IPva Custom UDP ubP 21730 0.0.0.0/0 -
- sgr-0220a155852517. IPv4 Custom TCP TCP 9004 0.0.0.0/0 -
- sgr-Ocfdcd269abfdac24 1Pva Custom TCP TCP 123 0.0.0.0/0 -
- 5gr-06732d9b1e871a... Pv4 DNS (UDP) ubpP 53 0.0.0.0/0 -
- 5gr-00cd51d8b186¢67... 1Pva Custom UDP ubP 6007 0.0.0.0/0 -
- sgr-01fb034d0ef851d51 IPva Custom UDP ubP 2049 0.0.0.0/0 -
- sgr-0aa297c247f44a7f8 1Pv4 AlLICMP - IPv4 icMp All 0.0.0.0/0 -
- sgr-Oaf560ae3f24475b9 IPva AlLTCP TCP 0- 65535 10.20.0.6/32 -
- sgr-OfeB00a3dalaeff06 1Pvd Custom UDP uppP 162 0.0.0.0/0 -
- sgr-01f4b472ae59bb2... 1Pva Custom TCP TCP 2222 0.0.0.0/0 -
- sgr-075db358356c3acc8 IPva NFS TCP 2049 0.0.0.0/0 -
= 5gr-05379ca08aee870b1 IPv4 Custom TCP TcP m 0.0.0.0/0 =
- sgr-069b3ea740cab18... IPv4 HTTPS TCP 443 0.0.0.0/0 -

REF— FERET S0, KOREBRL TS0,
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Outbound rules (25)

Q

Name

AWS T Cisco DNA Center 2353 DER |

[c]

Edit outbound rules |

1 (o]
Security group rule... IP version v Type v Protocol Port range Destination v
sgr-076363ab3019b8.. IPva. AllUDP upp 0-65535 10.20.0.6/32
5gr-022ea397d141005f7 IPva. Custom UDP uppP 1645 0.0.0.0/0
5gr-00b4c14b3e480f183 IPva. ALLICMP - IPva. IcMP All 0.0.0.0/0
sgr-029b2fd82cdfOedf1 IPv4 Custom TCP TP 49 0.0.0.0/0
sgr-04c6alcf3eb3b5ef7 1Pva AlLTCP TCP 0- 65535 10.20.0.6/32
sgr-01376d8fa27¢78c1d IPva Custom UDP upp 2049 0.0.0.0/0
sgr-0e1¢02df65¢1784fe IPv4 Custom UDP upP 1812 0.0.0.0/0
sgr-08dbd82344e593.. 1Pva DNS (UDP) uop 53 0.0.0.0/0
sgr-03231c35500065e... IPva Custom TCP TCP 9060 0.0.0.0/0
sgr-092317fd1ff7a0bée 1Pva Custom TCP TCP 123 0.0.0.0/0
sgr-OcOcadc8c4fd5a368 IPva Custom TCP TCP 23 0.0.0.0/0
sgr-08b929b65333729 = 1Pva4 Custom UDP ubpP 1 0.0.0.0/0
5gr-01f3fc40b3e8f06dd IPva. Custom TCP TCP 111 0.0.0.0/0
5gr-0ae0f6f61929dbc54 IPv4 Custom TCP TCP 8910 0.0.0.0/0
sgr-065fa8ch830ded82e IPva Custom TCP TcP 830 0.0.0.0/0
sgr-0f529ea0425020db7 IPva. HTTP TCP 80 0.0.0.0/0
sgr-0264702bd385b5... IPva. Custom UDP ubP 123 0.0.0.0/0
sgr-01ef7a675025aaf9c IPva. Custom TCP TCP 5222 0.0.0.0/0
sgr-0793f014435e6d7. IPvd Custom UDP ubP 161 0.0.0.0/0
5gr-0c5b0d61fe044b92f IPva. Custom TCP TCP 9991 0.0.0.0/0
5gr-0043a759b7dfdabf7 IPva. Custom TCP TCP 873 0.0.0.0/0
sgr-037a5a1eb51cb99da IPva SSH TCcpP 22 0.0.0.0/0
sgr-08a1c29aaade48d7f IPv4 HTTPS TCcP 443 0.0.0.0/0
sgr-01a7332765efae645 1Pv4 DNS (TCP) TCP 53 0.0.0.0/0
sgr-09f0dd53d819618. . 1Pva NFS TCP ZU£ 0.0.0. w

Cisco DNA Center NMEA T 54K — b, TNEHDOKR— s ETEET A —E A, KA—1
ERICBTAT 774 T AOBR, BLOHLRT 7 v a v Z2ROBIRLET,

H—EX%

S

ICMP

F XA AL ICMP A v E— % 1f#
ALTxy N — 7 8EOREY
WmELET,

ICMP 8%z LE T,
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AWS Marketplace %/ L-FoEMEomzzd [

R—b

HY—ERA

S

TCP 22, 80, 443

HTTPS. SFTP, HTTP

CiscoDNA Center >HD Y 7 h 7 =
TAA=VDH T u— R
HTTPS 443, SFTP22, HTTP 80 %
fERALET,

Cisco DNA Center 7> 5 OFEBHED

X' u— RIZHTTPS 443, HTTP
80 (Cisco 9800 VA YL 2= k

7—<>_, PnP) . BV —/T LR

MY ZBERHLET,

GE) A= b 80 [z D\ T
X, 7777 R
A4 (PnP) . Y7 I
TxTAA—VEH

(SWIM) | 7 A T
AR NEH
(EEM) . T /31 A%
. Cisco 9800 U A ¥
LAay ha—7 &ff
HALZWESIZ 7 ey
7 LTLTEEN,

Z 5D FR— kT Cisco DNA Center
W7 7 BEATELHARANEIT
Xy NI =7 TR ZADFEFICIP
MW7 7 AT 7 F—— /L CHIR
SNTWNHZ LEERLTIES
AN

GE) HTTP 80 fifi f 13 H#ELE
ENFEEA, ATREZRR
) HTTPS 443 Zfi /i L

TLIEENY,

M7=+ =4 (SDG) =—

S N NS P A o S Nl NP
AV F—25h A7 A (mDNS) h
T4 v EZFELET,

UDP 123 NTP TSN ZTREZ ORI NTP &2 4f | 7351 ANRRFZ 2 A& 5 L9
HALET, WCAR— FEBIWTEBMLERH Y
7
UDP 162 SNMP Cisco DNA Center (37 /34 A2 5 | SNMP (25 < 7 —# 3#r HIC
SNMP %> bV =27 LA MU % | RN— bzl TB LERHY
ZELET, o
UDP 514 Syslog Cisco DNA Center (7 /31 A5 | syslog lZHD < 7 —# 3Hr FHIZ AR —
syslog A v =V ZZELET, | FEAWTEBILERHY £7,
UDP 6007 NetFlow Cisco DNA Center |37 /N1 A5 | NetFlow (2325 < 7 —# AT HIZ
NetFlow £ NU—27F L A KU | FR— b N TEIRERH Y F
B LET, 7
TCP 9991 Wide Area Bonjour " — | Cisco DNA Center (X, Bonjour ll{#l | Bonjour 7 7'V 77— 3 3 A > A
=28 Zu harzfHLT, =R | b= SR TWHE5A, CiscoDNA

Center Th— FZ BV TR SLE
N ET,
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7F % (gRPC) =L
77

R— bk H—EX% B #) HEENE

UDP 21730 TIVr—yaafid | 77— a A —E A | Ry hU—27 F 34 2T CBAR ¥
P — B 2 ® CBAR T /31 A1@1E, BNl TWDEE, A— %

FWTEBLILERH Y 7,

TCP 25103 ARV —= T LA TLAMNIIHERHENET, Cisco DNA Center & Catalyst 9000
N U REIZ /2> T FTNRA AW OT LA B
% Cisco 9800 U A ¥ L R—=FRENVVTWAMENSH D £
Aayhbe—7BLION 7,
Cisco Catalyst 9000 A
A

TCP 32626 AT Y2 hEy [CiscoDNAT S 2T 5 A AT |CiscoDNAT > a7 S A AT

VY= hF ¥ 7Fx (gRPC) B
RECHEHEND N T 7 4 v 7 HrE
W Loy by STy F—H

VYxr b%¥7F v (gRPC)
AT 256G, A— MW
TERILEXHY F7,

DEABITHEN S ET,

* [VPN Gateway (VPN GW)] & 7214 [Transit Gateway (TGW)] : T % —7 7 A4 X x v k
T — 7 ~OYAFOREGNVLETT, ZhUIhAZ~—F—hv A (CGW) %L
£

CGW 2> AWS ~DIEFDOEERHC DN T, 77 A T U4 — R EE 1T T ux v
T—=h 724 DELLTHR— MR MERDT, Cisco DNA Center VA & Df# Tk
ZEESINDFT 7 4y 7 7a—Tk LTEYIRA— FBHWTND Z & 2RI 5%
ERDYET, TIIAT L ATHEASHBEMOF v N T— 74— 2K~ kDR
HAMZ>UWTiE,  [Cisco DNA Center First-Generation Appliance Installation Guide, Release

2.3.5] @ T[Plan the Deployment] DF|ZFl#E 41TV % [Required Network Ports] [5%
Rl AR LT EE N,

* [Site-to-Site VPN Connection] : TGW 7 % v F A k& TGW /b— b7 — 7 V& T
TET,

cAWS BREEIZ, IROWTNADY —V 3V TRETDHLEND Y £,

« ap-northeast-1 (3 10)

» ap-northeast-2 (' 7 /L)

e ap-south-1 (&2 73A)

« ap-southeast-1 (> HHR—/1)
» ap-southeast-2 (¥ R=—)

» ca-central-1 (717 %)

s eu-central-1 (777 7L )

e eu-south-1 (X7 /)
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