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vsg# show running-config zone zonel

zone zonel
condition 1 net.ip-address eq 1.1.1.1
condition 2 net.port eqg 80
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vsg# show running-config object-group gl
object-group gl net.port

match 1 eqg 80

match 2 eq 443
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KRIZ. show running-config =~ > RNV —ABRRFINHP 2R LET,

vsg# show running-config rule r2

rule r2
condition 1 dst.net.ip-address eq 2.2.2.2
condition 2 src.net.ip-address eq 1.1.1.1
condition 3 src.net.port eq 100
condition 4 dst.net.port eq 80

condition 5 net.protocol eq 6
action 1 permit
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vsg# show running-config policy p2
policy p2
rule r2 order 10

WIZ. show running-config =~ > NHIJIZFMEBRRINHPEZ R LET,

condition 1 dst.net.ip-address eq 2.2.2.2
condition 2 src.net.ip-address eq 1.1.1.1

KRIZ. show running-config =~ > NI NICT 7 ¥ a U RRFRIN DB ZRLET,

action 1 permit
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BAAL (BSX AR ) ORI src.vm.host-name
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dst.vm.os-fullname
vm.os-fullname!
BIEAHT SNTRAET 7V r—3 a3 » O4HI STC.vm.vapp-name

dst.vm.vapp-name

vm.vapp-name'
BIMAT T BTz T A X D4HI src.vm.cluster-name

dst.vm.cluster-name
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VM DA Ry b U /XA src.vm.inventory-path

dst.vm.inventory-path

vm.inventory-path!
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WIZ, Cisco VSG @ VM B4 iR T 2012~ LET,

vsg# show vsg vm

VM uuid : 421c2a2d-5e7c-3bdb-51e7-£7528163b021
VM attributes :
name : centos5.3 3 veml clone
vapp-name : apps
os—-fullname : red hat enterprise linux 4 (32-bit)
tools-status : installed
host-name : 10.193.75.20
cluster-name : dc_dml clul

Jy—vRH
# 6-41Z, Cisco VSG BV R— 5V — @tz rL£9,

® 64 J— VR
Bt &8

=, ZHUTEBEREME T, E4ko > — |src.zone.name
VCREIFFICR T D Z EmMTEET,

dst.zone.name

Zone.namel

1. ==— k7 VEMHE

Xal)F4 FATFANL

X2 VT T rA0E, R —ORBIEATEEIAZ LAREEZERZLET, FEOKR—
NTaTZrANDE TR NZTRTO VML, TOR—h 7ua 77 A VBT ohzEx= )
T4 TR TFANTEREINTEZT AT 73— R —BIOH A NatEafkA LE+, &0 A
2 LJ@PtElL, state = CA D XS ICARTEEORT &L LTRESNET,

wIZ, CiscoVSG DX VT 4 a7y A VEHRTIHHZRLET,

vsg d3338 (config-vnm-policy-agent)# show vsg security-profile table

Security-Profile Name VNSP ID Policy Name
default@root 1 default@root
splO@root/tenant_d3338 9 ps9@root/tenant_d3338
sp9@root/tenant_d3338 10 ps9@root/tenant d3338
sp2@root/tenant_d3338 11 psl@root/tenant_ d3338
spl@root/tenant_d3338 12 psl@root/tenant_d3338

WIZ, CiscoVSG DX =2V T 4 a7 7 A VEfERTHH 2R LET,

vsg d3338 (config-vnm-policy-agent)# show vsg security-profile

VNSP : splO@root/tenant_d3338
VNSP id : 9
Policy Name : ps9@root/tenant d3338
Policy id 3
Custom attributes :
vnsporg : root/tenant d3338
VNSP : default@root
VNSP id : 1
Policy Name : default@root
Policy id : 1
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Custom attributes :

vnsporg . root

VNSP : spl@root/tenant d3338

VNSP id 12

Policy Name : psl@root/tenant_d3338

Policy id HEJ

Custom attributes :
vnsporg : root/tenant d3338
location : losangeles
color9 : test9
colors8 : test8
color?7 : test?
color6 : testoé
colorb : testb
color4 : testd
color3 : test3
color2 : test2
colorl3 : testl3
colorl2 : testl2
colorll : testll
colorlO : testlO
colorl : testl
color : red

VNSP : sp2@root/tenant_d3338

VNSP id : 11

Policy Name : psl@root/tenant d3338

Policy id H

Custom attributes :
vnsporg : root/tenant d3338
location : sanjose
color : blue

VNSP : sp9@root/tenant_d3338

VNSP id : 10

Policy Name : ps9@root/tenant d3338

Policy id : 3

Custom attributes :
vnsporg : root/tenant d3338

Cisco VNMC & U CiscoVSG Dtxa T4 FAIZ7AILELURY
—DET
Cisco VNMC GUI #fifl42% &, CiscoVSG DEF 2V T 4 R — 4TV =27 F2FRTEET,

Cisco VNMC GUI TEREN AR Y — 47 =7 &, show running-config =~ > K& AJJ LT
Cisco VSG CLI IZ#R SN DMk DS AMLE L b3 LR CALEICER RSN D DI TEH Y XA,

7= & 21X, Cisco VNMC GUI T, (T —4# k% —DCl W7+ hOFIZHY, 77V r— 3
> APP1 2 DC1 O FIZH 58H4E. APP1 L~y ? vvnsp appl-sp i DC L~L DR Y & — + v b psl
ERELET.

B4 6-1 12, Cisco VNMC GUI D#flfffEiEs ~ L E7,
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DC1 «—— psi. pl. LUV r1 [X CiscoVNMC GUI A LTI ZIZEINET

239075

APP1-<«—security-profile app1-sp [& Cisco VNMC GUI 2/ LTZ ZICEMNFET

security-profile appl-sp@root/tenant4/DC1/APP1
policy psl@root/tenant4/DC1/APP1
custom-attribute loc "sunnyvale"
custom-attribute vnsporg "root/tenant4/dcl/appl"

show running-config =~ > FOHENIE, KV v— Y hBLOZDOAT V=7 M3, X2V T o
TRT A ABEHSN TS APPL LA BRSNS 2 & &R LTV ET, Cisco VNMC GUI
DAT Y =7 FOEBEOHFTE DCL L~ UL T,

policy psl@root/tenant4/DC1/APP1
rule pl/rl@root/tenant4/DC1/APP1 order 101

Cisco VSG @ show running-config =~ > R /JTERRENDLRY — A7 =2 k DN X, DN (#
HRINSHFTLEBEET S DN) & e blicRIENET, RV — A7 Y= F DNIL, Cisco VNMC
OB ICEBEORY o — 4T V=7 bRHDIBATNICIEH D T8 A,

72720, BX=2 VT4 a7 7 A00iE, Cisco VNMC O MEICEEO X2 T a7 7 AL
PERR SN DN & & IR R EINFET,

RV — A7 x=7 M, Cisco VNMC OMEERBIZEX 2T 0 7a 7 7 A ABREPN TV D5
O LTRSS NET,

OB TIiL, Cisco VSG BWIKDIEEETRRIE SN TVWET,

e EXa2UT 4 Furr A (VNSP) spl i, v—rl 250 R v—pl OHDZR) —t v k
psl BdH 0 FF,

o KU —tv b psl A Cisco VNMC Ok U —HND/L— MIENILTWET,
o AU —pl A Cisco VNMC Dl UV —ND/L— MTEPNLTWET,

o L=/ 1l 28 Cisco VNMC DR Y 2 — pl WIZE L TWET (Cisco VNMC TiEA—/L A7 ¥ =
7 FAFEERTE EEA),

e EX=2UT 4 FuT 7 A0spl A Cisco VNMC O tenant_d3337/dcl (2N TWET,

tenant_d3337 ™3 XT® Cisco VSG (2%, KD show-running config =~ > N IR HV £3 (Z D
BEIXY —7 NRANOTTO Cisco VSG IZERIENFET),
security-profile spl@root/tenant d3337/dcl

policy psl@root/tenant d3337/dcl
custom-attribute vnsporg "root/tenant d3337/dcl"

policy pl@root/tenant d3337/dcl
rule pl/rl@root/tenant d3337/dcl order 101
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GE) LFEorRVI—FT7 V7 ME. EBEIL Cisco VNMC DOfEHEY UV —D DC1 L ~JUIZIIFEE L EE A,
Cisco VNMC ##:>Y UV —NDOEDAMBEN SMRFES I ET,

H—EX I7A4T704+—)LOAX T DERTE

P—ER T7AT 0= NOa T 2FHLTCTZ7 7 AT U=V R —%2TAMBIRT Ny /T
I, RU—0FHliFIc, RV — PNz RY—F iR Y > —fERENREFREINET,
ZOYV—=NE, RNV = T ITN a—TFT 4 o T Ea— Y ER) —RIRE NI T,

[ L& BHATI
ZOFIEEZRETDRIC, RO Z L2 FITEIIMERT ILERDH Y £7,
e CiscoVSG Y7 hU =T X3 203y NI —7 THTHZTETENTHDMLERH Y T, KD
Eolcxry bU—2 FLEEID B TET,
— A=k v 77 A1 & LT Service (eth0)
— %2 VLAN & LT Mgmt (Ethl)
- A=k 7u7740&LTHA (Eth2)
Fy NI—=2 TETEZ~DRy T =2 FLDENY YT T 25OV TR, [Cisco
Virtual Security Gateway, Release 4.2(1)VSG1(3.1) and Cisco Virtual Network Management Center,
Release 1.3 Installation and Upgrade Guide] %% L CL &0,
e Cisco VSG VM O&EFR&AA L, T—F A Z—T A ZAD IP (data0 f) BLOEH A v ¥ —
T2 ADIP #RELET,
FIEDOHE
1. configure
2. service-firewall logging enable
3. logging monitor /evel
4. ({-:&) copy running-config startup-config
5. exit
FlEDFHHE
avwyFk B
A7971  configure sa—sL ar7 4 ¥al— gy T— KD
BxET,
Example:
vsg# configure
HWZ service-firewall logging enable 7747?1~W@H¥Vﬁ@%~52%4*_7
M LET,
Example:
vsg (config)# service-firewall logging
enable
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=l B#

A7973 logging monitor level TRTOINT T4y 7 Ju—%iEEdTdL 912,
e 1 P—ERAT7AT U —OaRT LV E 6 I
xample: Jr
vsg (config) # logging monitor 6 ELET,

ATY74 copy running-config startup-config FEE) a7 4Fa2lb—a O FE2HEGFLE

R

Example:
vsg (config) # copy running-config
startup-config

7975 exit a7 4 Falb—var EF—RE/KRTLET,
Example:
vsg (config)# exit

Cisco VSG DEXTEDFEER

Cisco VSG DR E%# £/~ 521X, show running-config =~ > FEHH L 7,

vsg# show running-config

!Command: show running-config
!Time: Wed Jan 26 15:39:57 2011

version 4.2 (1)VSG1 (1)
feature telnet
no feature http-server

username adminbackup password 5 $1$0ip/C5Ci$o0dx70JS1BCFpNRmQK4na. role network-operator
username admin password 5 $1$CbPcXmpk$131YumYWiOOX/EY1gYsFB. role network-admin
username vsnbetauser password 5 $1$mr/jBgONS$ShoJsMIACAPHRWPM3KpI6/1 role network-admin

banner motd #Nexus VSN#

ssh key rsa 2048

ip domain-lookup

ip domain-lookup

hostname vsg

snmp-server user admin auth md5 0x0b4894684d52823092c7a7c0b87a853d priv
0x0b4894684d52823092c7a7c0b87a853d localizedkey engineID 128:0:0:9:
3:0:0:0:0:0:0

snmp-server user vsnbetauser auth md5 0x272e8099cab7365£fd1649d351b953884 priv
0x272e8099cab7365£fd1649d351b953884 localizedkey engineID 128:
0:0:9:3:0:0:0:0:0:0

vrf context management
ip route 0.0.0.0/0 10.193.72.1
vlan 1
port-channel load-balance ethernet source-mac
port-profile default max-ports 32

vde vsg id 1
limit-resource vlan minimum 16 maximum 2049
limit-resource monitor-session minimum 0 maximum 2
limit-resource vrf minimum 16 maximum 8192
limit-resource port-channel minimum 0 maximum 768
limit-resource udroute-mem minimum 32 maximum 32
limit-resource u6broute-mem minimum 16 maximum 16
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limit-resource m4route-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8

interface mgmtO
ip address 10.193.73.185/21

interface data0
cli alias name ukickstart copy scp://user@<ip

Cisco VSG n@zorz N

address>/ws/sjc/baselard latest/build/images/gdb/nexus-1000v-kickstart-mzg.VSGl.1l.bin

bootflash:ukickstart
cli alias name udplug copy scp://user@<ip

address>/ws/sjc/baselard latest/build/images/gdb/nexus-1000v-dplug-mzg.VSGl.1l.bin

bootflash:ukickstart
cli alias name udplug copy scp://user@<ip

address>/ws/sjc/baselard latest/build/images/gdb/nexus-1000v-dplug-mzg.VSGl.1l.bin

bootflash:dplug
cli alias name uimage copy scp://user@<ip

address>/ws/sjc/baselard latest/build/images/gdb/nexus-1000v-mzg.VSGl.1l.bin

bootflash:user bin

line console

boot kickstart bootflash:/ukickstart sup-1

boot system bootflash:/user bin sup-1

boot kickstart bootflash:/ukickstart sup-2

boot system bootflash:/user_bin sup-2

mgmt-policy TCP permit protocol tcp
ha-pair id 25

security-profile profilel
policy p2

security-profile profile2
policy pl
custom-attribute state "texas"
object-group gl net.port
match 1 eqg 80
match 2 eqg 443
zone zonel
condition 1 net.ip-address eq 1.1.1.1
condition 2 net.port eqg 80
condition 2 net.port eqg 80
rule r2
condition 1 dst.net.ip-address eq 2.2.2.2
condition 2 src.net.ip-address eq 1.1.1.1
condition 3 src.net.port eq 100
condition 4 dst.net.port eq 80
condition 5 net.protocol eq 6
action 1 permit
rule rb5
condition 1 net.ethertype eq 0x800
action 1 inspect ftp
rule ré6
rule r7
policy p2
rule r2 order 10
policy pl
rule r2 order 10
service firewall logging enable
vnm-policy-agent
registration-ip 10.193.73.190
shared-secret **x**xxxkxx
log-level info

vsg#
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