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Layer 7THTTP A YRR 2 av 95X Iy S
(config)# class-map type http inspect match-all |
match-any HTTP_INSPECT_L7CLASS
RO&SBEEDLAFY THTTP T4 —F

INTY R AVARG I V—BEEEESR

7IVr—

®

arvFabrannArvARRS L3 v OBE

FAFPIANAVARG LI VDOHEIOA—H

LAY 3 BLULAIYALF3T4vY VSR IV
(config)# class-map match-all | match-any
APP_INSPECT_L4ACLASS

FIUsr—2ar FRFALA VARG I LD
LANXIBELUVLANVA LTI T4 vy —BEELESR

COAVTUYDREHFLUERES

AYHE— AYHE—R, AYHE—MIME 24T

o R— FDBREA

*URL DEREHLUES

LAV THTTP A VAR 3 Y H5R

Ty TELLANYTHTTP A VAR L3y
R o— <7y TOBERIT

Y

e TUER YR
o h— k

©

LAY 3BLULAIYARYD—TvT
(config)# policy-map multi-match
HTTP_INSPECT_L4POLICY
ROTHavD 1L 2FEBERERTT DL,
LANX3IBLULANYARY)S— Ty TEER:
LANVIBELULANVA LTI T4vY VTR

<y TOBEER T

eLAXTHTTP T4 —T Ry b

A VARG v a Y RY o— <y TOBEM T
LAV TIFTPARYF A VARG a3V KR V—

Layer 7THTTP £ YRRy avRYo—3v S
(config)# policy-map type inspect http all-match
HTTP_INSPECT_L7POLICY

LAV THTTP A VARG L3V YS5R Iy T%
BEM T T, ROTHV a0 1 DFELIFEHRE

Y

LAY 3BFULIY
A4b3T499 VSR

T <vT. LAY THTTP < v FOEER T
:;erm;t 4{127“/37:/ ePerform HTTP 4 Y ARY S 3 U DEFT
ese Iil/)l/:‘\:7 frp ePerform DNS { Y2 R4 & 3 Y DE{T
o~ - ePerform FTP 4 Y ARY 3 VDEIT
R)yo—<wFE

ePerform ICMP 4 Y ARY < 3 VDEFT
ePerform RTSP 4 Y ARY L 3 VDEFT

LAV 3BEULIY
4Ry — 2 vTD
BEE 1+

Layer 7TFTP A VAR a3V 9Y5RA IS
(config)# class-map type ftp inspect match-any
FTP_INSPECT_L7CLASS

ROAY Y FEEDHTERO LAY 7FTP EX
ARV R A VARG av—BELEEER
appe. cdup. dele. get. help. mkd. put. rmd.
mfr. mto. site. stou. & U syst

RYS—<yTFE5O—nNILIC
FTRTOVLANA 8 —T =4 RIZHEA.
FIFBEDVLAN A V42— = A RIZHEA

7 Y
O Ja—1LOHY—ER K —/VLAN
(config)# service-policy input
HTTP_INSPECT_L4POLICY
Y—EXRY—TKRYI—<v T
ZAVTHFRFAOTRTO VLAN
A=A RIZEA
BEOY—ER R L—/VLAN
(config)# interface vlan 50
(config-if)# service-policy input
HTTP_INSPECT_L4POLICY
Y—EXRY—TKRY—<v T

LANYTFTPA VARGV H9S5A RS
ELANTFTPA VAR L3 KR o—
< v TOBEER T

Layer 7FTP 4 VAR v a v RYv—vv 7
(config)# policy-map type inspect ftp first-match
FTP_INSPECT_L7POLICY

LAY TFTPA VARG Y3V I5RAIvT%,
BERITT, ROTHV L a>vm 1 2FIFEHE

e 2
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e FTP / ACE
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Protocol LDAP
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ACE ILS PAT
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ADD DEL SEARCH MODIFY ILS Directory
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ACE TCP
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. TCP
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RTSP 4 VAR a3y
Real Time Streaming Protocol RTSP RealAudio RealNetworks Apple QuickTime

4 RealPlayer Cisco IP/TV RTSP
TCP UDP  Well-known 554
ACE RFC 2326 TCP

TCP

rtp/avp rtp/avp/udp x-real-rdt x-real-rdt/udp x-pn-tng/udp

rtp/avp/tcp  x-real-rdt/tcp
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ACE 200 SETUP
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ACE SETUP
QuickTime SETUP
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e HTTP RTSP HTTP
¢ RTSP NAT P
HTTP RTSP Session Description Protocol
SDP
ACE RTSP
e Cisco IP/TV ACE SDP
Content Manager
6 1P
e RealPlayer
ACE ACL
RealPlayer Tools>Preferences> Connection>Network Transport>
RTSP Settings
RealPlayer  TCP Attempt to use TCP for all
content ACE  RTSP
RealPlayer =~ UDP Attempt to use UDP for all
content ACE  RTSP

SCCPA VAR VA Y

Skinny Client Control Protocol SCCP VoIP Cisco IP Phone
Cisco CallManager ACE SCCP3.3.2
SCCP

. 1P NAT

¢ SCCPPrefix 1D
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Il Cisco Application Control Engine EZ1—)L #¥a T4 a2 74 FXal—Ya v M4 F

OL-11868-01-J |



| 388 77V45—3>7ObalA AR avDRE
7IUsb—av FararArrRsvavoEes i

SIPA VAR 3 Y

Session Initiation Protocol  SIP

SIP  SDP

SIP
« SIP SDP
e SIP SDP
e SIP CALL ID FROM TO

SIP

2 RTP  RTCP
¢ RFC 3261
OPTIONS INVITE REGISTER ACK CANCEL BYE

e SIP RFC

RFC 2976 INFO

RFC 3262 PRACK

RFC 3265 SUBSCRIBE/NOTIFY

RFC 3311 UPDATE

RFC 3515 RFC 3892 REFER

RFC 3428 MESSAGE
. From To Call-Id CSeq Via Max-Forwards
. URI /

SIP ACE SIP Response 603
Decline
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* Via SIP

e RFC 3261

. User-Agent Server

e Max-Forwards

Max-Forwards 0 ACE 483 (Too Many Hops)
e SIP SIP URI  URI
. SIP SIP
ACE
RFC 3261

ACE SIP

. /
To  From REGISTER
1D From REGISTER

Content-Length ~ Content-Type

SIP
SIP ACE

Content-Length

Content-types ACE
Content-type
Application/SDP, text/html
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¢ Instant Messenger IM

SIP M
M
ACE M
e ACE SIP
ACE RFC

e Alert-Info  Call-Info

ACE SIMPLE RFC

regex
SIP
RFC
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IP
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TF)H5—S3y 7AFaAL A VARY O3 a0 T
XaL—2arDo4v9 R32—FFIE

3-2 3-3 3-4 ACE
. 7FTP
3-2
. 7HTTP
3-3
. 3 4 DNS FTP HTTP ICMP RTSP

34

&322 LAY TFTPERATUV R A VARG 3 oDI A9 AF—

EERBEELIT Y FOM
1. CLI

hostl/Admin#  changeto C1
host1/C1#

Cisco Application Control
Engine Module Virtualization Configuration Guide

2.
hostl/Admin#  config
Enter configuration commands, one per line. End with CNTL/Z
host1/Admin(config)#
3. FTP 7
match-all match-any
CLI FTP
host1/Admin(config)# class-map type ftp inspect match-any

FTP_INSPECT_L7CLASS
host1/Admin(config-cmap-ftp-insp)#
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=32 LAVTFTPERIATIV R A VARG LI VIDIAYY RF—+ (#E)

EERBELaTY FOH
4. ACE FTP
7 match request ACE
FTP

host1/Admin(config-cmap-ftp-insp)# match request-method mkdir

host1/Admin(config-cmap-ftp-insp)# exit

host1/Admin(config)#
5. 7 FTP

7

host1/Admin(config)# policy-map type inspect ftp first-match

FTP_INSPECT_L7POLICY

host1/Admin(config-pmap-ftp-ins)# class FTP_INSPECT_L7CLASS

host1/Admin(config-pmap-ftp-ins-c)# deny

host1/Admin(config-pmap-ftp-ins-c)# exit

hostl/Admin(config)#
6. 3 4 ACE

FTP
match-all match-any
CLI
host1/Admin(config)# class-map match-all FTP_INSPECT_LACLASS

host1/Admin(config-cmap)#

3 4 match 1
host1/Admin(config-cmap)# description FTP command inspection of
incoming traffic
host1/Admin(config-cmap)# match port tcp eq 21
host1/Admin(config-cmap)# exit
hostl/Admin(config)#
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EERBELaTY FOH
7. 3 4 7FTP
3 4
hostl/Admin(config)# policy-map multi-match FTP_INSPECT_L4POLICY
host1/Admin(config-pmap)# class FTP_INSPECT_L4CLASS
host1/Admin(config-pmap-c) inspect ftp strict policy
FTP_INSPECT_L7POLICY
hostl/Admin(config-pmap-c)# exit
host1/Admin(config)#
8. 3 4 1 VLAN
VLAN
VLAN
VLAN
host1/Admin(config)# interface vlan 50
host1/Admin(config-if)# ip address 172.16.1.100 255.255.255.0
host1/Admin(config-if)# service-policy input FTP_INSPECT_L4POLICY
9.
host1/Admin(config)# exit

hostl/Admin#  copy running-config startup-config

%33 LAY 7THITP F7A RN TFa—FT 5 Y R A VAR VDIAY

9 R8—+
EENBT LT Y FOBI
L.

CLI

hostl/Admin#  changeto C1
host1/C1#

Cisco Application
Control Engine Module Virtualization Configuration Guide

Cisco Application Control Engine EZa—)L #¥%a T4 274 F¥al—Yav HM4 K
OL-11868-01-J |




| 388 77V45—3>7ObalA AR avDRE
FFUr—ay FORANA VARSI Iy AV T4 FaL—LavDoA4 v 24— +FIE B

%33 LAY 7THITP F7A RN TFa—FT 5 Y R A VAR VDIAY
9y RAE—F (=)
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2.

hostl/Admin#  config
Enter configuration commands, one per line. End with CNTL/Z
host1/Admin(config)#
3. HTTP
7 match-all match-any

CLI HTTP

hostl/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)#

7 HTTP
4 13 match 1

4. HTTP
HTTP

host1/Admin(config-cmap-http-insp)# match content .*newp2psig

S. HTTP

host1/Admin(config-cmap-http-insp)# match content length eq 1000
6. HTTP

host1/Admin(config-cmap-http-insp)# match header Host
header-value .mycompanyexample.com

7. HTTP ACE
HTTP

hostl/Admin(config-cmap-http-insp)# match header length request
eq 256
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®33 LAY THTTP 7O RN FA—FT RTY R A VARSI VDIA4 Y
9 R8—F (#F)

EERBELaTY FOH

8. ACE Multipurpose Internet Mail

Extension MIME;

hostl/Admin(config-cmap-http-insp)#
audio\midi
host1/Admin(config-cmap-http-insp)#
audio\mpeg

match header mime-type

match header mime-type

HTTP

host1/Admin(config-cmap-http-insp)#

ACE

match port-misuse p2p

10.

RFC 2616

host1/Admin(config-cmap-http-insp)#
connect
hostl/Admin(config-cmap-http-insp)#
host1/Admin(config-cmap-http-insp)#
hostl/Admin(config-cmap-http-insp)#
index

HTTP

match request-method rfc

match request-method rfc get
match request-method rfc head
match request-method ext

11.

ACE HTTP

hostl/Admin(config-cmap-http-insp)#
chunked

match transfer-encoding

12.

URL

hostl/Admin(config-cmap-http-insp)#
host1/Admin(config-cmap-http-insp)#

match url .*.gif
match url .*.html

13.

ACE
ACE HTTP

host1/Admin(config-cmap-http-insp)#

URL

match url length eq 10000
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9 R8—F (#F)
EERBELaTY FOH
14. 7 HTTP
7
hostl/Admin(config)# policy-map type inspect http all-match
HTTP_INSPECT_L7POLICY
host1/Admin(config-pmap-ins-http)# class HTTP_INSPECT_L7CLASS
hostl/Admin(config-pmap-ins-http-c)# permit
host1/Admin(config-pmap-ins-http-c)# exit
host1/Admin(config-pmap-ins-http)# exit
host1/Admin(config)#
15. 3 4 ACE
HTTP
match-all match-any
CLI
hostl/Admin(config)# class-map match-all HTTP_INSPECT_L4CLASS
host1/Admin(config-cmap)#

3 4 match 1
host1/Admin(config-cmap)# description HTTP protocol deep
inspection of incoming traffic
host1/Admin(config-cmap)# match port tcp eq 80
hostl/Admin(config-cmap)# exit

hostl/Admin(config)#
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%33 LAY 7THITP F7A RN TFa—FT 5 Y R A VAR VDIAY

9 R8—F (#F)
EERBELaTY FOH
16. 3 4 7HTTP
3 4

hostl/Admin(config)# policy-map multi-match HTTP_INSPECT_L4POLICY
host1/Admin(config-pmap)# class HTTP_INSPECT_L4CLASS
host1/Admin(config-pmap-c)# inspect http policy
HTTP_INSPECT_L7POLICY
hostl/Admin(config-pmap-c)# exit
host1/Admin(config-pmap)# exit
host1/Admin(config)#

17. 3 4 1 VLAN

VLAN
VLAN VLAN

hostl/Adminhost1/Admin(config)# interface vlan50
host1/Admin(config-if)# ip address 172.16.1.100 255.255.255.0
host1/Admin(config-if)# service-policy input
HTTP_INSPECT_L4POLICY

18.

host1/Admin(config)# exit
hostl/Admin#  copy running-config startup-config
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=34 LANV3IBEUVLANY4T7TUyr—Say FAMILA VARG Y
DIAYY R3—F

EENBT LT Y FOBI
L CLI

hostl/Admin#  changeto C1
host1/C1#

Cisco Application Control
Engine Module Virtualization Configuration Guide

hostl/Admin#  config
Enter configuration commands, one per line. End with CNTL/Z
hostl/Admin(config)#

3. 3 4 ACE
DNS FTP HTTP ICMP ILS RTSP SCCP

SIP
match-all match-any
CLI
hostl/Admin(config)# class-map match-all DNS_INSPECT_L4CLASS

host1/Admin(config-cmap)#

3 4 match 1
host1/Admin(config-cmap)# description DNS application protocol
inspection of incoming traffic
host1/Admin(config-cmap)# match port udp eq domain
hostl/Admin(config-cmap)# exit
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DOIALYY RE—+ (§HE)

EERBELaTY FOH
4. 3 4 inspect
inspect dns inspect ftp inspect http inspecticmp inspectils inspect
rtsp inspect sip SCCP inspect skinny 3
4
DNS
inspect dns
host1/Admin(config)# policy-map multi-match DNS_INSPECT_L4POLICY
host1/Admin(config-pmap)# class DNS_INSPECT_L4CLASS
hostl/Admin(config-pmap-c)# inspect dns maximum-length 1000
host1/Admin(config-pmap-c)# exit
host1/Admin(config-pmap)# exit
hostl/Admin(config)#
5. 3 4 1 VLAN
VLAN
VLAN VLAN
hostl/Admin(config)# interface vlan50
host1/Admin(config-if)# mtu 1500
host1/Admin(config-if)# ip address 192.168.1.100 255.255.0.0
host1/Admin(config-if)# service-policy input DNS_INSPECT_L4POLICY
6.
host1/Admin(config)# exit

hostl/Admin#  copy running-config startup-config
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LAY TFTPAR Y R A VARG vay Ky o—nie N

LANYTFTP ATV KR AARY I RYO—DETE

FTP ACE 7
FTP
FTP
ACE ACE
FTP
FTP
ACE ACE
~
GX) 4 regex
1024 Generic HTTP
RADIUS RDP RTSP 7
regex
. 7 match
. 7 match
. 7
. 7
. 7 SSL URL
 FTP
. 7FTP

[ oL-11868-01-J
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WM LAY 7FTPaRYE A VARSI Y RYL—DBRE

FIP A VARS L3V HS5A I Y TOHRE

* FTP
d 7FTP
* FTP

FIPA VAR S35 RA Ty TOER

class-map type ftp inspect
FTP

class-map type ftp inspect match-any map_name

* match-any — FTP
1
FTP
* map_hame— 64
CLI FTP
ACE FTP
match request-method 1
7 FTP
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LAY TFTPAR Y R A VARG vay Ky o—nie N

FTP_INSPECT_L7CLASS

1 FTP
ACE
host1/Admin(config)# class-map type ftp inspect match-any
FTP_INSPECT_L7CLASS
host1l/Admin(config-cmap-ftp-insp)# match request-method cdup
host1/Admin(config-cmap-ftp-insp)# match request-method mkdir
host1/Admin(config-cmap-ftp-insp)# match request-method get
host1l/Admin(config-cmap-ftp-insp)# match request-method put
ACE FTP
hostl/Admin(config)# no class-map type ftp inspect match-any

FTP_INSPECT_L7CLASS

LAVYTIFTPA VAR AV VSR IVT TR YT avnEmM
description 7 FTP

description

description text

text
240

FTP

host1/Admin(config-cmap-ftp-insp)# description FTP command inspection
of incoming traffic

host1l/Admin(config-cmap-ftp-insp)# no description FTP command
inspection of incoming traffic
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FTP —MERARXDER

match request-method
ACE FTP match
ACE FTP

match request-method

match request-method ftp_commands

ftp_commands ACE FTP
FTP ftp_commands appe
cd cdup dele get help mkd put rmd rnfr rnto site stou syst

match request-method

FTP_INSPECT L7CLASS

1 FTP
ACE
host1/Admin(config)# class-map type ftp inspect match-any
FTP_INSPECT _L7CLASS
host1/Admin(config-cmap-ftp-insp)# match request-method cdup
host1/Admin(config-cmap-ftp-insp)# match request-method mkdir
host1/Admin(config-cmap-ftp-insp)# match request-method get
host1/Admin(config-cmap-ftp-insp)# match request-method stou
host1l/Admin(config-cmap-ftp-insp)# match request-method put
FTP
no
host1l/Admin(config-cmap-ftp-insp)# no match request-method cdup
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LAY TFTPAR Y R A VARG vay Ky o—nie N

LAY TFITPAR YR A VARG IV RYS— Ty TDERTE

7 FTP
7
FTP
7
FTP 3 4
VLAN
3 4
. 7FTP
. 7FTP
. 7 FTP
match
. 7FTP
. 7FTP

LAVTFTP AR R A VAR 3V RY— 2y TOER
policy-map type inspect ftp
FTP

policy-map type inspect ftp first-match map_name

o ftp first-match — ACE FTP
7 first-match
7 FTP
ACE

* map_name— 64
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7FTP

host/Admin(config)# policy-map type inspect ftp first-match
FTP_INSPECT_L7POLICY
host/Admin(config-pmap-ftp-ins)#
CLI
7 ACE

host1/Admin(config)# no policy-map type inspect ftp first-match
FTP_INSPECT_L7POLICY

LAXYTFTPA VAR 3y RYD—T v T TR Y T3 0EM
description 7FTP

description FTP

description text

text
240

FTP

host1/Admin(config-pmap-ftp-ins)# description FTP command inspection
of incoming traffic

host1/Admin(config-pmap-ftp-ins)# no description FTP command
inspection of incoming traffic
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LAY TFTPAR Y R A VARG vay Ky o—nie N

LANTIFTP ARV R A VARG LI RYO— Iy TADA 254 2 match XDI1E
fn

7 match

7 match 7
match match
7 1 match

GE) match 7 FTP

match name match_statemefihsert-before map_namg

* name— match
match
64
L7 POLICY 9 match
55 64—-9=755
¢ match_statement-
7FTP match
* insert-before map_name— match
7FTP match

match namerequest-method {appe | cd | cdup | dele | get | help | mkd | put | rmd
| rnfr | rnto | site | stou | syst}
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match FTP
match 7 FTP
host/Admin(config-pmap-ftp-ins)# match FTP_REQUEST_MATCH

request-method mkdir
host/Admin(config-pmap-ftp-ins-m)#

Layer 7FTP match
host/Admin(config-pmap-ftp-ins)# no match FTP_REQUEST_MATCH
LANYTIFTP AR R A VARARYI 3D bS3T749 0 VZREMTIT49 0 RYSD—

DRAEN F

class class-map

class map_name

map_name
class-map
64
CLI
7
host1/Admin(config-pmap-ftp-ins)# class FTP_INSPECT_L7CLASS

host1/Admin(config-pmap-ftp-ins-c)#

host1/Admin(config-pmap-ftp-ins)# no class FTP_INSPECT_L7CLASS
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LAY TFTPAR Y R A VARG vay Ky o—nie N

LAY TFIP ARV E A VARGV RYO—DTF7Ha>DBE
ACE FTP FTP
FTP

1 match

{deny | mask-reply}

e deny—1 match FTP
FTP FTP

e mask-reply — FTP SYST

SYST FTP
mask-reply ACE
FTP SYST
7 FTP
host1/Admin(config)# policy-map type inspect ftp first-match
FTP_INSPECT_L7POLICY
host1/Admin(config-pmap-ftp-ins)# class FTP_INSPECT_L7CLASS
host1l/Admin(config-pmap-ftp-ins-c)# mask-reply
7 FTP
host1/Admin(config-pmap-ftp-ins-c)# no mask-reply

Cisco Application Control Engine E¥ a1 —JL £F%a )T a2V 74Fal—YaY (LK
[ OL-11868-01-




F38 FIUHF—LarFobralA AR aVOERE |
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LAY THTTP T4 —T A VAR R O—DHRTE

ACE HTTP
7
ACE HTTP
ACE HTTP
e HTTP URL HTTP
. URL HTTP
« MIME
. 80
¢ RFC RFC
S
G¥) 4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex

. 7 match
. 7 match
. 7
. 7
. 7 SSL URL
o 7HTTP
. 7HTTP
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LANYTHTTP T4 —TF A vARI v av Ry o—nie B

LAY THTIP T4 —T A VARSIV HSAIYTDHRTE

e HTTP
d THTTP

e HTTP

. HTTP

e HTTP

] HTTP

. HTTP

. MIME
e HTTP

e HTTP

e HTTP

. HTTP URL

. HTTP URL

HTTP T4 —T A VAR a3V ISR Ty TDER
HTTP

7
class-map type http inspect

class-map type http inspect [match-all | match-any] map_name

¢ match-all | match-any —
HTTP
match

match-all — 7HTTP

AND match-all
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HTTP
match URL HTTP
URL match-all
URL
HTTP match-all

match-any — 7 HTTP

OR match-any
7HTTP
match ACE
URL HTTP URL
match-any
URL HTTP URL
match-any

e map_name— 64

CLI HTTP
ACE
HTTP
1 7

¢ match content — HTTP
* match content length — HTTP

e match cookie secondary — HTTP

¢ match header — HTTP

¢ match header length — HTTP

¢ match header mime-type — MIME

¢ match port-misuse — HTTP

* match request-method — HTTP

Cisco Application Control Engine EZa—)L #¥%a T4 274 F¥al—Yav HM4 K
OL-11868-01-J |




| 388 77V45—3>7ObalA AR avDRE
LANYTHTTP T4 —TF A vARI v av Ry o—nie B

e match transfer-encoding — HTTP

¢ match url — HTTP URL

e match url length — HTTP URL

match

HTTP_INSPECT L7CLASS

7 HTTP
1 ACE
hostl/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match header length request eq 200
host1/Admin(config-cmap-http-insp)# match header Host header-value
“*mycompanyexample.com
host1/Admin(config-cmap-http-insp)# match url length eq 10000
host1/Admin(config-cmap-http-insp)# match url .*.gif
ACE HTTP

hostl/Admin(config)# no class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

LAY THTTP T4 —T IR Y P A VARY DAV HISAIYT TRV TS a>D
BN

description 7 HTTP

description

description text

text
240
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HTTP

host1/Admin(config-cmap-http-insp)# description HTTP protocol deep
inspection of incoming traffic

host1/Admin(config-cmap-http-insp)# no description

HTTP OV T UY—HEEDESR
match content HTTP
HTTP

match content

[line_numbe} match content expressioroffset numbef

¢ line_number— match
2 1024 match
no line_number
match

e expression— HTTP

1 255
3-5
~
G¥)
?
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
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e offset number—

CR LF CR LF
1 4000

HTTP

host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match content .*newp2psig

host1/Admin(config-cmap)# no match content .*newp2psig

AVARG I VHMBRETHHTTP AV T UVYRDER
match content length

HTTP HTTP

7THTTP

match content length

[line_numbe} match content length {eq bytes| gt byteg| It bytes| range bytes1
bytes 2

¢ line_number— match
2 1024 match
no line_number
match
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« eqbytes— ACE HTTP
ACE

1 65535

e gt bytes— ACE HTTP
ACE

1 65535

e It bytes— ACE HTTP
ACE

1 65535

¢ range byteslbytes2— ACE HTTP
ACE

1 65535
ACE HTTP

host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1l/Admin(config-cmap-http-insp)# match content length eq 3495

HTTP

host1/Admin(config-cmap-http-insp)# no match content length eq 3495

HTTP f VARG L a VIt 5Eh V&Y I 9vF—DESR
HTTP
match cookie secondary
URL

ACE
URL ? URL

ACE URL URL

ACE POST
HTTP
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match 7
match
match 7
match

match cookie secondary [name cookie_naméprefix prefix_namévalue
expression

¢ name cookie_name— 1D "
64

e prefix prefix_name—

64
e value expression—
255
3-5
S,
GE)
?
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
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%35 XFIFERO—BIERT 5% XFE
*® B L

K 0
\.
[charset]

[“charset]

0
(exprl | expr2) OR
(expr)*
(expr)+

(=)

—_

expr{m,n}

expr{m}

3|3 |3
3
[\
Gh
O

expr{m,}
\a ASCII 7

\b ASCII 8
\f ASCII 12

\n ASCII 10

\r ASCII 13

\t ASCIT 9

\v ASCII 11

\0 ASCII 0

\
\x## 2 16 ASCII

HTTP match

. match-all

2 match
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host1l/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

host1/Admin(config-cmap-http-insp)# match cookie secondary prefix
id value .*

host1/Admin(config-cmap-http-insp)# match cookie secondary name

identity value bob

e 1 match-all
2 match

host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match cookie secondary value
bob
host1/Admin(config-cmap-http-insp-m)# exit
host1/Admin(config-cmap-http-insp)# match cookie secondary name

identity value jane

“matchme” *abc123
hostl/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match cookie secondary name

matchme value .*abc123

‘6ab”

hostl/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match cookie secondary prefix ab
value .*

regex
hostl/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match cookie secondary value

*machine-key
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match
no
host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# no match cookie secondary value
*machine-key
AVARY) I URRET H HTTP ANV A —DER
match header HTTP
HTTP
ACE HTTP

match header

[line_numbe} match header {header_namgheader_field header-value

expression
¢ line_number— match
2 1024 match
no line_number
match
« header_name— HTTP www.examplel.com
64
3-6
S
(3¥) header_name HTTP
ACE
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¢ header_field— HTTP/1.1
request-header general-header entity-header
3-6 HTTP/1.1

% 3-6 HITP/11 Ay SF— T4 —JLF

Ta4—IVFZ EiEA
Accept

Accept-Charset

Accept-Encoding

Accept-Language 1SO 1SO
3316 1SO639

Authorization
401

Cache-Control /

Connection

Content-MD5

MD5

Expect

From E
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& 3-6 HITP11AYE— T4 —)LF (§E)

14—V KB A
Host
URI Host
URL
If-Match 1 1
1
If-Match
E3
Pragma Pragma
HTTP
accept
Referer URI URI
Transfer-Encoding
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& 3-6 HITP11AYE— T4 —)LF (§E)

EL;

14—V KB
User-Agent
Via

¢ header-value expression— HTTP

255 Accept-Language User-Agent Host

ACE
header-name: expression

3-5
>
GE)
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
HTTP
7
hostl/Admin(config)# class-map type http inspect HTTP_INSPECT_L7CLASS
host1l/Admin(config-cmap)# match header Host header-value

.mycompanyexample.com

[ oL-11868-01-J
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host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS

host1/Admin(config-cmap-http-insp)# match header Host header-value
*myfirstcompanyexample.com

host1/Admin(config-cmap-http-insp)# match header Host header-value

*mysecondcompanyexample.com

HTTP

host1/Admin(config-cmap-http-insp)# no match header Host header-value
*mysecondcompanyexample.com

AVARG L AVREET D HTTP ZRAY T —RDOEH
HTTP
2048 match header length HTTP

ACE HTTP
7 HTTP

match header length

[line_numbe} match header length {request | response} {eq bytes| gt bytes| It
bytes| range bytes1 bytes}2

¢ line_number— match
2 1024 match
no line_number
match
* request— ACE HTTP
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response — ACE HTTP
eq bytes— ACE HTTP
ACE
1 65535
gt bytes— ACE HTTP
ACE
1 65535
It bytes— ACE HTTP
ACE
1 65535
range byteslbytes2— ACE HTTP
ACE
1 65535
HTTP 3600
HTTP
host1/Admin(config)# class-map type http inspect HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match header length request eq
3600
HTTP

host1/Admin(config-cmap-http-insp)# no match header length request eq
3600
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AVARY LI VRBRETHAYT—MIME 24T A vt—CDEE

match header mime-type ACE
MIME
MIME
US ASCIL
US ASCII
~
(3¥)  match header mime-type MIME
match header
MIME audio\myaudio
match match header Content-type header-value audio/myaudio.
HTTP
[line_numbe} match header mime-type mime_type
¢ line_number— match
2 1024 match
no line_number
match

¢ mime_type— image\Ipeg, text\html, application/msword audio\mpeg
MIME MIME ACE
MIME
MIME

MIME
application/msexcel
application/mspowerpoint

application/msword
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application/octet-stream
application/pdf
application/postscript
application/x-gzip
application/x-java-archive
application/x-java-vm
application/x-messenger
application/zip

audio/*

audio/basic

audio/midi

audio/mpeg
audio/x-adpcm
audio/x-aiff

audio/x-ogg
audio/x-wav

image/*

image/gif

image/jpeg

image/png

image/tiff

image/x-3ds
image/x-bitmap
image/x-niff
image/x-portable-bitmap
image/x-portable-greymap
image/x-xpm

text/*

text/css

text/html
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text/plain
text/richtext
text/sgml
text/xmed
text/xml
video/*
video/flc
video/mpeg
video/quicktime
video/sgi

video/x-fli

match header mime-type

. match header mime-type
. match header mime-type 1
MIME audio\midi audio\mpeg ACE
host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match header mime-type audio/midi
host1/Admin(config-cmap-http-insp)# match header mime-type audio/mpeg
MIME

host1/Admin(config-cmap-http-insp)# no match header mime-type
audio/midi
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HITP 374 vV &IRATI) DEE
match port-misuse ACE HTTP

p2p
80
HTTP

match port-misuse

[line_numbe} match port-misuse application_category

¢ line_number— match
2 1024 match
no line_number
match
¢ application_category— HTTP
application_category
im — ACE

Yahoo Messenger

p2p —
Kazza Gnutella

tunneling —
HTTPort/HTTHost GNU Httptunnel Firethru

match port-misuse

. match port-misuse

. match port-misuse 1
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HTTP
ACE
* ACE match port-misuse
HTTP ACE
HTTP
host1/Admin(config)# class-map type http inspect HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match port-misuse p2p
HTTP
host1/Admin(config-cmap-http-insp)# no match port-misuse p2p
HTTP DERAX LHEBRAXDER
ACE match
request-method RFC 2616
HTTP
HTTP
ACE HTTP

match request-method

[line_numbe} match request-method {ext method rfc method

¢ line_number— match
2 1024 match
no line_number
match
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¢ ext method— HTTP RFC RFC 2616
HTTP ACE
ACE HTTP
copy edit getattr getattrname getprops index
lock mkdir move revadd revlabel revlog revhum save setattr startrev
stoprev unedit unlock

¢ rfc method— RFC RFC 2616 HTTP
ACE RFC 2616 HTTP
connect delete get head options post put
trace

match request-method

. match request-method
. match request-method 1
. HTTP inspect http strict
3 4
e ACE match request-method
ACE
RFC 2616 HTTP
HTTP
connect get head index HTTP RFC 2616
host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1l/Admin(config-cmap-http-insp)# match request-method rfc connect
host1/Admin(config-cmap-http-insp)# match request-method rfc get
host1/Admin(config-cmap-http-insp)# match request-method rfc head
host1/Admin(config-cmap-http-insp)# match request-method ext index
RFC 2616 HTTP
host1/Admin(config-cmap-http-insp)# no match request-method rfc
connect
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HTTP EsXF 5L 2 1 TOESR
match transfer-encoding ACE HTTP
transfer-encoding general-header
HTTP
HTTP ACE
match transfer-encoding
[line_numbe} match transfer-encoding coding_types
e line_number— match
2 1024 match
no line_number
match
e coding_types— HTTP coding_types
chunked —
compress — UNIX compress

Lempel-Ziv-Welch LZW

deflate — RFC 1951
RFC 1950 .zlib

gzip — RFC 1952 GNU zip
Lempel-Ziv =~ 32 CRC
LZ77

identity —
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match transfer-encoding

i match transfer-encoding
. match transfer-encoding 1

e ACE match transfer-encoding

HTTP ACE
HTTP

host1/Admin(config)# class-map type http inspect HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match transfer-encoding chunked

HTTP

host1/Admin(config-cmap-http-insp)# no match transfer-encoding chunked

AVARY 3 UNBRET S HITP URL DEE

match url URL HTTP
HTTP
URL

match url

[line_numbe} match url expression
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¢ line_number— match
2 1024 match
no line_number
match
e expression— URL URL URL 1
255 www.hostname.domain URL match
URL  www.anydomain.com/latest/whatsnew.html
/latest/whatsnew.html www.anydomain.com
URL URL ACE
3-5

S

(G¥) URL .
[] \
WWW.XyZ.com wwwl[.]xyz[.]Jcom
URL
7
host1l/Admin(config)# class-map type http inspect HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match url whatsnew/latest.*
.gif .html
host1/Admin(config)# class-map type http inspect match-any
HTTP_INSPECT_L7CLASS
host1l/Admin(config-cmap-http-insp)# match url .*.gif
host1/Admin(config-cmap-http-insp)# match url .*.html
URL
host1/Admin(config-cmap-http-insp)# no match url .*.gif

>
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AVARY) V3 UREET S HTTP &x K URL RDEE

match url length
URL

match url length

ACE
ACE HTTP
7 HTTP

[line_numbe} match url length {eq bytes| gt byteg| It bytes range bytesl1 bytes}2

¢ line_number—

¢ eq bytes— ACE

¢ gt bytes— ACE
HTTP URL

65535
e 1t bytes— ACE

HTTP URL
65535

¢ range byteslbytes2— ACE

match
1024 match
no line_number
match
HTTP URL
ACE HTTP URL
1 65535
HTTP URL
ACE
1
HTTP URL
ACE
1
HTTP URL
ACE URL
1 65535
10000 URL

[ oL-11868-01-J
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host1l/Admin(config)# class-map type http inspect HTTP_INSPECT_L7CLASS
host1/Admin(config-cmap-http-insp)# match url length eq 10000

URL
host1/Admin(config-cmap-http-insp)# no match url length eq 10000

LAY THTITP T4 —T A VARG LIV RYSO— Ty TDERE

7 HTTP
7
HTTP
7 HTTP 3
4 VLAN
3 4
. 7HTTP
o 7HTTP
. 7
match

. 7 HTTP
. 7HTTP

LAY THTTP T4 —TF A VARG a2y RY— Ty TOER
policy-map type inspect http
7 HTTP

policy-map type inspect http all-match map_name

Cisco Application Control Engine EZa—)L #¥%a T4 274 F¥al—Yav HM4 K
OL-11868-01-J |




| 388 77V45—3>7ObalA AR avDRE
LANYTHTTP T4 —TF A vARI v av Ry o—nie B

e http all-match — ACE HTTP
ACE
* map_hame— 64
7HTTP
host/Admin(config)# policy-map type inspect http all-match
HTTP_INSPECT_L7POLICY
host/Admin(config-pmap-ins-http)#
CLI
7 HTTP ACE

host1/Admin(config)# no policy-map type inspect http all-match

HTTP_INSPECT_L7POLICY

LAY THTTP T4 —T 5 Y P A VARY O3V RY =TT FRHOYT a3y
DB

description 7 HTTP

description

description text

text
240

HTTP
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host1/Admin(config-pmap-ins-http)# description HTTP protocol deep
inspection of incoming traffic

host1/Admin(config-pmap-ins-http)# no description

LANTTA—T NN YL 2VARGL IV R)O— Ty TADAL 542 match X
DB

7 match
7 match 7

match match
7 1 match

GE) match 7 HTTP

match name match_statemefihsert-before map_namg

e name— match
match
64
L7 POLICY 9 match
55 64-9=155

¢ match_statement-

7 HTTP

match
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* insert-before map_name— match

HTTP match

match namecontent expressiofoffset numbet
match namecontent length {eq bytes| gt bytes| It bytes| range bytes1 bytes}2
match namecontent-type-verification

match namecookie secondary [name cookie_naméprefix prefix_namévalue
expression

match nameheader {header_namegheader_field header-value expression

match nameheader length {request | response} {eq byted gt byteg It byteg range
bytesl bytes}2

match nameheader mime-type mime_type

match nameport-misuse application_categor

match namerequest-method {ext method rfc method
match namestrict-http

match nametransfer-encoding coding_types

match nameurl expression

match nameurl length {eq bytes| gt byteg| It bytes| range bytesl bytes}2

match 7 HTTP
match content-type-verification match strict-http 7
policy-map type inspect http match
2 7 HTTP
match
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2 match HTTP
¢ match content-type-verification — MIME
MIME match
ACE HTTP MIME
MIME MIME
MIME
ACE 7
permit reset
S
(G¥) MIME HTTP
HTTP
ACE
e match strict-http — HTTP
RFC RFC 2616 HTTP
ACE 7
permit reset
match 7 HTTP
host/Admin(config-pmap-ins-http)# match L7httpinspect port-misuse p2p

LAY THTTP A VARG L3 bS53 749D DS5RENTITav 9 R)—DOFEE
1+

class class-map

class map_name
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map_name
class-map
64
CLI
7
host1/Admin(config-pmap-ins-http)# class HTTP_INSPECT_L7CLASS

host1/Admin(config-pmap-ins-http-c)#

7
host1/Admin(config-pmap-ins-http)# no class HTTP_INSPECT_L7CLASS
insert-before ACE insert-before

class map_nameinsert-before map_name2

¢ class map hamel— class-map

64
¢ insert-before map_name2— map_name?2
64
insert-before 2
host1/Admin(config-pmap-ins-http)# class HTTP_INSPECT_L7CLASSMAP2

insert-before HTTP_INSPECT_L7CLASS
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class-default
class class-default

ACE class class-default
class-default
match any
~
GE) HTTP
class class-default HTTP
class class-default
host1l/Admin(config-pmap-ins-http)# class class-default
host1/Admin(config-pmap-ins-http-c)#
CLI
LAY THTTP T4 —F Ry b R —DF a3 VDIEE
ACE HTTP
HTTP GET PUT
HTTP
ACE permit
reset permit reset 1
match
7 HTTP

{permit | reset}
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* permit — HTTP
match HTTP
ACE HTTP
* reset — TCP
HTTP
7 HTTP
host1/Admin(config)# policy-map type inspect http all-match
HTTP_DEEPINSPECT_L7POLICY
host1/Admin(config-pmap-ins-http)# class http_check
host1/Admin(config-pmap-ins-http-c)# permit
HTTP
host1/Admin(config-pmap-ins-http)# no class http_check
HTTP 7 HTTP
7HTTP
reset class class-default
7HTTP
ACE
class-default HTTP GET
class class-default
HTTP
class class-default HTTP

[ oL-11868-01-J
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%g

7 SCCP
CLI SCCP skinny
7 ACE SCCP
ID
S
G¥) 4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex
. 7 match
. 7 match
. 7
. 7
. 7 SSL URL
. 7 SCCP
. 7 SCCP
. 7 SCCP match
. 7 SCCP
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LAY TSCCP A VAR a3V R o— Ty TOER
policy-map type inspect skinny
7 SCCP

policy-map type inspect skinny name

map_name 64

7 SCCP

host1/Admin(config)# policy-map type inspect skinny
SCCP_INSPECT_L7POLICY
host1l/Admin(config-pmap-ins-skinny)#

7 SCCP

host1l/Admin(config)# no policy-map type inspect skinny
SCCP_INSPECT_L7POLICY

LAY TSCCPA VAR LIV R —IVTIADTRHY )T 3o
1=y

Skinny
description 7 SCCP
description
host1/Admin(config-pmap-ins-skinny)# description this is an SCCP

inspection policy map

Cisco Application Control Engine E¥ a1 —JL £F%a )T a2V 74Fal—YaY (LK
[ OL-11868-01-




F38 FIUHF—LarFobralA AR aVOERE |
WM LAY 7SCCPA YRR LIy R L—DBRE

host1/Admin(config-pmap-ins-skinny)# no description

LAY TSCCPA VARG U RYS—T v TADA 254 > match X
DB

Skinny match message-id

match 7 1
match

match namemessage-id {numberl{insert-before map_namg| range {number2

number3}
* name— match
match
64
L7 POLICY 9 match
55 64—-9=55
¢ message-id — SCCP StationMessagelD
¢ numberl— SCCP ID 0 65535
* insert-before map_name— match
¢ range {number2 number3— SCCP 1D

0 65535
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match

host1/Admin(config-pmap-ins-skinny)#
100 500
host1/Admin(config-pmap-ins-skinny-m)#

match

host1/Admin(config-pmap-ins-skinny)#
range 100 500

LAY T7SCCPA VARG a R —T

7 SCCP

match SCCP_MATCH message-id range

no match SCCP_MATCH message-id

wITTFTHOS a3 DIEE

ACE SCCP SCCP
SCCP
match reset
Skinny
1 match
reset
reset ACE match
SCCP
ACE  match message-id SCCP

host1/Admin(config)#
SCCP_INSPECT_L7POLICY
host1/Admin(config-pmap-ins-skinny)#
100 500
host1/Admin(config-pmap-ins-skinny-m)#

7 SCCP

host1/Admin(config-pmap-ins-skinny-m)#

Cisco Application Control Engine E¥a1—JL #¥a )T«
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(] & [ ~ = ==
LANTSIPA VAR O30 R O—DERTE
7 SIP
ACE
SIP URI SIP
ACE
~
GX) 4 regex
1024 Generic HTTP
RADIUS RDP RTSP SIP 7
regex
o 7 match
. 7 match
. 7
. 7
. 7 SSL URL
. 7 SIP
. 7 SIP

LANTISIPA VARG IV DSRAIYTDHRTE
SIP 7

. 7 SIP
. 7 FTP
* SIPTo

e SIP From
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« SIP

e SIP Instant Messaging
« SIP

« SIP

 SIP

e SIP URI

LANTISIPA VARG AV USRIy TODER

class-map type sip inspect
7 SIP

class-map type sip inspect [match-all | match-any] map_name

¢ match-all | match-any —

ACE SIP
match
match-all — 7 SIP
AND match-all
SIP match
SIP URI SIP SIP
match-all
URL SIP
match-all
match-any — 7 SIP
1
OR  match-any 7 SIP
match ACE
SIP URI SIP SIP
match-any
URL SIP
SIP match-any
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match uri sip length

2 1 match uri sip
length  match uri tel length 1
* map_hame— 64
CLI SIP
ACE SIP
1 7

e match called-party — SIP To

e match calling-party — SIP From

* match content — SIP

e match im-subscriber —  SIP Instant Messaging
¢ match message-path —  SIP

¢ match request-method —  SIP

e match third-party-registration — SIP

e matchuri— SIP URI

match
SIP_INSPECT L7CLASS
7 SIP
ACE
host1/Admin(config)# class-map type sip inspect match-all
SIP_INSPECT_L7CLASS
host1/Admin(config-cmap-sip-insp)# match calling-id .*ABC123
host1/Admin(config-cmap-sip-insp)# match im-subscriber JOHN_Q_PUBLIC
host1/Admin(config-cmap-sip-insp)# match content type sdp
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ACE SIP

host1/Admin(config)# no class-map type sip inspect match-any
SIP_INSPECT_L7CLASS

LANTFIPA VAR IV DSAIRYT TR YT arnEm

SIP
description 7

description text

text 240
host1/Admin(config-cmap-sip-insp)# description SIP inspection class
map

host1/Admin(config-cmap-sip-insp)# no description

SIP To Ny #—TOEERDESR
SIP To URI
SIP ACE
SIP
SIP
match called-party

[line_numbe} match called-party expression
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e line_number— match
2 1024 match
no line_number
match
e expression— To URI 1
255 ACE

header-name: expression

3-5

GE)
?
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
SIP To
host1l/Admin(config-cmap-sip-insp)# match called-party

sip:some-user@somenetwork.com

match

host1/Admin(config-cmap-sip-insp)# no match called-party
sip:some-user@somenetwork.com

>
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SIP From Ny A —Hh THDRIEEDER

SIP From URI
SIP ACE
SIP
SIP
match calling-party
[line_numbe} match calling-party expression
¢ line_number— match
2 1024 match
no line_number
match
e expression— SIP From URI
1 255 ACE

header-name: expression

3-5

GE)
?
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
SIP From
host1l/Admin(config-cmap-sip-insp)# match calling-party

sip:this-user@thisnetwork.com;tag=7459g8
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match

host1/Admin(config-cmap-sip-insp)# no match calling-party
sip:this-user@thisnetwork.com;tag=7459g8

SIPAVTUY FIvIDER
SIP
ACE ACE
SIP
SIP match content

[line_numbe} match content {length gt numbes | {type sdp | expressioh

¢ line_number— match
2 1024 match
no line_number
match

¢ length — SIP
° gt R
e number— ACE SIP 0

65534
ACE

o type J—
e sdp— Session Description Protocol
SDP

e expression— SIP
1 255
ACE
3-5
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()

WWW.XyZ.com

\

[]

www/.]xyz[.]com

4000
ACE

host1/Admin(config)#
SIP_INSP_CLASS
host1/Admin(config-cmap-sip-insp)#

hostl/Admin(config)#
SIP_INSP_POLICY
host1/Admin(config-pmap-ins-sip)#
host1/Admin(config-pmap-ins-sip-c)#

match

host1l/Admin(config-cmap-sip-insp)#

SIP Instant Messaging 4 7 X 54 /1\DEE

SIP

class-map type sip inspect match-all

match content length gt 200

policy-map type inspect sip all-match

class SIP_INSP_CLASS
deny

no match content length gt 200

SIP match
im-subscriber M SIP
[line_numbe} match im-subscriber expression
¢ line_number— match
2 1024 match
no line_number
match
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e expression— IM 1 255
ACE
header-name: expression

3-5
S
G¥)
?
[]
WWW.XyZ.com www/.]xyz[.]com
\ . ?
host1/Admin(config-cmap-sip-insp)# match im-subscriber John_Q_Public
match
host1/Admin(config-cmap-sip-insp)# no match im-subscriber
John_Q_Public
SIP Ay t—Ch BB H4AvE—2 RADER
SIP SIP
ACE
SIP 1P URI
ACE SIP VIA
regex VIA
SIP
SIP
SIP

match message-path
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[line_numbe} match message-path expression

e line_number— match
2 1024 match
no line_number
match
e expression— SIP 1 255
ACE

header-name: expression

3-5
S
GE)
?
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
host1/Admin(config-cmap-sip-insp)# match message-path
192.168.12.3:5060
match
host1l/Admin(config-cmap-sip-insp)# no match message-path

192.168.12.3:5060
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SIP ERAXDEH

SIP match
request-method SIP

[line_numbe} match request-method method_name

e line_number— match
2 1024 match
no line_number
match

¢ method_name— SIP

ack

bye
cancel
info
invite
message
notify
options
prack
refer
register
subscribe
unknown

update
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SIP /

~
Gx)
unknown
INVITE

host1/Admin(config-cmap-sip-insp)#

match

host1/Admin(config-cmap-sip-insp)#

SIPIN—T 4 BRI VTAT1DES

SIP

match request-method invite

no match request-method invite

SIP From To
REGISTER
REGISTER DEREGISTER
DoS
ACE regex
ACE From To REGISTER
ID From
SIP
SIP

match third-party-registration

[line_numbe} match third-party-registration expression
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¢ line_number— match
2 1024 match
no line_number
match
e expression— 1 255
ACE

header-name: expression

3-5
A
GE)
?
[]
WWW.XyZ.com wwwl[.]xyz[.]Jcom
\ . ?
SIP SIP
host1/Admin(config-cmap-sip-insp)# match third-party-registration
USER1
match
host1/Admin(config-cmap-sip-insp)# no match third-party-registration
USER1
SIPURI FT vV DESE
SIP URI Tel URI ACE SIP
URI
ID Tel URI SIP SIP
URI Tel URI RFC 2534 RFC 3966

>
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URI SIP SIP
match uri

[line_numbe} match uri {sip | tel} length gt value

¢ line_number— match
2 1024 match
no line_number
match

e sip— ACE SIP URI
e tel —ACE Tel URI

¢ length — SIP Tel URI
. gt J—
¢ value— SIP URI Tel URI 0 254
host1l/Admin(config-cmap-sip-insp)# match uri sip length gt 100
match
host1/Admin(config-cmap-sip-insp)# no match uri sip length gt 100

LANTSIPA VARG 3 RYO— Ty TORTE
7 SIP
7
SIP
7 SIP
3 4 VLAN
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o 7 SIP
o 7 SIP
o 7 SIP match
. 7 SIP
o 7 SIP

LAY 7SIPRY — v TOHER

policy-map type inspect sip
7 SIP

policy-map type inspect sip all-match map_name

e sip all-match — ACE SIP
ACE
e map_name— 64
7 SIP

host1/Admin(config)# policy-map type inspect sip all-match
SIP_INSPECT_L7POLICY
host1l/Admin(config-pmap-ins-sip)#
SIP
host1/Admin(config)# no policy-map type inspect sip all-match

SIP_INSPECT_L7POLICY
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LA¥TSIPA YRR vav Ry o—nie B

LANTSIPA VARV RYO—yv T TR YT arnem

SIP
description 7 SIP
description
7 SIP
host1/Admin(config-pmap-ins-sip)# description layer 7 sip inspection
policy
host1/Admin(config-pmap-ins-sip)# no description

LANTISIPA VARSIV RYI— Iy TADA 254 2 match XDIBEM

7 match
1
7 match 7
match match
7 1 match
A
GE) match 7 SIP

match

match name match_statemefihsert-before map_namg
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* name— match
match
64
L7 POLICY 9 match
55 64 —-9=155

¢ match_statement

7 SIP match
* insert-before map_name— match

7 SIP match

match namecalled-party expression

match namecalling-party expression

match namecontent {length gt numbes | {type sdp | expressioh
match nameim-subscriber expression

match namemessage-path expression

match namerequest-method method_name

match namethird-party-registration expression

match nameuri {sip | tel} length gt value

match 7 SIP
match 7 SIP
host/Admin(config-pmap-ins-sip)# match sip_match called-party abc123.*
host/Admin(config-pmap-ins-sip-m)#
match
host/Admin(config-pmap-ins-sip)# no match sip_match called-party

abcl123.*
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LA¥TSIPA YRR vav Ry o—nie B

LANTSIPA VARV ISR Iy TERYO— <y TOBEEMST

SIP class

7 SIP 7

SIP
class map_name
map_name 7 SIP
64
7 SIP 7 SIP

host/Admin(config-pmap-ins-sip)# class SIP_INSPECT_L7CLASS
host/Admin(config-pmap-ins-sip-c)#
host/Admin(config-pmap-ins-sip)# noclass  SIP_INSPECT_L7CLASS

LANTSIPA VARGV RYS—IvT 7o avnieE
ACE SIP SIP
SIP

SIP 1
match SIP

{{drop | permit | reset} [log]} | log

e drop— 1 match
SIP
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*  permit — 1 match
SIP ACE
* reset— 1 match
SIP TCP RESET
e log— 1 match
7 SIP
7 SIP
host1/Admin(config)# policy-map type inspect sip first-match
SIP_INSPECT_L7POLICY
hostl/Admin(config-pmap-ins-sip)# class SIP_INSPECT_L7CLASS
host1/Admin(config-pmap-ins-sip-c)# drop
1 match 7

SIP

hostl/Admin(config)#
SIP_INSPECT_L7POLICY

host1/Admin(config-pmap-ins-sip)#

123abc.*

host1/Admin(config-pmap-ins-sip-m)#

7 SIP

host1/Admin(config-pmap-ins-sip-m)#

policy-map type inspect sip first-match

match SIP_MATCH calling-party

drop

no drop
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LAY 3BLULAIY47TYr—ay FORaN A YRR avD S 749y RKyL—ne A

LAVY3IBELUVLAY4TTYr—ar ka4
ARG aVvDEF3T7499 RYS—DFRE

3 4 ACE
3 4 3
4 HTTP FTP
ACE
DNS FTP HTTP ICMP ILS RTSP SCCP
SIP

. 3
. 3

AVARY LAY FS5749 9 RIVO—DEREHALA FSA4 >
A2(1.0) ACE

ACE STANDBY_COLD
Cisco Application Control Engine Module
Administration Guide

match ... any class-default
ACE

Cisco Application Control Engine E¥ a1 —JL £F%a )T a2V 74Fal—YaY (LK
[ OL-11868-01-




F38 FIUHF—LarFobralA AR aVOERE |
W LAY 3BLULAINVAT7IVr—230 FAPIANA VARG IVD RS T4 v R O—DET

switch/Admin(config)# class-map match-all TCP_ANY
switch/Admin(config-cmap)# match port tcp any

switch/Admin(config)# policy-map multi-match FTP_POLICY
switch/Admin(config-pmap)# class TCP_ANY
switch/Admin(config-pmap-c)# inspect ftp

Error: This class doesn't have tcp protocol and a specific port

match ACL

e match port tcp any

* match port udp any

* match port tcp range 0 65535

e match port udp range 0 65535

e match virtual-address 192.168.12.15 255.255.255.0 any

e match virtual-address 192.168.12.15 255.255.255.0 tcp any

e access-list acll line 10 extended permit ip any any

HTTP FTP RTSP Skinny ILS
TCP

host1/Admin(config)# class-map match-all L4_CLASS
host1/Admin(config-cmap)# match port tcp eq www

SIP
TCP UDP

host1/Admin(config)# class-map match-all L4_CLASS
host1/Admin(config-cmap)# match port tcp eq 124

host1/Admin(config-cmap)# match port udp eq 135
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DNS

UDP
host1/Admin(config)# class-map match-all L4_CLASS
host1/Admin(config-cmap)# match port udp eq domain
ICMP ICMP
host1/Admin(config)# access-list ACL1 extended permit icmp

192.168.12.15 255.255.255.0 192.168.16.25 255.255.255.0 echo

hostl/Admin(config)# class-map match-all L4_CLASS
host1/Admin(config-cmap)# match access-list ACL1

LAVIBELEVLANVEIISTRATYTDETE

class-map 3
4 ACE

1 match

match-all match-any
ACE match

class-map [match-all | match-any] map_name

e match-all | match-any —
3 4
match
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match-all —
match
match-any — 1
match

* map_name— 64

CLI ACE
1

e description — 3 4

* match access-list —

e match port — TCP/UDP

3 4
. match access-list match port
. inspect
1P ACE
3-1
3 4

hostl/Admin(config)# class-map match-all DNS_INSPECT_L4CLASS
host1l/Admin(config-cmap)# description DNS application protocol
inspection of incoming traffic
host1/Admin(config-cmap)# match port udp eq domain
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ACE 3 4

host1/Admin(config)# no class-map match-all DNS_INSPECT_L4CLASS
. 3 4
e TCP/UDP

LAV3IBELIBLANVAITRAIYT TRYY T3 v0EM
description 3 4
description

description text

text 240

DNS
hostl/Admin(config)# class-map DNS_INSPECT_L4CLASS
host1/Admin(config-cmap)# description DNS application protocol

inspection of incoming traffic

host1/Admin(config-cmap)# no description
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TOER YA FO—HBEEDESR

match access-list 3 4
permit
deny ACE
1
ACL 1P
ACE

match access-list

[line_numbe} match access-list identifier

¢ line_number— match
2 255 match
no line_number
match
¢ identifier —
64
1 match access-list
match access-list match port

INBOUND_ACLI

host1l/Admin(config)# class-map match-any DNS_INSPECT_L4CLASS
host1/Admin(config-cmap)# match access-list INBOUND_ACL1
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host1/Admin(config-cmap)# no match access-list inboundacl1

TCP/UDP R— FBE B F = I/R— FEEHD—BEEDTER

match port TCP/UDP
3 4

match port

[line_numbe}match port {tcp | udp} {any | eq {port_numbey} | range portlport2}

¢ line_number— match
2 255 match
no line_number
match
e tcp|udp — TCP UDP
any — TCP/UDP eq
range any

eq port_number— TCP/UDP

0 65535 0
ACE 3-7
Well-known TCP 3-8 Well-known UDP
range portl port2 — TCP/UDP
0 65535 0
ACE
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#3-7  Well-known TCP ;R— F B LU F—T—F

R—b R— +ES |3

domain 53 Domain Name System DNS;

ftp 21 File Transfer Protocol FTP;

ftp-data |20

http 80 Hypertext Transfer Protocol HTTP;

https 443 HTTP over SSL

irc 194

matip-a 350 Matip A

nntp 119

pop2 109 POP v2

pop3 110 POP v3

rtsp 554 Real Time Streaming Protocol

sip 5060 Session Initiation Protocol

skinny 2000 Cisco Skinny Client Control Protocol SCCP
smtp 25 Simple Mail Transfer Protocol SMTP;
sunrpe 111 Sun RPC
telnet 23 Telnet

WWW 80 WWW

xot 1998 X25 over TCP

# 3-8  Well-known UDP R— FEESB L UF—7—F

F—0—F |K—rBES |38

domain 53 Domain Name System DNS;

sip 5060 Session Initiation Protocol

wsp 9200 Connectionless Wireless Session Protocol WSP
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3-8 Well-known UDP ;R— FEE B LUF—7—F (&)

¥—7—F |K—rEE |35
wsp-wtls 9202 WSP
wsp-wtp 9201 WSP
wsp-wtp-wtls {9203 WSP
1 match port
match access-list match port

23 Telnet
hostl/Admin(config)# class-map DNS_INSPECT_L4CLASS
host1/Admin(config-cmap)# match port tcp eq 23

TCP/UDP

host1/Admin(config-cmap)# no match port tcp eq 23

LAYIBELULAYVAR)O— Ty TOEE

HTTP FTP
3 4

. 3 4

. 3 4

. 3 4

. 3 4
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W Ly 3&ULIVYa7T)r—2a> 70

FIWADVARRGLAVDNS5T 1499 RUS—DETE

LAN3IEELVLANVA4RY O— <y TOER

policy-map multi-match

ACE

ACE

ACE

policy-map multi-match map_name

map_name

host1/Admin(config)#

64

policy-map multi-match HTTP_INSPECT_L4POLICY

host1/Admin(config-pmap)#

CLI
ACE

host1/Admin(config)#

no policy-map multi-match HTTP_INSPECT_L4POLICY

LANIBEULANVA4RYO— v T FRHY TS 3onEm

description

description text

text

3
description

240
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DNS

host1/Admin(config-pmap)# description DNS application protocol
inspection of incoming traffic

host1l/Admin(config-pmap)# no description

LAVIBEUVLANA LT TA9I VSREZDIS T4 99 R O—DIEE

class class-map

class map_name

map_name
class-map
64
CLI
3 4
host1/Admin(config-pmap)# class HTTP_INSPECT_L4CLASS

host1/Admin(config-pmap-c)#

3 4
host1/Admin(config-pmap)# no class HTTP_INSPECT_L4CLASS
insert-before ACE insert-before
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class map_nameinsert-before map_name2

¢ class map hamel— class-map

64
¢ insert-before map_name2— map_name?2
64
insert-before 2
host1l/Admin(config-pmap-c)# 5 class FTP_INSPECT_L4ACLASS insert-before
HTTP_INSPECT_L4CLASS
3 4 class-default
class class-default
ACE
class class-default
class-default
match any
class class-default
host1l/Admin(config-pmap)# class class-default
host1/Admin(config-pmap-c)#
CLI
4k

Il Cisco Application Control Engine E¥a1—)L #¥a T4 a2 74 Fal—¥3 >

OL-11868-01-J |



| 388 77V45—3>7ObalA AR avDRE
LAY 3BLULAIY47TYr—ay FORaN A YRR avD S 749y RKyL—ne A

LAVIBEULANVA4T7TYSyr—230 FARIALAVARG I VDORYO—7F
S aVDERE

inspect
3 4 HTTP
FTP
ACE
DNS FTP HTTP ICMP
ILS RTSP SCCP SIP
7
7
e ACE 7 HTTP
policy-map type inspect
http 7 7 HTTP
7 HTTP
3 4 inspect http
e FTP policy-map type
inspect ftp 7 7
FTP 7
FTP 3 4 inspect ftp
7 3 4
7
3 4
1 VLAN
VLAN
3 4 7
S
GE) 7HTTP FTP
ACE 3 4 HTTP FTP
ACE
strict HTTP
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inspect dns [maximum-length byteg

inspect ftp [strict policy name] sec-param conn_parammap_namgl

inspect http [policy name4 url-logging]
inspect icmp [error]

inspect ils

inspect rtsp [sec-param conn_parammap_namg3

inspect sip [sec-param conn_parammap_namggpolicy nameg

inspect skinny [sec-param conn_parammap_namgfpolicy nameg

ACE

dns — DNS
DNS
DNS DNS
DNS
maximum-length bytes— DNS
512 65536
ACE DNS
ftp — FTP
strict — RFC
FTP
strict FTP
USER ACE
331
FTP
215

DNS
UDP
UDP
ACE DNS
ACE FTP
FTP

FTP
FTP 530

FTP

FTP
SYST FTP
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sec-param conn_parammap_namet FTP
S
() 7 ACE 3
4 FTP
policy namel— 7 FTP
ACE
7 FTP 64
FTP
inspect ftp
e http—HTTP HTTP
ACE
policy name4— 7 HTTP
ACE 7 HTTP
7 ACE
RFC 64
S,
() 7 ACE
3 4 HTTP
RFC
url-logging — 3 4
URL / 1P
URL
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* icmp — ICMP ICMP
TCP UDP
ICMP

e error — ICMP NAT ACE NAT
ICMP
ACE 1P

e ils — Internet Locator Service ILS

e rtsp — RTSP RTSP
RealAudio RealNetworks Apple QuickTime 4 RealPlayer Cisco IP/TV
ACE TCP 554 UDP
200 OK
e sec-param CONN_parammap_hame3 RTSP

e sip — Session Initiation Protocol SIP
SIP
ACE
ACE
1P
NAT

sec-param CONN_parammap_name4 SIP

policy name5— 7 SIP

SIP

ACE 7
ACE

RFC 64

~

() 7 ACE
3 4 SIP
RFC
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¢ skinny — Cisco Skinny Client Control Protocol SCCP
SCCP  Cisco CallManager  Cisco VoIP Phone

ACE SCCP 1P
NAT
policy name6— 7 SCCP
ACE
7
ACE RFC
64
S
G¥) 7 ACE
3 4 SCCP
RFC
sec-param CoOnn_parammap_name5 SCCP
HTTP
inspect http
host1/Admin(config)# policy-map multi-match HTTP_INSPECT_L4POLICY
host1/Admin(config-pmap)# class HTTP_INSPECT_L4CLASS
host1/Admin(config-pmap-c)# inspect http policy

HTTP_DEEPINSPECT_L7POLICY

DNS
inspect dns

host1l/Admin(config)# policy-map multi-match DNS_INSPECT_L4POLICY
host1/Admin(config-pmap)# class DNS_INSPECT_L4CLASS
host1/Admin(config-pmap-c)# inspect dns 1000
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FTP
inspect ftp
host1/Admin(config)# policy-map multi-match FTP_INSPECT_L4POLICY
host1/Admin(config-pmap)# class FTP_INSPECT_L7CLASS
host1/Admin(config-pmap-c)# inspect ftp strict policy
FTP_INSPECT_L7POLICY
host1/Admin(config-pmap-c)# exit

host1/Admin(config)#

host1/Admin(config-pmap-c)# no inspect dns 1000
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DNS 852 —4 2w InEe N

DNS /XS 4 —4% T v TDEEE

3 4 DNS
appl-parameter
DNS 3 4
DNS DNS
parameter-map type dns
parameter-map type dns name
name 32
DNS PARAMMAP

hostl/Admin(config)# parameter-map type dns DNS_PARAMMAP
host1l/Admin(config-parammap-dns)#
DNS
host1/Admin(config)# no parameter-map type dns DNS_PARAMMAP

* DNS

e DNS 3 4

Cisco Application Control Engine E¥ a1 —JL £F%a )T a2V 74Fal—YaY (LK
[ OL-11868-01-




F38 FIUHF—LarFobralA AR aVOERE |

W DNS RS A—4 Ty TOBE

DNS YTV —BA LT FDORE

4 inspect dns DNS
3 4
ACE DNS
ACE DNS
ACE
ACE
DNS
UDP ACE 2 UDP
DNS
UDP 4
TCP/IP P
ACE UDP DNS uDP
10
DNS

timeout query

timeout query number

number ACE
2 120
10
DNS 20
host1l/Admin(config)# parameter-map type dns DNS_PARAMMAP
host1/Admin(config-parammap-dns)# timeout query 20
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DNS 852 —4 2w InEe N

10
host1/Admin(config)# parameter-map type dns DNS_PARAMMAP
hostl/Admin(config-parammap-dns)# no timeout query 20

DNS RT3 A—8R Ry TE LAV 3IBLULAIVY 4RI O— 2y TOREE

1+

advanced-options DNS
4

appl-parameter dns advanced-options name

name DNS
DNS
64
DNS
DNS

DNS _PARAMMAP DNS
4

host1/Admin(config)# policy-map multi-match L4_POLICY
host1/Admin(config-pmap)# class L4_CLASS

appl-parameter dns
3

DNS

L4 POLICY 3

host1l/Admin(config-pmap-c)# appl-parameter dns advanced-options

DNS_PARAMMAP

4 DNS
host1/Admin(config)# policy-map multi-match L4_POLICY
host1/Admin(config-pmap)# class L4_CLASS
host1l/Admin(config-pmap-c)# no appl-parameter dns advanced-options

DNS_PARAMMAP

[ oL-11868-01-J
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W orre RS A—4 Ty TORE

HTTP /NS A —4 Ty TDHTE

3
4 HTTP
appl-parameter HTTP
3 4
HTTP HTTP
parameter-map type http
parameter-map type http name
name 32

HTTP
. HTTP
. HTTP
e HTTP 3 4

AXFENMXFERNT H5—BDT 1+ E—T L

ACE CLI
HTTP HTTP
case-insensitive
case-insensitive CLI
e HTTP
e URL
e HTTP
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HTTP 85 4 —4 vy IJnHe A

case-insensitive

host1/Admin(config-parammap-http)# case-insensitive

host1/Admin(config-parammap-http)# no case-insensitive

BT 5 HITP Ay 5 —DRERKR/\1 FIDEKRTE

HTTP
set header-maxparse-length HTTP

set header-maxparse-length bytes

bytes HTTP 1 65535
2048
HTTP 8192
host1/Admin(config-parammap-http)# set header-maxparse-length 8192
HTTP 2048
host1/Admin(config-parammap-http)# no set-header maxparse-length
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W orre RS A—4 Ty TORE

BT AHITP AT UYDER/NNA FEOD

HTTP
set content-maxparse-length HTTP

€

%{!II

set content-maxparse-length bytes

bytes HTTP 1 65535
4096
8192
host1/Admin(config-parammap-http)# set content-maxparse-length 8192
4096
host1/Admin(config-parammap-http)# no set content-maxparse-length

HTTP RS A—=8 I v TE LAV IELIV LA V4RY O— <y TOBEE
1
appl-parameter http

advanced-options HTTP 3
4

appl-parameter http advanced-options name

name HTTP
HTTP HTTP
64
HTTP
HTTP
appl-parameter http advanced-options HTTP
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HTTP 852 —4 2 v F7nEe M

host1/Admin(config)# policy-map multi-match HTTP_INSPECT_L4POLICY
host1/Admin(config-pmap)# class HTTP_INSPECT_L4CLASS
host1/Admin(config-pmap-c)# appl-parameter http advanced-options

HTTP_PARAM_MAP1

HTTP HTTP

host1/Admin(config-pmap-c)# no appl-parameter http advanced-options
HTTP_PARAM_MAP1
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W sccp RS A—4 2y TORE

SCCP /NS A—AR Ty TOETE

4  Skinny Client Control Protocol SCCP

appl-parameter SCCP 3
4

e SCCP
* SCCP

. ID

« SCCP /
* SCCP 3 4

SCCPA VAR 3 AV I24FaL—avnIEEEE

ACE SCCP
e ACE Cisco CallManager CCM IP Phone ACE
TFTP CCM
TFTP ACL
. CCM IP 1P NAT
PAT ACE  TFTP
NAT PAT Cisco IP Phone
ACE TFTP NAT
TFTP ACE Cisco IP
Phone CCM TP
TFTP
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SCCP 152 —4 vy Tne A

SCCP /NS A—4 Ty TOER
SCCP

parameter-map type skinny

parameter-map type skinny name

name 32

host1/Admin(config)# parameter-map type skinny SCCP_PARAMMAP
host1l/Admin(config-parammap-skinny)#

host1/Admin(config)# no parameter-map type skinny SCCP_PARAMMAP

BHRETOSA R—TIE

ACE Skinny
ACE Skinny
CCM ACE
Skinny

enforce-registration

enforce-registration

Skinny
host1/Admin(config-parammap-skinny)# enforce-registration
host1/Admin(config-parammap-skinny)# no enforce-registration
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W sccp RS A—4 2y TORE

BKAYytE—TID ORE
Skinny message-id max
ACE SCCP StationMessagelD

message-id max number

number ACE ID 16
0 4000 16
ID ACE
syslog
SCCP ID  0x3000
host1l/Admin(config-parammap-skinny)# message-id max 3000
ID 0x181
host1l/Admin(config-parammap-skinny)# no message-id max 3000

SCCP 7L 749 ADEINE / ERRDETE

ACE SCCP 1D
SCCP ACE
ACE
ACE Skinny
syslog
SCCP
Skinny sccp-prefix-len

sccp-prefix-len {max number min numbet
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¢ max nhumber— SCCP

4 4000 4
¢ min humber— SCCP 4 4000
SCCP
host1/Admin(config-parammap-skinny)# sccp-prefix-len min 4
SCCP
host1/Admin(config-parammap-skinny)# no sccp-prefix-len min 4

SCCPINSG A= Iy TELANVIBEIUVLANV4R)O— <2y TOREE
31+

appl-parameter
skinny advanced-options SCCP
3 4

appl-parameter skinny advanced-options name

name SCCP
SCCP SCCP
64
SCCP
SCCP

appl-parameter skinny advanced-options SCCP

hostl/Admin(config)# policy-map multi-match SCCP_INSPECT_L4POLICY
host1l/Admin(config-pmap)# class SCCP_INSPECT_LACLASS
host1/Admin(config-pmap-c)# appl-parameter skinny advanced-options
SCCP_PARAM_MAP1
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W sip/S2r—4 Ty TORE

SCCP SCCP

host1/Admin(config-pmap-c)# no appl-parameter skinny advanced-options
SCCP_PARAM_MAP1

SIP /NS A—% v TOHRTE
4  SIP

appl-parameter SIP
3 4

e« SIP
« SIP
« SIP

« SIP SIP URI
 SIP 3 4
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SIPA VAR 3 aAr74FaL—2 a3 0FEER

ACE SIP
e SIP o= IP Session Description
Protocol SDP c= 1P
ACE 1P
1P o=
SIP
e ACE SIP
PAT
SIP
REGISTER
SIP /35 XA —% 7 v TOIERK
SIP SIP
parameter-map type sip
parameter-map type sip name
name 32
host1/Admin(config)# parameter-map type sip SIP_PARAMMAP
host1/Admin(config-parammap-sip)#
hostl/Admin(config)# no parameter-map type sip SIP_PARAMMAP
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W sip/S2r—4 Ty TORE

SIPATA47 X277 R—FDEA LT FRE

ACE SIP
SIP
timeout SIP
timeout sip-media number
number
1 65535 5
1
host1/Admin(config)# parameter-map type sip SIP_PARAMMAP
host1/Admin(config-parammap-sip)# timeout sip-media 3600
5
host1/Admin(config-parammap-sip)# no timeout sip-media 3600
R4 »
AVRAV N AyE—DTDA4x—TIiE
SIP M
SIP im
M
im
host1l/Admin(config)# parameter-map type sip SIP_PARAMMAP
host1/Admin(config-parammap-sip)# im
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host1/Admin(config-parammap-sip)# no im

GE) MM ACE M

RKERET 14— FIREED A 2 —T )Lk
Max-Forwards SIP
1 1

Max-Forwards 0 483 Too Many Hops
ACE  Max-Forwards

ACE  Max-Forwards
max-forward-validation

max-forward-validation {log} | {{drop | reset} [log]}

e log— ACE
e drop—ACE SIP
e reset— ACE SIP

Max-Forwards

host1/Admin(config-parammap-sip)# max-forward-validation drop log
host1/Admin(config-parammap-sip)# no max-forward-validation
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W sip/S2r—4 Ty TORE

A—HI—-CIVMYITIRITTON—23 0 F T3 VDORE

UA
UA
UA
ACE UA
UA
SIP software-version

software-version {log} | {mask [log]}

e log— ACE UA

¢ mask — ACE UA

UA ACE
host1/Admin(config-parammap-sip)# software-version mask
ACE
host1/Admin(config-parammap-sip)# no software-version mask
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SIPR5x—4 vy Inge B

BEGEAY F—RIEDA = —T Ik
ACE SIP
SIP
e From
e To
e Call-ID
e (CSeq
e Via
¢ Max-Forwards

SIP ACE
ACE RFC 3261

SIP ACE
SIP
strict-header-validation

strict-header-validation {log} | {{drop | reset} [log]}

e log— ACE
e drop—ACE SIP
* reset— ACE

ACE

host1/Admin(config-parammap-sip)# strict-header-validation
drop-connection log

host1/Admin(config-parammap-sip)# no strict-header-validation
drop-connection log
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W sip/S2r—4 Ty TORE

SIP A wt—L (2% 5 SIP S D URI RHEDA r—TJL{t

SIP uri-non-sip
SIP SIP URI

uri-non-sip {log} | {mask [log]}

log— ACE SIP URI
mask — ACE  SIP URI
SIP SIP URI
host1/Admin(config-parammap-sip)# uri-non-sip log
SIP URI
host1/Admin(config-parammap-sip)# no uri-non-sip log

SIP/INTG A=A IV TELANVIBEIUVLANVA4KRY o— 3y TOREESR

[+

appl-parameter sip

advanced-options SIP

appl-parameter sip advanced-options name

SIP
SCCP
64
SIP
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SIP

appl-parameter http advanced-options SIP

host1l/Admin(config)# policy-map multi-match SIP_INSPECT_L4POLICY
host1/Admin(config-pmap)# class SIP_INSPECT_L4CLASS
host1/Admin(config-pmap-c)# appl-parameter sip advanced-options
SIP_PARAM_MAP1

SIP SIP

host1l/Admin(config-pmap-c)# no appl-parameter sip advanced-options
SIP_PARAM_MAP1
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W 5y—¢zx K)o —nER

H—ERX RYS—DEHA
service-policy

. VLAN
VLAN

service-policy

VLAN

VLAN
service-policy input policy _name

e input — VLAN

¢ policy_name— policy-map
64
VLAN VLAN
hostl/Admin(config)# interface vlan 50
host1/Admin(config-if)# ip address 172.16.1.100 255.255.255.0
host1/Admin(config-if)# service-policy input FTP_INSPECT_L4POLICY
host1/Admin(config-if)# service-policy input HTTP_INSPECT_L4POLICY
host1/Admin(config-if)# service-policy input DNS_INSPECT_L4POLICY
VLAN
host1/Admin(config)# service-policy input FTP_INSPECT_L4POLICY
host1/Admin(config)# service-policy input HTTP_INSPECT_L4POLICY
hostl/Admin(config)# service-policy input DNS_INSPECT_L4POLICY

>
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H4—Ez Ky o—nam i

VLAN
host1/Admin(config-if)# no service-policy input DNS_INSPECT_L4POLICY
VLAN
host1/Admin(config)# no service-policy input DNS_INSPECT_L4POLICY
VLAN
VLAN
ACE
VLAN
VLAN
e VLAN
. 1
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TIVH5r—oay AL AVARS O3 ODOAV T«
XaL—<ari

e HTTP 7
J 7 FTP
. 3 4 DNS

LANTHTITP T4 —T I\ R A VARSI 3 Y

HTTP
ACE
e VLAN HTTP M ACL
e html HTTL
HTTP
HTTP 400
URL BAD
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access-list ACL1 extended permit tcp any any eq http

rserver host SERVER1
ip address 192.168.252.245
inservice

rserver host SERVER2
ip address 192.168.252.246
inservice

rserver host SERVER3
ip address 192.168.252.247
inservice

serverfarm host SFARM1

probe HTTP

rserver SERVER1
inservice

rserver SERVER2
inservice

rserver SERVER3
inservice

class-map match-all L4_FILTERHTTP_CLASS
2 match access-list ACL1
class-map type http inspect match-all L7_FILTERHTML1_CLASS
2 match header Accept header-value “html”
3 match header length request gt 400
class-map type http inspect match-all L7_FILTERHTML2_CLASS
2 match url BAD
policy-map type loadbalance first-match L7_HTTP-LB-HTTP_POLICY
class class-default
serverfarm SFARM1
policy-map type inspect http all-match L7_FILTERHTML_POLICY
class L7_FILTERHTML1_CLASS
permit
class L7_FILTERHTML2_CLASS
reset
policy-map multi-match L4_FILTER_POLICY
class L4_FILTERHTTP_CLASS
inspect http policy L7_FILTERHTML_POLICY

interface vlan 50
access-group input ACL1
ip address 192.168.1.100 255.255.255.0
service-policy input L4_FILTER_POLICY
no shutdown
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B 77yr—y3>70ral A VARSI L3 0DAY T4 X2 L—L 3 U0

LAY TFTP AR R A VARG O3y

FTP
e SYST USER
. FTP
. FTP

access-list ACL1 line 10 extended permit ip any any

rserver host SERVER1
ip address 192.168.252.245
inservice

rserver host SERVER2
ip address 192.168.252.246
inservice

rserver host SERVER3
ip address 192.168.252.247
inservice

serverfarm host SFARM1

probe FTP

rserver SERVER1
inservice

rserver SERVER2
inservice

rserver SERVER3
inservice

class-map type ftp inspect match-any L7_FTP-MAX-DENY_CLASS
2 match request-method appe
3 match request-method cdup
4 match request-method get
5 match request-method help
6 match request-method mkd
7 match request-method rmd
8 match request-method rnfr
9 match request-method rnto
10 match request-method site
11 match request-method stou
12 match request-method cwd
class-map type ftp inspect match-any L7_FTP-MAX-DENY2_CLASS
2 match request-method syst
3 match request-method user
class-map match-all L4_FTP-VIP_CLASS
2 match virtual-address 192.168.120.119 tcp range 3333 4444

> N

ACE

#4 K
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policy-map type loadbalance first-match L7_FTP-LB-SF-FTP_POLICY
class class-default
serverfarm SFARM1
policy-map type inspect ftp first-match L7_FTP-INSPSF-FTP_POLICY
class L7_FTP-MAX-DENY_CLASS
deny
class L7_FTP-MAX-DENY2_CLASS
mask-reply
policy-map multi-match L4_VIP_POLICY
class L4_FTP-VIP_CLASS
loadbalance vip inservice
loadbalance policy L7_FTP-LB-SF-FTP_POLICY
inspect ftp strict policy L7_FTP-INSPSF-FTP_POLICY

interface vlan 29
ip address 172.16.0.1 255.255.255.0
fragment chain 20
fragment min-mtu 68
nat-pool 1 192.168.120.71 192.168.120.71 netmask 255.255.255.0 pat
no shutdown
interface vlan 120
description Upstream VLAN_120 - Clients and VIPs
ip address 192.168.120.1 255.255.255.0
fragment chain 20
fragment min-mtu 68
access-group input ACL1
nat-pool 1 192.168.120.70 192.168.120.70 netmask 255.255.255.0 pat
service-policy input L4_VIP_POLICY
no shutdown
ip route 10.1.0.0 255.255.255.0 192.168.120.254
ip route 172.16.0.0 255.252.0.0 172.16.0.253
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DNS 2X& &ETHLAVIBELEUVLANVY4T7TTYr—a>y Jarkal

AVARY Y

ACE 3 4
DNS
UDP DNS
ACE DNS

access-list ACL1 line 10 extended permit ip any any

class-map match-any L4 _DNS-INSPECT_CLASS

description DNS application protocol inspection of incoming traffic

match port udp eq domain
policy-map multi-match L4_DNS-INSPECT_POLICY
class L4_DNS-INSPECT_CLASS
inspect dns maximum length 1000

interface vlan 70
ip address 192.168.2.1 255.255.255.0
access-group input ACL1
service-policy input L4_DNS-INSPECT_POLICY
no shutdown

>

vav

DNS

DNS

#4 K
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775 —3y A rall 41 VARY O 3 URkEHER
HELUVH—ER R O—FROIRTR

show

e HTTP

HTTP A F3J)L 4 D ARY O 3 U#HEHEROF T

show stats inspect FTP HTTP RTSP

show stats inspect {ftp | http | rtsp}

hostl/Admin# show stats inspect http
+ +

Total request/response : 0
Total allow decisions : 0
Total drop decisions : 0
Total logging decisions : 0

clear stats inspect HTTP

3-9 show stats inspect
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%39 show stats inspect http 3 > FD 7 1« —JL FDEHBA

Z4—IF Sit B8R
Total Request/Response ACE FTP HTTP RTSP
Total Allow Decisions ACE FTP HTTP RTSP
Total Drop Decisions ACE FTP HTTP RTSP
okpacket
Total Logging Decisions HTTP ACE
Syslog
HTTP
http
» o » —
Y—ERARIO—arTsFalb—2a VERORT
EXEC show service-policy
3 4
show service-policy
. VLAN
show service-policy policy_namedetail]
¢ policy_name—
64
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¢ detail —

GE) ACE show service-policy

HTTP_INSPECT_L4POLICY

hostl/Admin#  show service-policy HTTP_INSPECT_L4POLICY
Status : ACTIVE
Description: HTTP protocol deep inspection of incoming traffic

Interface: vlan 40
service-policy: HTTP_INSPECT_L4POLICY
class: HTTP_INSPECT_LACLASS
inspect http:

curr conns 10 , hit count 10
dropped conns : 0
client pkt count : 0 , client byte count: 0
server pkt count : O , server byte count: 0
L4 policy stats:
TotalReqg/Resp: 0 TotalAllowed: 0
TotalDropped : 0 TotalLogged : 0

L7 policy: HTTP_INSPECT_L7POLICY, url logging: disabled
L7 policy stats: Total number of L7 rules 1
L7 class/match HTTP_INSPECT_L7CLASS: reset
Totallnspected :0 TotalMatched: 0
TotalDroppedOnError: 0 TotalLogged : 0
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FTP_INSPECT_L4POLICY

hostl/Admin#  show service-policy FTP_INSPECT_L4POLICY
Status : ACTIVE
Description: FTP command inspection of incoming traffic

Context Global Policy:
service-policy: FTP_INSPECT_L4POLICY
class: class-default

inspect ftp:

strict ftp: ENABLED

curr conns 10 , hit count 10

dropped conns  : 0

client pkt count : 0 , client byte count: 0

server pkt count : 0 , server byte count: 0

L7 policy: FTP_INSPECT_L4POLICY
TotalReplyMasked : 0 TotalDropped: 0

APP_INSPECT L4POLICY

hostl/Admin#  show service-policy APP_INSPECT_L4POLICY
Status : ACTIVE

Context Global Policy:
service-policy: APP_INSPECT_L4POLICY
class: APP_INSPECT_L4CLASS

inspect dns:
max length: 0
curr conns :0 , hit count :0
dropped conns : 0
client pkt count : 0 , client byte count: 0
server pkt count : 0 , server byte count: 0

clear service-policy

clear service-policy policy_name

policy_name
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HTTP_INSPECT_L4POLICY

hostl/Admin#  clear service-policy HTTP_INSPECT_L4POLICY

3-10 show service-policy detail

# 3-10  show service-policy detail A< > FIE 1D 7 4 —JL FOEREA
J4—ILE i

Status VLAN

Active
Inactive

Description

Context Global Policy VLAN
Interface

VLAN ID

Service-Policy

Class

Inspect DNS DNS

Inspect HTTP HTTP

Inspect FTP FTP

Inspect ICMP ICMP

Inspect ILS ILS
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2% 3-10  show service-policy detail A< > FHHAD 7 4 —JL FOHHA (#E)
T4—ILF A

Inspect RTSP RTSP

Inspect SIP SIP

Inspect Skinny SCCP

Max Length DNS

Strict FTP FTP

FTP Enabled
Disabled
URL Logging HTTP
URL Enabled
Disabled
ICMP Error ICMP
ICMP Enabled
Disabled

Curr Conns

Hit Count ACE

Dropped Conns ACE

Client Pkt Count

Client Byte Count

Server Pkt Count

Server Byte Count

L4 Policy Stats

TotalReq/Resp

Total Allowed

Total Dropped

Total Logged
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2% 3-10  show service-policy detail A< > FHHAD 7 4 —JL FOHHA (#E)

Z4—ILF EREA
L7 Policy

ID
L7 Policy Stats 7 7

L7 Class/Match 7 HTTP

Total Inspected
Total Matched

Total Reply Masked |FTP SYST
FTP SYST

Total Dropped On
Error

TotalLogged
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