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show N R

show zone-pair security

show call active voice compact

show voip rtp connections

show call active voice brief

show sip-ua connections tcp detail

show policy-firewall sessions platform ( X9 >O—K )

show policy-map type inspect zone-pair sessions
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zone security INSIDE

zone security OUTSIDE
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<#froot>

I Define Access List with ACLs for OUTSIDE interface

ip access-1ist extended TRUSTED-ACL-OUT

10 remark Match SIP TCP/UDP 5060 and TCP TLS 5061

11 permit tcp 192.168.1.0 0.0.0.255 any range 5060 5061

12 permit tcp any 192.168.1.0 0.0.0.255 range 5060 5061

13 permit udp 192.168.1.0 0.0.0.255 any eq 5060

14 permit udp any 192.168.1.0 0.0.0.255 eq 5060

I

20 remark Match RTP Port Range, IOS-XE and Remote Endpoints
21 permit udp 192.168.1.0 0.0.0.255 any range 8000 48198

22 permit udp any 192.168.1.0 0.0.0.255 range 8000 48198
!

o O

I Tie ACL with Cl ass Mp

class-map type inspect match-any TRUSTED-CLASS-OUT



match access-group name TRUSTED-ACL-OUT
!

I Tie Class Map with Policy and inspect

policy-map type inspect TRUSTED-POLICY-OUT
class type inspect TRUSTED-CLASS-OUT
inspect

class class-default

drop log
!

NIRRT I EAVARN, 9TAI VT, RUS—IX V7T

|

ip access-Tist extended TRUSTED-ACL-IN
1 remark SSH, NTP, DNS

permit tcp any any eq 22

3 permit udp any any eq 123

4 permit udp any any eq 53

|

N

10 remark Match SIP TCP/UDP 5060 and TCP TLS 5061

11 permit tcp 192.168.2.0 0.0.0.255 any range 5060 5061
12 permit tcp any 192.168.2.0 0.0.0.255 range 5060 5061
13 permit udp 192.168.2.0 0.0.0.255 any eq 5060

14 permit udp any 192.168.2.0 0.0.0.255 eq 5060

20 remark Match RTP Port Range, IOS-XE and Remote Endpoints
21 permit udp 192.168.2.0 0.0.0.255 any range 8000 48198
22 permit udp any 192.168.2.0 0.0.0.255 range 8000 48198
23 permit udp 192.168.3.0 0.0.0.31 any range 8000 48198
24 permit udp any 192.168.3.0 0.0.0.31 range 8000 48198

|
class-map type inspect match-any TRUSTED-CLASS-IN
match access-group name TRUSTED-ACL-IN
|
policy-map type inspect TRUSTED-POLICY-IN
class type inspect TRUSTED-CLASS-IN
inspect
class class-default

drop Tlog
!
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<#root>



! INSIDE <> SELF

zone-pair security IN-SELF source INSIDE destination self
service-policy type inspect TRUSTED-POLICY-IN
zone-pair security SELF-IN source self destination INSIDE

service-policy type inspect TRUSTED-POLICY-IN
!

I QUTSIDE <> SELF

zone-pair security OUT-SELF source OUTSIDE destination self
service-policy type inspect TRUSTED-POLICY-OUT
zone-pair security SELF-OUT source self destination OUTSIDE

service-policy type inspect TRUSTED-POLICY-OUT
|
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<#root>

I Assign Zones to interfaces

int gigl
zone-member security INSIDE
|

int gig3
zone-member security OUTSIDE
!
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show Y2 R
show zone-pair security
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<tfroot>
Router#

show zone-pair security

Zone-pair name IN-SELF 2
Source-Zone INSIDE Destination-Zone self
service-policy TRUSTED-POLICY-IN
Zone-pair name OUT-SELF 4
Source-Zone OUTSIDE Destination-Zone self
service-policy TRUSTED-POLICY-OUT
Zone-pair name SELF-IN 5
Source-Zone self Destination-Zone INSIDE
service-policy TRUSTED-POLICY-IN
Zone-pair name SELF-OUT 6
Source-Zone self Destination-Zone OUTSIDE
service-policy TRUSTED-POLICY-OUT

Router#

show zone-pair security source |NSIDE destination self

Zone-pair name IN-SELF 2
Source-Zone INSIDE Destination-Zone self
service-policy TRUSTED-POLICY-IN

show call active voice compact

« ZOONYREFE, CUBEOBRASUE—RMXTATEEERTLET>
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<tfroot>

Router#

show cal |l active voice com| i NA VRF
<callID> A/0 FAX T<sec> Codec type
467 ANS T2 g71lulaw VOIP
468 ORG T2 g71lulaw VOIP

show voip rtp connections

Peer Address
Psipp
P8675309

IP R:<ip>:<udp>
192.168.1.48:16384
192.168.3.59:16386

« COOXRVRE, VE—PEO—HNILOMBDXT 1 FELEIFERECUBENE RN SKRRL
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<#root>
Router#
show voip rtp con | i NA VRF

LocalIP
192.168.1.12
192.168.2.58

No. CallId
1 467
2 468

dstCallld
468
467

LocalRTP RmtRTP
8120 16384
8122 16386

show call active voice brief

RemoteIP
192.168.1.48
192.168.3.59

« Z (YN R7%&voice service voip TEXE & N /=media bulk-stats IN¥ > REHAEHLE S &
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<#root>
Router#

show cal | active voice br | i dur

dur 00:00:03 tx:107/24156 rx:109/24592 dscp:0 media:0 audio tos:0xB8 video tos:0x0
dur 00:00:03 tx:109/24592 rx:107/24156 dscp:0 media:0 audio tos:0xB8 video tos:0x0

show sip-ua connections tcp detail

« ZOOXY RIE, CUBERRHANDT VT 1 715SIP TCPEHDFMERRLET
« show sip-ua connections udp detail X show sip-ua connections tcp tls detail’x EN IV > R &
FEATSE, UDPSIPETCP-TLSSIPCREILFHMZRIRTEERT

<{froot>



Router#
show si p-ua connections tcp detai

Total active connections 12
[..truncated..]
Remote-Agent:192.168.3.52, Connections-Count:1

Remote-Port Conn-Id Conn-State WriteQ-Size Local-Address Tenant
5060 51 Established 0 192.168.2.58:51875 0
Remote-Agent:192.168.1.48, Connections-Count:1
Remote-Port Conn-Id Conn-State WriteQ-Size Local-Address Tenant
33821 50 Established 0 192.168.1.12:5060 0

[..truncated..]

show policy-firewall sessions platform ( X 2> O— R )

« COONYRIEF., ZBFWOEB RS I—I)LE2RRLET,
« RTPERTCPIZIE, SIPEY Y a>veEH77O0—NFHYWET,

s COENDEYSIVIDE., BTZBFWETFNY I IR EEIFERATEET,
« show policy-firewall sessions platform detailZFA I3 &, ESICEZLDF—RXERRTE

£9,

<tfroot>
Router#

show policy

-firewal | sessions platform

--show platform hardware qfp active feature firewall datapath scb any any any any any all any --

[s=session
Session ID:
+-Session
+-Session
Session ID:
Session ID:
Session ID:
+-Session
+-Session
+-Session
+-Session

i=imprecise channel c=control channel

0x000000A8 192.168.2.58
ID:0x000000AA 192.168.2.
ID:0x000000A9 192.168.3.
0x000000AC 192.168.3.59
0x000000AD 192.168.1.48
0x000000A6 192.168.1.48
ID:0x000000AE 192.168.1.
ID:0x000000AD 192.168.1.
ID:0x000000AB 192.168.1.
ID:0x000000A7 192.168.1.

d=data channel u=utd inspect A/D=appfw action allow/
51875 192.168.3.52 5060 proto 6 (-global-:0:-global-:0) (Ox16:sip) [
58 0 192.168.3.52 5060 proto 6 (-global-:0:-global-:0) (Ox16:sip) [
52 0 192.168.2.58 5060 proto 6 (-global-:0:-global-:0) (Ox16:sip) [
16386 192.168.2.58 8122 proto 17 (-global-:0:-global-:0) (0x2:udp) [
16384 192.168.1.12 8120 proto 17 (-global-:0:-global-:0) (0x3a:sip r
33821 192.168.1.12 5060 proto 6 (-global-:0:-global-:0) (0x16:sip)

48 16385 192.168.1.12 8121 proto 17 (-global-:0:-global-:0) (0x3a:si
48 16384 192.168.1.12 8120 proto 17 (-global-:0:-global-:0) (0x3a:si
48 0 192.168.1.12 5060 proto 6 (-global-:0:-global-:0) (0Ox16:sip)

12 0 192.168.1.48 5060 proto 6 (-global-:0:-global-:0) (0x16:sip)

show policy-map type inspect zone-pair sessions

« MY RIE, show policy-firewall sessions platform&BEDF—RXZRRLETH. T
NY TILBREY = RTFIVEVDTEHAIEENTVET,

Router# show policy-map type inspect zone-pair sessions | i Zone-pair|Session ID
Zone-pair: IN-SELF



Session ID 0x000000AD (192.168.
Session ID 0x000000A6 (192.168.
Session ID 0x000000A7 (192.168.
Session ID 0x000000AE (192.168.
Session ID 0x000000AB (192.168.
Zone-pair: OUT-SELF
Session ID 0x000000AC (192.168.3.59:16386)=>(192.168.2.58:8122) udp SIS_OPEN
Zone-pair: SELF-IN
Zone-pair: SELF-OUT
Session ID 0x000000A8 (192.168.2.58:51875)=>(192.168.3.52:5060) sip SIS_OPEN
Session ID O0x000000AA (192.168.2.58:0)=>(192.168.3.52:5060) sip SIS_PREGEN
Session ID 0x000000A9 (192.168.3.52:0)=>(192.168.2.58:5060) sip SIS_PREGEN

.48:16384)=>(192.168.1.12:8120) sip-RTP-data SIS_OPEN
.48:33821)=>(192.168.1.12:5060) sip SIS_OPEN
.12:0)=>(192.168.1.48:5060) sip SIS_PREGEN
.48:16385)=>(192.168.1.12:8121) sip-RTP-data SIS_PREGEN
.48:0)=>(192.168.1.12:5060) sip SIS_PREGEN
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interface Service-Engine0/4/0

zone-member security INSIDE
!
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