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9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop (Frames)

0 11 DOT1X Auth Yes 1000 1000 0 O

1 1 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICMP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 0 0 <-- Policer
Index O

7 16 Inter FED Traffic Yes 2000 2000 0 O
8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O
12 0 BROADCAST Yes 600 600 0 0 <-- Policer
Index O

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwarding Yes 1000 1000 0 O

15 8 Topology Control Yes 13000 16000 0 O
16 12 Proto Snooping Yes 2000 2000 0 O



17 6 DHCP Snooping Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O
19 10 RPF Failed Yes 250 250 0 O

20 15 MCAST END STATION Yes 2000 2000 0 O
<snip>
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9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop (Frames)
0 11 DOT1X Auth Yes 1000 1000 0 O

1 1 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICMP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 3063106173577 3925209161
<-- Dropped packets in queue

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 1082560387 3133323
<-- Dropped packets in queue

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwarding Yes 1000 1000 0 O

15 8 Topology Control Yes 13000 16000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snooping Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O

19 10 RPF Failed Yes 250 250 0 O

20 15 MCAST END STATION Yes 2000 2000 0 O

<snip>
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vian 10 IP: 10.10.10.15/24 Routar

10.10.10.1/24

L2 Switch _

I-l VLAN 10 i Trunk VLAN 10,20,30

Trunk VLAN 10,20,30 I'— —y I
IP: 10.10.10.100/24

Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1
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9300-Switch#debug ip icmp <-- enables ICMP debugs

ICMP packet debugging is on

9300-Switch#show logging | inc ICMP

*Sep 29 12:41:33.217: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:41:33.218: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:41:33.219: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:41:33.219: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:43:08.127: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:09.517: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:10.017: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1 <-- ICMP Redirect to use 10.10.10.1 as Gateway

*Sep 29 12:50:14.293: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:19.053: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:23.797: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:28.537: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:33.284: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1
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N ip.addr==10.10.10.100
Tirme Delta Source Destination Protocol | Length Time to live  ~ Asrival Time Port  iden ion Differenti Infa

2086 0.000000 0.000000 10.10.10.180 19.108.100. 180 TCP &4 255 Sep 29, 2021 99:24:49.200295000 EOT oS (2453 duco 44718 = 23 [SYN] Seq=0 Win=4128 Len=0 MS$5=536

207 0.000173 8200179 19.19.10.15 19.10. 10,100 ICHP 1 255,255 Sep 29, 2021 89:24:49.200474080 EOT (5 [5865_ @x@8,8_ Redirect (Redirect far netwark)
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v Internet Protocol Version 4, Src: 10.10.108.15, Dst: 10.10.10.100
@180 .... = Version: 4
«eaa 0101 = Header Length: 2@ bytes (5)
p Differentiated Services Field: @x@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 56
Identification: @x13c9 (5865)
» Flags: 0x@000
Time to live: 255
Protocol: ICMP (1)
Header checksum: @x7f75 [validation disabled]
[Header checksum status: Unverified]
Source: 19.108.18.15
Destination: 1@.19.10.10@
v Internet Control Message Protocol
Type: 5 (Redirect)
Code: @ (Redirect for network)
Checksum: @x2bec [correct]
[Checksum Status: Good]
Gateway address: 18.18.18.1
v Internet Protocol Version 4, Src: 19.10.10.108, Dst: 10.100.100.1080
0188 .... = Version: 4
«a:s 8101 = Header Length: 20 bytes (5)
p Differentiated Services Field: @xc® (DSCP: CS&, ECN: MNot-ECT)
Total Length: 44
Identification: @x5fdb (24539)
+ Flags: 0x@000
Time to live: 255
Protocol: TCP (6]
Header checksum: @xd7fa [validation disabled]
[Header checksum status: Unverified]
Source: 19.190.198.18@
Destination: 10.108.106.108
¢ Transmission Contrel Protocol, Src Port: 44718, Dst Port: 23
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no ip redirects CLIZERA L TICMPUR AL UV N EEMICT DT T,

9300-Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config) #interface vlan 10

9300-Switch(config-if)#no ip redirects <-- disable IP redirects
9300-Switch(config-if) #end



ICMPUR ALK A E—T I ATENICE>TVWBRLZRBELET,

9300-Switch#show ip interface vlan 10
Vlanl0 is up, line protocol is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.102
Outgoing Common access list is not set
Outgoing access list is not set

Inbound Common access list is not set
Inbound access list is BLOCK-TELNET

Proxy ARP is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent <-- redirects disabled
ICMP unreachables are never sent

ICMP mask replies are never sent

IP fast switching is enabled

IP Flow switching is disabled

IP CEF switching is enabled

IP CEF switching turbo vector

<snip>
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Catalyst 9300

Vlan 10 IP: 10.10.10.15/24
L2 Switch ) )

Trunk VILAN 10,20,30

Router
10.10.10.1/24

i-] VLAN 10 Trunk VLAN 10,20,30

1P:10.10.10.100/24
Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

9300-Switch#show running-config interface vlan 10
Building Configuration..

Current Configuration : 491 bytes

1

interface VlanlO

ip address 10.10.10.15 255.255.255.0

no ip proxy-arp

ip access-group BLOCK-TELNET in <-- inbound ACL
end

9300-Switch#


https://www.cisco.com/c/ja_jp/support/docs/ip/routing-information-protocol-rip/13714-43.html
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9300-Switch#show ip access-list BLOCK-TELNET

Extended IP access list BLOCK-TELNET

10 deny tcp any any eq telnet <-- block telnet
20 permit ip any any

9300-Switch#

ARYRNDD =T ARRDESY)TT,
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9300-Switch#debug ip icmp <-- enables ICMP debugs

ICMP packet debugging is on

9300-Switch#show logging | include ICMP

<snip>

*Sep 29 14:01:29.041: ICMP: dst (10.100.100.100) administratively prohibited unreachable sent to
10.10.10.100 <-- packet blocked and ICMP message sent to client
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0015825 10.10.00.000  10.100. 10100 TCP &4 155 W !’; 921 10: 8129041105080 EOT BxSlea (2122 Gack 28767 - 23 [SYN] Seqe0 Win=41Z8 Len=@ MSS=536
0.000151 10.10.18.1%  19.10.10. 183 1EHP 55,255 Sep 29, 221 10:01:29.041388838 L[0T Wx1888 (6280 0x08,8 Destination unreschable [Communication sdainistratively filte

106 0. 015805
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» Internet Protocol Version 4, Src: 18.108.18.15, Dst: 16.10.10.1080
¥ Internet Control Message Frotocol

Type: 3 (Destination unreachable)

Checksum: @xT3f6 [correct]

[Checksum Status: Good]

Unused: Q90000008

v Internet Protocol Version 4, Src: 10.10.10.100, Dst: 10.100.100.1080

2108 .... = Version: 4
«v.. 8101 = Header Length: 20 bytes (5)

¢ Differentiated Services Field: @xc® (DSCP: CS&6, ECN: Mot-ECT)
Total Length: 44
Identification: @x52ea (21226)

» Flags: @x@000
Time to live: 255
Protocol: TCP (6)
Header checksum: @xedeb [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.18.1880
Destination: 10.108.100.100

» Transmission Control Protocol, Src Port: 28767, Dst Port: 23
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9300-Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config) #interface vlan 10

9300-Switch(config-if) #no ip unreachables <-- disable IP unreachables

AVB—TIAATEPCBZ>TVR L ZHEFELET,

9300-Switch#show ip interface vlan 10

Vlanl0 is up, line protocol is up

Internet address is 10.10.10.15/24

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.102
Outgoing Common access list is not set
Outgoing access list is not set

Inbound Common access list is not set

Inbound access list is BLOCK-TELNET

Proxy ARP is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent

ICMP unreachables are never sent <-- IP unreachables disabled
ICMP mask replies are never sent



IP fast switching is enabled
IP Flow switching is disabled
IP CEF switching is enabled
IP CEF switching turbo vector
<snip>
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Catalyst 9300

Vlan 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

l—‘ vian 10/ Trunk WLAN 10,20,30 Trunk VLAN 10,20,30 = -
IP: 10.10.10.100/24
Gateway: 10.10.10.15 ip route 0,0.0.0 0.0.0.0 10.10.10.1
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TAVTEN, TTLMMTIOESENET,

BIL—BBEZONTY hEeZEL. Ll—TFTA2IT7—TILEFIVYILT, KTVARNKYTH
10.10.10.15THBDEXY RNT—IADI)I—hZ2RDOFXTF, TTLZ1ESL. NTY h%Z
9300ICRL&E T,

4. Catalyst 9300l /N7y hZZEL. 10.10.101CBIL—FT1>JL, TTLZ1F2RSLET,
COZ7OtAG, IPTTLAEOCET R ETHRIEENET,

Catalystid. IPTTL=10/N7 Y NEZETDE, TDO/NT Y NECPUIZ/S> KL, ICMP TTL-
Exceeded XY E—2&4EKLET,

ICMP/NT Y R B A 7 11T, O— REF0 (EERICTTILAHRYIN ) TF. CONTY RERAT
&, CLIOY Y RTIREMICTEELA

CDZFUATIE, DHCPRZ 74 v JICHTABBARELE T, chlE, L—7LTLBN
TYRNE, BEENEAVE—TIAALAULA 2 R—T IAAZEHENBZVWE®O, ICMPUA
ALO2a>nEBEZHREHTT,

1A SREENB/NTY REICMPUR AL IS 3V ORKREBWET, COVFUATR,



DHCPKhZ 7 1 ¥ VZBROADCASTF 1 —A SHHEICHEGT D ARBUEAN B XRT, COZFUF
., USALIORNFI—CNVRENENTY OB ZVIESH, REORKTRESICESLKY)
£9,

CCTlk, 192.168.10.0/24% Y R =229 5 1000E DpingZE R{TL., pingED XA LT
NZ0MELTCoPPROY 7ZRLET, 93000 CoPPHEERIE YV U T &, pinghiEEEsh
BHNCONA NTEEENET,

9300-Switch#clear platform hardware fed switch active gos statistics internal cpu policer
<-- clear CoPP stats

9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer i
Redirect |Drop <-- verify 0 drops

QId PlcIdx Queue Name Enabled Rate Rate Drop (Bytes) Drop (Frames)

6 0 ICMP Redirect Yes 600 600 0 0 <-- bytes dropped 0
<snip>

A—HRVE—RKXYRNT—=JLERZ T4V IZEELET,

User#ping 192.168.10.10 timeout 0 rep 1000 <-- User sends 1000 pings
Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 192.168.10.10, timeout is 0 seconds:

Success rate is 0 percent (0/1000)
ICMPFINY JZlE, W—TFT A2 TIN—THFRERADIVRZAL IV NBELVCTTLEBEsyslogh"RRE
9,

9300-Switch#debug ip icmp

ICMP packet deubgging is on

*Sep 29 16:33:22.676: ICMP: redirect sent to 10.10.10.100 for dest 192.168.10.10, use gw
10.10.10.1 <-- redirect sent

*Sep 29 16:33:22.678: ICMP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0 <-- TTL exceeded observed

*Sep 29 16:33:22.678: ICMP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0

*Sep 29 16:33:22.678: ICMP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0

<snip>

AR KAREZAREAHD O, ICMPTNAY J2EMIcTsEIC. O>Y—)ILOF> T
ERMAREZRI T 2B TR ZHBHLET,

CoPPROY 7k, UAAL O3 OEHIZCPUICNY RENERNRS T4V ONENBERTR



HLET, ChRBRE-—DITATURIRULTETTHRIEITERLTLSEEZL,

9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop (Frames)
11 DOT1X Auth Yes 1000 1000 0 O
1 L2 Control Yes 2000 2000 0 O
14 Forus traffic Yes 4000 4000 0 O
0 ICMP GEN Yes 600 600 0 O
2 Routing Control Yes 5400 5400 0 O
14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 15407990 126295 <=-=
drops in redirect queue
7 16 Inter FED Traffic Yes 2000 2000 0 O
8 4 L2 LVX Cont Pack Yes 1000 1000 0 O
<snip>

BRTTE

A Ul W N O

COZFTIFOBREE, FIAF1EBEKRIC, ICMPURALIOKNEEBWCTEDZETT, I—
TAVIN—TEBMETITY . NTYRFVEALIZIaVRACNY RENBD 20, BENEL
LEY,

ICMPOTTLEB/NT Y NE, TTLAMMDBEIZEN RENETTH, ChsONTY NEELKD
CoPPRUY—A 2 Fv O XA%EFEAL. BROADCASTEF1—&EHBLEZW=®, DHCPRS 7
1Y IICEEFELERA,

no ip redirects CLIZERA L TICMPUR AL UV N ZEMICITBEFTT,

9300-Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config) #interface vlan 10

9300-Switch(config-if)#no ip redirects <-- disable IP redirects
9300-Switch(config-if) #end
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/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/ja_jp/support/index.html
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