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6509sup720#show runni ng-confi g Building configuration..
Current configuration : 7524 bytes ! version 12.2
service tinmestanps debug datetine service tinmestanps |og
datetime nsec localtine service password-encryption
service counters max age 10 ! hostnanme 6509sup720 ! boot
syst em sup-boot fl ash: s72033- psv-ne. 122-18. SXD6. bi n

luser nane naui - nas-05 password cisco ! no i p domain-
lookup ! noms flowip no ms flowipv6 spanning-tree
nmode pvst ! redundancy node sso main-cpu ! ! interface
Fast Ethernet4/4 ip address 172.16.10.64 255.255.255.0 ip
nat outside !--- Defines interface FastEthernet 4/4 with
an | P address and as a !--- NAT outside interface. !
interface Vlan2 ip address 10.10.10.1 255.255.255.0 ip
nat inside !--- Defines interface VLAN 2 with an IP
address and as a NAT inside !--- interface. ! interface
VI an3 ip address 10.10.20.1 255.255.255.0 ip nat inside
l--- Defines interface VLAN 3 with an | P address and as
a NAT inside !'--- interface. ! ip nat inside source |ist
100 interface FastEthernet 4/4 overload !--- Specifies
the translation for inside workstations and !--- servers
to access the outside world. ip nat inside source static
tcp 10.10.10.2 25 interface FastEthernet 4/4 2525 !---
Specifies the static nmapping for the outside email

clients !--- to access the inside email server. !---
Refer to ip nat inside source for nore details !--- on
the command. ! ! ip classless no ip http server ! I---

ACL 100 pernmits only the desired traffic for

transl ation. access-list 100 pernmit ip 10.10.10.0

0.0.0. 255 any access-list 100 permt ip 10.10.20.0
0.0.0.255 any ! line con O transport input none line vty
04! end
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I--- Configure VLAN 2, VLAN 3 and VLAN 4 on the
Supervisor. !--- Add VLAN 2. Catal yst6500> (enable) set
vlan 2 VLAN 2 configuration successful !--- Add VLAN 3.
Cat al yst 6500> (enable) set vlan 3 VLAN 3 configuration
successful !--- Add VLAN 4. Catal yst 6500> (enable) set
vlan 4 VLAN 4 configuration successful !--- Assign port
fad4/4 to VLAN 4. Catal yst6500> (enable) set vlian 4 4/4
VLAN 4 nodified. VLAN 1 nodified. VLAN Mdd/Ports ---- --
--------------------- 4 4/ 4 Catal yst 6500> (enabl e)

MSFC (JL—h 7O0®Y Y ) CBHFAINLTUY R E—
RERE T D Catalyst 6500

MSFCishow runni ng-config Buil ding configuration..
Current configuration : 1024 bytes ! version 12.1 no
service pad service tinmestanps debug uptine service
timestanps | og uptine no service password-encryption !
host nane Router ! boot system flash bootfl ash: cénsfc2-

j k203sv-ne. 121-26.E1.bin ! ip subnet-zero ! ! ! ip ssh
time-out 120 ip ssh authentication-retries 3 redundancy
hi gh-availability single-router-mode ! I | | | interface

VI an2 ip address 10.10.10.1 255.255.255.0 ip nat inside
l--- Defines interface VLAN 2 with an | P address and as
a NAT inside !--- interface. ! interface VIan3 ip
address 10.10.20.1 255.255.255.0 ip nat inside !---
Defines interface VLAN 3 with an |IP address and as a NAT
inside !--- interface. ! interface Vlan4 ip address
172.16. 10. 64 255.255.255.0 ip nat outside !--- Defines
interface VLAN 4 with an | P address and as a NAT outside
l--- interface. ! ip nat inside source list 100
interface Vlan4 overload !--- Specifies the translation
for inside workstations and !--- servers to access the
outside world. ip nat inside source static tcp
10.10.10.2 25 interface Vlan4 2525 !--- Specifies the
static mapping for the outside enmil clients I--- to
access the inside email server. ip classless no ip http
server ! access-list 100 permt ip 10.10.10.0 0.0.0.255
any access-list 100 permt ip 10.10.20.0 0.0.0.255 any
I--- ACL 100 pernits only the desired traffic for
translation. ! ! line con O line vty O 4 no login ! !
end
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Output Interpreter Tool (OIT ) (BEHRI—HEH ) TRHEFED show AN RFFR—KENT

WET, OITZFEAL T, show AN RHHIDBEMERIITEEXT,

. show ip nat translations : 727 4 77 NAT Z#1%2 RRU £ T, catek#tshow i p nat

transl ations Pro Inside global Inside |local Qutside |ocal Qutside global tcp
172. 16. 10. 64: 2525 10. 10.10.2: 25 --- ---

- show ip access-list : IXNTODRED IP T IELA VANDODARZERTRILUET, catk#show i p

access-lists Extended IP access list 100 permt ip 10.10.10.0 0.0.0.255 any (32 natches)
pernmit ip 10.10.20.0 0.0.0.255 any (22 matches) deny ip any any

. show ip nat statistics : NAT O ERERRLE T,
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Output Interpreter Tool ( OIT ) ( BBI—HER ) Tk, BE®D show IIY > RAHR—KEh
TVWET, OITZFEAL T, show AN RE I DB ZERRTEE T,

¥:debug AN REMFEATSHEIC., Tdebug ANV ROEEREF, 25BL TSV,

- debugip nat : IP NAT #BEIC K > TEBRENLE IPNT Y NOBEHRZERRLFE T, cat 6k#debug
ip nat | P NAT debugging is on Cat6k# *Mar 1 01:40:47.692 CET: NAT: s=10.10. 10. 2-
>172.16.10.4, d=172.16.150.2 [80] *Mar 1 01:40:47.720 CET: NAT*: s=172.16. 150. 2,
d=172. 16. 10. 4->10.10.10.2 [80] *Mar 1 01:40:47.720 CET: NAT*: s=10.10.20.2->172.16.10. 4,
d=172.16. 150.2 [81] *Mar 1 01:40:47.748 CET: NAT*: s=172.16.150.2, d=172.16.10.4->10.10.20.2
[81] *Mar 1 01:40:47.748 CET: NAT*: s=10.10.10.2->172.16.10.4, d=172.16.150.2 [82] *Mar 1
01:40:47.784 CET: NAT*: s=172.16.150.2, d=172.16.10.4->10.10.10.2 [82] *Mar 1 01:40:47.784
CET: NAT*: s=10.10.20.2->172.16.10.4, d=172.16.150.2 [83] *Mar 1 01:40:47.836 CET: NAT*:
s=172.16.150. 2, d=172.16.10. 4->10.10.20.2 [83] *Mar 1 01:40:47.836 CET: NAT*: s=10.10. 10. 2-
>172.16.10.4, d=172.16.150.2 [84] *Mar 1 01:40:47.884 CET: NAT*: s=172.16. 150. 2,
d=172. 16. 10. 4- >10. 10. 10. 2 [ 84]

. clear ip nat translation ? : BT —7 A SHAAFIV Y XY NT—0 7 RL AZH#H
(NAT)IC KD EHBZHIBRL T,

BeEIN R

cipnat: 1 VB —T7 IAATHEZEFEENBIRNTTAVINNATRRTHBDEEZBELET
- ip nat inside destination : Inside 38567 KL A® NAT 24 X—7I)LICLFE T,

- ip nat inside source : Inside IAfETT 7 RL AD NAT 24/ X—7I)LICLET,

- ip nat outside source : Outside EETL7 RLAD NAT 24 X—7)IZLET,
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