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Cat 3750#show port-security interface fastEthernet 1/0/2
Port Security : Disabled Port Status : Secure-down
Violation Mode : Shutdown Aging Time : O mins Aging Type
. Absol ute SecureStatic Address Aging : Disabled Maxi mum
MAC Addresses : 1 Total MAC Addresses : 0 Configured MAC
Addresses : 0 Sticky MAC Addresses : 0 Last Source
Address: Vlan : 0000. 0000. 0000: 0 Security Violation Count
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0 !--- Default port security configuration on the
switch. Cat3750#conf t Enter configuration conmands, one
per line. End with CNTL/Z. Cat3750(config)#i nterface
fastEt hernet 1/0/2 Cat3750(config-if)#switchport port-
security Command rejected: FastEthernetl/0/2 is a

dynamic port. !--- Port security can only be configured
on static access ports or trunk ports. Cat3750(config-

i f)#switchport node access !--- Sets the interface
switchport node as access. Cat3750(config-if)#sw tchport
port-security !--- Enables port security on the
interface. Cat3750(config-if)#swi tchport port-security
mac- address 0011. 858D. 9AF9 !--- Sets the secure MAC
address for the interface. Cat3750(config-if)#sw tchport
port-security violation shutdown !--- Sets the violation

node to shutdown. This is the default node. Cat3750# !--
- Connected a different PC (PC 4) to the FastEt hernet
1/0/2 port !--- to verify the port security feature.

00: 22: 51: %M 4- ERR_DI SABLE: psecure-viol ation error
detected on Fal/0/2, putting Fal/0/2 in err-disable
state 00: 22: 51: 9%PORT_SECURI TY- 2- PSECURE_VI OLATI ON:
Security violation occurred, caused by MAC address

0011. 8565. 4B75 on port FastEthernet1/0/2. 00:22:52:

%1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface

Fast Et hernet 1/ 0/ 2, changed state to down 00: 22: 53:

% 1 NK- 3- UPDOMN: I nterface FastEthernet1/0/2, changed
state to down !--- Interface shuts down when a security
violation is detected. Cat3750#show interfaces

fast Ethernet 1/0/2 FastEthernet1/0/2 is down, I|ine
protocol is down (err-disabled) !--- Qutput Suppressed.
I--- The port is shown error-disabled. This verifies the
configuration. !--- Note: Wen a secure port is in the
error-disabled state, !--- you can bring it out of this
state by entering !--- the errdisable recovery cause
psecure-viol ati on gl obal configuration comand, !--- or
you can nanually re-enable it by entering the !---

shut down and no shutdown interface configuration
conmands. Cat 3750#show port-security interface
fastEthernet 1/0/2 Port Security : Enabled Port Status :
Secur e- shutdown Vi ol ati on Mbde : Shutdown Aging Time : O
m ns Agi ng Type : Absolute SecureStatic Address Aging :
Di sabl ed Maxi mum MAC Addresses : 1 Total MAC Addresses :
1 Configured MAC Addresses : 1 Sticky MAC Addresses : O
Last Source Address:Vlan : 0011.8565.4B75: 1 Security
Violation Count : 1
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caused by MAC address 001b. 77ee. eeee on port G gabitEt hernet1/0/18.
PSECURE: Assert failure: psecure_sb->info.numaddrs <= psecure_sb->max_addrs:
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I--- Enabl es DHCP snooping on the sw tch.

Cat 3750( confi g)#i p dhcp snooping vlian 1 !--- DHCP
snooping is not active until DHCP snooping is enabled on
a VLAN. Cat3750(config)#no ip dhcp snooping information
option !--- Disable the insertion and renoval of the
option-82 field, if the I--- DHCP clients and the DHCP
server reside on the sanme | P network or subnet.

Cat 3750(config)#i nterface fastEthernet 1/0/3

Cat 3750(config-if)#i p dhcp snhooping trust !---
Configures the interface connected to the DHCP server as
trusted. Cat3750#show i p dhcp snooping Switch DHCP
snooping is enabl ed DHCP snooping is configured on
following VLANs: 1 Insertion of option 82 is disabled
Option 82 on untrusted port is not allowed Verification
of hwaddr field is enabled Interface Trusted Rate linit
(PPS) =mmmmmmmmmmmmmmmiion memm oo
FastEthernet1/0/3 yes unlimted !--- Displays the DHCP
snhoopi ng configuration for the switch. Cat3750#show ip
dhcp snoopi ng bi ndi ng MacAddr ess | pAddress Lease(sec)
Type VLAN Interface ---------ommmmmmon mmmmai oo -
00: 11: 85: A5: 7B: F5 10. 0. 0.2 86391 dhcp-snooping 1

Fast Et heret 1/0/1 00: 11: 85: 8D: 9A: F9 10. 0. 0. 3 86313 dhcp-
snhooping 1 FastEtheret1/0/2 Total nunmber of bindings: 2
I--- Displays the DHCP snoopi ng binding entries for the
switch. Cat3750# !--- DHCP server(s) connected to the
untrusted port will not be able !--- to assign IP
addresses to the clients.
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HAALFIVIARPAVARYIZIAVE, RYRT—TJHDOARP NT Y hERKRIATHDEF1UT
1HETT. BUBZIPAS MACANDT RLANA T4 T %D ARP Ny bk, O
TRtk BFrVERELET., COMER. SP2EOPFERELSKY NIV ZREBELET,

AAFZEVIARPAVARID IAVIZEKY, BWE ARPERBRLVPREOANF VL —End &L
SIKBYET, AMYFRIXOEBEEZEEITLET,

CEETEBRVR—NEOTRTO ARP ERB LV REEHIRT S
O—A)NARP ¥ VY 1%2FEHITHEI. TE/NTY NEBYIBEEICEETDENIC., HIE
éﬂf:lﬂ‘f)ﬂ)%/\”f‘y KA, B IPAS MACADT RLANA T4 T0%F>TW
%»‘ EEERT
|7 ARP /\’r‘y NEBEETD
5(41'\‘17 ARP £ AR a ik, EEHTEDTF—ENXR—ADZEV DHCP A X— I:/'7 JAY
AT ADT F=ER=—AICEKMENTVDREMNEIPAS MACADT RLANA T4
CEIVWT, ARPNTY hOBXMMEEZHBILET, DHCP AX—E>J A VLAN 334:0‘7\4 v
FETHMICED>TVBREE, COTF—EZR—AE DHCP AX—EVJICR)BEELET,
EHETEDIARA—TIMAALTARP NI Y RAZEENEBTE, AMVYFRFIVIETS
CEBLSEFONTYRNZEHEELES, EEHTEBRVWSA U Z—T IS ALTE., R41YFRENTY
RABMTHZDBEICORNTY NEEGELET,

EDHCPRETIK, F4FTIVIARPA VAR AV, AZTAVIICHREENLEIPTR
LAZFDIDRANDI—HYREARPACLICBSLEDEBTARP /NI Y NEZRIETDENTE
£9, arpaccess-ist JO—/NILBEREOIN RZHITITDE, ARPACLZEETEEXT, ARP
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ACL I&, DHCP AX—EVI NA VT4 20T F—ER—ANAOIV NIKRVEBEEIET,

AAYFHN ACL ZFEATDDIE. I1—HAH ip arp inspection filter vian O —/VILEREIX > R

ZRITUTACLEZRETIHEANHKTT, AMYFREET, ARP/NT Y & 1—HERE ARP

ACLEBELET, ARPACL TARP NI Y RHHEBRENBE, DHCP AX—E>JICKY A
HENBTF—BER—ARNICERNBNA DV FA VTN BFETRIHEETH>TE, RAC1YTFRETON
TYNZEEBLET,

HA+299 ARP AV ARI S IV DREFEOHA KSAVIEOVWTH, TALFIv Y
ARP £ Y ANRO Y AVBEDAL KTy #BRLTLLEE W,

VLAN BN TRAFZIY I ARP AV ARD AV ERBIICTBIZIE. ip arp inspection vian 'O
—NILEREIAN > RZRITLET., XOHITIE. ip arpinspection trust AN RZFEAL T,
DHCP H—NICEHRENLET7—ARN—HBRYN A R—TITALA A 103 DHNEETEDE
NDELTREENATVET, F4FIVIICEINHTESND IPTRLAZFDARP NTY h%&
HFAITBICIE, DHCP AX—EV IV ZBMCTHIHENHVYET, DHCP AX—EJDREI
BLTR, CORFIXRND "DHCP AX—ET , Ot o2a>vzEzsRBLTLEEV,

LTIV ARPAARDS I Y
Cat 3750#conf t Enter configuration commands, one per
line. End with CNTL/Z. Cat3750(config)#i p arp inspection
vian 1 !--- Enabl es dynanmic ARP inspection on the VLAN
Cat 3750( confi g)#i nterface fastEthernet 1/0/3
Cat 3750(config-if)#ip arp inspection trust !---
Configures the interface connected to the DHCP server as
trusted. Cat3750#show ip arp inspection vlan 1 Source
Mac Validation : Disabled Destination Mac Validation :
Di sabl ed | P Address Validation : Disabled VWl an
Configuration Operation ACL Match Static ACL ---- ------
----------------------------------- 1 Enabl ed Active
VI an ACL Logging DHCP Logging ---- ----------- ---------
- 1 Deny Deny !--- Verifies the dynam c ARP inspection
configuration. Cat3750#

EMICOVWTE., TAAFSY I ARPAVARI I AVDERE ZSRBLTLSEEV,

IPY—AX A—K

PY—AH—RE, FN—FTYRLAV2A2E—TI(ALDIPRZ T 1Y T%HHRTDL
., DHCP AX—EYI NA T4 2T F—ER—R&, FERTREENLIPY—ANADT
AVTICETVWTRNT T4V 0T AINRI TS EFIVTAHETT, IPY—AH—R
ZERTRE, RARMZRAN—DIPTRLAZERLRIRSELEEEILRETDIRNTTAYV D
WEEMLETEERT, PY—AH—REIPIMAC AT =7 12T %#BHELET,

EETERVA R —TIAALETDHCP AX—EVINFEMCBE2>TVREHEE, IPY—AH

—REEMCTRDENTEET, HDMVEXZ—TIAALETIPY—AH—RFIFEMIZEhE
#lF. DHCP AX—E>HICKHFTENSB DHCP /NT Y NEBRE, ZOAX—TIAALT
ZEENDIXNTOIP N TAYVIRAAYFICEKYTOVYIENET, TOARX—TIA

AlC@R—NACLABERAENET, R—NACLE. IPY—ANAF12T9 TF—TIRICH
BDREETIPTFRLAZEDIPRS 74V OFEFEHFTL, TOMINTORNS T 1Y U EER
LEY,

IPY—ANATF142T F—T)IICE, DHCP AX—E T IC&)EBENIENA T4
FERFEHTRECNENATFA VT (ARTAVYIIPY—=ANAOTA4T ) FHYF
To COT—7ILOIRNIICIEK, PP7RLA, ThICEERITSNE MACTRLA, 8K
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ZhICBEER TSN VAN BSAEENET, A YFHPY—RANAVFA2T F=T)
EEATIOR. IPY—R H—KAEHTHIBADE T,

IPY—RXAH—ROEBETE., RETIPTZRLATZAINLRIT, FEERETIPHKXV MAC
FRLAZ7ANZIVT=ERATEE T, COFA7avEFEALTIPY—A H—RFEMIC
BO2TVWBE, IPRSTAVIRREERIPFTRLAICEIVWTZAINEZITENET, ARA
YFHNIPRNZTAVOREETDIDEK, RETIPT7RLAN, DHCP AX—ETI N1 T4
DU F=ER=AADODI KN, EEEIPY—ANATFA T T=TILAONA T4
IC—HTBHBETT. CcOATa>VEFEALTIPY—AA—RFEHICE>TVDE, IP
STAVIRRETDIPTFRLAEMAC T RLAICETVTZAINRUTENET, RAY
FHARNT T4V IREETDDE, RETDIPT7RLAE MACTZRLADN, IPY—ANA>
FAT T=TILAOIRNIIL—BTRHBENDHKTT,

EIPY—AH—RBELATV2R-PETOLPR—RENET, ChICBETI7EAR—FER
ZOU R—RHIEBENET,

IPY—RAA—ROBEFEDHA RZAIZOVWTR, FIPY—RAH—RFBEDHARF A
1 ZZRLTLKEE,

ROBITE, BETIP 74IILRV T RFERHLEIPY—X H— KA, ip verify source X > R
ZEALT, 77—ARN—BRXYRNNON AV E—T IAALTHREEATVET, RETIP
TZANR) T #ERATDIPY—AH— RN VLAN ETEMTHRBE. 1V EX—TIA AN
BI357OU1AVLAN ETDHCP AX—EV T Z2BMI_TEIMBEN HYET, AMIYFEDIP
V—A H—ROFBREEMERTSIZIE, show ip verify source AN RZRITLET,

IPY—AHA—R
Cat 3750#conf t Enter configuration commands, one per
line. End with CNTL/Z. Cat3750(config)#i p dhcp snoopi ng

Cat 3750(confi g)#i p dhcp snooping vian 1 !--- See the
DHCP Snoopi ng section of this docunment for !--- DHCP

snoopi ng configuration information.

Cat 3750( confi g)#i nterface fastEthernet 1/0/1

Cat 3750(config-if)#ip verify source !--- Enables IP
source guard with source IP filtering. Cat3750#show ip
verify source Interface Filter-type Filter-node |P-
address Mac-address Vlan --------- ---------- oo

--------------------------------------- Fal/0/1 ip
active 10.0.0.2 1 !--- For VLAN 1, |IP source guard with
I P address filtering is configured !--- on the interface

and a binding exists on the interface. Cat3750#

FHE., TIPY—RAA—RIEDOVTy 2FRBLTLSEEL,

i

BE, COREICHEATEIEIFIEEHYEEA,
hNSTNaA-—F42T

RBEQELD, CORELHEIDBEONZ I 1—FT12IBHREHIELRA,

B H 1§
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