WebL E157—23> A7 (WBRS)S KLV
Webo I > ICBET5HFAQ

&

WebLE17—23a > AOF7(WBRS)E KUWebn EIT T ICEETSHFAQ

WeblL E1F7F—=>3 AT ERATT A,

WebZ FE & &

F7OotvAOJTLEAT—a AT 2B 202 H%E
LA—RNTLE1IT—3 A7 %2R D20025 5%
WebR—ZADLEITFT— a3 RAOAFPWBRS)OEH OV IFECTHIETEETH.
Web-Based Reputation Score(WBRS)7 Y 7’F—h Y —NICEHETEZHN ESH EER TS ICE
ESThEELVTTH,

WebATAVDIL —LERBHTDZICEESThIEEIWVWTTH,
WebLE1T—3 2 RAT7 QI L —LZRHITZICEESThELWVWTTH,
IL—LPRBENELED. CiscoWebtFI1VFT AT TS5 AT > A(WSAE £ I&Cisco
TALOSTAROATFFLERGATAVFEHEATVERA,

Cisco TALOSE B ER D RN RTE NBCiscoWebtF 1 VT AT TSAT 2 AWSA), Ch
ZIEET R HE

WebL E1F7F—=>3 2 RAATFRBEDLS ICHEZAETH,

gLE1T—>3 AFTdY (R, ¥, 8) ORAOT7EHEHEFENLSSVTITH,
WeblL E1F—> 3 EHETOBEET I I

TOEAR)S —

E5{tR)S —

JARATF—REFIAVT AR —

XD EDOWebH 14 b DERK

XPEOURLZET OV IITBDHE

T—IR—ANEFHENDHEE

URLZHRDA MYRNT SV OVRAMEETDHE

Web(WBRS)WebFAQ

CDFRETI, CiscoWebtF1UTATTSAT2AWSA)ZFEAL zWebL E21T7—> 3
217 (WBRS)® & U EMEE IC BT BFAQI DLW THAAL £ 7,

WebLE1F7—23 2 A7 EBMATT D,

WebLE1F—33> 74 R1E,. WebR—ADLE 17— 3> A7 (WBRS)ZURLIZE)
LT, URIR—ADIIILIITHEENTVD TR EUMLET, WebtF1UF 17754
FUAR, WebLE1F—2a A7 EEALT, JILIITHREFrRKETHHICRELTH
IELET, WebLE1IF—>23a> 7140 RE. PTUOEA, 5. 8RO ADAF—ZEF1 )
FARVI—EEEICERATEET,

WebZ & &



A=Y fNWebH 1 KE, Shs5OWebt (4 hOBEEBNICEI<ATIVUTHY ., 7’0
FIOOEBENBELCT IV ELATERRSIZ, IXTOWebH 4 NURLZERIERE Nz 7
JICEMULELE, ERBFHOATIVDIDICEL TV VWwebY 1 MME, RO EOWebH 1 ~
EFRFhET., Chik, FLVwebT A MOER®, ATTVERETREOOTHBT—R/K
Z74YVODAENRRTHBAEMEI HYET, TLTHEAZEILZORABIYXRT

FovAOJTeLEATF—3 A7 2R 2G5 5%E

CiscoWebtEF 1T AT TTAT > AWSA)ZBL TITDITNTOERIZIE, WebR—RADL
E17—23 > A7 WBRS)AOAZEURLATIUNRNLETVRIREN HYET, 7Ot
AOVZFERALTRRTBDHFEDIDE, XOFITT, WebXK—ADLE1IF—23 AT
(WBRS)A7&(-1.4), URLATIVRERODEBY TY, AVEI—REAVR—FY K,

1563214694.833 117 18.152.21.199 TCP_MISS/382 1116 GET http:/ fexample.com - DIRECT/example c-:ll1 text/html
I:IEH.LIL\' CiSE 12-DefaultGroy ;r DHau'LtLroup-ﬂ(HE-NmE—NmE I:Ifraultlirﬂ-un-ND\‘iE <IW c:l-'ln = -l- 'ii -y M=t

=, IW_comp, =, =", "=" . "Unknown" , "Unknown" " =" B.31,08, =, "Unknowr

WEBRS Score: -1.4

Category: IW_Comp -> Computer and Internet
FORO)—=223Y NOTFANSR,

1563214694.033 117 xx.xx.xx.xx TCP_MISS/302 1116 GET https://example.com - DIRECT/exampIe com text/html
DEFAULT_CASE_12-DefaultGroup- DefauItGroup -NONE-NONE-NONE- DefauItGroup -NONE ,0,"-",0,0,0,-,"=", -, -, -, "~
v, =,=,"=","=", -, -, IW_comp, -, "-","-", "Unknown", "Unknown" " ,76.31,0, -, "Unknown","-",-,"-", -

w_m o ow_nm "
’ ’ ’ ’ ’ ’ >

p:

ToEAQVR, AN RTAAVE—TIAACL)NPSEKTRTEDH, EBAIVR
— 7 I 4 AIPTFile Transfer Protocol(FTP) A X ZFEAL TEHEL TH IV O—RTESR
FT(AVR—T IAATFTIPAEBICE > TVWBR EZBRBLTLSEEZWL ),

ATIAVOEREOTEB AR
. https://www.cisco.com/c/en/us/td/docs/security/wsa/wsal1-
7/user _guide/b WSA UserGuide 11 7/b WSA UserGuide 11 7 chapter 01001.html#c
on_ 1208638

LAR—RNTLELIF—>a3a> AP ERD DA%

1. [Cisco Web Security Appliance (WSA) GUI] -> [Reporting] -> [Web Tracking]
2.

3.11



https://www.cisco.com/c/ja_jp/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
https://www.cisco.com/c/ja_jp/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638
https://www.cisco.com/c/ja_jp/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html#con_1208638

Printable Download
Generated: 15 Jul 2019 22:46 [(GMT +04:00)

Displaying 1 - 1 of 1 items.

Tirme (GMT +04:00) Website w(count) Hide All Details... Disposition Bandwidth User / Oient IP
15 Jul 2019 22:28:31 hittp:/f detectportal. firefox. com,/ suctess, txt Allow 7558 10.152.21.199
Lextfpladn
I Infrastruchure and Contant Delivery Ne'l.wdrks-l
95.101.0.43 »

Agoess Policy: 'Dclaul'.ﬁroup'.lwaﬂs 1 SI AMP File
Verdict: . J

Displaying 1 - 1 of 1 items.

Columns..

URL Category: Infrastructure and Content Delivery Networks

WBRS Score: 1.5

WebR—ADLE1F—3a2AOF(WBRS)OEFOT G E
THRTEXRTH,

Web-Based Reputation Score(WBRS)E# 0% [Fupdater_logsic® W ET., chsnOJ &, File
Transfer Protocol(FTP)AJ A4 > 2R L TEBA VX —T7 IAAICHA I O—RTEXT, L
AN RZA2A2E—TITAACLY)ZEALET,

—SFIINEFEALTAOTZRTIBICEK. ROFIRICHWVET,

1. 83— F ) ZREXT,

2. N> Rtailg AZLE T,

3.OVESZERLEYT (N—2a2EBREATVROTDRICL>TERYRT ),
4. O HFRRENET,

WSA.local (SERVICE)> tail

Currently configured logs:

1. "xx.xx.xx.xx" Type: "Configuration Logs" Retrieval: FTP Push - Host

XX . XX .XX.XX

"Splunk" Type: "Access Logs" Retrieval: FTP Poll

"accesslogs" Type: "Access Logs" Retrieval: FTP Push - Host xX.XX.XX.XX
"amp logs" Type: "AMP Engine Logs" Retrieval: FTP Poll
"archiveinspect logs" Type: "ArchivelInspect Logs" Retrieval: FTP Poll

g w N

43. "uds logs" Type: "UDS Logs" Retrieval: FTP Poll

44. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

45. "upgrade logs" Type: "Upgrade Logs" Retrieval: FTP Poll

46. "wbnp logs" Type: "WBNP Logs" Retrieval: FTP Poll

47. "webcat logs" Type: "Web Categorization Logs" Retrieval: FTP Poll
48. "webrootlogs" Type: "Webroot Logs" Retrieval: FTP Poll

49. "webtapd logs" Type: "Webtapd Logs" Retrieval: FTP Poll

50. "welcomeack logs" Type: "Welcome Page Acknowledgement Logs" Retrieval: FTP
Poll

Enter the number of the log you wish to tail.

[1> 44

Press Ctrl-C to stop scrolling, then g~ to quit.
Mon Jul 15 19:24:04 2019 Info: mcafee updating the client manifest



Mon Jul 15 19:24:04 2019 Info: mcafee update completed

Mon Jul 15 19:24:04 2019 Info: mcafee waiting for new updates

Mon Jul 15 19:36:43 2019 Info: wbrs preserving wbrs for upgrades

Mon Jul 15 19:36:43 2019 Info: wbrs done with wbrs update

Mon Jul 15 19:36:43 2019 Info: wbrs verifying applied files

Mon Jul 15 19:36:58 2019 Info: wbrs Starting heath monitoring

Mon Jul 15 19:36:58 2019 Info: wbrs Initiating health check

Mon Jul 15 19:36:59 2019 Info: wbrs Healthy

Mon Jul 15 19:37:14 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:15 2019 Info: wbrs Healthy

Mon Jul 15 19:37:30 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:31 2019 Info: wbrs Healthy

Mon Jul 15 19:37:46 2019 Info: wbrs Initiating health check

Mon Jul 15 19:37:47 2019 Info: wbrs Healthy

Mon Jul 15 19:38:02 2019 Info: wbrs updating the client manifest

Mon Jul 15 19:38:02 2019 Info: wbrs update completed

Mon Jul 15 19:38:03 2019 Info: wbrs waiting for new updates

Mon Jul 15 20:30:23 2019 Info: Starting scheduled release notification fetch
Mon Jul 15 20:30:24 2019 Info: Scheduled next release notification fetch to occur at Mon Jul 15
23:30:24 2019

Mon Jul 15 23:30:24 2019 Info: Starting scheduled release notification fetch
Mon Jul 15 23:30:25 2019 Info: Scheduled next release notification fetch to occur at Tue Jul 16
02:30:25 2019

END&LD kﬁ%‘d‘%?ﬁ‘/"d)&o CEHEL TVLSHE WebRK—2A
OLEIF—23>AOF(WBRS) bY—/SXOEH

CiscoWebtEF 1 UFAFTSATUAWSAFFLVWF Y TF—NEMBTED - £ 2 RER
£ 9, ROTransmission Control Protocol(TCP)7R— ~80& & 1’4437, Cisco Update®H—/\IZ
BRTEDEZMALTEEL,

wsa.local (SERVICE)> telnet updates.ironport.com 80
Trying XX.XX.XX.XX...
Connected to updates.ironport.com.

Escape character is '""]'.

wsa.calo (SERVICE)> telnet upgrades.ironport.com 80
Trying XX.XX.XX.XX...
Connected to upgrades.ironport.com.

Escape character is '""]'.

E:T7YTAN)=L7OF N HDHEE. PYT7ANI—LTOFZNHLTLREDOT
Zh’iiﬁbi‘%

WebATIVDIL—LZRETICRESThERVWTITH,

CiscoWebtF+1UF 1TS54 F > AWSA)ECisco TALOSOmAICEULE1T—>3 > &
A7V TVBR e Z2BRBLERTE, ChFBEWEERTEBRVWEE R . Cisco
TALOSTF—AIC VL —LZRHUTEBETHIRENF HVET,

ChEITSICE,. OV O=ERALET,
https://talosintelligence.com/reputation _center/support



https://talosintelligence.com/reputation_center/support

JL—LZEFTRILR, ROFIRICH > TLEETL,

Reputation Center Support

~ Chose Web related Dispute
Submit a Reputation Ticket

Use this section to fill the problematic website.
Once you enter the Website name, you can hit
_~ the lookup button, if the reputation does not
match What you think it should be, then put the
reputation manually (see next screenshot)

Please add the comments why you think this
reputation should be changed.

“ Examples. Malware Activity, scan results,
business impact.

SUBMIT

LookupZ# L ZBOFERE, AOAT7Z2FHTEETS A>3,

Tyvpe of Ticket

it only Reputation Tickets

'i.' Web - Websites, URIs, or web IP addresses to be investigated

DISPUTE REPUTATION

cisco.com

LOOKUP

If the reputations do not populate as you enter them, click the ‘Lookup’ button.

7 : Cisco TALOSOIAEN T—AR—AICRMENDETICKRBI DA D EEF BV ET,
BEABRIOFZER., SAOAONYIIY RASEENMBEEADETVLOTE
WHITELISTX /= EBLOCKLISTZER TE X T, chZ{TS5ICEFE. CotIv>arzFIy
ILTLEZVW (RID)ARIVARELEGT Y IIARDURL) .

WebLE1F7—232AOF70 0L —LZBHIZICREESTH


https://www.cisco.com/c/ja_jp/support/docs/security/web-security-appliance/214699-web-reputation-score-wbrs-and-web-cate.html#anc30

EEWTTH,

CiscoWebtF 1 UFT 1T 754 T > AWSA)&Cisco TALOSOEAN B LU 2 EZF>TVSE
EEBERLUERTE, CEBVERERTRBEVERDNS®, Cisco TALOSF—ALEIL —
LAZRHELUTBETDIHEN HYET,

TALOSOWebH 4 N THOERBR—JICBHLET,
https://talosintelligence.com/reputation center/support#categorization

JL—LZEFTRILR, ROFIRICH > TLEETL,

Reputation Center Support

Use this section to fill the problematic website.
A ; ) - . Once you enter the Website name, you can hit
Web Categorization Support Ticket + the lookup button, if the category does not match
What you think it should be, then put the category
manually (see next screenshot).

WEB CATEGORY

Please add the comments why you think this
_~ category should be changed.

Examples. Type of content being delivered.

A7JdVEEFHITRICE., ROV AT AZ1—HEWebY A MZELTVWAHERUBDENDE
BIRLU, OXYROHA RZA VIR 2T EE L,


https://talosintelligence.com/reputation_center/support#categorization

Reputation Center Support

Web Categorization Support Ticket

URL/IPs/Domains to Dispute
You can inspect up to 50 entries for reputation disputes at one time.

To submit this ticket you must either add to or replace the existing category for each disputed url.

DISPUTE WEB CATEGORY
cisco.com COMPUTERS AND INTERMNET
|
Unknown
Mot Actionable
Adult

Lm Advertisements

Alcohol

If the categories do not populate as you enter them, click t i

Astrology

OL—LFRHEENELEHN, CiscoWebtF1VFATFTSS5A
T > A(WSA)E ik Cisco TALOSTAIAFP £ AT IVNFERF
ENTVWERE A

Cisco TALOSIZ7—RZ#RHL., LE1FT—232/AOT7H3 ~ 4ABBAICEHES hixh > 135
G, BEH7OJSLNDKREEZMIEL, Ciscoupdate—/NICEETED L EZBERATEET,
NSOFIENINXNTELITIIE, CiscoTACTFTY NEF—T 0 TEET, DAIAIVPTT
ACisco TALOSF—LNO7#O0—T v 7 2B LET,

X AFOdV/ILE1T7—>3 2 HCisco TALOSF—LN SEHENBDET,
WHITELIST/BLOCKLISTOEEXR ZEAL T, BEBZT I3V ZBATEXT,

Cisco Web Security Appliance (WSA) Cisco TALOSE B EB 5 &
RERTTD, ChZEBLETHIHE



CiscoWebtF 1T AT T SAT 2V AWSADT—ER—ANELBE 2TV AEEEN BV E
To EILTYTF—RMY—NEOBENRET, ROFEICH>TELWT Y TF—rF—NNE
BHEERELTSEEL,

1.7R— R 80B K V443 TCisco7 Y 7 T— MDY —NIZHEHRTED L ZHERBLE T,

wsa.local (SERVICE)> telnet updates.ironport.com 80
Trying XX.XX.XX.XX...
Connected to updates.ironport.com.

Escape character is '""]'.

wsa.calo (SERVICE)> telnet upgrades.ironport.com 80
Trying XX.XX.XX.XX...
Connected to upgrades.ironport.com.

Escape character is '"]'
2TYTANY— A7EI=\’—//J‘$)%>¢5ALI TYZANI—=L7OFAHATYTANI—L70O
#/EHthﬁ@TZ#E jTUé;tEﬁwbﬁjo

BERICEEN &L, FEEVWNfESh35EER. FHTEHZEHEL F£9, updatenowZCLIA
5R1T95MH. F£IFGUI-> [Security services] -> [Malware protection] -> [updatenow]h* 5 17
L&Y,

B >THS, BENMRALBVEERE. XOFIEZHEL TEEL,

4.Z DR T, updater_logsZRTIMEN HYET, X—ZF )L ZH< : CLI->tail-
> (updater_logsAJ 7 7ML OBZEREIR ), ChiCKkY, EROTCHLVWTOAFRRENE
T,

04747k, "Received remote command to signal a manual update; £ WS T THREDI LENH
WET,

Mon Jul 15 19:14:12 2019 Info: Received remote command to signal a manual
update

Mon Jul 15 19:14:12 2019 Info: Starting manual update

Mon Jul 15 19:14:12 2019 Info: Acquired server manifest, starting update 342
Mon Jul 15 19:14:12 2019 Info: wbrs beginning download of remote file
"http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc"

Mon Jul 15 19:14:12 2019 Info: wbrs released download lock

Mon Jul 15 19:14:13 2019 Info: wbrs successfully downloaded file
"wbrs/3.0.0/ip/default/1563201291.inc"

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs applying component updates

Mon Jul 15 19:14:13 2019 Info: Server manifest specified an update for mcafee
Mon Jul 15 19:14:13 2019 Info: mcafee was signalled to start a new update

Mon Jul 15 19:14:13 2019 Info: mcafee processing files from the server manifest
Mon Jul 15 19:14:13 2019 Info: mcafee started downloading files

Mon Jul 15 19:14:13 2019 Info: mcafee waiting on download lock

5. TCritical/Warnings XY £—IHFBVWAEELET. EFOTEFEEICABATHEL) AT
IZ5—T3, $T5<, BEOREZHRETEEXT,

6.EEANBVEEE., LEDFIEOHERESCIAOAYR—NOFTY REF -T2V TEET,
BEREBEATHYR—NVELET,


http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc

WebLE1T—>32VAOFREDRS ICRHEETNETH,

BEDOWebT A MCAOAT ZEV)HTREECERENDNTA—RO—BPZRICRLET,

. URLDEFT—&

A O—RAEETI—ROEFE

RV LENETY RIS 4122 AZH(EULA)DEFETE
L OO-NILGER) 1—ALAER) I —LDEE
- XY ND—UmMBEEER

. URLD B

- URLD B 5
LIXRTOTOYIVARANITLEA
CHHUANODTLER

B RAAOURLE AT

- RXA2VLDANTER

- IP7 RL A&

#LE1T7—232AFIY (B, 9, €) OAOT7EEGZE
DS5WVWTTH,

WebLE1TF—> a3 BEHETORET VS

FORARYS—
-10 -6.0 Block . URL
occurs. . URL
. URL.
5959 . URL
DVS AALFEVIIPTRLAZED
ovS ATV O—RAREEOTY
. 1P
. IEOWebL E21F7—>32 A7,
6.0 10.0 . URL

- URL

BRI —



-10 -9.0 [Drop]

-89 5.9

6.0 10.0
y

SAAF-R2EF1UF14RID—:

-10 -6.0 Block

-5.9 0.0 Web

KOENDWebH 1 b ) EK

ROEOURLIE, PADATF—EZR—AN DT IV EZHERITZ-HO T+ 05 BEHREZF > TLWAEL
URL-C“?O Eﬁ\ %ﬁb<1’ﬁﬁ£éh7‘:web-‘j”f I\o

ROBEOURLETOY VT H%E

1.BOT VARV —ICBEIL £T ., [Web Security Manager] -> [Access Policies] Zi#iR L
£7,

Access Policies

Add PnllEI._. I
Protocols and
Crder | Group User Agants URL Filtgring | Applcations  Objects Anti-Malware and Raputation Delsty

Web Reputaticn: Enabled
1 . ’_‘ “Pﬂol'lli' an Nao blocked items  Monitor: B6 | Mondtor: 356 Mo blocked items | Advanosd Mabsare Protection: Enabled
e - Anti-Malware Scanning: Ensbled

Click on the URL Filtering section in the required Policy

2. TRGEURL) £9232KTAIO-ILLET,

Spacky a0 action for weis st o not mahch any celegary.

rceped s

Defoult Action for Update Categarics: (T LEsT! Raibictive a

=

IMERT VI AV ([EIZX(Monitor)], [7OY U (Block)]. FkIF[EBLEWamn) 0 W hh)ziBIR
LET,



4EBERELRELET,

T—EAR—ANEMENIHE

FEHFIVIOOEER, CLINSXOIR Y REFHAL TEFHTE £, updateconfig

WSA.local (SERVICE)> updateconfig

Service (images): Update URL:

Webroot Cisco Servers

Web Reputation Filters Cisco Servers

L4 Traffic Monitor Cisco Servers

Cisco Web Usage Controls Cisco Servers
McAfee Cisco Servers

Sophos Anti-Virus definitions Cisco Servers
Timezone rules Cisco Servers

HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:

Webroot Cisco Servers

Web Reputation Filters Cisco Servers

L4 Traffic Monitor Cisco Servers

Cisco Web Usage Controls Cisco Servers
McAfee Cisco Servers

Sophos Anti-Virus definitions Cisco Servers
Timezone rules Cisco Servers

HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Update interval for Web Reputation and Categorization: 12h
Update interval for all other services: 12h

Proxy server: not enabled

HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Webroot

- Web Reputation Filters

- L4 Traffic Monitor

- Cisco Web Usage Controls

- McAfee

- Sophos Anti-Virus definitions

- Timezone rules

- HTTPS Proxy Certificate Lists

- Cisco AsyncOS upgrades

Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1>

x: LROER. TYTTF—REFIVIIRHEEZRLTVERIAN, LEIT—>3%



TOMOY—ERAICETZIHLVWTIZY S F—REV)—RAT2HEELERTEOTREHY) X
Ao TYTTF—RNEVWDOTERFATEET,

FZIEGUIA 5 : [System Administration] -> [Upgrade and updates settings].

Upgrade and Update Settings

Automatic Updstes:  Update Interval for Web Reputation and Categsizstion: 12h
Update Interval for All Other services (Not Inclheding AsyncOS): 12h

Upgrade Metification:  Ersbled
Reuting Table:  Mansgomant
Update Server (lst):  Dynamic (Ogco Update Server)
Updiste Server (images): Dynamas (Cacs Update Server)
Prgy Sarver: Mot Ensbled

_ Edit Update Settings
to change the value

Edit Update Settings

URLZFRIDA NVANTSYOVANCRETSEE

THBEHRNF B VNS, Cisco TALOSHA S DURLOEFICKEBADA D EeENHYET, £
. webT A NN ELEEZEDOHDBEOEEZMAL TVWAVLEY, LEIT—>2302EETS
FrEd)ERA, CORBRKT, COURLZAARALAURLATIVIZEMTERS, cOAHTI
&, PORARIS—THT/7AYv 092 H, ESHRV—T/NARIL—/ROY 7L,
CiscoWebtEF 1V F AT T SAT 2V AWSAEERKTOY IICKDAF Y FLEFURLT 1)L
R)TFIY UKL TURLYEBEENET,

URLEFRITARNIUANTSYOVARNIERETZICE. KAOFEICH>TLEEL,
1. DAZLURLATIVUICURLZEML £,

GUIA 5. [Web Security Manager] -> [Custom and External URL Category]lcBEIL £ 7,



«lias Cisco S370

CISCO Web Security Appliance

e e J—

Authentication

Identification Profiles

Upgrade and  seas Policies

Reporting

Web Policies

UL R TR R LT Decryption Policies _
Routing Policies ‘al for Web Reputatic
Access Policies 3l for All Other servi

Overall Bandwidth Limits

Data Transfer Policias

Cisco Data Security o Update Server)
e e = o0 Update Server)
External Data Loss Prevention

Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

Custom and External URL Categories

Define Time Ranges and Quotas
Copyright © 2003-2018 ¥ Statement
Bypass Settings

L4 Traffic Monitor

2. [Add Category]

Custom and External URL Categories

Order | Category Category Type Last Updated Feed Content Delete
1 | googledrive Custom (Local) N - i}
2 | Trusted URLs Custom {Local) N/A - i}

3.Web



Custom and External URL Categories: Add Category

Edit Custom snd Dxtarmal URL Catagory

Categery Mame:  [wwrteust
UstOnder: [17

Category Type! | Lacal Cusilem Chlegesy B *____———___-__
Sire: (X

veebisie ] Lo

Insert the sites that you want to
Whitelist

webbiaied Lo
wbsindcom

o, J0.0.0.0, JOU1-AJ000: 1:: 0, waarmp. com. |

= Advanoed  Ragulsr Exprastion

Ener gumt FeQUlsr Sares i Do bng.

| —

B

In case you want to whitelist a
specific page or subdomain,
you can use the regex part

Submit Changes

4.([Web Security Manager] -> [Access Policies] -> [URL Filtering] JURL

Access Policies

Pratocels and
User Agaris

Global Policy
Tdentification Profila: All

URL Filtering = Applcations  Objects

Mo blocked items  Monitor: B6 | Mondtor: 356 | Mo blocked items

Anti-Malwarne and Reputation

Click on the URL Filtering section in the required Policy

Access Policies: URL Filtering: Global Policy

Custom and External URL Category Filtering

No Custom Categories are included for this Policy.

[ Select Custom Categories... |

6.RU—URLZ AN BV ITREICRIS—HATIVEBOET,

Select Custom Categories for this Policy

Setting Selection |

Category Category Type
testcat Custom (Local)
WHITELIST Custom {Local)

Exclude from policy

[ Include in policy




7703 aEEELET, "JOvOUARRNCZOYO. . TIRDARNDANICZEFT, T,
URLAAF YISO %BBRIDELDICLEVESIE. Action as Monitor2 R L £9,

Access Policies: URL Filtering: Global Policy

Custem and External URL Category Filtering

These R Calepevirs avT efingd ax growr membereRle crifena, AT piher caleparics T nod aeeicatie for B palicy
[ Riedirpet Al (T ManRor wars (1 Quots-Bated | Time:Baied
a o [¢] o il [x]
Category Categony Type Selet 5l Sedact sl Sl 5l Sedhect 2l Salect o (Lnavailsbie)
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Chose the Allow Action to Whitelist
Chose the Elock Action to Blocklist
Chose the Monitor Action to keep as default
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