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(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpApiServer.cpp:AmpApiServer: :PubTlishScanAvailable:223: Cloud
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitProxyHelper::LoadProxyFromConfig: Enter
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(173125, +0 ms) Dec 14 11:37:22 [4704]: UiAgentGuidUpdater::RefreshAgentGuidUi: Agent GUID: ela756e2-65
(173125, +0 ms) Dec 14 11:37:22 [4704]: UiPublisher::PublishAgentGuid: Agent GUID did not change (ela75
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitSubscriptionThread: :NotificationWorker: Waiting on queue
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Paths:

C:\Program Files\Cisco\AMP

C:\ProgramData\Cisco

C:\Windows\System32\drivers
C:\Windows\System32\drivers\ImmunetNetworkMonitor.sys
C:\Windows\System32\drivers\immunetprotect.sys
C:\Windows\System32\drivers\immunetselfprotect.sys
C:\Windows\System32\drivers\ImmunetUtilDriver.sys
C:\Windows\System32\drivers\trufos.sys

LZARNUF—:

HKEY_LOCAL_MACHINE\SOFTWARE\Immunet{® &
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\lmmunet{x
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\CiscoAMP
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPCEFWDriver
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPELAMDriver
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPHeurDriver
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoOrbital
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoSAM
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoSCMS
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\ImmunetProtectDriver
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\ImmunetSelfProtectDriver

HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\services\Trufos
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HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Immunet{R &

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninsta
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rem Turn AMP to manual start
sc config CiscoAMP start=demand

rem Add host name to a system variable that we can check on startup
setx -m AMP_GOLD_HOST %COMPUTERNAME%

rem Add the startup script to the startup scripts
rem /rp password when there is a password
schtasks /create /tn "Startamp" /tr "C:\Users\XXXXXX\Desktop\VMWareHorizonAMPStartup.bat" /sc onstart /
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echo "Current hostname: %COMPUTERNAME% vs %AMP_GOLD_HOST%"
if "%COMPUTERNAME%" == "%AMP_GOLD_HOST%" ( goto same ) else ( goto notsame )

:same
rem Do nothing as we are still the golden image name
goto exit

:notsame
rem Turn AMP to autostart
sc config CiscoAMP start=auto

rem Turn on AMP
sc start CiscoAMP

rem Remove environment variable
REG delete "HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment" /F /V AMP_GOLD_HOST
schtasks /delete /tn Startamp

goto exit
rexit
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@

Cancel



Add Pool - Test-VMware-Pool
° Type

° vCenter Server

° User Assignment

° Storage Optimization

° Desktop Pool Identification

° Provisioning Settings

° vCenter Settings

° Desktop Pool Settings

° Remote Display Settings

10 Guest Customization

@ ready o complete

TEHIRDERY), VAT —ROATYT10.TRAIVT MNAZRELET,

Asterisk (*) denotes required field

Domain

‘ humaaralab.com{administrator)

* AD Container

‘ CN=Users

‘ Browse ‘

[ Allow Reuse of Existing Computer Accounts

Image Publish Computer Account

Use ClonePrep

Power-Off Script Name

Power-Off Script Parameters

|

Example: p1 p2 p3

Post-synchmnlzauon Script Name

‘ c:\ProgramDataVMwareHorizonAMPStartup.bat

Post-Synchronization Script Parameters

Example: p1 p2 p3

Cancel H Previous




Add Pool - Test-\VMware-Pool

e @
o T

Type

User Assignment

whenter Serer

Unique 1D

L

Descriprion

=]

Display Mame

AOOESS GEOLID

DeskroH Poal SEate

Sediion Types

Client Restrictions

Log OdT Affter Disconnect

Connection Senver Besorictions

r ] [=] . -1 -
H A [=] =
i . 2 3 ; 1

Caregory Folder

Al Users 1o Restart Machines
ﬁ Resdy 1o Comphere

Allow Separate Deskiop Sedtiont from Different Client
Dewiced

Dretaslt Display Protodol

Al Useds o Choose PRoloiol

30 Remderer

VHRAM Sire

8.8 T LTEETHE., VMware Horizon M R ZRB L. FYMAERENET,

N ChSOFEOEEIIOVTE. VMwareDFHA KESEBL T FE L, FIEICOWT
EHEESEL T IE L,
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OAXVZOEBEI NI ZHIBRI D HFENI VW22 HY) ET,
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C MFRFEIE. Admin > Organization Settingslc & V) £

= b Secure Endpoint

Organization Settings

Prefermsd Contscts:

¥TOT47AVELI—RZLEWMETR, IRIXAIVEI—-REBR-J0OU AN SHIR
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o ARVEANBUOFIVIAIRE, AVEI-ZNVARNIBUORTENET,

2RBAEBRAFA—TANL—23 D=0 70—0OFIA ; https://ciscosecurity.github.io/sxo-05-
security-workflows/workflows/secure-endpoint/0056-remove-inactive-endpoints

SHAEBTHRATREZAV U NEFEAL T, HVWHVWUUIDZHIBRL £9,
https://qgithub.com/CiscoSecurity/amp-04-delete-stale-quids



https://ciscosecurity.github.io/sxo-05-security-workflows/workflows/secure-endpoint/0056-remove-inactive-endpoints
https://ciscosecurity.github.io/sxo-05-security-workflows/workflows/secure-endpoint/0056-remove-inactive-endpoints
https://github.com/CiscoSecurity/amp-04-delete-stale-guids
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