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PIX

pi x# show runni ng-config : Saved : PI X Version 7.2(1)
host nane pi x donmi n-nane defaul t.donain.invalid enable
password 9j Nf ZUGTC5t CVHO encrypted nanes ! interface
Et hernet 0 naneif outside security-level 0 ip address
10. 200. 159. 2 255. 255.255.248 | interface Ethernetl
nanei f backup !'--- The interface attached to the
Secondary | SP. !--- "backup" was chosen here, but any
nane can be assigned. security-level 0 ip address

10. 250. 250. 2 255. 255. 255.248 | interface Ethernet2
nanei f inside security-level 100 ip address 172.22.1.163
255.255.255.0 ! interface Ethernet3 shutdown no naneif
no security-level no ip address ! interface Ethernet4
shut down no naneif no security-level no ip address !
interface Ethernet5 shutdown no naneif no security-Ieve
no ip address ! passwd 2KFnbNI dI . 2KYQU encrypted ftp
node passive dns server-group Defaul t DNS domai n- nane
defaul t. domain.invalid pager lines 24 |ogging enable

| oggi ng buffered debuggi ng ntu outside 1500 ntu backup
1500 mtu inside 1500 no failover asdm i nage
flash:/asdnb21. bin no asdm history enable arp tinmeout
14400 gl obal (outside) 1 interface global (backup) 1
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interface nat (inside) 1 172.16.1.0 255.255.255.0 !---
NAT Configuration for Qutside and Backup route outside
0.0.0.0 0.0.0.0 10.200.159.1 1 track 1 !--- Enter this
comand in order to track a static route. !--- This is
the static route to be installed in the routing !---
table while the tracked object is reachable. The val ue
after !--- the keyword "track" is a tracking ID you
speci fy. route backup 0.0.0.0 0.0.0.0 10.250.250.1 254
I--- Define the backup route to use when the tracked

object is unavailable. !--- The adnministrative distance
of the backup route nust be greater than !--- the

admi nistrative distance of the tracked route. !--- |f
the primary gateway i s unreachable, that route is
renoved !--- and the backup route is installed in the
routing table !--- instead of the tracked route. tineout

xl ate 3:00:00 tineout conn 1:00: 00 hal f-cl osed 0:10: 00
udp 0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323

0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
usernane cisco password fflRPGDSQIh9YLg encrypted http
server enable http 172.22.1.0 255.255.255.0 inside no
snnp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart sla nmonitor 123 type echo protocol iplcnpEcho
10.0.0.1 interface outside num packets 3 frequency 10 !-
-- Configure a new nonitoring process with the 1D 123
Specify the !--- nonitoring protocol and the target

net wor k obj ect whose availability the tracking !---
process nonitors. Specify the nunber of packets to be

sent with each poll. !--- Specify the rate at which the
nmonitor process repeats (in seconds). sla nonitor
schedul e 123 |ife forever start-tine now !--- Schedul e

the nonitoring process. In this case the lifetine !---
of the process is specified to be forever. The process
is scheduled to begin !--- at the time this conmand is
entered. As configured, this conmand allows the !---
nmoni toring configuration specified above to deternine
how often the testing !--- occurs. However, you can
schedul e this nmonitoring process to beginin the !---
future and to only occur at specified tines. ! track 1
rtr 123 reachability !--- Associate a tracked static
route with the SLA nonitoring process. !--- The track ID
corresponds to the track ID given to the static route to
monitor: !--- route outside 0.0.0.0 0.0.0.0 10.0.0.2 1
track 1 !--- "rtr" = Response Tine Reporter entry. 123
is the 1D of the SLA process !--- defined above. tel net
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy global
pronpt host nane cont ext

Crypt ochecksum a4a0e9be4593ad43bcl7alcc25e32dc2 : end
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rtericce Name:  CRCU ~

P Address:

Gateswvay [P

Options
(" Mone

0.0.0.0 Mask: b.n.n.n -

102001591 hietric: |1

(" Tunneled (Used only for detault route and metric will be set to 255

{* Tracked
Track ID: |1 Track IP Address: 10.0.01
SLA IO 123 Monitaring Options |

Enahbling the tracked option startz a job for monitoring the state of the route, by
pinging the track address provided.

] 4 L\\J Cancel Help ‘

8.IL—KHNEETDA X —T I (A% [Interface Name] ROY 7&A T UARNHASEIRL,
T—RIIAICEETRLEOOF 7 AL IIL—RNERELET, <OFITE. 10.0.0.1 A
TZA4RVISPH—RIIATHY, ICMP ITI—%2FEHLTEZRIDATSIIVRNTE

HWFERT,

9. [Options] T 7 T [Tracked] 7> 3> RE%Z DY UL, [Track ID]. [SLA ID]. [Track
IP Address] D& 7 1 =)L RIZ{EEZADLE T,
10. [Monitoring Options] 22 JY VL& T, ROFAATATRY DANRRENET,

Freguency: |10 Seconds Data Size: 28 bytes
Threshold: 5000 milizeconds Tos: 0
Titne at: S000 trilizeconds Murber of Packets: |3
]2 Cancel Hel
[, 4]
M

M EZAOEEETOMOETE_R)T 723 %28%EL., [OK|&ZIUYOLET,
12. 2AZVISPADRDOARTAY I )L—RZEML, 41 >F—XY NIRETHEHD
I—RZ2RAEZELET, chzth A ) )L—KNCTBEHIC, COIIL—BNDOREICIE 254
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rtertoce Name: (SR ~

P Address: IIII.III.III.III Massk: F.n.n.n A
Gateweay IP: I“IIII.EEEI.ESEI.*I Mleric: |254
—Options

% Mone

i Tunneled (Uzed only for default route and metric will be et to 255)

™ Tracked

Track 15 Track P Address:

=1 L B Matitaring Sptions |

Enahbling the tracked option stadts a job for monitaring the state of the route, by
pinging the track addrezs provided.

4 ’}I Cancel Help |

AVE2—TIA A VDAMIRENFRRENET,




Fis Cgpimns Tools Wirsds  Help Eﬂﬂﬂll Fired =

o - Y = Cites Svimime
3.8, .8 2.3 838 2 e
m%'u t :ﬁ'i’_ﬁm"‘ Sypacity Sea Pkt
:J} L Prory ARP Irterisce P Address Metraasi Galean F Metric Options | Asid I
RRCERTRCEY ol s nooo Lalalili} ik iR LR 1 Tracioss Fet
s SR =
HAT m_l
i
e
=
RmiAing
&
bl Obgeris
B
Propertian
Boohy ,EJ Rset I
Dereices Configuration sk SUCEea3tlY. o 2 B & ) 10208 247 32FMLTE
4. )V—T14TREEBIRUT [Applyl 22V Y OLT, EF2UTA4 TTI5A4T 2 ADER

EZEHLET,
&R
CCT, RENEEBICHELTVWACEZHERLET,

REFETLTVRLES K ORERE

XD show AR RZFEAL T, REATTLTVR L ESH ZHELE T,

Output Interpreter Tool (OIT ) ( BBI—YEA ) Tk, FED show Y RAFYR—KEh
TVWET, OITZ#FEAL T, show AN RE I OB ERRTEE T,

N

- show running-config sla monitor : FXEICEENS SLA N RZRRLUET . pix#t show
runni ng-config sla nmonitor sla nonitor 123 type echo protocol iplcnmpEcho 10.0.0.1 interface
out si de num packets 3 frequency 10 sla nonitor schedule 123 |ife forever start-tine now

- show sla monitor configuration : EIfEICBI T2 REDEREZRTRL E T, pix# showsla
moni tor configuration 123 I P SLA Mnitor, Infrastructure Engine-11. Entry number: 123 Owner:
Tag: Type of operation to perform echo Target address: 10.0.0.1 Interface: outside Number
of packets: 3 Request size (ARR data portion): 28 Operation tineout (mlliseconds): 5000
Type O Service paraneters: 0x0 Verify data: No Operation frequency (seconds): 10 Next
Schedul ed Start Tinme: Start Time already passed Group Schedul ed : FALSE Life (seconds):
Forever Entry Ageout (seconds): never Recurring (Starting Everyday): FALSE Status of entry
(SNVP RowSt at us): Active Enhanced History:

. show sla monitor operational-state : SLA B D ERMKETEHRERRLET, 774X ISP

T“an “‘%i@“%ﬁﬁ@iﬂﬁlv_——é‘llub’t@tﬁ V)T, pi x# show sl a nonitor operational -
state 123 Entry nunber: 123 Modification time: 13:59:37.824 UTC Thu Cct 12 2006 Nunber of
Cctets Used by this Entry: 1480 Nunber of operations attenpted: 367 Nunber of operations
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ski pped: O Current seconds left in Life: Forever Operational state of entry: Active Last
time this entry was reset: Never Connection |oss occurred: FALSE Ti meout occurred: FALSE
Over threshol ds occurred: FALSE Latest RTT (milliseconds): 1 Latest operation start tinme:
15: 00: 37.825 UTC Thu COct 12 2006 Latest operation return code: OK RTT Values: RTTAvg: 1

RTTM n: 1 RTTMax: 1 NunOFRTT: 3 RTTSum 3 RTTSun: 37 7A N ISP TEENfKLEL.
(ICMP IO—AZRALTIKN) LERODEBEAT—RARRDODESY) T, pix# show sla

nmoni tor operational -state Entry nunber: 123 Mdification tine: 13:59:37.825 UTC Thu Cct 12
2006 Number of COctets Used by this Entry: 1480 Nunber of operations attenpted: 385 Nunber of
operations skipped: O Current seconds left in Life: Forever Qperational state of entry:
Active Last tine this entry was reset: Never Connection |oss occurred: FALSE Ti neout
occurred: TRUE Over thresholds occurred: FALSE Latest RTT (milliseconds):

NoConnecti on/ Busy/ Ti meout Latest operation start time: 15:03:27.825 UTC Thu Cct 12 2006
Latest operation return code: Timeout RTT Values: RTTAvg: 0 RTTMn: 0 RTTMax: O NunOFRTT: O
RTTSum O RTTSun®: O

NYOFIT L—KRFAVAR=LNENTVRIHESH O (CLI ZFEATDE
E)

showroute N> RZFEHAL T, WONY I T YT IL—KMHNFAM AR =ILENBHLHERLET,

T AR ISP TRENMRETRHOL—T 12T T—TILRBROES V) TT, pix# show

route Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B- BG D - EIGRP, EX
- EIGRP external, O- OSPF, |A - OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external type 2, E- EGP i - IS-

IS, L1 - IS IS level-1, L2 - IS-ISlevel-2, ia- IS ISinter area * - candidate default, U -
per-user static route, o - ODR P - periodic dowl oaded static route Gateway of |ast resort
is 10.200.159.1 to network 0.0.0.0 S 64.101.0.0 255.255.0.0 [1/0] via 172.22.1.1, inside C
172.22.1.0 255.255.255.0 is directly connected, inside C 10.250.250.0 255.255.255.248 is
directly connected, backup C 10.200.159.0 255.255.255.248 is directly connected, outside S*
0.0.0.0 0.0.0.0 [1/0] via 10.200.159.1, outside

T TAXV) ISP TEENfNRELERAXT 1YV IL—KNEHIBREN, XY OTY T I)IL—b
FAVAR=ILENET, TOEZEDOIIN—TFT AT T—TILNRBRDODEE ) TF, pix(config)#
show route Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B- BG D -
El GRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1S1S L1- I1SISlevel-1, L2 - IS ISlevel-2, ia- IS-ISinter area * - candidate
default, U - per-user static route, o - ODR P - periodic downl oaded static route Gateway of
| ast resort is 10.250.250.1 to network 0.0.0.0 S 64.101.0.0 255.255.0.0 [1/0] via
172.22.1.1, inside C 172.22.1.0 255.255.255.0 is directly connected, inside C 10.250.250.0
255. 255.255.248 is directly connected, backup C 10.200.159.0 255.255.255.248 is directly
connected, outside S* 0.0.0.0 0.0.0.0 [254/0] via 10.250.250.1, backup

NYOFIT L—REFAVAR=NENTWVEIH ESH DS (ASDM ZEAT
DFE)

INYOFTYT L—=RHFAVAR=ILERhTVRIAESH % ASDM THEETDICEF. XAOFIEZ
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1. [Monitoring] 22 1) v 2 L., JXIC [Routingl 20y I LET,
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O T=TILEROEBYTT,
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debug ¥~ R

- debug sla monitor trace : T—EEDEBRRERRILET. NRSYFIRKROATST
ION(TZARVISPH—RDIA ) FEBLTWSAES, ICMP TO—EKHILET, 1P

SLA Moni tor(123) Schedul er:

P SLA Monit or (123)
P SLA Monit or (123)
P SLA Monit or (123)
P SLA Monit or (123)

I P SLA Monitor (123)

Moni t or (123) Schedul
I P SLA Monitor(123)
I P SLA Monitor(123)
I P SLA Monitor(123)
I P SLA Monitor(123)
I P SLA Monitor(123)

echo
echo
echo
echo

oper ati on:
oper ati on:
oper ati on:
oper ati on:

Starting an operation

Sendi ng an echo operation
RTT=3 K
RTT=3 K
RTT=4 K

&MMH:mmmwmw“h?w$>7ﬂ%®179175(7547
ISP —KRIJIA)REEILTWVWS S, ICMP T1—@FXBLET, 1P sLa

er: Starting an
echo operation:
echo operation:
echo operation:
echo operation:
Schedul er

operation

Sendi ng an echo operation
Ti meout

Ti meout

Ti meout

Updating result

. debug sla monitorerror : SLA =& ZOLATRELEIT—2XRR"LET, NFYFD
IRKDATSIIRN(TSAIVISPH—RIIA)FREBLTVDEH, ICMP EHY

LE T, %I x-7-609001: Built |ocal-host NP Identity Ifc:10.200.159.2
| ocal - host outside:10.0.0.1

Bui | t
Bui | t

%1 X- 7- 609001
%°I X- 6- 302020:

| CMP connection for faddr

10. 0. 0. 1/ 0 gaddr

10. 200. 159. 2/ 52696 | addr 10. 200. 159. 2/ 52696

%I X- 6- 302021

Teardown | CMP connection for faddr 10.0.0.1/0 gaddr

10. 200. 159. 2/ 52696 | addr 10. 200. 159. 2/ 52696

%Pl X- 7- 609002
0: 00:

Tear down | ocal - host

00

NP Identity Ifc:10.200.159.2 duration

%I X- 7- 609002
%1 X- 7- 609001
%1 X- 7- 609001
%°I X- 6- 302020:
%I X- 6- 302021

%I X- 7- 609002

9%°1 X- 7- 609002:

Teardown | ocal - host outside:10.0.0.1 duration 0:00: 00

Built |ocal-host NP Identity Ifc:10.200.159.2
Built |ocal -host outside:10.0.0.1
Built I CMP connection for faddr 10.0.0.1/0 gaddr

0. 200. 159. 2/ 52697 | addr 10.200. 159. 2/ 52697
Teardown | CMP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 52697 | addr 10.200. 159. 2/ 52697
Teardown | ocal -host NP ldentity Ifc:10.200.159.2
duration 0:00: 00

Teardown | ocal - host outside:10.0.0.1 duration 0:00: 00 |\5 v #773"15@\0)7]'7

FIVN(TZARVISPT—RIIA )BEHEILTVRESD, RTYFUITRROIL—

NHIBRENE T,
%Pl X- 7- 609001: Bui | t
%Pl X- 6- 302020 Bui | t

10. 200. 159

%l X- 6- 302020: Built

10. 200. 159

%l X- 6- 302020: Built

10. 200. 159
Teardown | CMP connection for faddr
10. 200. 159. 2/ 6405 | addr
Teardown | CMP connection for faddr
10. 200. 159. 2/ 6406 | addr
Teardown | CMP connection for faddr
10. 200. 159. 2/ 6407 | addr
Tear down | ocal - host

9Pl X- 6- 302021
9Pl X- 6- 302021
9Pl X- 6- 302021
9Pl X- 7- 609002

dur at

%1 X- 7- 609002
%I X- 6- 622001

Tear down | ocal - host out si de: 10. 0. 0.
Renovi ng tracked route 0.0.0.0 0.0.

9Pl X- 7- 609001: Built local-host NP Identity Ifc:10.200.159.2

| ocal -host outside:10.0.0.1

| CMP connection for faddr 10.
2/ 6405 | addr 10. 200. 159
connection for faddr 10.
2/ 6406 | addr 10.200. 159
connection for faddr 10.
2/ 6407 | addr 10.200. 159

0.0.1/0 gaddr

2/ 6405

0.0.1/0 gaddr

2/ 6406

0.0.1/0 gaddr

2/ 6407

10. 0. 0. 1/0 gaddr
2/ 6405

10. 0. 0. 1/0 gaddr
2/ 6406

10. 0. 0. 1/0 gaddr
10. 200. 159. 2/ 6407

NP Identity Ifc:10.200.159.2

| CVP

| CVP

10. 200. 159

10. 200. 159

ion 0:00:02
1 duration 0:00:02
0.0 10.200.159.1, distance 1, table



Def aul t-1P-Routi ng-Table, on interface outside !--- 10.0.0.1 is unreachable, so the route to
the Primary ISP is renoved.

Y ERDIRRII— B FTRECHIBRENS

RSYFUIRRDIL— NN FUEICHIBRENZBSE, TEZX2UY 22—y NABICIO—
EREZZETEDIDRETHD L ZWRABLET, T, TEZRZVIT 2—TY NORE (X2
Y RNAEETARETHEINESIH ) DT T4 ISP EGOREEZREILETNVWTVER L2
FLET,

ISP 7*—RIJIAKYENIEVWEZRUT 2=y N&2BIRTDE, TOIL—NLEICHSH
D)V IOTEENRELEY., BIOTFNA AN FTFHITZIEEN HYVET, CORENERT,
SLAEZARE T4 ISP ADEHZRTEENRELLLEHUML, EF21VFTa TTSATY
AERBEBIZEAVAVISP I OICTI—=)LA—=/N—E2UEHENlHVYET,

FERE, TOU0F AT7AADIIN—BRFF_RVT 2= Y NELTERTDE, 750F
FT714AND ISP #f:. BLTEFICHBIBIN) O TEEN RETDUEEI HYVET, TZ
REEICK>TREEFENEICMP IO—NRMTDE, TSAXVISPUVIONERTOT47
TH2TE, NSYFUTENTVETSAIY IL—RGHEIBRENET,

COPlTRR, EZEVVT 2=y NELTHEAENTVWETZAXVISPF—KRTITAEISP

ICR>TEEEN, ISPUVIORMAICEEENTVERY, CORETRE. EZXEBFEICK
TEFEENEICMP IO-F.AKTRE, ISPUVIRBRBRIEBREICAILET,

ASA TDO SLAEZ=&HRVU>Y

[ERE :
ASAZN—>23280IC7Y7TIL—RULERE, SLAEZRUINFEMELEE A,
BRIRE

COREOREE., 8F5< IPReverse-Path X RAAEA O Z2—T T4 AICKEENTV
BEILBHYYET, ASAOTIN RZHIBRLT, SLAFZ RV T #BMBLTHTLIEETL,

BAE1E R

CARTAY I M= RSV TOEE
-PIXIASA72OXRVRUZ7L2A

- Cisco ASA5500 > )—X &F*a1 T4 FPF7S5L4F>AR
. CiscoPIX500 ) —X 2F1)F41 PTFS5AFAR

- TO_HAILYR—BE REI XD - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/ip.html#wp1090243?referring_site=bodynav
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html?referring_site=bodynav
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