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aaa new nodel

!

aaa authentication |ogin default |ocal

aaa aut horization exec default | ocal

aaa aut horization network default | ocal

|

usernane test password ciscol23
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/content/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

crypto pki trustpoint SSL

enrol | rent node ra

enrol Il ment url http://x.x.x.x:80/certsrv/mscep/ mscep. dl
subj ect - name cn=ssl vpn. ci sco. com

revocation-check crl

rsakeypair SSL-Keys

3.SSL7OR—HILEHRELE T,

crypto ssl proposal SSL_Proposa
protection rsa-3des-ede-shal rsa-aesl128-shal

4.SSLARV S —ZREL., SSLT7OR—HILEPKINGARNKRA Y R EHTHLET,

crypto ssl policy SSL_Policy

ssl proposal SSL_Proposa

pki trustpoint SSL sign

ip address local y.y.y.y port 443

y.y.y.ykk GigabitEthernet0/0/0DIPF KL AT,

5 (A7 23V )ATVY BRI RILVCERATIEET IV ELAVARNERELET, COT It

AVARNE, VPN RLZHALTT IO EATRERERY NTD—UTEBRENET., T77)
T, RAZ7UY MR RILABEENATOVEWEE, IXTORZ 71 Y JRFVPNR R
(ZILh2xR)) ZBBLET,

ip access-list standard split_tunnel _ac
10 permit 192.168.10.0 0.0.0.255

6. IPv47 RLAT =)L 2R L KT,

ip local pool SSLVPN POOL 192.168.20.1 192.168. 20.10

ERENTZIPT RL AT —ILIE. AnyConnectiEHEA EEIC{TTHND EZ(Z, AnyConnecty T 4
TRNIIPVAT RLAZEV)HTET,

7.7—K73v < 10OwebvpnT 1 L U MO TFIZAnyConnectAY RIY RA X—
(webdeploy)2 7Y 7’O—RUL, 95A4AFRN7A77 AN EIIL—B2DT =TSV 2TV
A—RULET,

AnyConnectf X—2 & OTAT O RNTAO7TANZEEES)ICERELET,

crypto vpn anyconnect bootfl ash:/webvpn/anyconnect -w n-4. 10. 04065- webdepl oy- k9. pkg sequence 1
!



crypto vpn anyconnect profile sslvpn_client_profile bootflash:/sslvpn_client_profile.xm

8.RAAR)—&ERELET,

crypto ssl authorization policy SSL_Author_Policy
rekey time 1110

client profile sslvpn_client_profile
nmtu 1000

keepal i ve 500

dpd-interval client 1000

net mask 255.255.255.0

pool SSLVPN_POOL

dns 8.8.8.8

banner This is SSL VPN tunnel.

route set access-list split_tunnel _acl

IP7°—JL. DNS, A7UY RRURIVARNEER, BARVS—THEEEINET,

OIN—F¥YINTIOECARAE—TIAAQOOO— 20 nON—F ¥ ILT7TL—hERELE
ER

interface Virtual - Tenpl atel type vpn
i p unnunbered G gabitEthernet0/0/0
ip mu 1400

ip tcp adjust-nmss 1300

unnumbered N > RiF, BREE h i1 X —7 I 1 A(GigabitEthernet0/0/0)H* SIP7 RL AZE
BL, TOAER—TIAATIPUIL—TFTAITNFBMCBYET,

10.SSL7°EI77’4)I/’E REL., TOTICERENIZSSLRY D —& | BABSLVTHAANT X=X
BLRTRETTL—-NERELET,

crypto ssl profile SSL_Profile

mat ch policy SSL_Policy

aaa aut hentication user-pass list default

aaa aut horization group user-pass list default SSL_Author_Policy
authentication renote user-pass

virtual -tenplate 1

AnyConnectZ’O7 7 AIIIF 1 Z%&FERAL T, AnyConnectZ7’O7 7 AL EERLET. XML
O774)LOAZRY NFSRACREHEEhET, CONXBLEREL2A7O7 74N REEh
TVEY,
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1. Check the ssl connection parameters for your anyconnect connection
sslvpn# show crypto ssl session user test

Interface : Virtual - Accessl
Session Type : Full Tunnel
Client User-Agent : AnyConnect W ndows 4.10.04065

Usernane : test Num Connection : 1
Public IP : 10.106.52. 195
Profile : SSL_Profile

Policy : SSL_Policy



Last-Used : 00:03:58 Created : *05:11:06.166 UTC Wed Feb 22 2023
Tunnel P : 192.168.20.10 Netmask : 255.255.255.0
Rx I P Packets : 174 Tx | P Packets : 142

2. Verify the SSL session status

sslvpn# show crypto ssl session

SSL profile name: SSL_Profile

Client_Logi n_Name Cient_| P_Address No_of _Connections Created Last_Used
test 10.106.52.195 1 00: 03:32 00:03: 32

3. Verify the tunnel statistics for the active connection

sslvpn# show crypto ssl stats tunnel

SSLVPN Profile name : SSL_Profile

Tunnel Statistics:

Active connections : 1

Peak connections : 1 Peak tinme : 5d12h

Connect succeed : 10 Connect failed : 0
Reconnect succeed : 38 Reconnect failed : 0

IP Addr Alloc Failed : O VA creation failed : 0O
DPD tineout : O

dient

in CSTP frames : 129 in CSTP control : 129

in CSTP data : 0 in CSTP bytes : 1516

out CSTP frames : 122 out CSTP control : 122
out CSTP data : O out CSTP bytes : 1057

cef in CSTP data franes : 0 cef in CSTP data bytes : 0
cef out CSTP data frames : O cef out CSTP data bytes : 0
Server

In IP pkts : O In IP bytes : 0O

In IP6 pkts : O In IP6 bytes : 0

Qut IP pkts : 0 Qut IP bytes : O

Qut IP6 pkts : 0 Qut I1P6 bytes : 0

4. Check the actual configuration applied for the Virtual-Acces interface associated with client

sslvpn# show derived-config interface virtual-access 1
Bui | di ng configuration...

Derived configuration : 171 bytes

1

interface Virtual - Accessl

description ***Internally created by SSLVPN context profilel***
i p unnunbered G gabit Et hernet0/0/0

ip ntu 1400

ip tcp adjust-mss 1300

NZ7)L2a—b
CoTH. BREORSTAYI-F AT RATEBBBERLET,

IANY RIVRASIRETSBSSLT/NY T -

debug crypto ssl condition client username <username>
debug crypto ssl aaa

debug crypto ssl aggr-auth nessage

debug crypto ssl aggr-auth packets

debug crypto ssl tunnel errors



debug crypto ssl tunnel events
debug crypto ssl tunnel packets
debug crypto ssl package

2. SSLEHNOEEEZE NS TN 1 —FT 1420995 EHOVK 2 OEMIT KR :

show crypto ssl authorization policy

show crypto ssl di agnose error

show crypto ssl policy

show crypto ssl profile

show crypto ssl proposal

show crypto ssl session profile <profile_nane>

show crypto ssl session user <usernanme> detail

show crypto ssl session user <usernanme> platformdetail

3. AnyConnect7 24 7~ k55 ODART,

HOH HH H H KR H


https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
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