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Example 1: RENTWVWS TCP, UDP B&LV A U X—% Y "X Y +—2 77O

(ICMP) RS 714V 0RIH)SHIBARETDEDICKRETIE ZBFW FREETNET, KF
TRENTVBREREI HA BEBEZEREL XL 2, Cisco I0S IL—R Tl&, HA & TR subconfig
OXVRICK>TEREENET, ARMERETHEHIC. F—FFIJ7O0-NIL & 12 ARYD
AV NIXR—EIVTORNREEZENC §52E£TT,

TRYEZEMIC LEE, FFU5—>3> TEM subconfig Z A DL, HE LOFF—RD I
WCEATRDA =T IAAZERLTTEV, A RT7I—ARZIL—ZDOREICOVWT
DERZERRITDEHDICEAETINET, F—RAUEX—TIA ARERITDIULEN HBDELHKICO
WTHBEHRZERBITDEDICERAETIET,

Example 22 TRRIIL—F 1 ICIL—BR 1 BLTIL—FWA 2 A EEICBEL TWVWBRIEERTOTIT
471y N&ETD, priority AV R ELFRE ENET, preempt IN RiF (FEZDE
RTEICHATNATVS ) AN BEIENEE—ERETDIRSICTHILHICFEATIET,
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r edundancy

appl i cati on redundancy

group 1

nanme ZBFW HA

pr eenpt

priority 200

control EthernetO/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS
mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass-map PROTOCOLS

mat ch access-group nane | NSI DE_TO OUTSI DE_ACL
1

policy-map type inspect |INSIDE TO OUTSI DE_PNMAP
cl ass type inspect |NSIDE TO COUTSI DE_CVAP

i nspect

class cl ass-default

dr op

!

ip access-list extended |INSIDE TO QUTSI DE_ACL
pernmit ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination QUTSI DE
service-policy type inspect |NSIDE _TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual -reassenbly in

zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0O/1

i p address 203.0.113.1 255.255.255.0

ip nat outside

ip virtual -reassenbly in

zone- nenber security OUTSI DE

redundancy rii 200
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r edundancy

appl i cati on redundancy

group 1

name ZBFW HA

pr eenpt

priority 200

control EthernetO/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS
mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass-map PROTOCOLS

mat ch access-group nane | NSI DE_TO OUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNMAP
cl ass type inspect |NSIDE TO COUTSI DE_CVAP

i nspect

class cl ass-default

dr op

!

ip access-list extended |INSIDE _TO QUTSI DE_ACL
pernmit ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination OQUTSI DE
service-policy type inspect |NSIDE_TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.2 255.255.255.0

ip nat inside

ip virtual -reassenbly in

zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0O/1

i p address 203.0.113.2 255.255.255.0

ip nat outside

ip virtual -reassenbly in

zone- nenber security OUTSI DE

redundancy rii 200
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#l3: EFFERY

ZBFWL.# show redundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
M/ Rol e: ACTI VE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Domai n: bt ob-one

RF state: ACTIVE

Peer RF state: STANDBY COLD- BULK

|

ZBFW2# show redundancy application group 1
Goup ID 1

G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
RF state: STANDBY COLD BULK
Peer RF state: ACTIVE

& Example 4: 2 ADIL—ROFE 1R T7I—AICODVWTORRESDERLEEDTT,
HAOEINO=I NS T4V I BEATEINBA O Z—TIAAZHRELELETDIP 7R
L AZzHEBLET,

Bl 4 WRHD

ZBFWL# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Nei ghbors:

Peer: 10.60.1.2 Standby RGs: 1 BFD handle: 0

ZBFWL# show redundancy application data-interface group 1

The data interface for rg[1l] is Ethernet0/2

|

ZBFW2# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Nei ghbors:

Peer: 10.60.1.1 Active RGs: 1 BFD handle: 0

ZBFW2# show redundancy application data-interface group 1
The data interface for rg[1l] is Ethernet0/2
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Bl5: AT—2AO-)OELTEEIEN

ZBFWL# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: Active

Negoti ati on: Enabl ed

Priority: 200

Protocol state: Active

Crl Intf(s) state: Up

Active Peer: Local

St andby Peer: address 10.60.1.2, priority 150, intf Et0/2
Log counters:

role change to active: 1

rol e change to standby: O

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, adm n_down O
rel oad events: |ocal request 0, peer request O

RG Medi a Context for RG 1

Ctx State: Active

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tiner: 3000, Peer Hold tiner: 10000

Stats:

Pkts 249, Bytes 15438, HA Seq 0, Seq Nunber 249, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

St andby Peer: Present. Hold Tinmer: 10000

Pkts 237, Bytes 8058, HA Seq 0, Seq Number 252, Pkt Loss O

!
ZBFW2# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: St andby

Negoti ati on: Enabl ed

Priority: 150

Protocol state: Standby-cold

crl Intf(s) state: Up

Active Peer: address 10.60.1.1, priority 200, intf Et0/2
St andby Peer: Local

Log counters:

role change to active: 0O

rol e change to standby: 1

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, admi n_down O
rel oad events: |ocal request 0, peer request O



RG Medi a Context for RG 1

Ctx State: Standby

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tiner: 3000, Peer Hold tiner: 10000

Stats:

Pkts 232, Bytes 14384, HA Seq 0, Seq Nunber 232, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

Active Peer: Present. Hold Tinmer: 10000

Pkts 220, Bytes 7480, HA Seq 0, Seq Number 229, Pkt Loss O

BREOEREERITIL—TIDAEAEZ—TIAAICE)ETSNDELSICTRHETT, |
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Ble: RIFIL—7TIDZ8V) HTShEITERELTTF=W

ZBFWL# show redundancy rii
No. of RIls in database: 2
Interface Rl 1d decrenent
Et hernet0/1 : 200 O

Et hernet0/0 : 100 O

1

ZBFW2# show redundancy rii
No. of RIls in database: 2
Interface Rl 1d decrenent
Et hernet0/1 : 200 O

Et hernet0/0 : 100 O

EFIL-RCeZ&KEL TV T—MERLTTEWV

Example 7:Tl&, ZBFW1 k7 957 1 7 ICEHFEOLEOORNT 74y V2B BESEET, AZUN
141 FINARAZBFW2 ANDOEHBEERICER ENET, V=2 TF7AT7OF—)LIC& > TREE
NEEGZRTIDEDICRRIRUS— T PALFI2x—)L session AN REFEALET,

Bl 7 BT hDER

ZBFWL#show pol icy-firewal | session

Sessi on B2704178 (10.1.1.100: 52980) =>( 203. 0. 113. 100: 23) tcp
SI'S_OPEN TCP_ESTAB

Created 00: 00: 31, Last heard 00: 00: 30

Bytes sent (initiator:responder) [37:79]

HA State: ACTIVE, RGID 1

Est abl i shed Sessions = 1 ZBFW2#show policy-firewall session
Sessi on B2601288 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SI'S_OPEN TCP_ESTAB

Created 00: 00: 51, Last heard never

Bytes sent (initiator:responder) [0:0]



HA State: STANDBY, RGID 1
Est abl i shed Sessions = 1

BHELZVT—N, BERENDINA MEMBFTRERBAVFCEITERLTTEY, #HERE
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ZEAALTTEV, Thid Example7:E LTREUESBHOZRBLEITHN, I—PFHFBRE
NBY—2 RT7EFICHDZGHIRIDCEZTREICLET,

REID FNVYT KA

COEIIVEICOMEZBRTDI-OICEHEL LB D ZERK 5 debug IV RZRL K
ERS

FINY T D enablement FES —RREDII—FTIEEICRINTHIHEREHYET, #>T*T
nNoEBMIC $2HIIC, FEEZEEIBEFIT T,

TRV IRRE T TV T-23200N—Tri 4R b

COOAXY REFEHEAEVLVRITIL—TEEEALEBRENIRNE—HIDLEEI®D
PEHICERENET, NTTAVINZBFWICEBE TR EE, RERBRVREL 1R
—T7IMARRITIL—T DHFHBDESICERENET, COBREETANOTF—RID

EE>TCENhASEASKES, ARNA ETORITIN—THFTFOT47T 1Yy h&—
ERRICIESEE, syslog & Example 8:EREh, EHRZEHID-HICEATS RIJIL—
7'ID ZHFELET:

#1 8 : Syslog

debug redundancy application group rii event

debug redundancy application group rii error

!

*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:100
*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:200

CTFIYIRERE T TV Tr-2327)0—770RJLIXT

COOXRY RE2ANAEWCASEEN DL 2R ITHLODICERAETNET., ETIP
FRLAFFNY I THRRBENET, Example :ICERS5nB&S5IC, ZBFW1 X IP 7 RL A
10.60.1.2 &M STANDBY IREEDETZRE T, RE:lE ZBFW2 ICHTIEEFE T,

Blo: FNYJTDOET IP ZHBELTTFZV

debug redundancy application group protocol all

|

ZBFWL#

*Feb 1 21:35:58.213: RG PRTCL- MEDI A: RG Medi a event, rg_id=1, role=Standby,
addr=10. 60. 1. 2, present=exist, reload=0, intf=Et0/2, priority=150.

*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] set peer_status O.
*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] priority_event
"media: low priority fromstandby', role_event 'no event'.



*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] select fsmevent,
priority_event=nedia: low priority from standby, rol e_event=no event.

*Feb 1 21:35:58.213: RG PRTCL- EVENT: [RG 1] [Active/Active] process FSM event
"media: low priority from standby'.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] no FSMtransition

ZBF\W2#

*Feb 1 21:36:02.283: RG PRTCL- MEDI A: RG Medi a event, rg_id=1, rol e=Active,
addr=10. 60. 1. 1, present=exist, reload=0, intf=Et0/2, priority=200.

*Feb 1 21:36:02.283: RG PRTCL- MEDI A: [RG 1] [ Standby/ St andby- hot ]

set peer_status O.

*Feb 1 21:36:02.283: RG PRTCL- MEDI A: [RG 1] [ Standby/ St andby-hot] priority_event
"medi a: high priority fromactive', role_event 'no event'.

*Feb 1 21:36:02.283: RG PRTCL- EVENT: [RG 1] [ Standby/ Standby-hot] sel ect
fsmevent, priority_event=nedia: high priority fromactive, role_event=no event.
*Feb 1 21:36:02.283: RG PRTCL- EVENT: [RG 1] [ Standby/ Standby-hot] process

FSM event 'nedia: high priority fromactive'.

*Feb 1 21:36:02.283: RG PRTCL- EVENT: [RG 1] [ Standby/ Standby-hot] no FSM
transition
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cOEIVZIAVEROFSNBVK2ADR<HD BEEZFHFARLET,

AV MA=LBRUFTF—RA 2 2—T7 14 AR
BB LVF—ZVLAN O SOV DA OBERC LB ET:

. ZBFW BECHBB LTF— AV E—TIAAEEHEVTTFEV, HSREVCEET
BESICEFERENET  #°T. CREDAVE—TIAAERETILEN B ELA

CHEBSRTTF—RA U E—TIAAGRAUA 2 Z—T I AAN VLAN THEIHBEEHYET
o :*’L(I)lz—go)?ﬁ—l\ﬁﬁﬁbﬁj'o

FERITIL—T

RITIL—7& LAN BRI WANA 2V B—T IA AWATERATILENHBYERT. LANAUX
—7IMAREU BT XY RTHIBENFHYVET WANI 2 X—TITA ARBIEOH TR Y
THIHEEEHNET, AVEF—TIAATRERITIN—THFHBHEE D syslog TNy YT
NEETFTVr-232T0N—Trni AR>S ROCFNYIREBYE T TVT-232 007
i TZ7—OHDICHKELRT:

000515: Dec 20 14:35:07.753 EST: FIREWALL*: RG not found for ID O
BB 7 I—-)ILF—/\—

BE7I—-I)LA—N—%FRETDEHIC. ZBFW HA & Service Level Agreement ( SLA; —E
ALRILZEY)) ATPIORERNTIYFVIITREDICHRETDIHLEN HYEHICZO SLA A
RYNCZESVTELIEMNZBLEEET, Example 10:Tlk, ZBFW HA & GigabitEthernet0
AVB=TIAADIV DV IARAT—RAERNTYFVILET, COAVE—TIAANETI R
BICE25E, BEBEMNEETFNA AN KRUEZRHENTLSICRIET,

#10: ZBFWHA BB 7 T—)LA—/N\—8&E



redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 230

control W an801 protocol 1
data VI an801

track 1 decrement 200

1

track 1 interface G gabitEthernetO |ine-protocol redundancy
appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 180

control W an801 protocol 1
data VI an801

BeYRVECLEBERIEN AR NFHBDIZZBFWHA R 7 T —=)ILA—-N—BBNWIZ, ZhiE
preempt ¥ —J— RAFADTFNAADTTEREENBZVEVSERICKY ET, preempt ¥—
J— RI(Z Hot Standby Router Protocol ( HSRP ) T& V) BIDMEEMA K (F B EEF 1T 4
T7ZAT A (ASA) YT RIIT (ASA) 7I—IA—-N—HYWET, ZBFWHA Tl,
preempt £ —J— REFEF/NA AOBEIBUANEETEIHEE7TI—IA—/N— AR HFRETS
EDICLET, chFEFIVT A BRIA RTXENENATVERT. V-2 R—ADKR) S —
77AFT2#—)L, CiscolOS JIJ—R 15.2M&T, VY—2 R—ADKRY— TF7ATI#—=)
SURAMOE,SOMEFECICHY FT:

PAZYINA FNAANDRAAY FHA-NBGHEORRADEETITONDZFEN HVET, AV
FA-—NZEIERCTHBEIHBIES —DDT7IVRRBBETFNAARATISCENTERTZA4F
VTARETY. aBEENEOTNARART VT ATFNAARTY, T5—HKFTIOT1TBH
AEUNA FNARACRETDHE, TNAAOBRIBRLFEEE L THSNTVWRRETRES
BRLENET, FIOTATTFNARAOBEIBUNF AR NS FNAAODBEIBELOTTT2%5
B, AMYFA-NEITbh, AZUNA FNAAGT VT ATFNAALBYET, ZOFT7
AN NOBEGAREIN—TOrHOTIIV T3> FTRIELI—NETF1E2—TIICTS
CELLIDTEMITDZENTERT, AVF—TIAADLAV1RENX T REICES
EERLBRBNEZHIEEDIEOICBRAVE—TI(AZRETERT, RETNDELIENQ
FEMDCLEIARMIN-—TOTF7FINTZA4FIT1%,,

CNSOHDBFBEYSREZRLET:

ZBFW 1#show r edundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Admi ni strative State: No Shutdown
Aggregate operational state : Up
My Rol e: ACTI VE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Comm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
RF state: ACTIVE
Peer RF state: STANDBY HOT

ZBFW 1#show r edundancy application faults group 1
Faults states Group 1 info:
Runtinme priority: [230]


//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-A450304A-DC96-4E40-854F-7D9B219113EA
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RG Faults RG State: Up.
Total # of switchovers due to faults: 0O
Total # of down/up state changes due to faults: O

chsoOJBEMC B2FNYITBLTZBFW TERENE T, cOOTBETFNAANT Y
TATIBBERLET:

*Feb 1 21:47:00.579: %G _PROTOCOL-5- ROLECHANGE: RG id 1 role change from

Init to Standby

*Feb 1 21:47:09.309: %G PROTOCOL-5- ROLECHANGE: RG id 1 role change from Standby
to Active

*Feb 1 21:47:19.451: %G _VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:19.456: 9%RG_VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

COOTRETFNAAN AR NATI<KERLET:

*Feb 1 21:47:07.696: 9RG VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:07.701: 9%RG VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

*Feb 1 21:47:09.310: 9%RG PROTOCOL- 5- ROLECHANGE: RG id 1 role change from Active
to Init

*Feb 1 21:47:19.313: %RG PROTOCOL- 5- ROLECHANGE: RG id 1 role change from

Init to Standby

FERBIN—T 12T
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