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Trivial File Transfer Protocol ( TFTP )
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T7AIWRTRE, F7ANLRNOTTIT—230RERNZTAVIZINTRETS 1 DORD
= (JO-NILRIVZ— ) FRELCEFEFATEY, ChIZKYIRXTOAEZ—TIAALD
RZT74YVCRENFBREIAET. F7FILNOTTVT—230RERNZ 74V 0106, &
ZORILDOF7AILRNDR—NIRTDIRNZ T4V IOFEBENRTVET, BATEZIJO-N
LWRIVD—BFAD2EFEOT, JO-NILRVS—Z2EETIHE. LA, FEER-b
CREZBALEY., F7ALRTRERAZ—TILEB>TVBVREZENL Y TR5EE.
T72ILRNDORID—ER/ETEH. FEETT7AILRNORIS—Z2F1E—TIICLTHSH
LWRDUS—Z2BRATIVENHBYNET, IXTOTF7AILRNOR—ROUARNIOVWTR, T
T7ANDDOBRERI S —y ZZRLTLSEE L,

1. policy-map global_policy 1N > RZ31TL £ J . AsAwal P-CLI (confi g) #pol i cy- map
gl obal _policy

2. class inspection_default 1Y > RZ31TL £ J o AsAwAl P- CLI (confi g- pmap) #cl ass
i nspection_default

3.inspect FTP N> RZHITL F9 ', AsAwAI P- CLI (confi g- pmap-c) #i nspect FTP inspect FTP

strict N> RZFERAITZDATaVHAHAEBEECNTET, OOV RTEK, FTP ERICE
HIAENLEION RO Web 75IHICLDREEZBREITZ LT, REENERY ND—
IDEFIVTANBELEST, A VRF—TIAALTstrict 77> a>z8/MICTdE,
FIPREIZL > TROFIENBAEAET, EFa2VTa1 FTSATARIZEK2THLY
ANV RAFFAENDICE, FTP ON Y RIBERBRLEENBIVENf D, X1 VT14 T
TISAT VAL 2T, BORAFEFNLEONY RIFEBEE B EHENEEEND, 227 I
REKVCPORTOAY U RAFIVIEh, ChoNIT—XFHICRRTEAhTWAWNZ &
FEFEN?, W strict 7723 2FATHE, FTP O RFC ICEEFICERL TLA
WFTP 92 AT RTRRERBRTZDEICBDUEMEN HYET, strict 773> nFERIC
DVWTOHMEE, Tstrict A7 3> 0ERA 25BLTLSEEL,

ERE Bl

PAC S

ASA- Al P- CLI (confi g) #show runni ng-confi g ASA Versi on
7.2(2) ! hostname ASA-Al P-CLI domai n-nanme corp.com
enabl e password WuXYvt Krnj XqGbul encrypted nanes !
interface Ethernet0/0 naneif Qutside security-level 0 ip
address 192.168.1.2 255.255.255.0 ! interface

Et hernet0/ 1 naneif |nside security-level 100 ip address
10.1.1.1 255.255.255.0 ! interface Ethernet0/2 naneif
DWZ security-level 50 ip address 172.16.1.12
255.255.255.0 ! interface Ethernet0/3 no naneif no
security-level no ip address ! interface ManagenentQ/0
no naneif no security-level no ip address ! !--- CQutput
is suppressed. !--- Permt inbound FTP control traffic
access-list 100 extended permt tcp any host 192.168.1.5
eq ftp !--- Permt inbound FTP data traffic. access-Iist
100 extended permit tcp any host 192.168.1.5 eq ftp-data
I 1--- Command to redirect the FTP traffic received on
IP 192.168.1.5 !--- to IP 172.16.1.5. static
(DM, out side) 192.168.1.5 172.16.1.5 net mask

255. 255. 255. 255 access-group 100 in interface outside
class-map i nspection_default match defaul t-inspection-
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traffic ! ! policy-map type inspect dns preset_dns_map
par anet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! !---
This comand tells the device to !--- use the

"gl obal _policy" policy-map on all interfaces. service-
policy global _policy global pronpt hostnane context
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009 : end
ASA- Al P- CLI (config)#

BXATCPAR—PMTO FTP 7O I BREDORERE

ROBREZFEALT, BEATCP R—RTFTP ORI BREZRETEET ( XXXX ZHFHR
DR—KRBEETEEMATLEEY),

access-list ftp-list extended permt tcp any any eq XXXX
!

class-map ftp-class

mat ch access-list ftp-list
!

policy-map gl obal policy
class ftp-class
i nspect ftp

BEXAWETFTP 77V —>32 A2 ARSIV ORE

T7AZILRTRE, F7ANLRNOTTIT—230RERNZTAVIZINTRETS 1 DORD
= (JO-NILRIVZ— ) FRELCEFEFATEY, ChICKYIRXTOAVEZ—TIAALD
RZT74YVCRENFBRAEIAET. F7FILNOTTVT—230RERNZ 740106, &
ZORALOF7AILBROR—NIRNITBIRZ T4V IHFEEATVET, BATEDITO-N
WARIZ—F12EHTY, LENF>T, JO-NLKRIVZ—2ZETRHE, LealF, 3
BER—NIREZBALEY., F7FLRTRAZ—TILLEBE>TVEVKREZEMLEZY T

BER. T7ALRNORIVS —ZmEETHH, FERBTF7AIILNORIS—2FT1E=—TILIC
LTASHLWRUS —ZEAIZIBENHYVET, IXNTOTFTFILRDOR—RDUAKNID
WTR., TZ72INbOBERIS —y Z25RLTSEEL,

1. policy-map global_policy 1N > RZ31TL £F . AsAwAl P-CLI (confi g) #pol i cy- map
gl obal _policy

2. class inspection_default AY > RZFKITLU £ T, ASAwAI P- CLI (confi g- pmap) #cl ass
i nspection_default

3. inspect TFTP N> R 75:%?? LE9., Asanal p-CLI (confi g- pmap- c) #i nspect TFTP

J

TINA AR 1

ASA- Al P- CLI (confi g) #show runni ng-confi g ASA Versi on
7.2(2) ! hostname ASA-Al P-CLI donmi n-nanme corp.com
enabl e password WhXYvt Krnj XqGbul encrypted nanes !
interface Ethernet0/0 naneif Qutside security-level 0 ip
address 192.168.1.2 255.255.255.0 ! interface

Et hernet0/1 naneif Inside security-level 100 ip address
10.1.1.1 255.255.255.0 ! interface Ethernet0/2 naneif
DW security-level 50 ip address 172.16.1.12
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255.255.255.0 ! interface Ethernet0/3 no naneif no
security-level no ip address ! interface ManagenentO/0
no nanmei f no security-level no ip address ! !--- CQutput
is suppressed. !--- Permt inbound TFTP traffic. access-
list 100 extended pernit udp any host 192.168.1.5 eq
tftp ! I'--- Command to redirect the TFTP traffic
received on IP 192.168.1.5 !--- to IP 172.16.1.5. static
(DM, out side) 192.168.1.5 172.16.1.5 net nask

255. 255. 255. 255 access-group 100 in interface outside
class-map i nspection_default match defaul t-inspection-
traffic ! ! policy-map type inspect dns preset_dns_nmap
par anet ers nmessage-| ength maxi mum 512 policy-nmap

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! !---
This comand tells the device to !--- use the

"gl obal _policy" policy-map on all interfaces. service-
policy gl obal _policy gl obal pronpt hostname context
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009 : end
ASA- Al P- CLI (config)#

j 7

RENFEREICTONLEEZHFRETSIC(E. show service-policy X > RZFEMA L. show
service-policy inspectftp N> RZFERAL THIZ FTP RELEFICHPRLET,

NSNS I=—F 42

Bl : BE0BXEEESHBWVL, classsmap BEIS—EFHHSNET

REFICEHE N BN HELE T, ROLSBIZ—HIRREIKT,

ERROR % cl ass-map i nspection_default not configured

BRE

CHDERE., REHNICHZDT7AILNOREICKFELTVET, RERICT7FIILNOBREN K
WHEEE., XOOX RZFEALTBERLET,

1. class-map inspection_defaultmatch default-inspection-traffic
2. policy-map type inspect dns preset_dns_map parametersmessage-length maximum 512
3. policy-map global_policyclass inspection_defaultinspect dns preset_dns_mapinspect ftp
inspect h323 h225inspect h323 rasinspect rshinspect rtspinspect esmtpinspect sqlnetinspect
skinnyinspect sunrpcinspect xdmcpinspect sipinspect netbiosinspect tftp
4. service-policy global_policy global
BE: UEIC, BIOBEZBRATZLEHIC. TF7HILNORENEIRENATVSRIES, 74/
NOBRENBESAR—7INICBZETOBBNIFr BRIDUEMEI &VET, I—YELEEESE
&, ABIIC RS TN 1a—FT 4 TJDOFIRELT, F7FILNORENHIBREATVWRAESH
ZHRITDIHENHYVET,

ASA £4T FTPS (FTP Over SSL ) ZE17Tc& &




vF¥IVFA TTSAFT AT, TLS/SSL ZFEAL 7= FTP ( SFTP/FTPS ) HR—K&EhT
WEBA., FTIPEHRIESILEND O, 77AT7I4—ILICLDNTY NOESILETREICT
2H%EEH)EBA, CiscoASAE/NN—232 82 LUHIEEUBRICTZHEEIE. FPIX/ASA :
HMCOVWTREFIVTA TT5AT A ETIL FAQ,

B 18 #§

. ASA 5500 ¥ ) —XBEEX1)TF1 PTFS5AFUA
.Ciscott*1 VT4 PTS5APORARIARVRUTZFPZLURA
-PIX500 ) —A X1 VFT4 PTSATFTURA
.CiscotF*a1 T4 PRNAFVDEEFI) T 18H
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