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NRZ7RLA(UTZILTRLA)ICEHRTS,
-DNSOZATURINT VYO ABZ—TIAALICEFEETRHEE. 7T74R—KNTFTRL
AENTUY O FRLAICERT S,

IR &4

B

CiscoldtF1UT4 FT7TZATVAETINTHEETS DNS Z1TD1OICDNS 1 2 ARDT S
SVHNBMC FRIBENHBDCEZRLET, T7AIRTE, DNSA VAR AR HY
ICZE2TVWET,

DNS A VARG AUNAZR—TIIB2>TVWBRHE, EF1UT A FTSATUATRRD
BAVNRTENET,

BT IRIRECESIVTATDIINA—RMNat I R (DNS US4 N ) OfEFHE DNS
LO—REZZVRLET, ZHRIEFEDNSRENOALI—REFICEAEShET, #2THRAY
2 (PTR)LO— KEERTBEILYHIT Y 7EDNS B2 ELASHEBES FEtA, U
IN—ADNSIILYOT7Y7DiHODNSPTRLI—R®M/N—23 2 ASAQ.0(1) BLUEhN
LABE, Z#a, IPv6 NAT, B KU NAT64 IPv4A NAT ZH/BED NAT IIL—ILD = ICBRIC 55
DNS A VARV IAVEFERTS, . FALI—RICEEHD PAT L= BERATETH
W, AT PATL—IABHVEWNICKED -, DNSEEBRIERAZT 1Y Y Port
Address Translation ( PAT; R— K 7 RL AZ# ) Lt BB DY EE A

-DNS X v tE—CNBEARZEALET (F7AINE 512 /N1 b, ZRARRIEF 65535 /N1 K
TY ), BHIITRENTYDN ENFfNKYADULTHBZ L ZHBRIBZDLEDICEIBERRYLEICR
UTRELEERTEIhE, BARZEBIZNTY NEEBEhET, B BFAR A>3
LT Inspectdns N> RZANTBEE. DNSNTY MG ALARFIVvIEhEFLRA,

c RXAMBOREZ 255 NA M, FRILOREZ 63 /N1 MCHBRLET,

-DNS XY E—TCREMARAVEANROION2EFZE, RAVRIZE>TSRBEIATVSE RXA
VEOEAEMERRELET,

CEBRAEOIN—THFETIHNESHERELET,

AT R—F>2 b

COXEICRBEETNTVRERE ASAS500-X =X F1UT1 FTZAT A EFIE
=TIV IXBETVWTVWET,

CORFIXVNOERE. FEDFRARELCLHZTNARACETVWTERENEZEDTT,
DRFIXRNTHEAIZINTOTFNA ARG, JUTR(T7#ILDN ) RETEEZHRHBL T
WET, RYRMIT—IFBBFOFZEEE. ANV RAIREIBENSREZ T ICERL THL
BEANBHVNET,

BEEM M

CDRES Cisco ASA 5500 ¥ =X £F1UF A FISATYRAEFIEN—D3Y 84 %
FlE Th URERITDIENTEET,



A:ASDM OFRERN—2 32 7Tx EFICERATEERT,

BRELHA

HAMNIZE DNS R T, 7547 MEDNSH—NICEFDFRANDIP 7 RLAZHBI TS
I URLAKRARNBEEELET, DNSH—NNFEREZZEL. TORAMNDERE IP T RL
ANIVEVT%#SHBLT,. IPPRLAZECALIO—REZIZATNIEBHELET, <D
FEEFEAEDRRICBEVTHEERSETENETTY, BRI > TRHBENIN BRETD LS
HYET, 94T RE, TEOIVTAT ORI TIOEALLRSELTVBRHRANDEAED NAT
NERBILHDIEA—DTTAR—NZYRNID—=TLEIZEFEL, 94T RMNIEL>THERAENS
DNS H—N\HAMDONT VYO XY RD—DLICFEETHHEERF. TOLOBRBEENIN RELET

o

FVF: 3DODONATA R —T7 T4 A-OF, &, DMZ

172.20.1.0 /24 e e,

192.168.100.0 /24

DNS
Server

Www
server.example.com
Mapped: 172.20.1.10

CORIEE., CORRDHBITT, DFE. 192.168.1002 D754 F7 > Ni& 10.10.10.10 T

WWW H—=NICT7 IV tAT S5 server.example.com URL ZFRALEVERBVET, 754
7> ~N®ODNS H—E AWK, 172.22.1.161 OAE DNS H—/NIC K > TRMHEEhET, Z 0 DNS
H—NRFBONTVY O XY RND—DELFETDEH, WVW H—NOTSAXR—KIP TR
LAEZRBLTVER A, EEL, WVWH—/XOI YT FRLA (172.20.1.10 ) ERB#L T
WET, TNDiH, 0O DNS H—/VIZ & server.example.com Z 172.20.1.10 ICZBT B IP 7



RLAEBRIOIYYEIHNEERTVET,

Bl : 9AFTMEWWWH—NICTFTIEATEXREA

Z MOIRR T DNS Doctoring R FDMDY ) 21— I3 MBI HE >TVWEWEE, V951476
A5 server.example.com @ IP 7 RL AICB§T S DNS ERAEEFEENTE, V9F/4T7 M
WWW H—NIZTF7 I RATEFEEA, hiE, WW H—NXONTUY O PRLA
(17220110 ) BEC ALO—REISAT U RN ZETREDTT, ISATURNFZOIP
TFRLALZTIVEALESETDE, ALAVE—TIAATONTY N UAAL IS IAVHFF
AEnBEVWES, EX1VTA TTTATVACRITNTY RARERENET, DNS
Doctoring A4 Z—7 LICBE 2 TVARWIBE, BRED NAT BB EROKSIZHEY ET,

ASA Version 9.x
!

host nanme ci scoasa
l--- Qutput suppressed

access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq wwww
l--- Qutput suppressed

obj ect network obj-192.168.100.0
network 192.168. 100. 0 255. 255. 255.0
nat (inside,outside) dynam c interface

obj ect network obj-10.10.10.10
host 10. 10.10. 10
nat (dnez, outside) static 172.20.1.10

l--- Static translation to allow hosts on the outside access
l--- to the WWVserver.
access-group OQUTSIDE in interface outside

l--- Qutput suppressed.
DNS Doctoring A4 Z—7 LI 2 TVWEWEE, ASDM ORERFRADISICHEYET,
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DNS Doctoring A4 Z—7)LICBE 2 TVWEWVEE, /IXRVKNONTY RN FYT7FrEROKSI(C
TVYVET,

1. 94T RNNFDNS VT —%FELET, no. Ti me Sour ce
Desti nation Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server. exanpl e. com

Frame 1 (78 bytes on wire, 78 bytes captured)

Et hernet 11, Src: Ci sco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: 0

Aut hority RRs: 0O

Addi tional RRs: O

Queri es

server. exanpl e.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

2.DNS JTVU—IZTD PAT A ASA ICL 2 TRfTEh, VIV —HNEREEhET, NTY
RDEETT RLAA ASA @ outside 1 2 X—T7 IA RAICEEENTVWBHEITEFELT

<IZe Lo No. Ti me Sour ce Desti nation Protocol Info
1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query
A server. exanpl e. com

Frame 1 (78 bytes on wire, 78 bytes captured)
Et hernet 11, Src: Ci sco_9c:c6:1le (00:0a: b8:9c:c6:1e), Dst: G sco_01:f1:22



(00:30:94: 01: f1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

.DNS H—N\A WWW H—NXDOX YT FRLAZFEALTRKELET, No. Ti me
Sour ce Desti nation Protocol Info

2 0.005005 172.22.1.161 172.20.1.2 DNS Standard query response

A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:1le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domai n Name System (response)

[ Request In: 1]

[Ti me: 0.005005000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queries

server. exanpl e.com type A class IN

Name: server. exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answer s

server. exanpl e.com type A class IN, addr 172.20.1.10

Name: server. exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Tinme to live: 1 hour

Data length: 4

Addr: 172.20.1.10

.ASAAN"DNS EENTWET RLADERETIZEL. NTYRNEVSATUNIEREALET
o DNS Doctoring &4 Z—7ILIZH 2 TV EWBE, BEICEEND Addr & WWW H—
NOIYT TFTRLADEETT, no. Ti me Sour ce Desti nation

Protocol Info
2 0.005264 172.22.1.161 192.168.100.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)



User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domai n Name System (response)

[ Request In: 1]

[ Tinme: 0.005264000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)
Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answer s

server. exanple.com type A class IN, addr 172.20.1.10
Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

5 COBRTITATMNE 17220110 TWWW H—NIZCT7 9 EATDCEZHAETT,
ASANCOBEOEHRIN)EEKLET, L. inside 'S outside ZFRHL T
dMmz ICRNT 714V ORI CERFHFAShEZVEYD, BHREFIXZAMLTIONLET, ASAO

7 (n.(i/)k@:k’) L?.‘%T\'c’f 1’1?3—0 Y%ASA- 6- 302013: Built outbound TCP connection 54175 for
out side:172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20.1. 2/ 1024)

Y%ASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80
to inside:192.168. 100. 2/ 11001 durati on 0:00: 30 bytes 0 SYN Ti neout

yyai—<ar: "dnsy #—J—R

Fdns, F¥—"— K& L = DNS Doctoring

dns ¥—7— R%Z#>5 DNS Doctoring Tl&, EF¥1UT 1 PT7ZAT AN DNS H—\HA 57D
AT MOREZRITRZELT, ARZEEMASNhDRIIIAKRYEFT, ELLEEES ML
EE, EFAVTATTIATAETIG "ABICRZRENTVRRSICIZATUORNEZD
EOBBEAICEAREICTZILEHICLI—REZADCENTERT: V94T NEIELRTHED
223> WWWH—=NIC, POEATEEFRA, COBEEMIC %525 DNSBEEEEF2
D74 PTI5AT A EFILE 172.20.1.10 DORYIC 10101010 IO TA T N 2RI B I
HICLOA—REZEEWMAET, DNSEBREFARXTAYINATX (N—232828BLT Eh
Bar)iCdns F—D—REZEBMLEYFRERF (N—=232 838X Thn LA ) REL V) /F
— KN NAT XEZEBEMIZ BYET,

N—23>282BRYT Th Bal

CNEFBETEIN—23282BL TN UFHIOLEHD dns F—T—RBKT 3 20O NAT 1~
R—TIAAEDNS TS5 ASANFKRI>714F¥2L—>3>T9,

ci scoasa#show runni ng-config
. Saved



ASA Version 8.2.x

1

host nane ci scoasa

enabl e password 9j Nf ZUG3TC5t CVHO encrypt ed
nanes

dns- guard

1

interface Ethernet0/0

namei f out si de

security-level O

ip address 172.20.1.2 255.255.255.0
1

interface Ethernet0O/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255. 255.0
1

interface Ethernet0O/2

namei f dne

security-level 50

i p address 10.10.10.1 255.255.255.0
1

i nterface Managenent 0/ 0

shut down

no narnei f

no security-1Ieve

no i p address

managenent - onl y

1

passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive

access-1ist OUTSIDE extended permit tcp any host 172.20.1.10 eq www

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

asdm i mage di sk0:/asdnb12- k8. bin

no asdm hi story enabl e

arp tineout 14400

gl obal (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,dnmz) 192.168.100.0 192.168.100. 0 net mask 255.255.255.0
static (dne,outside) 172.20.1.10 10.10.10.10 netmask 255. 255. 255. 255 dns

access-group OQUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute

usernane cisco password fflRPGDSQIh9YLg encrypted

http server enable

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1



cl ass-map inspection_default

mat ch default-inspection-traffic
1

!

policy-map type inspect dns MY_DNS_| NSPECT_NMAP
paraneters

nessage-| engt h maxi mum 512
policy-map gl obal policy

cl ass inspection_default

inspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect dns MY_DNS_| NSPECT_NAP
nspect icnp

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nmessage-| engt h maxi mum 512
|

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum d6637819c6ea981daf 20d8c7aa8ca256
end

N—23>2 83 BRYT Th L&

ASA Version 9. x

!

host nane ci scoasa

l--- Qutput suppressed

access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq www
l--- Qutput suppressed

obj ect network obj-192.168.100.0

net work 192.168. 100. 0 255. 255. 255. 0

nat (inside,outside) dynam c interface
obj ect network obj-10.10.10.10

host 10.10. 10. 10

nat (dnz,outside) static 172.20.1.10 dns

l--- Static translation to allow hosts on the outside access
l--- to the WAV server.

access-group OQUTSIDE in interface outside

l--- Qutput suppressed
ASDM D EXTE

ASDM T DNS Doctoring Z5%E 9 ICIk. ROFIEZETLET,



1.> NAT JL—JL TConfigurationa Z#ER L. BEENhD AT I U NFA—KN =)L EERL
TTFEW, [Edit]jZ2oUYOLET,
2. TAdvanceds Z2UvY o LTTF&EV

[Ey Edit Network Object 2
Mame: obj-10,10.10.10
Type: .Hnst - |
IP Version: i@ IPv4 () IPvE
IP Address: 10.10,10,10
Description:
NAT ~

Add Automatic Address Translation Rules
Type: Static v
Translated Addr: |172.20.1.10 (]
|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |dmz

Use IPva for interface PAT

| Advanced... |

| QK | | Cancel | | Help |

BN=IFIYORY I AN BBESICTRDNS SEEEILTTE L,



5 Advanced NAT Settings

Translate DMS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :dmz -
Destination Interface: :nutsjde -
Service

Protocol: Tk top -
Real Port:

Mapped Port:

| QK | | Cancel | | Help

4. NAT Options T4 > RIUEKETEHIC TOKs 20UV LTTEL,
5 mEATITIONBENATIL=I D4 RIZRTEHIC TOKy 29UV LTTFEW

6. EFIVTA PTSATVAETFINICREZERE $57120IC TApplys 229UV T LTT
=V,

3

DNS Doctoring A4 Z—7I)LICBE 2 TWBEHEE, AIRVRNONTY N FYTFrRFAOKISICK
WET,

1. 95AF>MNFDNS VT —%FEELET, No. Ti ne Sour ce
Desti nation Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query
A server. exanpl e. com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet Il1, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domai n Nane System (query)

[ Response In: 2]

Transaction I D: 0x000c

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O



Queri es

server. exanple.com type A class IN
Nane: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

.DNS VT V)—ICx3TB PAT ¥ ASAICK 2 TEITEN, VIU—HNEiEEhExd, N7V
NDIEETT RL AN ASA D outside 1 VXA —T I AICEEENTVWBRCEICEFELT

< 7',:'c‘_f L\o No. Ti e Sour ce Desti nation Protocol Info
1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query
A server. exanpl e. com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x000c

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

.DNS H—N\A WWW H—NXDOX YT FRLAZFEALTKELET, No. Ti me
Sour ce Desti nation Protocol Info

2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response

A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Domai n Name System (response)

[ Request In: 1]

[Ti me: 0.000992000 seconds]

Transaction I D: 0x000c

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queries

server. exanpl e.com type A class IN

Name: server. exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answer s

server. exanpl e.com type A class IN, addr 172.20.1.10

Name: server. exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Tinme to live: 1 hour

Data length: 4



Addr: 172.20.1.10

.ASA * DNS SEDRET RLADEBZTIZRL, NTYRNEIVTATUMIEELET

o DNS Doctoring A4 Z—7 LI 2> TWBHEE. BEICEENS Addr IF WwWW H—/\
@'J?)LTI\bX(Z%%E&iBhﬁ@% No. Ti me Sour ce Desti nation

Protocol Info
6 2.507191 172.22.1.161 192.168.100.2 DNS Standard query response
A 10.10. 10. 10

Frane 6 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50752 (50752)
Domai n Name System (response)

[ Request In: 5]

[ Tinme: 0.002182000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answer s

server. exanple.com type A class IN, addr 10.10.10.10

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 10.10.10. 10

L COFRT, 77472 8E10.10.10.10 D WWW H—NICT7 I E2ALELDSELET, #

B ET,

Fdnsy F—T— REEAL LBRBVERE

chid, dns F—TJ—RE3ZDONAT A X —T7 T4 A%ZERAL /= DNS Doctoring 2179 %
M ASA DEREHIBERETT,

ci scoasa# sh runni ng-config
. Saved

Serial Nunber: JMX1425L48B
Har dwar e: ASA5510, 1024 MB RAM CPU Pentium 4 Cel eron 1600 MHz

ASA Version 9.1(5)4

host nane ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFhbNI dI . 2KYQU encrypt ed

namnes

dns- guard

interface Ethernet0/0
shut down



nanmei f outside
security-level 0O
ip address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192.168.100.1 255. 255.255.0

nterface Ethernet0/2

shut down

nanei f dnz

security-level 50

i p address 10. 10.10.1 255.255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenent 0/ 0
managenent - onl y
shut down
no nanei f
no security-1Ieve
no i p address
1
ftp node passive
obj ect network obj-192.168.100.0
subnet 192.168.100. 0 255. 255. 255.0
obj ect network obj-10.10.10. 10
host 10.10.10. 10
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
no arp permt-nonconnected
1
obj ect network obj-192.168.100.0
nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10
nat (dnz, outside) static 172.20.1.10 dns
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
dynamni c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL



http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tinmeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout 0O
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-Iist
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essenti al s
usernane cisco password fflRPGDSQIh9YLg encrypted
1
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi mum client auto
nmessage- | ength maxi mum 512
policy-map gl obal policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdncp
nspect sip
nspect net bi os
nspect tftp
nspect ip-options
nspect icnp
policy-map type inspect dns MY_DNS_| NSPECT_NMAP
par anet er s
nmessage- | ength maxi mum 512
policy-map type inspect dns nmigrated_dns_map_1
par anet er s

nmessage- | ength maxi mum 512
!

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 3a8e3009aa3dbld6dbal43abf 25ee408
end

BoYy)ai—3a> : %k NAT

58 5 NAT (& DNS Doctoring DRERE L THEATEEX T, EEFEELE NAT OFEARK ZDIFEEN
BATDITHONA—DN NAT BHEANIEO WWW H—/N N TUYOF RLAEDMZ DE TR
LADETERENDEEMEBELET, FBENAT DHEES, DNSH—N\HAS5I9F4 T NI
BENDDNSALO—RONBRZEZEEENELTA. CORFIXNTHBEATATVEELSK



FV)ATRENAT 2FRATDE, 94T RNEDNS H—N\ASRENB/NTUYIIPT
RL R 172.20.1.10 ZEAL T WWW H—NICEHKTEET, BN B AT IO MNA—RNER
FEF1UFT14 FTS5ATAETFILA 172.20.1.10 A 5D 10.10.10.10 \DEET RL A% ZE
BIBDELSICLET, BENAT 2FHTIHEEDREDEEISR S ZIRICRLET,

ASA Version 9.x
!

host nane ci scoasa

l--- Qutput suppressed

access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq www
l--- Qutput suppressed

obj ect network obj-192.168.100.0

network 192.168.100.0 255. 255.255.0

nat (inside,outside) dynam c interface

l--- The nat and gl obal comrands al |l ow
I--- clients access to the Internet.

obj ect network obj-10.10.10.10
host 10. 10.10. 10
nat (dnez, outside) static 172.20.1.10

l--- Static translation to allow hosts on the outside access
l--- to the WWVserver.

obj ect network obj-10.10.10.10-1

host 10. 10.10. 10
nat (dnz,inside) static 172.20.1.10

FE)/—E NAT ORREH & RR T BIEE L NAT

ASA Version 9.x

I

Hostnane ci scoasa

l--- Qutput suppressed

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
l--- Qutput suppressed

obj ect network obj-192.168.100.0

net wor k 192. 168. 100. 0 255. 255. 255. 0

nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10.10. 10. 10

obj ect network obj-172.20.1.10
host 172.20.1.10

nat (inside,dnz) source dynam c obj-192.168.100.0 interface
destination static obj-172.20.1.10 obj-10.10.10. 10

l--- Static translation to allow hosts on the inside access
l--- to the WNWVserver via its outside address.

access-group QUTSIDE in interface outside



l--- Qutput suppressed.

ASDM T35t NAT ZBRETRICE. XAOFIRZXRTLET,

1.> NAT JL—JL FConfigurations ZiER L, TAdds ZBR LTTFEV>Add "RY ND—
O FTITOMINATIIL—IL%

Tk e
Fim dws leds 'I-.I'I._ﬁ'h' ) [ ||I||l||
Hhrame | cortarnn] | ] srvoens | | i G st Qi vt o | cisco

s bl 1 S Sl i = Dl - W1 By

%ol fnsem Foomet | [TERE Of pon ) o | 4 4 | & % B - | €L Fnd B agren 7 Fudar e

S i VAT Aaie Belie Hetmh Diigect” AT Audes

At Trarabened #echen

Se=== ot et o e e — e ——
T i = R ITTOE T B Tl g0 MAT Rt
B, rige et SO0

* T o T e T N
¥ [ ERe—— Origral = M mataaz. = Drigsl

2 HLWART AV OEBOBREZANLET, Name 7 1 —J)L RTI&, 0bj-10.10.10.10 &
ABLTTEV, IPAddress 7 1 —J)L RTlE. WWW H—/NXDIP7 RLADOT RLAZ AN
LTTFEW, BROAYFHTY VUARDS, RAZTAYIZBBRLTTE, EfiEhiz
TRLA 714—=)LRTRE, PRLAZAZL, WWW H—NZICIYET LEVER
S5CEAMUR—TIAARAEBTTEV, [Advanced] 20V JY I LET,



[Ey Add Network Object 22

Mame: obj-10.10.10.10
Type: :Hnst -
IP Version: i@ IPv4 () IPvb
IP Address: 10.10.10.10
Description:
MNAT s
Add Automatic Address Translation Rules
Type: Static -
Translated Addr: |172.20.1.10 B

|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |dmz

Use IPvE for interface PAT

| Advanced... |

| K, | | Cancel | | Help |

]

V=RAVBR—=TIAA ROAYTEZI VDARNT, dmzZBBRLTTEV, TAT 1 X—
2AVAVER—TIAA ROYTRE I VDARNT, RIBRLTTE LV, Z0HITI, inside
AB—=TIAALEDKRARND, XY 7 P RLRA172.20.1.10 £/ LT WWW H—/NICT
JEATEDELSIinside 1 VB —T7 I A AN BRENTVET,



m Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface

|| Lookup route table to locate egress interface

Interface

Source Interface: dmz -
Destination Interface: |inside -
Service

Protocol: 1k top -
Real Port:

Mapped Port:

@ b [oden | ¢ 4 | L B 0 - | € Fed B Dagrem 273 Pasie Trace

""m — i Bk Leiioria Drigual Fac ket ATian Draintaliol Pk el
T Sarcainil  Eesiled  Sousm — Sarvra Saurca [r— sarvca
[l 1 | bty | Wi twrk (BoeT AT Pl 11
S hitzr/Yookho-S00L O T 703, 1.3} ()~ D - - Crrad
e lm e = & mxil @y —nga- M OEILL.. - O

EBMAT ST O NEBNAT L= 942 RIEETEHIC FOKs £FUY S LTTF&EL
o BXIUTA TTSATYAEFINCHREERE $5HEHIC TApplys £2UY I LT

-F é \l\ o
FE/—E NAT 8 & ASDM OR B AR

1. TRY ND—=9 A7 19 81 NAT JL—JL....HIC > NAT JL—)L FConfigurations #3i&iR

L. >AddNAT JL—J)L%& TAdda ZZBIR LTTFEL



T — L S— A SSS— =T
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FEHOLEOOBREZRALTCTEVW _EERZRY RD—OF RLARBLTTELV, VY
—AAVBR—TIA A RAYTEI UARNT, FERLTTFEV, FAT1X—>3>
AR —=TIAARAYTEZD VARNT, dnz ZBRLTTEV, EEXTT RLA 741
—I)LRTR, ARRY NT—0 AT T UM (0bj-192.168.100.0 ) ZA DL TTEV, 5
X TRLATZ7A4=IRTR, BENEDMZHY—NIPATZITORNEADLTTEV
(172.20.1.10) . HENATE ROV FRZ O DARNT, HA4FZIY I PAT (IERR) %
BIRUTTEW, BERXT RLARE: BREhENTY N 923217 1= RIE,
dmz ZAHULET, BET RLARE: BfrEcnENTY N 2592327 14—=)L RE,
DMZ 4 —/NRE IP A7 I %9 N (0bj-10.10.10.10 ) ZAHBL £ T,



[ o)

Edit NAT Rule e

Maich Criteria: Original Packet

Scu_ﬁa Interface: inside » | Destination Interface: |dmz

Source Address: 0bj-192.168.100.0 (-] Destination Address:  obj-172.20.1.10 B

Service: any D

Action: Translated Packet

Source MAT Type: Drynamic PAT (Hide) -

Source Address: dmz D Destination Address:  |obj-10.1.1.10 D
Use one-to-one address translation
PAT Pool Translated Address: -« || Service: — Criginal — D

Found Rebin

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 102465535 Indude range 1-1023
Fall through to interface PAT

Lise IPv6 for source interface PAT LUse IPva for destination interface PAT
Options

| Enable rule
Translate DMS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table to locate egress interface
Direction:  |Both

Description:

’ K, ] | Cancel | | Help |

B.EEMFE/ZENATIL—I D42 RIZHILEHIZ TOKa 270 Y 0 LTTFEL,
4. tF1VTA TTZATAETFINICREZIEE 570 TApplya 22UY T LTTF
=V,
BENATAREENTVDBEEILRETDI—EDAARYRNERIIRLET, 94T NET
TICDNS H—NABELEEZITV. WWW H—/NXOT7 RL AlF 172.20.1.10 TH B £ VS I5F
ZZELLEERELET,

1. 94T M 172.20.1.10 O WWW H—/NICEHEL LD EBR M E T, vasa 7-609001: Built
| ocal -host inside:192.168. 100. 2

2.F1V)FTA4 TITIAT AN ERZEZRZ L., WWW 5 —/VA"10.10.10.10 TH D & &F8
U ET, vmsa 7-609001: Built local -host dne:10. 10. 10. 10
3.'F1IVFA TITSAT AN I9TA4AT > NE WVW H—/NOB D TCP Ei 2L LET

o NYIATHFENLEZBRANDIYY T PRLAICFEEZEL TLKEE L\, wasa 6-302013: Built
out bound TCP connection 67956 for dne:10.10.10. 10/ 80
(172.20.1.10/80) to inside:192.168.100.2/11001 (192.168. 100. 2/ 11001)

4. X171 TTZA4T > ATshowxlate N> RZRITIDE, 94T RNDRNTT



AVIONEFIUTA TITSAT U AZNLTEBRENTVD ENBREhET, O
BT, RIDARTAY VBB EAENTUVWET, ciscoasa#show xl ate

3 in use, 9 nost used

d obal 192.168.100.0 Local 192.168.100.0

d obal 172.20.1.10 Local 10.10.10.10

d obal 172.20.1.10 Local 10.10.10.10

. EF1IVFA TTSAFT > ATshoweonn AN REEFTTDE, 95A4T7 > M WWW

B—NOBOBEGEA X1 VT A TTZAT U AZN LU TRIBLIEC ENRREENET,

Ay ATHFEATE WWW H—NAXDUTI 7 RLAICEFEL T EE LV, ciscoasa#tshow conn
TCP out 172.20.1.10(10.10.10.10):80 in 192.168.100.2:11001
idle 0:01:38 bytes 1486 flags U O

TS NAT 2R L ERENZRTE

ik, IBENAT E3 DD NAT A X2 —T 14 A%ZEMAL 7z DNS Doctoring ZE{TT21=HD

ASA DERAMBRET T

ASA Version 9.x

host name ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

nanes

dns- guard

nterface Ethernet0/0

shut down

nanei f outside

security-level 0O

i p address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192. 168.100.1 255. 255.255.0

nterface Ethernet0/2

shut down

nanei f dnz

security-level 50

i p address 10. 10.10.1 255. 255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nterface Managenent0/0
managenent - onl y

shut down

no nanei f

no security-Ieve

no i p address

ftp node passive
obj ect network obj-192.168.100.0

subnet 192.168. 100. 0 255. 255. 255.0

obj ect network obj-10.10.10. 10



host 10.10.10. 10
obj ect network obj-10.10.10.10-1
host 10.10.10. 10
obj ect network obj-172.20.1.10
host 172.20.1.10
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
no arp permt-nonconnected
1
obj ect network obj-192.168.100.0
nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10
nat (dnz, outside) static 172.20.1.10
obj ect network obj-10.10.10.10-1
nat (dnz,inside) static 172.20.1.10
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
dynami c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tinmeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout O
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-|ist
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essenti al s
usernane cisco password fflRPGDSQIh9YLg encrypted
1
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
par anet er s
nmessage-| ength maxi mum client auto
nmessage- | ength maxi mum 512
policy-map gl obal _policy



cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect rsh
i nspect rtsp
i nspect esntp
i nspect sql net
i nspect ski nny
i nspect sunrpc
i nspect xdntp
i nspect sip
i nspect netbi os
i nspect tftp
i nspect ip-options
i nspect icnp
policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anet er s
nmessage- | ength maxi mum 512
policy-map type inspect dns nmigrated_dns_map_1
par anet er s
nmessage- | ength maxi mum 512
1
servi ce-policy global _policy global
pronpt host nane cont ext
Crypt ochecksum 2cdcc45bf c13f 9e231f 3934b558f 1f d4
: end

RE

LBI, DNS A VARY AV ETFA4E—TIICLTWVWRHBE, DNS AV ARY D AV B R —

TINICTBICE, ROFIEERTLET, COFITE, DNSA VAR AV ETFTFILND

JO—NILA2VARTS2 22 RID—ICEMLTVET, cORDVZ—IE, ASADOFT7 =)~

RENSEXZRBL EBEEREKIC, service-policy X > RIZK>T/O-NIICEHAEQE
3-0

1.DNS DAV ARDS 3> R — IV T&ERL ET, ciscoasa(config)#pol i cy-map
type inspect dns MY_DNS_| NSPECT_NAP

2R —=RYT7TAV74F1L—232 F—RPS, A VARIZIVIDVIZVOEHD
INFXA—BZZBRE TBEHIC/NTA—ZFBK T— RZBHBL TTE WV, ciscoasa(config-
prap) #par anet er s

3. policy-map N X—2 K E— R Tk, 512 THREHIZDNS XY -0 EHDHERAX
vtE—INDRE E;EE LTHREV, ci scoasa( confi g- pmap- p) #message- | engt h maxi num 512

4. policy-map /NTZ X —RFRETE— R & policy-map SEE—RZHETLUET, ciscoasa(config-
prmap- p) #exi t
ci scoasa(confi g- pmap) #exi t

5.AVARY YAV RUI—IXYVTHELLKEREN L Z2HBRBLET,
ci scoasa(config)#show run policy-map type inspect dns
!
policy-map type inspect dns MY_DNS_| NSPECT_MAP
paraneters

nessage-| engt h maxi mum 512
|

)

6. global_policy ® policy-map g8EE— RICAV) ET, ciscoasa(config)#pol i cy- map
gl obal _policy
ci scoasa(confi g- pmap) #

7. policy-map FREE—RT, F7#)ILMDOL AV 3/4 V5 A XY 7 inspection_default % 15 7E



LEI, ci scoasa(confi g- pmap) #cl ass i nspection_defaul t
ci scoasa(confi g- pmap-c) #

8. policy-map VA7 4F1L—>3F—RTlE, DNSHARKRTEIMBENHBDER
ETRLEOIHERENBDATYTTAIVARY AV R)I—I VT2 1-3FHALTTE
(AN ci scoasa(confi g- pmap-c) #i nspect dns MY_DNS_| NSPECT_MAP

9. policy-map ¥ 7 ARETE— R & policy-map BREE— RZ#H T UET, ciscoasa(config-pmap-
g?zizgga(config-pnap)#exit

10. global_policy R —X Y IHAELLKBREET NI & B L F T o ciscoasa(config)#show

run policy-map
!

1--- The configured DNS i nspection policy map

policy-map type inspect dns MY_DNS_| NSPECT MAP
par aneters

message- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect skinny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

i nspect tftp

i nspect dns MY_DNS | NSPECT_MAP

1--- DNS application inspection enabl ed

11. global_policy #" service-policy Ic&k > T O—NIICHAEhD 2B LET,
ci scoasa(confi g)#show run servi ce-policy
service-policy global _policy gl oba

CCTRR, RENERICEELTVD L ZHBLET,

Output Interpreter Tool (OIT ) ( BBI—HEA ) Tk, FED show Y RAYR—KEh
TVWET, OIT #EAL T, show IV RHODBEFTERTTEET,

DNS RS T74YODF+¥TF+

TXI1VFA TITSATANDNS LO—REELLKEZBMEITVRAESH EERTDHE
D12, EOBITHBALELDSIC, ZYUTAINTYRNEFVYTFYITBETT, ASATH
STAVvORFYITFvIDICEF. ROFEEZETLET,

1 ERTBDFYTFY AVARVAZEILLTIVEARA VAN EZERLET, FYT7FrI3H
S74YONF ACL TEEENTVAMBENf HYVET, COHFITRK, 2 DOACLZERLET
o outside 1 2 RX—TIAADKNT 714 Y TICX TS ACL : access-1ist DNSOUTCAP ext ended


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

permit ip host 172.22.1.161 host
172.20.1.2

I--- Al traffic between the DNS server and the ASA

access-1ist DNSOUTCAP extended permt ip host 172.20.1.2 host
172.22.1.161

I--- Al traffic between the ASA and the DNS server.

inside 1 232 —T7IAADRKNT T4 Y DIZXT S ACL : access-1ist DNSINCAP ext ended
permt ip host 192.168.100.2 host
172.22.1.161

I--- Al traffic between the client and the DNS server.

access-1ist DNSINCAP extended permit ip host 172.22.1.161 host
192. 168. 100. 2

I--- Al traffic between the DNS server and the client.

2.F VY TF ¥ AARA%BER L ET o ciscoasattcapt ure DNSOUTSI DE access- | i st DNSOUTCAP
interface outside

l--- This capture collects traffic on the outside interface that matches
I--- the ACL DNSCQUTCAP.

ci scoasa# capture DNSINSIDE access-1ist DNSINCAP interface inside

l--- This capture collects traffic on the inside interface that natches
1--- the ACL DNSI NCAP.
B.F¥TFvERTRLET. DNSRT 74V UNBBLER, COFlOFYTFriFADK
S(C7%& V) F T, ciscoasa#tshow capture DNSOUTSI DE
2 packets captured
1. 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36
2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: udp 93
2 packets shown
ci scoasa#show capt ure DNSI NSI DE
2 packets captured
1. 14:07:21. 346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168. 100. 2. 57225: udp 93
2 packets shown

4. (A7 a2 )YOT7TVT—>3 > TOMTEDRSIC pcap ERTHF Y 7F ¥ & TFTP
H—NICOE—ULUET, pcap EREBETTED TV —>3 2 TlE, DNSALI—RIC

EFENDBRXRIPTRLABEDHMBBERERTTEE T, ci scoasa#copy /pcap
capture: DNSINSIDE tftp

CI .scoasa#copy / pcap capture: DNSOQUTSIDE tftp
NZTNDa1—-F12T
TR, BEORNTZ TN 1—F 4T ICEIDBRICOVWTHALET,

DNS MEBMAHFRITEh\

EFXIVTA TTIATATDONS A VAR AVHBREENTVR L ZBAL LK EE
Wo



EROERICEETS

DSAT>RE WWW H—NNORBE TIEGEZEL TERVESEE. NATOREZIANRRTHS
AEEMN BV ET, EF21VTA 77547 A0O07%2BVWT, ORI EF2 )T 4
TFITOAT A ZN UL TCEBREERTDICEILRBMLUECEERTIAYVE—DHFBRVHAESHE
BELTLIEEV, TOEIBAYE—2FH25EE. BYUBERS 714 Y (1CK] LT NAT A
MEENTVWT, PRLAICEYNFZVWEZERELTSEEL,

%ASA- 3- 305006: portnmap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst i nsi de: 192. 168. 100. 10/ 80

RIZ xlate TRV ZHIBRL, COIS—ZERTHLEHIC NAT XZ2HBRE, BEALTTEW

o

BAE1E ]

. Cisco ASA5500-x A7 4¥aL—>3> HAR

. Cisco ASA 5500-x Y U—X XV RLZPLVA
cEFIVTARRT =)L REA

.- Request for Comments ( RFC )
TOZHINYR—BNE REFI XD - Cisco Systems
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