NEA) R —FY NVPNonaStick D=8 ®D
PIX/ASA & & T¥ VPN Client ©OE&EHI
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>

=8
N

Z
Fil

£

=4
FRIZ I R—F B
B E R
Tk
=
ATE_IJERIGFUZR—>
R TE
XY RI—UK
PIX/ASA @ CLI QE&TE
ASDM (= &% ASA/PIX DE&TE
VPN Client D& E
=
VPN Client D#EE2
NSNS a—F42Y
B E B R

Bz

CORFIXIRNTE., ASSAEFIUTA TTSATARAT2LERZRETDHELE IPsecona
Stick ZTF2FEICOVTHBALTVET, COREE. ASATATUY N RRUDTH
HAThBVWREREDT—AICKHUTEAENET, I— @A 2—FXY M OEGHFANBS

NBHEICEE ASA ICEFEhET,

-

F:PIXIASA/N—> 3> 7.2 LI Tk, intra-interface ¥F—7J— RIZ&K V), IPSec RS 714V O
TTBRSIRXNTORNS T4V INELA UV EZ—T IA AL SKEBEETEDLDICKYET,

FRY A NDII—XTREDODEREZITOICE., TOEAX—FY NhonaStick ARIL—ZFH &L
U* VPN Client D& EHls Z2SBL TS EE L,

N7 PIX D VPN Client » S AR—T PIXARZ T4V 0% VAALIRNTDIFT)FOFEMIE
. TTACACS+ 5R5F%& £ L /= PIX/ASA 7.x #:5k Spoke-to-Client VPN D& EH. #S 8L T<L
EEW,

EZFYRD—IOTOIPTRLAODA—N—SY T 2BTREHIC. IPTRLAODRLSICELRS
7'—)L%Z VPN Client [CEIV) HTTLKEEW (LEXE, 10xxX, 172.16.xx B RV
192.168xx) 0o CDIPFZRLYIUIARE, ZYRND—ODORZ TN 21—FT 120 TIZ&
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5%F7,

BIREH
EH
COREZTOEIC, ROEBEHNFBLEEATWBR L Z2BRALET,

NT PIXIASAEF1VT A TTSATATIN=232 7.2 U &E
. Cisco VPN Client /N\—> 3>/ 5.x

FATAIR—F>b

CORFIAIXNOERIE, PXFEEFEASAEF2IVTA FTS5ATAN—232 802, &
& T Cisco VPN Client /N\—> 3> 50 ICEJ<KENDTTY,

CORFIXVNORHRE. REDFARRELCHZITNARACETVWTERENEEDTT,
DRFAIXKNTHEAIZINTOTFNAARR, JUTR(T7AILD ) RETEREZHRHKEL T
WET, RYRD—IFBEEBHOFERE. OV RAIREITEENSEEZ 9 ICEHRL THS
VEFHYNET,

B ERM

REW, CiscoPIXEF1UTA FTTZATVAN=I32V720RBRICEERTEEY,

p;

KF1XY NEROBME. TYRIFINL T4 Y TAOREE ESRLT L,
BRBHA

ATFEZTEER U Z—>

()

2

COBEERF, HBEIAM U ARXA—TIAAICBELERICALA 2V R—T T4 AN SIN—FT120T0&h
VPN RS 74V T L TENGEETT, LexlE. N7 7R AR—=U90O VPN XY b
D—OZBELTVWT, EF21UFTA TTSATANNTTHY), JE—NVPNERY RO —
INAR—DTHIDELET, HIAR—INMMOARAR—VEBETZLEDICE. K719
NFEXFIVTA TTIATACBELEE, HMORAR—VBTICBUREENDIMBEN HVE
T,

NZT74YIOFEAUAE—TIAADNSHBEEFETEDLDICTSICIE. same-security-traffic
N RzeEALET,

securityappliance(config)#sane-security-traffic permt intra-interface

FEATEZVITERERFEUAR—2IF, VPN Client BBEEICERRICERAENET,

E

%I{!:
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COET, CORFIXDNTHEATDHEE

EOEIVIIVTHERAEATVASIANV RO
FI1—HER) 2EALTEETL,

XY BMI—IK

=N

REICHEZBRZRHLET,

FHZEFNXSIZ1E. Command Lookup Tool ( &

CHORFIXVRNTRE, RORY ND—UVBKEZERALTVERT,

PIX/ASA @ CLI DERFE

- PIX/ASA

PIX/ASA TORITI 74 F¥1L—>3>

Pl X Version 8.0(2)
nanes

|

interface EthernetO
nanei f outside
security-level 0

i p address 172.18.124.98 255. 255.255.0

|

interface Ethernetl

nanei f inside

security-level 100

i p address 172.16. 3. 101 255.255.255.0

|

i nterface Ethernet2

shut down

no nanei f

no security-Ileve

no i p address

|

interface Ethernet3

shut down

no nanei f

no security-Ileve

no i p address

|

interface Ethernet4

shut down

no nanei f

no security-Ileve

no i p address

|

interface Ethernetb

shut down

no nanei f

no security-Ileve

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane pi xfirewal |

ftp node passive

| [
exit the sane interface
intra-interface access-list 100 extended permt
any echo-reply pager

Conmmand that pernmits |IPsec traffic to enter and
sane-security-traffic pernit

l'ines 24 | oggi ng enabl e | ogging

icnp any
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buf fered debuggi ng mtu outside 1500 ntu inside 1500 ip

| ocal pool vpnpool 192.168.10.1-192.168.10. 254 nask
255.255.255.0 no failover nonitor-interface outside
monitor-interface inside icnp pernmt any outside no asdm

hi story enable arp tineout 14400 nat-control !--- The
address pool for the VPN dients. !--- The gl oba
address for Internet access used by VPN Cients. !---
Note: Uses an RFC 1918 range for lab setup. !--- Apply
an address from your public range provided by your |SP.
gl obal (outside) 1 172.18.124.166 !--- The NAT st at enent

to define what to encrypt (the addresses fromthe vpn-
pool). nat (outside) 1 192.168.10.0 255.255.255.0 nat
(inside) 1 0.0.0.0 0.0.0.0 static (inside,outside)
172.16. 3. 102 172.16. 3.102 net mask 255. 255. 255. 255
access-group 100 in interface outside route outside
0.0.0.0 0.0.0.0 172.18.124.98 1 tinmeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225
1: 00: 00 ngcp 0:05:00 timeout ngcp-pat 0:05:00 sip
0:30: 00 sip_nedia 0:02:00 timeout uauth 0:05:00 absol ute
I--- The configuration of group-policy for VPN Cients.
group-policy clientgroup internal group-policy
clientgroup attributes vpn-idle-tineout 20 !--- Forces
VPN Clients over the tunnel for Internet access. split-
tunnel -policy tunnelall no snnp-server |ocation no snnp-
server contact snnp-server enable traps snnp !---
Configuration of |Psec Phase 2. crypto ipsec transform
set nyset esp-3des esp-sha-hmac !--- Crypto map
configuration for VPN Clients that connect to this PI X
crypto dynami c-map rtpdynmap 20 set transformset myset
l--- Binds the dynamc map to the crypto nmap process.
crypto map nynmap 20 ipsec-isaknp dynamic rtpdynmap !---
Crypto map applied to the outside interface. crypto map

mymap interface outside !--- Enable | SAKMP on the
outside interface. isaknp identity address isaknp enable
outside !--- Configuration of |SAKWMP policy. isaknp

policy 10 authentication pre-share isaknp policy 10
encryption 3des isaknp policy 10 hash sha isaknp policy
10 group 2 isaknp policy 10 lifetine 86400 isaknmp policy
65535 aut hentication pre-share isaknp policy 65535
encryption 3des isaknp policy 65535 hash sha isaknp
policy 65535 group 2 isaknmp policy 65535 |ifetime 86400
telnet tineout 5 ssh tineout 5 console timeout O !---
Configuration of tunnel-group with group information for
VPN Clients. tunnel-group rtptacvpn type ipsec-ra !---
Configuration of group paraneters for the VPN Clients
tunnel -group rtptacvpn general -attributes address-poo
vpnpool !--- Disable user authentication.

aut henti cation-server-group none !--- Bind group-policy
paranmeters to the tunnel-group for VPN Clients. default-
group-policy clientgroup tunnel-group rtptacvpn ipsec-
attributes pre-shared-key * ! class-map

i nspection_default match default-inspection-traffic ! !
pol i cy-map gl obal _policy class inspection_default

i nspect dns maxi mum | ength 512 inspect ftp i nspect h323
h225 inspect h323 ras inspect netbios inspect rsh

i nspect rtsp inspect skinny inspect esntp inspect sql net
i nspect sunrpc inspect tftp inspect sip inspect xdncp !
servi ce-policy global _policy globa

Crypt ochecksum 1alad58226e700404e1053159f 0c5f b0 : end

ASDM Ic &% ASA/PIX OERE




ASDM ZfEfA L T CiscoASA 2 JE—HN VPN H—/NELTRETDICE., ROFIEZRITLE
ERD

1. Home 7 1 > R™J T, Wizards > IPsec VPN Wizard O JEIZEIRL £,

2. Remote Access VPN Tunnel Type Zi#iRL T, VPN Tunnel Interface A EREH V) IZFRE

TEhTVWBCEZBEBLET,

. FIFAETEE%ME— @ VPN Client Type A" T TICBIRENTWVWET, [Next] 20UV I LET,

4. Tunnel Group Name DERZANLET, FHITIRAEARZADLET, <_0>1§IJ‘CL:;
Pre-shared Key NMiZBIRE N TVWE T, 3F: ASDM Tld, BeiAEF—%FERRICLEY, B
%‘fbbt*)@“éﬁiﬂi&Uiﬁ/»o COEMHIE, ASDM ZFEH T2 DIk ASA %’:Eﬁ;’i@“%?ﬂ
LHED., COBRETHAZN—EZYR—NTHIHEHYEEBEIIREETIDLEHTT,

5. )F—K :L *)‘0) REEAICO—NI I—HOF—ER—ADPATLAAA =N TI—T%
BRRULET, X ATY7 67T, O—HI I—HFOF—EIR—AICI—HFEZEMLET, &

: ASDM THEB AAA H—/N T IIL—T7%§ E‘d‘%?’ilﬂ_ WTOFMIE, T

PIX/ASA : ASDM/CLI (= & % Kerberos 2f & LDAP 8BalHY—/NTJI)IL—7"® VPN 11—
EBFEREHL &V) TASDM ZfE 2 7= VPN 1—HO T OFRES L VRUDERE, Z25RBL T
<&V,

6. XERBZEWEF, O—NIL F—EIXR—AILI—HYZEMLET, F:COT1V RIUTHRTO
I—HZHRLBEVRSICLTLKEZY, F—EIR—ADOBRFOIVNIZRETDH.
F—AR—ANSEEFENI N ZHIKRT S, Configuration > Device Administration >
Administration > User Accounts in the main ASDM window D JEIZ#IRL £ 9,

7. BHEEBICVE—RNVPN ISATUORNIZAFIVIICEIETSNZO—NIL TRLAD
T7=IlZzEHLET,

8. F7°>32 : DNS & WINS OH—/NEHh, BRTFVE—KVPNClientlc7’v219%7F
72RO RXABZEBELET,

9. IKEDNTFA—RZEELET, cNEFIKET7I—X1EEEFHIENETT, MRILOTEEOD
REGBBC-HLTVWIBENHYET, £EL. Cisco VPN Client Tl B & DB ZR
ENFBEBNICBIRENET, V547 NPCTOIKERERFSEHY)EE A,

10. IPSec DINTAXA—RZEBELET, chlE IKEPhase2 EEFRIENET, N X)L OMmEAE

aﬁit&*ﬁﬁh_ HLUTLWRHBENHYET. 272U, Cisco VPN Client T B & D&Y
BRENBBNICERENET, V547 KNPCTOIKERERSEHYEHA,

11. U:E N VPN I—HIZABARERABRARNRRY RDO—UNFETRHEEE. ChEE
ELERT, cOUVARNZZRHICLTHEL<E, UE—BF VPN 11— ASA @ Inside ¥ ~
D—O2EKIITIORLATEREILRBYET, COTA 2 RITR, RAZUY N KX
DI BRBMITRDCEETEEFT, ATUYRN BN RUDITRE, CCETTEELEY
Y=AANDRNTZ 714V JRBESILEhETTHN, " RICAVEZ—FXYMNIH/LTRE KN T 1
YODORNRIMEETDONT, ERESHKT VAN ThhEd, AT7UY NN ZXUDT
NEMCEATVEVEE., VE—NVPNI—HFASODIXNTORNSTT 1Y Uk ASAIC
MUTRIRUTENET, COBE. REICK>TR, FTEHIBEE7AEY YDA
FBRIDAEMENIHYET,

12. 204 ROICEI—FHFT o EREOBEN RRENET, REICEHEN THFNE.
[Finish] 27U v 2 LE T,

1. RICRT LD, FIVIRYIREBIVUYITRERBLAR—T I A4 AICELHLTWV
222U LEOKRANBTORNT 7 14Y UNAIBEIZED K SIC. same-security-traffic 1< >
RZEEREL X,

14. ASDM ZFERALTHAFIVv I NS AL—2 3> & ERT S ICIE, Configuration >
Firewall >NAT Rules @ JIE(Zi#IR L T Add Dynamic NATRule 27y 9L %7,

15. IEPEY —RAA/ X —TIAARAELTERL, NATIZELWFZ RLAZABLTTEL,

w
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A2BZ—TIAAD Translate 7 RL AL Tl&, Toutsides ZEIR L. TOKa Z74
Uy LTTEL,
16. V—ARA B —T7ITAAELT Toutsides ZEIR L, NATICELWFZ RLARAZAHNLT
TEW, 12X —TIAAD Translate 7 RL AICBIL TIE. Foutsides ZEEIR L, T
OKy Z2UY U LTTFEL,
17. Configuration > Firewall >NAT Rules T. Translation Rules [C N R RENET,
7 1. sysopt connection permit-vpn AN > RZEZRET D HEN H ') ET, show running-config
sysopt AN RIZKV, BREENTVBRAESH I BRENET,

X2: COoHENEFTSIDOUDP hF 2 AKR—KN (IPsecover UDP ) AIZIEEML FT,

group-policy clientgroup attributes vpn-idle-tineout 20 i psec-udp enabl e i psec-udp-port 10000
split-tunnel -policy tunnel specified split-tunnel-network-list value splittunne

3 3: VPN Clients #" IPSec over TCP M T#E#HIT D EHICIE, PX T7SA4T7 A0S O—/N
INA74F21L—232T, ROOAX REERELTLSEETL,

i saknp i psec-over-tcp port 10000
ENANTEZVINERTEZENTES BBDIFVAFICETIFHMCODVWTRATE_VY
ASA EF A% on Cisco B L TT&E L\,

VPN Client DSgE

ROFIEZETLT, VPNClient Z58ELE T,

1.New ZBIRLE T,

2.RAMADONAT—REEEIZ, PIXD Outside 1 Y RX—T7IAADIP 7 RLAERNZI
IN—TE2%ZAHLET,

3. (A7>3>®) Transport 2 7 ® KT FEnable Transparent Tunnelings 221 Y % LT
TEWe (ChEATS3>THY, E2 THRELLEBMO PIXASA RENBETT ).

4. 707 74N ZEZRELET,

i

CCTR, RENERBICEELTVS L ZHRBLET,

Output Interpreter Tool (OIT ) (BEI—HYEHRH ) TR, BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show DN REIDOBEMZEZRIRTEET,

. show cryptoisakmp sa : EZ EQOBED IKE X1 )T 4 PV TIT—32 (SA) 2N
TERRLET,
- show crypto ipsecsa : IRED SAZITNTRRLET, VPNClent NZ 71V IV ZEERTS
SA LOBSIUNTY NEBSIUNTY NZRELET,
DT5A4T > RDSDping, FEENTVYIIPTRLADTSODAXEZHKET (LEXE

WWW.CiSCo.com ) o

¥ JO0-N)L 37 14F1L—2 3> F— RT management-access 1< > RZFRELE VR
W, BRILOEFEDOZHD PIX D Inside 1 X —T I A A ping T2 ERFTEEREA,
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Pl X1(confi g) #managenment - access i nsi de Pl X1(confi g)#_show nanagenent - access nanagemnent - access
i nsi de

VPN Client Q52

VPN Client ZHR T3 IClE, ROATY TZERITLET,

1. BESMRILER, SATALA NLAICHB VPNClient 0OY O FA A =HIIYIL,
statistics DA 7> 3> #BIRL THESILEERILERRLET,

2. Route Details 27 %22y oL T, ATUYKN RNIRIL VAN TITSAT AN SEE
NTVWRWCEZBIELET,

ST aA-F142T

VPN ORBEORSTIN>1—FT 14 T FEOH A, T—BAB L BLTCUVE—NT It
AIPSecVPN D RSN a—F 14T FEELDO2VWTy 25BLTLEE L,

BYE1H ¥R

- PIX/ASA 7.x : TACACS+ ERfif % £ A L 1= HL5R Spoke-to-Client VPN @ §& € i
. CiscoVPN 95A4F > b

. IPSec 2> I—>aIKEZOMIL

. Cisco PIX Firewall Y 7 RO I T

. Cisco Secure PIX ZPAF =) AR RV7F7L A

- EFIVTABRBICE TS Field Notice (PIX 228 )

- ANFE_>% on Cisco ASA

- Requests for Comments ( RFC )

cTOZHALYR—=—bE RFI XD - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa80/command/reference/s4.html#wp1448502
//www.cisco.com/en/US/docs/security/asa/asa80/command/reference/s4.html#wp1448502
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
https://supportforums.cisco.com/videos/2506
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	公衆インターネット VPN on a Stick のための PIX/ASA および VPN Client の設定例
	目次
	概要
	前提条件
	要件
	使用するコンポーネント
	関連製品
	表記法

	背景説明
	ヘアピニングまたは U ターン

	設定
	ネットワーク図
	PIX/ASA の CLI の設定
	ASDM による ASA/PIX の設定
	VPN Client の設定

	確認
	VPN Client の確認

	トラブルシューティング
	関連情報


