ARXT14Y DT RLABEES N ASA &,
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EBEN

Bz

CORFIXRNTR, PIXIASAEF1UT 14 FTSAT AN Cisco lOS® IL—E A S DH A

VY IPSec #EHENDZFTANETREICT I HEDREHNERLET, COZFUATR, IL—
REHLS N RILDAEBESNEZBEICODHK IPSec NRINBILIENET, FA4FZY Y IPSec
BREDRES, ASA & VPN hyi)bﬁﬁﬁtﬁ'&-é FEA

COREWR, PXEF21VFTA TTSAT AN VPN IIL—2ZFEALTEAFTZIY Y IPsec
LAN-to-LAN (L2L ) R RN ZERTEDELSICLET, <DIL—ZREF, 1 F2—FKY N H—
EXZ7ONA A =D SATEONT VYO IPTRLAEAAFTIVIICEELET, IPFRLA
Z7ONAA—ICXAF I Y JICEIVY) H TS IC. Dynamic Host Configuration
Protocol(DHCP)(&" COXN_ALZRBLET, Chickl), KA ERAEhELE>
EBEEIPT7RLANFBRAENDLSICAYET,

IL—R EDOFRE. Cisco Configuration Professional (CCP ) ZfEAL TE{TEnEJ, CCP &
(&, CiscolOS R—ADT IV tEAN—ZZRETS GUI R—ADT/NM RAEEBY—I)LTT,
CCPEBEALIEI—RNEREREDFHM-_DOWVWTIE, TCisco Configuration Professional % {#
LCEEXRANBIIL—REEEL 2SRBLTLSEETL,
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ASA B LV CiscolOS JL—2 %= FERA T2 IPSec MR DOEIULICETIERBLTEREFICOV
Tk, TASAICEDHABME VPN (L2L) g ZSBLTLEETL,

PIX 8K T CiscolIOS L —2%#FEFA T3 IPSec N RIDEMLICEHATRBERS LTEREHICDOV
Tk, TIOSICEDHYABRMB VPN (L2L) g ZSBLTLEETL,

Bl R4
B

COREEZRITIDHIC, IPSec MR EZHBIUTRIODA 2 R—FY NEKEDN ASAB LTI
—RICABETNTVWR L ZHALET,

FATRIIR—Fb

CORFIXVRNOBERE. ROVTIKRIITEN—RIITON-TIVICETIKEDTT,

. CiscolOS Y 7RI TF7 V)—RX 124 N#&ET S Cisco IOS JL—23 1812

. Cisco ASA5510 YV 7 kT 7 1)1J—2X8.0.3
CORFIXNOERE, BEOTRAREICHDITNAACETVTHEREAEZEDNOTY, C
DREFIXRNTERITZDINTOFNARR, JUTB (T7FIKN)BRETHEEZRBLT
WET, XRYRND—=IrBBHPOEEE. IV RIRETEENEEEZT2ICEHEL THL
PBENFHYET,

RECE
k¥ 1XY NERORMEE. "YAIFUZAL T4 YTAORER EBRLTEEL,
BRELHA

CDIFIFTIE, 192.168.100.0 XY RT—TH ASADERICH V). 192.168.200.0 FY K7
—%2 & Cisco I0S L—RZDERICH)ET, L—XEISPAS DHCP ZFEALTNTUY O T
RLAZMBIDCELZRARELET, ASARITRAZT AV I ETOREICEENIRETS
7z, ASA & Cisco IOS L—Z2EOH A NE R RILZBRALTBICE, H4FIv T JUT K

BREZFEATIXLENfHYVET,

ASABIDA R —ZY N 1—HE, TDOoutside 1 > EZ—TIAADIP 7 RLAICEBRENE
T, NAT (& CiscolOS AlICEREE NhBEVWENDELET,

R, BAFIVI RORILNERITHEDICASARTRET S EBATY T ZRLET,

1. 7I—X 10 ISAKMP BEEDEXE

2. NAT ®RBRDERE

BHAAFIVYU VIUTNIYTDORE
ASANARBRTAYIOBNTIVY O IPTRLAZEFELTVWRERBZEhD =8, Ciscol0S JL—
RIZFART AV JUTRNIVTHFREENTVET, RIC, T4 FZY T IPSec A XL
BHEIUTDLEHIC CiscolOS L—RAITRETZIEBZARATYITDIUANERLET,

1. 7I—X 1 O ISAKMP BB:ENKRE
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CHETEE, CORFIXNTHAITIHEOREICHLESZRTREZRHLET,

E ORI AVTHEATATVWAS IOV ROFEMZEFANSICIE, Command Lookup Tool ( &
J|I—HYER) Z2FAL TS EEV,

Y RI—OK

CHORFIXVRNTRE, RORY ND—UVBEEERALTVET,

(j P"'llallnll LAL I PS5 e Tamamel (’)
Inside network 209,165, 201,002/ - it et C ol 00, 465, 200057
el = efmn _ ia @ fan

’ F
Cheon ASA 5510 .") WPH-Powter 1812

W 0O i B I DSCF

192168 100.0:24 192 168200024

BRIE
hix, CCP2FEARALEVPNIL—Z LD IPsecVPNERETT, XOFIEEETLET,

1.CCP 77V r—>a>rzE8 L. [Configure] > [Security] > [VPN] > [Site to Site VPN] O )&
IZ#IRL E£ 9, [Launch the selected tab] Z221J Y Y LET,
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o to-Ste VPN

This wazaed wall guide wouk theough he ree et s S0 10 edrfiguse ane &nd ol b
gile-to-aha YFM Junnel omthis roidar, The pear devce maig Be confogunsd with idsniicsl
WPH configuraton for e funnel io werk Please selecl one of the foliowing setup and
click g e e Barmoe 00 E=gin.

£ ek mebup
Cruick salup askg for rinimesd information sol uges Cizoo CF dafqulis. This =

recommenced FYou &0 CRating & ¥PH hanel bekvesn i Ciscn roulers using
Cied CF 3t Both ends.

Zand alloss wou 10 specify either e Cigco CF deraull contguration o
T mn cisiom canfiguraion

Met= B | cancel] Heip |
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$ite-1o-Site VPN Wizard X

WPH Conmection formation
Selecl e mderace farthis VPN connechon: FasiEmamsal | Delzils.. |

Prs [rdel ity

Sajact the type of peen sl used for thiz YPN e = X .
canneckion! (Frer with shwdc F aodress W

Erder T P ackinea s of fres sl peer Hra1es 2 2

A bsprication
AulFenbicabicen armures that asch and of the YPN conredian uies tha gama secral
key.
™ Eye-shor e Ky 1™ Coggal Corlibeal s

I:l'ﬁ'ﬂ':ﬁ'ﬁd .ﬁ!.- LLLETLIL]

Rl Hiy llull".l

« Btk | He:i=-| ' | cancel | Help |

E Proposals
IKE proposals spetify e encrphon algorihm, authsntication algoeinm and B2y exchange
pielhced et 9 wzed by #is router when negolialing a VPH conneslion wilh [he remobe

cleeipe. For e VPM connection 10 be eslabiished with he emola device, $a samiole
device should be configured wilh alk=asiong el the polices [sked belos.

Cilick the Ad, . burson o &dd more policsss and the Edil . buthon o adit an exisling policy

| Frioitd Enceyption | Mash C-H ol | Authesication. Tips
20ES SHA 1 group PRE EHARE Cisco CF Dolad

PRE_ErlARE U3

« Btk | ﬂe:i=-| ' | cancel | Help |
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Site-1o-%ite VPN Wizard

Transfurm St
Atransform s&f speciies the ancopdon and authendcalion algerthms sed 1o protecl e

dala i thee VPR tunnel. S lhe o devices must uss e same algoilhms 1o
commnicsis, the remode device must ba configuned with #1a same fransiem sol a6 e
one selecled below

Clck thee Add,,. barfon to 2dd & naw ransform 56t and e St bufion o edf the speoifiad
transiarm 2k

Sglect Transfom el
|ivrEzel
[Catails of the specifed fansdoom ool

ESF Encrpton | ESF Intedgrity
E5P &8 E5F. MbDS HRAC

Harne A ety

TYSES

Exil.

« Btk | ﬂe:i=-| ' | cancel | Help |

Tealfic bp protect
IPERC rules defing the rafic, such &5 dle ienslers (FTF) and @-mall (EMTP} that will he

pralectad by this WPH cannection. Olher data Fae will Be sent unproleciad 1o S8 emaole
deice Viou) can pealact 1 iramic bedwean & paricudse gource @nd desination suanet, or
spechy an IPEec rule thial delines the Iaffic bpes b b proteclied.

= [Protec] all lrafic Detaees the fdowing Subngts|

Lacal Mebeaark Romiole Mobwark

Enter the [P Address arel Subnel s or

Enker T2 P acdres= and sibael massoal
the desinaicn Mak=cek

the: netsork wihere IPEac rafic anginates

IF Aduress: § IF Adckmss:
193 168.2000 1931659000
Subrad Mask: Eubinet Kazk
[285 258 244 0 [ orze ﬁ 208355 3551 ar| 24 E
I CrealerSeled an access-lis! for P Sec ralfic
1
“ Btk | Hestr | ' | cancel | Help |
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$ite-1o-Site VPN Wizard %]

Suimmnary of Bhe: Conlguration

Click Finlzh 1o daliar the connguraton 5 e mouber

Hash 0 Group Aulherticalion  Encrplcn

MOS  group? PRE_EHARE DES

SH&_1 group? FRE_SHARE  ZDEE
Trarsform Sels:

P rmsed

ESP Erc gl £5P_DES

ESP irtsqiy E5P_MDF_HkWas

Mode: TURNMEL
IPSec Rule:

peermi all ip fraffe Fom 1921 622000 0.0.0.265 o 1921601 00000

e
% #
¥ s ¥PH connechity after configunng |
<mack| 1o | Fieesn | cancel] Heip |

Deliver] 22 1) Y LT, 8&E%Z VPN IIL—RIZEEFELET,

Deliver Configuration to Router

Deliver defta commands to the router's running canfig.

Previewy commands that will be delivered to the router's running configuration.

ctypto ipsec transform-zet myset esp-mda-hmac esp-des
made tunnel

exit

ctypto map SDM_CMAP_1 1 ipsec-isakmp =
description Tunnel to209 165,201 .2
zet transform-zet myset

=gt peer 209465201 2

match address 101

exit

interface FastEthernetl

o eeoede e

%

The differences between the running configuration and the startup configuration

are lost whenever
the router is turned off,

<Iv iSave running config. to router's startup confio !

Thiz operation can take several minuies.

@ Cancel Save to file Help ]




Commands Dl Statoe

Corenand Dakrory Shatus

sparing commands for celvery

Subrting 31 comnands, plsase wak .

D et b it 10 i
oping e Burmeng conlig fo Slertup conligod your roder, Flease wead
LI Ny SO Sueoess fully 30 Slariup Coreg of $our noucer |

- 1]
o |
9.[OK] &2 Uy LET, ®—

CLI 3RE

. Ciscoasa
. VPN JIL—%&

Ciscoasa

ci scoasa(config)#show run : Saved : ASA Version 8.0(3)
host nane ci scoasa enabl e password 8Ry2Yj |yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif outside
security-level 0 ip address 209.165.201.2
255.255.255.224 | interface Ethernet0/1 naneif inside
security-level 100 ip address 192.168.100.1
255.255.255.0 ! interface Ethernet0/2 shutdown no naneif
no security-level no ip address ! interface Ethernet0/3
shut down no naneif no security-level no ip address

i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOnbNI dl . 2KYQU encr ypt ed
ftp node passive !--- Qutput suppressed access-|i st
nonat extended permt ip 192.168.100.0 255.255.255.0
192. 168. 200. 0 255. 255. 255. 0 no pager ntu outside 1500
nmu inside 1500 icnp unreachable rate-limt 1 burst-size
1 asdm i mage di sk0:/asdm 613. bin no asdm history enabl e

arp timeout 14400 ! !--- Define the nat-translation for
Internet users global (outside) 1 interface nat (inside)
1 192.168.100.0 255.255.255.0 ! ! I--- Define the nat-

exenption policy for VPN traffic nat (inside) O access-
list nonat ! route outside 0.0.0.0 0.0.0.0 209.165.201.1
1! tinmeout xlate 3:00:00 tineout conn 1:00: 00 hal f -
closed 0:10: 00 udp 0:02:00 icnmp 0:00: 02 tinmeout sunrpc
0: 10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp- pat
0: 05: 00 tinmeout sip 0:30:00 sip_nedia 0:02:00 sip-invite
0: 03: 00 si p-di sconnect 0:02:00 tineout uauth 0:05:00
absol ute dynami c-access-policy-record Dflt AccessPolicy
no snnp-server |ocation no snnp-server contact snnp-
server enable traps snnp authentication |inkup |inkdown
coldstart ! !--- Configure the |IPsec transformset
crypto ipsec transformset nyset esp-des esp-nmd5-hmac !
I 1--- Configure the dynam c crypto nap crypto dynani c-
map nmymap 1 set transformset myset crypto dynani c-nmap
mymap 1 set reverse-route crypto map dyn-map 10 | PSec-

i saknp dynami c nynap crypto nap dyn-map interface
outside ! !'--- Configure the phase | | SAKMP policy
crypto isakmp policy 10 authentication pre-share
encryption des hash md5 group 2 lifetime 86400 ! ! !---
Configure the default L2L tunnel group paraneters
tunnel - group Defaul tL2LG oup | PSec-attributes pre-
shared-key * ! class-map inspection_default match




default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostname context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

ci scoasa(config)#

CCPICKY, VPN IL—BRIZCOHNBHIBREENET,

VPN JL—%&

VPN- Rout er #show run Bui |l di ng configuration... ! version
12. 4 service tinmestanps debug datetime nmsec service

ti mestanps | og datetime nsec no service password-
encryption ! hostnane VPN-Router ! ! usernanme cisco
privilege 15 secret 5 $1$UXXMWwWDZbf DhK3wS26C9xYns/
usernane test12 privilege 15 secret 5

$1$LCOUSex3t pAhMBCYD. HISRDFQOL ! I I--- CQut put
suppressed no aaa new nodel ip subnet-zero ! ip cef
crypto isaknp enable outside ! crypto isaknp policy 1
encrypt 3des authentication pre-share group 2 ! crypto
i sakmp policy 2 hash nd5 authentication pre-share group
21 I crypto isakmp key ciscol23 address 209. 165. 201. 2
I crypto ipsec transformset nyset esp-des esp-nd5-hmac
' I crypto map SDM CMAP_1 1 | PSec-isaknp description
Tunnel to0209.165.201.2 set peer 209.165.201.2 set
transformset nyset match address 101 ! ! | interface
BRIO no ip address shutdown ! interface Dot 11Radi 00 no
i p address shutdown speed basic-1.0 basic-2.0 basic-5.5
6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root ! interface Dotl11lRadi ol no ip address
shut down speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0
36.0 48.0 54.0 station-role root ! interface
Fast Et hernetO i p address 192.168.200.1 255. 255.255.0
dupl ex auto speed auto ! interface FastEthernetl ip
address dhcp dupl ex auto speed auto crypto map

SDM CVAP_1 ! interface FastEthernet2 no ip address

shutdown ! interface FastEthernet3 no ip address
shutdown ! interface FastEthernet4 no ip address
shutdown ! interface FastEthernet5 no ip address
shutdown ! interface FastEthernet6 no ip address
shutdown ! interface FastEthernet7 no ip address
shutdown ! interface FastEthernet8 no ip address
shutdown ! interface FastEthernet9 no ip address
shutdown ! interface Vlanl no ip address ! ip classless
ip route 0.0.0.0 0.0.0.0 209.165.200.1 ! ! !--- Cutput
suppressed ! ip http server ip http authentication |oca

ip http secure-server ! access-list 100 permt ip
0.0.0.0 255.255.255.0 0.0.0.0 255.255.255.0 access-1ist
101 remark CCP_ACL Category=4 access-list 101 remark

| PSEC Rul e access-list 101 permt ip 192.168.200.0
0.0.0.255 192.168.100.0 0.0.0.255 ! I I I control-plane
' 1 Iine con O line aux O line vty O 4 privilege |eve
15 login local transport input telnet ssh line vty 5 15
privilege level 15 login |ocal transport input telnet
ssh ! no schedul er allocate end

42



CCTR, RENERBICEELTVD L ZHRBLET,

Output Interpreter Tool (OIT ) (BEI—HYEHH ) T, BE®D show I RAFFR—K & h
TVWET, OITZFEAL T, show DN REIDOBEMZEZRIRTEET,

.CCPZFERALEMRIL NFX—ZDHESR
.ASACLI ZFRALERRI RAT—ZADHER
J)—ZROCLI ZFERALEBRN RN X—RDMESR
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ASACLI ZERLEBR R AT—2ADTERRE

. 7I—X1ISAKMP SA DAT—ZR AL £T, ciscoasa#show crypto i sakmp sa Active
SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Total |KE SA

1 1 | KE Peer: 209.165.200.12 Type : L2L Role : responder Rekey : no State : MM _ACTI VE
ciscoasa# E: cO RNV RIIDOBEERFES —HDIR, FEARF VPN IL—ZRIIHBDE&Z2TT
BEAlE BB O-ILEZEHELET,

. 7JI—X2IPSECSA DNNTX—R&EHF L ET, ciscoasa#tshow crypto i psec sa interface:
outside Crypto nmap tag: mymap, seq num 1, local addr: 209.165.201.2 |ocal ident

(addr/ mask/ prot/port): (192.168.100.0/255.255.255.0/0/0) renote ident (addr/mask/prot/port):
(192. 168. 200. 0/ 255. 255. 255. 0/ 0/ 0) current_peer: 209. 165.200. 12 #pkts encaps: 29, #pkts
encrypt: 29, #pkts digest: 29 #pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29 #pkts
conpressed: 0, #pkts deconpressed: 0 #pkts not conpressed: 29, #pkts conp failed: 0, #pkts
deconp failed: O #pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0 #PMIUs
sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs needing reassenbly: 0 #send errors: 0, #recv
errors: 0 local crypto endpt.: 209.165.201.2, renpte crypto endpt.: 209.165.200.12 path ntu
1500, | PSec overhead 58, nmedia ntu 1500 current outbound spi: E7B37960 i nbound esp sas: spi:
OxABB49C64 (2880740452) transform esp-des esp-nmd5-hnac none in use settings ={L2L, Tunnel,
} slot: 0, conn_id: 4096, crypto-nmap: nynap sa timng: renmaining key lifetine (kB/sec):
(4274997/ 3498) |V size: 8 bytes replay detection support: Y outbound esp sas: spi:
OxE7B37960 (3887298912) transform esp-des esp-nmd5-hnac none in use settings ={L2L, Tunnel,
} slot: 0, conn_id: 4096, crypto-nmap: nynap sa timng: renmaining key lifetine (kB/sec):
(4274997/ 3498) |V size: 8 bytes replay detection support: Y

L—2®CLI ZERALERRILNFGA—2DOHERE

. 7I—X1ISAKMP SA DAT—ZR AL ETF, VPN Rout er#show crypto i sakmp sa dst
src state conn-id slot status 209.165.201.2 209. 165.200.12 QVLIDLE 1 0 ACTI VE

. 7I—X2IPSECSADNTA—Z &R L E T, VPN Rout er#ishow crypto ipsec sa



interface: FastEthernetl Crypto map tag: SDM CVAP_1, |ocal addr 209. 165.200.12 protected
vrf: (none) local ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0) renote

i dent (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0) current_peer 209.165.201.2
port 500 PERM T, flags={origin_is_acl,} #pkts encaps: 39, #pkts encrypt: 39, #pkts digest:
39 #pkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39 #pkts conpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: O
#pkts deconpress failed: O #send errors 6, #recv errors 0 local crypto endpt.:

209. 165. 200. 12, rempte crypto endpt.: 209.165.201.2 path ntu 1500, ip nmu 1500 current

out bound spi: 0xABB49C64(2880740452) inbound esp sas: spi: OxE7B37960(3887298912) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel, } conn id: 2001, flow_.id: C18XX_MBRD: 1,
crypto map: SDM CMAP_1 sa timng: remaining key lifetime (k/sec): (4481818/3375) 1V size: 8
bytes replay detection support: Y Status: ACTIVE inbound ah sas: inbound pcp sas: outbound
esp sas: spi: O0xABB49C64(2880740452) transform esp-des esp-nmd5-hmac , in use settings
={Tunnel, } conn id: 2002, flow_.id: C18XX_MBRD: 2, crypto map: SDM CMAP_1 sa tim ng:

remai ning key lifetine (k/sec): (4481818/3371) |1V size: 8 bytes replay detection support: Y
St at us: ACTI VE out bound ah sas: outbound pcp sas:

hNSTNaA-—F42T

ST, BEORNSTAYI—F AT LRI BRI OVTHBLET,

. E%'T—T—o)7 1) 7° F*ﬁﬁ’i@ﬂ'ﬁb F 9, ciscoasa#clear cr ypto i psec sa ciscoasa#cl ear crypto
i saknp sa VPN Rout er#cl ear crypto isaknp

VPN RZRINICETEDEEENZ TN 1 —FT 12T F5IC1E, debug AN REFALE
To HAVEA—FXYRNDI—=VICEVERIELTVREZICTNY T ZAZX—TIIICTBE
IL—ROEBEN P TEIZEEN BV ET, debug IV RiF, FELTHEAL T EEW
o —HRIC. ShSNIOXY R, BEOEBEZNS IV 1—FT 12T FBBEICRY, &
FTI—ZOEMPR—NELHEORRICHE>THERATICEEHENSDH L ET, ciscoasardebug
crypto engi ne ci scoasa#debug crypto isaknmp ci scoasa#debug crypto | PSec ci scoasa# VPN
Rout er #debug crypto engi ne Crypto Engi ne debuggi ng i s on VPN Router#debug crypto i saknp

Crypto | SAKMP debuggi ng is on VPN Rout er#debug crypto i psec Crypto | PSEC debugging is on
VPN- Rout er #

debug AN ROFMICOVTIE, Fdebug AN ROFHBAEFEHL @ "debug crypto isakmp .
BSBLTLSEETL,

E1EHR

P
ANT

- IPSec XA T—232/IKEZORINEHTIYR—b R—=

. CiscoASAt*1D)F 1 FPTFSAFAOSVIZNIVITFIEHATRIREIX B
- BE—BNA IPSecVPN DRSTNS 1 —F 4 5 5%

- Requests for Comments ( RFC )
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