AANNA>DT4TF> SEAAA RADIUSEZXE
AR TE

Show X > R® H 74l

NSNS a—F42Y

RSN —TFT4200EHOII R
debug t 116l

B E 1 R

B=

CORFIXNTR, BEOT7FOTB LT ISDN O#EHFZZITANDEHICTIOEA H—N
ZEAL, ThSZFERTBD-HICFREL. FFAl. 7HOUT 1427 ( AAA) Remote
Authentication Dial-In User Service ( RADIUS ) H—/N\ZFAT3REFICOVTEHBAL F T,
AAA B XV RADIUS ICEITBFFMICOVTE., RICHETFTBD RFIAXNZSZRBLUTTE L

. RADIUS MR E
TIOEAY—NOEKX AAA DERE

Bl RAF
B

COFFREF RADIUSH—NHFELKBREENDCEZARLTIVET, CORERELEBEAL
DEALE iz RADIUSH —/NEBELET, BYSY—NIT71F21L—>320E5ICFH
LUVWEMIC DV T RADIUSH—/N RFIXV RZZBLTTZEL,

FATRIIAR—F>b

CORFIXNOBERIE. ROV TRNIITEN—RIITON—TIVICETIKENDTT,
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-T1IPRIBRT 48 OFZRINEFLNMFWVWTULS Cisco AS5300, Fhld Cisco I0OS® V 7
ROTT7 UJ—=A1207)T Z2ERTLTVWET,

- Unix (CSU) H—/NXD =% ® CiscoSecure, /N\—= 32 2.3(3),
CCICHAETND AMABENERELHSWABERIAA VI OFVAFEFERATIENTESR
T, PORLA GNP EEIA-INZZTANDENTEDEISICEFLTEMLEIT FEDERE
ICRTLSICHEY)E Aaa IN > RE, LTTEL,
CORFIXNDEHRE., BEOTAREICHDTFNAALCESIVTEREIALEEDNDTT,
DRFIXNTHEATIINTOTFNARR, JUTB(T7FIDN ) RETEEZRBLT

WET, HROXY RD—INFRBARTHIBEICE, EOLSBERICOVTE, TORE
MBEZECOVWTHRICERL TES<LEN BN ET,

RECE
RFIXDNREBOFME, "ZRAIATFI_NILTAYTAORRR 2BBLTLLEE L,

COETE, CORFIXNTHAITIHEOREICHESFERERHULET,

ECORFIAIXNTHERAEATVRIAY ROFMEFHANSIZIE. Command Lookup
Tool (BBRI—HEM ) EEAL T EE L,

XY BRND—OK

CORFIXYNTRRORICRTRY NT—D

CSU & & T CiscoSecure NT ( CSNT ) BEW, BRVPRY NT—T TOEA H—/V (NAS) %
ERRICREBENET, CORENGEBEAATINA T I)A%ZEETDNOT, ISDN D=
® CiscoSecurei¥EB LV R I—HER—TT, ISDNIZA TN BERFRETIhNF O
RADIUSO> 74X 1L —23 0EHICEEBRETHIOTEFNTLVEE A,

CSuU

#./ViewProfile -p 9900 -u async_client User Profile
Information user = async_client{ profile_id = 110
profile_cycle = 2 radius=C sco { check_itens= { 2=cisco
l--- Password(2) is "cisco" } reply_attributes= { 6=2 !-
- Service-Type(6) is Franed (2) 7=1 !--- Frane d-
Protocol (7) is PPP (1) } } } # ./ViewProfile -p 9900 -u
i sdn_user User Profile Infornmation user = isdn_user{
profile_id = 24 profile_cycle = 4 radi us=GCi sco {
check_itens= { 2=cisco ! --- Password(2) is "cisco" }
reply_attributes= { 6=2 ! --- Service-Type(6) is Framed
(2) 7=1 ! --- Franed-Protocol (7) is PPP (1) } } }

X COBRELEIFUFICELTRE, Async DIV 74 F21L—2a > B KRG ISDNI—HIEE—
<7,

CSNT RADIUS
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CiscoSecure NT ( CSNT ) RADIUS Z5&ET D = &:

1.isdn_user & KV async_client BRI ZZFShDFHHE 1 —FZHEKL TTELV,

2. UserSetup 27> 3> QOEIB/NAT—RZFRELTTFEL

3.4V R—%Y NERMSRITHESESS (IETF) RADIUSEMO LSO a > TR, 7
AIO AZ1—HDSUTOEEEERLTITEVWY—ERARL47(6) PNUE2Z—h=
7L—ALEndHLTT7L—AR7ORINL (FRIJELI—N7)=PPPX: B —EX
RAT7BLRCTL—ALMZ7ORNINOBEICVWEIFIVIORYIVRAEZII)YOLTTEW, *
 COFREESFI)AICELTE, Async DA 74 F21L—23a>H KT ISDNI—H R

- —C“ 3' o
maui-nas-01
maui - nas- 01#show runni ng-confi g Buil di ng
configuration... Current configuration: ! version 12.0

service timestanps debug datetime nsec service

ti mestanps | og dateti me nsec service password-encryption
! hostnane maui -nas-01 ! aaa newnodel !--- Initiates
the AAA access control system !--- This conmand

i medi ately | ocks down | ogin and PPP authentication. aaa
aut hentication login default group radius local !---
Exec login (for the list default) is authenticated using
nmethods !--- radius then local. The router uses RADI US
for authentication at the !--- |ogin(exec) pronpt. If
RADI US returns an error, the user is authenticated !---
using the [ ocal database. aaa authentication |ogin

NO_AUTHEN none !--- Exec login (for the [ist NO AUTHEN)
has aut hentication nmethod none !--- (no authentication).
Interfaces to which this list is applied will not have

I--- authentication enabled. Refer to the consol e port
(line con 0) configuration. aaa authentication ppp

default if-needed group radius local !--- PPP
aut hentication (for the list default) uses methods
radius then local. !--- The if-needed keyword

automatically permts ppp for users that have !---
successful ly authenticated using exec node. If the EXEC
facility has !--- authenticated the user, RAD US

aut hentication for PPP is not performed. !----This is
necessary for clients that use term nal w ndow after

di al . aaa authorization network default group radius
local !--- Authorization of network services (PPP
services) for the list default !--- uses nethods radius
then local. This is neccessary if you use RADIUS !---
for the client | P address, Access List assignment and so
on. enable secret 5 <deleted> ! usernane adm n password
7 <deleted> !--- This usernane allows for access to the
router in situations where !--- connectivity to the

RADI US server is lost. This is because the AAA!---
configuration for exec login has the alternate nethod
local. spe 2/0 2/7 firmvare | ocation

system /ucode/ m ca_port_firnware ! resource-pool disable
! ip subnet-zero no ip finger ! isdn switch-type
primary-ni !--- Switch type is Primary NI -2. isdn voice-
call-failure O nta receive maxi mumrecipients 0 ! !
controller T1 O !'--- T1 O controller configuration.

fram ng esf clock source line primary |inecode b8zs pri -
group tinmeslots 1-24 ! controller T1 1 !--- T1 1 is
unused. clock source line secondary 1 ! controller T1 2
l--- T1 1 is unused. ! controller T1 3 !--- T1 1 is
unused. ! interface EthernetO ip address 172.22.53. 141
255.255.255.0 no ip directed-broadcast ! interface
Serial 0:23 !--- D-channel configuration for T1 0. no ip




address no ip directed-broadcast encapsul ati on ppp

di al er pool -nenber 23 !--- Assign Serial 0:23 as nenber
of dialer pool 23. !--- Dialer pool 23 is specified in
interface Dialer 1. !--- Interface Dialer 1 wll
terminate the ISDN calls. isdn switch-type prinmary-n

i sdn i ncom ng-voice nodem!--- Switch inconmi ng anal og

calls to the internal digital nodens. no cdp enable !
interface FastEthernetO no ip address no ip directed-
broadcast shutdown dupl ex auto speed auto ! interface
G oup-AsyncO !--- Async Goup Interface for the nodens.
i p unnunbered EthernetO !--- Unnunbered to the ethernet
interface. no ip directed-broadcast encapsul ati on ppp
async nmode interactive !--- Configures interactive node
on the asynchronous interfaces. !--- This allows users
to dial in and get to a shell or PPP session on !---
that line. If you want incom ng users to only connect

usi ng PPP configure !--- async node dedi cated instead
peer default ip address pool ASYNC !--- Use the ip poo
naned "ASYNC' to assign ip address for !--- incom ng

connections. ppp authentication chap group-range 1 48 !-
-- Lines(nodens) 1 through 48 are in this group async
interface. ! interface Dialerl !--- Dialerl wll
termnate 1SDN calls. ip unnunbered EthernetO no ip

di rect ed- broadcast encapsul ati on ppp dialer pool 23 !---
Dialer 1 uses dialer pool 23. Interface Serial0:23 is !-
-- a nenber of this pool. peer default ip address poo

ISDN !--- Use the ip pool named "I SDN' to assign ip
address for !--- incom ng connections. no cdp enable ppp
aut hentication chap ! ip local pool |SDN 172.22.53. 142
172.22.53.145 !--- | P address pool naned "ISDN'. !---

This pool will be assigned to connections on interface
Dialer 1. ip local pool ASYNC 172.22.53.146

172.22.53.149 !--- | P address pool nanmed "ASYNC'. !---
This pool will be assigned to incomnmi ng connections on
G oup-Async 0. !--- Note: This address pool only has 4
addresses and is not sufficient to !--- support all 48
nmodem | i nes. Configure your |IP pool with the address
range !--- to support all connections. ip classless no

ip http server ! no cdp run ! radius-server host
172.22.53. 201 auth-port 1645 acct-port 1646 key cisco !-
-- Radi us-server host |P address and encryption key. !--
- The encryption key nmust nmatch the onbe configured on

the RADIUS server. ! line con O exec-tineout 0 O login
aut hentication NO AUTHEN !--- Specifies that the AAA
Iist nane assigned to the console is !--- NO_AUTHEN

From t he AAA configuration above, the [ist NO AUTHEN !--
- does not use authentication. transport input none |line
1 48 autosel ect during-login !--- Displays the

user nane: password pronpt after nodens connect. !---
Wthout this the user nust press enter to receive a
pronpt. autoselect ppp !--- Wen the NAS detects

i ncom ng PPP packets, the PPP session !--- wll be

| aunched. nbdem I nQut transport preferred none transport
input all transport output none line aux O line vty 0 4
I end

s

COEIVIAVIRECZHERIDOICEATERFHREZRMLET,

Show X~ R i HHl




maui - nas- 01#show cal | er user async_client detail User: async_client, line tty 5, service Async
Active tine 00:01:04, Idle tine 00:00:22 Tinmeouts: Absolute Idle Idle Session Exec Limts: - -
00:10: 00 Di sconnect in: - - - TTY: Line 5, running PPP on As5 Location: PPP: 172.22.53.148 !---
The | P address assigned fromthe the I P pool. DSO: (slot/unit/channel)=0/0/7 Line: Baud rate
(TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits Status: Ready, Active, No Exit
Banner, Async Interface Active HWPPP Support Active Capabilities: Hardware Flowcontrol In,

Har dware Fl omcontrol Qut Mbdem Cal | out, Modem Rl is CD, Line usable as async interface,

I ntegrated Modem Mbdem State: Ready User: async_client, line As5, service PPP Active tinme
00:00:54, Idle tine 00:00:23 Tineouts: Absolute Idle Limts: - - Disconnect in: - - PPP. LCP
Open, CHAP (<- AAA), IPCP !--- CHAP authentication was performed by AAA. LCP: -> peer, ACCM

Aut hPr ot o, Magi cNunber, PConpressi on, ACConpression <- peer, ACCM Magi cNunmber, PConpression,
ACConpr essi on NCP: Open | PCP | PCP: <- peer, Address -> peer, Address |P: Local 172.22.53. 141,
renote 172.22.53. 148 Counts: 40 packets input, 2769 bytes, 0 no buffer 1 input errors, 1 CRC, O
frame, O overrun 24 packets output, 941 bytes, O underruns O output errors, 0 collisions, O
interface resets nmaui-nas-01#show call er user isdn_user detail User: isdn_user, line Se0O:8,
service PPP Active tinme 00:01:22, Idle tinme 00:01:24 Tineouts: Absolute Idle Limts: - 00:02: 00
Di sconnect in: - 00:00:35 PPP. LCP Open, CHAP (<- AAA), IPCP !--- CHAP authentication was
perfornmed by AAA. LCP: -> peer, AuthProto, Magi cNunber <- peer, Magi cNumber NCP: Open | PCP | PCP:
<- peer, Address -> peer, Address Dialer: Connected to , inbound Idle timer 120 secs, idle 84
secs Type is ISDN, group Dialerl1 ! -- The ISDN Call uses int Dialerl. IP: Local 172.22.53.141,
renote 172.22.53.142 ! -- The | P address was obtained fromthe |ocal pool. Counts: 31 packets
input, 872 bytes, 0 no buffer O input errors, 0 CRC, O frame, O overrun 34 packets output, 1018
bytes, 0 underruns O output errors, O collisions, 5 interface resets

hSTNS21—F142Y

CCTR, REORTZTAD 1 —F 4 JICRIABEHRICOVTHALET,

RSTIUNS1—F42F70EHOIAI R

ED show IV Rk, Output Interpreter Tool ( BEI—HER ) IC&>THR—KrEhTV
£, COVY—IIZEFERATDE, show AN RHEID S ERRTEET,

E:debug AN RZEMFEATHHEIC, Tdebug ANV RICEIZIEELFER ZSRLTLKEE
(A1

. debug isdn q931 - L—X & ISDN A/ Y FE® ISDN XY NDO—J#E#HKE (LA TV 3)n—
WBREETAT IR RLET,

. debugmodem - NiF 7 VA H—NOEFLEHFE O FUOT1ET1ERLET,

. debug ppp negotiation-PPP RS 7 4 Y VB LR UORBOBEHRERRI D LOBXRISI—F
42002238 O—=)L7OK83JL (LCP ), FBEES & U Network Control Protocol
(NCP), PPP RO I—>3a AR 9TdE, &RAICLCP AT—MABE., IRICERIAN
THn, TLTHRARICNCP XD I—>a v iTbhEd,

. debug ppp authentication - Challenge Handshake Authentication Protocol ( CHAP ) /N7 Y b
T E & T Password Authentication Protocol ( PAP; /NAD— REZBEEZ7ORNTI ) Rk &
PPPREIZORN I XV E—DERRITDEHDENDTT,

- debug aaa authentication - AAA/RADIUS FREENIEHRE KRR T D8,

- debug aaa authorization - AAA/RADIUS BF Al D 1EHRZERR~T Do,

- debug radius - RADIUS EBEER TS B FMBETNY FJBMERT TS, debug
radius XY £—2 % 71— R3S DIC Cisco TV ZHI) H7R—bB WebH A ~® Output
Interpreter Tool ( BRI—H Dk ) ZFEALTTEL, HICEAL TR, FEICRENATVS
FNY T HAESBLTTEY, EOBMNZRII—RENTVWRIHAZHETSICE
debug radius D B HEHRZEFH L £9, F: debugradius DHAANBEEICTFI—REh, Th
BICHAZET I—RIBDESICERLERA 1220N)VTBETTIRTYNA U EZ—=T IR
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DFEMAE, FHMICOVTIEEER RADIUS FNY JHERESBLTTE W

. show calleruser -, JERIHIA > RX—T T4 A (2T 7,. AOY REEREFR—KN) EAEH
DTTIYTDSOFYRILBEOLSBBENI—HRERITONTA—2%, EFLBERRT
21, PPPEIYYETESNDIBRTPPP N RINTGA—RIPTRLAE, ZFERAD
CiscolOS Y7 RIITF7 N—=23> TN RIYR—RENTLVEWVWEEIZIE, show
user AN RZFEALET,

debug Hi 1 5

CiscoT* /N1 AN 5D debugradius A ROE NN H B HE. BENLREE SLTBEEZRT
ITHOICFERATEET, FATDICEK. BRI—HYeLTOI 1L, JavaScript ZEMIZL T
WBARENFHVNET,

=X 7

3: debug radius D HAAFBRICTFI—REHN, TAHRICEDZTFI—RIDEISIICERLERA
1220NTBETTINTY N R—=TVADOERAEZ, FH#ICOVTIEER RADIUS NNV T
sRESBLTTE W

naui - nas- 01#debug i sdn 931 | SDN @31 packets debugging is on naui - nas- 0l#debug ppp negoti ation
PPP protocol negotiation debugging is on maui-nas-01#debug ppp aut henticati on PPP authentication
debuggi ng i s on naui - nas- 01#debug nodem Modem control / process activati on debugging is on nmaui -
nas- 01#debug aaa authentication AAA Aut hentication debugging is on naui-nas-01#debug aaa

aut hori zati on AAA Aut hori zation debugging is on maui - nas-01#debug radi us RADI US pr ot ocol
debugging is on nmaui -nas-01# *Apr 5 11:05:07.031: |SDN Se0:23: RX <- SETUP pd = 8 callref =
OX20FC !--- Setup nessage for inconmng call. *Apr 5 11:05:07.031: Bearer Capability i =
0x8890218F *Apr 5 11:05:07.031: Channel IDi = OxA18387 *Apr 5 11:05:07.031: Called Party Nunber
i = OxAl, '81560' *Apr 5 11:05:07.035: %I ALER-6-BIND: Interface Serial 0:6 bound to profile
Dialerl *Apr 5 11:05:07.035: |SDN Se0:23: TX -> CALL_PROC pd = 8 callref = OXAOFC *Apr 5

11: 05: 07. 035: Channel ID i = 0xA98387 *Apr 5 11:05:07.043: %. NK-3-UPDOMN: Interface Serial 0: 6,
changed state to up *Apr 5 11:05:07.043: Se0:6 PPP: Treating connection as a callin *Apr 5

11: 05: 07. 043: Se0:6 PPP: Phase is ESTABLI SHING Passive Open *Apr 5 11:05:07.043: Se0:6 LCP:
State is Listen *Apr 5 11:05:07.047: |SDN Se0:23: TX -> CONNECT pd = 8 callref = OXAOFC *Apr 5
11: 05: 07.047: Channel ID i = 0xA98387 *Apr 5 11:05:07.079: |SDN Se0:23: RX <- CONNECT_ACK pd = 8
cal I ref = Ox20FC *Apr 5 11:05:07.079: |SDN Se0: 23: CALL_PROGRESS: CALL_CONNECTED cal |l id 0x2D,
bchan -1, dsl 0 *Apr 5 11:05:07.499: Se0:6 LCP: | CONFREQ [Listen] id 28 len 10 *Apr 5

11: 05: 07.499: Se0:6 LCP: Magi cNunber 0x5078A51F (0x05065078A51F) *Apr 5 11:05:07.499: Se0:6

AAA AUTHOR/ FSM  (0): LCP succeeds trivially *Apr 5 11:05:07.499: Se0:6 LCP: O CONFREQ [ Li sten]
id2len 15 *Apr 5 11:05:07.499: Se0:6 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:05:07.499:
Se0: 6 LCP: Magi cNunmber OxE05213AA (0x0506E05213AA) *Apr 5 11:05:07.499: Se0:6 LCP: O CONFACK
[Listen] id 28 len 10 *Apr 5 11:05:07.499: Se0:6 LCP: Magi cNunber 0x5078A51F (0x05065078A51F)
*Apr 5 11:05:07.555: Se0:6 LCP: | CONFACK [ACKsent] id 2 len 15 *Apr 5 11:05:07.555: Se0:6 LCP:
Aut hProt o CHAP (0x0305C22305) *Apr 5 11:05:07.555: Se0:6 LCP: Magi cNunber OxE05213AA
(0x0506E05213AA) *Apr 5 11:05:07.555: Se0:6 LCP: State is Open *Apr 5 11:05:07.555: Se0:6 PPP:
Phase is AUTHENTI CATING by this end *Apr 5 11:05:07.555: Se0:6 CHAP. O CHALLENGE id 2 |len 32
from"maui -nas-01" *Apr 5 11:05:07.631: Se0:6 CHAP: | RESPONSE id 2 len 30 from"isdn_user" !---
I ncom ng CHAP response from"isdn_user". *Apr 5 11:05:07.631: AAA: parse nane=Serial 0:6 idb
type=12 tty=-1 *Apr 5 11:05:07.631: AAA nane=Serial 0: 6 fl ags=0x51 type=1 shel f=0 sl ot=0
adapter=0 port=0 channel =6 *Apr 5 11:05:07.631: AAA parse nane= idb type=-1 tty=-1 *Apr 5

11: 05: 07. 631: AAAN MEMORY: create_user (0Ox619CEE28) user='isdn_user' ruser='' port=" SerialO:6'
rem addr ='isdn/ 81560"' aut hen_type=CHAP servi ce=PPP priv=1 *Apr 5 11:05:07.631: AAA/ AUTHEN START
(2973699846): port="Serial0:6" list="" action=LOd N service=PPP *Apr 5 11:05:07.631:

AAA AUTHEN START (2973699846): using "default" list *Apr 5 11:05:07.631: AAA/ AUTHEN
(2973699846) : status = UNKNOMWN *Apr 5 11:05:07.631: AAA/ AUTHEN START (2973699846): Met hod=radi us
(radius) !--- AAA authentication nethod is RADIUS. *Apr 5 11:05:07.631: RADI US: ustruct
sharecount=1 *Apr 5 11:05:07.631: RADIUS: Initial Transmt Serial0:6 id 13 172.22.53.201: 1645,
Access- Request, len 87 !--- Access-Request fromthe NAS to the AAA server. !--- Note the IP
address in the Access-Request matches the I P address !--- configured using the command: !---
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radi us-server host 172.22.53.201 key cisco *Apr 5 11:05:07.631: Attribute 4 6 AC16358D *Apr 5
11: 05: 07.631: Attribute 5 6 00004E26 *Apr 5 11:05:07.631: Attribute 61 6 00000002 *Apr 5
11:05: 07.631: Attribute 1 11 6973646E *Apr 5 11:05:07.631: Attribute 30 7 38313536 *Apr 5

11: 05: 07.631: Attribute 3 19 0297959E *Apr 5 11:05:07.631: Attribute 6 6 00000002 *Apr 5

11: 05: 07.631: Attribute 7 6 00000001 *Apr 5 11:05:07.635: RADI US: Received fromid 13

172. 22.53. 201: 1645, Access-Accept, len 32 *Apr 5 11:05:07.635: Attribute 6 6 00000002 *Apr 5
11: 05: 07.635: Attribute 7 6 00000001

&) K< NAS & RADIUSH—NBORNZ YOS a>zBHE IR HICTI— RE B debug
radius N> RMEHA S OEMERT (AVP) .

#: debug radius O EAABEICTOA—REh, ThBICEDZTFI-RIBIISICERLEEA
120NTRETTIRNTY NV EZ=TVADOER%Z, FHMEIZOVWTIEER RADIUS FNNY T
WRZZBLUTTE L,

Output Interpreter * — )L & debug radius DD HEZTED EZAREICLET,

ARy 40RO HE D& Output Interpreter YV —ILA S BESNBERTT:

Access- Request 172.22.53.201: 1645 id 13

Attribute Type 4: NAS-1P-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 20006

Attribute Type 61: NAS-Port-Type is | SDN- Synchronous
Attribute Type 1: User-Nane is isdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156
Attribute Type 3: CHAP-Password is (encoded)
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.22.53.201:1645 id 13

Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

YV=)LIC&k2TFI—REhBFNv I HarszoRMER 6 ZEELTCTE WV H—ER &4
TEERMER 7 JL—ALftEh, : 7L—AL7ORILBEPPP TY, BHEE6FLZIF7RETREN
'CUZDJ:’BLZ’KUC&:?&‘*)#?T“:) RADIUSH—NO1—% 7O7 74 )L ZFJIEELTTFE W

(A 74F1L—>3>+t0>32&28RBUTTEV ), Fi: debug radius &f RADIUSYH —
NEI—FORRREICKIIL = &E&RT Access-Accept Z RT CEIFELTTRE LV, HAN

Access-Reject Z' RL €D THE, I—HFREBIAE BN 2720, RADIUSH—/NDI1—HH

BROP NAT—R 3 EE?I‘77?%~M\E75‘5)U¥?O BRITBINEES—DOOTRNIEI—
NiEEHER 4 T9: NAS-IP-Address. Output Interpreter ¥V —JLIC & 2 TERR T 2 {EH RADIUSH
—NTREENDNASIP7RLAE—HTD L ZBRALTTEL,

¥ BABN—T3aVHFFVTVWBF/NY Y KOO Cisco I0SDEKIB LEVWFABEET, W<
SADERRYERTSNBAELhERA (LERE, 1—FE, BEATF—>3>
ID(DNIS) ).

*Apr 5 11:05: 07. 635: AAA/ AUTHEN (2973699846): status = PASS

l--- Authentication is successful *Apr 5 11:05:07.635: Se0:6 AAA/ AUTHOR/ LCP: Aut horize LCP *Apr
5 11: 05: 07.635: Se0: 6 AAA/ AUTHOR/ LCP (2783657211): Port="Serial 0:6" list="" service=NET *Apr 5
11: 05: 07. 635: AAA/ AUTHOR/ LCP: Se0: 6 (2783657211) user='isdn_user' *Apr 5 11:05:07.635: Se0:6
AAA/ AUTHOR/ LCP (2783657211): send AV service=ppp *Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR/ LCP
(2783657211): send AV protocol =lcp *Apr 5 11:05: 07.635: Se0: 6 AAA/ AUTHOR/ LCP (2783657211): found
list "default” *Apr 5 11:05:07.635: Se0:6 AAA/ AUTHOR/ LCP (2783657211): Met hod=radi us (radius)
*Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR (2783657211): Post authorization status = PASS REPL *Apr 5
11: 05: 07. 639: Se0: 6 AAA/ AUTHOR/ LCP: Processing AV service=ppp *Apr 5 11:05:07.639: Se0:6 CHAP: O
SUCCESS id 2 len 4 *Apr 5 11:05:07.639: Se0:6 PPP: Phase is UP *Apr 5 11:05:07.639: Se0:6

AAA/ AUTHOR/ FSM (0): Can we start IPCP? *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369) :
Port="Serial0:6" list="" service=NET *Apr 5 11:05:07.639: AAA/ AUTHOR/ FSM Se0: 6 (3184893369)
user="isdn_user' *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369): send AV servi ce=ppp
*Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369): send AV protocol =ip *Apr 5 11: 05: 07. 639:
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Se0: 6 AAA/ AUTHOR/ FSM (3184893369): found list "default" *Apr 5 11:05:07.639: Se0:6

AAA/ AUTHOR/ FSM (3184893369) : Met hod=r adi us (radius) *Apr 5 11:05:07.639: Se0:6 AAA/ AUTHOR
(3184893369): Post authorization status = PASS REPL *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM
We can start |PCP *Apr 5 11:05:07.639: Se0:6 | PCP: O CONFREQ [ Not negotiated] id 2 len 10 *Apr 5
11: 05: 07.639: Se0:6 | PCP: Address 172.22.53.141 (0Ox0306AC16358D) *Apr 5 11:05:07.675: Se0:6

I PCP: | CONFREQ [REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 | PCP: Address 0.0.0.0
(0x030600000000) *Apr 5 11:05:07.675: Se0:6 AAA/ AUTHOR/ I PCP: Start. Her address 0.0.0.0, we want
0.0.0.0 *Apr 5 11:05:07.675: Se0: 6 AAA/ AUTHOR/ | PCP: Processi ng AV service=ppp *Apr 5

11: 05: 07. 675: Se0: 6 AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded *Apr 5 11:05:07.675: Se0:6

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0 *Apr 5 11:05:07.675: Se0:6 |PCP:

Pool returned 172.22.53.142 !--- | P address for the peer obtained fromthe pool *Apr 5

11: 05: 07.675: Se0:6 | PCP: O CONFNAK [ REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 |PCP:
Address 172.22.53.142 (0x0306AC16358E) *Apr 5 11:05:07.699: Se0:6 |IPCP: | CONFACK [ REQsent] id 2
len 10 *Apr 5 11:05:07.699: Se0:6 | PCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5

11: 05: 07.707: Se0:6 | PCP: | CONFREQ [ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 |PCP:
Address 172.22.53.142 (0x0306AC16358E) *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ I PCP: Start. Her
address 172.22.53.142, we want 172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP
(3828612481): Port='"Serial 0:6' list="" service=NET *Apr 5 11:05:07.707: AAA/ AUTHOR/ | PCP: SeO0: 6
(3828612481) user='isdn_user' *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP (3828612481): send AV
servi ce=ppp *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): send AV protocol=ip *Apr 5
11: 05: 07. 707: Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): send AV addr*172.22.53.142 *Apr 5

11: 05: 07. 707: Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): found list "default" *Apr 5 11:05:07.707:

Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): Method=radi us (radius) *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR
(3828612481): Post authorization status = PASS REPL *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP:
Rej ect 172.22.53.142, using 172.22.53.142 *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Processing
AV service=ppp *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Processing AV addr*172.22.53.142 *Apr
5 11: 05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Aut hori zation succeeded *Apr 5 11:05:07.707: Se0:6

AAA/ AUTHOR/ | PCP: Done. Her address 172.22.53.142, we want 172.22.53.142 *Apr 5 11:05:07.707:
Se0:6 I PCP: O CONFACK [ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 | PCP: Address

172.22.53. 142 (0x0306AC1l6358E) *Apr 5 11:05:07.707: Se0:6 |IPCP: State is Open *Apr 5

11: 05: 07.711: D1 IPCP: Install route to 172.22.53.142 !--- |PCP state is open. Aroute to the
renmote peer is installed *Apr 5 11:05:08.639: %. NEPROTO 5- UPDOMN: Line protocol on Interface
Serial 0: 6, changed state to up *Apr 5 11:05:13.043: % SDN- 6- CONNECT: Interface Serial 0:6 is now
connected to isdn_user maui-nas-01#

ChIFISDNOIZATYROLEHORIATI—23 2V EFETLET, TRICRENTVDEHNE
DEHOFRISTI—2AVICKFPFFELEZRLEZEDOTY (EXE, Windows V547~
b))

maui - nas- 01#

*Apr 5 11:05:53.527: | SDN Se0:23: RX <- SETUP pd = 8 callref = 0x21C5 !--- Inconing Setup
nmessage for Async Call. *Apr 5 11:05:53.527: Bearer Capability i = 0x9090A2 *Apr 5 11:05:53.527:
Channel IDi = 0xA18388 *Apr 5 11:05:53.527: Progress Ind i = 0x8183 - Origination address is
non-1SDN *Apr 5 11:05:53.527: Called Party Number i = OxAl, '81560' *Apr 5 11:05:53.531: |SDN
Se0:23: TX -> CALL_PROC pd = 8 callref = OxA1C5 *Apr 5 11:05:53.531: Channel IDi = 0xA98388
*Apr 5 11:05:53.531: | SDN Se0:23: TX -> ALERTING pd = 8 callref = OxALC5 *Apr 5 11:05:53. 667:

| SDN Se0:23: TX -> CONNECT pd = 8 callref = OxA1C5 *Apr 5 11:05:53.683: |SDN Se0: 23: RX <-
CONNECT_ACK pd = 8 callref = 0x21C5 *Apr 5 11:05:53.687: |SDN Se0: 23: CALL_PROGRESS:
CALL_CONNECTED cal |l id Ox2E, bchan -1, dsl O *Apr 5 11:06:10.815: TTY5: DSR cane up *Apr 5

11: 06: 10. 815: tty5: Mddem | DLE->(unknown) *Apr 5 11:06:10.815: TTY5: EXEC creation *Apr 5

11: 06: 10. 815: AAA. parse nanme=tty5 idb type=10 tty=5 *Apr 5 11:06:10.815: AAA nane=tty5
flags=0x11 type=4 shel f=0 sl ot =0 adapter=0 port=5 channel =0 *Apr 5 11:06:10. 815: AAA: parse
name=Serial 0:7 idb type=12 tty=-1 *Apr 5 11:06: 10.815: AAA: nane=Serial 0: 7 flags=0x51 type=1
shel f=0 sl ot=0 adapter=0 port=0 channel =7 *Apr 5 11:06: 10. 815: AAA/ MEMORY: create_user
(0x614D4DBC) user="' ruser=""' port="tty5 rem addr="async/81560" authen_type=ASClI| service=LOG N
priv=1l *Apr 5 11:06:10.815: AAA/ AUTHEN START (2673527044): port='tty5' list=""' action=LOG N
service=LOG N *Apr 5 11:06: 10. 815: AAA/ AUTHEN START (2673527044): using "default" list *Apr 5
11: 06: 10. 815: AAA AUTHEN START (2673527044): Met hod=radi us (radius) *Apr 5 11:06:10. 815:

AAA/ AUTHEN (2673527044): status = CGETUSER *Apr 5 11:06:10.815: TTY5: set timer type 10, 30
seconds *Apr 5 11:06:13.475: TTY5: Autoselect(2) sanple 7E *Apr 5 11:06:13.475: TTY5:

Aut osel ect (2) sanple 7EFF *Apr 5 11:06:13.475: TTY5: Autoselect(2) sanple 7EFF7D *Apr 5

11: 06: 13.475: TTY5: Autosel ect(2) sanple 7EFF7D23 *Apr 5 11:06:13.475: TTY5 Autosel ect cnd: ppp
negotiate !--- the router recongni zes the ppp packets and | aunches ppp. *Apr 5 11:06: 13. 475:
AAA/ AUTHEN ABORT: (2673527044) because Autoselected. *Apr 5 11:06: 13.475: AAA/ MEMORY: free_user



(0x614D4DBC) user="' ruser="' port="tty5 rem addr="async/81560" authen_type=ASClI| service=LOG N
priv=1l *Apr 5 11:06: 13.479: TTY5: EXEC creation *Apr 5 11:06:13.479: TTY5: create tiner type 1,
600 seconds *Apr 5 11:06:13.607: TTY5: destroy tiner type 1 (OK) *Apr 5 11:06: 13. 607: TTY5:
destroy tinmer type O *Apr 5 11:06: 15. 607: 9%. NK- 3- UPDOMN: | nterface Async5, changed state to up
*Apr 5 11:06:15.607: As5 PPP: Treating connection as a dedicated line *Apr 5 11:06: 15. 607: As5
PPP: Phase is ESTABLI SHI NG, Active Open !--- PPP negotiation begins. *Apr 5 11:06: 15. 607: As5
AAA AUTHOR/ FSM  (0): LCP succeeds trivially *Apr 5 11:06:15.607: As5 LCP: O CONFREQ [Cl osed] id
1 1len 25 *Apr 5 11:06: 15. 607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:15.607: As5
LCP: Aut hProto CHAP (0x0305C22305) *Apr 5 11:06:15.607: As5 LCP: Magi cNunber O0xE0531DB8
(0x0506E0531DB8) *Apr 5 11:06:15.607: As5 LCP: PFC (0x0702) *Apr 5 11:06:15.607: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:16.487: As5 LCP: | CONFREQ [ REQsent] id 3 len 23 *Apr 5 11:06: 16.487: As5
LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:16.487: As5 LCP: Magi cNunber Ox65FFA5C7
(O0x050665FFA5C7) *Apr 5 11:06:16.487: As5 LCP: PFC (0x0702) *Apr 5 11:06:16.487: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:16.487: As5 LCP: Callback 6 (0x0D0306) *Apr 5 11:06:16.487: Unthrottle 5
*Apr 5 11:06:16.487: As5 LCP: O CONFREJ [REQsent] id 3 len 7 *Apr 5 11:06:16.487: As5 LCP:

Cal | back 6 (0x0D0306) *Apr 5 11:06:17.607: As5 LCP: Tl Meout: State REQsent *Apr 5 11:06: 17.607:
As5 LCP: O CONFREQ [REQsent] id 2 len 25 *Apr 5 11:06:17.607: As5 LCP: ACCM 0x000A0000
(0x0206000A0000) *Apr 5 11:06:17.607: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5

11: 06: 17.607: As5 LCP: Magi cNunber OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.607: As5 LCP: PFC
(0x0702) *Apr 5 11:06:17.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:17.735: As5 LCP: | CONFACK
[REQsent] id 2 len 25 *Apr 5 11:06:17.735: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5

11: 06:17. 735: As5 LCP: Aut hProto CHAP (0x0305C22305) *Apr 5 11:06:17.735: As5 LCP: Magi cNumber
OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.735: As5 LCP: PFC (0x0702) *Apr 5 11:06:17.735: As5
LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: | CONFREQ [ACKrcvd] id 4 len 23 *Apr 5

11: 06: 19.479: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.479: As5 LCP:

Magi cNunber Ox65FFA5C7 (0x050665FFAS5C7) *Apr 5 11:06:19.479: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19.479: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: Callback 6 (0x0D0306) *Apr 5
11: 06:19.479: As5 LCP: O CONFREJ [ACKrcvd] id 4 len 7 *Apr 5 11:06:19.479: As5 LCP: Call back 6
(0x0D0306) *Apr 5 11:06:19.607: As5 LCP: TIMeout: State ACKrcvd *Apr 5 11:06:19.607: As5 LCP: O
CONFREQ [ACKrcvd] id 3 len 25 *Apr 5 11:06:19. 607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)
*Apr 5 11:06:19. 607: As5 LCP: Aut hProto CHAP (0x0305C22305) *Apr 5 11:06:19.607: As5 LCP:

Magi cNunber OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: | CONFREQ [ REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP:
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: O CONFACK [REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP:
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.719: As5 LCP: | CONFACK [ACKsent] id 3 len
25 *Apr 5 11:06:19.719: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.719: As5 LCP:
Aut hProt o CHAP (0x0305C22305) *Apr 5 11:06:19.719: As5 LCP: Magi cNunber OxE0531DB8
(O0x0506E0531DB8) *Apr 5 11:06:19.719: As5 LCP: PFC (0x0702) *Apr 5 11:06:19.719: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:19.719: As5 LCP: State is Open *Apr 5 11:06:19.719: As5 PPP:. Phase is
AUTHENTI CATING by this end *Apr 5 11:06:19.719: As5 CHAP: O CHALLENGE id 1 len 32 from "maui -
nas-01" *Apr 5 11:06:19.863: As5 CHAP: | RESPONSE id 1 len 33 from"async_client"” !--- |ncomn ng
CHAP response from "async_client”. *Apr 5 11:06:19. 863: AAA: parse name=Async5 idb type=10 tty=5
*Apr 5 11:06:19.863: AAA: nanme=Async5 fl ags=0x11 type=4 shel f=0 sl ot=0 adapter=0 port=5

channel =0 *Apr 5 11:06: 19. 863: AAA: parse name=Serial 0:7 idb type=12 tty=-1 *Apr 5 11:06: 19. 863:
AAA: nane=Serial 0: 7 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0 channel =7 *Apr 5

11: 06: 19. 863: AAA/ MEMORY: create_user (0Ox6195AE40) user='async_client' ruser="' port="Async5h'
rem addr = async/ 81560' aut hen_t ype=CHAP servi ce=PPP priv=1 *Apr 5 11:06:19. 863: AAA/ AUTHEN START
(2673347869): port="Asynch5' list="' action=LOd N service=PPP *Apr 5 11:06: 19. 863:

AAA/ AUTHEN START (2673347869): using "default" list *Apr 5 11:06:19.863: AAA/ AUTHEN
(2673347869): status = UNKNOWN *Apr 5 11:06:19. 863: AAA/ AUTHEN START (2673347869): Met hod=r adi us
(radius) *Apr 5 11:06:19.863: RADI US: ustruct sharecount=1 *Apr 5 11:06:19.867: RADIUS: Initial
Transmt Async5 id 14 172.22.53. 201: 1645, Access-Request, len 90 *Apr 5 11:06:19.867: Attribute
4 6 AC16358D *Apr 5 11:06:19.867: Attribute 5 6 00000005 *Apr 5 11:06:19.867: Attribute 61 6
00000000 *Apr 5 11:06:19.867: Attribute 1 14 6173796E *Apr 5 11:06:19.867: Attribute 30 7
38313536 *Apr 5 11:06:19.867: Attribute 3 19 01B8292F *Apr 5 11:06:19.867: Attribute 6 6
00000002 *Apr 5 11:06:19.867: Attribute 7 6 00000001 *Apr 5 11:06:19.867: RADI US: Received from
id 14 172.22.53.201: 1645, Access-Accept, len 32 *Apr 5 11:06:19.867: Attribute 6 6 00000002 *Apr
5 11:06:19.871: Attribute 7 6 00000001

debug radius AN RAS®D AVP [F& V) &K< NAS & RADIUSH—/NEO RS H O az8



BIDLHICTIA—RENIZLENHYET,

3: debug radius OEAABEICTA—REh, ThBICEDZFI-—RIBIISICERLEEA
1V20NTRETTIRNTY N EZ=T VRO ER%E, FHMIZODVWTIEER RADIUS FNNY T
HEZSRBLTTREL

Output Interpreter ¥ — )L & debug radius DD EZTED CEZAREICLET,

A2 40RO H D IE Output Interpreter YV — LA S BS N BERTT:

Access- Request 172.22.53.201: 1645 id 14

Attribute Type 4: NAS-1P-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 5

Attribute Type 61: NAS-Port-Type is Asynchronous
Attribute Type 1: User-Nane is asyn

Attribute Type 30: Called-Station-1D(DNIS) is 8156
Attribute Type 3: CHAP-Password is (encoded)
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.22.53.201:1645 id 14
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

V=& 2TFIA—REhDFNVIT HOrsTORHERE 6 ZHEELTTE LV Y—ER &4
T7ERMERT7 JL—AftEh, : 7L—ALNK7OM LK PPP TY, BHE6FLF 7REREA
'CL‘%)J:’BLZ’&UC&:b‘*D?.‘J"JT‘b RADIUSH—NNO1—% 7O7 74 )L ZFTIEELTTF&E W

(D> 74FaL—23>10>23228RBUTTEV ), &/ debug radius & RADIUSH —
NEI—HORIICHKINL == & %2 R9 Access-Accept ZERT CEIEELTTRE VL, HAY
Access-Reject Z RL €N TIHFE, I—HRFBIHEABA 2120, RADIUSH—/NOI1—HH

BRENAT—RBEBEZFIVIIDIVLEN HBVET, BFEITINEES—DOOT7RNIELI—
N RHER 4 T9: NAS-IP-Address. Output Interpreter Y —J)LIC & 2 TR T S EH RADIUSH
—NNTREENDNASIPFPRLAE—HTHDEZHERELTTEL,

EBBEBIN—TIVHFFVTVBF/NY Y HHO Cisco I0SOEHBE LEVABRET, W<
DHDERRIRTSNBAELAERA (FExE, 1—HE, BERATF—Y 3>
ID(DNIS) ),

*Apr 5 11:06:19.871: AAA/ AUTHEN (2673347869): status = PASS

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP: Aut horize LCP

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): Port="Async5 list=""
servi ce=NET

*Apr 5 11:06:19.871: AAA/ AUTHOR/ LCP: As5 (3232903941) user='"async_client’
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): send AV servi ce=ppp
*Apr 5 11:06:19.871: As5 AAA AUTHOR/ LCP (3232903941): send AV protocol =l cp
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): found list "default"
*Apr 5 11:06:19.871: As5 AAA AUTHOR/ LCP (3232903941): Met hod=radi us (radi us)
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR (3232903941): Post authorization status
= PASS_REPL

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp

*Apr 5 11:06:19.871: As5 CHAP: O SUCCESS id 1 len 4

*Apr 5 11:06:19.871: As5 PPP: Phase is UP

*Apr 5 11:06:19.871: As5 AAAN AUTHOR/ FSM (0): Can we start |PCP?

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): Port="Async5' list=""
servi ce=NET

*Apr 5 11:06:19.871: AAA/ AUTHOR/ FSM As5 (1882093345) user='"async_client’
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): send AV servi ce=ppp
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): send AV protocol =ip
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): found list "default"
*Apr 5 11:06:19.871: As5 AAA AUTHOR/ FSM (1882093345): Met hod=r adi us (radi us)
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR (1882093345): Post authorization status
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= PASS_REPL

*Apr 5 11:06:19.871: As5 AAAN AUTHOR/ FSM W can start | PCP

*Apr 5 11:06:19.875: As5 IPCP: O CONFREQ [Closed] id 1 len 10

*Apr 5 11:06:19. 875: As5 | PCP: Address 172.22.53.141 (0x0306AC16358D)
*Apr 5 11:06:19.991: As5 IPCP: | CONFREQ [REQsent] id 1 len 34

*Apr 5 11:06:19.991: As5 | PCP: Address 0.0.0.0 (0x030600000000)

*Apr 5 11:06:19.991: As5 | PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)
*Apr 5 11:06:19.991: As5 | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)
*Apr 5 11:06:19.991: As5 | PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)
*Apr 5 11:06:19.991: As5 | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)
*Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ I PCP: Start. Her address 0.0.0.0,
we want 172.22.53.148 !--- The address for the peer obtained fromthe pool. *Apr 5 11:06:19.991:

As5 AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ | PCP:

Aut hori zation succeeded *Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we
want 172.22.53.148 *Apr 5 11:06:19.991: As5 IPCP: O CONFREJ [REQsent] id 1 len 22 *Apr 5

11: 06: 19.991: As5 IPCP: PrinmaryWNS 0.0.0.0 (0x820600000000) *Apr 5 11:06:19.995: As5 | PCP:
Secondar yDNS 0. 0. 0.0 (0x830600000000) *Apr 5 11:06:19.995: As5 | PCP: SecondaryWNS 0.0.0.0
(0x840600000000) *Apr 5 11:06:20.007: As5 | PCP: | CONFACK [REQsent] id 1 len 10 *Apr 5

11: 06: 20. 007: As5 | PCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5 11:06:20.119: As5 | PCP: |
CONFREQ [ACKrcvd] id 2 len 16 *Apr 5 11:06:20.119: As5 | PCP: Address 0.0.0.0 (0x030600000000)
*Apr 5 11:06:20.119: As5 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000) *Apr 5 11:06:20.119: As5

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5 11:06:20. 119: As5

AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ | PCP:

Aut hori zation succeeded *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we
want 172.22.53.148 *Apr 5 11:06:20.119: As5 IPCP: O CONFNAK [ACKrcvd] id 2 len 16 *Apr 5

11: 06: 20. 119: As5 | PCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5 11:06:20.119: As5 | PCP:
PrimaryDNS 172. 22.53. 210 (0x8106AC1635D2) *Apr 5 11:06:20.231: As5 I PCP: | CONFREQ [ ACKrcvd] id
3 len 16 *Apr 5 11:06:20.231: As5 | PCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5

11: 06: 20. 231: As5 I PCP: PrinmaryDNS 172.22.53.210 (0x8106AC1635D2) *Apr 5 11:06:20.231: As5

AAA/ AUTHOR/ | PCP: Start. Her address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06: 20. 231:
As5 AAA/ AUTHOR/ | PCP (3727543204): Port="Async5' list=""' service=NET *Apr 5 11:06: 20. 231:

AAA/ AUTHOR/ | PCP:  As5 (3727543204) user='"async_client' *Apr 5 11:06:20.231: As5 AAA/ AUTHOR/ | PCP
(3727543204): send AV service=ppp *Apr 5 11:06:20.231: As5 AAA/ AUTHOR/ | PCP (3727543204): send AV
protocol =i p *Apr 5 11:06:20.231: As5 AAA/ AUTHOR/ | PCP (3727543204): send AV addr*172.22.53. 148
*Apr 5 11:06: 20. 231: As5 AAA AUTHOR/ | PCP (3727543204): found list "default" *Apr 5 11:06:20.231:
As5 AAA/ AUTHOR/ | PCP (3727543204): Method=radi us (radius) *Apr 5 11:06:20.235: As5 AAA/ AUTHOR
(3727543204): Post authorization status = PASS REPL *Apr 5 11:06:20.235: As5 AAA/ AUTHOR/ | PCP:

Rej ect 172.22.53.148, using 172.22.53.148 *Apr 5 11:06: 20.235: As5 AAA/ AUTHOR/ | PCP: Processing
AV service=ppp *Apr 5 11:06:20.235: As5 AAA/ AUTHOR/ | PCP: Processing AV addr*172.22.53.148 *Apr 5
11: 06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Aut hori zation succeeded *Apr 5 11:06: 20. 235: As5

AAA/ AUTHOR/ | PCP: Done. Her address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06: 20.235: As5
| PCP: O CONFACK [ACKrcvd] id 3 len 16 *Apr 5 11:06:20.235: As5 | PCP: Address 172.22.53.148
(0x0306AC163594) *Apr 5 11:06:20.235: As5 | PCP: PrinmaryDNS 172.22.53.210 (0x8106AC1635D2) *Apr 5
11: 06: 20. 235: As5 IPCP: State is Open *Apr 5 11:06:20.235: As5 IPCP: Install route to
172.22.53.148 !'--- Route to renote peer is installed. *Apr 5 11:06:20.871: %. NEPROTO 5- UPDON:
Li ne protocol on Interface Async5, changed state to up
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