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*Mar 12 18:22:10.706: $CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet
has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669),
srcaddr=11.1.1.3, input interface=Ethernet0/0

BUWBEFIVTA NIX=R ATV DOAX(SPI) OFMZOVTIE, TIPSec

%RECVD PKT INV SPI TS —# L VRN SPI D EEHEE 5y 2SRBLTLEE VW, 20O
RFIXRTR, RTTLND1—RNITBLHICBERT—RZRNETDHENRER, HRH
CIZ—HFRETEIFTIUATORNT TN I —RFEEHALET,

COEBOMBERG. BENfrRELEEEZECTNYITEZBEDO VPN NST I 1—FT120k
FEEZYET, BUESPICRPMBENERN DRI TSV TEZRNT TN 1—-bTBICE. &Y
IC2B80AY RIVRAFBHAGBEEISEDRS CHANLOL ZHMITEILEN HYET. ROEF
EAVORETDIAZFRATZICERITERVWES, EEM AT UT M EREICEY) ET,

BRI E

—® Syslog XY =N NUH—EhBEIICANRBELONZHND_ENEETHB -, ER
BRST7 1Y I CHBLEVES ICL—RTRENEFNY TERFTLED. Z0OEHE Syslog
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EZERTERITIZTFNYIO—EEZRIZRLET,

debug crypto condition peer ipv4d <peer IP address> debug crypto isakmp debug crypto ipsec debug
crypto engine
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ENHIBENHYERT,

2. ARICTFNY IFEMILEh, EFICSNMP RSV 7T ZEFL. ShAET FNAADT
INY T2 EBEHLLET,

SNMP M &% TE ( SNMP Configuration )

Simple Network Management Protocol ( SNMP; @& %Y RO —JEB7 ORI ) OFREZIRIC
RLUET,


/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-ipsec-spi-errors-technologies-tech-note-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-ipsec-spi-errors-technologies-tech-note-00.html

Receiver:

snmp-server enable traps event-manager
snmp-server host 11.1.1.3 public event-manager
snmp-server manager

Sender:

snmp-server enable traps event-manager
snmp-server host 213.163.222.7 public event-manager
snmp-server manager

BROBEAIIUT b

BEACEFAOARAIVT N ERICRLET,

Receiver:

I--- To test if this output gets logged to the file called "hub" sh ip int bri | tee /append
diskO:hub.txt conf t ! event manager applet command_hub event syslog pattern "CRYPTO-4-
RECVD_PKT_INV_SPI.*srcaddr=11.1.1.3" action 1 cli command "enable" action 2 syslog msg

"command_hub is running ..." priority informational action 3 cli command "show crypto sockets |
append diskO:hub.txt" action 4 cli command "show crypto isa sa | append diskO:hub.txt" action 5
cli command "show crypto ipsec sa detail | append diskO:hub.txt" action 6 cli command "show
dmvpn detail | append diskO:hub.txt" action 7 wait 18 action 8 cli command "undebug all" action
8.1 snmp-trap intdatal 2323232 strdata "" action 9 syslog priority informational msg "DONE ON
HUB" ! end

Sender:

conf t

event manager applet spoke_app
event snmp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.9.
oid-val "2323232" op eq src-ip-address 213.163.222.7 maxrun 35
action 1.0 syslog msg "Received trap from Hub..."
action 2.0 cli command "enable"
action 3.0 cli command "undebug all"
4.0

action syslog msg "DONE ON SPOKE"

end

EEMZX2V7 b OY

EEMA2UZ7NAOOXYE—CDUARNEZRICRLETD,

Receiver:

*Mar 12 18:22:10.706: $CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet
has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669),
srcaddr=11.1.1.3, input interface=Ethernet0/0

*Mar 12 18:22:10.727: %$HA_EM-6-L0G: command_hub: command_hub is running



hub#
*Mar 12 18:22:30.026: $HA_EM-6-LOG: command_hub: DONE ON HUB

spoke#
*Mar 12 18:22:30.542: %HA_EM-6-LOG: spoke_app: Received trap from Hub...
*Mar 12 18:22:30.889: $HA_EM-6-LOG: spoke_app: DONE ON SPOKE

i 42

BENBRENI-CEEBERTSDHIC, showdebug AV REZADLET,

Receiver:

hub# show debug

Sender:
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http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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