NAT T® PPPoE 254 F> MNEL T Cisco
SOHO77 L—Z2 OFRTE

BRETHIV K=K
P

nX}E
XY BRI—=TK

B

nX}E

2

|\77)L°/1—7_-4‘/'7'
DSLYIEL 1 ¥
ATM LAY
{—HXYN LAY
PPP B

TN T
DSLYIEL A
ATM LAY
A=—HYRYB LAY
PPP &

BSE 15 ¥R

B=

CiscolOS® V7 kT T UIJ—RA 12.1(3)XG Tl&., Point-to-Point Protocol over

Ethernet (PPPoE ) 54 7> N#gEWE Cisco ATE—I)L 7 1 A/FKk—AL ZF7 14 A ( SOHO)
7T DEHICBAEThELE, COMBEZFER TS E. PPPoE OMgEZ )L —XICEMTEET,
Cisco SOHO77 NERICIFEHD PC £RETE, PCORNZT 71 YU PPPoE Y3 Ilix
BEhEICTF—RZ2BSNNERTTAINEIITTBENAET, EFEXYRNIT—T T RL
AL (NAT ) ZEITTEERT,

CHXETIE, Cisco SOHO77 M Asynchronous Transfer Mode ( ATM; JERIHAEREE—R ) 4>
Z—TIAA(DSLAVR—TIAAR)LTDPPPE V54T~ hNOBECOVTHBELET
o CMEXEIE, Asymmetric Digital Subscriber Line ( ADSL; JER#R T2 RILIMAERR ) XIED
WAN Interface Card ( WIC;, WAN 4 >R —7 T4 A H— R ) 28 &L /= Cisco 1700 ([CEFEAA
ﬁllg-t“a-o

Cisco 6400 Node Route Processor ( NRP; /—R JL— K 7Ot vy H ) OFREK. 7V —2R
ELTHELTVWARIL—ZFZRATM AV RZ—T I A AZBEH L TVWBRIL—RIZEFERAEETT,



IE - Sua

B
CORFIXVNCHIDEEOEHR S A,

FATAIIAR—Fb

CORFIXVNOERE., ROVIKRIITEN—RIITON-I3IVICEIKEDTT,

. Cisco SOHO77 Customer Premises Equipment (CPE) IOSY 7~ ITF7UJ—RA
12.1(3)XP2
. Cisco 6400 UAC-NRP [0S Y 7 R T 7 U 1J—R 12.1(3)DC1
. Cisco 6400 UAC-NSPIOS V7 ko7 U1J—A 12.1(3)DB
. Cisco 6130 DSLAM-NI2IOS V7 kDT 7 U1J—2X 12.1(5)DA
CORFIXNDERIE, BEOSRREICHDT/NAAICED \,\‘Cﬂfﬁk?_*ht_%@‘(?o b
DRFIXNTHEATDIINTOTFNARR, JUTB(T72IDN ) RETEEZRBLT
WET, FROXY NDT—INFEBREBPTHIEEICE. EORSBEXEICODVTE, TOEE
PEEEICOVTHRICEREL TEKMBENfHYVET,

*

RFEIXDNREOFME, RO TIV_ANTAYTADORERE) ZZRLTEZ L,

gﬂg
(it

COETEE, CORFIXNTHATAIHEOREICHLESZRTREZRHLET,

R¥

CCHORFIAIXNTHEASTATVAS IOV ROFMERANSICE. Command Lookup
Tool (BEFI—YER ) ZHEAL T<EEL,

XY BMI—OK

CHORFIXVRNTRE, RORY ND—UVBKZERALTVERT,

CHORFIXNTE, ROFREZFEALET,

- Cisco SOHO77
- Cisco 6400
Cisco SOHO77 | PPPoE Z&&E 9 % |C &, Virtual Private Dial-up Network ( VPDN; {R#87°Z «

R=NFEAYLTY 7T ZYND—20 )XY REFEALET, i"fﬂﬂﬂt._VPDNZI?/I\E
EFTHEVS ez LTSEZL,

Cisco SOHO77

vpdn enabl e
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no vpdn | oggi ng

l--- Default. ! vpdn-group pppoe request-dialin !--- The
PPPoE client requests a session with the aggregation
unit (6400 NRP). protocol pppoe ! !--- Internal Ethernet
network. ! interface EthernetO ip address 10.92.1.182
255.255.255.0 ip nat inside !--- DSL interface. !
interface ATMD no ip address no atmil m -keepalive
bundl e- enabl e dsl operating-npde auto hol d-queue 224 in
l--- all defaults !--- PPPoE runs on top of AAL5SNAP

but the encap aal 5snap command is not used. ! interface
ATMD. 1 point-to-point pvc 1/1 pppoe-client dial-pool-
nunber 1 !--- pvc 1/1 is an exanpl e value that you nust
change to nmatch the value !--- used by the Internet
Service Provider (ISP). ! !--- The PPPoE client code
ties into a dialer interface, upon !--- which a virtual -
access interface is cloned. ! interface Dialerl ip
address negotiated ip mu 1492 !--- Ethernet MIU is 1500
by default. In other words, 1492 + PPPoE headers = 1500
i p nat outside encapsulation ppp dialer pool 1 !--- Ties
to ATMinterface. ppp authentication chap callin ppp
chap host name <host nane> ppp chap password <passwor d>
l--- The ISP instructs you about the type of

aut hentication to use. !--- To change from PPP CHAP to
PPP PAP, replace the following three lines: !--- ppp
aut hentication chap callin !'--- ppp chap hostnane
<hostnane> !--- ppp chap password <password> !--- with
the following two lines: !--- ppp authentication pap
callin !--- ppp pap sent-usernanme <usernane> password
<password> !--- For NAT we are going to overload on the
Dialerl interface !--- Then add a default route out

since dialer |IP address can change. ip nat inside source
list 1 interface Dialerl overload ip classless ip route

0.0.0.0 0.0.0.0 dialerl no ip http server ! access-list

1 permt 10.92.1.0 0.0.0.255 !--- For NAT. !

Cisco 6400

*** | ocal ppp user
I--- You can al so use AAA usernane <usernane> password

<password> !--- Begin with the VPDN comrands. !--- Note
the PPPoE binding to a virtual-tenplate instead of on
the ATMinterface. !--- You cannot (at this tinme) use
nore than one virtual -tenplate (or VPDN group) !--- for
PPPoE begi nning with the VPDN commands. vpdn enabl e no
vpdn | ogging ! vpdn-group pppoe accept-dialin !--- PPPoE

server node. protocol pppoe virtual-tenplate 1 ! !
interface ATM)/0/0 no ip address no atmil m -keepalive
hol d- queue 500 in !--- The binding to the virtual -
tenplate interface is configured in the VPDN group. !

i nterface ATMD/ 0/ 0. 182 point-to-point pvc 1/82

encapsul ati on aal 5snap !--- The command i s needed on the
server side. protocol pppoe ! ! !--- Virtual-tenplate is
used instead of dialer interface. ! interface Virtual -

Tenpl atel i p unnunbered Loopbackl0 ip nmtu 1492 peer
default ip address pool ippool ppp authentication chap !
! interface LoopbacklO ip address 8.8.8.1 255.255.255.0
! ip local pool ippool 9.9.9.1 9.9.9.5

s
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NZTNaA-F12T

COtEY2aTUTR, BEORNZ TN A—FT AV IBROETFNY TICRUDEREHBALET

o

Cisco SOHO77 £ /=1 Cisco 6400 £ T PPPoE #F/\v J32FElk. 7O A2V O %
ERBIDVENHYVET, NSTILD1—FT4JRBETEOZORNIILELSHOHET,

1. DSL Y& E

2. ATM[E
B.A—HBRYKNE
4. PPP [B

DSLYEL 1 ¥

AFTYTURIEAhTVWR EZRRBLTTE,

COBUZRTERSICshow AV RZEASLTTEY, BROBDFEMOREZRLTVET

o

show int atnD ATMD is up, line protocol is up Hardware is PQUI CC_SAR (with Al catel ADSL Modul e)

show dsl interface atnD !--- Look for "Showtinme" in the first fewlines. ATU-R (DS) ATU C (US)
Modem St at us: Showti me ( DMIDSL_SHOW| MVE)
ATMLA¥

ATMA 2 B—T7 T4 ANFBEBL TVBHEE, AITE ISP S ABH ES H RS debug atm
packets AV~ REZFEATEE T,

ENTY NOLBFENEZDZOT, COINY RTREEENT Y MIRREhEFLRA,

DB RT XS IC debug atm packets AN RZEA DL TTE L,

debug atm packet 03:21:32: ATMD(I): VCD: 0x2 VPI:0x1 VCl:0x1 Type: 0xO SAP: AAAA CTL: 03 QUI : 0080C2
TYPE: 0007 Length: 0x30 03:21:32: 0000 0050 7359 35B7 0001 96A4 84AC 8864 1100 0001 000E C021 09AB
000C 0235 03:21:32: 279F 0000 0000 03:21:32:

EREOEHIZIEREL Type, SAP, CTL, BXTOUI DT 1 =)L RAEEN, BELEATM NS
Y NA" AALSSNAP THD N TRENET,

1—9ZRYBN LAY

TEBA—HRY N TL—AWI, AALBSNAP NT Y NICEBENE T, debug ethernet packet &
WSO REBWEEAAN, VPDN FT/NY TREZRITL T PPPoE 7L —LAZTERTIHLE
FHYVERT,

SRBICEALTR, 31—V NT7L—Alk PPPoE 7L —A 2 D0 ethertypes /D 1 2H'E
FhTLVET:

- 0x8863 Ethertype = PPPoE #I#/N Y N (PPPoE v > 3> #nEd5% ),
. 0x8864 Ethertype = PPPOE F—& NTY N (PPPNNTY REZBT )



PPPOE ICIF 2 DD Y2 IUAFREIDCEILERTDIENEETY, PPPOE Y>3 F
. VPDNL2TP A4 7D+Ev> 3> THY), PPPEYZIVTEHYNET, TD/H, PPPoE

ZHWAUTEDLSIC, PPPOE Y23 VHBUY TV I—AEPPP Y IVHBUTI—-XZAEL
TVWEY,

RIBICIE, BE. PPPRIETJI—X& PPPoOE i 7 I —XOMmANFBEERELTWVWET,
PPPOE RN 7 I—XEk. D2 2DARATFYTHASERENTVWET,

s ATY T 1: PPPOE VZA T RBRTFY—/N (MAC 7 RLA) ZFBBILTTE L,
ATV 2 Y avID EEVY)YETTTREL,
ChHATETI2%, EEPPPEYZ I O BIUFMO PPP EFZERKICITOAET,

TINY T3 BIZE. VPDN PPPoE TNV JZ# RT3 &, PPPoE ##ii 7 T—XORBE L%k
HE#RETERY,

1. COBICRTKSIC debug AN REAADL TTRELN:
#debug vpdn pppoe-events 06:17:58: Sending PADI: vc=1/1 !--- A broadcast Ethernet frane
(here, encapsulated in ATM requests !--- a PPPoOE server with the nmessage, "ls there a
PPPOE server out there?" 06:18:00: PPPCE: we have got our pado, and the pado tinmer went off
l--- This is a unicast reply froma PPPoE server (simlar to a DHCP offer). 06:18:00: QUT
PADR from PPPoOE tunnel !--- This is a unicast reply to accept the offer. 06:18:00: |IN PADS
from PPPoE tunnel !--- This is a confirmation that conpletes the establishment.

2. PPP #Z#iZFB L TTFE WV, PPP OEILIE, BED PPP OBABESBY ICETEIET,
PPPOEL Y 2 I UAREENER, CCICRENTVWBRKRSICAT—RA%Z, #AXNS show
vpdn N RZFEATEET:

#show vpdn %No active L2TP tunnels %o active L2F tunnel s PPPoE Tunnel and Session
Information Total tunnels 1 sessions 1 PPPoE Tunnel |nformation Session count: 1 PPPoE

Session Information SID RemVAC LocMAC Intf VASt O ntf VC 1 0050.7359. 35b7 0001. 96a4. 84ac
Vil UP ATO 1 1

3. ZZICRENTVWA K SIC showvpdn session all AX> RTNNT Y MO NMgR%E, B
TR LN
show vpdn session all %o active L2TP tunnels %o active L2F tunnels PPPoE Sessi on

Information Total tunnels 1 sessions 1 session id: 1 |ocal MAC address: 0001.96a4. 84ac,
renote MAC address: 0050.7359.35b7 virtual access interface: Vil, outgoing interface: ATO,

vc: 1/1 1656 packets sent, 1655 received, 24516 bytes sent, 24486 received ?Et(:j‘[')i%éb‘“
&% T DD debug I~ > RIZIF debug vpdn pppoe-data, debug pppoe-errors, & KT
debug pppoe-packets A& ) £,

PPP &

PPPoE Y < a I E =5, PPPFNY T, TOMO PPP RRENHEEERLU T,
[@ U debug ppp negotiation & & U* debug ppp authentication ¥ > RZFEAL £T,

EROGTITE, KRARNER "client1" TH'V), 'JE— K~Cisco 6400 DEHIE "nrp-by TT

o

OV R SAUDSOTFTIT 147U PPPROSI—> 3 h PPPRiL,. ROHHEFRD &
SICBRVET,

06:36:03: Vil PPP: Treating connection as a call out

06:36:03: Vil PPP: Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad]
06:36:03: Vil PPP: No renote authentication for call-out

06:36:03: Vil LCP: O CONFREQ [Closed] id 1 len 10



06:36:03: Vil LCP: Magi cNunber 0x03013D43 (0x050603013D43)
06:36:03: Vil LCP: | CONFACK [REQsent] id 1 len 10

06:36:03: Vil LCP: Magi cNunber 0x03013D43 (0x050603013D43)
06:36:05: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 15

06: 36: 05: Vil LCP: Aut hProt o CHAP (0x0305C22305)

06: 36: 05: Vil LCP: Magi cNunber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: O CONFACK [ACKrcvd] id 2 len 15

06: 36: 05: Vil LCP: Aut hProt o CHAP (0x0305C22305)

06: 36: 05: Vil LCP: Magi cNunber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: State is Open

06:36:05: Vil PPP: Phase is AUTHENTI CATI NG, by the peer [0 sess, 1 |oad]
06:36:05: Vil CHAP: | CHALLENGE id 9 Ien 26 from "nrp-b"
06:36:05: Vil CHAP: Using alternate hostnanme clientl

06:36: 05: Vil CHAP: Usernane nrp-b not found

06: 36:05: Vil CHAP: Using default password

06:36:05: Vil CHAP: O RESPONSE id 9 len 28 from"clientl"
06:36:05: Vil CHAP: | SUCCESS id 9 len 4

06:36:05: Vil PPP: Phase is FORWARDI NG [0 sess, 1 |oad]
06:36:05: Vil PPP: Phase is AUTHENTI CATING [0 sess, 1 |oad]
06:36:05: Vil PPP: Phase is UP [0 sess, 1 |oad]

06:36:05: Vil IPCP: O CONFREQ [Closed] id 1 len 10

06: 36: 05: Vil | PCP: Address 0.0.0.0 (0x030600000000)
06:36:05: Vil CDPCP: O CONFREQ [Closed] id 1 len 4

06:36:05: Vil IPCP: | CONFREQ [ REQsent] id 1 len 10

06: 36: 05: Vil | PCP: Address 8.8.8.1 (0x030608080801)

06: 36: 05: Vil | PCP: Address 8.8.8.1 (0x030608080801)

06: 36: 05: Vil | PCP: Address 9.9.9.2 (0x030609090902)
06:36:05: Vil |IPCP: O CONFREQ [ ACKsent] id 2 len 10

06: 36: 05: Vil | PCP: Address 9.9.9.2 (0x030609090902)
06:36:05: Vil LCP: | PROTREJ [Open] id 3 len 10 protocol

CDPCP (0x820701010004)

06:36:05: Vil CDPCP: State is C osed

06:36:05: Vil IPCP: | CONFACK [ACKsent] id 2 len 10

06: 36: 05: Vil | PCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil IPCP: State is Open

06:36:05: Di1l IPCP: Install negotiated IP interface address 9.9.9.2
06:36:05: DIl IPCP: Install route to 8.8.8.1

06: 36: 06: 9% .| NEPROTO- 5- UPDOMAN:  Li ne protocol on Interface Virtual - Accessl,
changed state to up

FINy YT

Cisco 6400 ( PPPoE #—/\ ) 27 /XY J 3 %H &k, Cisco SOHO77 (VZA4 T N ) IZERAL
FEQOERU ENA@ASFIEZFERALET, LEL, SEIE, DSL YEE T DSLAM Z2F IV
VIBVEBENHDIINERYNET,

1. DSL Y132 &

2. ATMIE
BA—HYRYKNE
4.PPP [8

DSLYWEL AV

DSLYEEZF IV O THEZEE, DSLAM O DSL #ETEHZHIRTHHREN HV)ET, Cisco
DSLAM M3%& &, showdslinterfface IY > REFEAL X T,



ATMLAY

Cisco 6400 il ¢ . debug atm packet AN RZFERTEE T, £/, BED PVC IZ Cisco
6400 ZFERAATREICLE T,

ROBY), ARV R AU S5HEYE/NT X—2—0 debug atm packet Z AL L TT& L\

debug atm packet interface atm0/0/0.182 vc 1/82

BROBEDERDLSICB)ET,

4d04h: ATMD/ 0/ 0.182(1):

VCD: 0x3 VPI: 0x1 VCl:0x52 Type: 0x900 SAP: AAAA CTL: 03 QUI : 0080C2 TYPE: 0007 Lengt h: 0x30
4d04h: 0000 0001 96A4 84AC 0050 7359 35B7 8864 1100 0001 OOOE C021 OA2E 000C 65E3
4d04h: 15E5 0000 0000

ENTYNORBEFENRBDZOT, COONY RTREREENTY RAKRTRENEEA,

1—9XYb LAY

Cisco SOHO77 &£ E#kIC. Cisco 6400 T, PPPoE BN MO#EEICE L VPDN show Y R&
FINY TN ERATEET,

ROBIZ, HAOEEEIZOAYTHFANAD show IV RE debug ANV RERLET, HEIC
WUTZhSOONY RZEFERALET,

#debug vpdn pppoe-events 4d04h: | N PADI from PPPoE tunnel 4d04h: OUT PADO from PPPoOE tunnel
4d04h: | N PADR from PPPoE tunnel 4d04h: PPPOE: Create session 4d04h: PPPoE: VPN session created.
4d04h: OUT PADS from PPPoE tunnel #show vpdn %No active L2TP tunnels %No active L2F tunnels
PPPoE Tunnel and Session Information Total tunnels 1 sessions 1 PPPoE Tunnel |nformation Session
count: 1 PPPoE Session Information SID RenVAC LocMAC Intf VASt Ontf VC 1 0001. 96a4. 84ac

0050. 7359. 35b7 Vi 4 UP ATO/0/0 1 82 #show vpdn session all nrp-b#show vpdn session all %o active
L2TP tunnel s %o active L2F tunnel s PPPoE Session Information Total tunnels 1 sessions 1 session
id: 1 local MAC address: 0050.7359.35b7, renote MAC address: 0001. 96a4.84ac virtual access
interface: Vi4, outgoing interface: ATO/0/0, vc: 1/82 30 packets sent, 28 received, 422 bytes
sent, 395 received

T OO debug IV > RICIE debug vpdn pppoe-data, debug pppoe-errors, & & U debug
pppoe-packets HFdH V) £,

PPP &

BAT & Cisco SOHO77 A5 D&Y BWVWF/NY FICX ST D Cisco 6400 5D PPP F/NvY T H
AT,

AN R A A2V R—=—T7I—AASZOIR REZAALTTHEL.

debug ppp negotiati on and debug ppp authentication

BRROBEHFRDODLSICB)ET,

4d04h: Vi 2 PPP: Treating connection as a dedicated |ine

4d04h: Vi 2 PPP: Phase is ESTABLI SHING Active Open [0 sess, 1 |oad]
4d04h: Vi2 LCP: O CONFREQ [Closed] id 1 len 15

4d04h: Vi2 LCP: Aut hProt o CHAP (0x0305C22305)

4d04h: Vi2 LCP: Magi cNunmber Ox65F62814 (0x050665F62814)



4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:
4d04h:

Vi 2
Vi 2
Vi 2
Vi 2
Vi 3
Vi 3
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2

%1 NEPROTO- 5- UPDOAN:  Li ne pr ot ocol

LCP: |
LCP:

LCP:
LCP: |

CONFREQ [REQsent] id 1 len 10
Magi cNurmber 0x03144FF9 (0x050603144FF9)
LCP: O CONFACK [REQsent] id 1 len 10
Magi cNurmber 0x03144FF9 (0x050603144FF9)

ECHOREQ [ Open]
LCP: O ECHOREP [ Open]
LCP: TI Meout :

St at e ACKsent

LCP: O CONFREQ [ ACKsent] id 2 len 15
Aut hProt o CHAP (0x0305C22305)
Magi cNurmber Ox65F62814 (0x050665F62814)

CONFACK [ACKsent] id 2 len 15
Aut hProt o CHAP (0x0305C22305)
Magi cNunmber Ox65F62814 (0x050665F62814)

LCP: State is Open

PPP: Phase is AUTHENTI CATING by this end [0 sess, 1 |oad]

LCP:
LCP:
LCP: |
LCP:
LCP:

CHAP:
CHAP:

PPP: Phase is AUTHENTI CATING [0 sess,

CHAP:

| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
CDPCP:

O CHALLENGE id 10 len 26 from "nrp-b"

id 60 len 8 magi c 0OxA60C0000
id 60 len 8 magi c Ox51A0BEF6

| RESPONSE id 10 len 28 from"client1l"
PPP: Phase is FORWARDI NG [0 sess, 1 |oad]

O SUCCESS id 10 len 4

PPP: Phase is UP [0 sess, 1 |oad]

O CONFREQ [Closed] id 1 len 10
Address 8.8.8.1 (0x030608080801)

| CONFREQ [REsent] id 1 len 10
Address 0.0.0.0 (0x030600000000)

Pool returned 9.9.9.2

O CONFNAK [ RE@sent] id 1 len 10
Address 9.9.9.2 (0x030609090902)

I CONFREQ [ Not negoti at ed]

LCP: O PROTREJ [Open] id 3 len 10 protocol
| CONFACK [REQsent] id 1 len 10
Address 8.8.8.1 (0x030608080801)
| CONFREQ [ACKrcvd] id 2 len 10
Address 9.9.9.2 (0x030609090902)
O CONFACK [ACKrcvd] id 2 len 10
Address 9.9.9.2 (0x030609090902)
State is Open

| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:

I nstall

changed state to up

P
ANT

BOE TR

route to 9.9.9.2

. Cisco DSL T2 _AHJ)L Y7R—p

- TO_HITR—b - Cisco Systems

1 | oad]

id1llen 4

CDPCP (0x820701010004)

on Interface Virtual - Access2,
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