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Y > R showinstal active & show install committed k9sec/NY T —S D EEEERLET, CONYIT—D
HFAVAR=)IENhTVWEWE, SSHEY > 3 ZHBITHEOOBEEF—Z2EHRTEETEA,

<tfroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show install active

Wed Jul 19 09:31:18.977 UTC
Label : 7.3.1

Node 0/RP0O/CPUO [RP]

Boot Partition: xr_1v58

Active Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mpls-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

RP/0/RPO/CPUO:NCS1002_1#

show install commtted

Wed Jul 19 09:31:37.359 UTC
Label : 7.3.1

Node 0/RPO/CPUO [RP]

Boot Partition: xr_1v58

Committed Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mpls-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

dA>74FaL—>3>
DK< EE, NCSIKICIFIRDEREN VETT sheever 2 SSHIEEHGZFFAILE T, showrunssh < DEX
ENEETRHEE2ERITDICE. XROFIEEETLET,

<{froot>

RP/0/RPO/CPUO:NCS1004_1#



show run ssh

Wed
ssh
ssh
ssh

Jul 19 13:06:57.207 CDT
server rate-Timit 600
server v2

server netconf vrf default

ERENEF—0OER

SSHEY>a>ZWAUTBICE, NCSIKICARBEX—AIFEETILENfHUVET, £ERENLE
F—OFEOHEE show crypto key mypubkey { d9|ecdsa|ed25519|rsa}7i7j}ﬂﬁo T7ALRNDOF—RLTEIRD
EBYUTT 2SR, F—R16EROXFIELTRREN, CCTREFIVT A LOEHD

S5EBLET,

<tfroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show crypto key nypubkey rsa

Wed Jul 19 10:30:09.333 UTC
Key Tabel: the_default

Type : RSA General purpose

Size : 2048

Created : 11:59:56 UTC Tue Aug 23 2022
Data : <key>

BEODRATOXF—EERTDICE,. O READLUFT cryptokey generate { dsa | ecdsa| ed25519 | rsa
} F—EPA1SAEEBRLET, TEP15AY A AR TILIVAXALILE>TELREYET,

T7FLRDEDITZAK (E

*—OEE HREVISAMBRRAT g
DSA 512, 768. 1024 1024

ecdsa nips256, nips384. nips521 none

ed25519 256 256

rsa 512 ~ 4096 2048




ROOARX Y RTHF—DEEICERS NI EZHELUET,  show crypto key mypubkey & S B8

EET?@#—’&‘#IJF%?% ik, AN H’éAjJ LET crypto key zeroize { authentication | dsa| ecdsa | ed25519 |rsa} [
lael |2 SR, BEX—Z2FEAELFTICTNS AL STWTHE, SSHEFERL AT AN 7OY
DENBDLD, HMOFERTTNA AT IV LATED L 2BFELET,

SSHY —/\H#EED R E

H—NERANEK, SSHEY S IV ZMITHEIC, B, RFANE, BLRTBESICOVTE
fej@“é%gb‘“w)im NCSIKZ'ZY N7 #—LDKEZERETSHICE, XAOOAX RZASLL
fj showsshserver& /\\\O

<#root>

RP/0/RPO/CPUO:NCS1004_1#

show ssh server

Wed Jul 19 13:28:04.820 CDT

Current supported versions := v2
SSH port := 22
SSH vrfs := vrfname:=default(v4-acl:=, v6-acl:=)

Netconf Port := 830
Netconf Vrfs := vrfname:=default(v4-acl:=, vb6-acl:=)

Algorithms

Hostkey Algorithms := x509v3-ssh-rsa,ecdsa-sha2-nistp521,ecdsa-sha2-nistp384,ecdsa-sha2-nistp256,rsa-sh
Key-Exchange Algorithms := ecdh-sha2-nistp521,ecdh-sha2-nistp384,ecdh-sha2-nistp256,diffie-helIman-grou
Encryption Algorithms := aesl128-ctr,aesl92-ctr,aes256-ctr,aesl28-gcm@openssh.com,aes256-gcm@openssh.com
Mac Algorithms := hmac-sha2-512,hmac-sha2-256,hmac-shal

Authentication Method Supported
PubTlicKey := Yes

Password := Yes
Keyboard-Interactive := Yes
Certificate Based := Yes

Others

DSCP := 16

Ratelimit := 600
Sessionlimit := 64

Rekeytime := 60

Server rekeyvolume := 1024
TCP window scale factor := 1
Backup Server := Disabled
Host Trustpoint :=

User Trustpoint :
Port Forwarding := Disabled

Max Authentication Limit := 20
Certificate username := Common name(CN)
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AN DSSHHEEE

PuTTY

PuTTYlE, Y R—KREhDF -, FAMNF—, BREBEFFI T XAL%E comnections> SSHE S
B, RANE, BBO#EEICESTVTZIOVALAZBENICZROSI—ML, I—Y0HFHKIC
BLTHF—XBTIIAVXLZEBHRLET, 77> 3> Attempt GSSAPI key exchange NCSTKF /N 1 AIC

BERIDIEOIIHXETEH)EEA,

£ PuTTY Configurat 7
Category
— Keyboard Options controlling S5H key exchange
;- el Key exchange algorthm options
. - Features R .
51 Window gnEl: I;nHEE e mnhpn icy:
P ey exchange
ﬁppea_rance Diffie-Hellman group exchange U
Behaviour Diffie-Hellman group 14 P
- Translation RSA+based key exchange D
- Selection ~wam below here - e
_ .. Colours Diffie-Hellman group 1
= Connection B Attempt GSSAPI key exchange
Prosy Options controlling key re-exchange
=- 55H Max minutes before rekey (0 for no limit) 60
Host keys Minutes between G55 checks (0 for never) 2
Cipher Max data before rekey (0 for no limit) 1G
" Auth {Use 1M for 1 megabyte, 1G for 1 gigabyte etc)
..... %11
----- Tunnels
..... Eugs
----- More bugs
About Help Open Cancel



Linux

Linux ' —/NEBE., JR—RMENTVBTITUXA%E /edstvssh config H D ZRAL T EEV
o COPAIE, Ubuntu Server 18.04.3ICETVWTWVWET,

Host *

ForwardAgent no

ForwardX1l no
ForwardX11Trusted yes
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPIAuthentication no
GSSAPIDelegateCredentials no
GSSAPIKeyExchange no
GSSAPITrustDNS no

BatchMode no

CheckHostIP yes

AddressFamily any
ConnectTimeout O
StrictHostKeyChecking ask
IdentityFile ~/.ssh/id_rsa
IdentityFile ~/.ssh/id_dsa
IdentityFile ~/.ssh/id_ecdsa
IdentityFile ~/.ssh/id_ed25519
Port 22

Protocol 2

Ciphers aesl128-ctr,aesl92-ctr,aes256-ctr,aes128-cbc,3des-chc
MACs hmac-md5,hmac-shal,umac-64@openssh.com
EscapeChar ~

Tunnel no

TunnelDevice any:any
PermitLocalCommand no
VisualHostKey no

ProxyCommand ssh -q -W %h:%p gateway.example.com
# RekeyLimit 1G 1h

SendEnv LANG LC_*

HashKnownHosts yes
GSSAPIAuthentication yes
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SSHEHDO N TI)I>a—F149
ChesdX Y RiF, SSHIEGOEEZEZYVY 2 T3 DICKILEET,

HEODBEBLTRIESSHEY > 3% show ssh session details® S8R,

<ttroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show ssh session details



Wed Jul 19 13:08:46.147 UTC
SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac

Incoming Sessions

128733 ecdh-sha2-nistp256 ssh-rsa aes256-ctr aes256-ctr hmac-sha2-256 hmac-sha2-256
128986 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal
128988 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal

Outgoing sessions

BEDSSHE Y aVIZKk, ANV RICKDEHZEERITOERBMNEENET T, show shhistory detail & S
A2

AN 0

>

<#froot>
RP/0/RPO/CPU0:NCS1002_1#

show ssh history details

Wed Jul 19 13:13:26.821 UTC
SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac start_time end_time

Incoming Session
128869diffie-hellman-groupl4-shalssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal 19-07-23 11:28:55 19

SSHRL—AR, BHE7OEACETAIFHERLARNILOBERERHBELET, sowshtracead €S8

o

<tfroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show ssh trace al

Wed Jul 19 13:15:53.701 UTC

3986 wrapping entries (57920 possible, 40896 allocated, 0 filtered, 392083 total)

Apr 29 19:13:19.438 ssh/backup-server/event 0/RPO/CPUO t6478 [SId:=0] Respawn-count:=1, Starting SSH Se
Apr 29 19:13:19.438 ssh/backup-server/shmem 0/RP0O/CPUO t6478 [SId:=0] Shared memory does not exist duri
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RDFETBHEDEZRRLUET sowshrekeyZ SR,



<ffroot>
RP/0/RP0O/CPUO:NCS1004_1#

show ssh rekey

Wed Jul 19 15:23:06.379 CDT
SSH version : Cisco-2.0

id RekeyCount TimeToRekey(min) VolumeToRekey(MB)

Incoming Session
1015 6 6.4 1024.0
1016 0 58.8 1024.0

Outgoing sessions

=\=_E$ﬁi7j‘ 1) :L_L\EEQEEH'%JL:L;\ ;i0):|7> I\Eﬁﬁﬁ L FE T sshserver rekey-volume[size]E%}F\%Jl
o 5-“7 71-)[/ |\®=\=—E$ﬁf."j"r7\“(31024 MBT“H-O

<#root>
RP/0/RP0/CPU0:NCS1004_1(config)#

ssh server rekey-vol ume 4095

RP/0/RP0/CPU0:NCS1004_1(config)#

comm t

ERRIC. F—BERF M N —E%R shserverrekey-time[time] 2 S8, T 7 # )L NMEIWE 60 5 TT,

RP/0/RPO/CPU0:NCS1004_1(config)# ssh server rekey-time 120
RP/0/RP0O/CPU0:NCS1004_1(config)# commit

SSH o7 /Ny T

M debugsshserver AN Rik, 7T 14 7RBSSHEY 2 a VB LVEHEHITICEBITZUTILEA LA
HAOERRLET. BENMRELLEERZENS I —FT1200F3IC@F. FNYT2EHIC
L, BRZzaEdTLTHAS, ROOAXRTFNY T ZEFEILELET . undeugadl 258, PUTTYE 1=
FRIDR—ZFIIT7Vr—>arvaFERLTEY>a> 207 ICEB& L, 2MLET,

<tfroot>
RP/0/RP0O/CPUQ:NCS1002_1#

debug ssh server



PuTTYIC . SSHNNT Y N Z2OF T TH2HEENH V) £9, Session> Logging® S,

ﬁ PuTTY Configuraticn

e

Categary:
[=]- Session Options controlling session logging
- Teminal Session logging:
. i Keyboard (_) None () Printable output
Bell [:) All session output ﬂ S5H packets
: ‘... Features () 55H packets and raw data
=) Window Log file name:
.~ /ppearance putty log Browse...
.- Behaviour
Translation (Log file name can contain &Y, &M, &0 for date, &T for
__ Selaction time, &H for host name, and &P for port number)
Colours What to do if the log file already exists:
EI c . () Always overwrite it
;:unne e () Always append to the end of it
Data O 4sk the user every time
o EFST 8 Flush log file frequently
+|--
Serial B Include header
Telnet Options specific to S5H packet logging
""" ElLIDgIBI_IP B Omit known password fields
[ ] Omit session data
About Help Open Cancel

PUTTY SSHOF >V F ORI -3 v K
Linux Tl — sh-w ( FEFEICTTR ) &, SSHEA 7O AICE T2 MERZRMHELET,
<#root>

ubuntu-18@admin:/$

ssh -vv adm n@92. 168. 190. 2
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W< DA Dshow techsld, SSHICEE T2 BRABEHREF Y 7FYLET,

* show tech { ncslk | ncs1001 | ncs1004 } detail

* show tech crypto session

* show tech ssh

® admin show tech { ncslk | ncs1001 | ncs1004 }-admin
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