
ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã�™ã‚‹Apache 
Log4jãƒ©ã‚¤ãƒ–ãƒ©ãƒªã�®è„†å¼±æ€§ï¼š 
2021å¹´12æœˆ

 

æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

Apache Log4j Java ãƒã‚®ãƒ³ã‚°ãƒ©ã‚¤ãƒ–ãƒ©ãƒªã�®é‡�å¤§ã�ªè„†å¼±æ€§

2021 å¹´ 12 æœˆ 9 æ—¥ã�«ã€�2.15.0 ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�® Log4j2 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹æ¬¡ã�® Apache Log4j Java 
ãƒã‚®ãƒ³ã‚°ãƒ©ã‚¤ãƒ–ãƒ©ãƒªã�®é‡�å¤§ã�ªè„†å¼±æ€§ã�Œå…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ 

CVE-2021-44228:Apache Log4j2 

JNDIæ©Ÿèƒ½ã�¯ã€�æ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦åˆ¶å¾¡ã�•ã‚Œã‚‹LDAPã�Šã‚ˆã�³ã��ã�®ä»–ã�®JNDIé–¢é€£ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã‚’ä¿�è·ã�—ã�¾ã�›ã‚“

2021 å¹´ 12 æœˆ 14 æ—¥ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.15.0 ä»¥å‰�ã�®ç‰¹å®šã�® Apache Log4j 
ã�®ãƒ¦ãƒ¼ã‚¹ã‚±ãƒ¼ã‚¹ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹ã€�ä»¥ä¸‹ã�®é‡�å¤§ã�ªè„†å¼±æ€§ã�Œå…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

CVE-2021-45046:Apache 

Log4j2ã‚¹ãƒ¬ãƒƒãƒ‰ã�®ã‚³ãƒ³ãƒ†ã‚ã‚¹ãƒˆãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ãƒ‘ã‚¿ãƒ¼ãƒ³ã�¨ã‚³ãƒ³ãƒ†ã‚ã‚¹ãƒˆãƒ«ãƒƒã‚¯ã‚¢ãƒƒãƒ—ãƒ‘ã‚¿ãƒ¼ãƒ³ã�Œã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦æ”»æ’ƒã�«å¯¾ã�—ã�¦è„†å¼±

2021 å¹´ 12 æœˆ 18 æ—¥ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.16 ä»¥å‰�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹ Apache 
Log4j ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®è„†å¼±æ€§ã�Œå…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

CVE-2021-45105:Apache 

Log4j2ã�¯ãƒ«ãƒƒã‚¯ã‚¢ãƒƒãƒ—è©•ä¾¡ã�®ç„¡é™�å†�å¸°ã‚’å¸¸ã�«ä¿�è·ã�™ã‚‹ã‚�ã�‘ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

apache-log4j-qRuKNEbd

åˆ�å…¬é–‹æ—¥ : 2021-12-10 18:45

æœ€çµ‚æ›´æ–°æ—¥ : 2022-01-31 21:16

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.32 : Final

CVSSã‚¹ã‚³ã‚¢ : 10.0

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCwa54650 CSCwa56230 

CSCwa47310

CVE-2021-

45046

CVE-2021-

45105

CVE-2021-

44228

CVE-2021-

44832

http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa54650
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa56230
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47310
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45105
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45105
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44832
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44832


2021 å¹´ 12 æœˆ 28 æ—¥ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.17 ä»¥å‰�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹ Apache 
Log4j ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®è„†å¼±æ€§ã�Œå…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

CVE-2021-44832ï¼šæ”»æ’ƒè€…ã�Œè¨å®šã‚’åˆ¶å¾¡ã�™ã‚‹ã�¨ã€�Apache 
Log4j2ã�ŒJDBC 
Appenderã‚’ä»‹ã�—ã�¦RCEã�«å¯¾ã�—ã�¦è„†å¼±ã�«ã�ªã‚Šã�¾ã�™

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®èª¬æ˜Žã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒApache Log4j 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£è„†å¼±æ€§ã€� ãƒšãƒ¼ã‚¸ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ã‚·ã‚¹ã‚³ã�®å¯¾å¿œ

ã‚·ã‚¹ã‚³ã�¯ã€�ã�™ã�¹ã�¦ã�®è£½å“�ã�¨ã‚µãƒ¼ãƒ“ã‚¹ã�«ã�¤ã�„ã�¦ã€�CVE-2021-
44228ã�¨CVE-2021-
45046ã�®ä¸¡æ–¹ã�‹ã‚‰ã�®å½±éŸ¿ã‚’è©•ä¾¡ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã‚’æ¤œå‡ºã�™ã‚‹ã�Ÿã‚�ã�«ã€�ã‚·ã‚¹ã‚³ã�¯æ¬¡ã�®å ´æ‰€ã�§Snortãƒ«ãƒ¼ãƒ«ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚Talos

Rules 2021-12-21

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã€�ç‰¹ã�«æ˜Žè¨˜ã�•ã‚Œã�¦ã�„ã�ªã�„é™�ã‚Šã€�CVE-
2021-44228 ã�¨ CVE-2021-45046 ã�®ä¸¡æ–¹ã�«å¯¾å‡¦ã�—ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ CVE-2021-45105 ã�Šã‚ˆã�³ CVE-2021-44832 
ã‚’ç¢ºèª�ã�—ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�¾ã�Ÿã�¯ã‚¯ãƒ©ã‚¦ãƒ‰ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã�ªã�„ã�¨åˆ¤æ–ã�—ã�¾ã�—ã�Ÿã€‚

ã‚·ã‚¹ã‚³ã�®æ¨™æº–çš„ã�ªãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�§ã�¯ã€�åˆ©ç”¨å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§ã€�çµ±å�ˆã�•ã‚Œã�Ÿã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã‚’æ–°ã�—ã�„ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«æ›´æ–°ã�—ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-

qRuKNEbd

è©²å½“è£½å“�

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¾ã�—ã�Ÿã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã‚’å�«ã‚€ã�“ã�¨ã�Œåˆ¤æ˜Žã�—ã�¦ã�Šã‚Šã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�®ã�¿ã‚’è¨˜è¼‰ã�—ã�¦ã�„ã�¾ã�™ã€‚å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã‚’å�«ã�¾ã�ªã�„è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�Ÿã‚�ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«ã�¯è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œå½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«æ˜Žç¤ºçš„ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„ã‚·ã‚¹ã‚³è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã�®é …ã�«ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�®
Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯ Cisco Bug Search Tool 
ã�§æ¤œç´¢å�¯èƒ½ã�§ã�‚ã‚Šã€�å›žé�¿ç–ï¼ˆä½¿ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰ã�¨ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

https://logging.apache.org/log4j/2.x/security.html
https://logging.apache.org/log4j/2.x/security.html
https://logging.apache.org/log4j/2.x/security.html
https://www.snort.org/advisories/talos-rules-2021-12-21
https://www.snort.org/advisories/talos-rules-2021-12-21
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd


ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¾ã�—ã�Ÿã€‚

æ¬¡ã�®è¡¨ã�«ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ã�„ã�šã‚Œã�‹ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�é–¢é€£ã�™ã‚‹ã‚·ã‚¹ã‚³ã�®ãƒ�ã‚°ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è£½å“� Cisco Bug ID Fixed Release Availability

Collaboration and Social Media

Cisco Webex ãƒŸãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚µãƒ¼ãƒ� CSCwa47283

CWMS-3.0MR4SP3 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰ 

CWMS-4.0MR4SP3 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰ 

CWMS-3.0MR4SP2 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 14 æ—¥ï¼‰ 

CWMS-4.0MR4SP2 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 14 æ—¥ï¼‰

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco CX Cloud Agent ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCwa47272 1.12.2ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco Call Studio CSCwa54008

11.6ï¼ˆ2ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰ 

12.0ï¼ˆ1ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰ 

12.5ï¼ˆ1ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰ 

12.6ï¼ˆ1ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Nexus Insights CSCwa47284 6.0.2 ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Firepower Device 

Managerï¼ˆFDMï¼‰ã�«ã‚ˆã�£ã�¦ç®¡ç�†ã�•ã‚Œã‚‹ 
Cisco Firepower Threat Defenseï¼ˆFTDï¼‰

CSCwa46963

6.2.3 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰  
6.4.0 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰  
6.6.5 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰  
6.7.0 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

7.0.1 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

7.1.0 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Identity Services Engineï¼ˆISEï¼‰ CSCwa47133

2.4 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆ2021 å¹´ 12 æœˆ 15 æ—¥ï¼‰ 

2.6 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆ2021 å¹´ 12 æœˆ 15 æ—¥ï¼‰ 

2.7 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆ2021 å¹´ 12 æœˆ 15 æ—¥ï¼‰ 

3.0 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆ2021 å¹´ 12 æœˆ 15 æ—¥ï¼‰ 

3.1 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Application Policy Infrastructure 

Controllerï¼ˆAPICï¼‰ï¼šNetwork Insights Base 

ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³

CSCwa47295
4.2(7r)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

5.2(3g)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Automated Subsea Tuning CSCwa48806 2.1.0.4ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

3.0.000.115ï¼ˆãƒ‘ãƒƒãƒ�ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

3.1.000.044ï¼ˆãƒ‘ãƒƒãƒ�ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 
ã‚·ã‚¹ã‚³ãƒ“ã‚¸ãƒ�ã‚¹ãƒ—ãƒã‚»ã‚¹ã�®è‡ªå‹•åŒ– CSCwa47269

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47272
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa54008
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47284
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa46963
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47133
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47295
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa48806
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3.2.000.009ï¼ˆãƒ‘ãƒƒãƒ�ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰

Cisco CloudCenter ã‚³ã‚¹ãƒˆæœ€é�©åŒ–ãƒ„ãƒ¼ãƒ« CSCwa48074 5.5.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco CloudCenter Suite Admin CSCwa47349 5.3.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco CloudCenter Workload Manager CSCwa47350 5.5.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco CloudCenter CSCwa48832 4.10.0.16ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

Cisco Common Services Platform Collectorï¼ˆCSPCï¼‰ CSCwa47271
2.10.0.1 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

2.9.1.3 ãƒ›ãƒƒãƒˆãƒ•ã‚£ãƒƒã‚¯ã‚¹ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Crosswork ãƒ‡ãƒ¼ã‚¿ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ CSCwa47257
2.0.2 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰ 

3.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰

Cisco Crosswork Network Controller CSCwa49936
2.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰ 

3.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

Cisco Crosswork æœ€é�©åŒ–ã‚¨ãƒ³ã‚¸ãƒ³ CSCwa49939
2.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰ 

3.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰

Cisco Crosswork Platform 

ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£
CSCwa47367

4.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰ 

4.1.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

Cisco Crosswork Situation Manager CSCwa51878 8.0.0.8 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰

Cisco Crosswork Zero Touch Provisioningï¼ˆZTPï¼‰ CSCwa47259
2.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰ 

3.0.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰

Cisco Cyber Vision Sensor Management Extension CSCwa49482 4.0.3ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

Cisco DNA Spaces ã‚³ãƒ�ã‚¯ã‚¿ CSCwa47320
v2.0.588ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

v2.2.12ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Data Center Network Managerï¼ˆDCNMï¼‰ CSCwa47291

12.0(2f)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

11.5(3) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

11.5(2) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

11.5(1) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

11.4(1) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

11.3(1) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Evolved Programmable Network Manager CSCwa47310

5.1.3.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰ 

5.0.2.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2022 å¹´ 1 æœˆ 13 æ—¥ï¼‰ 

4.1.1.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2022 å¹´ 1 æœˆ 13 æ—¥ï¼‰

Cisco Intersight ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCwa47304 1.0.9-361ï¼ˆ2021 å¹´ 12 æœˆ 20 æ—¥ï¼‰

Cisco Network Services Orchestratorï¼ˆNSOï¼‰ CSCwa47342

nso-5.3.5.1ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

nso-5.4.5.2ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

nso-5.5.4.1ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

nso-5.6.3.1ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰

Cisco Nexus Dashboardï¼ˆæ—§ Cisco Application Services CSCwa47299 2.1.2ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa48074
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47299


Engineï¼‰

Cisco Prime ã‚µãƒ¼ãƒ“ã‚¹ ã‚«ã‚¿ãƒã‚° CSCwa47347 12.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 20 æ—¥ï¼‰

Cisco Secure Agile 

Exchangeï¼ˆSAEï¼‰ã‚³ã‚¢æ©Ÿèƒ½ãƒ‘ãƒƒã‚¯
CSCwa52921 2.4.1ï¼ˆ2022 å¹´ 1 æœˆ 14 æ—¥ï¼‰

Cisco Smart PHY CSCwa50021

3.1.4 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

3.2.0 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

3.2.1 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

21.3 ãƒ‘ãƒƒãƒ�ï¼ˆ2022 å¹´ 1 æœˆ 21 æ—¥ï¼‰

Cisco Virtual Topology Systemï¼ˆVTSï¼‰ CSCwa47334 2.6.7ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

Cisco ä»®æƒ³ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ 
ãƒžãƒ�ãƒ¼ã‚¸ãƒ£

CSCwa49924

3.2.x ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

3.4.4 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

3.4.6 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

4.2.0 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰ 

4.2.1 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 17 æ—¥ï¼‰

Cisco WAN Automation Engineï¼ˆWAEï¼‰ CSCwa47369

7.5.0.1ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰ 

7.4.0.1ï¼ˆ2022 å¹´ 1 æœˆ 28 æ—¥ï¼‰ 

7.3.0.2ï¼ˆ2022 å¹´ 1 æœˆ 28 æ—¥ï¼‰

Routing and Switching - Enterprise and Service Provider

Cisco DNA Center CSCwa47322

2.2.2.8 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

2.1.2.8 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

2.2.3.4 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco IOx Fog Director CSCwa47370
1.14.5 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

1.16.4 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Network Assurance Engine CSCwa47285 6.0.2 ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Network Convergence System 1004 CSCwa52235
7.3.2 SMU/GISOï¼ˆ2022 å¹´ 1 æœˆ 14 æ—¥ï¼‰ 

7.3.1 SMUï¼ˆ2022 å¹´ 1 æœˆ 21 æ—¥ï¼‰

ã‚·ã‚¹ã‚³ ã‚ªãƒ—ãƒ†ã‚£ã‚«ãƒ« ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

CSCwa48793 1.1.0ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

Cisco SD-WAN vManage CSCwa47745

20.3.4.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

20.6.2.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

20.5.1.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

20.4.2.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Unified Computing

Cisco Integrated Management 

Controllerï¼ˆIMCï¼‰Supervisor
CSCwa47307 2.3.2.1ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco UCS Central ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCwa47303 2.0(1p)ï¼ˆ2021 å¹´ 12 æœˆ 22 æ—¥ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47347
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Cisco UCS Director CSCwa47288 6.8.2.0ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Workload Optimization Manager CSCwa50220 3.2.1 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco BroadWorks CSCwa47315
2021.11_1.162ï¼ˆ2021 å¹´ 12 æœˆ 13 æ—¥ï¼‰ 

ap381882ï¼ˆ2021 å¹´ 12 æœˆ 15 æ—¥ï¼‰

Cisco Cloud Connect CSCwa51545 12.6(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Contact Center Domain Managerï¼ˆCCDMï¼‰ CSCwa47383
12.5(1) ES6ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6(1) ES3ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Contact Center Management Portalï¼ˆCCMPï¼‰ CSCwa47383
12.5(1) ES6ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6(1) ES3ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Emergency Responder CSCwa47391
11.5(4)SU9 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(4)SU10 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰

Cisco Enterprise Chat and Email CSCwa47392

12.0(1) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.5(1) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6(1) ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Finesse CSCwa46459 12.6(1)ES03ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Packaged Contact Center Enterprise CSCwa47274

11.6(2)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.0(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.5(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Paging Server CSCwa47395 14.4.2ï¼ˆ2021 å¹´ 12 æœˆ 21 æ—¥ï¼‰

Cisco Unified Communications Manager/Cisco Unified 

Communications Manager ã‚»ãƒƒã‚·ãƒ§ãƒ³ 

ç®¡ç�†ã‚¨ãƒ‡ã‚£ã‚·ãƒ§ãƒ³
CSCwa47249

11.5(1)SU7 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU8 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU9 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU10 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5ï¼ˆ1.18119-2ï¼‰ã€œ 11.5ï¼ˆ1.23162-1ï¼‰ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 
æ—¥ï¼‰

Cisco Unified Communications Manager IM & 

ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã‚µãƒ¼ãƒ“ã‚¹
CSCwa47393

11.5(1)SU7 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU8 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU9 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU10 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5ï¼ˆ1.18900-16ï¼‰ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5ï¼ˆ1.18901-3ï¼‰ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰

Cisco Unified Contact Center Enterprise - Live Data server CSCwa46810

11.6(1)ES23ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰ 

12.0(1)ES18ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰ 

12.5(1)ES13ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰ 

12.6(1)ES03ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰
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Cisco Unified Contact Center Enterprise CSCwa47273

11.6(2)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.0(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.5(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Unified Contact Center Express CSCwa47388 12.5(1)SU1ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Unified Customer Voice Portal CSCwa47275

11.6(2)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.0(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.5(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6ï¼ˆ1ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Unified Intelligence Center CSCwa46525 12.6ï¼ˆ1ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Unified SIP Proxy ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCwa47265 10.2.1v2 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Unity Connection CSCwa47387

11.5(1)SU7 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU8 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU9 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5(1)SU10 ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 æ—¥ï¼‰ 

11.5ï¼ˆ1.18119-2ï¼‰ã€œ 11.5ï¼ˆ1.23162-1ï¼‰ãƒ‘ãƒƒãƒ�ï¼ˆ2021 å¹´ 12 æœˆ 16 
æ—¥ï¼‰

Cisco Virtualized Voice Browser CSCwa47397
12.5(1)ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

12.6ï¼ˆ1ï¼‰ï¼ˆ2021 å¹´ 12 æœˆ 23 æ—¥ï¼‰

Cisco Webex Workforce Optimization CSCwa51476
è£½å“�ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã�Œçµ‚äº†ã�—ã�¾ã�—ã�Ÿ 
- ä¿®æ£ç‰ˆã�®äºˆå®šã�¯ã�‚ã‚Šã�¾ã�›ã‚“

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Video Surveillance Operations Manager CSCwa47360 7.14.4 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Vision Dynamic Signage Director CSCwa47351

ãƒ‘ãƒƒãƒ�ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco TAC 
ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ 

6.4 SP3ï¼ˆ2021 å¹´ 1 æœˆ 17 æ—¥ï¼‰

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco Connected Mobile Experiencesï¼ˆCMXï¼‰ CSCwa47312

10.6.3-70 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

10.6.3-105 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

10.6.2-89 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

10.4.1 ãƒ‘ãƒƒãƒ�ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�
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ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�Œæ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

ã‚±ãƒ¼ãƒ–ãƒ«ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco GS7000 ãƒŽãƒ¼ãƒ‰•

Cisco RF ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ ã‚·ãƒªãƒ¼ã‚º•

Cisco Remote PHY 120•

Collaboration and Social Media

Cisco SocialMiner•

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco AnyConnect ã‚»ã‚ãƒ¥ã‚¢ ãƒ¢ãƒ“ãƒªãƒ†ã‚£ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ•

Cisco Jabber Guest•

Cisco Jabber•

Cisco Secure Endpointï¼ˆæ—§ Cisco Advanced Malware Protection for Endpointsï¼‰•

Cisco Webex ã‚¢ãƒ—ãƒª•

Meraki è£½å“�

Cisco Meraki GO ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MR ã‚·ãƒªãƒ¼ã‚º 

ã‚¯ãƒ©ã‚¦ãƒ‰ç®¡ç�†åž‹ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ
•

Cisco Meraki MS ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Meraki MT ã‚·ãƒªãƒ¼ã‚º ã‚»ãƒ³ã‚µãƒ¼•

Cisco Meraki MV ã‚·ãƒªãƒ¼ã‚º ã‚¯ãƒ©ã‚¦ãƒ‰ç®¡ç�†åž‹ã‚¹ãƒžãƒ¼ãƒˆã‚«ãƒ¡ãƒ©•

Cisco Meraki MX ã‚·ãƒªãƒ¼ã‚º ã‚¯ãƒ©ã‚¦ãƒ‰ç®¡ç�†åž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�Šã‚ˆã�³ SD-
WAN

•

Cisco Meraki Systems Managerï¼ˆSMï¼‰•

Cisco Meraki Z ã‚·ãƒªãƒ¼ã‚º 

ã‚¯ãƒ©ã‚¦ãƒ‰ç®¡ç�†åž‹ãƒ†ãƒ¬ãƒ¯ãƒ¼ã‚«ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤
•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco Cloud Services Platform 2100•

Cisco Cloud Services Platform 5000 ã‚·ãƒªãƒ¼ã‚º•

Cisco Nexus Dashboard Data Broker•

Cisco Tetration Analytics•

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰•

confd•



ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco AMP ä»®æƒ³ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆ ã‚¯ãƒ©ã‚¦ãƒ‰ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

Cisco Adaptive Security Device Manager•

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAvï¼‰•

Cisco Advanced Web Security Reporting ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³•

Cisco Email Security Appliance (ESA)•

Cisco FXOS Firepower Chassis Manager•

Cisco Firepower Management Center•

Cisco Firepower æ¬¡ä¸–ä»£ä¾µå…¥é˜²å¾¡ã‚·ã‚¹ãƒ†ãƒ ï¼ˆNGIPSï¼‰•

Cisco Firepower Management Center ã�«ã‚ˆã�£ã�¦ç®¡ç�†ã�•ã‚Œã‚‹ Cisco Firepower 
Threat Defenseï¼ˆFTDï¼‰

•

Cisco Secure Email Encryption ã‚¢ãƒ‰ã‚¤ãƒ³•

Cisco Secure Email Encryption Plugin for Outlook•

Cisco Secure Email Security Plugin for Outlook•

Cisco Secure Email and Web Managerï¼ˆæ—§ Cisco Content Security Management 

Applianceï¼ˆSMAï¼‰ï¼‰

•

Cisco Secure Network Analyticsï¼ˆæ—§ Stealthwatch Enterpriseï¼‰ã€�Advanced Host 
Group Automationï¼ˆAHGAï¼‰

•

Cisco Secure Network Analyticsï¼ˆæ—§ Stealthwatch Enterpriseï¼‰ã€� Flow Adapter•

Cisco Secure Network Analyticsï¼ˆæ—§ Stealthwatch Enterpriseï¼‰ã€�Network Forensics 
Automationï¼ˆNFAï¼‰

•

Cisco Secure Network Analyticsï¼ˆæ—§ Stealthwatch Enterpriseï¼‰ã€� Proxy Adapter•

Cisco Secure Network Analyticsï¼ˆæ—§ Stealthwatchï¼‰•

Cisco Secure Services Proxyï¼ˆCSSPï¼‰•

Cisco Security Malware Analytics Applianceï¼ˆæ—§ Cisco Threat Grid Applianceï¼‰•

Cisco Security Manager•

Cisco Web Security Appliance (WSA)•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco ACI Multi-Site Orchestrator•

Cisco CloudCenter Action Orchestrator•

Cisco Connected Grid Device Manager•

Cisco Container Platform•

Cisco Crosswork Change Automation•

Cisco Crosswork Health Insights•

Cisco Crosswork Service Health•

Cisco Elastic Services Controllerï¼ˆESCï¼‰•



Cisco Intelligent Nodeï¼ˆiNodeï¼‰Manager•

Cisco Intersight ãƒ¢ãƒ�ã‚¤ãƒ«ã‚¢ãƒ—ãƒª•

Cisco IoT Field Network Directorï¼ˆæ—§ç§°ï¼šConnected Grid Network Management 

Systemï¼‰

•

Cisco Modeling Labs•

Cisco NCS 2000 ã‚·ã‚§ãƒ«ãƒ•ä»®æƒ³åŒ–ã‚ªãƒ¼ã‚±ã‚¹ãƒˆãƒ¬ãƒ¼ã‚¿•

Cisco Optical Network Planner•

Cisco Policy Suite•

Cisco Prime Access Registrar•

Cisco Prime Cable Provisioning•

Cisco Prime Central for Service Provider•

Cisco Prime Collaboration Assurance•

Cisco Prime Collaboration Deployment•

Cisco Prime Collaboration Provisioning•

Cisco Prime IP Express•

Cisco Prime Infrastructure•

Cisco Prime License Manager•

Cisco Prime Network Registrar•

Cisco Prime Network•

Cisco Prime Opticalã‚µãƒ¼ãƒ“ã‚¹ ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼å�‘ã�‘•

Cisco Prime Performance Manager•

Cisco Prime Provisioning•

Cisco Process Orchestrator•

Cisco Smart Software Manager ã‚ªãƒ³ãƒ—ãƒ¬ãƒŸã‚¹•

Cisco Telemetry Broker•

Routing and Switching - Enterprise and Service Provider

Cisco ACI Virtual Edge•

Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco Application Policy Infrastructure Controller 

ã‚¨ãƒ³ã‚¿ãƒ¼ãƒ—ãƒ©ã‚¤ã‚ºãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ï¼ˆAPICEMï¼‰

•

Cisco Enterprise NFV Infrastructure Softwareï¼ˆNFVISï¼‰•

Cisco GGSN Gateway GPRS Support Node•

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco IOS ã�Šã‚ˆã�³ IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco IP Services Gatewayï¼ˆIPSGï¼‰•

Cisco MDS 9000 Series Multilayer Switches•

Cisco MME ãƒ¢ãƒ“ãƒªãƒ†ã‚£ ãƒžãƒ�ãƒ¼ã‚¸ãƒ¡ãƒ³ãƒˆ ã‚¨ãƒ³ãƒ†ã‚£ãƒ†ã‚£•

Cisco Mobility Unified Reporting and Analytics ã‚·ã‚¹ãƒ†ãƒ •

Cisco Network Convergence System 2000 ã‚·ãƒªãƒ¼ã‚º•

Cisco Nexus 3000 Series Switches•



Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 6000 Series Switches•

Cisco Nexus 7000 Series Switches•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ã€�NX-OS 
ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Cisco ONS 15454 Series Multiservice Provisioning Platforms•

Cisco PDSN/HA Packet Data Serving Node and Home Agent•

Cisco PGW Packet Data Network Gateway•

Cisco SD-WAN vBond ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco SD-WAN vEdge 100 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge 1000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge 2000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge 5000 ã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge Cloud ãƒ«ãƒ¼ã‚¿ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ •

Cisco SD-WAN vSmart ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco System Architecture Evolution Gatewayï¼ˆSAEGWï¼‰•

Cisco Ultra Cloud Coreï¼šã‚¢ã‚¯ã‚»ã‚¹ã�Šã‚ˆã�³ãƒ¢ãƒ“ãƒªãƒ†ã‚£ç®¡ç�†æ©Ÿèƒ½•

Cisco Ultra Cloud Coreï¼šãƒ�ãƒªã‚·ãƒ¼åˆ¶å¾¡æ©Ÿèƒ½•

Cisco Ultra Cloud Coreï¼šRedundancy Configuration Manager•

Cisco Ultra Cloud Coreï¼šã‚»ãƒƒã‚·ãƒ§ãƒ³ç®¡ç�†æ©Ÿèƒ½•

Cisco Ultra Cloud Coreï¼šã‚µãƒ–ã‚¹ã‚¯ãƒ©ã‚¤ãƒ� ãƒžã‚¤ã‚¯ãƒã‚µãƒ¼ãƒ“ã‚¹ 
ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£

•

Cisco Ultra Packet Core•

Cisco Ultra Services Platform•

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹

Cisco 220 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆ ãƒ—ãƒ©ã‚¹ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco 250 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco 350 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco 550 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¿ãƒƒã‚«ãƒ–ãƒ« ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Business 220 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆã‚¹ã‚¤ãƒƒãƒ�•

Cisco Business 250 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆã‚¹ã‚¤ãƒƒãƒ�•

Cisco Business 350 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Businessãƒ€ãƒƒã‚·ãƒ¥ãƒœãƒ¼ãƒ‰•

Cisco RV110W Wireless-N VPN ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

Cisco RV130 VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV130W Wireless-N å¤šæ©Ÿèƒ½ VPN ãƒ«ãƒ¼ã‚¿•



Cisco RV132W ADSL2+ Wireless-N VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV134W VDSL2 Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV160 VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV160W Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV215W Wireless-N VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV260 VPN ãƒ«ãƒ¼ã‚¿•

PoE å¯¾å¿œ Cisco RV260P VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV260W Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV320 ãƒ‡ãƒ¥ã‚¢ãƒ«ã‚®ã‚¬ãƒ“ãƒƒãƒˆ WAN VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV325 ãƒ‡ãƒ¥ã‚¢ãƒ«ã‚®ã‚¬ãƒ“ãƒƒãƒˆ WAN VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV340 ãƒ‡ãƒ¥ã‚¢ãƒ« WAN ã‚®ã‚¬ãƒ“ãƒƒãƒˆ VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV340W ãƒ‡ãƒ¥ã‚¢ãƒ« WAN ã‚®ã‚¬ãƒ“ãƒƒãƒˆ Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV345 ãƒ‡ãƒ¥ã‚¢ãƒ« WAN ã‚®ã‚¬ãƒ“ãƒƒãƒˆ VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV345P ãƒ‡ãƒ¥ã‚¢ãƒ« WAN ã‚®ã‚¬ãƒ“ãƒƒãƒˆ PoE å¯¾å¿œ VPN ãƒ«ãƒ¼ã‚¿•

Cisco Small Business 200 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Small Business 300 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Small Business 500 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¿ãƒƒã‚«ãƒ–ãƒ« ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco WAP125 Wireless-AC ãƒ‡ãƒ¥ã‚¢ãƒ«ãƒ�ãƒ³ãƒ‰ ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ— ã‚¢ã‚¯ã‚»ã‚¹ 
ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoEå¯¾å¿œï¼‰

•

Cisco WAP150 Wireless-AC/N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

•

Cisco WAP361 Wireless-AC/N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¦ã‚©ãƒ¼ãƒ« ãƒ—ãƒ¬ãƒ¼ãƒˆ ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE å¯¾å¿œï¼‰
•

Cisco WAP371 ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ AC/N 

ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆã‚·ãƒ³ã‚°ãƒ«ãƒ�ã‚¤ãƒ³ãƒˆè¨å®šï¼‰
•

Cisco WAP571 Wireless-AC/N 

ãƒ—ãƒ¬ãƒŸã‚¢ãƒ ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE å¯¾å¿œï¼‰
•

Cisco WAP571E Wireless-AC/N 

ãƒ—ãƒ¬ãƒŸã‚¢ãƒ ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šå±‹å¤–ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ
•

Cisco WAP581 Wireless-AC ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·š Wave 2 ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆ2.5GbE 
LANï¼‰

•

Unified Computing

Cisco 5000 ã‚·ãƒªãƒ¼ã‚º ã‚¨ãƒ³ã‚¿ãƒ¼ãƒ—ãƒ©ã‚¤ã‚º ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ï¼ˆENCSï¼‰

•

Cisco HyperFlex System•

Cisco HyperFlex ã‚¹ãƒˆãƒ¬ãƒ¼ã‚¸ ãƒ¬ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¢ãƒ€ãƒ—ã‚¿•

Cisco UCS C ã‚·ãƒªãƒ¼ã‚º ãƒ©ãƒƒã‚¯ã‚µãƒ¼ãƒ�ãƒ¼ã�Šã‚ˆã�³ S ã‚·ãƒªãƒ¼ã‚º 
ã‚¹ãƒˆãƒ¬ãƒ¼ã‚¸ã‚µãƒ¼ãƒ�ãƒ¼ - Integrated Management Controllerï¼ˆCIMCï¼‰

•

Cisco UCS E ã‚·ãƒªãƒ¼ã‚º •



ã‚µãƒ¼ãƒ�
Cisco UCS Manager•

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Headset 500 ã�Šã‚ˆã�³ 700 ã‚·ãƒªãƒ¼ã‚º•

Cisco Hosted Collaboration Mediation Fulfillment•

Cisco IP é›»è©±ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢•

Cisco IP ãƒ•ã‚©ãƒ³•

Cisco TelePresence ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Unified Attendant Console Advanced•

Cisco Unified Attendant Console Business Edition•

Cisco Unified Attendant Console Department Edition•

Cisco Unified Attendant Console Enterprise Edition•

Cisco Unified Attendant Console Premium Edition•

Cisco Unified Communications Domain Manager•

Cisco Unity Express•

Cisco Webex Devices•

Cisco Webex Hybrid Data Security Node•

Cisco Webex ãƒ“ãƒ‡ã‚ªãƒ¡ãƒƒã‚·ãƒ¥•

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Expressway Series•

Cisco Meeting Managementï¼ˆCMMï¼‰•

Cisco Meeting Server•

Cisco TelePresence Management Suite•

Cisco TelePresence Video Communication Serverï¼ˆVCSï¼‰•

Cisco Video Surveillance Media Server•

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco AireOS ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©•

Cisco Aironet ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Business 100 ã�Šã‚ˆã�³ 200 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Business Wireless•

Cisco Catalyst 9100 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Catalyst 9800 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©•

Cisco IOS ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Mobility Services Engine•

ã‚·ã‚¹ã‚³ã�®è¶…é«˜ä¿¡é ¼ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ãƒ�ãƒƒã‚¯ãƒ›ãƒ¼ãƒ«•



Cisco Cloud è£½å“�
 

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�‹ã�©ã�†ã�‹ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�ã‚¯ãƒ©ã‚¦ãƒ‰è£½å“�ã‚’èª¿æŸ»ã�—ã�¾ã�—ã�Ÿã€‚æ¬¡ã�®è¡¨ã�§ã�¯ã€�ã�“ã�®èª¿æŸ»ã�®å¯¾è±¡ã�¨ã�ªã�£ã�Ÿã‚·ã‚¹ã‚³ã�®ã‚¯ãƒ©ã‚¦ãƒ‰è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚ 

è£½å“� CVE-2021-44228 CVE-2021-45046

AppDynamics
ä¿®æ£æ¸ˆã�¿ - 
ã‚µãƒ¼ãƒ“ã‚¹å›ºæœ‰ã�®è©³ç´°

ä¿®æ£æ¸ˆã�¿ - 
ã‚µãƒ¼ãƒ“ã‚¹å›ºæœ‰ã�®è©³ç´°

Cisco Secure Application ã‚’ä½¿ç”¨ã�—ã�Ÿ 
AppDynamics

ä¿®æ£æ¸ˆã�¿ - 
ã‚µãƒ¼ãƒ“ã‚¹å›ºæœ‰ã�®è©³ç´°

ä¿®æ£æ¸ˆã�¿ - 
ã‚µãƒ¼ãƒ“ã‚¹å›ºæœ‰ã�®è©³ç´°

Cisco ã‚¯ãƒ©ã‚¦ãƒ‰ E ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Cloudlock ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

æ”¿åºœæ©Ÿé–¢å�‘ã�‘ Cisco Cloudlock ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Cognitive Intelligence è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Collaboration Experience Serviceï¼ˆCESï¼‰ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Collaboration Experience Service 

Managementï¼ˆCESMï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Crosswork Cloud è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco CX Cloud ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Defense Orchestrator è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco DNA Spaces ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Intersight ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco IoT Control Center ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco IoT Operations Dashboard ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Kinetic for Cities ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Kinetic Gateway Management Module ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

ã‚·ã‚¹ã‚³ ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹ 
ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚¿ï¼ˆMSXï¼‰

ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Placetel è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco PX Cloud ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco SD-WAN Cloud ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco SD-WAN vAnalytics è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Secure Applicationï¼ˆAppDynamics 

ã�¨ã�®çµ±å�ˆï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability
https://docs.appdynamics.com/display/PAA/Security+Advisory%3A+Apache+Log4j+Vulnerability


Cisco Secure Cloud Analyticsï¼ˆæ—§ Cisco Stealthwatch 

Cloudï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Secure Cloud Insights è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Secure Email Cloud Mailboxï¼ˆæ—§ Cisco Cloud 

Mailbox Defenseï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Secure Email Encryption Serviceï¼ˆæ—§ Cisco 

Registered Envelope Serviceï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Secure Endpointï¼ˆæ—§ Cisco Advanced Malware 

Protection for Endpointsï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Secure Malware Analyticsï¼ˆæ—§ Cisco Threat 

Gridï¼‰
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco SecureX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco ServiceGrid è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Smart Net Total Care ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Umbrella DNS ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Umbrella SIG ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Unified Communications Management Cloud ï¼šUC 

Management
ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Unified Communications Manager Cloud 

Commercial
ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

æ”¿åºœ/è‡ªæ²»ä½“å�‘ã�‘ Cisco Unified 
Communications Manager Cloud

ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Calling ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Calling Carrier ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Cloud 

ç™»éŒ²æ¸ˆã�¿ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ
è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Webex Cloud-Connected UC ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Contact Center ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Contact Center Enterprise ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Control Hub ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex ã�®ã‚¨ã‚¯ã‚¹ãƒšãƒªã‚¨ãƒ³ã‚¹ç®¡ç�† è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco Webex FedRAMP ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex for Government FedRAMP ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco WebEx Meetings ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Meetings ä¿®æ£æ¸ˆã ä¿®æ£æ¸ˆã



ä½Žé€Ÿãƒ�ãƒ£ãƒ�ãƒ« �¿ �¿

Cisco Webex Messaging ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Cisco Webex Site Admin Web ãƒšãƒ¼ã‚¸ ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Duo Security ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

æ”¿åºœ/è‡ªæ²»ä½“å�‘ã�‘ Duo ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

eSIM Flex ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

IMIassist è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

IMIcampaign è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

IMIconnect ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

IMIengage è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

IMImessenger/TextLocal Messenger è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

IMImobileï¼šWebex Contact Center ã�®çµ±å�ˆ ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

IMInotify è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

IMIsocial è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Kenna.AppSec ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Kenna.VI/VI+ ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Kenna.VM ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Meraki è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã‚µãƒ�ãƒ¼ãƒˆã‚µãƒ¼ãƒ“ã‚¹ï¼ˆPSSï¼‰ ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Slido è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Smart Call Homeï¼ˆSCHï¼‰ ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

Socio è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

ThousandEyes ä¿®æ£æ¸ˆã�¿ ä¿®æ£æ¸ˆã�¿

UC-Oneï¼šUMS è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

å›žé�¿ç–

ã�™ã�¹ã�¦ã�®å›žé�¿ç–ã�¯ã€�è£½å“�å›ºæœ‰ã�® Cisco Bug 
ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�ã��ã‚Œã�žã‚Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ç‰¹å®šã�•ã‚Œã�¾ã�™ã€‚ 

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
Cisco Bug ID ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚



ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æ¦‚å¿µå®Ÿè¨¼æ®µéšŽã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã‚³ãƒ¼ãƒ‰ã�Œå…¥æ‰‹å�¯èƒ½ã�§ã�‚ã‚‹ã�“ã�¨ã‚’èª�è˜ã�—ã�¦ã�„ã�¾ã�™ã€‚

å‡ºå…¸

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Apache 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢è²¡å›£ã�«ã‚ˆã�£ã�¦å…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-

qRuKNEbd

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.32 è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Final

2022 å¹´ 

1 æœˆ 

31 æ—¥

1.31 è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„è£½å“�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2022 å¹´ 

1 æœˆ 

11 æ—¥

1.30 è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2022 å¹´ 

1 æœˆ 

10 æ—¥

1.29 è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2022 å¹´ 

1 æœˆ 7 

æ—¥

2022 å¹´ 1.28 æ¦‚è¦�ã�Šã‚ˆã�³è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚’æ›´æ–°ã€‚ æ¦‚è¦�ã�Šã‚ˆã�³è©²å½“è£½å“� Interim

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd


ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1 æœˆ 6 

æ—¥

1.27 è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

22 æ—¥

1.26
ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�¨ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚æ¦‚è¦�ã‚’æ›´æ–°ã�—ã�¦ã€�CVE-2021-45105 
ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�Œã�ªã�„ã�“ã�¨ã‚’ç¤ºã�—ã�¾ã�—ã�Ÿã€‚

æ¦‚è¦�ã�Šã‚ˆã�³è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

22 æ—¥

1.25 ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�¨ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

21 æ—¥

1.24 ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�¨ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

20 æ—¥

1.23 ã€Œæ¦‚è¦�ã€�ã�Šã‚ˆã�³ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã‚’æ›´æ–°ã€‚ æ¦‚è¦�ã�Šã‚ˆã�³è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

19 æ—¥

1.22 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

17 æ—¥

1.21 ã€Œæ¦‚è¦�ã€�ã€�ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ æ¦‚è¦�ã�Šã‚ˆã�³è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

17 æ—¥

1.20 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

17 æ—¥

1.19 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

16 æ—¥

1.18 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

16 æ—¥

1.17 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

15 æ—¥

2021 å¹´ 1.16 ã€Œæ¦‚è¦�ã€�ã€�ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ æ¦‚è¦�ã�Šã‚ˆã�³è©²å½“è£½å“� Interim



ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

12 æœˆ 

15 æ—¥

1.15 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

15 æ—¥

1.14 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

14 æ—¥

1.13 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

14 æ—¥

1.12 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

14 æ—¥

1.11 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

13 æ—¥

1.10 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ æ¦‚è¦�ã�Šã‚ˆã�³è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

13 æ—¥

1.9 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

13 æ—¥

1.8 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

12 æ—¥

1.7 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

12 æ—¥

1.6 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

12 æ—¥

1.5 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

12 æ—¥

2021 å¹´ 1.4 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim



ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

12 æœˆ 

11 æ—¥

1.3 ç¤ºã�•ã‚Œã�¦ã�„ã‚‹ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æ›´æ–°ã�®ã‚¹ã‚±ã‚¸ãƒ¥ãƒ¼ãƒ«ã€‚ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�¨ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ æ¦‚è¦�ã€�è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

11 æ—¥

1.2 èª¿æŸ»ä¸ã�®è£½å“�ã‚’è¿½åŠ ã€‚ è©²å½“è£½å“� Interim

2021 å¹´ 

12 æœˆ 

11 æ—¥

1.1 Snort ãƒ«ãƒ¼ãƒ«ã�®ãƒªãƒ³ã‚¯ã‚’è¿½åŠ ã€‚ è¦�ç´„ Interim

2021 å¹´ 

12 æœˆ 

10 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim

2021 å¹´ 

12 æœˆ 

10 æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


