AR MICEE T BH0penSSLOEF DS M
: 2016F5H

7 R)NA Y1) —ID : cisco-sa-20160504- CVE-2016-

MediunfPe"ss! 2106
J)2\B8 B : 2016-05-04 19:30 CVE-2016-
BIREHH : 2016-12-05 16:10 2107
IN—2 3> 1.12 : Final CVE-2016-
B8 % : No workarounds available 2108

Cisco /N ID : CSCuz52522 CSCuz52407 CVE-2016-
CSCuz52528 CSCuz52408 CSCuz52529 2109
CSCuz52405 CSCuz52409 CSCuz52490 CVE-2016-
CSCuz52370 CSCuz63935 CSCuz63936 2105
CSCuz52373 CSCuz52494 CSCuz63938 CVE-2016-
CSCuz52371 CSCuz52492 CSCuz52493 2176
CSCuz52410 CSCuz52531 CSCuz52532
CSCuz52375 CSCuz52415 CSCuz52533
CSCuz52413 CSCuz52418 CSCuz52539
CSCuz52537 CSCuz52538 CSCuz63940
CSCuz52382 CSCuz52383 CSCuz52421
CSCuz52422 CSCuz52543 CSCuz52386
CSCuz52387 CSCuz52420 CSCuz52348
CSCuz52349 CSCuz52503 CSCuz52468
CSCuz52506 CSCuz52507 CSCuz52508
CSCuz52351 CSCuz52472 CSCuz52477
CSCuz52474 CSCuz55590 CSCuz52362
CSCuz52483 CSCuz52363 CSCuz52360
CSCuz52481 CSCuz52482 CSCuz52366
CSCuz52487 CSCuz52367 CSCuz52400
CSCuz52488 CSCuz52364 CSCuz52485
CSCuz73565 CSCuz52365 CSCuz52486
CSCuz52447 CSCuz52568 CSCuz52448
CSCuz52566 CSCuz52446 CSCuz52567
CSCuz52571 CSCuz52451 CSCuz52570
CSCuz52454 CSCuz52455 CSCuz52452
CSCuz52453 CSCuz52458 CSCuz52456
CSCuz52461 CSCuz52462 CSCuz52583
CSCuz52466 CSCuz52587 CSCuz52425
CSCuz52547 CSCuz52423 CSCuz52424
CSCuz52429 CSCuz52548 CSCuz60563



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52407
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52528
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52408
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52529
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52405
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52409
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52490
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52370
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz63935
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz63936
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52373
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52494
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz63938
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52371
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52492
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52493
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52410
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52532
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52375
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52415
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52533
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52413
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52418
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52538
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz63940
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52382
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52383
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52421
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52422
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52386
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52387
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52420
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52348
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52349
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52503
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52507
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52508
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52351
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52472
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52477
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52474
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz55590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52362
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52483
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52363
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52360
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52481
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52366
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52367
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52400
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52364
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52485
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz73565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52486
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52448
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52451
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52454
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52455
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52453
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52456
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52461
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52462
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52466
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52425
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52423
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52424
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52429
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52548
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz60563
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2106
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2106
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2107
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2107
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2108
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2108
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2109
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2109
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2105
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2105
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2176
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2176

CSCuz52550 CSCuz52393 CSCuz52399
CSCuz52432 CSCuz52433 CSCuz52554
CSCuz52397 CSCuz52430 CSCuz52551
CSCuz52552 CSCuz52437 CSCuz52558
CSCuz52435 CSCuz52556 CSCuz52439
CSCuz52560 CSCuz52444 CSCuz52565
CSCuz52441 CSCuz52562 CSCuz52442
CSCuz52563

BAZEICLKDEHIE, REBICLDP2EXDIELRNEGEBRTHY), REENXEDODETH
BOEENHDEEICIE., REEXHNEBELET,

BE

2016%5H3H,. OpenSSL Software Foundation* 564D fEEMEZ S EF 1 VT 1 7 RINAH
A —RAEhELE, REATATV26D0BBEHENSSE, 42 XT)OWEBRLFBREE
XEVEREZSIERITIEMENHY), EHETAES CBCESNEAE N, Y—/\HFAES-NIZY
R—KRLTWBHEE, paddingoracleMEIC &> TRT T 1V I REFTILTEDAREMEN BV F
9, H®&#%IZ. Extended Binary Coded Decimal Interchange Code(EBCDIC)AF&5{t & fEFH L THEE
Z3HRMIIBEBTT,

BEOAOARGBIC, 1DULOBEEHEOXBEEZRTD/N—2 3> O0penSSLINY T—I A il
AFENTVERT,

T RNAFVREEMBEBEBNIAFARICE D ERATEMENET,

COT RNAHFIIE, ROV OKVERETEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20160504-openssl|
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160504-openssl
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160504-openssl
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
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https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52399
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52397
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52430
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52552
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52437
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52556
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52439
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52560
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52441
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52442
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52563
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Cisco Bug ID

Fixed Release Availability

Collaboration and So

cial Media

Cisco MeetingPlace

0.CSCuz52556

CWMS 2.7 ( AF T8¢ )

Cisco SocialMiner

0.CSCuz63938

1151 ( AFHHE )

Cisco WebEx Meetings Server
versions 1.x

0.CSCuz52375

2.6.1.2109 ( AFTEE )
2.7.1.12 ( AFTEE )

Cisco WebEx Meetings Server
versions 2.x

0.CSCuzh2375

2.6.1.2109 ( AF WAL )
27112 ( AF A8 )

Cisco WebEx Node for MCS

0.CSCuz52370

3.12.9.8 ( AET4E )

IVRERAVND

AT NEDTATONYIYTRNDIIT

Cisco Agent for OpenFlow

0.CSCuz52503

2.1.5(N3K/NOK) ( A EATAE
) 2.0.7(N7K) ( AE T4
) 2.0.7(cat3k/catdk) ( AFA8E )

Cisco AnyConnect Secure Mobility
Client for Android

0.CSCuz52506

4.3 for Windows

Linux

OS X ( 20165F6 108 ) 4.2 for
Windows

Linux

OS X (20165F6 168 ) 4.0 for
Android

iOS ( 201656 A30R )

Cisco AnyConnect Secure Mobility
Client for Android

0.CSCuz52507

4.3 for Windows

Linux

OS X ( AFH#E ) 4.2 for Windows
Linux

Android[d] (3OS X ( AF T8 ) 4.0
iOS ( EAAEE )

Cisco AnyConnect Secure Mobility
Client for Linux

0.CSCuz52506

4.3 for Windows

Linux

OS X ( 20165F6 A10H ) 4.2 for
Windows

Linux

OS X (201656 A16H ) 4.0 for
Android

iOS (20166 A30H )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52556
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz63938
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52375
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52375
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52370
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52503
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52507
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52506

Cisco AnyConnect Secure Mobility
Client for OS X

0.CSCuz52506

4.3 for Windows

Linux

OS X ( 201656 A10H ) 4.2 for
Windows

Linux

OS X (201656 A16H ) 4.0 for
Android

iOS ( 201656 A30R )

Cisco AnyConnect Secure Mobility
Client for Windows

0.CSCuz52506

4.3 for Windows

Linux

OS X ( 20165F6 108 ) 4.2 for
Windows

Linux

OS X (20165F6 168 ) 4.0 for
Android

iOS ( 201656 A30R )

Cisco AnyConnect Secure Mobility
Client for iOS

0.CSCuz52506

4.3 for Windows

Linux

OS X ( 20165F6 108 ) 4.2 for
Windows

Linux

OS X (20165F6A16H ) 4.0 for
Android

iOS ( 20165F6A30R )

Cisco Jabber Guest 10.0(2)

0.CSCuz52554

11.0 (Available)

Cisco Jabber Software
Development Kit

0.CSCuz52552

11.7 (Available)

Cisco Jabber for Android

0.CSCuz52568

11.6 MR ( AFT&E)

Cisco Jabber for Mac

0.CSCuz52551

11.7 (Available)

Cisco Jabber for Windows

0.CSCuz60563

11.6(1) ( AFTEE )

Cisco MMP H#—/X\

0.CSCuz52380

3.10.0 ( AFHEE )

Cisco Webex Meetings Client - 7k
ARNE

0.CSCuz52379

T31R1SP6 ( 2016512A158 )

Cisco WebEx Meetings Client - On
Premises

0.CSCuzb2374

27112 ( AFET8E )
2.6.1.2109 ( AF A )

Cisco WebEx Meetings for Android

0.CSCuz52371

fesStnH2 ) ) —AICHLTNY F
774N EERTERY

Cisco WebEx Meetings for WP8

0.CSCuz52373

No further releases are planned

WebEx Meetings Server - SSL

0.CSCuz52376



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52506
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52552
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52568
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz60563
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52380
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52379
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52374
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52371
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52373
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52376

Gateway

2.6.1.2109 ( AFTHE )
2.7.1.12 ( AFTEE )

WebEx Recording Playback Client

0.CSCuzh2378

T31R1SP6 ( 20165124 )

XYRND—=O TFTTIT—

>3arv, ¥—ERX, 8RBT IEIL—>3

Cisco ACE 30 Application Control
Engine Module

0.CSCuz52383

NEBADOEETOTS LGS EE
A

Cisco ACE 4710 Application
Control Engine ( AS)

0.CSCuz52383

NBEAOBETOTS LGS EE
A

Cisco Application and Content
Networking System ( ACNS )

0.CSCuz52468

5.5.41 (20165F7H318 )

Cisco InTracer

0.CSCuz52350

HREFEOLD S, EERFFEENT
WEBA,

Cisco Network Admission Control
(NAC)

0.CSCuz52469

NEBAOEETOTS LGS EE
A

Cisco Visual Quality Experience
Server

0.CSCuz52466

3.11(3.1) ( AFHEE )

Cisco Visual Quality Experience
Tools Server

0.CSCuz52466

3.11(3.1) ( AFH4E)

Cisco Wide Area Application

Services ( WAAS )

0.CSCuz52481

5.5.7 ( 201664300 )
6.2.3 ( 20167 H29H )

XYRND—=OBKOAVTIY £F2VT14 TFINARA

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCuz52482

9.5.4.3 (201655H30H )

Cisco ASA Next-Generation
Firewall Services

0.CSCuzb2479

R2.1.1 ( AFHHE )

Cisco Adaptive Security
Appliance ( ASA)

0.CSCuz52474

HEEZITBDRINXNTOIATLNTY
7TF—RhEh& LI,

Cisco Clean Access Manager

0.CSCuzh2470

NEBADOEETOTS LGS EE
A

Cisco Content Security
Management Appliance (SMA)

0.CSCuz52367

10.5 (2017548 )

Cisco FireSIGHT AT A V7 b
JITF

0.CSCuz52366

6.0.1.2 ( 2016568278 )

Cisco IPS

0.CSCuz52508

NEABAOEBETOTZLEHY) EE
A

Cisco Identity Services

Engine ( ISE)

0.CSCuz52493

221 ( AFEE)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52378
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52383
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52383
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52468
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52350
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52469
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52466
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52466
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52481
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52479
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52474
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52470
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52367
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52366
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52508
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52493

Cisco Email Security Appliance
(ESA)

0.CSCuz52363

11.0 (2017548 )

Cisco IronPort Encryption
Appliance ( IEA)

0.CSCuz52365

NEABHOEBETOTZLEHY) EE
A

Cisco NAC Guest Server

0.CSCuz52472

NEABAOEBETOTZLEHY) EE
A

Cisco NAC Server

0.CSCuzb2471

NEBADOEETOTS LGS EE
A

Cisco Physical Access Control
Gateway

0.CSCuz52487

Cisco Secure Access Control
Server ( ACS)

0.CSCuz52504

5.8/%Y F5 ( 2016&E7H )

Cisco Secure Access Control
System ( ACS)

0.CSCuz52505

58/\Y F5 ( AFTHE)

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCuz52403

5.2(1) (2016%8H208 )
VSG2(1.4) ( 2016%8H208 )

Cisco Web Security Appliance
(WSA)

0.CSCuz52369

10.5 ( 2017434 )

Lancope Stealthwatch SMC

6.7.3 2016F5A K
6.8.0 2016F5A K
6.8.1 201656 A

6.8.2 20166 A K

Lancope Stealthwatch
FlowCollector NetFlow

6.7.3 2016F5A K
6.8.0 20165 A K
6.8.1 20166 A

6.8.2 2016F6 A K

Lancope Stealthwatch
FlowCollector sFlow

6.7.3 2016558 K
6.8.0 2016558 K
6.8.1 201646 A

6.8.2 201656 A K

Lancope Stealthwatch FlowSensor

6.7.3 20165F5A K
6.8.0 20165F5A K
6.8.1 201656 A

6.8.2 201656 A K

Lancope Stealthwatch UDP
Director

6.7.3 2016F5A K
6.8.0 2016F5A K
6.8.1 201656 A

6.8.2 20166 A K



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52363
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52472
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XY ND—OEBETOEDIZ2Y

Cisco Application Networking
Manager

0.CSCuz52384

TY7IL—RFT2a2ICoVTR
TACIZEELEDELSEE L,

Cisco Application Policy
Infrastructure Controller ( APIC )

0.CSCuz52389

11.6 MR ( AF T8¢ )

Cisco Digital Media Manager

0.CSCuz52441

5.3.0 ( AFTHEE)
5.3.6 ( AFTHEE)
5.3.6(RB1) ( AF
5.3.6(RB2) ( AF
54.0 ( AFTEE)
541 ( AFTEE)
5.4.1(RB1) ( AFTH
5.4.1(RB2) ( AFTH

gl

AE )
AE )

[sYs i aYay

)
)

Cisco MATE Collector

0.CSCuz52583

6.3.5dev-19-g2329292 ( AF A& )
6.4dev-2206-99361bcd ( A E AL )
6.4dev-2250-g50ed411 ( AF TJAE )

Cisco MATE Design

0.CSCuz52583

6.3.5dev-19-g2329292 ( A F A4 )
6.4dev-2206-g9361bcd ( AF TAE )
6.4dev-2250-g50ed411 ( AF ATEE )

Cisco MATE Live

0.CSCuz52583

6.3.5dev-19-g2329292 ( AFA&E )
6.4dev-2206-g9361bcd ( AFARE )
6.4dev-2250-g50ed411 ( AFAIEE )

Cisco Management Appliance
(MAP)

0.CSCuzh2355

0.9.8e ( AFHAE )
0.9.8-39.el5_11 ( 201656 B8 H )

Cisco Mobile Wireless Transport
Manager

0.CSCuz52431

BETESL.

Cisco NetFlow Generation
Appliance

0.CSCuzb2426

HEBESTRVATLAREFHENET
(20164%8H18 )

Cisco Network Analysis Module

0.CSCuz52423

6.3.1 ( AFETHE)

Cisco Packet Tracer

0.CSCuz52451

7.0 (Available)

Cisco Policy Suite(CPS)

0.CSCuz52587

10.0 (Available)

Cisco Prime Access Registrar

0.CSCuz52418

7.0.1.7 ( 201646 A )
7.1.x (2016568 )
7.2 (2016594 )

Cisco Prime Collaboration
Assurance

0.CSCuz52430

11.5 SP1 ( 2016484 )

Cisco Prime Collaboration
Deployment

0.CSCuzb2537

11.5 (Available)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52384
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52389
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52441
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52583
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52355
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52431
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52418
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52537

Cisco Prime Collaboration
Provisioning

0.CSCuz52429

11.2 (Available)

Cisco Prime Data Center Network

0.CSCuz52387|/10.0(1.28)S0 ( AF 1&g
Manager ( DCNM ) = ( SO (AFHIEE )
Cisco Prime IP Express 0.CSCuz52421
Cisco Prime Infrastructure
Standalone Plug and Play 0.CSCuz52424
Gateway
Cisco Prime Infrastructure 0.CSCuz52425(13.1.1 ( 201656 A )

Cisco Prime LAN Management

0.CSCuz52413 |[{&1E (& 24 EEA,
Solution ( LMS - Solaris ) = 1 2ol
Cisco Prime License Manager 0.CSCuz52452((11.5 ( 20166 A )

Cisco Prime Network

! 0.CSCuz52415
Registrar ( CPNR )
Cisco Prime Network Servi
I9CO FTIMe INSWOTE SEvIees 0. cscuzs2433)(3.4.2 (AUG-2016)

Controller
EEEZSTDATALR ehE

Cisco Prime Network 0.cSCuzs2408|| ¥ F € R T B X AT LB B i
(201656308 )

Cisco Prime Optical for SPs 0.CSCuz524201(|10.6 (Available)

Cisco Prime Performance
Manager

0.CSCuz52409

1.7.0.6 ( 20165 7AH30R )

Cisco Prime Security Manager

0.CSCuz52477

9.54.3 ( AFTHE)

Cisco Security Manager

0.CSCuz52432

4.12 (Available)

Cisco UCS Central

0.CSCuz52405

1.5(1a) ( AF &L )

Cisco Unified Intelligence
Center ( CUIC )

0.CSCuz63935

1151 ( AFAE)

Local Collector Appliance ( LCA )

0.CSCuzb2524

2.2.12 (2016558200 )

Routing and Switching - Enterprise and Service Provider

Cisco ASR 5000 1) —X

0.CSCuz52351

19.4.0 (201656 H30R )
20.2.0 ( 20165F7H29R )
21.0.0 ( 20165F9AH30R )

Cisco Connected Grid Router -
CGOS

0.CSCuz52385

15.6.2.15T ( 201656 A5H )

Cisco Connected Grid JL—2&

0.CSCuz52529

15.6.2.15T ( 201646 A58 )

CiscoIOS V7 N T 7 & Cisco
IOS-XEV 7 RNDIT

0.CSCuz52528

15.4(1)IA1.73 ( AFTHE )
15.6(2)T0.1 ( AF AL )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52429
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52528

15.6(2.19)T ( AF AL
16.3(0.232) ( AF AT&E
16.4(0.49) ( AFTAE )

)
)

Cisco I0S-XR

0.CSCuzb2437

HEBESTRVATLAREFHENET
(201646488 )

Cisco MDS 9000 Series Multilayer
Switches

0.CSCuz52394

6.2.17(MDS) ( 2016568 )

7.3.1DX ( N7k# L O'MDS ) ( 2016%
8H)

7.3.1NX(N5K/N6K) ( 201658 A )
8.3(N3K/N9K) ( 2016118 )

Cisco Nexus 1000V InterCloud

0.CSCuz52393

HEEZIBRVATLAREHENET
(201668308 ) -

Cisco Nexus 1000V 1) —X A A
v F (ESX)

0.CSCuz52399

5.2(1)SV3(2.1) ( 2016464308 )

Cisco Nexus 1000V ) —X A A
W 9’.

0.CSCuz52397

5.2(1)SV3(2.1) ( AFT8E )

Cisco Nexus 3X00 &) —X A A
v F

0.CSCuz52400

6.0(2)A8(1) ( AFT&E )

Cisco Nexus 4000 Series Blade
Switches

0.CSCuz52512

0.9.8zf ( AFA&E )

Cisco Nexus 5000 Series Switches ||0.CSCuz52401|[7.3.1 ( AFAEE )
6.2.17(MDS) ( 2016464 )
7.3.1DX ( N7k K O'MDS ) ( 20164
Cisco Nexus 6000 Series Switches ||0.CSCuz52395||8A8 )
7.3.1NX(N5K/N6K) ( 201648 A )
8.3(N3K/N9K) ( 20165118 )
6.2.17(MDS) ( 2016564 )
7.3.1DX ( N7k K O'MDS ) ( 20164
Cisco Nexus 7000 Series Switches ||0.CSCuz52395((8 A )
7.3.1NX(N5K/N6K) ( 201658 A )
8.3(N3K/N9K) ( 2016118 )
Ci N 9000 (ACI/Fabri
isco Nexus 9000 (ACWFabric ) o 1752301(|12.0(0.133) ( AETaE )
Switch)
Ci N 9000 > 1J—X
-19c0 Texus ) A (AR cscuzs2396]10.6(3.11002.7)
> R7O2, NxOS Z317)
Cisco ONS 15454 Series
C s 0.CSCuz524861[10.6.1 ( 2016564308 )
Multiservice Provisioning Platforms
Cisco OnePK All-in-One VM 0.CSCuz52485 || ~NFAZEXDEET7OTZ LR FH
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52400
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52512
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52401
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52396
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52486
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A

Cisco Service Control Operating
System

0.CSCuz52530

5.1 (Available)
5.2 (Available)

N—=—TFAVITBRCARLIYF T - AE—IL EDERA

Cisco Sx220 switches

0.CSCuzb2497

1.4.7 (2016%118

Cisco Sx300 switches

0.CSCuz52500

Cisco Sx500 switches

0.CSCuz52502

)
1.4.7 (20165118 )
1.4.7 (2016&E114 )

Unified Compu

ting

Cisco Cloupia Unified
Infrastructure Controller

0.CSCuz52386

5.5 (Available)

Cisco Common Services Platform
Collector

0.CSCuz52352

1.10 ( 2016594 )

Cisco Standalone v 2 H—/\
CIMC

0.CSCuz52406

2.0(13) ( AFH8E)

Cisco Unified Computing System
(Management software)

0.CSCuz52483

3.1.2 (AUG-2016)

Cisco Virtual Security Gateway

0.CSCuz52402

5.2(1) (2016%8H208 )
VSG2(1.4) ( 2016%8H208 )

BEBLCIAZTI7A4RODZ2Z2T5—>3>2 FINA A

Cisco 190 ATA Series Analog
Terminal Adaptor

0.CSCuz52534

1.3.0 (2017544 )

Cisco 8800 Series IP Phones -
VPN Feature

0.CSCuz52565

11.5.2 (20165 12A128 )

Cisco ATA 187 Analog Telephone
Adaptor

0.CSCuz52560

9.2.5 (2017F4 A58 )

Cisco Agent Desktop for Cisco

0.CSCuz52539 | IEERFHEH V) EFEA
Unified Contact Center Express = { &Y
Cisco Computer Telephony
Integration Object 0.CSCuz523601|11.51 (Available)

Server ( CTIOS )

CiscoDX =X IP 7%~ 0.CSCuz52563 || EEHEH V) EFEBA
Cisco Emergency Responder 0.CSCuz52543((11.5 (Available)

Cisco Finesse

0.CSCuz63940

11.5.1 (201658 A9H )

Cisco Hosted Collaboration
Mediation Fulfillment

0.CSCuzbh2547

10.6(1.99000.17) ( AF 4L )
10.6(1.99000.18) ( AF 4L )

10.6(3.11002.7) ( AF AL )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52530
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52497
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz63940
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52547

Cisco IM and Presence
Service ( CUPS)

0.CSCuz52545

11.5 (Available)

Cisco IP Interoperability and
Collaboration System (IPICS)

0.CSCuz52461

5.0 ( 2016588300 )

Apple iOS[a (FCisco Jabber

0.CSCuz52550

11.7.0 ( AFTHE )

Cisco MediaSense

0.CSCuz52562

1151 ( AFHHE )

Cisco Paging
Server ( Informacast )

0.CSCuz52548

11.5.1 ( AF TR )

Cisco Paging Server

0.CSCuz52548

11.5.1 ( AFAE)

Cisco SPA112 2-Port Phone
Adapter

0.CSCuz52494

1.4.5 (2016510858 )

Cisco SPA122 ATA with Router

0.CSCuz52494

1.4.5 (2016%10A5H )

Cisco SPA232D Multi-Line DECT
ATA

0.CSCuz52494

1.4.5 ( 20165F10A58 )

Cisco SPA30X Series IP Phones

0.CSCuz52496

No further releases are planned

Cisco SPA50X Series IP Phones

0.CSCuz52496

No further releases are planned

Cisco SPA51X Series IP Phones

0.CSCuz52496

No further releases are planned

Cisco SPA525G

0.CSCuz52495

7.6.5 (2017F4A58 )

Cisco Unified 6901 IP 7 # >

0.CSCuz52557

9.3(1)SR3 ( 201754 A5H )

Cisco Unified 6945 1P 7 # >

0.CSCuz52561

NEABAOEBETOTZLEHY) EE
A

Cisco Unified 7800 Series IP
Phones

0.CSCuz52566

1152 ( AFAE)

Cisco Unified 8831 >~ 1) —X IP
Conference Phone

0.CSCuz52559

79xx:9.4.2 SR2 ( 201646 A )
8831:10.3.2 ( 2016&E7H )
99xx:9.4.2SR3 ( 201647 A )
8941/45:9.4.2SR3 ( 20164584 )

Cisco Unified 8945 1P 7 # >~ 0.CSCuz52558(|9.4.2SR3 ( AF &)
Cisco Unified 8961 IP 7 # >~ 0.CSCuz52546|9.4.2SR3 ( AF &)
Cisco Unified 9951 IP 7 # >~ 0.CSCuz52546(19.4.2SR3 ( AFAl&E )
Cisco Unified 9971 IP 7 #* >~ 0.CSCuz52546(19.4.2SR3 ( AFAl&E )
Cisco Unified Attendant Console

! " 0.CSCuz52532(11.5.1 ( AE 4L )

Advanced

Cisco Unified Attendant Console
Business Edition

0.CSCuz52532

11.5.1 ( AFT&E)

Cisco Unified Attendant Console

0.CSCuz52532

1151 ( AFHHE )
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52532
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Department Edition

Cisco Unified Attendant Console
Enterprise Edition

0.CSCuz52532

1151 ( AFHEE )

Cisco Unified Attendant Console
Premium Edition

0.CSCuz52532

11.5.1 ( AFT&E)

Cisco Unified Attendant Console
Standard

0.CSCuz52533

11.5.1 ( AFAE)

Cisco Unified Communications
Manager ( UCM )

0.CSCuz52535

11.5 (Available)

Cisco Unified Communications
Manager Session Management
Edition ( SME )

0.CSCuz52535

11.5 (Available)

Cisco Unified Communications for
Microsoft Lync

0.CSCuz52541

11.6(0.39070) ( AF &L )

Cisco Unified Contact Center

, 0.CSCuz523601|11.51 (Available)
Enterprise
Ci Unified Contact Cent
isco Uni |e.: ontact Center 0.CSCUZ63936
Express - Live Data Server
Cisco Unified Contact Center
0.CSCuz63939(/11.5.1 ( AFHJEE )

Express

Cisco Unified IP Conference
Phone 8831 for Third-Party Call
Control

0.CSCuz52320

No further releases are planned.

Cisco Unified IP Phone 7900
Series

0.CSCuz52567

NEBAOEETOTS LGS EE
A

Cisco Unified Intelligent Contact
Management Enterprise

0.CSCuz52360

11.51 (Available)

Cisco Unified Sip Proxy

0.CSCuz52349

CUSP 10.0 ( 20164594 )

Cisco Unified Wireless IP Phone

0.CSCuz52573

1.5.1 (2017%4H58 )

Cisco Unified Workforce
Optimization Quality Management

0.CSCuz52571

11.0 SR3 ES5 ( 2016468308 )

Cisco Unified Workforce
Optimization

0.CSCuz52572

11.0 SR3 ES5 ( AF &% )

Cisco Unity Connection ( UC)

0.CSCuz52538

11.5 (Available)

Cisco Unity Express

0.CSCuz52348

10.0 ( 2017514 )

Cisco Virtualization Experience
Media Engine

0.CSCuz52570

11.7(0) ( AFHEE )
1151 ( AFHHE )
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52348
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52570

EFF. ANV=32T, FLTLEVA, 8LTNFVRAOA—F12T FINARA

Cisco AnyRes Live ( CAL )

0.CSCuzh2522

9.4.5 (201656 A30H )

Cisco DCM Series 9900-Digital
Content Manager

0.CSCuzb52407

19.0.0 ( AFTHE )

Cisco Digital Media Players (DMP)
4300 Series

0.CSCuz52440

5.4(1)RB(2P11) ( AFA8E )
5.3(6) RB(2P8) ( AF TAE )

Cisco Digital Media Players (DMP)
4400 Series

0.CSCuz52440

5.4(1)RB(2P11) ( AF A& )
5.3(6) RB(2P8) ( AF AL )

Cisco Edge 300 Digital Media
Player

0.CSCuz52514

1.6RB4_5 ( 201656291 )

Cisco Edge 340 Digital Media
Player

0.CSCuz52515

1.2.0.20 ( 201668238 )

Cisco Enterprise Content Delivery
System (ECDS)

0.CSCuzh2442

2.6.8 ( AFTEE)

Cisco Expressway Series

0.CSCuz55590

8.8 (Available)

Cisco Internet Streamer ( CDS )

0.CSCuz52465

4.3.2 (2016568 )

Cisco Media Experience
Engines ( MXE )

0.CSCuz52449

352 ( AFHRE)

Cisco Media Services Interface 0.CSCuz52438|| 6 EE S EH V) EFB A
Cisco Show and Share ( SnS) 0.CSCuz52454 |8 IEEFET T,

Cisco TelePresence 1310

0.CSCuz52531

6.1.13 ( 20165F1H158 )
1.10.16 ( 201651 A15H )
1.9.12 (20165 1H15R8 )

Cisco TelePresence Conductor

0.CSCuz52439

4.3 (Available)

Cisco TelePresence Content
Server ( TCS)

0.CSCuz52456

7.2 (Available)

Cisco TelePresence EX Series

0.CSCuz52455

7.3.7 ( 2016598 )
8.2.0 (2016%F7R )

Cisco TelePresence ISDN GW
3241

0.CSCuz52444

2.2(113) ( AF 8L )

Cisco TelePresence ISDN GW
MSE 8321

0.CSCuz52444

2.2(113) ( AF 8L )

Cisco TelePresence ISDN Link

0.CSCuzb2446

1.1.6 ( AFHE )

Cisco TelePresence MCU (8510,

0.CSCuz52447

4.5(1.86) ( 20165118 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52407
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz55590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52465
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52449
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52438
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52454
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52439
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52456
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52455
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52447

8420, 4200, 4500 and 5300)

Cisco TelePresence MX Series

0.CSCuz52455

7.3.7 (2016%9A
8.2.0 ( 201657 A

Cisco TelePresence Profile Series

0.CSCuz52455

7.3.7 (2016594
8.2.0 ( 2016%E7A

Cisco TelePresence SX Series

0.CSCuz52455

7.3.7 (2016594

)
)
)
)
)
8.2.0 (20164578 )

Cisco TelePresence Serial
Gateway Series

0.CSCuz52453

BEDTFERHVEEA

Cisco TelePresence Server
8710, 7010

0.CSCuz52458

42MR2 ( AFHJEE)
4.4 (Available)

Cisco TelePresence Server on
Multiparty Media 310, 320

0.CSCuz52458

4.2MR2 ( AFTEE)
4.4 (Available)

Cisco TelePresence Server on
Virtual Machine

0.CSCuz52458

42MR2 ( AFT#E)
4.4 (Available)

Cisco TelePresence Supervisor
MSE 8050

0.CSCuz52448

2.3(1.50) ( AF T8 )

Cisco TelePresence System 1000

0.CSCuz52531

6.1.13 ( 20165F1H158 )
1.10.16 ( 201651 A15H )
1.9.12 (20165 1H15R8 )

Cisco TelePresence System 1100

0.CSCuz52531

6.1.13 ( 20165F1H158 )
1.10.16 ( 201651 A15H )
1.9.12 (20165 1H15R8 )

Cisco TelePresence System 1300

0.CSCuz52531

6.1.13 (201651 H158 )
1.10.16 ( 201651 A158 )
1.9.12 (20165%1A158 )

Cisco TelePresence System 3000
Series

0.CSCuz52531

6.1.13 ( 20165F1H158 )
1.10.16 ( 2016518158 )
1.9.12 (20165 1H15R8 )

Cisco TelePresence System 500-
32

0.CSCuz52531

6.1.13 ( 20165F1H158 )
1.10.16 ( 201651 A15H )
1.9.12 (20165 1H15R8 )

Cisco TelePresence System 500-

0.CSCuz52531



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52455
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37

6.1.13 ( 20165F1H158 )
1.10.16 ( 2016518158 )
1.9.12 (20165 1H15R8 )

Cisco TelePresence TX 9000
Series

0.CSCuz52531

6.1.13 ( 20165F1H158 )
1.10.16 ( 201651 A15H )
1.9.12 (20165 1H15R8 )

Cisco TelePresence Video
Communication Server ( VCS )

0.CSCuz55590

8.8 (Available)

Cisco Telepresence Integrator C
21)—=X

0.CSCuzb2455

7.3.7 ( 2016%9A )
8.2.0 (201657R )

Cisco Video Distribution Suite for
Internet Streaming ( VDS-IS/CDS-
IS)

0.CSCuzb2464

4.3.2 (2016468 )

Cisco Video Surveillance 3000
Series IP Cameras

0.CSCuz52490

2.8(0.297) ( AFTJAE )

Cisco Video Surveillance 3000
Series IP Cameras

0.CSCuz52491

2.8(0.297) ( AF &L )

Cisco Video Surveillance 4000
Series High-Definition IP Cameras

0.CSCuz52488

2.4(6.309) ( AFA4E )

Cisco Video Surveillance
4300E/4500E High-Definition IP
Cameras

0.CSCuz52489

3.2.8 ( 2016458 )

Cisco Video Surveillance 6000
Series IP Cameras

0.CSCuz52490

2.8(0.297) ( AF AL )

Cisco Video Surveillance 6000
Series IP Cameras

0.CSCuz52491

2.8(0.297) ( AF &L )

Cisco Video Surveillance 7000
Series IP Cameras

0.CSCuz52490

2.8(0.297) ( AFA&E )

Cisco Video Surveillance 7000
Series IP Cameras

0.CSCuz52491

2.8(0.297) ( AFEH&E )

Cisco Video Surveillance Media
Server

0.CSCuz52492

7.9 (20165124 )

Cisco Video Surveillance PTZ IP
Cameras

0.CSCuz52490

2.8(0.297) ( AFAHE )

Cisco Video Surveillance PTZ IP
Cameras

0.CSCuz52491

2.8(0.297) ( AFA&E )

Cisco Videoscape Control Suite

0.CSCuzb2462

HEBEZTDVATLAREHMENKRT
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(201668308 ) .

Cloud Object Store ( COS ) 0.CSCuz52463|/3.8 (Available)
Tandberg Codian ISDN GW
0.CSCuz52444(/2.2(113
3210/3220/3240 - 20113) (AF T8 )
Tandberg Codian MSE 8320
andberg Lodian 0.CSCuz524442.2(113) ( AF L )
model
JA4VYLA
Cisco Aironet 2700 ) —X 7 ¥
. 0.CSCuz52410
£R ALK =
Cisco Mobility Services ,
_ 0.CSCuz52422|/8.0 (Available)
Engine ( MSE )
Cisco Wireless Control System 0.CSCuz73565|8IEFER L.

Cisco Wireless LAN
Controller ( WLC )

0.CSCuz52435

8.0 MR4 ( 20165118 )
8.2 MR1 ( 2016574 )
8.3 (2016564 )

JAOARATY RH—EX

Cisco Connected Analytics For
Collaboration

0.CSCuz52356

1.0.1q ( 201647298 )

Cisco Intelligent Automation for
Cloud

0.CSCuz52460

0.9.8 ( AFTEE)

Cisco Proactive Network
Operations Center

0.CSCuz52354

3.0.19 ( 2016598 )

Cisco Registered Envelope

Service ( CRES ) 0.CSCuz52362 || Affected systems have been updated.
Cisco Smart Care 0.CSCuz52473

Cisco Universal Small Cell 5000 =~

1)—X (V3.42xY7RNJITFT% ||0.CSCuz52520(3.5.12.21 ( 201656 A30H )

=17 )

Cisco Universal Small Cell 7000 =/
1)—X (V342xVYT7RNIIT%R
£17)

0.CSCuz52520

3.5.12.21 ( 201668308 )

Cisco WebEx Meeting Center

0.CSCuz52382

3.9.0.5 (2016%5H25H )
3.9.1 (201655H25H )

Cisco WebEx Messenger Service

0.CSCuz52377

Affected systems have been updated

Network Health Framework (NHF)

0.CSCuz52525

No further releases are planned

Network Performance Analytics
(NPA)

0.CSCuz52526

No further releases are planned
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HEEZTAIN—TIVRFEHREIEK

Services Analytic Platform 0.CSCuzbh2357
! v - ¥ (201647 H30H )

EMZEATLVEVWZ EABEEEhEEEA
IVRRAVN 9FAFURNEISATURNYTRIIT

» Cisco WebEx Meetings for BlackBerry

XY ND—oEBE O3 =Y

Cisco Configuration Professional

Cisco Multicast Manager

Cisco Prime Home
Cisco Prime Network Registrar IP 7 RL A XZx—> + ( IPAM)

Routing and Switching - Enterprise and Service Provider

* Cisco 910 Industrial Router
» Cisco Broadband Access Center Telco Wireless

Unified Computing

» Cisco Unified Computing System B-Series (Blade) Servers

BEBKLCIAZT77ARIDZ2ZT—>32 FNAA

Cisco Agent Desktop

Cisco Packaged Contact Center Enterprise
Cisco TAPI Service Provider ( TSP )

Cisco Unified Communications Domain Manager

EFF. ANU=32T, FLTLEVA, 8LTNFVAOA—F1 2T FNAA

» Cisco D9859 Advanced Receiver Transcoder

SAOARATY RHF—EXA

» Cisco Cloud Web Security


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz52357

» Cisco One Portal

» Cisco Services Provisioning Platform ( SPP )

» Cisco Universal Small Cell usc-iuh

» Cisco WebEx Meetings (Meeting Center, Training Center, Event Center, Support Center)
» Serial Number Assessment Service ( SNAS )

« Small Cell factory recovery root filesystem V2.99.4 or later

FHAM

201655H 3 H ICOpenSSL Software Foundationtz¥ 1 7 14 7 R/NA B TREAE hZiBEMHED
81 & T NIZBIE T S Common Vulnerabilities and Exposures(CVE)IDIEIXD EH V) TT,

OpenSSLOEETE L VASNIBEDERANDODEEIAK DM

OpenSSLOASNALIY - DfHEMHICEKY), BIATATVEVIE—NOREENfEEOT—
RZERITLEY, Y—ERABEDoS)REZBIZRLEY THAEENS B ET,

COMHEMIE, RYUTDYIRNIITHEENDASNATF— R EEERESNTHIHEICRALET
o WEBEEF, HRICHIEILEEBHEZZ—YY N ATAICEETDEICEKY), COMEEHEMN
ZERERNAITRIEMENIDYVET, COFEFAICKY, HXEVYVTINIDITHFOZvaLiy)
. OpenSSLZ A 7S UEFEALTWVWR 7SV r—2a3a 227935 2—5 Y N1I—HDOERTHE
BEOO—RARTENLEYTHAEMN BV ET, I—YHFB¥EEEKITD L, T7A7O4 K
CRITBDESATALANEEICEEECNDAEMELN HY) ET,

AMe55M% D ID & CVE ID CVE-2016-2108 T9,
OpenSSL AES CBCH&S M man-in-the-middlefis 55 1%

OpenSSLOFEFHEMICK Y, BT TVEWVWIE—NOREENMREBTHREESHKLTTIEA
TEDHREMELI BN XTI,

COMEHEERE. REVINIITILRDFTDBNTFAIFIVIOIIRBALET, HEEEG.
K=Y NI AT A&, Advanced Encryption Standards New Instructions(AES-NI)Z H7R— K9
% Transport Layer Security/Secure Sockets Layer(TLS/SSL)% 7= (& Datagram Transport Layer
Security(DTLS) Y —/NE DB THBEEDNEICH V). #E#HICAES Cipher Block Chaining(CBC)RE
SNERENTVSIEE, padding oracleREZRTTHET, CORBUEZFTERNATEERT
o TOATOARNIRITAHE, WEERESLENLENTY NOBEFREESILL, 5K
PHEBICFATED ARSI HYET,

AiEEEMH O ID (& CVE ID CVE-2016-2107 TT,



OpenSSL EVP_EncryptUpdateB8Z D A —/N—7 00— IC kB E—7HB O

OpenSSLOEFHEHIZ&LY), BTN TVEVWIE—NOREBENMEENDI—REETLEY., &
—TY R ATATH—ERABE(DoS)REZF|IERLR LIV THAEMEN B ET,

COMRHEMEE, ZEY T RIITICRDI—HFAIOKRIAENTEYEECRERALET, REE
. BRICHIEhIEAEOTF—XZZHEY 7 NI ITF O EVP_EncryptUpdate(\BIZICIEE TS
CET, COMBUEZREFNRAITAHAEMEI HYET, TVATOMNCHIITRDE, HEERG
A—YOERTEENI—RERTLEY, 2—TY N AT LATDoSREZS|ERZLEEYT
DHAREMNBHYNET,

ARMe55%% @ ID & CVE ID CVE-2016-2106 T9,
OpenSSL EVP_EncodeUpdateB8% 0 4 —/N\—7 O— D554

OpenSSL® EVP_EncodeUpdate()BAEDABEEMHIC K Y, RBIEE N TVEVWIE—NOKREENF
EOI—RERFTULEY, Y—ERABEDoS)REZF|IER_ LY THAEMEN BV ET,

COMEME. HEESHAYINIITILELDEBRFIVIN R+ THIEICRBELET
o MBEEK, Z—T YR ATALATOpenSSLZA 7SV EERATRZTTVT—2aVICKEDT
—REFEETHET, CORBUEEFEFAITZUEEEN BV ET. TVATOCMNIRST
&, A—N—T70O—REHNEIER_ch, E—THHEBEITHUEMEN B ET, REEZEE., b
—7OWBEEFEALT, P7Ur—>3 2R T0WR1—HY0E*21 T4 TFARNT
TFTVT=3avaoSvIaEiiel), FEOD—RERITLEY THAEMEN B ET,

IA—HHNERENLEBETTTVT—2302RTLTVRE5EE, HEBF NS OBIETER
NDI1—RZEEXRITL, DATLAZRELZI_EEITHHEEN B ET,

AHESEMED ID (& CVE ID CVE-2016-2105 T9,
OpenSSL d2i_CMS_bioBi# ®»DoSHEFE 14

OpenSSLOMESEMEICL VY, O—HNIIBREEN Z—T Y R AT LATH—EREE(DoS)IRRE% 5|
ERCITIARESBYET,

COMEHEEE., BENDTF—XOREBFRIZXATINIEETIEICERLET, REEHEF. HYIC
HMIENEASNATF—R2ERZ—Y N ATAILEETZET, COMRBUEEZTEFRATS T
BEMNBYET, COFTEFRAICEKY), BRBXTEVIVY—AOHEENSIERIEh, DoSIREE
FRETDAEMENF HGVET,

AREESHED ID (& CVE ID CVE-2016-2109 T,



OpenSSL ASN.1A K1) >4 X509_NAME_onelineBI D Fi A HL V) B Z DREEH 4

OpenSSLOFEFHMIC KV, BATNTVBEWIE-—RNOREEN T Y N AT LOEEER
T O EATEZARMIHET,

COMEBEMERE., ZREVIRNIITICLDTEYEXETV7O0CLAICEEALET, REEE.
100454 NEBADTHRICHMIENAEASNARRNY VT EZEY T RNITITO
X509_NAME_oneline()BERICEET BT, COMRBUERERNATA AN HYET, T
DA7OA4NCHEITRDE, HEEFEFATVOA—N—)—RREEGEL L, X—TY D
AT LOMEZERICT IV LATESD UM BV ET,

AAEEEMED ID & CVE ID CVE-2016-2176 T3,
o] & 5%

EEKEFATEEICE ) IREE, CiscoBugs ICEEEEnET, /NJ & Cisco Bug Search Tool TH&
RTEET,

BEZRYVYTRNDIT

SATRZOT RNAHFVICRBENCHBHEICHUTZIEEOVY I NIITTYTTF—rE
J)—ALTVET, BEENfMVARN=ILEYVHR—NZZTLEYTEDDOE. 1A%
CBAVWELEWEYTIRDIT N=—2320E714—F ¥ Y RMIHLTOAERYET, TOK
SBYTNDITTFYTIL—REAAN=I, 8T020—R, PORATLEREZEOMDTE
THEALLEEE, BEREUTOUJICRBENEAOADOYIRNIVIT IS4 ADORKIEIC
ROCEICAEBELEZEICRYFT,
http://www.cisco.com/en/US/docs/general/warranty/English/EUTKEN .html

T, BEBRAVIRNDIDITZEIVO-RTEZORE, YVINIITOREMBZTA I AED
AN SE#E. $PVRIAOABEIVEZ—PN—HFF—PSBEBLTVRHEICRYET. B
B, CNEURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT TYTTF—RIE2T, BEBERICHLWITRIIT7 F4E€VA BMY 7RO
T 74—F% YN, FLEEXDy—DEDZI3> PYTIL—RINTIERNFFEEhBD
tEHNEEA,

V7RNDITOT7Y7TIL—RERETSDHEE. http://www.cisco.com/go/psirt @ Cisco
Security Advisories and Responses 7—HA 7R #HEDT7 RNAHVESBL T, BEE2Z(13
AEEMERERBT YT IL—RIYVI—3 E2BRLULTLEE,

WIFhoBEE, 7YTIL—RIBFNAALLTDEBXEIN BB E, BLUOREN/\—R

DITFTEVIRNIITOBRIEIHRI) —ATEMGEL TEYBAYR—KIZHosnd Lzt

LT EEV, FHAKICDOWVWTIE, Cisco Technical Assistance Center ( TAC ) £ L < [F£#
LTVWBXTFA7ANAM X —ICBBLVEbELLEE L,
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H—EAZNZZRAATEVESEFEK

SAOANSEEBALLFAAODOY—EAZWZZRAVWEEVWTWEVWES, £k, ¥—R
N=—TFT A RE—NDSEBALLEFEEBRV T RNVITEZBAENSAFTELRVESE,
Cisco Technical Assistance Center ( TAC ) ICEELTT7 YT IL—RZAFLTLKEZ,
http://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html

BET7Y7IL—RONKEBTHZEEZTAAL TV EELSLEDIC, HBROZUTIILESL,
K7 RNAHF)DURL ZZRAELSEE L,

BEMNIFEETIERROFEEZTRI VI —AEBERZHR) ) —AZHERBITDICE. COTFR
NAHFID THREUENFETIEMA 2023 TRHEEHEL =CiscoBugeSBL T EE W
» Cisco Bugs l&. Cisco Bug Search Tool THETEEXT,

HEREIR
$propertyAndFields.get("recommendations”)
FEMASH & 2N FHEK

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEEhTWVS
EHEEOTEFAEFPTOLAREEEL TLVERE A,

i
NS DMk, 20165F5H3H IC OpenSSL Software FoundationlZ &k 2 T A hE L 1=,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20160504-openssl|

W] B
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R [ T LUP NS ST ﬁfffgﬁg%Tlﬁﬁg%[%m 20165
T mLRREER. N_;D . i 11888
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