Cisco Security Advisory: Multiple Vulnerabilities
in Cisco PIX and Cisco ASA
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- Crafted TCP ACK Packet Vulnerability

- Crafted TLS Packet Vulnerability

- Instant Messenger Inspection Vulnerability

- Vulnerability Scan Denial of Service

- Control-plane Access Control List Vulnerability

B0 4 D DOREIEME Y —E AHE(DoS: Denial of Service) WEIC DB A2 AIREMEA BV, 52
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AT RINAHD)EHZICTHESEAETT,
http://www.cisco.com/en/US/products/products_security advisory09186a00809a8354.shtml.
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BTREERT RAFUOZRBEEOFMZ OVTRLET,

Crafted TCP ACK Packet Vulnerability

7.1(2)70 K VWEID 7.1x, 7.2(4) KV BEID 7.2.x, 8.013)10 KRWEID 80XV 7RI ITTFTN—=232
HFHEEL TLWSCisco ASA RV PIX BRSO EEEZZTET, VI NIITN—23>
7.0.xX° 8.1.x MCisco ASA RV PIX EF21UT 14 PTSAT 2 ARKBHEHENOHEEZITERA

o

V7RDIFTIN=2327Ax XR7.2xD BT 5 Cisco ASA KT PIX &, WebVPN, SSL VPN, X°
ASDMA' BB SR ICEAMBUENHEZZTET, Y7 MNIITN—23 8.0 &EB T S Cisco
ASA R T PIX (.EJ:\ Telnet, Secure Shell (SSH), WebVPN, SSL VPN X ASDMA" B #1715 4 I Ak
BHOFEEZTET,

E:IPVAL BMET BB EICEIPVBA BIMET D HEEICEREBHEEFEELET,

Crafted TLS Packet Vulnerability

8.0(3)9 & VT M8.0.x, 8A(N1&WHD8AX YT RITT/N—2 3> AHE L T L3 Cisco ASA
RO PIX ETHTTPS H—/\ABHCHE>TVWBIBEIC. KEMEOXEEZZ(TET, 7xV7
ROTIT7N—>23>OFKEL TWS Cisco ASARY PIX B ARIESEMOHEEZ TEE A

Instant Messenger Inspection Vulnerability

7.2(4) &V BD 7.2x, 8.03)10 LV FD 8.0x. HBWVWE8.1(1)2 LWYHD 8.1x YT RITFN
—2avFBEL. Instant Messaging Inspection A" B%i & %& 2 TV % Cisco ASA KU PIX &2 fifE
BHOREEZZTET, 70X RV TAXVIRNIITN-23a BB T5HBEREBEOR
EEFTEE A, £, Instant Messaging Inspection " BRI & & 2> TUVR VSIS ARAESEMHE D
7z%TFEEA

3: Instant Messaging Inspectionld 77 # )L N TEIMEEThTWE T,

Vulnerability Scan Denial of Service
7.23)2 & V)EID 7.2.x, 8.02)17 KWEID 8.0x Y7 hIITFT/N—2 a2 FHE T B Cisco ASA

RUOPIX BEAMEMENOHEESITET, 70X, 71X, BBDVE8IXVY I RIDITFT/N—=2a
BEITHIHEREAREEOTEEZZTEE A,

Control-plane Access Control List Vulnerability



8.03)9 KWAEID 80X Y7 RIIFTN=232A®EEL., control-plane ACL ARREE TV
Cisco ASA RU' PIX B AXSHEMOHEZZTET. 7x. H#BDVE8IX VYT KNIITN—-23>
FEBDTIHBEERBEOXEZZTEEA,

3: Control-plane ACLIEY 7 R T F7/N—2 32802 TEAEhEL K, Control-plane ACLI&
T7 AL NTEBEENTVET,

show version CLIJNY > RIC&KVCisco ASA RO PIXDYTJRNIDITFN—23a #HIBITSHCE
FHEHEKRET, UATOFIE, ASAEF1VFTA4 FTZATATYTRNIITIN—2328.0(2)
AHEELTVWBRZEERLTVET,

ASA# show version

Cisco Adaptive Security Appliance Software Version 8.0(2)
Device Manager Version 6.0(1)

[...1]

Cisco Adaptive Security Device Manager (ASDM)Z £ L T ZEE L TV HAICE,. OY
A2 D4 RIOTF—TIN., $BVIEFASDMO AV ROUOELEOD—F—IZVTRNITITN—
IVARRENET,

RS FELEWVWEE

Cisco Firewall Services Module (FWSM) (& FEEMESSHE N HEEZ TEH A,
VIRNIDITFTN=232 6x BB TSCiscoPIXEFI1VTF A TTS5A T AL LEEHEHEED
HEEZTERBA. CNUADCiscoRRICEVTERT RN B UNOHEEZITHEDFRERR
ThTLVEREA,

RKEFIVTATRNAYDRE, BROEBZIRBEHZRARLXT, ChSDiEHEHERE. EWIC
MILTVXRT,

1. Crafted TCP ACK Packet Vulnerability

HPYICHIEN/ATCP ACKINT Y MMZ&k 2T, CiscoASA RV PIXT7ZAT AR, —ER
PEEBIERIENDARMAN DY) ET, FMBLEBEZONTY MABBREZRELETIHEEDH
FEBLEIT, HRZRBIZBERTRBUEOKEZZTEEA,

YTZRITFTN—23271x R7.2.x FHRE)T B Cisco ASA BT PIX I, WebVPN, SSL VPN X
ASDMA B DBEICAEBHEOHFEEZTET, VI NIIT/N—23 8.0 FE T S Cisco
ASA BT PIX . Telnet, Secure Shell (SSH), WebVPN, SSL VPN X ASDMA' E%h D54 0 &
FHEOHXEZEZ(TERT,

telnet AN RiFEF1UF A TITSAT 2 AAND Telnet BGEHNFAIENBIP T RLAZRET
BEHICHAVSNIET,



ASA(config)# telnet 192.168.10.0 255.255.255.0 inside

FEEDEREH|IECisco ASA M inside 1 R T7 I —AIICKLTIP 7 RL A192.168.10.0/24 O X%V
RDO—OhS5DTelnet I ZHFALET .

FE:IPSech U RILEZBHUBVREY, EF21 VT A LARIINREBRLERESNEARTI—A
AD TelnetiEfilE TE R AL

ASDM MEE+t v > 3 IF hitp server enable& http X > RZENL THEMICAKYET,

ssh N> RE, EF2UFTA FTTSAT 2 AND SSHEHENFAENDIPT7RLAZRET
DEHICAVSNhET, EEAR:

ASA (config)# ssh 192.168.10.0 255.255.255.0 inside

LFREDEEEHIECisco ASA @ inside 1227 T—AICKL T IP 7 RLA192.168.10.0/124 D xR Y
RDO—UHNS5®SSH EHZFFATL XTI,

9Z4F > ML AWebVPN, SSLVPNYZ 4 7> K, AnyConnect? 54 7> N D##ElE webvpn
ARV RICK>TEMICEYNET, UTOREHIE. Cisco ASA I8 W T WebVPN A BRIICER
EENhTVWET, COFE. Cisco ASA [EWebVPN ##ICF 7 # ) RAR—KEL T TCPR— K
EB4438 VY ALET,

http server enable
1

webvpn
enable outside

CORENREIGHEEN outside 1 VR T I—ANSKIBBIZMB/ETHDCEITEFELTLKE
=L,

Z De851E & Cisco Bug IDCSCsm84110 ( B 1—H D k) TXE{LE 1, Common
Vulnerabilities and Exposures (CVE) OB F & L T CVE-2008-20550"8V) HTS N TVET,

2. Crafted TLS Packet Vulnerability

RZSAR—KNEBEF21UFT 14 (TLS) Ik, Secure Socket Layer (SSL) ZOKRIJILORET
ESICEK2T200I VR ARAVNOBETREARBEEZRHEITS7O0NIILTT,

CiscoPIX E ASAEF1UT A TTZAT VAR, CRETEXBIFTUATEEORELEZRET
1L, TLSZHEALET, PIX & ASAR., chs£2TooFUAICHSVWTTLS 7083
DE)FEVICBETIMBUENOTEEZZ T, BICHPICHIESAETLSNTY henEBIBHEE(C
KEOUO—RARETZAEMENHYET,

EASBUEGECONT Y NIBRBEREETIBEICOHIFELET., #RZRBBIZHEER
feSSMENHEEZZTEREA,

LTDOUARNECiscoASARU PIX ICBEBVWT TLS #FERATATF77UTr—>3a >0V 2088
TFhET,

- DZ4T > ML AWebVPN, SSLVPN 225472 K, AnyConnect 754 7 > N


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&amp;bugId=CSCsm84110
http://tools.cisco.com/RPF/register/register.do?locale=ja_JP

. ASDM (HTTPS) BB+t v 3>
CRYRND—=O TORAOEDOAY NAIL— 7OF>
CEELENEEEOA ARSI IVESHO TLS 7O+

9Z4F> ML AWebVPN, SSLVPNYZ 4 F > N, AnyConnect? 54 7 M
ot

94T > ML A WebVPN ###t., SSLVPN 254 7> MNE#E,. AnyConnect 72547 MDD
feld webvpnIN 2 RIZK > THEMICHEY EFTF, LUTIC, Cisco ASA IZH W T WebVPN ZF%IC
LTVWBHREHZERLET, CDHFE. Cisco ASA I WebVPN BRI T 7 A R AR—KhEL T
TCPOR—NBES443Z2FEALET,

http server enable
1

webvpn
enable outside

CORENHRETIE, B3N outside 1 VR T I—ANSKIBBIMT/ETHD D EIFELT
<kEEL,

ASDM (HTTPS) EEtv> 3>

ASDMODOEE+t v > 3> (F hitp server enable & http AY > RICKWAMICHEYWET, LUTIZU
F— KN HTTPS BENASAICKREENEHlERLET,

http server enable
http 192.168.0.0 255.255.255.0 inside

COREDREHEN inside 1 VR T I—ANSKDIHREBICHBFE THAHAEICFELTLKES
L\

XY NID=OFOADEOHDAY NAL—-7TOF>

AY RAL—7OFBERRY NT—0 TOEAQORICI—FEZRIAT A OICAVShET
o U, RYRND—=U PO LAZHAIRIAICI—FICEAZERTZIHREHTT .

access-1list auth-proxy extended permit tcp any any eq www
access-1list auth-proxy extended permit tcp any any eq telnet
access-1list auth-proxy extended permit tcp any any eq https
!

aaa authentication match auth-proxy inside LOCAL

aaa authentication secure-http-client

aaa authentication listener https inside port https

CORESEMIC K > THE R Z (155 EIC(F aaa authentication secure-http-client % /=& aaa
authentication listener https inside port <port number> 1Y > RASENE T, LEEOREHI TR
BB inside 1 VBT I—ANSKBIHBICHBETHAD CEITFREL TS EEL,



BESLENEFEOA ARSI OEHO TLS 70F>

EELENEZEEFEDOA AR AVOESO TLS 7OF S BEFEEXFIVTATITSA4T A
HFES, RESIVCEE (HXEBICISUT, BIZIENAT fixup®ORERIT ) 2 ZTEICL, £E
. SCCP & Session Initiation Protocol (SIP) AR LD =& ® VolP REMENDETHFREFET h
P8, BEEOIITFIIT NS 74V 0 ZBURSITREZAEICLET, V2EAZTED
SOFVINFESkENhDE, TL—2FTFAMNEROSTFV D IXY DR A ARYD
AV IVIVICEENET, X 21VFT 14T T T4 F AR IP-Phone & Cisco Unified
CallManager, Cisco Unified Communications Manager ®E® TLS 7OF > E L TRES C &I
K INERBELET, cNSOMBEEFIVTATITSATAOBICE TLSEY a3
RSN, TCP7R—N 2443 & 5061 N"fERAETNET,

Cisco PIXRUASA X1V T4 FTSATVARAICBVWTHREBILENEZTEOA ARSI
EHR—KNLTVBRENBBDODNTVR L) EHERITSICE, #BICOT 1> L T show
service-policy | include tis CLIJN > RZRITLE T, &L HEDIZTF AN tis-proxy: active & L
<OHDREMBEBAEENTLVNE, TOBBICEEBHEOHSIEREN ENTVET, UTIC
CiscoASAtEF1UT A FT7SAT 2 AICHBEDHZHERLET,

ASA# show service-policy | include tls
Inspect: sip tls-proxy myproxy, packet 0, drop 0, reset-drop 0
tls-proxy: active sess 0, most sess 0, byte 0
Inspect: skinny tls-proxy myproxy, packet 0, drop 0, reset-drop 0
tls-proxy: active sess 0, most sess 0, byte 0
ASA#

C DOREFEMEIE Cisco Bug ID CSCsm26841 ( B#& 1 —H M &) and has been assigned the Common
Vulnerabilities and Exposures (CVE) identifier CVE-2008-2056.

3. Instant Messenger Inspection Vulnerability

CisCOASA E PIX DA VAR RXY BT ¥ — (IM) DAVARIZAY IV VR, BE
BOXYND—DICBF2 IMP7U5r—2a FRAOEHOMA VI NO—ILOERICAVS
NET 1 VARXRN XY =D T 0OBRENBRICE > TVWSES, Cisco ASA& Cisco PIXIE
H—ERABEDRBEICKRIFEEZ(TET,

IM A > ARDT S AVHEE TOREDFMICOVWTIE, LT THREEAIBETT,

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/quide/inspect.html#wp1479354

— DifEEEMIE Cisco Bug ID CSCs022981 (BB I1—H' D) TXEILE i, Common
Vulnerabilities and Exposures (CVE) @5 F & L T CVE-2008-20554&IV) TS hTVE T,

4. Vulnerability Scan Denial of Service


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&amp;bugId=CSCsm26841
http://tools.cisco.com/RPF/register/register.do?locale=ja_JP
http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/inspect.html#wp1479354
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&amp;bugId=CSCso22981
http://tools.cisco.com/RPF/register/register.do?locale=ja_JP

Cisco ASAEPIXEFIUFTFATTSA T A, TCPAR—BM443IC L THEsIMZE AF ¥ & h
FEEZ, Y—EABENRBHEOEELEZHET, BREDPMIUEAF Y F—ICL 2T AT A
AVO—RITBUEENFHYET,

A COMRFEHEIMIEBERAE TEITCPR—NESAMIORNT T4V VICKREEEZTET,
Cisco ASARUPIXEF1UT A FTSAT ARG IZ AT > KL AWebVPN, SSLVPN 254
7> KN, AnyConnect? 54 > NEH T BHE., HTTPSEBEYZ 32, XY RND—OTFVEAD
HOAY NAIL—70OFY BEENEFTEOA AR AVOEHOTLSZ7OF I
TCPAR—RNFEB443%2FHALET, FMlllF "HHRICHISNAETLS/NT Y FOMEM, Dhso
H—ERCBEF2EMBEHRESBIEEV,

C OREFEM I Cisco Bug ID CSCsj60659 ( BEI—H D k) TXE{LE L, Common
Vulnerabilities and Exposures (CVE) ®# Bl F & L T CVE-2008-2058 A&V H TSN TVWET,

5. Control-plane Access Control List Vulnerability

A RA=LTL—=2ACLBEEFIVTATTSATRAEZREETDRNT T4V I h S5 KRELE
NBESWETENTVWET, Cisco ASA RV PIX IZIF, A NO—J)L7L—> ACL H"¥IHIERE
BEBELBEWEEN BB EVSIHBUEN BV ET,

LU @ 45T I show running-config | include control-plane AN > R&EFEAL T NO—=I)I 7L —
VACLHY ZTOHERICHREECNTVRIN ZBRITDIENHEKRET,

ASA# show running-config | include control-plane
access-group 101 in interface inside control-plane
ASA#

— DifEFEMIE Cisco Bug ID CSCsm67466 ( B I1—HY D AK)TXELE ., Common
Vulnerabilities and Exposures (CVE) @5 F & L T CVE-2008-2058 A" EIV XTS5 TWVWET,

Hes5 1 A 0 7

Ciscold Common Vulnerability Scoring System ( CVSS ) ®Version 2.0ICE DV REEEHED AT
TOIZRHBLTVWET,

CVSSiF., s, EEEZTRRIDENT, BEAE. BRRMZREIDIFHIT LB DHEER—
ADQFHEET T

Ciscold 451 ( Base Score ) H KU TRFFEAF ( Temporal Score ) ZHRMHWVWIZLE T,
BERE NS ZRVWTRENMEAIT ( Environmental Score ) 28 HL, BXOXY NDO—2
ICHBTHMEEEOHEEETEHITENTEXT,

Ciscold AR M URLICTCVSSICBITHFAQZIRHEL TVWET,

http://www.cisco.com/web/about/security/intelligence/cvss-gandas.html.

K1zCiscold B2 DY NT—VICKETIREXFEBEZEH ISV I ZUTOURLICTRHEL T
WEd,

http://intellishield.cisco.com/security/alertmanager/cvss.



http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&amp;bugId=CSCsj60659
http://tools.cisco.com/RPF/register/register.do?locale=ja_JP
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&amp;bugId=CSCsm67466
http://tools.cisco.com/RPF/register/register.do?locale=ja_JP
http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://intellishield.cisco.com/security/alertmanager/cvss

CSCsm84110 - Crafted TCP ACK Packet Vulnerability
Calculate the environmental score of

CVSS Base Score - 7.8

Acces Access , Confidenti I ntegr Availabi
S Authentica || _. ity .
Comple |.. ality lity
Vecto | . tion Impa
xity Impact Impact
r ct
Netw Low None None None Comple
ork te
CVSS Temporal Score - 6.4
I L Report
Exploitability Remediation Level Confidence
Functional Official-Fix Confirmed
CSCsm26841 - Crafted TLS Packet Vulnerability
Calculate the environmental score of
CVSS Base Score - 7.8
Acces Access , Confidenti I ntegr Availabi
S Authentica || . ity .
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xity Impact Impact
r ct
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ork te
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CSCs022981 - Instant Messenger Inspection
Vulnerability
Calculate the environmental score of
CVSS Base Score - 7.8
Acces Access , Confidenti I ntegr Availabi
S Authentica || _,. ity .
Comple |.. ality lity
Vecto | . tion Impa
Xity Impact Impact
r ct
Netw Low None None None Comple
ork te
CVSS Temporal Score - 6.4
s i Report
Exploitability Remediation Level Confidence
Functional Official-Fix Confirmed

CSCsj60659 - Vulnerability Scan Denial of Service
Calculate the environmental score of

CVSS Base Score - 7.8

Acces
S
Vecto

Access
Comple
xity
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tion

Confidenti
ality
Impact

Integr | Availabi
'Ity lity
mpa Impact




r ct
Netw Low None None None Comple
ork te
CVSS Temporal Score - 6.4
N _ Report

Exploitability Remediation Level Confidence
Functional Official-Fix Confirmed
CSCsm67466 - Control-plane Access Control List
Vulnerability
Calculate the environmental score of
CVSS Base Score - 7.8
Acces Access : Confidenti I ntegr Availabi
S Authentica || _,. ity .

Comple |.. ality lity
Vecto | . tion Impa

xity Impact Impact
r ct
l;lritw Low None Complete |[None |None
CVSS Temporal Score - 6.4

s L Report

Exploitability Remediation Level Confidence
Functional Official-Fix Confirmed
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B0 4ADOOMBHEORAICKIILEEE. BBOVO—RFRETDI UM BV ETT. #Hi
NEREBIERNICH—E ARG EDoS)HEBICAVYET, 5 2BEDHRBUEDRBICKIIL BE
IREECONO=WLTL—2TFO9EAVAN (ACLVENANAEN, BEEOHDIRNT T 1Y
VEBBIIESND UM B ET,

VZRIIFN—232 B RTEIE

J7RIDITOTYTITL—REBRFTTHEICIE. http://www.cisco.com/go/psirt# & T & LA
DT RNAFVESBLT, 8CVYDSIEEELEREEBTYTIL—RYV1I-3a> 4L T
<EEV,

WThDFEE, TYTIL—RIDEBIETDBAXTINI DL, BRTRED/\—RII
TEVIRNIDITOBEANFHLVWI ) —RATE|EHREBYICHR—RENTVWRENHERZE T
DICT2TLEE VY, BHRNITHBEEF S, Cisco Technical Assistance Center (TAC) L
CRFRBHLTLWARRTFRLEICHBEBAVEELEE L,

LT, B2 0REEICEIDVYIRNIIT7 (RMDICBEETHEVYIRNIIT )DI))-A-K
T9,

. Affected First Fixed
Vulnerability Release |Release
Not
Crafted TCP ACK Packet 7.0 vulnerable
Vulnerability 7 1 7.1(2)70



http://www.cisco.com/go/psirt

7.2 7.2(4)
8.0 8.0(3)10
Not
8.1 vulnerable
Not
7.0 vulnerable
Not
71
Crafted TLS Packet vulnerable
Vulnerability Not
7.2
vulnerable
8.0 8.0(3)9
8.1 8.1(1)1
Not
7.0 vulnerable
Not
Instant Messenger Inspection |71 vulnerable
Vulnerability 72 72(4)
8.0 8.0(3)10
8.1 8.1(1)2
Not
7.0 vulnerable
Not
71
Vulnerability Scan Denial of vulnerable
Service 7.2 7.2(3)2
8.0 8.0(2)17
Not
8.1 vulnerable
Not
7.0 vulnerable
7.1 Not
vulnerable
Control-plane Access Control
. L Not
List Vulnerability 7.2
vulnerable
8.0 8.0(3)9
Not
8.1 vulnerable

LTOY A RKYPIXICETRBERY 7RI IF7OR T O—RAAETT,

http://www.cisco.com/pcgi-bin/tablebuild.pl/pix?psrtdcat20e2

LTOY A NKYASAICBETREERY 7N TIITOX I O— RATETT,

http://www.cisco.com/pcgi-bin/tablebuild.pl/asa?psrtdcat20e2

[0 g 5%



http://www.cisco.com/pcgi-bin/tablebuild.pl/pix?psrtdcat20e2
http://www.cisco.com/pcgi-bin/tablebuild.pl/asa?psrtdcat20e2

AEFLIVFTATRNAFVBEERDE LRBELCOVTRRLTVET, ChsnfeHte
B2 OE@EREEWMIMILTVET,

Crafted TCP ACK Packet Vulnerability

E#RSLVORARNTZIT1RELT, BEHEXYNT—TJHADOEETEDZRARNSSDHD
Telnet, SSH & & V' ASDM#ZE#HZFFAI L TT & L,

MAT, RYRD—TVOAVOEBDIHEBETOZERNT 74V IICHITBHBEOLED, NP
Y N ACL(ACL) RS — D —E8& LT TCP R— K 22, 23, 808 K 443 AD/NT Y K& HEERT
274N EERY ND)—DLEICDE>TERIETDCENERET, CORV—RGFTAILEN
HAEhZXY RD— VBB R TOEROBBEH I DL SBRE MBI LEN BV KT,

TCPR—N 22,23, 80 &V 443 BFESNTY NIRRT B 7 4L B, EETEDISATUN
AEDRSTAVIDINEAEIDLS, BBUEOHZDZY ND—IBBOINHICEFEE D
PBENFHYVET,

tACLIC D W T DB MNEHRIE "Transit Access Control Lists : Filtering at Your Edge" [C& V) £9,

http://www.cisco.com/en/US/tech/tk648/tk361/technologies white paper09186a00801afc76.shtml

Crafted TLS Packet Vulnerability

COMRSBHEICERRGEHYRE A

Instant Messenger Inspection Vulnerability

COMRBENHE—OEBREIEFIVTAERO IMA AR AV EEMICTDETT,

Vulnerability Scan Denial of Service

COMRSBHEICERRGEHREA

Control-plane Access Control List Vulnerability

COMBEICERREHY)EE A
Y hID—TURNDOCiscotsz ICERTE 2 EBMNREMBZMAERT RNAFUDOMBEREFIXD B


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml

( Cisco Applied Mitigation Bulletin ) [C& V) &9,

http://www.cisco.com/en/US/products/products applied mitigation bulletin09186a00809a8359.ht
ml

BIEYV7MNIJITFDOAF

CiscORAMBUENTEZZTHREFHNLOIC, FEBENLAOEBEOY T NI I T ZRHEL
TVET, Y7 RIITOBAEGFSHIC, BEOY T RIIFOERESLOBERORY b
I—UBRBCBEOMBCHLTRBVLELY, 52 VESEROXYTFYRATONAH -
TS EE W,

BEENAVAN=ILEY), YIR—NEZFEVYTEDZORK, CBAVEEVWET A —F v —
Y RNCHLTOREBYYET, TOXDIBYTIRNIITFTTPYTIL—REACAN=I, B
VO—R, PO9CRAFLERTOMOEETHEALLEEES. BEEKRE
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html, (4 % Cisco®Y 7 b~
DIT At AOFEEREGF

http://www.cisco.com/public/sw-center/sw-usingswc.shtml. {2 & % Cisco.com O & > O— RIZR
TNBTOMOFEBEICRS CEICABELEZEICRY)ET,

VIRIDITFTOFTYTIL—RICEL, "psirt@cisco.com” £ L < l& "security-alert@cisco.com"
CBEVEDLEVWEEKZERIEELSEEV

RN EEIIEER

CHENERIZEEELE, BEORBTThZAFLTIKEZY, FEALEDHERFE, CiscoD
D=L RIDALA RIITHARED VYT RIITEVE—DSAFITRENTEET,

http://www.cisco.com.

H—RN—FT 1 OHR— b2t ZRRAOEEE

Cisco N\—hF—, ERBFEREE, y—EXA 7ONMF—BE, ¥—RN—FT1OHYKR—Kr4
FHESBIZEZHYLTVES, FEEREZYLTEY ., 202D SCiscolmDIRBHE L IFRSF
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