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•

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�¾ã�Ÿã�¯reloadã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨ã�«ã‚ˆã‚‹ã€�Cisco•

http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#usingaaa
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#interactmanage
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#fortify


IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è¨ˆç”»æ¸ˆã�¿ã�Šã‚ˆã�³è¨ˆç”»å¤–ã�®ãƒªãƒãƒ¼ãƒ‰ã€‚

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco Guide to Harden Cisco IOS 
Devicesã€�ã�®ã€ŒCentralize Log Collection and 
Monitoringã€�(http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#logã�‹ã‚‰å…¥æ‰‹å�¯èƒ½)ã�Šã‚ˆã�³ã€ŒLogging
Best 
Practicesã€�(http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#logbestã�‹ã‚‰å…¥æ‰‹å�¯èƒ½)ã�¨ã�„ã�†ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç¢ºèª�

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ä½¿ç”¨ã�•ã‚Œã�¦ã�„ã‚‹Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®ä¿¡é ¼æ€§ã�¨æ•´å�ˆæ€§ã‚’ç¢ºèª�ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è¤‡æ•°ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ©Ÿèƒ½ã�®ã�„ã�šã‚Œã�‹ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢è‡ªä½“ã�®æ©Ÿèƒ½ã�«ä¾�å˜ã�—ã�ªã�„ãƒ—ãƒã‚»ã‚¹ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

æ¬¡ã�®é …ã�§ã�¯ã€�Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®ä¿¡é ¼æ€§ã�¨æ•´å�ˆæ€§ã�®ç¢ºèª�ã�«ä½¿ç”¨ã�§ã��ã‚‹Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ©Ÿèƒ½ã�¨ç®¡ç�†ãƒ—ãƒã‚»ã‚¹ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¾ã�™ã€‚

MD5ãƒ•ã‚¡ã‚¤ãƒ«æ¤œè¨¼æ©Ÿèƒ½ã�®ä½¿ç”¨

Cisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹12.2(4)Tã�Šã‚ˆã�³12.0(22)Sã�§è¿½åŠ ã�•ã‚Œã�ŸMD5ãƒ•ã‚¡ã‚¤ãƒ«æ¤œè¨¼æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒãƒ¼ãƒ‰ã�•ã‚Œã�¦ã�„ã‚‹Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥ã‚’è¨ˆç®—ã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿã€�ç®¡ç�†è€…ã�¯è¨ˆç®—ã�•ã‚Œã�ŸMD5ãƒ�ãƒƒã‚·ãƒ¥ã‚’ãƒ¦ãƒ¼ã‚¶ã�Œæ��ä¾›ã�—ã�Ÿãƒ�ãƒƒã‚·ãƒ¥ã�¨ç…§å�ˆã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�ŸCisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥å€¤ã�Œæ±ºå®šã�•ã‚Œã‚‹ã�¨ã€�ã‚·ã‚¹ã‚³ã�Œæ��ä¾›ã�™ã‚‹MD5ãƒ�ãƒƒã‚·ãƒ¥ã�¨æ¯”è¼ƒã�—ã�¦ã€�ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ•´å�ˆæ€§ã‚’ç¢ºèª�ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

æ³¨ï¼šMD5ãƒ•ã‚¡ã‚¤ãƒ«æ¤œè¨¼æ©Ÿèƒ½ã�¯ã€�Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�«ä¿�å˜ã�•ã‚Œã�¦ã�„ã‚‹Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®æ•´å�ˆæ€§ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�™ã‚‹å ´å�ˆã�«ã�®ã�¿ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚ãƒ¡ãƒ¢ãƒªå†…ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®æ•´å�ˆæ€§ã�®ãƒ�ã‚§ãƒƒã‚¯ã�«ã�¯ä½¿ç”¨ã�§ã��ã�¾ã�›ã‚“ã€‚

MD5ãƒ•ã‚¡ã‚¤ãƒ«æ¤œè¨¼æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�ŸMD5ãƒ�ãƒƒã‚·ãƒ¥ã�®è¨ˆç®—ã�¨æ¤œè¨¼ã�¯ã€�æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦å®Ÿè¡Œã�§ã��ã�¾ã�™ã€‚

 

<#root>

verify /md5

 filesystem:filename [md5-hash] 

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ã€�verify 

/md5ç‰¹æ¨©EXECã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®Cisco 
IOSãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ ã�«ä¿�å˜ã�•ã‚Œã�¦ã�„ã‚‹ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ•´å�ˆæ€§ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�«ã€�Cisco
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�§verify /md5ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹æ–¹æ³•ã‚’ç¤ºã�—ã�¾ã�™ã€‚

http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#log
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#logbest


 

<#root>

router#

verify /md5 disk0:c7301-jk9s-mz.124-10.bin

.....<output truncated>.....Done! 

verify /md5 (disk0:c7301-jk9s-mz.124-10.bin) = ad9f9c902fa34b90de8365c3a5039a5b

 
router#

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ã€�verifyã‚³ãƒžãƒ³ãƒ‰ã�«MD5ãƒ�ãƒƒã‚·ãƒ¥ã‚’æŒ‡å®šã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚verifyã‚³ãƒžãƒ³ãƒ‰ã‚’æŒ‡å®šã�™ã‚‹ã�¨ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�è¨ˆç®—ã�•ã‚Œã�ŸMD5ãƒ�ãƒƒã‚·ãƒ¥ã�¨æŒ‡å®šã�•ã‚Œã�ŸMD5ãƒ�ãƒƒã‚·ãƒ¥ã�Œæ¯”è¼ƒã�•ã‚Œã�¾ã�™ã€‚

 

<#root>

router#

verify /md5 disk0:c7301-jk9s-mz.124-10.bin ad9f9c902fa34b90de8365c3a5039a5b

.....<output truncated>.....Done! 

Verified (disk0:c7301-jk9s-mz.124-10.bin) = ad9f9c902fa34b90de8365c3a5039a5b

 
router#

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�‹ã‚‰æ��ä¾›ã�•ã‚Œã�ŸMD5ãƒ�ãƒƒã‚·ãƒ¥ã�Œã€�MD5ãƒ•ã‚¡ã‚¤ãƒ«æ¤œè¨¼æ©Ÿèƒ½ã�«ã‚ˆã�£ã�¦è¨ˆç®—ã�•ã‚Œã�Ÿãƒ�ãƒƒã‚·ãƒ¥ã�¨ä¸€è‡´ã�—ã�ªã�„å ´å�ˆã€�ã‚¨ãƒ©ãƒ¼ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã‚’æ¬¡ã�®ä¾‹ã�§èª¬æ˜Žã�—ã�¾ã�™ã€‚

 

<#root>

router#

verify /md5 disk0:c7301-jk9s-mz.124-10.bin 0c5be63c4e339707efb7881fde7d5324

.....<output truncated>.....Done! 
 

%Error verifying

 disk0:c7301-jk9s-mz.124-10.bin 

Computed signature  = ad9f9c902fa34b90de8365c3a5039a5b 

Submitted signature = 0c5be63c4e339707efb7881fde7d5324

 
router#

 

å‰�è¨˜ã�®ä¾‹ã�§ã�¯ã€�verify /md5ã‚³ãƒžãƒ³ãƒ‰ã�«ã‚ˆã‚Šã€�Cisco 
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«å…¨ä½“ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥ã�Œè¨ˆç®—ã�•ã‚Œã�¦è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®ã‚¢ãƒ—ãƒãƒ¼ãƒ�ã�¯ã€�ã€Œã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼ã€�æ©Ÿèƒ½ã‚’å‚™ã�ˆã�Ÿæ›´æ–°ã�•ã‚Œã�Ÿverifyã‚³ãƒžãƒ³ãƒ‰ã�¨ã�¯å¯¾ç…§çš„ã�§ã�™ã€‚ã�“ã�®æ©Ÿèƒ½ã�§ã�¯ã€�Cisco



IOSã‚¤ãƒ¡ãƒ¼ã‚¸å…¨ä½“ã�¨ã€�é�žåœ§ç¸®ã�®Cisco 
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç‰¹å®šã�®éƒ¨åˆ†ã�®ãƒ�ãƒƒã‚·ãƒ¥ã�Œè¨ˆç®—ã�•ã‚Œã�¾ã�™ã€‚

ã�“ã�®æ©Ÿèƒ½ã�®ä½¿ç”¨æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒMD5 File 
Validationã€�ã�¨ã�„ã�†ã‚¿ã‚¤ãƒˆãƒ«ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆ(http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_

md5_ps6350_TSD_Products_Configuration_Guide_Chapter.html)ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼æ©Ÿèƒ½ã�®ä½¿ç”¨

Cisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹12.3(4)Tã€�12.0(26)Sã€�ã�Šã‚ˆã�³12.2(18)Sã�§è¿½åŠ ã�•ã‚Œã�Ÿã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼æ©Ÿèƒ½ã�¯ã€�MD5ãƒ•ã‚¡ã‚¤ãƒ«æ¤œè¨¼æ©Ÿèƒ½ã‚’åŸºç›¤ã�¨ã�—ã�¦ã�Šã‚Šã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®Cisco
IOSãƒ•ã‚¡ã‚¤ãƒ«ã‚·ã‚¹ãƒ†ãƒ ã�«ãƒãƒ¼ãƒ‰ã�•ã‚Œã�Ÿã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ•´å�ˆæ€§ã‚’ã‚ˆã‚Šç°¡å�˜ã�«æ¤œè¨¼ã�§ã��ã�¾ã�™ã€‚ã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼æ©Ÿèƒ½ã�®ç›®çš„ã�¯ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�Œç ´æ��ã�—ã�¦ã�„ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�™ã‚‹ã�“ã�¨ã�§ã�™ã€‚ã�“ã�®æ©Ÿèƒ½ã�«ã‚ˆã�£ã�¦æ¤œå‡ºã�•ã‚Œã�Ÿç ´æ��ã�¯ã€�Cisco.comã�‹ã‚‰ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ä¸ã‚„ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ãƒ—ãƒã‚»ã‚¹ä¸ã�ªã�©ã€�ã�„ã�¤ã�§ã‚‚ç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

æ³¨ï¼šã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼æ©Ÿèƒ½ã�§ã�¯ã€�ãƒ¡ãƒ¢ãƒªå†…ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®æ•´å�ˆæ€§ã�¯ãƒ�ã‚§ãƒƒã‚¯ã�•ã‚Œã�¾ã�›ã‚“ã€‚

ã�“ã�®æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�ŸCisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç¢ºèª�ã�¯ã€�æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦å®Ÿè¡Œã�§ã��ã�¾ã�™ã€‚

file verify auto•

copy [/erase] [/verify | /noverify] source-url destination-url•

reload [warm] [/verify | /noverify] [text | in time [text] | at time [text] | cancel]•

æ³¨ï¼šã�“ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å¿œç”ã�§æ‰±ã‚�ã‚Œã‚‹ã�®ã�¯ã€�file verify 

autoã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰ã�¨verifyç‰¹æ¨©EXECã‚³ãƒžãƒ³ãƒ‰ã� ã�‘ã�§ã�™ã€‚copy

/verifyã‚³ãƒžãƒ³ãƒ‰ã�Šã‚ˆã�³reload 

/verifyã‚³ãƒžãƒ³ãƒ‰ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€Œã‚¤ãƒ¡ãƒ¼ã‚¸ã�®ç¢ºèª�ã€�(ã€ŽCisco
IOSã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚¬ã‚¤ãƒ‰ã€�ã�®http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.htmlã�‹ã‚‰å…¥æ‰‹å�¯èƒ½)ã�¨ã�„ã�†ã‚¿ã‚¤ãƒˆãƒ«ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„(http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12_4_book.htmlã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™)ã€‚

file verify autoã‚³ãƒžãƒ³ãƒ‰ã�®è¨å®š

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ã€�file verify 

autoã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ç‰¹æ¨©EXECã‚³ãƒžãƒ³ãƒ‰copyã‚’ä½¿ç”¨ã�—ã�¦ã‚³ãƒ”ãƒ¼ã�•ã‚Œã�Ÿã‚¤ãƒ¡ãƒ¼ã‚¸ã€�ã�¾ã�Ÿã�¯ç‰¹æ¨©EXECã‚³ãƒžãƒ³ãƒ‰reloadã‚’ä½¿ç”¨ã�—ã�¦ãƒãƒ¼ãƒ‰ã�•ã‚Œã�Ÿã‚¤ãƒ¡ãƒ¼ã‚¸ã�™ã�¹ã�¦ã�®ç¢ºèª�ã‚’æœ‰åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸ã�¯ã€�ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ•´å�ˆæ€§ã�«ã�¤ã�„ã�¦è‡ªå‹•çš„ã�«æ¤œè¨¼ã�•ã‚Œã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ã€�file verify auto Cisco 

IOSæ©Ÿèƒ½ã‚’è¨å®šã�™ã‚‹æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

router#

configure terminal

router(config)#

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_md5_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_md5_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12_4_book.html


file verify auto

router(config)#

exit

router#

 

file verify 

autoã‚³ãƒžãƒ³ãƒ‰ã�«åŠ ã�ˆã�¦ã€�copyã‚³ãƒžãƒ³ãƒ‰ã�¨reloadã‚³ãƒžãƒ³ãƒ‰ã�®ä¸¡æ–¹ã�«/verifyå¼•æ•°ã�Œã�‚ã‚Šã€�ã�“ã‚Œã�«ã‚ˆã‚Šã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼æ©Ÿèƒ½ã�§Cisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ•´å�ˆæ€§ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚ã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰file

verify autoã�Œå˜åœ¨ã�—ã�ªã�„å ´å�ˆã€�Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã‚¤ãƒ¡ãƒ¼ã‚¸ã�Œã‚³ãƒ”ãƒ¼ã�¾ã�Ÿã�¯ãƒªãƒãƒ¼ãƒ‰ã�•ã‚Œã‚‹ã�Ÿã�³ã�«ã€�ã�“ã�®å¼•æ•°ã‚’ä½¿ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼Cisco IOSæ¤œè¨¼ã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨

ã�¾ã�Ÿã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯verifyç‰¹æ¨©EXECã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ãƒãƒ¼ã‚«ãƒ«ã�§ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ä¿�å˜ã�•ã‚Œã�¦ã�„ã‚‹ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ•´å�ˆæ€§ã‚’ç¢ºèª�ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ã‚³ãƒžãƒ³ãƒ‰ã�¯ã€�å…ƒã€…ã€ŒMD5
File Validationã€�æ©Ÿèƒ½ã�§å°Žå…¥ã�•ã‚Œã€�ã€ŒImage 
Verificationã€�æ©Ÿèƒ½ã�«ã‚ˆã�£ã�¦æ›´æ–°ã�•ã‚Œã�Ÿã‚‚ã�®ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�§æ›´æ–°ã�•ã‚Œã�Ÿverifyã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

router#

verify disk0:c7301-jk9s-mz.124-10.bin

 

Verifying file integrity of disk0:c7301-jk9s-mz.124-10.bin

.....<output truncated>.....Done! 
Embedded Hash  MD5 : 

0C5BE63C4E339707EFB7881FDE7D5324

Computed Hash  MD5 : 

0C5BE63C4E339707EFB7881FDE7D5324

CCO Hash       MD5 : 

AD9F9C902FA34B90DE8365C3A5039A5B

 

Signature Verified

 
router#

 

ä¸Šè¨˜ã�®å‡ºåŠ›ã�§ã�¯ã€�3ã�¤ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥å€¤ã�Œverifyã‚³ãƒžãƒ³ãƒ‰ã�«ã‚ˆã�£ã�¦è¡¨ç¤ºã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®å�„MD5ãƒ�ãƒƒã‚·ãƒ¥å€¤ã�®æ„�å‘³ã‚’æ¬¡ã�«èª¬æ˜Žã�—ã�¾ã�™ã€‚



åŸ‹ã‚�è¾¼ã�¿ãƒ�ãƒƒã‚·ãƒ¥ï¼šã‚¤ãƒ¡ãƒ¼ã‚¸æ§‹ç¯‰ãƒ—ãƒã‚»ã‚¹ä¸ã�«Ciscoã�«ã‚ˆã�£ã�¦Cisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«ä¿�å˜ã�•ã‚Œã‚‹MD5ãƒ�ãƒƒã‚·ãƒ¥ã€‚Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ•´å�ˆæ€§ã‚’ç¢ºèª�ã�™ã‚‹ã�Ÿã‚�ã�«ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥å€¤ã�¯ã€�Cisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç‰¹å®šã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«ã�¤ã�„ã�¦è¨ˆç®—ã�•ã‚Œã�¾ã�™ã€‚

•

è¨ˆç®—ãƒ�ãƒƒã‚·ãƒ¥ï¼šverifyã‚³ãƒžãƒ³ãƒ‰ã�®å®Ÿè¡Œæ™‚ã�«ã€�ã€Œã‚¤ãƒ¡ãƒ¼ã‚¸æ¤œè¨¼ã€�æ©Ÿèƒ½ã�ŒCisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç‰¹å®šã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«ã�¤ã�„ã�¦è¨ˆç®—ã�™ã‚‹MD5ãƒ�ãƒƒã‚·ãƒ¥ã€‚ã�“ã�®å€¤ã�¯ã€�Cisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ•´å�ˆæ€§ã‚’ç¢ºèª�ã�™ã‚‹ã�Ÿã‚�ã�®åŸ‹ã‚�è¾¼ã�¿ãƒ�ãƒƒã‚·ãƒ¥ã�¨å�Œã�˜ã�§ã�‚ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®å€¤ã�ŒEmbedded
Hashã�¨ç‰ã�—ã��ã�ªã�„å ´å�ˆã€�Cisco 
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�Œç ´æ��ã�—ã�¦ã�„ã‚‹ã�‹ã€�æ„�å›³çš„ã�«å¤‰æ›´ã�•ã‚Œã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

•

CCOãƒ�ãƒƒã‚·ãƒ¥ï¼šCisco 

IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«å…¨ä½“ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥ã€‚ã�“ã�®ãƒ�ãƒƒã‚·ãƒ¥ã�¯verifyã‚³ãƒžãƒ³ãƒ‰ã�§è¨ˆç®—ã�•ã‚Œã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�«ã�¯ä¿�å˜ã�•ã‚Œã�¾ã�›ã‚“ã€‚

•

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco IOS Security Configuration 
Guideã€�(http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12_4_book.html)ã�®ã€ŒImage
Verificationã€�(http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.htmlã�§å…¥æ‰‹å�¯èƒ½)ã�¨ã�„ã�†ã‚¿ã‚¤ãƒˆãƒ«ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�‹ã‚‰ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰

çŠ¶æ³�ã�«ã‚ˆã�£ã�¦ã�¯ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�Œæ—¢å˜ã�®Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã‚’Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�‹ã‚‰ç®¡ç�†ãƒ¯ãƒ¼ã‚¯ã‚¹ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³ã�«ç§»å‹•ã�™ã‚‹ã�“ã�¨ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ç®¡ç�†ãƒ¯ãƒ¼ã‚¯ã‚¹ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³ã�«å…¥ã‚‹ã�¨ã€�ç‹¬ç«‹ã�—ã�Ÿãƒ„ãƒ¼ãƒ«ã‚’ä½¿ç”¨ã�—ã�¦ãƒ•ã‚¡ã‚¤ãƒ«ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥ã‚’è¨ˆç®—ã�§ã��ã�¾ã�™ã€‚

ç®¡ç�†è€…ã�Œã�“ã�®ã‚¿ã‚¹ã‚¯ã‚’å®Ÿè¡Œã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®2ã�¤ã�®ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚1ã�¤ã�®ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�§ã�¯ã€�ç®¡ç�†è€…ã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ä½¿ç”¨ä¸ã�®Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ä½¿ç”¨ã�—ã�¦ã€�ä¿�å˜ã�•ã‚Œã�¦ã�„ã‚‹Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ç®¡ç�†ãƒ¯ãƒ¼ã‚¯ã‚¹ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã‚³ãƒ”ãƒ¼ã�§ã��ã�¾ã�™ã€‚ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¸Šã�®ç�†ç”±ã�‹ã‚‰ã�“ã�®ãƒ—ãƒã‚»ã‚¹ã‚’å®Ÿè¡Œã�™ã‚‹å ´å�ˆã€�ç®¡ç�†è€…ã�¯ãƒ•ã‚¡ã‚¤ãƒ«ã‚’è»¢é€�ã�™ã‚‹ã�Ÿã‚�ã�«å®‰å…¨ã�ªãƒ—ãƒãƒˆã‚³ãƒ«ï¼ˆSCPã�ªã�©ï¼‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�RCPã€�TFTPã€�FTPã€�HTTPã€�HTTPSã�ªã�©ã�®ä»–ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã‚’ä½¿ç”¨ã�—ã�¦ã�“ã�®ãƒ—ãƒã‚»ã‚¹ã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã�¯æŠ€è¡“çš„ã�«å�¯èƒ½ã�§ã�™ã€‚ã�“ã�®ãƒ—ãƒã‚»ã‚¹ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�copyã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦å®Ÿè¡Œã�•ã‚Œã�¾ã�™ã€‚

 

<#root>

router#

copy flash:c7301-jk9s-mz.124-10.bin scp:c7301-jk9s-mz.124-10.bin

Address or name of remote host []? 10.1.1.1 
Destination username [cisco]? user 
Destination filename [c7301-jk9s-mz.124-10.bin]? 

 

 

 

Writing c7301-jk9s-mz.124-10.bin 
Password: 

 

 

http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.html


 

! 

Sink: C0644 28905508 c7301-jk9s-mz.124-10.bin

!!!!!<output truncated>!!!!! 

28905508

 bytes copied in 22.280 secs (1297375 bytes/sec) 
router#

 

2ç•ªç›®ã�®æŽ¨å¥¨ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�¯ã€�ã�•ã‚‰ã�«ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ¬ãƒ™ãƒ«ã‚’é«˜ã‚�ã‚‹ã‚‚ã�®ã�§ã€�æ£å¸¸ã�ªãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ä¿¡é ¼ã�§ã��ã‚‹å ´æ‰€ã�‹ã‚‰å†�èµ·å‹•ã�—ã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�boot

systemã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã�“ã�®ã‚¿ã‚¹ã‚¯ã‚’å®Ÿè¡Œã�§ã��ã�¾ã�™ã€‚

 

<#root>

router#

configure terminal

Enter configuration commands, one per line.  End with CNTL/Z. 
router(config)#

boot system ftp c7301-jk9s-mz.124-10.bin 10.1.1.1

router(config)#

end

router#

copy running-config startup-config

Destination filename [startup-config]? 

 

 

 

 
Building configuration... 
[OK] 
router#

reload

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œæ£å¸¸ã�ªCisco 
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ã�§å†�èµ·å‹•ã�•ã‚Œã�Ÿã‚‰ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯verifyã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�‹ã€�ã�¾ã�Ÿã�¯ã‚ªãƒ•ãƒ©ã‚¤ãƒ³ã�§ç¢ºèª�ã�™ã‚‹ã�Ÿã‚�ã�«Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’ãƒªãƒ¢ãƒ¼ãƒˆãƒ•ã‚¡ã‚¤ãƒ«ã‚µãƒ¼ãƒ�ã�«ã‚³ãƒ”ãƒ¼ã�—ã�¦ã€�ãƒãƒ¼ã‚«ãƒ«ã�«ä¿�å˜ã�•ã‚Œã�¦ã�„ã‚‹ã‚¤ãƒ¡ãƒ¼ã‚¸ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚

ã‚ªãƒ•ãƒ©ã‚¤ãƒ³ã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã



�®ç¢ºèª�

ãƒ•ã‚¡ã‚¤ãƒ«ã�Œç®¡ç�†ãƒ¯ãƒ¼ã‚¯ã‚¹ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³ã�«ä¿�å˜ã�•ã‚Œã‚‹ã�¨ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯MD5ãƒ�ãƒƒã‚·ãƒ¥ãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ†ã‚£ã‚’ä½¿ç”¨ã�—ã�¦ã€�ã��ã�®Cisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ã‚ˆã�†ã�ªãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ†ã‚£ã�«ã�¯ã€�Linuxã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®å ´å�ˆã�¯md5sumã€�BSDã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�®å ´å�ˆã�¯md5ã€�Microsoft
Windowsãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�®å ´å�ˆã�¯fsumã€�MD5summerã€�ã�Šã‚ˆã�³WinMD5ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�¾ã�Ÿã€�Cisco
IOSã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«ã�®ã‚µã‚¤ã‚ºã�¯ã€�Linuxã�Šã‚ˆã�³BSDã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã�§ã�¯lsã‚³ãƒžãƒ³ãƒ‰ã€�Microsoft
Windowsãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�¯dirã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦å�–å¾—ã�§ã��ã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ã€�Linuxãƒ™ãƒ¼ã‚¹ã�®ã‚·ã‚¹ãƒ†ãƒ ã�®MD5è¨ˆç®—ã�¨ãƒ•ã‚¡ã‚¤ãƒ«ã‚µã‚¤ã‚ºè¡¨ç¤ºã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

$ 
$ 

md5sum c7301-jk9s-mz.124-10.bin

ad9f9c902fa34b90de8365c3a5039a5b

 c7301-jk9s-mz.124-10.bin 
$ 
$ 

ls -l c7301-jk9s-mz.124-10.bin

-r--r--r--   1 user user 

28905508

 May 16 15:17 c7301-jk9s-mz.124-10.bin 
$

 

æ¬¡ã�®ä¾‹ã�¯ã€�BSDç”±æ�¥ã�®ã‚·ã‚¹ãƒ†ãƒ ã�«å¯¾ã�™ã‚‹ã�“ã�®ãƒ—ãƒã‚»ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

$ 
$ 

md5 c7301-jk9s-mz.124-10.bin

MD5 (c7301-jk9s-mz.124-10.bin) = 

ad9f9c902fa34b90de8365c3a5039a5b

$ 
$ 

ls -l c7301-jk9s-mz.124-10.bin

-r--r--r--  1 user  user 

28905508

 May 16 21:36 c7301-jk9s-mz.124-10.bin 



$

 

æ¬¡ã�®ä¾‹ã�¯ã€�Windowsã‚·ã‚¹ãƒ†ãƒ ã�§ã�®fsumãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ†ã‚£ã�¨dirã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

C:\>

fsum -md5 c7301-jk9s-mz.124-10.bin

 
SlavaSoft Optimizing Checksum Utility - fsum 2.52.00337 
Implemented using SlavaSoft QuickHash Library <www.slavasoft.com> 
Copyright (C) SlavaSoft Inc. 1999-2007. All rights reserved. 
 
; SlavaSoft Optimizing Checksum Utility - fsum 2.52.00337 <www.slavasoft.com> 
; 
; Generated on 05/20/08 at 00:01:13 
; 

ad9f9c902fa34b90de8365c3a5039a5b

 *c7301-jk9s-mz.124-10.bin 
 
 
C:\> 
C:\>

dir c7301-jk9s-mz.124-10.bin

Directory of C:\ 
 
05/20/2008  00:10 AM 

28,905,508

 c7301-jk9s-mz.124-10.bin 
               1 File(s)     28,905,508 bytes 
 
               0 Dir(s)   1,207,291,904 bytes free 
C:\>

 

æ³¨ï¼šfsumãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ†ã‚£ã�®ä½¿ç”¨ã�¯èª¬æ˜Žã�®ã�¿ã‚’ç›®çš„ã�¨ã�—ã�¦ã�Šã‚Šã€�ãƒ„ãƒ¼ãƒ«ã�®æŽ¨å¥¨ã�¨è§£é‡ˆã�—ã�ªã�„ã�§ã��ã� ã�•ã�„ã€‚

Cisco IOS Upgrade Plannerã‚’ä½¿ç”¨ã�—ã�Ÿã‚¤ãƒ¡ãƒ¼ã‚¸ãƒ•ã‚¡ã‚¤ãƒ«æƒ…å ±

Cisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®MD5ãƒ�ãƒƒã‚·ãƒ¥ã�¨ãƒ•ã‚¡ã‚¤ãƒ«ã‚µã‚¤ã‚ºã‚’å�Žé›†ã�—ã�Ÿã‚‰ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�¯ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ãƒ—ãƒã‚»ã‚¹ä¸ã�«Cisco
IOS Upgrade 
Plannerãƒ„ãƒ¼ãƒ«ã�‹ã‚‰æ��ä¾›ã�•ã‚Œã‚‹æƒ…å ±ã‚’ä½¿ç”¨ã�—ã�¦ã€�ã‚¤ãƒ¡ãƒ¼ã‚¸ã�®ä¿¡é ¼æ€§ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚Cisco
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