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Local learning of host info:
H-MAC-1 (MAC table)
H-IP-1 (VRF IP host table)

B—HNVEKA N F—=v T

MP-BGP EVPN @ VTEP |%. a— SNy REA RO MAC 7 KL A L IP

T RLAZZFELET, ZOFHIE, ZEA—VFy b 7L—L050%EITL MAC 7 RLAEES, RA MR
Gratuitous ARP (GARP) B XUV X—2Z ARP (RARP) X% v hEIIVTIEP LD — T = A IP

7 RLURIZx4 5 ARP R ZEETHEEO IP 7 RL AR R L EEOAL —VF v hBLVIP
FEFIEEFEHLC, a—INT—F T L= _R=R T2 LN TEET, F2iF, =2 ba—
TU—rEERT L, ERIXVIEP tu—L

RAMNHOBEER T L — U HBICE > THEETH L TEET,

EVPNV—F 7 RRZAL XAV e VE— KA F—=0

B—MNVHEARMACT RLAL IPT RL A& L%, VIEP (X MP-BGP EVPN = ha—/)b
TL—VTHRANMERET AR A XL, ZOEREMDO VTEP

B CED LI LET, 207 Fe—F LY, EVPNVTEPIZMP-BGP EVPN =2 f 12—/
FL—rDVE—F TR RR MNEEETEET,

EVPN /L— Ri&, L2VPNEVPN 7 RL A 77 I U %A LTCT RAX A X&Ed, BGP L2VPN EVPN
Jb— MZIE, ROERNEENET,
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e RD : Route Distinguisher (/L'— +i&#3I+)

e MAC7 KL ZE :6 /34 |

e MACT FL A :5RA F MAC 7 RL %

e IP7 FLADEX :32 $£721% 128

e IP7RLA:&HRAKMIPT KLZ (IPv4 £721% IPv6)

o L2UNI: = R AR RIBETHT7 Y v RAL D VNI

e L3VNI: 7> b VRF V=T 4 7 A LV AX  AZBEST S 72 VNI

MP-BGP EVPN /&, BGP fiika I o =7 @& AL T, =7/ AR —r&hir— ¥ —5 v % EVPN
J— R THEELET, EVPNVTEP (T EVPN L— F2ZET 5L, ZELEAL—FDL— |

2=y NEEr — I VITRES NIV — b2 —F Y b A R — b

RV —EL LT, V= 2 VA= NTEDEHRTEZ0ERELET, ZOT7 7 r—FTiL, 10 FHiD MP-
BGP VPN 77 /m— (RFC4364) #{#iH L. VRF

r— RN ) — R3S T A — R e A VilR— F LRWAR Y —F T~ L FTF o MERE AR L
*9, VPN 24—V > 7, route-target-constrained /L — hidfii (RFC 4684) 73 £ ¢ BGP

WigEa AT 2 L TELICEbTEET,

VTEP AA v T, v —A)LCTFEEEIN= 2 KRR MIX LT MP BGP EVPN

N— R ERETHEEIZ, HHFOVIEP 7 KL A% BGP * 7 A ARy 7 E L THALET, Zd BGP
FIARKYyFIE, Xy b= 2EOAL— Mz B L TEREINRVWE ST ELERHY 9, Thid,
F—_—l A Xy NT—T Oy NEEEET H L &2, UE— b VIEP 23%/5 VTIEP 7 F L X% VXLAN
BT CMEDFR I A MRy T L LCHEETHMERDH L0 TT,

ToH = A Fy hT—=T1F, TrH—LA Fv hU—=T %N LT, B7EMEENT VXLAN 237 v & H D
VTEP S A—T 4 » 75T _XTHOVTEP 7 R L AIZ IP B[ fEME AR L £ 9, T4 —1 A

Xy hT—INOFy hT—27 T34 A%, VTEP

7 RLRZxt L TOIRN—T ¢ TIEREMEFFT A HLERH Y £7°, EVPN

N— b BT HNEEHY EHA, ZOTTR—FIZEY, TUF—LA

Xy M —7 OBERRIL I, EM LR ELET,

RHB L CIERBTREL—T 4 VITBIOCT ) v T

IETFEVPN RZ 7 Tl FERFRIRB & %R IRB @ 2 -2 d Integrated Routing and

Bridging (IRB) &~ 7 4 7 AMEZRINTWET, Cisco Nexus A1 »F 77 v b7+ —LHD Cisco NX-OS
. JEREEOFIEE. LAV 2BLPLA Y 3O~ AFTF oo — PR— FEBHFELT D20, W IRB
EERELTCHET,

FEXFF IRB

FERFFIRB Tld, ANVTEP ZL A Y27 Y vV 7L AY3N—T 4 THRBEOWM G 2EITLETN, HA
VIEP XL AV 2 7YV v VU FRBOHEZETLET, K3 ITRT LT, X IRB TE ATy b3 250
VNI & B89 5 L. AJIVIEP 3#E 0 VNI 22556858 VNLIZ AR > hEV—T ¢ 7 LET, HJ) VTEP
X, X7y R &R VNI NOSEERA > M7V v LET,
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X 3. FEFR IRB & Afi ] L7= VXLAN L—F 1 > 7

Ingress VTEP S-IP: VTEP-1
routes packets D-IP: VTEP-4 |
from source VNI a VNI: VNI-B
to destination VNI. \

D—MAC' in the inner S-MAC: GW-MAC |
header is the D-MAC: H-MAC-2
destination host S-IP: H-IP-1
MAC address. @ @ D-IP: H-IP-2

/ 7 \ A N Egress VTEP
bridges packets in
S-MAC: H-MAC-1 the destination
VNI.
P-1 g Host 1 Host -
p-2 el - \MAC-1
H-IP-1

VNI-A
FEXRFRIRB TlX, LAV 28XV A ¥ IEWEOHFICK L, EFICESEHEDE D VNI TAJ] VIEP
ERETHMENDH Y T, RIS, % VIEP %2 VXLAN X v FU—27 DOF_TCHO VNI THEL, T 5D
VNHZER SN TWATRTOZL RARARDARP =2 MU & MAC 7 RL A BT HMLENH Y £+ (¥
4) . ZOBMEICLY, = R AR ROBESLAH—N—L A Xy b T —27ND VXLAN VNI
DEPEZ DL, A= )T ORENREAT AR N H Y £,

X 4. FEXFR IRB D VTEP VNI 2 o N—2

Every VTEP needs to be in all VNIs.

Every VTEP needs to maintain MAC
address tables for all VNIs, including
those without local hosts.

SVI 100 2 SVI 200

SVI 100 2 SVI 200

_ &

SVI 100 = SVI 200

o -~

VTEP VTEP VTEP
Host 1 Host 2 Host 3
MAC1 MAC2 MAC3
IP1 P2 IP3
VLAN 100 VLAN 100 VLAN 200
VXLAN 5100 VXLAN 5100 VXLAN 5200
%75 IRB

%R IRB Tld. AJIVTEP &I VTEP O SN LA ¥ 2 BLNLA ¥ 3REFETLET, < IRB
TliE, W ODH LWiRBEENEA S TWET,

e LA¥3VNI:&TF LV FVRFAUVAZ VAL, Fy NU—THNDO—EDL A ¥ 3VNI
W= BT ENET, 2Oy IE, Xy hU—=ZNOTTOH VTEP
T—EHLTWARERHY £, T XTHOVXLANBL—F v F FF 7 1 v 27, VXLAN
~y B —HNDO LA ¥ 3VNI TH 7'M bLEI, %8 VIEP IZVRF 2> 7% 2 Mgt L4, ZEMO
VTEP (2 Z ™ VNI 24l L T, W%PvaF%%%T6%%ﬁ&6WW
aVTFFRARERELET, TOVNIE, 5—F% F1L—2TLA¥3
?7%/T~Va/%%ﬁ?ékb@%§»%@Ui?o
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e VTIEP L —&® MAC 7 KL & : % VTEP (Z1%, fthod VTEP 7% VNI
B—TF 4 v I TE 5l7ﬁ®y;<7A MAC 7 RLARH Y £, ZD MAC
T RUVAX, ZZTEHAV—F MAC 7 RLREMEENET, V»—FD MAC 7 RLA{E, v—F v F
VXLAN 347 v hOWNEFESHE MAC 7 RL 2 & LTSN ET,

K 51RT LIS, 27y BBAVNIANS VNIBIZEEEND &, AJ)VTIEP 334 v F& LA ¥ 3 VNI
V=T 47 LET, NERDFENE MAC 7 KL A% HF VTEP ®/L—% MAC 7 RL A |IZEX#Z, L141Y 3
VNI % VXLAN ~v #—|Zx= v a— K LUEY, ) VIEPIL, 77 &Mk Sniz VXLAN

Ry NeZET 5 & RPIC VXLAN

Ny X—ZHIBR LTy FOA TR EMER L E T, WiZ, WEANT Y B

ANy B —HPHRET, NENT Y b Ny X —D%5EH MAC 7 RLAIMBEDO MACT7 RLATH S0, LA ¥ 3
N—T 4 VITBRBREFEITLET, VXLAN ~o Z—D LA ¥ 3VUNIE, ZDL—F 1 TRBENFEITESND VRF
arTRANERELET,

& 5. R IRB &4 H L7 VXLAN L—F ¢ 7
= Egress VTEP
Ingress VTEP S-1P: VTEP-1 routes packets
routes packets D-IP: VTEP-4 from Layer 3 VNI
from source VNI Vl\jl: L3 VNI to the destination

to Layer 3 VNI
D-MAC in the
inner header is

N @

S-MAC: GW-MAC

D-MAC: Router-MAC-4

VNI and VLAN.

the egress VTEP
router MAC Sib: tizlhs

( @ S-MAC: GW-MAC
address. DHEB R D-MAC: H-MAC-2
S-IP: H-IP-1
d - -
S-IP: H-IP-1 Host 1 Host 2
D-IP: H-IP-2 H MAC-1 . H-MAC-2
H IP-1 H-1P-2

VNI-A VNI-B

XtFF IRB DOF R
*FIRB 5 L. AJ) VTEP X VNI L —F « > 7 D56 5% VNI

ERTAVENHY FHA, LIRS T, VIEP (X, o—H/b RA R &E-20H ) VNI

WZHHE SN2 E— bk AR D MAC
7 U AERE BB L OHRT 2 0EIIH Y HAL, ZOT e —FI2LY, VIEP TO MAC 7 KL A
T—7)b & ARP BHEOBEREN M ELET, 72L& 21X, R 6TIXVNI-B D3 XTOARA N MAC 7 KL X L& ARP
BEHEAS VTEP-1 ICAFAET DT H D FH A, TOME. L—TFT 47TV v 7%, JEXTR IRB
0 LIEMENE < 220 £97, Cisco NX-OS TR IRB #FE LT, mBERFELEAr—) v 72EHLET,
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X 6. S IRB 24 L72 VTEP VNI A R —2 v 7

[ Every VTEP needs to be only in VNIs
for which it has local hosts.

VTEPs don’t need to maintain MAC
address tables for VNIs for which
they don’t have local hosts.

) Fo=— \
VTEP VTEP VTEP VTEP
Host 1 Host 2 Host 3
MAC1 MAC?2 MAC3
IP1 P2 IP3
VLAN 100 VLAN 100 VLAN 200
VXLAN 5100 VXLAN 5100 VXLAN 5200

TV oY FALVBEUIPVRF A Y AZ 2 AD VNI

EVPN VXLAN 77> ME, TRZENNIET D VNI ZRo8EH O LA ¥ 2

Xy NI =0 5O ENTEET, TNHDOLAT 2Ry NU—JF ="~V Af Xy b T—T DTV v
RAAL L TE, ZHUHITBEMT 5 THND VNLIE, Z<DBE LA T 2 (L2) VNI EFREIET, VXLAN
MN—T 4 T INMERIGE,. %7 F > MATE#R IRB O L1 ¥ 3 (L3) VNI H 4B T4, VTEP (Z1%, VXLAN
EVPN DL A ¥ 2VNI DT RTCEZIFIYT Ty bE2EDBEZENTEETN, VXLAN BL—F 4 v ZTid LA ¥
3VNI 3MHE T, EVPN DT _TD VTEP IZRI L LA ¥ 3VNI BSRETY (M 7) .

X 7. TV oY RALVBEIWIPVRE A 24 20D VNI

vlan 200
vn-segment 20000

vlan 201
vn-segment 20100

Layer 3 VNI vlan 3900

name 13-vni-vlan-for-tenant-1
(VRF VNl) vn-segment 39000

vrf context evpn-tenant-1
vni 39000
r 4 N rd auto
Y / N address-family ipv4 unicast
N route-target import 39000:39000
route-target export 39000:39000
route-target both auto evpn

interface V1an200
no shutdown
Layer 2 VNI Layer 2VNI vrf member evpn-tenant-1

(Network VNI) 4{ (Network VNI) ip address 20.0.0.1/24

fabric forwarding mode anycast-gateway
interface Vlan201

no shutdown

vrf member evpn-tenant-1

ip address 20.1.0.1/24

fabric forwarding mode anycast-gateway

interface V1an3900
description 13-vni-for-tenant-l-routing
no shutdown
vrf member evpn-tenant-1
ip forward

EVPN
VTEPIX, B—Hh/ Ty RERA FMNBRZIE L7y M LTHEL y 7 7 v 7 LVXLANG 72 bz AT %
BE. Ny b ET U DT ARERBDENE IR E T, VXLANS Y X —TL A Y2 VNIE T LA ¥3
VNIZEHLES, V=T 47 3NET, 0O T v b~y X —D%5E5E MAC 7 R LA —71/L VTEP

B LTWRWES, =DV VIEP XL A Y 2R EFEITL, HETHARLERL LAY 2 VNI
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W DIHTZ L R ARARMIARyy b &7 )y LET, B—HLVIEP X, 2O LA ¥ 2VNI % VXLAN
Ny B—THDIABE T, TOBRE, EELRA N ESERA OB HRFR LA ¥ 2 7 o—FFy Xk
RFAALNZHY FT, 5EEMAC T RL 2R —H /L VTEP 24 v FICRT 554, D%V, n—H /L VIEP
DEFILFARDIP =1 0= THY | EEFEILHRANEFEILFA MNPRRD IP

Y7 Fy MTHDHEE. 7y MIv—A AV VIEP IZL > Th—T 47 &8nNE T, Z0HEE, L1Y 3
N—TFT 4 TR EFATLET, RIT, LA YIVNIZEL/N7 v M % VXLAN

Ny B—Zh 'L L, NESES MAC 7 KL 2% U E— k VTEP ®/L—% MAC

T RLVRICEERIET, VTSN VXLAN X7y b &ZET 5 L. VE— b VTEP IS IP
Ny B —IZEDSNWTHIDON—T 4  TRRBEEZFIATLE T, UL, ZE LTy hOREHsESE MAC

7 RLARNY E— |k VTIEP HIKIZBT 5720 TT,

VXLAN 737 S DA IP o~ X —NOD%EJ: VTEP 7 KL AL, 7o & —1A

F v NI =7 NOFEHEAA NOBFTE#N LET, VXLAN 7 v ME, FMFsE%%E 1P

T RVAIZESNWC, To&—Lb A X2y U= %N L THIIVIEP IIV—T 4 7 &NFET, X7y MR
VTEP [T 5 &, VXLAN ~v Z—H®D UNI DA S, A7y b7 v PEn5

VLAN, £7201337 v AL —FT 4 7 ENDHT T2 b VRE A U AZ U ANRESHET, BEDOEES. VXLAN
N~y —IL A ¥ 3VNI T a—RFInET, LAV I3VNIETF > b VREL—T 4 7

A VAL AT B TWA RS, I VTEP X, A—T ¢ 7 &7= VXLAN

Ny NEBOIRTF U N A—TF 4 T A VAR AR EE Yy S TEET, X812, kR IRB
TOZDEEOHEZRLET, ZO77a—FIcky, LA ¥v2LLA4¥3

DOEFF DT AT —2 5 DY R— NREZITRY ET,

X 8. KIFRIRB V—TF o 7 %M L7z VXLAN /37 MRk

IP Transport Network

S-IP: VTEP-1 Use VTEP addresses in the outer
D-IP: VTEP-2 header to route encapsulated
VNI: L3-VNI-A / packets to the egress VTEP.
S-MAC: Router-MAC-1 | S-IP: VTEP-1
D-MAC: Router-MAC-2 J D-IP: VTEP-2
S-IP: H-IP-1 /4 VNI: L3 -UNI-A Use Layer 3 VNI to

D-MAC: Router-MAC-4

N D-IP: H-IP-2 4 £ | dentity he tenant
S-MAC: F%ter-MACJ VRF instance.

ey -1P: H-1P-1
- B .S B.. N D-IP: H-IP-2
S-MAC: H-MAC-1 Hosid S-MAC: H- 2
D-MAC: H-MAC-2 D-MAC: H- Tenant A
S-IP: H-IP-1 H-MAC-1 S-IP: -MAC-2 VRF-A | | TenantB Tenant C
D-IP: H-IP-2 H-1P-1 5 L3-UNI-A | | VRF-B VRF-C
: VNI-A L L3-UNI-B | | L3-VNI-C
L3-VNI-A L3-VNI-A H-1P-2
VRF-A VRF-A

MP-BGP EVPN T® VTEP 7 HE L UERGTE

MP-BGP EVPN LLFiiE, VXLAN (ZIEHIfH 7 7 b 2 b_—2Z D VTEP E7 il A 5 = X A% VTEP

B ERBIET D HERH Y EFHATLE, 2D OFIBRIE. VXLAN N7 7 ¢ v 7 B EZ(ET D72 OICRER
VTEP % VNI &£ 7' A > MIHEICIRIATE 5720, EBEO VXLAN BRI CIIER /X2 U T 4

URAZ &6 LET,
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MP-BGP EVPN =2 b r—/L 7L — > Tid, VTEP T34 RN VTEP £ 72 13NED
BGP (iBGP) /— b U7 L7 % &® BGP A N—BEBRE LT HMENH Y £7, = KA A M NLRI ®
BGP H#HZ/M%x T, VTIEP X BGP #/r L CHHICET AR DOIERE A L £,

e L'A¥3VNI
e VTEP 7 FL R
o L—F MACT FL A

U &— k VTEP BGP %A /X—7>5 BGP EVPN /L — F B#H %2 %E4 % L4 <2, VIEP 3% D/L— b

T RREALRA L R HLDVIEP 7 KL A% VIEP 7 U R MBI LEYT, 2O VIEP v'7

VA NI, A7 VIEP E 7 OFFRIU A M & LTERHSNET, ZOFFAIY X NI VTEP

W, 2R RE L ETITFF A SN TV AW EIL L A S vET, b DR/ VTEP 225 D VXLAN
HTeMENT T 4w 7%, D VTEP IC X » CHEIESNE T,

F—4 7L — ¥R TIE, BGP EVPNVTEP i%, #FAl U X MZ& 5 VTEP 7 /5 D VXLAN
BTy P OB EZITANET, Liz2-> T, MP-BGP EVPN X711 b =1L _—2 7D VTEP
T A ATNY L VXLAN F—"—L A ~T 7 1 v 7 OFfF % BGP F#¥ VTEP

DIHIZHIET HHEEEEBEAL T ET,

VTEP v 7 0% 8 2R+ 2% VTEP 7 KL 2 & & $12, BGP EVPN /L'— [ Z VTEP /L— % & MAC

7 FLRAEEGEELET, % VIEP IZIZL—Z D MAC 7 RLARH Y £9, VTEP ®/L—% MAC 7 K L 278 MP-
BGP #/r LCEME S ., D VTEP IZ L - CHFB X5 &, ftho VIEP 1% % VTEP

7oL LTHEA LT, VXLAN B CLr—F 4 v 7 ENT-3% v b & ZF D VTEP

BT T LET, —F D MAC 7 KL &%, /L—F v K VXLAN ONER%E G MAC

T RLRE LTI a8 NET,
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X2 VT 4 LT 272012, BEfFD BGP Message Digest 5 (MD5) §8iiE% BGP 1A 73—
oy va VICHBICHEATE 2720, A4 v FHREFNIEEE S 117-MD5 Triple Data Encryption
Standard (3DES) THIAIZIEFICFRFEE IS £ T, MP-BGP EVPN /L — k& XX#i9 5 728D BGP
FAN—NIR D Z LN TE EH A, MP-BGP EVPN @ BGP A /N—385EiE, LIFiIZ BGP
THR—FEINTWEDO LR UFETHREINE T, KICHZRLET,

On VTEP-1

router bgp 100
router-id 10.1.1.101
log-neighbor-changes
address-family ipv4 unicast
address-family 12vpn evpn
neighbor 10.1.1.102 remote-as 100 = Can be configured using the command-

password 3 a667d47accl8eabb line interface (CLI) with a clear password:

update-source loopbackD password cisco123. The system will

address-family ipv4 unicast icall h hi d
send-community both ~ automatically change this pgsswor to.a

address-family 12vpn evpn 3DES-encrypted password in the running
send-community both configuration display.

= Both neighbors need to have the exact
same password.

On VTEP-2

router bgp 100
router-id 10.1.1.102
log-neighbor-changes
address-family ipv4 unicast
address-family 12vpn evpn
retain route-target all
neighbor 10.1.1.101 remote-as jZ00
password 3 a667d47accl8eabb
update-source loopbackO
address-family ipv4 unicast
send-community both
address-family 12vpn evpn
send-community both

W1z, Cisco NX-OS TD VNI E7 DRATF— X A L EROFRHI %R LET,

VTEP1-1# sh nve peers

Interface Peer-IP State LearnType Uptime Router-Mac

nvel 10:%+1.102 Up CP 1w3d 6412.2574.6ae7
nvel 10.1.1.134 Up CP 1w3d 7c69.fedf.e71f
VTEP-1+#

VTEP-1# sh nve peers peer-ip 10.1.1.102 det
Details of nve Peers:

Peer-Ip: 10.1.1.102

NVE Interface : nvel

Peer State : Up

Peer Uptime : 1lw3d

Router-Mac : 6412.2574.6ae7

Peer First VNI : 20100

Configured VNIs : 20000,20100,21000,21100,39000,39010

Provision State : add-complete

Route-Update 3 Yes

Peer Flags : DisableLearn

Learnt CP VNIs : 20000,20100
VTEP-1+#
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MP-BGP EVPN O 8l c=—F%F% A N F— U= A

MP-BGP EVPN Ti&, RIU MBS — 7 =A IP 7 RL R LMY — 7 =1 MAC

T RVAZYHR—bFTDHZET, VNINOVTIEP 2 IP Y%7 %y FNOTY K KRR FOpHHMT=—F 5 X |
P x2AI2T5ZENTEET (W9 . EVPNODTZ=—F ¥ A N ¥'— U = A REAM AT 5 &, VNI
WOZY RARAME, ZOVNIOT—HNVVIEP 25 7 4/V s = U= L LTHERALT, IP

BT Ry RO N T 7 4 v 7 R ETEET, ZOMREICLY ., VXLAN F——1L A X v hT—7 DT> K
RARNOD ) —=ANT R T T 4w 7 ORERELGEDFTRRIZRY £, Sz =—% v 2 I

F—= R T zA1E, VXLAN ==L A Xy hU =7 TOI—ALLVA KA |

TEUT A OFELIRELET, =T =A IP LRI MAC 7 KL 21X VNI NDT_TD VTEP

TRILL TR a=r 7 E8NDH, =2 K RA R VTEP 253D VTEP

BB 258, Y~ bFU A MAC 7 RLAZFFEETLH2OIC80 ARP ERAZEEFETHMLETH Y THA,

X 9. MP-BGP EVPN Oyl =—% ¥ Xk 5 — f D = A

# VLAN to VNI mapping
vlan 200
vn-segment 5200

# Anycast Gateway MAC, identically configured on all VTEPs
fabric forwarding anycast-gateway-mac 0002.0002.0002

# Distributed IP Anycast Gateway (SVI)
# Gateway IP address needs to be identically configured on all

" VTEPs
The same anycast gateway Interface wian 200

virtual IP address and MAC [ \
address are configured on all | BoRca o X.

7 vrf member Tenant-A
VTEPs in the VNI. ip address 20.0.0.1/24
fabric forwarding mode anycast-gateway
\ \\

Host 1 Host 2 Host 3 Host 4
MAC1 MAC2 MAC3 MAC4
IP1 P2 IP3 P4
VLAN A VLAN A VLAN A VLAN A
VXLAN A VXLAN A VXLAN A VXLAN A

MP-BGP EVPN T® ARP il
ARP #fliZ MP-BGP EVPN 2> ha—/L L — 2 C k- T S N IEKEETH Y . ARP
FERNOLDOTa—REY AN T 7407 lEoTHLDRY NU—2 7T 9T 4 7 2BELET,

VNI IZxF LT ARP Ml 2 A5 &, 2D VIEP 12T EH, VNI & Z 2> hROBEMOD IP

AR R EFNBITEERNT B MAC 7 FL 2D ARP il % v o= T— 7V &#EF LE3, X 10
WRTE I, VNILOTZY R AR RBPIOTY RABFARIP T RLUAD ARP BxRAZ%R(ETLHE, Tonr—7L
VTEP 78 ARP Bisk A A v #—t 7 R L, ARP #iffilF ¥ v 2 5 —7/LIND ARP &iL7- IP

TRV R%EF v LET, —BRROP-75E, m—H/VVIEP X, VE—F = F AR MRS T
ARP [ ZXELET, v—H/N KRA MI, ARPIGETY E— kK A D MAC

7 FLREFEELET, m—0/L VTEP O ARP T —7 /LI ARP &2 IP 7 R L ANRARWEEES, VNI
WO VTEP IZ ARP Ek%2 77 v 5 47 LET, ZD ARP

75T 4 TE Ry U= HNOYFA L b RA ~DEYID ARP

SR CRAETHAREMERD Y £+, Xy hU—ZNO VTEP IZ, BIOFEA RRBZED IP T KL AD ARP
FREZEGF L, ARPIGEZIRETHET, WA LU N HRAMDPOLD NI 7 4 v 7 B2 LERA, R—TL
VTEP 3 YA L h IRA RO MAC 7 KL R L IP 7 RLREEET S L ZOE#HIZ MP-BGP EVPN
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avbo—)L =220 LTHOTRTO VTEP ICEUE SN Ed, %D ARP
BEWRIZT T T4 T T HXETH Y R AL

WFEAEDZ Y REFANMI, T4 TR0 ERIZR Y NI =217 T U AT 572912 GARP $£721%

RARP ZRk 2% E4 5720, u—Hh/L VIEP 3T ICMAC BE NP 7 L AEEE L, ZDOfF#R%E MP-BGP

EVPN =22 hr—/L FL—2 %4 LT VTE PICERAITE £3, L7225 T, VXLAN EVPN
DIFEAEDT VT 4772 IPAHANL, v—hINV T—=7FkiFarybe— 71— R"—=Z2D U E— |k

TV T OWTHIINTVIEP IZE > THEEINET, ZORE., ARPIIFICE Y, A A~ ARP

FEHHECL > B EREINDIXY NT—F 7T 0T 4 I REBY LET,

X 10. MP-BGP EVPN T ARP il
IP Address | MAC Address | VLAN Physical Flags
Interface Index
(ifindex)
IP-1 MAC-1 E11 Local
IP=2 MAC-2 Null Remote
IP-3 MAC-3 10 Null Remote
VTEP-1 intercepts the ARP request
and checks in its ARP suppression
cache. It finds a match for IP-2 in .t-
VLAN 10 in its ARP suppression cache. ;._.a Leaf
, Host 1 Host 2
VTEP-1 sends an ARP response MAC1 MAC2
back to Host-1 with MAC-2. IP1 IP-2
VLAN 10 VLAN 10
VXLAN 5000 VXLAN 5000

Host-1 learns the IP-2 and MAC-2 o Host-1 in VLAN 10 sends an
mapping. ARP request for Host-2’s IP-2
address.

MP-BGP EVPN VTEP D&
“I%. MP-BGP EVPN VTEP O E FIROMEZ R L E7,

AT w7 1, £ VTEP 21 v FOMMREELFEITLET,
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Enable the VXLAN and MP-BGP EVPN control plane.

feature vn-segment-vlan-based

feature bgp —_—— ]

nv overlay evpn

feature nv overlay |

et

Enable VXLAN.

Enable VLAN-based VXLAN (currently the
only mode).

|

Enable BGP.

ﬂ\\\\\‘\\\\\\\\‘~\\

Other features may need to be enabled.

Enable the EVPN control plane for VXLAN.

feature ospf
feature pim

Enable Open Shortest Path First (OSPF) if it’s
chosen as the underlay Interior Gateway
Protocol (IGP) routing protocol.

feature interface-vlan

Enable IP Protocol-Independent Multicast
(PIM) routing in the underlay network.

‘\\\\\\\\\\\\\

Enable VLAN switch virtual interfaces (SVIs)
if the VTEP needs to be the IP gateway and
route for the VXLAN VLAN IP subnet.

AT 97 2. EVPN 57> FVRF A VAKX AR ELET,

WIZ, 2 ODTF 2 B VRE A VAKX AD

RIEGIZ R LET,

vrf context evpn-tenant-1

Create a VXLAN tenant VRF instance.

vni 39000

rd auto w

address-family ipv4 un
route-target both auto
route-target both auto evpn-\\\\\

Specify the Layer 3 VNI for VXLAN routing for
this tenant VRF instance.

Define the VRF route distinguisher.

vni 39010

rd auto

address-family
route-target
route-target
route-target
route-target

vrf context evpn-

tenant-2

ipv4 unicast

Define the VRF route target import and export
policies in address-family ipv4 unicast.

This example uses route-target auto-
generation for this VRF.

import 100:39010
import 100:39010 evpn
export 100:39010

export 100:39010 evpn

Create a second tenant VRF instance
following the preceding steps.

The example uses manual configuration for
route-target import and export policies.

2T 97 3. TF U MVRE AV AF AT LT LAY 3VNI 2B L £,
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vn-segment 39000

interface V1an3900
description 13-vni-for-tenant-1l-routing
no shutdown

vrf member evpn-tenant-1 —u = |
ip forward

vrf context evpn-tenant-1
vni 39000
rd auto
address-family ipv4 unicast
route-target import 39000:39000
route-target export 39000:39000
route-target both auto evpn

vlan 3901
name l1l3-vni-vlan-for-tenant-2
vn-segment 39010

interface V1an3901

description 13-vni-for-tenant-2-routing
no shutdown

vrf member evpn-tenant-2

ip forward

vrf context evpn-tenant-2
vni 39010
rd auto
address-family ipv4 unicast
route-target import 39010:39010
route-target export 39010:39010

vlan 3900
name l3-vni—vlan—for~tenam_

Create the VLAN for the Layer 3 VNI. Create one
Layer 3 VNI for each tenant VRF routing
instance.

Create the SVI for the Layer 3 VNI. Put this SVI in
the tenant VRF context. The command “ip
forward” enables prefix-based routing for the VNI
IP subnet. It's needed to complete the initial
routing to silent hosts in the VNI network.

Associate the Layer 3 VNI with the tenant VRF
routing instance.

Define the Layer 3 VNI for a second tenant
following the preceding steps.

route-target both auto evpn

AT v/ 4,

LA ¥ 2%y hU—2ZDEVPN LA ¥ 2VNI Z&HELET,

ZOFINETHEH, VLAN ZL A ¥ 2VNIIZv v B L, EVPN RT A= EEFRLET,

vlan 200
vn-segment 20000

vlan 210
vn-segment 21000

evpn
vni 20000 12

Map the VLAN to the VXLAN VNI.

Under the EVPN configuration, define the

rd auto

route-target import auto

route-target export auto
vni 21000 12

rd auto

route-target import auto

route-target export auto

AT 75,
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vrf member
ip address

interface V1an200
no shutdown

fabric forwarding mode anycast-gateway

interface V1an210

evpn-tenant-1

Create the SVI for a Layer 2 VNI. Associate it
with the tenant VRF instance.

20.1.1.1/8

e

All VTEPs for this VLAN and VNI should have

the same SVI IP address as the distributed IP

gateway.

Enable the distributed anycast gateway for this

o S VLAN and VNI.
vrf member evpn-tenant-1
ip address 21.1.1.1/8
fabric forwarding mode anycast-gateway
AT 97 6. EVPN Sl =—F% ¥ X b /= b= ZRELET,

ZOFEIZIE, K VIEP Do=—F ¥ A K F'— b7 =2 A {REMAC 7 RL AL L VNI OD=—F ¥ X |

T—=brU=AIP7T

RLZ2DRENEGENET,

EVPN RFAA VHADTXTOVTEP L, 74V FIP A — U A & L THRET ZHEED VNI
LT, Alm=e—F ¥y A M F— V2 FEMAC 7 RLALFELZ=—Fy A F—Fr Tz A IP
T RUAZROMERH Y ET,

Configure the distributed gateway virtual MAC

address:

= Configure one virtual MAC address per VTEP.

* The anycast gateway MAC address must be same
on all switches that are part of the distributed
gateway.

[

no shutdown

vrf member evpn-tenant-2
ip address 21.1.1.1/8
fabric forwarding mode anycast-gateway

T
fabric forwarding anycast-gateway-mac 0002.0002.0002

interface V1an210

Configure the virtual IP
address:
= All VTEPs for this VLAN

must have the same
virtual IP address.

Enable the distributed gateway for this VLAN.

AT oL T. VXLAN R b A B2 —T = A A nvel &

Z B T £
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interface nvel

no shutdown /
source-interface loopback0 B
Define BGP as the mechanism for host

host-reachability protocol bgp reachability advertisement.

member vni 20000
Associate tenant VNIs with the tunnel interface

SUpprass -arp \ nvel. Define the mcast group on a per-VNI

mcast-group 239.1.1.1 basis. Enable ARP suppression on a per-VNI
member vni 21000 basis.

suppress-arp

. Specify loopback0 as the source interface.

mcast-group 239.1.1.2

Add Layer 3 VNIs: one per tenant VRF
instance.

member vni 39000 associate-vrf

member vni 39010 associate-vrf

. This is the loopback interface to the source
interface loopback 0 VXLAN tunnels.

ip address 10.1.1.11/32
ip ospf network point-to-point

ip router ospf 1 area 0.0.0.0
ip pim sparse-mode
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2T 97 8.

VTEP T MP-BGP Z&E L7,

neighbor 10.

neighbor 10.

router bgp 100
router—1d 1041111
log-neighbor-changes

address-family ipv4 unicast~"4~,_~—~—~“”’~’¥#"

address-family 1l2vpn evpn

update-source loopback0

address-family ipv4 unicast

address-family 1l2vpn evpn
send-community extended

update-source loopback0

address-family ipv4 unicast

address-family 1l2vpn evpn
send-community extended

vrf evpn-tenant-1
address-family ipv4 unicast
advertise 1l2vpn evpn
vrf evpn-tenant-2
address-family ipv4 unicast
advertise 1l2vpn evpn

1.1.1 remote-as i;a“‘~‘“~—~"““-~ﬁ

1.1.2 remote-as 100

Use address-family ipv4 unicast for prefix-
based routing.

Use address-family 12vpn evpn for evpn host
routes.

Define the MP-BGP neighbors. Under each
neighbor, define address-family ipv4 unicast
and |12vpn evpn.

Send extended community in address-family
12vpn evpn to distribute EVPN route attributes.

Under address-family ipv4 unicast for each
tenant VRF instance, enable advertising for
EVPN routes.

AT w79,

iBGP /L— K U7 L7 ZHHRELET,

router bgp 100

remote-as

neighbor 10.
neighbor 10.
neighbor 10.

neighbor 10.

router-id 10.1.1.1
log-neighbor-changes

address-family ipv4 unicast-'”’”"’4”’~’_~"”—~

address-family 12vpn evpn
retain route-target all
template peer vtep-peer

100 \
update-source loopback0

address-family ipv4 unicast
send-community both
route-reflector-c1ien;‘_“ﬁh_‘\*“*“‘--ﬁ“
address-family 12vpn evpn
send-community both
route-reflector-client
inherit peer vtep-peer
inherit peer vtep-peer

inherit peer vtep-peer

inherit peer vtep-peer

Use address-family ipv4 unicast for prefix-
based routing.

ikl

1k bl

1L SdE S ALE

1.1.14

Use address-family 12vpn evpn for EVPN
VXLAN host routes. Retain all the route-target
attributes.

Use an iBGP route-reflector client peer
template.

Send both standard and extended
communities in address-family ipv4 unicast.

Send both standard and extended
communities in address-family 12vpn evpn.

MP-BGP EVPN VXLAN O{f8AR— ~ F ¥ x/L VTEP

48R — FF ¥ FL (VPC) VTEP iZ, vPC & VXLAN @ 2 ©DF 7 ) i P—E#laEbhd T, VIEP

T NA AL~V DTLEEERME L E T, vPC 24 v FOT X, WU VIEP 7 KL A (=—%+ & k VTEP
7 RLREBMEEND) Z#IF L, B VIEP & L THREL £9, *y hU—Z N VTEP

I, T=—%¥Y A NVTEP 7 RLAZEFOH D VTEP L L T2 250D AA v F2iB# LET, 5D vPC VTEP
AL TP L CWBEE, TI7T 471777 4 7R ETE—K =7 LET, 150D vPC

AL o FRET U LIcHE. MOAAL v TN NT7 7 4 v 7 ARMREEFI ST, FERAEICL > TVPC

NI SN T A ZADHE e Kb D Z Liddh 8 A,
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Cisco NX-OS ® MP-BGP EVPN =2 h rm—/L L —>{%, vPC VTEP

LEBBANCENET S L IcFEESNTWET, MP-BGP EVPN =2 hr—/L 7L — 2 Tl&, vPC VTEP % VTEP
BEEO T =—% ¢ 2 N VTEP 7 KL 2 & FF OB — R #L VTEP & L THERE Lt £ 923, MP-BGP O#lsin b I
200D T 4T 4L LTEMELE T, ZNHIEBGP ICH LTREALDL—% ID &b, BGP 7 LD
BGP A N—BiE MR 2 RN L. EVPN b— F 2 ERNCT FNZ A4 XL £, EVPN

=T, MHFEbT=—F ¥ ARVIEP 7 NLA&ZFR 7 A b Ry P& LTHAT 5720, UE—k VIEP
IIFBEINTEVPN L— M EER L, B 7EMMEENT 7 > hOAWEEIP ~v X —DFad s L To=—%F v 2 K
VIEP 7 RLAZEHA LT ATy hah T LET,

EVPN vPC VTEP &7

VPC VTEP %A1 »FIi%, VXLAN k> %/l (interface nvel) OEEITLD VIEP 7 RL AL LT, —F Ry
A Z =Tz ZADE I FYIPT FLAZRERTL X9 ICBESNLET, EVPN VXLAN

REDOFKY OFTIE, HMHEDOH— VTEP OBA LR U TT, MDA v T, FAEDAL—H ID

ZE L2 E o BGP B ENMETY, X 1112, MP-BGP EVPN vPC VTEP Offfi& %7~ L £¥, MP-BGP
1%, EVPN /L— b BGP i &4 5 L &2, RZ7 A b Ay FE L To=—F%% 2k VTEP
TRUVAERERALET,

X 11. MP-BGP EVPN vPC VTEP

Underlay IP Network

BGP Router ID 2
BGP Router ID 1

vPC VTEP with
Anycast VTEP
Address

Layer 2 Link
Layer 3 Link

VPC VTEP EFIZWITR LET,

vPC VTEP-1 &
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interface nvel This is the VXLAN tunnel

no shutdown
Interface loopbackO is the source of

source-interface loopback0
the VXLAN tunnels.

host-reachability protocol bgp
member wvni 20000

suppress-arp

mcast-group 239.1.1.1
member vni 20100

suppress-arp

mcast-group 239.1.1.2
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member vni 39000 associate-vrf

interface loopback0

ip address 10.1.1.13/32 This secondary IP address is used as

: the anycast VTEP address. Both vPC
ddr 10.1.1.134/32 d
= dei sy VTEPSs need to be configured with the

ip ospf network point-to-point exact same anycast VTEP address.
ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

router bgp 100 - -
. The BGP instance has its own router
router-id 10.1.1.13 ID: 10.1.1.13.

log-neighbor-changes
address-family ipv4 unicast
address-family 12vpn evpn
neighbor 10.1.1.1 remote-as 100
update-source loopbackO
address-family ipv4 unicast
address-family 1l2vpn evpn
send-community extended
neighbor 10.1.1.2 remote-as 100
update-source loopbackO
address-family ipv4 unicast
address-family 12vpn evpn
send-community extended
vrf evpn-tenant-1
address-family ipv4 unicast
advertise 12vpn evpn
evpn
vni 20000 12
rd auto
route-target import auto
route-target export auto
vni 20100 12
rd auto
route-target import auto
route-target export auto
vrf context evpn-tenant-1
rd auto
address-family ipv4 unicast
route-target import 39000:39000
route-target export 39000:39000

route-target both auto evpn

n9396-vPC-VTEP-1#
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vPC VTEP-2 RE

1BEGEEAES Hhl This is the VXLAN tunnel interface.

no shutdown

source-interface loopback0

host-reachability protocol N Interface loopbackO is the source

member vni 20000 of the VXLAN tunnels.

suppress-arp
mcast-group 239.1.1.1

member vni 20100
suppress-arp

mcast-group 239.1.1.2

member vni 39010 associate-vrf

This secondary IP address is used
as the anycast VTEP address.
Both vPC VTEPSs need to be
configured with the exact same
anycast VTEP address.

interface loopback0
ip address 10.1.1.14/32
ip address 10.1.1.134/32 secondary

ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

router bgp 100

. The BGP instance has its own
SauEsE-28 10,11 router ID: 10.1.1.14.

log-neighbor-changes
address-family ipv4 unicast
address-family 1l2vpn evpn
neighbor 10.1.1.1 remote-as 100
update-source loopbackO
address-family ipv4 unicast
address-family 1l2vpn evpn
send-community extended
neighbor 10.1.1.2 remote-as 100
update-source loopbackO
address-family ipv4 unicast
address-family 1l2vpn evpn
send-community extended
vrf evpn-tenant-1
address-family ipv4 unicast
advertise 1l2vpn evpn
evpn
vni 20000 12
rd auto

route-target import auto
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route-target export auto

vni 20100 12
rd auto
route-target import auto
route-target export auto

vrf context evpn-tenant-1

rd auto

address-family ipv4 unicast
route-target import 39000:39000
route-target export 39000:39000

route-target both auto evpn

n9396-vPC-VTEP-2#

VPC VTEP MP-BGP A7 —#% X & EVPN /L — h DFEHr
MP-BGP A /X—|Z & - T, VPCVTEP 1 2 DOfEBD R A N—L L TCERENFET, KIZ, vPC VTEP @ BGP
FA =750 show bgp 12vpn evpn summary O H /16457~ LET,

spine-9508-1# sh bgp 1l2vpn evpn summary

BGP summary information for VRF default, address family L2VPN EVPN
BGP router identifier 10.1.1.1, local AS number 100

BGP table version is 75, L2VPN EVPN config peers 4, capable peers 4
13 network entries and 13 paths using 1716 bytes of memory

BGP attribute entries [12/1728], BGP AS path entries [0/0]

BGP community entries [0/0], BGP clusterlist entries [0/0]

Neighbor \Y AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
10 oloedes Ll 4 100 8247 8262 75 0 0 5d17h 6
10.1.1.12 4 100 8254 8259 75 0 0 1d08h 3
10:.1.1.13 4 100 8258 8409 15 0 0 1d1l6h 2
10:1.1.14 4 100 8257 8455 75 0 0 1d16h 2
I

The two vPC VTEPSs are shown as
two separate BGP neighbors.

25D VPCVTEP (X, BGP X7 A h Ay F e R LT=—%+ A N VTEP 7 KL 2T EVPN

N—h&T RNZAXLET, 22O VPCVTEP 26D /— K~ T RARZ A XA OB ZRITRT LET,
VTEP-1 DFH

n9396-vPC-VTEP-1# sh bgp 1l2vpn evpn neighbors 10.1.1.1 advertised-routes

Peer 10.1.1.1 routes for address family L2VPN EVPN:
BGP table version is 94, local router ID is 10.1.1.13
Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-
injected
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Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 10.1.1.11:32967

Route Distinguisher: 10.1.1.11:32968

Route Distinguisher: 10.1.1.11:32977

Route Distinguisher: 10.1.1.12:2

G ; . . The next hop is the anycast VTEP
Route Distinguisher: 10.1.1.12:6 address 10.1.1.134

Route Distinguisher: 10.1.1.13:32967 (L2VNI 20
*>1[2]:[0]:[0]:[48]:[0000.1330.e586]: .0.01/216

10.1.1.134 100 32768 i
*>1[2]:[0]:[0]:[48]:[0000.1330.e586]:[32]:[20.0.0.98]/272
10.1.1.134 100 32768 i

Route Distinguisher: 10.1.1.13:32977 (L2VNI 21000)

Route Distinguisher: 10.1.1.14:32967

Route Distinguisher: 10.1.1.13:3 (L3VNI 39000)

n9396-vPC-VTEP-1#
VTEP-2 DA,

n9396-vPC-VTEP-2# sh bgp 1l2vpn evpn neighbors 10.1.1.1 advertised-routes

Peer 10.1.1.1 routes for address family L2VPN EVPN:
BGP table version is 117, local router ID is 10.1.1.14
Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-

injected
Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup
Network Next Hop Metric LocPrf Weight Path

Route Distinguisher: 10.1.1.11:32967

Route Distinguisher: 10.1.1.11:32968

Route Distinguisher: 10.1.1.11:32977

Route Distinguisher: 10.1.1.12:2
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Route Distinguisher: 10.1.1.12:6

The next hop is the anycast VTEP
Route Distinguisher: 10.1.1.13:32967 address 10.1.1.134.

Route Distinguisher: 10.1.1.14:32967 (L2VNI
*>1[2]:[0]1:[0]:[48]:[0000.1330.e586]: .0.0.0]1/216

10.1.1.134 100 32768 i
*>1[2]:[0]:[0]:[48]:[0000.1330.e586]1:[32]:[20.0.0.98]/272

10.1.1.134 100 32768 i
Route Distinguisher: 10.1.1.14:32977 (L2VNI 21000)
Route Distinguisher: 10.1.1.14:3 (L3VNI 39000)

n9396-vPC-VTEP-2#

> VTEP Tik, X7 A bRy 7L L TCm=—%x X ;s VTEP Zff L T EVPN

= IRFEINET, ROA=y NI, BIROBITT RAY A szt D LR EAL— DY E— b VTEP
©. show bgp 12vpn evpn 15D H DT,

Route Distinguisher: 10.1.1.14:32967

* 1[2]:[0]:[0]:[48]:[0000.1330.e586]1:[0]:[0.0.0.0]1/216

10.1..1.134 100 01
21 10.1.1.134 100 01
*>1[2]:[0]:[0]:[48]:[0000.1330.e586]1:[32]:[20.0.0.98]/272

1011134 100 01
* 10.1.1.134 100 01

MP-BGP EVPN VXLAN 7 7 7' U v 7 OF%5

HLWAT—=F TN T =% B ¥ — Xy NT—7 ZEATOBRIC, 2 BASS T RV—=7 77T Vw7
T—=XT 7 F v 2ET oM A TVwET (KM12) , 2

777V vy 7RENCED . Ry U — 7 OPRRICHE R FARIEDS R AL S 4L, BRI R BT 5T
Vir—ya Oz ET 5 BHICHIETEEd, 777U v 27 3L A ¥ 3Fy hU—2 L LTEEL, Open
Shortest Path First (OSPF) . BGP. I & " Intermediate System to Intermediate System (IS-

IS) e EDOBFO LAY 3 N—TFT 4> 7 7 v f a/VOEFFEHZOLEME L IEEZRIE L ET,
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B 12. QHANA Y V=T T T Y v T—%F I F

iil Iﬁi T
IP-Network
with-Layer-3-ECMP-Load Sharing

e B B B W e

ed - < . . L. P

LAY 3777V ITiE, bAF¥2 FALUNKZ) —T AL v FOFIZEENET, =2 v a—FT 407
J— R OBE#ENR LAY 2

BEREBMR ZRITR E 327 7V r—2a Tk, ZORFHIE > TV —27 v— ROEEDHIR S5 fREER & 0
%9, VXLANiZL A ¥ 3777V v 7 ETLAY2

RAAL U ZPEL, V—7 v— REEOFHEMELZ EHTL7-DICEBHATEET, 22Tk, v— Midfi &~

FF v —DHR— MM MP-BGP EVPN =2 ho—/L 7 L— &4 % VXLAN
777V v ORI AT Y a N OWTIHRH L ET,

Spine

MP-BGP EVPN i, BGP OH LWT KL A 772U THV, 7 KLA 77 2 UIZIKF L2\ BGP
DAN=ALEHEHLET, iIBGP £721% eBGP

OFERIIMNAETIED Y A, ZOFKEICEY ., MEIIBEDT —& & % — BGP #&ith & MP-BGP EVPN
VXLAN BEFHIAZIIBITCE LT, 207 7 —F Tk, BGP

HEY AT L% B (ASN) 0D B CHLEIKIITZET, ZDOEZ 3Tk, MP-BGP EVPN 1 X (! MP-
eBGP EVPN #&Et O F &= L £,

MP-iBGP EVPN ZfEH L7z VXLAN 777V v 7

MP-iIBGP EVPN ##FTld, T?D MP-BGP A t"— 1 —3[F U BGP Hifts AT AMIZH Y £, iBGP

7Y 7 bARrCERFEET S7290I1Z, iBGP L— |k

VIV I ERFRy NI =T IZEASINDZ NI BV ET, TV ¥ =LA Xy NT—ZDVIEP 7 NLRIZIP
BIFEFREME 28T D 72012, BIRLZIGP V—T ¢ >

I halLEEATEETY, VI MV TOMEEL A=) T LI T, iBGP b— b

VIV 7 21E, AL ATV ERITY—7

LAYXYONWTINICEETDSZ b, HHT AL ACEHE L CTHEEEZE5D 2 b TEET,

2L VED MP-BGP L— K V7L &

ZOFREHTIZ, V—7 AA v FITVIEP 5314 A T3, MP-IBGP &, A1

AL v FTEITSINTNDIL— R T VLI HZORT 2RO T #FTLET, TOXFTIE, BRLEASA
T34 A2 MP-BGP EVPN V7 b 7 = THSREDN LTI 28, VTEP THAHMEIH Y T8 A,

131F. A4 LA ¥ITIBGP L—F V7L 27 % (RR) Z$>MP-iBGP EVPN VXLAN

777 Vv OflERLTNET, ZORFTIE, 4 VIEP U —7I122 DD A/3A > BGP /L— |

V7L 72 ThdH2O0DIBGP XA N—RHVET, H£AXA U BGPL—hM VT LI X F, A—RF UV TLIH
IIAT RELTTRTOVIEP V—7 /— R%&FH, VIEP V—7 /— RO EVPN b— h &L E5,
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X 13. ANRA Y LAY DONL— K VT LT ZEER LT MP-BGP EVPN VXLAN 7 7 7' U v 7 3% 7E

VXLAN Overlay
MP-iBGP EVPN

WO, ZOEFO VIEP YV —7 /J— RTO MP-BGP €%~ L CW\WET,

n9396-vtep-1# sh run bgp

!Command: show running-config bgp
!Time: Fri Jan 23 07:38:48 2015

version 7.0(3)I1(1)
feature bgp

router bgp 100
router-id 10.1.1.11

log-neighbor-changes

Configure the two spine BGP route reflectors
as two iBGP neighbors. Under each
address-family 12vpn evpn neighbor, send extended community in
neighbor 10.1.1.1 remote-as 100 ——— address-family I2vpn evpn. EVPN routes use
extended community to carry EVPN
attributes.

address-family ipv4 unicast

update-source loopbackO

address-family ipv4 unicast
address-family 12vpn evpn
send-community extended
neighbor 10.1.1.2 remote-as 100
update-source loopbackO
address-family ipv4 unicast
address-family 12vpn evpn

send-community extended

vrf evpn-tenant-1 Advertise EVPN routes to address-family
ipv4 unicast. This step is optional. It's needed
in case this VTEP routes to an external
advertise 12vpn evpn device such as a WAN edge router and
evpn needs to distribute EVPN routes to the

vni 20000 12 outside.

address-family ipv4 unicast

rd auto

route-target import auto

route-target export auto
vni 20100 12
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rd auto
route-target import auto
route-target export auto

vni 21000 12
rd auto
route-target import auto
route-target export auto

vni 21100 12
rd auto
route-target import auto
route-target export auto

vrf context evpn-tenant-1

rd auto

address-family ipv4 unicast
route-target import 39000:39000
route-target export 39000:39000
route-target both auto evpn

vrf context evpn-tenant-2

rd auto

address-family ipv4 unicast
route-target import 39010:39010
route-target export 39010:39010

route-target both auto evpn

n9396-vtep-1#
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wDENZ, A4 BGP L—k U7 L7 Z® MP-BGP #EX <L TWET,

feature bgp
nv overlay evpn
router bgp 100

Enable MP-BGP |2vpn evpn.

router-id 10.1.1.1 Use address-family 12vpn evpn for VXLAN
log-neighbor-changes EVPN routes. The original route-target
address-family ipvd unicast attributes must be retained while advertising
address-family 12vpn evpn EVPN routes from one iBGP route-reflector

retain route-target all client to the others. This requirement is

important to allow the routes to be received by
template peer vtep-peer the other route-reflector clients.

remote-as 100

update-source loopback0 \

address-family ipv4 unicast " Use the iBGP RR client peer template.

send-community both
route-reflector-client

b Lo e s Send both standard and extended community
BancfocaeuniSviieth in address-family I2vpn evpn.
route-reflector-client

neighbor 10.1.1.11 | VTEP leaf nodes are iBGP route-reflector

inherit peer vtep—pM clients.

neighbor 10.1.1.12
inherit peer vtep-peer

neighbor 10.1.1.13
inherit peer vtep-peer

neighbor 10.1.1.14
inherit peer vtep-peer

Y—7 LA ¥D MP-BGP L —F+ Y7L &

ALV LAY ~DBGP L— b U 7 L7 XDOEEIL. MP-iIBGP EVPN

DEEERFRF T, BIR LT A28 U F /34 ZBMP-iBGP

EVPNT'a haroy 7 by =T #iEZ ¥R — L, EVPN/L— k OMP-

iBGP7 v 77— FNEMEB L OEAATEL L 2ICT2XERH Y 3, A1 T34 ZH MP-BGP EVPN
EFEITTEROVEAIX, BGP L— MU 7 L7 ZEEZ Y —7 LA VICBEHTALERHV EJ, V—7

A A T TiE MP-BGP EVPN 55 L OV VTEP #RER Y R— hanEd (K 14) .

X 14. V—7 LAY TOBGP V—% V7 L7 Xfex il L7- MP-BGP EVPN 7 7 7' U v 7 &Gt
VXLAN Overlay

Spine switches are not capable
of running MP-BGP EVPN.

Leaf switches are chosen to
provide iBGP route-reflector
functions to the other iBGP
VTEP leaf nodes. All other leaf
nodes peer with them through
iBGP.

i

Cisco Nexus 9300 Cisco Nexus 9300 Cisco Nexus 9300 Cisco Nexus 9300 Cisco Nexus 9300
VTEP VTEP VTEP VTEP VTEP

ZOFKETIX, ANA 2 AA v FIX MP-BGP EVPN =2 hr—/L
T =l FE oL BMLETA, TUVH—V A Xy NI—F V—T 47 7Fu harus3FE{7TL T, VIEP

© 2021 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 33/48 ~X—v



T RLVAEIBGP BT U7 7 RLAD IP B FREM: 22 L EF (VPC VTEP 72 & VTPC
T RLALERLTRWESR) &

HHAL—N V7V X EEH LIz MP-IBGP

EVPN T® MP-BGP /b — k U 7 L7 Z O&ENL, EHR 72 iBGP L—k U7 L7 X LRIUTY, Zhik, iBGP
7O BGP B Z KL, ERA YT 2®iBGP T Y 7
FREVEERTDILERRNLIICTHIETT, 27 Fe—FIicky, iBGP

FRa URKIBICEFE LS, e haroRr—7e VT o3 mELEST, A— b

UL AR o b e — L L — U EETH B 72, BGP L— |

VIV BT =BT L — RS ACERET AN EEIH D A, ZOBERRIZEY . L—§

V7 VLI ZDELEE 7T > b7 4 — AOBRDIEF ISR £,

A= TNV DOL TV a id, T—F RAMBL— b

V7L 2E LTHAT A, REFEHRT 57T (M 15) . BRL7ZT /31 A% MP-BGP EVPN
AYPR—FL, ElHa s A=V A CKEREY R BGP 2 e — L L —

Ar—Z VT bara—T 4 U TRNDEMATODLERHY £3, HHL— b

Vo7V B EFRTDHE, A1 LA ¥ TD MP-BGP EVPN

BREEER 2L R £, Flo, T X WBEOFEITICI A T, BGP

N— b DTV ZEREARFEITTDOLERH D L W) VIEP V—7 /— ROAHEMEH SN E T, BN VTEP
Y—7 J—=FRZid—h U7 VL7 % L DOEHENZ IBGP A N—BREBMRR H Y £T23, L— b

V7L 723V —7 J—FRERUGETVYXLAN 77 70 v 7 3y b U — 27 [ ZWBRICERCX . VTEP
Jy—ZEN—hF UL EBDIBGP kv avNT77 Ty ToX—LA

Fy NI —7 OBEOR Y TH @EIL2) IBEITEES, VIEP 7 FLABOT v F—L A F—X
INADIL— |

V7L 7B %@BRLRVWEIC, V=T 4 VT OBEFHELHEHATILERSY £, ZOEMEF, L—§
V7 LI BNRT—HHERENANBHANTND I EEHERT 2DIHLLET,

X 15. HAL—N U7 L7 & EHH L7 MP-IBGP EVPN OF%F

Spine switches don’t need to be
able to run MP-BGP EVPN. They
are purely IP transport devices.

Dedicated MP-BGP EVPN route
reflectors provide better scalability
and control-plane performance.
They can be connected to the
fabric network in the same way as
a leaf node.

All leaf VTEPs run iBGP sessions with the
- o dedicated route reflectors.

Leaf [ i8G

Cisco Nexus 9300 Cisco Nexus 9300 Cisco Nexus 9300 Cisco Nexus 9300 Cisco Nexus 9300
VTEP VTEP VTEP VTEP VTEP

MP-eBGP EVPN Zff L7 VXLAN 777U » 7

MP-iBGP EVPN g &HI— k72 5L TN, —HOMMCIE) —7 LA v & A31 2 LA Y[#T eBGP
FFEITTDHZ L H®IR L ET, MP-BGP EVPN (%, iBGP & eBGP Difi 5 THEIZEIEL £9, MP-eBGP
7Y 7 Lz EVPN (3, FEITAIRERRE A 72 a o TF, eBGP &&FHTik, BGP

AL AT 4 (AS) OEIY Y TN 20D FF v arRNHv £4, K16 i%. % VIEP U —7 23 H D BGP
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AS NIZH D%t RLCWVWET, K171, §XTHOVTEP V—7 /— F2FE L AS
e &;D TRTCNRRNRAL L A v F L eBGP 2N LT TV U 7T R0%EZR L TVET,

MP-BGP EVPN 1% BGP DHLETH D 7=, FEHED BGP BifEA 7K L 3, MP-BGP EVPN

Fy NT—=27TiE, —#HOT 740 FEIEIZZEE LSSV FHA, 7oL 21X, BGP /L—# 7 eBGP E'7 |2 BGP
N— R %ET %/\574 AT D55, T 74V N TIEBGP X7 A MRy 7EHHFDIP T FLAICEE LET, MP-
BGP EVPN Ti&, VTEP 28 EVPN )L— h %7 K% A4 X3 57292 BGP EH & MHhT 5 &, BFD VIEP

7 RL 2% BGP X7 A F ARy 7ELTHEALET, ZOXZ AR Ky 7L, o VTEP 350D VTEP

7 RLRERFOEVPN L — b2 R AN Ry 7L LTZEL, 2OM— AL TTF—4% 7L —2 T VXLAN
MRV T HBMBTEDH LI, Fy T N\AFy 7 BGP L— M LR CHERFT 20 ERH Y 7,

L7l >T, AL 24 v F D eBGP X, BGP %7 & k

Ry THEEBLRVEIICRET HLENRDH Y £3, BGP L—F L, eBGP L— h&X{E 95 & X1 BGP

Al a=T 4 BEEEETLZ L TEET, MP-EVPN Tlid, ZOEHEIZL Y EVPN L— hDL— b
H—Fy NEMENETE EITHIBRS D TREMER & D £1, LER->T, 9TCONL— ¥ —Fy Math ez
WRFFT 272002, BIOREE P eBGP BT ICHAT 20 ERH Y 7,

X 16. EEOBHES AT LA TVIEP U—7 /— R%&{EM L7 MP-eBGP EVPN VXLAN 7 7 7' U » 7

AS 65000

S . e
A El Bl EJ -
MP-eBGP Sessions

AS 65001 AS 65002 AS 65003 AS 65004 AS 65005 AS 65006

DFEFTITTNTO VTEP ([Z[EA D BGP AS 3% 5 7=, NX-0S Th/L— k& —4 > hHEIAERKIZ, R T VNI
® VTEP T;ﬁ\fxé/v~%§7~/f~y M2V ET, A VA= FBLO=T AR — FD/L— |
H—7y hEFETHEL, VIEP XFE L LA ¥ 3VRFA L AZ A LR LT EVPN LA ¥ 3 VNI
WXL CHRCA— b =5y NREICTDZE2HRELET,

WoFENE, K16 1T Xk, ASA v AL v F L VIEP U—7 0 MP-BGP #E %/ RLCWET, A/SA
AA »F D MP-BGP REIZIE, eBGP /L—h X T AR IRy THERELRNE DT, A/NA

ALy FOT T INT R R —OBEANGENET, 2oL, LA TPY3VRF A AX AL EVPN LA ¥
2VNI DifiFFD VTEP UV —7 TOFEL— FZ—47 v FEZELRLTWHET,
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[BGP configuration on a spine switch as in Figure 16 design]
route-map permit-all permit 10

set ip next-hop unchanged

router bgp 65000
router-id 10.1.1.1
address-family ipv4 unicast
redistribute direct route-map permitall
address-family 1l2vpn evpn

nexthop route-map permit-all

retain route-target all
neighbor 192.167.11.2 remote-as 65001
address-family ipv4 unicast

address-family 12vpn evpn
send-community extended
route-map permit-all out

Set next-hop policy to not change the
next-hop attributes.

Retain routes with all route targets
when advertising the EVPN BGP routes
to eBGP peers.

neighbor 192.168.12.2 remote-as 65002
address-family ipv4 unicast
address-family 12vpn evpn

send-community extended
route-map permit-all out

Set outbound policy to advertise all
routes to this eBGP neighbor.

[Manual Configuration for import & export route-targets on a
VTEP leaf in Figure 16 design]

vrf context evpn-tenant-1

vni 39000 |z

rd auto

address-family ipv4 unicast
route-target import 65001:39000
route-target import 65001:39000 evpn
route-target export 65001:39000
route-target export 65001:39000 evpn

vrf context evpn-tenant-2
vni 39010
rd auto
address-family ipv4 unicast

Manually configure import and export
route-targets for the Layer-3 VRF
instance evpn-tenant-1.

route-target import 65001:39010
route-target import 65001:39010 evpn
route-target export 65001:39010

route-target export 65001:39010 evpn

evpn
vni 20000 12
rd auto

Manually configure import and export
route-targets for the Layer-3 VRF
instance evpn-tenant-2.

route-target import 65001:20000

route-target export 65001:20000
vni 21000 12

rd auto

route-target import 65001:21000

route-target export 65001:21000
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Manually configure import and export
route-targets for the Layer-2 VNIs
under EVPN configuration.
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[BGP configuration on a leaf switch as in Figure 16
design]
route-map permit-all permit 10

set ip next-hop unchanged

router bgp 65001

address-family ipv4 unicast _ _ - -
neighbor 192.167.11.1 remote-as 65000 Spine switch 1 is an eBGP neighbor.

address-family ipvé4 unicast
allowas-in
send-community extended
address-family 1l2vpn evpn
send-community extended
neighbor 192.168.11.1 remote-as 65000 { Spine switch 2 is an eBGP neighbor.
address-family ipv4 unicast
send-community extended
address-family l2vpn evpn
send-community extended
vrf evpn-tenant-1
address-family ipv4 unicast
advertise 12vpn evpn

171%, I RTHOV—7 J—FREICHBEY AT LAHNIZH D08, ZNEND MP-eBGP # /" L TA /31
J—=FR&L¥T Y 7T 5 MP-eBGP %t A# L TWET,

X 17. WU BGP HH:Y A7 A TO VTEP V—7 /— N&{fH L7 MP-eBGP D&k

AS 65000

Spine

MP-eBGP Sessions

AS 65100 AS 65100 AS 65100 AS 65100 AS 65100 AS 65100

ROBNL, VIEP U =7 BIOANRAS v AL v FRHOBRELZRLTWET (K1722H) . X 16
DOBRFOHREICMZ T, K17 DAL AL v FiE, FL BGP BEY AT LND 2 5D eBGP FA /N—[#T
MP-BGP EVPN /L — h & XA T B LENH 57, peer-as-check N2 0EWNH 0 £9, K 17 ® VTEP
Jy—7 /—FTit, R BGP BEEY R T ANIZH DM VTEP 725 BGP — &2 ANS X 912, allowas-
in BT HLERDY £, ZORFHTIE, $§3THO VIEP UV —72[F L BGP

HES AT LNICH D720, LA ¥ 3VRF A AZ AL NEVPN LA ¥ 2 VNI

DYAT LAHABERA VA= FBLO=I AR —F —F ¥—F vy bEFEHTLIOIZEL TWET,
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[BGP configuration on a spine switch as in Figure 17 design]
route-map permit-all permit 10
set ip next-hop unchanged

router bgp 65000

router-id 10.1.1.1

address-family ipv4 unicast
redistribute direct route-map permit-all

address-family l2vpn evpn
nexthop route-map permit
retain route-target all

neighbor 192.167.11.2 remote-as 65100

Set next-hop policy to not change the
next-hop attributes.

Retain all the route-target attributes
when advertising the EVPN BGP routes
to eBGP peers.

The VTEP leaf is an eBGP peer. All VTEPs are in

address-family ipv4 unicast
address-family 12vpn evpn

the same BGP autonomous system: AS 65100.

disable-peer-as-check
send-community extended

neighbor 192.168.12.2 remote-as 65100
address-family ipv4 unicast
address-family 1l2vpn evpn

disable-peer-as-check
send-community extended

route-map permit-all out

route-map permit-all out ——————_____________________—__

\\\\\\\\\\\

Disable peer-as-check for this neighbor.

Set outbound policy to advertise all routes to
this eBGP neighbor.

VTEP leaf is an eBGP peer. All VTEPs are in the
same BGP autonomous system: AS 65100.

[BGP configuration on a leaf switch in Figure 17 design]
route-map permit-all permit 10
set ip next-hop unchanged

router bgp 65001
address-family ipv4 unicast
neighbor 192.167.11.1 remote-as 65000
address-family ipv4 unicast

allowas-in

send-community extended
address-family 1l2vpn e
allowas-in

send-community extended
neighbor 192.168.11.1 remote-as 65000

. Spine switch 1 is an eBGP neighbor.

Allow BGP routes with the local autonomous
system in the autonomous system path from
this neighbor.

| —1

address-family ipv4 unicast
allowas-in
send-community extended
address-family 1l2vpn evpn
allowas-in

{ Spine switch 2 is an eBGP neighbor.

Allow BGP routes with the local autonomous

send-community extended
vrf evpn-tenant-1
address-family ipv4 unicast
advertise 1l2vpn evpn

system in the autonomous system path from
this neighbor.

MP-BGP EVPN VXLAN OV —T ¢ 2
FEAEDMEETIX, T—F B F—1T, Fr i8R

Fv hU—27, WAN, £ X =%y MR, X FT—7 OMOERS I SH5EES N TWEH A, EVPN VXLAN

777V hRT—F B2 —ICEMRT 25E. VXLAN

T77 7V I DAEICHDZNEDFR Yy MU — 7 L OREGEHEEFT D LERH Y £,

BWEDANRA TV R =7 777 Vw7 T—%77F ¥ Tk, RV —7

J—REFEHLTHEDON—T 4 T T8, 28T D 2

AA Y FOXTEFEH LIZZ O X ) 3G 2R LTV ET,
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X 18. MP-BGP EVPN VXLAN 7 7 7'V w7 ORIV —T 4 TRER Y —7 AL v F

RR I | RR l Spine VXLAN Overlay
@T s  homd E [ EVPN VRF Instances

VXLAN Overlay
EVPN MP-BGP

G" VTEPi E g \TEP i ‘ 'VTEPi @

e Global Default VRF or
IP Routing _|User-Space VRF Instances

BERY —7 24 v FiE, NETVXLAN 7 7 7V » 7 NOfho VTEP & MP-BGP EVPN #E{TL., b &
EVPN L— F &R LET, RS, AEOV—T 47 TS R EER LT, 772 b VRF

A VA ATHE O IPVA £720XIPV6 2=F ¥ A N V—FT 4 VT 2FTLET, V»—T 47

Za b3z, WE O eBGP £ TR D IGP A TE 4, #%F L. MP-BGP EVPN X IPv4E 7213 IPv6
Z=F% X AR T RLRA 77 ) CTH¥EE IR BGP — % L2VPN EVPN 7 K L A

77 IVICHBIRIZA AR — M LET,

L7zl oT, RV —7 AL v FIINL— N2 E L%, T b % EVPN KA A 12 EVPN
N—hELTT RANFAXTEES, ZHUTED | o VTEP UV —7

J=FRLREENT 7 4 v B RET DO — N2 TEET,

BRY—7 AL v T, L2VPNEVPN 7 L2 77 I U C¥E X7z EVPN V— ~ % IPv4 E£7-1F IPv6
Z=F Y AT RLRA 77 IVIZEEFL, ERbEINBL—T 0 T

TNA AT RREARXTHEICHETDHIEHLTEET, LEEB-T, VXLAN 77 7V v 712X T Y w7
Y7 Xy SBIFETDHEIL. TENOEIERICT KA AL XL T, ML INHDRTY v

BT Ry hADZIENT T 4 vV EVXLAN 77 7V o Z I —FT 4 V7 TEH I LET,

MP-BGP EVPN (ZiZ~/VF T F o MERESHAIAEIN TN D720, VXLAN A —/3— 1o

Xy NT—INOLAY IV TRy MITT VN VRFA—T 4 7

AVAREUANIZHY T, Brr T ME, T 74NV NTEBIOLA Y 3 NV—TFT 4 T

A VAR U AEHFFCEET, LMo T, Brd 75 FONENA—T 4 > T2 ERNCERMET IHLERH D F
T, BERV =7, ML—T 4 VT EFITTETF U R VREF AV AZ VAT LI, S ~D LA ¥ 3
AVE—T oA ABRKLETT (¥ 19) ,

BpnrTF o rHOZ0r v A ¥ 3N—T 4T

B TRAT =T a VEANNBR Y NT — YRR A7l ANBA— 1T )~ VRE

AAZ AR —T7 DA% 3

A HE =T oA AZWETLHZELTEET, BRY -7 L —2BON—T 47 &y ad, mifilo
VRF-Lite THEITSNLE T

VXLAN 52 — 7 CTL A ¥ 38T AT — g U EKRT DRECIX. AAV—2 3T 74V b V=T 4 7
F—TNLHDOTRTONL—T 47 Byia L EBETFTEET, Z0OHA. VXLAN
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Ty TV INORILDTFU N NAN—F 4 AV AZ L ANEDNL— NI, AELOFRCF 7+ b
N—T 4T

T=T NI~ =V ENET, TOXATORFTIE, T2 MIERIHEL—T 4 T2 AT B0, VXL

ANT T hDOIPT7 RLAITEHE T EHE A,

X 19. ~NFTF v —%HH L7z MP-BGP EVPN VXLAN 7 7 7'V » 7 SNV —TF 1 v 7

Border Leaf

/For Layer 3 interfaces, use \

one per overlay VRF

instance. The routing

protocol neighbor is in the
EVPN VRF address family.

. g i

Interface-Type Options:

- Physical Routed Ports

= Subinterfaces

= VLAN SViIs over Trunk Ports

/Layer 3interfaces on the
external devices can be in
either tenant VRF

instances or the global
\default VRF instance. / nant VRF or Default VRF

Edge Router

VXLAN EVPN RV — 7 L4 —Z B D eBGP O EH]

WIZ, VXLAN B U — 7 LA L— 2 [ D eBGP /L —F 4 » 7 D% ER < LET, eBGP
tyva v 3BERY —7 EOTF 2 N VRF
AVABLAHYFETH, WHENIN—T 4 T ONHIN—F DT T+ NV N—T 4 T
T=TMIHY ET,

BRY—7TiE, VXLANIP Y 7%y b L7 4 w7 A&7 RANZ A X425 X512 BGP
BDEREENET, T 74/ hTlE, BGP X MP-BGP EVPN IP s & |

N—=F &aT RREALXLET, VT 40T A= NDOHRNRIERIN—ZIZT RRZ A XENDH X, 132 1P

RARM V= 2T oy 7350012, Vo7 NVERETL— b
TANZ VU TRNEHESNET, AMTEZE RN T 7 40 v 7 HOREEDF A k

N— b EMELLRWEZD, 207 7a—FICLONMBLV—T 4 T ON—F A —F )T 4 BRmELET,
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VXLAN XY —7 .

router bgp 100
router-id 10.1.1.16
log-neighbor-changes
address-family ipv4 unicast
address-family 1l2vpn evpn
neighbor 10.1.1.1 remote-as 100
update-source loopbackO
address-family ipv4 unicast
address-family 12vpn evpn
send-community extended
neighbor 10.1.1.2 remote-as 100
update-source loopback0
address-family ipv4 unicast
address-family 12vpn evpn
send-community extended

vrf evpn-tenant-1
address-family ipv4 unicast
network 20.0.0.0/24
neighbor 30.10.1.2 remote-as 200
address-family ipv4 unicast
prefix-list outbound-no-hosts out

The eBGP neighbor is on the outside.
It’s in address-family ipv4 unicast of the
tenant VRF routing instance.

For better scalability, apply prefix-list to filter
out /32 IP host routes. Advertise prefix routes

only to the external eBGP neighbor.

ip prefix-list outbound-no-hosts seq 5 deny 0.0.0.0/0 eq 32
ip prefix-list outbound-no-hosts seq 10 permit 0.0.0.0/0 le 32

S L— & TD BCP HRIE -

router bgp 200

router-id 10.1.1.18

log-neighbor-changes

address—-family ipv4 unicast
network 100.0.0.0/24
network 100.0.1.0/24

neighbor 30.10.1.1 remote-as 100
address—-family ipv4 unicast
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AR OB TiE, VNI Y7 % b sb— | 20.0.0.024 |, ROT a—r ) )v—F 4 7 T—7 X HIZ VRF-lite

eBGP # /M L THEIN—HIZT RARZ AL XENET,

N9372TX-2-ext# sh ip bgp 20.0.0.0/24

BGP routing table information for VRF default, address family IPv4 Unicast
BGP routing table entry for 20.0.0.0/24, version 36

Paths: (1 available, best #1)

Flags: (0x0000la) on xmit-list, is in urib, is best urib route

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
AS-Path: 100 , path sourced external to AS
30.10.1.,1 (netrie 0) from 30.10.1.%1 (20.0.0.1)
Origin IGP, MED not set, localpref 100, weight 0

Path-id 1 not advertised to any peer
N9372TX-2-ext#
N9372TX-2-ext# sh ip route 20.0.0.0/24
IP Route Table for VRF "default"

20.0.0.0/24, ubest/mbest: 1/0
*via 30.10.1.1, [20/0], 1w2d, bgp-200, external, tag 100
N9372TX-2-ext#

SR — B I EEE LTz b— &, MP-BGP EVPN 7' h =LA L CBER Y — 712X > T VXLAN
777U v 2 IR ENET, ROBIE, NE VTEP TOAEL— hDOF v 7F v 2R LTWET, VIEP
L. =M U7 L7 Z 2N LTHERY — 706N — F 258 LET, A— I MP-BGP EVPN
EAHLTCEMINET,

n9396-vtep-1# sh vrf evpn-tenant-1 detail
VRF-Name: evpn-tenant-1, VRF-ID: 3, State: Up
VPNID: unknown
RDY A0wlele1143
VNI: 39000
Max Routes: 0 Mid-Threshold: 0
Table-ID: 0x80000003, AF: IPv6, Fwd-ID: 0x80000003, State: Up
Table-ID: 0x00000003, AF: IPv4, Fwd-ID: 0x00000003, State: Up

The external route is

uAe-weeih distributed through EVPN and

n9396-vtep-1# sh bgp 12vpn evpn rd 10.1.1.11:3 100.0.0.0 ————— imported into the tenant VRF
BGP routing table information for VRF default, address family L2VPN EVPN instance.
Route Distinguisher: 10.1.1.11:3 (L3VNI 39000)

BGP routing table entry for [5]:[0]:[0]:[24]:[100.0.0.0]:[0.0.0.0]1/224, version 324
Paths: (1 available, best #1)
Flags: (0x0000la) on xmit-list, is in 12rib/evpn

Advertised path-id 1
Path type: internal, path is valid, is best path, no labeled nexthop
Imported from 10.1.1.16:3:[5]:[0]:[0]:([24]:[100.0.0.0]:[0.0.0.0]/120
AS-Path: NONE, path sourced internal to AS
10.1.1.16 (metric 3) from 10.1.1.1 (10.1.1.1)

Origin IGP, MED not set, localpref 100, weight 0

Received label 39000

Extcommunity: RT:100:39000 ENCAP:8 Router MAC:6412.2574.6ae7

Originator: 10.1.1.16 Cluster list: 10.1.1.1

Path-id 1 not advertised to any peer

n9396-vtep-1#
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n9396-vtep-1# sh ip bgp vrf evpn-tenant-1 100.0.0.0 { This is the external route.l
BGP routing table information for VRF evpn-tenant-1, address family IPv4 Unicast
BGP routing table entry for 100.0.0.0/24, version 70
Paths: (1 available, best #1
Flags: (0x08041la) on xmit-list, is in urib, is best urib route

vpn: version 75, (0x100002) on xmit-list

The next hop is the VTEP address of the border Ieaf.l
Advertised path-id 1, VPN AF advertised path-id

Path type: internal, path is valid, i Path, no labeled nexthop
Imported from u
AS-Path: NONE, urced internal to AS
10.1.1.16 (metric 3) from 10.1.1.1 (10.1.1.1)
Origin IGP, MED not set, localpref 100, weight 0 | .
Received label 39000 | The tenant is VRF L3 VNI
Extcommunity: RT:100:39000 ENCAP:8 Router MAC:6412.2574.6ae7

Originator: 10.1.1.16 Cluster list: 10.1.1.1 :
\ 10.1.1.16 is the BGP router ID of the border

VRF advertise information: leaf. 10.1.1.1 is the spine route reflector.
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 not advertised to any peer
n9396-vtep-1#
n9396-vtep-1# sh ip route vrf evpn-tenant-1 100.0.0.0/24
IP Route Table for VRF "evpn-tenant-1"
'*' denotes best ucast next-hop
'*%' denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]
'$<string>' in via output denotes VR

This is the iBGP route. The next hop is the VTEP
address of the border leaf.

100.0.0.0/24, ubest/mbest:

*via 10.1.1.16%default, [200/0], 01:01:14, bgp-100, internal, tag 100 (evpn)segid: 0x9858 tunnelid:
0xa010110 encap: 1

n9396-vtep-1#

VXLAN EVPN 88V —7 L/ —F [ D OSPF O EH
X 20 OFITi%, EVPN VXLAN RV —7 04N —TFT 4 27 Fa hab b LT OSPF

PEALT, A EL— 2R LET, v AFTF oo —DBE, FITITERY —7 L4 —ZBo/L—F
UL TN TA B —T oA AR LES, YIS F—T = ZAEEATH L, BT T2 4L —
T4 AICFE U vy g TcE BRY—7 EOTFF U RVREFA—T 4 VT AV RZ VAT LI

DDV TA LB =T 2 A AEFEATEET, 20T, AL —FDNL—F ¢ 713FT 7 44~ VRF

AV ABEAZHYET, £, VRF-Lite Y 7 A v Z—T = A ZEHRETHZ & T, AT A ZADFTF 2 b

VRF A YV AH AEYEETHZ L TEET,

X 20. OSPF Z{#i /il L 72 EVPN VXLAN 48— 4 > 7

" VXLAN Overlay -~
-~ EVPN VRF and VRF

W\

-~ Instance ‘Space |

# v

‘\/TE( - ‘\ITEP - ‘VTFF‘.

interface Ethernet2/9.10
mtu 9216

] encapsulation dotlg 10

vrf member evpn-tenant-1

ip address 30.10.1.1/30

‘VTEP.

no shutdown

ip router ospf 1 area 0.0.0.0

interface Ethernetl1/50.10
< - mtu 9216

\ encapsulation dotlq 10
ip address 30.10.1.2/30

IP Routing in the Default |\ no shutdown

ip router ospf 1 area 0.0.0.0

VRF Instance J
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BRY —7OET LR EERITRLET,

ip prefix-list bgp-ospf-no-hosts seq 5 permit 0.0.0.0/0 eq 32
route-map permit-bgp-ospf deny 5
match ip address prefix-list bgp-ospf-no-hosts

route-map permit-bgp-ospf permit 10 Redistribute

route-map permit-ospf-bgp permit 10 out /32 IP host routes.

BGP routes to OSPF. Filter

router ospf 1
router-id 10.1.1.16
vrf evpn-tenant-1
redistribute bgp 100 route-map permit-bgp-ospf

router bgp 100 A BGP router will modify route targets in 12vpn
router-id 10.1.1.16 evpn routes when it is an autonomous system
log-neighbor-changes boundary router. The original route target must
address-family ipv4 unicast be retained.
address-family 12vpn evpn

retain route-target all
neighbor 10.1.1.1 remote-as 100
update-source loopback0
address-family ipv4 unicast
address-family 12vpn evpn
send-community extended
neighbor 10.1.1.2 remote-as 100

update-source loopback0
address-family ipv4 unicast Redistribute

OSPF to BGP. Advertise the

address-family ipv4 unicast
advertise 12vpn evpn
redistribute ospf 1 route-map permit-ospf-bgp

et W o 2 redistributed routes to L2VPN EVPN.
send-community extended
vrf evpn-tenant-1

ZOFHETIE, BRY—TI1FTF L FVRF A L AZ U AD OSPF # - L THEIL— FE2FE LET, VRF
A L AH 2 AND MP-BGP 1Z/V— b Z A L. MP-BGP L2VPN EVPN %4 L T VTEP

W27 RARZALXLET,
WIZ, FERY —7 TOIE L — MEATOFIZ R LET,

n9396-border-leaf# sh ip route 100.0.0.0/24 vrf evpn-tenant-1

This is an external route learned through
OSPF in the tenant VRF.

IP Route Table for VRF "evpn-tenant-1”

100.0.0.0/24, ubest/mbest: 1/0
*via 30.10.1.2, Eth2/9.10, [110/2], 01:43:07, ospf-1, intra

The external OSPF route is redistributed to
BGP and distributed to other VTEPs through
MP-BGP L2VPN EVPN.

n9396-border-leaf# sh bgp 12vpn evpn 100.0.0.0 vrf evpn-tenant-1

BGP routing table information for VRF default, address family L2VPN EV
Route Distinguisher: 10.1.1.16:3 (L3VNI 39000)

BGP routing table entry for [5]:[0]:([0]:[24]:([100.0.0.0]:([0.0.0.0]/224
Paths: (1 available, best #1)

PN

, version 325

Flags: (0x00000a) on xmit-list, is not in 12rib/evpn

Advertised path-id 1

The BGP next hop is the VTEP address of
the border leaf.

Path type: local, path is valid
AS-Path: NONE, pat Yy originated

path, no labeled nexthop

10.1.1.16(metric 0) from 0.0.0.0 (10.1.1.16)
Origin IGP, MED not set, localpref 100, weight 32768
Received label 39000

The MP-BGP EVPN route is advertised to
the BGP peers.

Extcommunity: RT:100:39000

Path-id 1 advertised to peers:
0o 7% P 65 I 10:10.19.:2

n9396-border-leaf#
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PNES VTEP (X MP-BGP EVPN %/ L CAMSL— b2 LE,

n9396-vtep-1# sh vrf evpn-tenant-1 detail
VRF-Name: evpn-tenant-1, VRF-ID: 3, State: Up
VPNID: unknown

RD: 10.1.1.11:3

VNI: 39000 The external route learned through MP-BGP

Max Routes: 0 Mid-Threshold: 0 EVPN is imported into the tenant VRF.
Table-ID: 0x80000003, AF: IPv6, Fwd-ID: 0x80000003, State+ Up
Table-ID: 0x00000003, AF: IPv4, Fwd-ID: 0x00000003, ate: Up

n9396-vtep-1# sh bgp 12vpn evpn rd 10.1.1.11:3 100.0.0.0

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 10.1.1.11:3 (L3VNI 39000)

BGP routing table entry for [5]:[0]:[0]:[24]:[100.0.0.0]:[0.0.0.0]/224, version 396
Paths: (1 available, best #1)

Flags: (0x0000la) on xmit-list, is in 12rib/evpn The next hop is the VTEP address of the

border leaf.

Advertised path-id 1

Path type: internal, path is valid, i path, no labeled nexthop
Imported from ~16:3:[5]:[0]:[0]:[24]:[100.0.0.0]1:[0.0.0.0]/120
AS-Path: NONE, Sourced internal to AS
10.1.1.16 (metric 3) from 10.1.1.1 (10.1.1.1)
Origin IGP, MED not set, localpref 100, weight 0

Received label 39000
Extcommunity: RT:100:39000 ENCAP:8 Router MAC:6412.2574.6ae7
Originator: 10.1.1.16 Cluster list: 10.1.1.1

This is the Layer 3 VNI of the tenant VRF
routing instance.

Path-id 1 not advertised to any peer

n9396-vtep-1#

EVPN VXLAN RV —7 ) —FDORFr—S YT 4 1T A2EEHHE
VXLAN B2 U —7 /7 — Rid, SME~D VXLAN 7 7 7V v 7
X v MU —7 OEARA b T, AEL— hEEE L. MP-BGP EVPN %4 L Tl VTEP

WCHEAA LET, R, VXLAN 777U v 7 BZH D37 ) v 7 7%y ROANEIZT RARAZ A X LET,

EVPN VXLAN 7 7 7' U » 7 ~DHNE L — ks OEAA
BERU — 70, WS EEONENL— N EZETIEANDY £+, FERY—7

J—=RIF@FE 777V v I ONIET AL AOHOF = T =2 THDHID, TRTONFNL— 2T 7TV v

WZEAT HMEEH Y A, 8PV IZ, MP-BGP EVPN

T RARZA ZFT LN — FEENT LI LB TEET, BBICE-TE, TF L7770 v 7 ~D

T THN N N—baT RNZA X LT THTT, ML — FOBER ST Z & T, Wi VTEP

FNAACRET LT 4 v 7 Z2—F (LPM) L—F (v 7 F—T )L

VY)—ZARFRRELRNEINCT B ENTEET, 207 e —F Tk, NE VTEP TO MP-BGP EVPN
ayvha— L —rDOAMBRBENSTZD, ar bha—L FL—rDORT 3 —< U AN ELET,

HAEB~D EVPNVXLAN 77 70 v 7R Y T —27 7 FARZAL XX |k
EVPN VXLAN A —/3—L A K hT =7 D@ ThHDH LAY 3
Y7 Xy NI M LEERETHLMERDHY £, FRY -7/ —Fid, Zhoo 7 v

YT Ry bDOULA Y 3BEFGEMEERE T SAZA AT HXLENHY £9, MP-BGP EVPN (X, AN TIP KA b

N—hEREHI TRy N FLT 4 w7 R

N— O ZEEATEET, TRV -7 LML —FBON—FT 47 7a haj

Ty ar T, T FEEALT, NEIP AR R

N— REANBICER LW SICT 22 ENTEET, ZFEAEDOHA. MY 7 Xy M VXLAN

T7 T VIR T T4 BRETAHEDICMELROE, TVl Y TXy hOLPM TV 7 4 w7 A

= hTY,
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BERYV—7 J—FTDEVPN 7TV FDRIF—F Y54

BERU—71F, VXLAN F—R_—L o Xy hU—27 DT F o MIAMBER AR L E+, ERY —7
J—FRELTHRET 2T RTDOFF > FVREL—F (2

AV AR RACBINT HUERH Y F3, KB~ LT Ty N A BET 24T, BRY — 7B F—
R T& 2% EVPN LA ¥ 3VRF A > 2% L ZADEREOBEMHIZHENET,

BRV—7 J—FTOIPFRA V—F+DRF—FEYF 4

W= R AR N&5EETDEENT 7 4 v o Oflcinkx EBT 572012, RV —71F7F b
RV o7 7%y FRNOTZ R AR MIFLTIP

RANR—=2ADN—T 4 VT HFTTHRLERHY £3, ZOEMFK, ERV—T7BIPFR L

= hFDON— R =2 THEET —7 )V THRA b

N—F eZRBIOT 0l I LTHLERLLEEERLET, PKRA N T—7 1

PARXZEST, 7F bOART YV w7 7Ry MIFIETEDLTY R AR MORENREY £9,

MP-BGP EVPN VXLAN 7 —# o Z— f v Z—axJ |

F—=—L A FT U AR— ML (OTV) L{RAET T A ~— | LAN

P—rE R (VPLS) X, RbEEOHDLLV ATV 2T —X

v —(rZ—axs h (DC) Y VU=a— a3 TTHR, MP-BGPEVPN =2 ha—/L 7 L— % H 2 7
VXLANIZ, FEORMAGHET TREFEZRETEET, VXLAN 27— B X —NIZEATH L, T—X
o — RO EEHC VXLAN

EHEATHZ T, 2y MU BEHARAHRLS L, EROEMEINRE S, T4

T —NBLOT =% B MO T T 472 =T 7 A R Ry NU—2 F—_—1 A

V) a—a U RMRRENET,

X 21 (¥, MP-BGP EVPN VXLAN #fff L7=> > 7 Nias—4 & % —& DCI
BHEERLTCWET, ZOREH TR, T —% B F—21H O BGP

HEVAT LEHFEL, iR bEAr— 8T 4O, —hK V7L XL LEHITMP-BGP 23479 %
EVPNVXLAN 77 7 U w7 ZRIALET, 7—% B ¥ —[MTiL, DCIERY —7

J— RBMHEIZ~ VTR v 7 MP-eBGP EVPN 2517 LEd, 2O/, 2 207 —% B ¥ —nfla s, 1
DDA MP-BGP EVPN )L —F ¢ 7 RAAL URRENET, =2 ha—/L 7 L— 1 TiX, EVPN

N— MNIT—4% & ¥ —[ED iBGP-eBGP-BGP XA %N L CHAi&NnEd, T—% FL—rTiE, T—4
BUH—ADTZURFRANRT—H B F—BOBIOKRA NI NI T 4wV BRETDHE, T—% X7y MI
125D VXLAN b RrLz@EEL, 7—% B2 — ADASVIEP IZX > Th 72k, 7—% % —B
DOHIIVIEP IZ L > TH T B LERENE T, ZOT7 7T —Fik, F——LA

Xy b U—7 TIHFITH R DCl 7 — F iRkt L 9,
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X 21. Unified MP-BGP EVPN &F# KA A &I L7 DCl Y ) =2 — 3 v

DCI Border DCI Border
DCA \ Leaf Leaf DC B
EVPN iBGP S EVPN iBGP

A €9 £9 42 ---

One EVPN Administrative Domain Stretched across Two Data Centers

< »
< v

X 22 iz, MP-BGP EVPN %l L7-5l® DCI #§t &R LEd, %7 —% ¥ —IZ{#53o MP-IBGP EVPN
RAA 3% Y, DCIVTEP M7 — & & X% —[d MP-eBGP EVPN

RAAL L ENLTENLERA LET, VIEP BEHEEER STV a4, DCIVTEP fild MP-eBGP
Ty a I AT Ry T THLILENDY T, ZORGHIEY, KT —F £ X —ICSESFER EVPN
EHET LV EBETET N ERRCEATEET, 2, K7 —% LU ¥ —ICMBEDT FI > 7 EVPN

RAAL VRSB0, T—F B Z—NOVTEP 7V U ZICBELT, F—4

B —ADART—F YT A ELET,

X 22. fE 351> MP-BGP EVPN & HL N A A > Zffi il L 7= DCI

lBorder Leaf
] L

WeTo)

EVPN Administrative Domain B

EVPN Administrative Domain A

@)
A

<

A W BTN
7 I

] VTEP VTEP 1
I

DCI VTEP DCI VTEP
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eBGP

Inter-DC EVPN Administrative Domain
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>

A

EJR.5)

MP-BGP EVPN (3, VXLAN A ——L A Xv hTU =T DTG XA LEZERLET, 2 bo—L7L—r
TV T HREANLT, 779y T 4 VIRFBIUKTFET 2ROV, HODLIHEOR Yy NT—7 T—HL TV
TFV T ENDEET —F =2 &ML E 9, MP-BGP EVPN

I, EREREDO KT 7 e, VU VCHRAEBRATRERT 7 ) a U— &R T 0BT o EE O A —
LY —E=x

Fasf B LD EAERICESW TV T, Rk Shiz T 7 o4 v 7 OE(EDIZHIT, A—s3—L A
Fv NT—=ZICREENTZT ) vV T e —T 4 U 7R L E T, CiscoNX-0S ¥ 7 k7 =7 ® MP-BGP
EVPN H£8E & Cisco Nexus 9000 ¥ U —X /N— K7 = 7 D VXLAN L —T ¢ > JHERE A1+ % & . Cisco Nexus
9000 >V — R AA v FZMHL T, A7 —F 7N TEREREMHED VXLAN &—_—L A 777 ) v 7

Fy NI —7 ZHERTEET,
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