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I ntroduccion

Este documento describe la configuracion del proveedor de identidad (IdP) para Cisco Identity Service (1dS)
para habilitar el inicio de sesiéon Unico (SSO).

Prerequisites
Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:



* Cisco Unified Contact Center Express (UCCX) version 11.5 o Cisco Unified Contact Center
Enterprise version 11.5 o Packaged Contact Center Enterprise (PCCE) version 11.5, segun
corresponda

» Microsoft Active Directory: AD instalado en Windows Server

» Servicio de federacion de Active Directory (ADFS) version 2.0/3.0

Nota: Este documento hace referenciaa UCCX en las capturas de pantallay los gemplos; sin
embargo, la configuracion es similar con respecto alos 1dS de Cisco (UCCX/UCCE/PCCE) y € IdP.

Componentes Utilizados

Este documento no tiene restricciones especificas en cuanto a versiones de software y de hardware.
Lainformacion que contiene este documento se cred a partir de los dispositivos en un ambiente de
laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en

funcionamiento con una configuracion verificada (predeterminada). Si tiene unared en vivo, asegurese de
entender el posible impacto de cualquier comando.

Antecedentes

Modelos de implementacion de Cisco 1dS

Producto I mplementacién

UCCX ||Copresidente

PCCE ||Coresidente con CUIC (Cisco Unified Intelligence Center) y LD (Live Data)

Coresidente con CUIC y LD paraimplementaciones 2k.
UCCE
I ndependiente para implementaciones de 4000 y 12 000.

Descripcion general de SSO

Cisco proporciona muchos servicios de diferentes formas y, como usuario final, solo deseainiciar sesién una
vez paratener acceso atodos los servicios de Cisco. Si desea buscar y administrar contactos de cualquiera
delas aplicacionesy dispositivos de Cisco, aproveche todas las fuentes posibles (Directorio corporativo,
Outlook, Contactos moviles, Facebook, LinkedIn, Historial) y hagal o representar de una manera estandar y
coherente que proporcione lainformacion necesaria para conocer su disponibilidad y la mejor manerade
ponerse en contacto con ellos.

SSO con SAML (Security Assertion Markup Language, L enguaje de marcado de asercién de seguridad) se
dirige a este requisito. SAML/SSO proporciona la capacidad para que |os usuarios inicien sesion en
multiples dispositivos y servicios através de una cuenta comun e identidad de autorizacion llamada ldP. La
funcionalidad SSO esta disponible en UCCX/UCCE/PCCE 11.5 en adel ante.
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Tipos de Autenticacién

Cisco 1dS solo admite la autenticacion basada en formularios de 1dPs.
Consulte estos articulos de MSDN para aprender a habilitar la autenticacion de formularios en ADFS.

» Para ADFS 2.0 consulte este articulo de Microsoft TechNet,
http://social .technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local -
authenti cation-type.aspx.

» Para ADFS 3.0 consulte este articulo de Microsoft TechNet,
https://learn.microsoft.com/en-us/archive/blogs/josrod/enabl ed-f orms-based-authenti cation-in-adf s-3-
0

Nota: Cisco |dS 11.6 y versiones posteriores admiten la autenticacion Kerberos y basada en
formularios. Para que la autenticacion Kerberos funcione, debe deshabilitar |a autenticacion basada en
formularios.

Establecer unareacion de confianza

Parala onboarding y para permitir que las aplicaciones utilicen los 1dS de Cisco para SSO, realice el


http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-authentication-type.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-authentication-type.aspx
https://blogs.msdn.microsoft.com/josrod/2014/10/15/enabled-forms-based-authentication-in-adfs-3-0/
https://blogs.msdn.microsoft.com/josrod/2014/10/15/enabled-forms-based-authentication-in-adfs-3-0/

intercambio de metadatos entre los 1dS y €l |dP.

» Descargar €l archivo de metadatos SP de SAML  sp.xml.
» Desde settings, desplacese hasta 1ds Trust de |a pagina Gestion de 1dS.

NI i i
L e Identity Service Management

Settiﬂgs IdS Trus
Modes
e
Settings
= Download SAML SP Metadata

Clients

Begin configuring the trust relationship between the ldentity Provider(ldPF) and the Ide
Server (1d5) by abtaining a SAML 5P metadata file from the 1dS Server. Use this met:

to configure trust relationship in ldentity Provider (1dP).

Download Metadata File

» Descargue € archivo de metadatos |dP desde €l 1dP desde la URL:
https.//<ADFSServer>/federationmetadata/2007-06/f ederationmetadata.xml

» Enlapéagina Gestion de 1dS, cargue € archivo de metadatos de |dP que se descargd en el paso
anterior.


https://%3CaDFSServer%3E/federationmetadata/2007-06/federationmetadata.xml

TN ; '
cleco ldentity Service Management

Settings dS Trus

Settings

Upload IdP Metadata
= P

Clients Establish the trust relationship between the ldentity Provider (1dP) and the Identity Se

by obtaining a trust metadata file from the IdP and uploading it here.

Uze file browser to upload the file.

Este es el procedimiento para cargar los metadatos de 1dS 'y agregar reglas de reclamacion. Esto se describe
paraADFS 2.0y 3.0.

ADFS2.0

Paso 1. En €l servidor ADFS, desplacese hasta, Start > All Programs > Administrative Tools > ADFS 2.0 Management, COMO
se muestra en laimagen:



. Administrative Tools

Eij Active Directory Administrative Center
gﬂ Active Directory Domains and Trusts
&Y Active Directory Module for Windows Po
ﬁﬂ Active Directory Sites and Services

:j Active Directory Users and Computers

W& AD

i;rl Certification Authority
o, Component Services

;§| Computer Management
E Data Sources (ODBC)
£ DNS

| Event Viewer

_:=-£ Group Policy Management
'Qﬁ Internet Information Services (I1IS) Man:
& iSCSI Initiator

i Local Security Policy

(%)) Performance Monitor

f}_;, Security Configuration Wizard

iﬁ Server Manager

Administrator

Documents

Computer

Network

=

Control Panel

Devices and Printers

Administrative Tools »

Help and Support

Run...

4

Back

Windows Security

I |Search programs and files

Log off |ﬂ
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"1 Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard will use to obtain data about this relying party
Welcome
- " Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying
Choose Issuance publishes its federation metadata online or on a local networlc.
Authorization Rules

@ Readyto Add Trust

®
@ Select Data Source
i=

Federation metadata address (host name or URL):

I

Example: fs.contoso.com or hitps://www .contoso.com/app

@ Finish

* |mport data about the relying party from a file

Use thig option to import the necessary data and certificates from a relying
exported its federation metadata to a file. Ensure that this file is from a trust
not validate the source of the file.

Federation metadata file location:

I

" Enter data about the relying party manually
Use this option to manually input the necessary data about this relying part

< Previous eut >
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1::1 Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for this relying party.
@ Welcome
- , ispl :
@ Select Data Source Diplay name
Iuc:r:x.cﬂrrtnsu .c0m|
@ Specify Display Name
@ Choose Issuance Notes:

Authorization Rules
@ Headyto Add Trust
@ Finish

< Previous Mext > l




m
"1 Add Relying Party Trust Wizard

Choose Issuance Authonization Rules

Stey lssuance autharization rules determine whether a user is pemitted to receiv

@ Welcome Choose one of the following options for the inttial behavior of this relying pa
rules.
@ Select Data Source

{+ Pemit all users to access this relying party
The issuance authorization rules will be configured to pemit all users to

@ Specify Display Name

@ Choose Issuance

uthorization Rules relying party service or application may still deny the user access.
@ Readyto Add Trust " Deny all users access to this relying party
@ Finish The issuance authorization rules will be configured to deny all users acc

later add issuance authorization nules to enable any users to access this

You can change the issuance authonzation rules for this relying party trust b
trust and clicking Edit Claim Rules in the Actions pane.

< Previous Mext >

Paso 4. Completar e establecimiento del Fideicomiso de Confianza.



" Add Relying Party Trust Wizard

Finish
Steps : : :

The relying party trust was successfully added to the AD FS configuration da
@ Wel
il You can modify this relying party trust by using the Properties dialog box in th
@ Select Data Source snap-in.

@ Specify Display Name

[V Open the Edit Claim Rules dialog for this relying party trust when the wiza

@ Choose |ssuance
Authorization Rules

@ Readyto Add Trust

@ Finish

L

Paso 5. En las propiedades de Confianza del usuario de confianza, elijala identifier ficha.



Relying Party Trusts

Update from Federation Metadata.
Edit Claim Rules...
Disable

Delete

Help




fs.sso.com Properties

Accepted Claims I Organization I Endpoints I Motes | Advanc
Monitaring |dentifiers | Encryption I Signature

Specify the display name and identifiers for this relying party trust.

Display name:

[
Relying party identifier:

Example: https://fs . contoso com/adfs/services Arust

Relying party identifiers:
uccx115p uccxl 15eft .com

11
i
(n

‘ Ok I Cancel Apply Help

Paso 6. Establezca €l identificador como el nombre de host completamente calificado del servidor Cisco




|dentity Server desde €l que sp.xml Se descarga.

fs.sso.com Properties

Accepted Claims I Organization I Endpoints I Motes I Advan
Monitaring Idertifiers | Encryption I Signatur

Specify the display name and identifiers for this relying party trust.

Display name:

Iucn::u.u:n:urm:usn com| <:

Rehing party identifier:

Example: https://fs.contoso com/adfs/services Arust

Relying party identifiers:
uccx115p uccx1152eft.com Remove

‘ QK I Cancel Apply Helr




Paso 7. Haga clic con el boton secundario en Confianza del usuario de confianzay, a continuacién, hagaclic
€en Edit Claim Rules.

Debe agregar dos reglas de notificacion: una es cuando los atributos LDAP (protocolo ligero de acceso a
directorios) coinciden, mientras que la segunda es a través de reglas de notificacién personalizadas.

uid - Este atributo es necesario para que las aplicaciones puedan identificar al usuario autenticado.
user_principal - Este atributo es necesario por los 1dS de Cisco paraidentificar e rango del usuario
autenticado.

Regla de reclamacion 1:
Agregar unaregla por nombre NamelD del tipo (enviar los valores del atributo LDAP como notificaciones):

* Elegir dmacén de atributos como Active Directory

 Atributo LDAP de mapa User-Principal-Name a user_principal (minuscula)

 Elija e atributo LDAP que se debe utilizar como userid para que los usuarios de la aplicacion puedan
iniciar sesion y asignarlo auid (mindscula)

Ejemplo de configuracion cuando samAccountName Se utilizara como ID de usuario:

» Asigned atributo LDAP SamAccountName a uid.
» Asigne € atributo L DAP user-Principal-Name a user_principal.

Ejemplo de configuracion cuando upn se debe utilizar como ID de usuario:

» Asigne € atributo LDAP user-Principal-Name a uid.
» Asigne €l atributo L DAP uUser-Principal-Name @ user_principal.

Ejemplo de configuracion cuando PhoneNumber Se debe utilizar como ID de usuario:

» Asigneed atributo LDAP phoneNumber auid .
» Asigne € atributo L DAP user-Principal-Name a user_principal.
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"":jl Add Transform Claim Rule Wizard

l: Select Rule Template

-
. Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following
provides details about each claim rule template.

Claim rule template:

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attribud
store such as Active Directory to send as claims to the relying party. Multiple :
multiple claims from a single rule using this rule type. For example, you can us
create a rule that wil extract attrbute values for authenticated users from the
telephoneNumber Active Directory attributes and then send those values as t
claims. This rule may also be used to send all of the user's group membership
individual group memberships, use the Send Group Membership as a Claim n

Tell me more about this rule template...

< Previous Next >




"'"r‘E Add Transform Claim Rule Wizard

rllc Configure Rule

@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to send the
which to extract LDAFP attributes. Spec
issued from the rule.

Claim rule name:

II"-.IameIEI

Rule template: Send LDAFP Attributes

Attribute store:
IPu.c:ti\re Directony

Mapping of LDAP attributes to outgoin
LDAP Attribute '

|ser-Principal-Mame

SAM-Account-Mame

-




: Debe asegurarse de que € atributo LDAP configurado para el ID de usuario en la sincronizacion
LDAP de CUCM coincida con €l atributo LDAP configurado parauid en la regla de reclamacion de
ADFS NamelD. Esto es para el correcto funcionamiento del inicio de sesion de CUIC y Finesse.

Nota: este documento hace referencia a las restricciones del nombre de regla de reclamacion y
muestra nombres como Namel D, Fully Qualified Domain Name (FQDN) de UCCX, etc. Aungue los
campos y nombres personalizados se pueden aplicar en varias secciones, |os nombres de regla de
reclamacion y los nombres para mostrar se mantienen estandar para mantener la coherenciay paralas
précti cas recomendadas en la convencion de nomenclatura.

dlinlie  Cisco Unified CM Administration

CISCO k4 Cisco Unified Communications Solutions

System » Call Roufing + Media Resources + Advanced Features = Device - Application »  Uszer Management »  Bulk Administ

LDAP System Configuration
Q Save

—Status

® Status: Ready

—LDAP System Information

¥| Enable Synchronizing from LDAP Server

LDAP Server Type Microsoft Active Directory ¥
LDAP attribute for User ID | sAMAccountName ¥
Save

Regla de reclamacion 2:

» Agregue otraregla de tipo regla de notificacion personalizada con el nombre Full Qualified Hostname
of Cisco Identity Server (Nombre de host completamente calificado de Cisco Identity Server) y
agregue este texto de regla.

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(

* En € cluster de Cisco Identity Server, todos los nombres de host completamente calificados son los
del nodo principal o editor de Cisco Identity Server.

» El <nombre de host totalmente calificado de Cisco Identity Server> distingue entre mayulsculas y
minusculas, por lo que coincide exactamente (mayusculas y minusculas incluidas) con € FQDN de
Cisco Identity Server.

* El <FQDN del servidor ADFS> distingue entre mayUsculas y minusculas, por lo que coincide
exactamente (mayusculas y minasculas incluidas) con el FQDN de ADFS.



%&Add Transform Claim Rule Wizard
Iz

. Select Rule Template

i

b Seps Select the template for the claim rule that you want to create from the following list.
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a nule templa
written in the AD FS 2.0 claim rule language. Capabilties that require custom rule:

* Sending claims from a SQL attribute store

+* Sending claims from an LDAP attribute store using a custom LDAP filter

* Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

» Creating claims for use only in later rules

Tell me more about this nule template...

¢ Previous Next = (




"’:& Add Transform Claim Rule Wizard

Configure Rule

Repe You can configure a custom claim rule, such as a rule that requires multiple in
@ Choose Rule Type claims from a SQL attibute store. To configure a custom rule, type one or moi
issuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim rule name:

|uccac.cnntnsn com

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/cC!.
ntname"™] => issue(Iype =
"http://schemas.xmlsoap.org/ws/2005/05/identity/cla;
", Iasuer = c.Issuer, Originallssuer = c.0Originalls:
c.Value, ValueType = c.ValueType, Properties
["http://3chemas.xmlsoap.org/ws/2005/05/identity/cl:
at"™] = "urn:casis:names:tc:SAML:2.0:nameid-format:t)
Properties
["http://3chemas.

mequalifier™] =Cuccx.contoso.com™ ;

Mare about the claim rule lanquage...

< Previous Finish I

Paso 8. Haga clic con el botén secundario en Confianza del usuario de confianzay, a continuacion, hagaclic
en properties Y Seleccione la ficha advanced (avanzado), como se muestra en laimagen.



fs.sso0.com Properties

Monitaring I |dentifiers I Encryption I Signature
Accepted Claims I COrganization | Endpoints | MNotes Advance

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorthm:

‘ O I Cancel A pply Help




Paso 9. Como se muestra en laimagen, elijael agoritmo hash seguro (SHA) como SHA-256.

fso.sso.com Properties x

Monitoring ldentifiers Encryption Signature Accepted Claims
Organization ~ Endpoints ~ Prowy Endpoints ~ Notes  Adwvanced

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorthm: | SHA-Z56 w

Carcel Apply

Paso 10. Haga clic en ok.

ADFS3.0

Paso 1. En el servidor ADFS, despléacese hasta Server Manager > Tools > ADFS Management.

or + Dashboard

WELCOME TO SERVER MAMAGER

o Configure this local server

ge Services b
WHAT'S NEW

Paso 2. Desplacese hasta ADFS > Trust Relationship > Relying Party Trust.



i File Action View Window Help

e [ BE

S 0n

b [ Service

4 || Trust Relationships
[l Claims Provider Trusts
3 R.E! ! Dt T |
|j Mﬁ,ﬂ Add Relying Party Trust... |

b ] Authenti Add Mon-Claims-Aware Relying Party Trust...

Display Name
Devios Redisiration Somi

View »
Mew Window from Here

Refresh

Brvices Help

Paso 3. Elijala opcion import data about the relying party from afile.

Enabled

Yes

Type
WS-T...



@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configur:
consume claims in securty tokens that are issued by this Federation Service
authorization decisions.

The relying party trust that this wizard creates defines how this Federation S
party and issues claims to it. You can define issuance transform rules for isst
after you complete the wizard.

< Previous




@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@® Choose Issuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying
itz federation metadata online or on a local networl.

Federation metadata address (host name or URL):

Example: fs.contoso.com or hitps://www .contoso.com/app

@ Import data about the relying party from a file

Ise this option to import the necessary data and cerificates from a relying
exported its federation metadata to a file. Ensure that this file is from a trust
validate the source of the file.

Federation metadata file location:

(O Enter data about the relying party manually
|Use this option to manually input the necessary data about this relying part

< Previous




Add Relying Party Trust Wizard

© v 4| M « $50115 » Podi v & | | Search

Organize *+  New folder

8 Downloads A Name Date modified
=] Recent places

[ sp 8/18/2016 8:26 PM

/M This PC
L_H Desktop
LE Documents
i Downloads
¥ FOLDERS on ARL
LE Music
LEI Pictures
j Videos
&, Local Disk (C:)
8 DVD Drive (D:) IR

v |[<] n

File name: | sp v| |Metac

< Previous
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Specify Display Name

Steps
@ Welcome

@ Select Data Source

@ Specify Display Name

@ Conrfigure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

A AR A

Enter the display name and any optional notes for this relying party.

Display name:

uccx.contoso .n:nm|

Notes:

< Previous




Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Configure multifactor authentication settings for this relying party trust. Multifa
there is a match for any of the specified requirements.

Multifactor Authentication

Requirements Users/Groups Not configured
Device Not configured

Location Not configured

(® | do not want to configure multifactor authertication settings for this relying

() Configure multifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying |
Authentication Policies node. For more information, see Configuring Authe

< Previous




Steps

@ Welcome
@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Choose Issuance Authonzation Rules

Issuance authorization nules detemmine whether a user is pemitted to receive
Choose one of the following options for the initial behavior of this relying parh
® Pemit all users to access this relying party
The issuance authorzation rules will be configured to pemit all users to a
party service or application may still deny the user access.

() Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users acce
later add issuance authorization rules to enable any users to access this r

You can change the issuance authorization rules for this relying party trust by
and clicking Edit Claim Rules in the Actions pane.

< Previous

Paso 4. Completar el establecimiento del Fideicomiso de Confianza.



Finish

Steps The relying party trust was successfully added to the AD FS corfiguration datal

B s You can modify this relying party trust by using the Properties dialog box in the
@ Select Data Source

@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

[v| Open the Edit Claim Rules dialog for this relying party trust when the wizard

Paso 5. En las propiedades de Confianza del usuario de confianza, elija el 1dentifier ficha.



Relying Party Trusts

Display Name Enabled Type |dentifier
Device Registration Service Yes WS-T... um:ms-drsfs

uccx115p1 toi.com y S-T.. uccx115pit
Update from Federation Metadata...

Edit Claim Rules...
Disable

Properties

Delete

Help




Organization Endpoints

Proogy Endpoints

Motes Pldvan:::

Manitaring dertifiers

Encryption

Signature

Accepted [Jail

Specify the display name and identifiers for this relyving party trust.

Display name:

Rehing party identifier:

Add
Example: https:/fs.contoso.com/adfs/services Arust
Relying party identifiers:
uccx115p1 toi.com Remaove '

OK




Paso 6. Establezca €l identificador como e nombre de host completamente calificado del servidor Cisco
|dentity Server desde el que sp.xml se descarga.



Drganization Endpaints

Prooey Endpoints I Motes I Ad\raf

Monitoring | Identifiers

Encryption

Signature

| Accepted C

Lisplay name:

Specify the display name and identifiers for this relyving party trust.

uccx.contoso .com| «

Relying party identifier:
Add
Example: https//fs contoso com/adfs/services Arust
Relying party identifiers:
uccx115p1 toicom Reamay
0K Cancel Ap

Paso 7. Haga clic con el boton secundario en Confianza del usuario de confianzay, a continuacion, hagaclic

Debe agregar dos reglas de notificacion: una es cuando los atributos LDAP coinciden, mientras que la segun



user_principal - Este atributo es necesario por los 1dS de Cisco paraidentificar e rango del usuario
autenticado.

Regla de reclamacion 1:
Agregar unaregla por nombre NamelD del tipo (enviar los valores del atributo LDAP como notificaciones):

* Elegir dmaceén de atributos como Active Directory

 Atributo LDAP de mapa User-Principal-Name a user_principal (minuscula)

 Elija el atributo LDAP que se debe utilizar como userid para que |os usuarios de la aplicacion inicien
sesion y la asignen a uid(minuscul @)

Ejemplo de configuracion cuando samAccountName Se utilizara como ID de usuario:

» Asigned atributo LDAP SamAccountName a uid.
» Asigne € atributo L DAP user-Principal-Name a user_principal.

Ejemplo de configuracion cuando se debe utilizar UPN como ID de usuario:

» Asigne €l atributo LDAP user-Principal-Name a uid.
» Asigne €l atributo L DAP uUser-Principal-Name @ user_principal.

Ejemplo de configuracion cuando PhoneNumber Se debe utilizar como ID de usuario:

* Asigne €l atributo LDAP telephoneNumber a uid.
» Asigne € atributo L DAP user-Principal-Name a user_principal.
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1 ADFS Relying Party Trusts
} el o
ip Zones ri i _"! i 1"” Device Registration Service
| Claims Provider Trusts T
S | Relying Party Trusts

Issuance Transform Rules | ssuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name lssued Claims

Remove Rule...
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this nule to send the values of LDAP attributes as claims. 5
which to extract LDAP attributes. Specify how the attributes will map to the ou
issued from the rule.

Claim rule name:

Name|D|

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory v

Mapping of LDAP attributes to outgoing claim types:
:5:.51 ;g];hutﬂ (Select ortype to Outgoing Claim Type (S ei
SAM-Account-Name v fluid

4 User-Principal-Name v (luser_principal

< Previous

Nota: Debe asegurarse de que €l atributo LDAP configurado parael 1D de usuario en la
sincronizacion LDAP de CUCM coincida con €l atributo LDAP configurado parauid en laregla de
reclamacién de ADFS Namel D. Esto es paralafuncion adecuada deinicio de sesién de CUIC y

Finesse.



Nota: este documento hace referencia a restricciones en el nombre de regla de reclamacion y nombres
para mostrar como Namel D, FQDN de UCCX, etc. Aungue los campos y hombres personalizados
pueden ser aplicables en varias secciones, |0os nombres de regla de reclamacién y los nombres para
mostrar se mantienen de forma estdndar para mantener la coherenciay paralas précticas
recomendadas en la convencion de nomenclatura

aliml, Cisco Unified CM Administration

CISCO  kor cisco Unified Communications Solutions

System = Call Routing + Media Resources = Advanced Features » Device =  Application = User Management «

LDAP System Configuration

-Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

-LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID | userPrincipalName

(] O

@ *- indicates required item.

Regla de reclamacion 2:

» Agregue otraregla de tipo regla de notificacion personalizada con el nombre Full Qualified Hostname
of Cisco Identity Server (Nombre de host completamente calificado de Cisco Identity Server) y
agregue este texto de regla.

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(

» En d cluster de Cisco Identity Server, todos los nombres de host completamente calificados son los
del nodo principal o editor de Cisco Identity Server.

» El <nombre de host totalmente calificado de Cisco Identity Server> distingue entre mayusculas y
minusculas, por lo que coincide exactamente (mayusculas y minusculas incluidas) con e FQDN de
Cisco Identity Server.

* El <FQDN de servidor ADFS> distingue entre maylsculas y minUsculas, por lo que coincide
exactamente (mayUsculas y minusculas incluidas) con el FQDN de ADFS.
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Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the followir
details about each claim rule template.

Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

lUsing a custom rule, you can create rules that can't be created with a rule:
written in the AD FS claim rule language. Capabilties that require custom n

* Sending claims from a SQL attribute store

* Sending claims from an LDAP attribute store using a custom LDAP fitter
* Sending claims from a custom attribute store

* Sending claims only when 2 or more incoming claims are present

* Sending claims only when an incoming claim value matches a complex
* Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

< Previous




You can configure a custom claim rule, such as a rule that requires multiple incoming claims
claims from a SQL attribute store. To configure a custom rule, type one or more optional con
issuance statement using the AD FS claim rule language.

Claim rule name:

uccx.contoso.com

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type ==
"http://schemas.microsoft.com/w3/2008/0&/identity/claims,/wind;
name"]

=> i3sue(Type =
"http://achemas.xmlsoap.org/ws/2005/05/identity/claims/nameidt
Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value =
ValueType = c.ValueType, Properties
["http://3chemas.xmlscap.org/ws/2005/05/1identity/claimpropert.
"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient”™, P

["http://3chemas. Xl 30aRora sl 0000 den laimpropert.
alifier"] €7 Frop
["http://schemas . 8 < v/claimpropert:

OK




: €l paso 2 no es necesario si utiliza ADFS 3.0, yaque CmdL et ya estéinstalado como parte de la
adicion delosrolesy caracteristicas.

Nota: El
distingue entre mayUsculas y minusculas, por lo gue coincide (mayusculas incluidas) con o
establecido en laficha ldentificador de las propiedades Confianza del usuario de confianza.

Nota: a partir de laversion 12.0 de UCCX, los ID de Cisco admiten SHA-256. El fideicomiso de
usuario de confianza utiliza SHA-256 parafirmar la solicitud SAML y esperala misma respuesta de
ADFS.

Par a una configuracion de varios dominios para ADFS federados

En el caso de lafederacion en ADFS, donde un ADFS en un dominio determinado proporciona
autenticacion SAML federada para |os usuarios de otros dominios configurados, se necesitan
configuraciones adicionales.

Para esta seccion, €l término ADFS primario se refiere alos ADFS que se deben utilizar en 1dS. El término
ADFS federado indica aguellos ADFS, cuyos usuarios pueden iniciar sesion através de 1dSyy, por lo tanto,
son los ADFS primarios.

Configuraciéon de ADFS federado

En cada uno de los ADFS federados, se debe crear €l fideicomiso de usuario de confianza parael ADFS
principal y las reglas de reclamacién configuradas como se menciond en la seccion anterior.

Configuraciéon de ADFS principal

Parael ADFS principal, ademés de la confianza de usuario de confianza para 1dS, se necesita esta
configuracion adicional.

Agregar claim Provider Trust con €l ADFS en el que debe configurarse la federacion.

En laClaim Provider Trust, asegUrese de que €l Pass through or Filter an Incoming Claim |as reglas se configuran con
el paso através de todos | os valores de notificacion como la opcion:

e |D del nombre

» Seleccione ID de nombre en laincoming Claim Type buzén

* Elegir Transient como opcién parael formato de ID de nombre entrante

* uid: es unanotificacion personalizada. Introduzca el valor uid en €l campo Incoming Claim Type buzon

e user_principal: setrata de una notificacion personalizada. Escriba el valor user_principal en e campo
Incoming Claim Type buzon

En Confianza de usuario de confianza para | dS, agregue Pass though or Filter an Incoming Claim reglas con paso a
través de todos | os val ores de notificacion como opcion.

* Nombrel DFromSubdominio

» Seleccione ID de nombre en incoming Claim Type buzén

* Elegir Transient como opcién para el formato de ID de nombre entrante

* uid: es unanotificacion personalizada. Escriba el valor uid en €l incoming Claim Type buzén

e user_principal: setrata de una notificacion personalizada. Escriba el valor user_principal en e campo



Incoming Claim Type buzoén
Renovacion automatica de certificados de ADFS

L a sustitucion automatica de certificados es compatible con UCCX 11.6.1y versiones posteriores. (La
actualizacion de labiblioteca Fedlet alaversion 14.0 en UCCX 11.6 resolvio este problema.)

Autenticacion Kerberos (autenticacion de Windows integrada)

La autenticacion de Windows integrada (IWA) proporciona un mecanismo para la autenticacion de los
usuarios, pero no permite transmitir las credenciales através de lared. Cuando se habilita la autenticacion de
Windows integrada, funciona sobre |a base de tickets para permitir que los nodos se comuniquen através de
unared no segura para probar su identidad entre si de una manera segura. Permite alos usuarios iniciar
sesion en un dominio después de iniciar sesion en sus equipos con Windows.

Nota: la autenticacion Kerberos solo se admite a partir de laversion 11.6 y posteriores.

L os usuarios de dominio que ya han iniciado sesion en el controlador de dominio (DC) inician sesiéon sin
problemas en |os clientes de SSO sin necesidad de volver aintroducir las credenciales. Paralos usuarios que
no son de dominio, IWA recurre aNew Technology Local Area Network Manager (NTLM) y aparece €l
cuadro de didlogo de inicio de sesion. La calificacion para |dS con autenticacion IWA se realiza con
Kerberos contra ADFS 3.0.

Paso 1. Abrael simbolo del sistema de Windowsy gecttelo como un usuario administrador pararegistrar el
servicio HTTP con € setspn comando setspn -s http/

Paso 2. Deshabilite la autenticacion de formularios y habilite la autenticacion de Windows para sitios de
intranet. Despl acese hasta ADFS Management > Authentication Policies > Primary Authentication > Global Settings > Edit. EN
Intranet, asegUrese de que sdlo est4 activada la autenticacion de Windows (desactive la autenticacion de
formularios).
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Configuracion de Microsoft Internet Explorer para compatibilidad con IWA

Paso 1. Asegurese de |0 siguiente Internet Explorer > Advanced > Enable Integrated Windows Authentication €sta activado.



v o

Internet Options @

| General I Security | Privacy | Content | Connections | Programs | Advanced [

Settings

() Do not submit unknown addresses to your auto-search pri =
@ Justdisplay the results in the main window
ﬁ Security
[T] Allow active content from CDs to run on My Computer®
[] Allow active content to run in files on My Computer®
[] Allow software to run or install even if the signature iz inv
Chedk for publisher's certificate revocation
Chedk for server certificate revocation™
Chedk for signatures on downloaded programs
[7] Do not zave encrypted pages to disk L
[] Empty Temporary Internet Files folder when browser iz d-:| 3 |
Enable DOM Storage b
Enable Integrated Windows Authentication™
[#] Enable memory protection to help mitigate online attacks
1 | 1 [ 3

*Takes effect after you restart Internet Explorer

&® ¥

[ Restore advanced settings ]

Reset Internet Explarer settings

Resets Internet Explorer's settings to their default
condition,

¥ou should only use this if your browser is in an unusable state,

[ oK ] [ Cancel Apply

Paso 2. LaURL de ADFS se debe agregar a Security > Intranet zones > Sites (winadcom215.uccx116.com €S la URL de
ADFS).



Internet Options

| ¥You can add and remove websites from this zone. All websites
this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

hcp: ffsystem Remove
http: /localhost '
https: (flocalhost
winadcom215.uccx 116, com

Require server verification (https:) for all sites in this zone

Close

Enable Protected Mode (requires restarting Internet Explorer)

Custom level, .. Default level

Re=et al ames b defodk vl




== Options T || &=

General | Security | privacy | Content | Connections | Programs | Advanced | | |
Security Settings - Local Intranet Zone [
Select a zone to view or change seourity settings. Settings
@ & JV O ous -
Internet Local intramet  Trusted sites . @ Enable
=] Enable XS5 filter
| This zone is for all websites that are =
= found on your infranet. — éﬂli:f; Java applets
i@ Enable
. i) Prompt
Security level for this zone o
82, User Authentication
Allowed levels for this zone: All % Logon
Medium-low () Anonymous logon
- Appropriate for websites on your i@ Automatic logon only in Intranet zone
mﬁﬂtﬂt uill be run without § O Automatic logon with current user name and password B
- Unsigned ActiveX controls will not ) Prompt for user name and password i
- Same as Medium level without prg ] = | -
[ClEnable Protected Mode (requires restartin *Takes effect after you restart Internet Explorer
mm |He{4ll
Reset custom settings
I Resetallzd = Reset to: [mqw (defauit) v] [ Reset. ., ]
Coc 1L e e

Configuracion necesaria para Mozilla Firefox para compatibilidad con IWA

Paso 1. Ingresa a modo de configuracién para Firefox. Abra Firefox e introduzca about:config en la URL.
Acepte la declaracion de riesgos.

Paso 2. Buscar por ntim 'y habilitar el network.automatic-ntim-auth.allow-non-fadn 'y establézcal o en true.

@ Mozilla Firefox Web Browse: < @ Mozilla Firefox Start Page X about:config A e

€ O Fiefor about:config

(2 Most Visited ‘ Getting Started | ) UCCX | | CUCM | | SocialMiner

Search: | ntlm

Preference Name - Status Type
network.auth.force-generic-ntim default boolean
network.auth.force-generic-ntim-v1 default boolean
network.automatic-ntlm-auth.allow-non-fqdn user set boolean

Paso 3. Establezca €l network.automatic-ntim-auth.trusted-uris @ dominio o explicitamente ala URL de ADFS.



network.automatic-ntlm-auth.allow-proxies default bool
network.automatic-ntim-auth.trusted-uris user set strin

network.generic-ntlm-auth.workstation default strin

Configuracion requerida para Google Chrome para soporte de IWA

Google Chrome en Windows utiliza la configuracién de Internet Explorer, por lo gue se debe configurar en
Internet Explorer Tools > Internet Options O desde el Panel de control en internet Options dentro de la
subcategoria Network and Internet.

Configuracion adicional para SSO

Este documento describe la configuracién del aspecto |dP para SSO paraintegrarse con los 1dS de Cisco.
Para obtener més informacion, consulte las guias de configuracién de productos individuales:

* UCCX
 UCCE
* PCCE

Verificacion

Este procedimiento se utiliza para determinar si 1a Confianza del Usuario de Confianza se establece
correctamente entre los |dS de Cisco y los IDP.

» En el explorador, introduzcala URL
https.//<ADFS _FQDN>/adfs/|s/1dpl nitiatedSignOn.aspx?oginToRp=<IDS FQDN>

» ADFS proporcionael formulario de inicio de sesion. Esta opciédn esta disponible cuando la
configuracion mencionada es correcta.

* Si laautenticacion es correcta, €l navegador debe redirigir a
https.//<IDS_FQDN>:8553/ids/saml/response, y aparecera una pagina de lista de comprobacion.

Nota: La pégina Lista de comprobacion que aparece como parte del proceso de verificacion no esun
error, sino una confirmacion de que la confianza se ha establecido correctamente.

Troubleshoot

Para |la resolucion de problemas, consulte https.//www.cisco.com/c/en/us/support/docs/customer-
collaboration/unified-contact-center-express/200662-A DFES-1dS-Troubl eshooting-and-Common-Prob.html.

URL derecuperacion/omision de SSO de UCCX

» Administracién de Cisco Unified CCX
+ Mantenimiento de Cisco Unified CCX

Desactivar SSO


http://www.cisco.com/c/es_mx/support/customer-collaboration/unified-contact-center-express/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/es_mx/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
/content/en/us/support/customer-collaboration/packaged-contact-center-enterprise/tsd-products-support-series-home.html
https://%3CaDFS_FQDN%3E/adfs/ls/IdpInitiatedSignOn.aspx?loginToRp=%3CIDS_FQDN%3E
https://%3CIDS_FQDN%3E:8553/ids/saml/response
https://www.cisco.com/c/es_mx/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/es_mx/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm

» GUI: acceda accx Administration > Single Sign-On (SSO) > Disable.
* CLI: set authmode non_sso (este comando debe inhabilitar SSO para Pub y Sub - puede gjecutarse desde
cualquierade los nodos UCCX en caso de un cluster de alta disponibilidad (HA)).

Capturasde pantalla

Administracion de CCX: Non_SSO

Non-SSO Mode

alualie Cisco Unified CCX Administration

CISCO  por Cisco Unified © ations Sol

Logged out successfully

For additional security, plesse exit the browser

Click here to login again

opyright £ 1999-2016 Ciscd

Cisco Unified CCX Administration

Administracion de CCX: SSO habilitado



SSO Mode

silun]ue Cisco Unified CCX Mmlnlﬂh‘ﬂiﬂh
CISE0 g Slaco Unified Communications Solutlons
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For sk broraser
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Takes to the AppAdmin Home page if
authenticated with IdP

I nicio de sesidn en Finesse - No SSO
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nlll-llln Username*

cisco Cisco Finesse

Password*

Extension*

I nicio de sesidon Finesse: SSO habilitado
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adfs-sha256.yoddhasad.com

Type yvour user name and password.

User name: | I Example: Domain\username

Password: | |

il || ' || I Usemame* chaitra

CIsSCO C'SCD F”TESSE Extension* _

CUIC: Non_SSO

Mon S50 Mode I -~ l

L

CUIC: SSO habilitado



SSO Mode

Takes to the CUIC
Dashboard if
authenticated with Id

stfuetfus
CISCO

-
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Signed Out

You have been successfully signed
out. For additional security, please
close the browser

Sign In Again



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



