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CHAPTER 1

Introduction

This guide introduces release 3.3 deployment guide for the Cisco Converged Access CT5760 and Cat3850
products. This guide is designed to help you deploy and monitor new features introduced in release 3.3.

The document builds on previous releases with the assumption that users are familiar with the Converged
Access products. Please refer to both the CT5760 Controller Deployment Guide and the Cisco Catalyst 3850
Switch Deployment Guide for released features not covered in this guide.

The following topics are covered under this chapter:

* CT5760 Controller, page 1
» Service Discovery Gateway (mDNS Gateway), page 2

CT5760 Controller

CT5760 is an innovative UADP ASIC based wireless controller deployed as a centralized controller in the
next generation unified wireless architecture. CT5760 controllers are specifically designed to function as
Unified model central wireless controllers. They also support newer Mobility functionality with Converged
Access switches in the wireless architecture.
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CT5760 controllers are deployed behind a core switch/router. The core switch/router is the only gateway into
the network for the controller. The uplink ports connected to the core switch are configured as EtherChannel
trunk to ensure port redundancy.

This new controller is an extensible and high performing wireless controller, which can scale up to 1000
access points and 12000 clients. The controller has 6 to 10 Gbps data ports.

As a component of the Cisco Unified Wireless Network, the 5760 series works in conjunction with Cisco
Aironet access points, the Cisco Prime infrastructure, and the Cisco Mobility Services Engine to support
business-critical wireless data, voice, and video applications.

Service Discovery Gateway (mDNS Gateway)

Cisco's Service Discovery Gateway is an IOS component that implements the Zeroconf suite of technologies
in IOS. Zeroconf is a widely used standard for plug-and-play service discovery, including Apple Bonjour®
services. Zeroconf has been designed with the local network in mind and operates only in its local network.
However, due to the huge success of the BYOD device in enterprises and educational institutions, the need
to support Zeroconf enabled services beyond the boundaries of a local subnet has become top of mind.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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Service Discovery Gateway (mDNS Gateway) .
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Cisco's Service Discovery Gateway allows for controlled and secure access to services and devices across
subnets. It listens to service announcements on all configured network segments and builds a cache of services
and addresses. It proxies these requests to other segments and can also apply filters based on various service
attributes. These filters can limit what services will be requested or advertised.
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CHAPTER 2

Configuration

The following topics are covered under this chapter:

« Initial Configuration for Service Discovery Gateway (SDG), page 5

» Active Queries Configuration, page 11

» Accessing Bonjour Printer Service, page 12

» Configuring Service Policy on Interface, page 14

» Configuring mDNS Service Filtering on an Interface with AAA Override, page 15

» Service Discovery Gateway Summary, page 21

Initial Configuration for Service Discovery Gateway (SDG)

To configure and demonstrate the Service Discovery gateway/mDNS feature on WLC, users can create a
VLAN interface for Bonjour Services on a separate VLAN than the Client VLAN.

Here is an example showing different interfaces and VLANS for Clients (VLAN10) and AppleTV (VLAN11):

VLAN

Mew Remove

VLAN ID Mame Status
1. ¥ default active
|D 10 mgmit active |
[0 11 bomjour active | :%

==
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. Initial Configuration for Service Discovery Gateway (SDG)

Vian Configuration
Hew  Remowe

| Interface Name | Status ' Protocol
O wiam administratively down down
O wanig up up
O win11 up up
O whni3 up up

| IP-Address
: unassigned
10.10.10.2
10.10.11.2
10.10.13.2

Step 1 Create one WLAN for clients with any security type and another WLAN for AppleTV with security set to WPA2-PSK.
Map the WLAN:S to the respective interfaces. The example below is of WLAN for AppleTV.

4 Home  Monitor | ¥ Conﬁgumﬁ v

Wireless WLANSs
/ WLANs > Create New

B OWLAN

* Access Points / PR

» 802.113/nfac WD [2 ]

* 802.11b/g/n ssiD [ POD1-Apple TV I

* Media Stream N
e Profile Name| POD1-Apple TV | g
WLAN [ apph |
WLAM > Edit
m Sgcurity s BT Advanced /
Profia Hame PODL-Apple TV

1.'\'“ WWLAN H
S5 POD-Apple TV
Sratus (A
. Hm;‘\‘\

acurity Poloes

{Hedfications dome under securty tab will appear after apphing the dhanges.)
Ry Polcy M=
Intarfaca/Intarface Group(G)
Broadcast 5510 i
Hukicast VLAN Peature Ll 2
Step 2 Enable Service Discovery Gateway—Now, to enable the Bonjour services, navigate to Configuration > Controller >

mDNS > Global. Under Global Service Rules, enable mDNS gateway by checking the mDNS gateway checkbox
because it is disabled by default. Also, from the Learn Service drop-down menu, select Enable and click Apply.

[l Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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Initial Configuration for Service Discovery Gateway (SDG) .

£t Home Monitor|¥  Configuration |*  Administrabion| ¥ Help
controller Global Service Rules
* Sﬁtﬂm f
» Internal DHCP Server mONS gateway 2 ‘_,,-
* Management Learn Service Custom | =
+ Moblly Monagement Service Polcy N | None | =
* mDS
Service Polcy OUT | None | = |
. A"
@ Interface E
& Service Lisk %
it Mome  Mootorlv  Confgumtion | Admnstation [T Heb _
Global Service Rules : .
mONS gateway L5
o soe (L]
Sarvice Pobcy TN Mede = :
ol
Sarvice Polcy QUT | None = %

Once the Learn Service is enabled, the default service policies are created and applied. The gui-permit-all for Service
Policy IN and gui-deny-all for Service Policy OUT.

4

4ot Home  Monitor|*  Configuration | *  Administration | ¥ Help

Global Service Rules

mOMS gateway

Learn Service Enable | « |

Service Policy IN guipermit-all | = |

Service Policy OUT | gui-deny-all | = |

352232

Note  The default Service Policy helps discover and cache the mDNS services on the WLC without them being
advertised on the network.
Step 3 Now, connect the Apple TV to the SSID for Bonjour services and the Bonjour client (iPad/iPhone) to SSID for Clients.
Navigate to Monitor > Clients and you will see that the Bonjour servicing the Apple TV and the Bonjour Client (your
iPad/IPhone) are associated to two different SSIDs as shown below.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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. Initial Configuration for Service Discovery Gateway (SDG)

5 Home | Moniter | ¥ | Configwration | *  Administration | ¥  Halp
Clients Cllewibs
¥ Chent Details ‘f
CientMAC Address | AP Name WLAN state Protocel
oA ATCAE0:58 PODI-AP3E00 1 ue #02.11n-5ghz -
ol
JFEFCFECIES:S) FOD L-AP3500 2 e 802.1in-24ghz E
Apple TV:
Chent
Chent > Delkail
AVC Statstics
w» Chent Properties w AP Properties
Mac Address 28:E7OFECES:50 AP Addrass CC:D5:39:0C:83:80
1Pvd Addrass 10.10.11.51 =" AP Hame POD1-API600
IPv Addrass Hone AP Type 802.11n
User Hame Hone Wian Profie PODL-Appe TV
Port Humber 1 Status Associated
Interfaca bonjour Association 1D 1 ]
o
Vi 1D 1 0211 Authentication  Open System i
i0S Client:
Chent
Chent > Detail
AVC Statistes
» Chent Properties ¥ AP Properties
Mac Address 1C:AB:AT C6:60:58 AP Address CC:D5:39:0C:83:80
Pwd Address 10.10.10.62 F AP Harma PODI1-AP3600
w6 Address Hane AP Type 802.11n “"’
User Name Hore Whan Profie POD-CBant
Port Hurmber 1 Status Assagated
Inkerface gt Association ID 1 B
[ven o o 802.11 Authentication  Open System in
Step 4 Once the clients are connected and the Global mDNS has been enabled, you can confirm which mDNS services are

discovered and cached by navigating to Monitor > Controller > mDNS > Service Cache.
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Initial Configuration for Service Discovery Gateway (SDG) .

afialn
cisco  Wireless Controller

Monitor

i Configuration | »

Administration | ¥

Help

{s¥ Home
l'.unlrl;lkar H Service (HLhP
*» System
* Ports fame

 Security

o Service Cache

Mac Id

TIL

Show | A

Remaining
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You can also check if the Bonjour services are being discovered in the IOS controller by issuing the following command

from the CLI:

show mdns cache
JLCS P6BEsh mdns cache

dacp. _top. loc
1_DB6ATDGIF293828Y . _dacp. _top. local

iTunes _Ctrl DBGATDG1FIPIAZEY. dacp. _tcp. lo
118 4

iPad-4. local
rl_DB6ATDAIF2IIAZET. dacp. tep. local

«udp. local

. _sleep-proxy. _udp. local

services. _dns=sd._udp.local
tep. local

top. local

udp. local

4500 448F

A5R0 48T

128109

120109
45004485
45804498

4500448

45004498

45004498

45804498

ni122

ui12z

1

5

ui122

wi22
5

1

5

B8ch.87ad . Sea?

Bch.87ad . Sea?

U122

12z

Hfch.A7ad Sea?

Bch. 87ad Sea?

B8ch.87ad . 5ea? B

B8ch.87ad . Sea? 1

U122

e

LNGL )

nie

e

viia

Hfch. A7 Sea?

b 78 . 2028 540

b7 LR

hE7E JS4b8

hATE . 2028 540

hA78 . 2028 5408

iPad=4.local

iPad-4.local

sleap-pr

TR-15-68-

_airplay.

OFfice Ap

raop._tc

352238

Step 5 Customize mDNS global configuration so that the cached mDNS services can be accessible to the clients which are
requesting the services. To check what services are available in the default list, navigate to mDNS > Service list and

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3 -
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. Initial Configuration for Service Discovery Gateway (SDG)

click gui-permit-all.

ﬁl-lmm Monitor | ¥ Configuration | *  Administration | T Hebp
Controller Create Service
Sarvioe Lt > Create Service
* System
* Intemal DHCP Server
* Management Service List Name | Qu-permit-al |
* Mobity Managernent -
= Service nuk permit
& Global Sequence number[10 |
B Interface Match Criteria
©  Service Lst
Metsage type Hone | =
Servicenstance | |
service Type
Custom | | Add |
Learmed Senvices Selacted Servica
_arply._tep.kocal P : 3
_Seep-proxy._dp.kca by
_raop._topocal - i
. 2
Step 6 Now, navigate to Configuration > Controller > mDNS > Global and from the Learn Service drop-down menu, select
Custom. From the Service Policy IN drop-down menu, select the gui-permit-all option. Do the same for Service Policy
OUT.

Controller Global Service Rules / -FPPHI'

b System

* Intemal DHCP Server  mONS gateway 14 2

*  Managemnent Learn Service Custom  «

" m:nm: ;" PRNBQEMENt  ervice Pollcy IN | gui-permit-all -"/
o -Gl-nbalrf Service Policy OUT  guispermit-all e
E Interface E
@ Serviee List i

Service Lists: gui-permit-all and gui-deny-all are the default lists. You can create a customized Service List and define
a service rule and service type as well. These rules are available to control the mDNS messages coming into and going
out from the cache.

Note  Service filters must be specified to allow records into and out of the cache because there is a ‘deny any’ policy
installed by default. In other words, if no explicit filter policy is installed either globally or per interface, no
records will make it into the cache and the cache will not answer to any queries.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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Active Queries Configuration .

Active Queries Configuration

Active Queries are specific filters that actively query for services attached to local segments. This helps to
keep services ‘fresh’ in the cache. If a device queries for a specific service, the cache already holds a valid
record and it does not need to proxy the service query to the attached network segments, but can respond
immediately. This also helps to quickly detect the removal of a service (For example: A device is turned off
without proper announcement of the service removal).

Currently, the GUI is not available to configure the active query. From the WLC CLI prompt, users can

configure an active query by issuing the following command:
service-list mdns-sd <name> query
service-type <service type string>

For example:

service-list mdns-sd active-query query
service-type airplay. tcp.local
service-type _scanner._ tcp.local
service-type printer. tcp.local
service-type raop. tcp.local
service-type ipp. tcp.local

|

service-routing mdns-sd
service-policy-query active-query 60

Accessing Bonjour

* Once the mDNS is enabled and Bonjour services are being cached as shown in above steps, proceed
with testing to see if the Bonjour services are routed across the VLANSs.

» Make sure your Apple (iPhone/iPad) client is connected to the SSID for Clients and the Apple TV is
connected to the SSID for Bonjour services.

* Ensure that the Apple TV has AirPlay enabled by checking the Settings > AirPlay menu from the home
screen using the TV remote for the Monitor. An optional passcode can be set for security.

On your Apple i0OS device, double-click the home button . to reveal the multi-tasking view. If
you are using i0S7, swipe up the screen to see the options.

* Swipe left to right (twice for iPhone, once for iPad) to reveal a menu with the AirPlay icon as depicted
in the below screenshot for i0S6 and i10S7 respectively.

©O (9
&

o T # L —

&

352244

* Select the Apple TV from the list, and enable mirroring.
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. Accessing Bonjour Printer Service

[ ipad ) iPhone
[ Apple TV v & ArPort (] iPad
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* The status bar of the Apple device will turn blue along with adding an icon for AirPlay, signifying that
you are broadcasting your screen on the Apple TV.

352243

Accessing Bonjour Printer Service

In most scenarios, printers are connected through wires on the network. The printer might be on the same
network as other Bonjour services or on a different network. To showcase and verify that the Air Print Services

are accessible to users:

1 Create a VLAN interface on the WLC on which the Bonjour Printer is connected (In this example, it is
VLAN 105) by navigating to Configuration > Controller > System > VLAN > Layer2 VLAN and click
New. Assign the VLAN ID and click Apply.

Controder Via
iar » Bt

™ S Aoy, ]

w Genend wanp[s ]
v Mubcast -
v Rerfaces tame | )
- \wl"——’ t/ saze: @ acwe O sumenced
u Layerz VLA

B Lapeed Interface
B Van Grous

352244

2 Similarly, create a L3 interface by navigating to Configuration > Controller > System > VLAN > Layer3
Interface and click New. Assign the VLAN Id and IP Address and click Apply.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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Accessing Bonjour Printer Service

e — —
Cantrodor Vian Configurations =
* Gytam
| el Vi i (105 /
o M e
* aeraces Sl
- A DHCP Ry Infoemaion
B A P 109010511 -~
w [ Lavesd eetfay Susaat Misk 355 68 385 0 o«
W Ven Group i
+ ietemal BHCP Server
b Mmapement [P DR Sarver n
Wbty anagemant [Pvé DHOP Servee g
- s 5

To check if the Bonjour Printer service is being discovered and cached by the WLC, navigate to Monitor
> Controller > mDNS > Service Cache and you will see the printer being discovered and cached as
shown below.

: show (A
i .
v ey _seraoes._dngesd._udpiocal viLns 0z Zode A500 474 FTR  _fetp._tepobocal
» ponly mrinber. b, bitp._bopdecal ViLOS D09 0Toh 2ode 4500 A424 PTR  SEVT-Frinter [{43CDE]
¥ Managemans _HE_tepoca! VLS D4 0ReS Bt 4500 4824 PTR  SEVT-Prriee [(4300E}
b Shatstics _nirnndd,_dng-ad,_udo el Vitns OB 2edi 4500 G525 PTE T tepecal
L1 _scanner._tepocal yiLos 00%e 0204, 2eda 4500 £424 FT2 LoV TRrmvter [C4300E]
L seceioes._dns-sd. udp iocal ViLos 09 0Ted Boda 4500 Ha34 PR FAtp-at_tepiocal
'*"F Wk, Ten e vit05 i fked Srite 4500 aaps PTR  SEVT-Peemer
b "'f SEVT-Printe [C42DE]. oo, ook VLS Gogelre 3ode 4500 424 TAT 434 b= 1"g Lot
Cl §emce TCackal i el ' 3
SEVT-Printes [C4300E])._hHetp._teplocal viLas 0%c0Fed. Jede 4500 4424 THT {x}
SEVT-Printes [C420DE]),_scanner,_teplosal  vil0S C0COTeh 30de 4500 4624 TET  (E72)octvers=1"ty=0f
SEVT-Pmter [C43{DE],_Patp-ak._tondiocd WiLOS SO Ak Saola 4500 adds T (&)
B RS R e WS BOSEIE IolE 4500 424 PTE BT, ban ol
_servces._dnssd,_udofocal viLos G bk, 3ede a500 4424 PR  _pddatastream._top.k
nrinbes._tep.iocal ViLDs D0 zck 30de 4500 a4 PTR  SEVT-Frinter [43CDE]
_pd-datasneam,_top,kgal viL0s QOO Sodn A5 A% PTE SEVT-Prniter [C4200
SEVT-Pente [430DE]._oemites,_topdocl  ViLOS gl Jode 4500 424 TXT (323 b= 17 O
SEV T-Printes [L43{0DE], oof-datastcam. ViLas DS i 2ede 500 5424 TXT {21 bdbvers=1"ghotal

Print icon

4 In your iOS device, open an application such as Safari, Note, or Photos. If you are using i0S6, click the
]

as shown below. This should show the bonjour printer which is discovered by the device.

Pri Options

Printer /’ Salect Printer Printer [C43CDE] Pﬁnm/, Printer [C43CDE] »
=% \ 1 Copy -

Cancel

352247

In i0S7, from the application, click the icon ' and then click Print. Select the Printer under Printer
Options as shown below.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3 [Jjj
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Configuring Service Policy on Interface

Service policy can be applied on an interface as well. On the WLC main menu, navigate to Controller >
mDNS > Interface and then click the desired interface name on which you want the service policy to be
enabled. From the Service Policy IN/OUT drop-down menu, select the Service Policy and click Apply. Here
we have selected the default service policy gui-permit-all for Service Policy IN and Service Policy OUT.

ﬁm o gty L v nidca Y b ‘

Enteriacn Service Rulss A
nderiace Lat > Ieerisce Service Rules -/
* Syrem
* Ity il DHCF S
. i) Interface laeme  VRATD
LA
B ermit-al
* Moy Mo =ty Servca Polcy M P H
- s Carvica Poby OUT  guipermt-al """ﬁ.
B Global Redistrition 0
& befice d
B Seracs Lat

Creating Service List

You can create a Service List, define a service rule (Permit or Deny), and select a service type as shown below.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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A

Configuring mDNS Service Filtering on an Interface with AAA Override

. .ll['llll.l.
s

Controller
* Sysham
* leternad DHCP Server
¥ Management
* Moty Managemeng
* mONS

u Giobal

o Inteface

u Service Lt

Wirekess Confrodler

Lk Home Lt

Create Service

2 = Creabe Servcd

Saryce
Lt Hame o

ST ey .‘_,.-""
e

SaueTCe 5

[T

Match Criteria

i mge Mot |~

by
SeEnioe
et

service Type

Curstom Add
Learrsd Senanes
boupch-abie._topocal

arpiy._bopiocal i
- proy,_udpdocal o

Configuration | *

S

peind Service

raop._tepuocl

Adminstraon | v

Note

Currently on WLC GUI, only one service can be selected from Learned Services to Selected Service.

You can add more services to the Service Policy List from the WLC CLI.

Service lists are configured to permit or deny statements matching a certain part of the mDNS record which
make up the filter. These use regular expression for string match (e.g. service type match or instance name

match).

You can have different filters based on your network requirements:

« Filtering of certain services from certain subnets (for example, no Music sharing across subnet boundaries).

* Exclusion of specific services from being visible on the network.

Configuring mDNS Service Filtering on an Interface with AAA

Override

In the example shown below we will deny AirPlay service (AppleTV) to certain users (which belong to group
Student) and permit AirPlay and AirPrint (Bonjour Printer) services for other users (group Staff).

It is assumed that the user has pre-configured the controller for AAA authentication (802.1x authentication).

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3 ||
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Configuring mDNS Service Filtering on an Interface with AAA Override

Wireless Client
10,10, 1300
ufn: student

Wireless Client
10,10, 11.x:x
ufn: stafi

e

plw: soekx i we s
Available service: Avallable service:
AlrPrint AlrPrint & AlrPlay

Apple TV
w01011x @
SSID:Dotlx Security: WPA2 [302.1x
SSID: AppleTV
P
% N

SW-3850
10.10.10.4

Bonjour Cache
AirPrint — VLAN 105
AirPlay - VLAN 11

WLC-5760
MGMT = 10.10.10.2 /24 VLAN 10

Conceptual Diagram

CORE-SW-3750
10.10.10.1
DHCP Server

Autharization Palicy
Staff Profile assign VLAN 11
Student Profile assign VLAN 13

UCS-ESXi
VLAN 105

Bonjour Printer
VLAN 105

Step 1

352250

with L2 Security set to WPA2/802.1x which is mapped to the management interface as shown in example below.

To configure and demonstrate the service filtering of specific service on a particular interface, we created another WLAN

[l Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3
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Configuring mDNS Service Filtering on an Interface with AAA Override

WLANS
WLAMNS > Oreate New

WLAN 1D

L4311] [-IE-DELI-D;J':I:: f"

Profie rlamel POD1-Dotlx

352251

Advanced

{Modficavons done under securty tab wil appear after appling the changes.)

QoS AVE
Profie Hame PODL-Dotlx
Typa WLAH
SEID PODL-Dotlx
Satus ‘,..--""
Saourkir Podces [WrAZ][Auth{802.12)]
Radis Pabey Al
Enterface/Interface Group[G) |_mgmt | = A""’
Broadcast SSID [
Multicast VLAN Festure O

352252

method.

Now, navigate to Security > AAA Server and from the Authentication Method drop-down menu select the Authentication

WLAN
WLAN > Edit

General

Layer? Layer3

Authentication Method

; | Disabled
Accounting Method TRl

Local EAP Authentication L]

Disabied ] K

Advanced

352253

Note

The default Authentication Method is the Method List Name which we have already configured. It can be
different according to user configuration. Please refer to the WLC5760 deployment guide for AAA configuration.
http://www.cisco.com/en/US/docs/wireless/technology/5760 _deploy/CT5760 Controller Deployment Guide.pdf
From the WLAN Advanced tab, enable Allow AAA Override.

Service Discovery Gateway Deployment Guide, Cisco 10S-XE Release 3.3 [Jjj
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Step 2

Step 3

Configuring mDNS Service Filtering on an Interface with AAA Override

WLAN ARl
AN > Edit /
Genars Sacur Q0% ANC
=
Al AAA Ovesmide e DHCP
Coverage Mok Detection &l
Segsion Tmeout (secs) (200 | QHCP Server B Address I
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P e DHCP Option 82 O
Dagnostic Channel Cl
DHCP Cption 82 Format lone =
P2 Blocking Action Disabied = e
ar = DHCP Option 82 Ascl Mode il
Mada Stream Mubicast-dract L =
T DHCP Option B2 Rid Hode Cl
Clant Exgheson Ll
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In this scenario, we have a single SSID (Security WPA2/dot1x) with two user profiles/groups. The users for "Staff" and
"Student" is already configured on ISE server (AAA server). The "Staff" users should be able to access all the bonjour

services i.e AppleTV and bonjour printer while "Student" users should only have access to the bonjour printer.

In order to implement this scenario, we need to configure the Service list which should deny AppleTV/Airplay services

and only allow the Printer services on the VLAN which is tied to the profile 'Student'.

Navigate to Configuration > Controller > mDNS > Service List and click the CreateService tab.

£% Home  Monkor|®  Configurstion | Adminstrztion | *  Help

IController Service List
. e SNSRI RN Sequence Number
@ Multicast FT e e 5
* Interfaces .
* WLAN O guipermz-al e -
* Intemal DHCP Server
* Management
* Mobiy Management
* mDNS
w Global
@ Interface
w [Service List]
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Now, configure the Service List Name, users can assign any intuitive name to configure the service list. Here, we are

naming it as Deny-Airplay. From the Service rule drop-down menu, select deny and add a Sequence number (sequence

number can be from 0-100). Under service Type there are two options available, you can leave the Custom option as
is and choose the service you want to deny from the Learned Services list and add it to the Selected Service list.
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Configuring mDNS Service Filtering on an Interface with AAA Override .

Create Service
Service List > Create Service

Service List Mame [ Deny-Airplay |

Service rule deny | ""’

Sequence number| 10

Match Criteria

Message type Hone | -

Service instance :l

service Type

Custom | | [ Add |

Learned Sewicesl Selected Service
“http-ak._tcplocal - o
_touch-able._tcp.local e ]

_raop._tcp.local = l -
_sleep-proxy._udp.local=l

_airply._tcp.ocal >

352288

In our case it is airplay service which we want to deny, so select _airplay._tcp.local and then click Apply.

Create Servioe | Aaply
Tarvde LA » Creabi Serie /

Serice List Mame | Dey-Arply

Lprnce nade demy =

—
Sequence number| 20 ]
Match Criteria

Mesags bype MNore =

SRNICE NEANCe .r

servicn Type

custeen | ] add]

Leamed Servites Salected Sarice

| Jpreter._tep.local - . _arpiay._topoce | -
| _sa@nner,_tpdocal (g >
| Jop,_tep.local |
_pdk-darustreamn,_tep i
L_http. teplocal

Similarly, to permit bonjour printer services, create a Service List permit rule with the same list name Deny-Airplay,
but with a higher Sequence Number. Select the _ipp._tcp.local from the Learned Services list as shown in example
below to allow printer service.

352287
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Step 4

Configuring mDNS Service Filtering on an Interface with AAA Override

Sanvice LSt Hame | Dany-Arpay

Sarvice nia perm = ‘/
Seguence nl.-n't:er[ll r"

Match Criteria

Message type Home =

Sanace nstance [ ]

Service Typse

tustom | | Lada.

Learmed Senvices

Selected Serace
\\- _op._topeal

| _prnter,_tepecl -

| scanmer._tepdocal (2 e

| _pdhdatastream,_tep.i— < |

|_h:'.~.:|__:cp.bc,i' S

_htp-ad,_teplocal T -

Create Service p;-.-_'j
Sevvae Lt > Creale Service

Once the Service List is created, we need to apply it on the interface for it to take effect. Navigate to mDNS > Interface
and click the VLAN on which you want to apply this rule. In this example we are using the VLAN interface (VLAN13)
to implement this policy.

. —

o Homa  Monkor|¥  Configuration | ®  Adminstration | ¥ Help

Controller

Interface List
¥ Sysem
& General

B Multicast
. 2 Interface Hame Status Protocod IP-Addriss
Interfaces

* VLAN Vian1 admingtratively down Qo Lil'-'s.‘i-li;-':é-:
B Layer2 VLAN i L1 up up 10.10.10.2
B Layer3 Interface '~"-5“3'-H up up 10.10.11.2
w Vin Group Vianl3 up up 10,10.13.2
¥ Internal DHCR Sarver Vin105 up up 10.10.105.11
. Hanagement

¥ H-ubf Managemeant
& Gibal ‘/

B Interface
& Service List
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From the Service Policy IN drop-down menu, select the rule created above i.e Deny-Airplay and select the same for
Service Policy OUT as well. The Service List rule with the lower sequence number will be processed first.
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Service Discovery Gateway Summary

Interface Service Rules

Interface Service Rules

Interface Hane  Vinl3 ‘/f

Sanace Polcy Deny-Arply -
Senice Pokcy OUT|_Deny-Arply| =

Radrsrbytian

ApDly

452260

Note  Redistribution is the process of forwarding service announcements to other segments. This is turned off by

default. If a service is announced on one segment it will be recorded in the cache. However, other segments will
not ‘see’ this service instance unless the service is actively queried. If the service should be visible on other
segments at the time of its original announcement on the originating segment, redistribution must be enabled.

Step 5 Now, to ensure if the Service list rule is being applied correctly, connect an iOS client to Dotlx SSID, when prompted
for username/password, enter the credentials.
Note  Before accessing bonjour services on your client, go to the WLC to check if the mDNS cache has an entry for
those services.
Step 6 After the client is authenticated as a "Staff" user, try accessing bonjour services as shown earlier in this guide. The Staff

user should be able to access AppleTV and Printer services.

Similarly, connect with student credentials to the same SSID and verify that the student is placed on the desired VLAN

(i.e. VLAN13 in our example), you will see that only printer service is available for that user profile.

Service Discovery Gateway Summary

* AIR-CT5760 (14K services), WS-C3850 (14K services) and WS-3650 (8K services) in IOS-XE 3.3.
* Supported with Centralized and Converged Access mode.
* Detect wired and wireless services on VL ANSs that are L2 adjacent to the WLC.

 Each Bonjour service has an advertised Time To Live (TTL). The controller will ask the device for an
update at 85% of this TTL.
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CHAPTER

mDNS CLI Configuration

Below is a list of commands to enable Bonjour Gateway solution on the Converged access products through
CLL

To enable mDNS gateway, issue the following CLI in global-config mode:

Service-routing mdns-sd

Creating Service Lists and Filters

Service filters are available to control the mDNS messages coming into and going out from the cache. Service
filters can contain several permit or deny statements matching a certain part of the mDNS record which make
up the filter. Service filters use regular expressions for string matching (e.g. service type matching or instance
name matching).

Note

Service filters must be specified to allow records into and out of the cache since there is a ‘deny any’ policy
installed by default. In other words, if no explicit filter policy is installed either globally or per interface,
no records will make it into the cache and the cache will not answer to any queries.

Elements of a service filter are numbered and either deny or permit the service record based on a match.
There is an implicit ‘deny anything’ at the end of the list.

To apply a filter for incoming and outgoing mDNS messages, issue the following CLI in global-config or

interface-config mode:

service-list mdns-sd <name>{permit|deny} <sequence number> ( from 0-100)
match message-type {query|announcement|any}
match service-instance <instance-name>
match service-type <DNS service type string>

Below is an example of Service Filter, which denies service type AirPlay and allows service type AirPrint.
service-list mdns-sd Deny-AirPlay deny 10
match service-type airplay. tcp.local

service-list mdns-sd Deny-AirPlay permit 20
match service-type ipp. tcp.local
Applying Service Policy on Interface
The service policy can be applied per interface as shown below:

Example:

interface V1an30
ip address 10.10.30.2 255.255.255.0
ip helper-address 10.10.30.1
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service-routing mdns-sd

service-policy gui-permit-all IN

service-policy gui-permit-all OUT
To redistribute service announcements received on one interface over all the interfaces or over a specific
interface, issue the following CLI on the respective interface on which you want to enable redistribution.

Example:

interface V1an30
ip address 10.10.30.2 255.255.255.0
ip helper-address 10.10.30.1
service-routing mdns-sd
service-policy gui-permit-all IN
service-policy gui-permit-all OUT
redistribute mdns-sd

Enabling Active Queries

Because there are devices that do not send unsolicited announcements, and to force learning of services and
keeping them refreshed in the cache, the active query feature is added which ensures that services listed in
the active query list will be queried.
service-list mdns-sd <name> query

service-type <service type string>
The service list of queries thus created can be applied under global service routing mdns-sd to start active

browsing of the services as shown below:
Service-routing mdns-sd
service-policy-query <service-list name> periodicity <in seconds>

Maintenance and Troubleshooting

This section primarily consists of the various show commands and the ability to clear the cache or associated
counters as outlined above. In addition, a ‘debug mdns’ command is available to debug various aspects of

the SDG subsystem as shown here:
mdns-iol#debug mdns ?

all MDNS all debugs

api MDNS api enter/exit log
error MDNS error debugs

event MDNS event debugs

packet MDNS packet dumps debug
verbose MDNS Verbose debug

Show Commands

Router#show mdns cache
Shows mDNS cache records

Router#show mdns cache ?
interface Enter the Interface
name Record Name
type Record Type

Router#show mdns requests
Shows mDNS Requests Pending

Router#show mdns statistics all
Shows all mDNS stats

Router#show mdns statistics ?
all Displays Statistics of all
service-list Entire Service list details in cache
service-policy Show service-policy statistics
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mDNS Clear Commands

Router#clear mdns ?
cache Clear MDNS feature
statistics MDNS stats
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