Release Notes for Cisco Wireless Controllers
and Lightweight Access Points, Cisco Wireless
Releases 8.0.120.0 and 8.0.121.0

First Published: October 26, 2015

These release notes describe what is new in this release, instructions to upgrade to this release, and open
and resolved caveats for this release. Unless otherwise noted, all Cisco Wireless Controllers are referred
to as Cisco WLCs, and all Cisco lightweight access points are referred to as access points or Cisco APs.

Revision History

Table 1 Revision History

Modification Date

Modification Details

November 10, 2017

Open Caveats, page 24
— Added CSCvc65568

October 10, 2017

Features Not Supported on Cisco Virtual WLCs, page 22
— Added Wired Guest and FlexConnect central switching.

August 19, 2016

Guidelines and Limitations, page 9

— Added information about CSCva84464.

February 17, 2016

What’s New in Release 8.0.121.0, page 3
— Added information about CSCuw06153
Resolved Caveats, page 30
— Added a note about CSCuw06153 in the Resolved Caveats list

Cisco Wireless Controller and Access Point Platforms
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B Cisco Wireless Controller and Access Point Platforms

e Supported Cisco Wireless Controller Platforms, page 2
¢ Supported Access Point Platforms, page 2

¢ Unsupported Cisco Wireless Controller Platforms, page 3

Supported Cisco Wireless Controller Platforms

The following Cisco WLC platforms are supported in this release:
e Cisco 2500 Series Wireless Controllers
e (Cisco 5508 Wireless Controllers
e Cisco Flex 7500 Series Wireless Controllers
e (Cisco 8510 Series Wireless Controllers

e Cisco Virtual Wireless Controllers on Cisco Services-Ready Engine (SRE) or Cisco Wireless
Controller Module for Integrated Services Routers G2 (UCS-E)

¢ Cisco Wireless Controllers for high availability (HA Cisco WLCs) for the Cisco 2500 Series (no AP
SSO support), 5500 Series, Wireless Services Module 2 (WiSM2), Flex 7500 Series, and 8500
Series WLCs

e Cisco WiSM2 for Catalyst 6500 Series Switches

For information about features that are not supported on the Cisco WLC platforms, see Features Not
Supported on Cisco WLC Platforms, page 20.

Supported Access Point Platforms

The following access point platforms are supported in this release:

e Cisco Aironet 1040, 1130, 1140, 1240, 1250, 1260, 1600, 1700, 2600, 2700, 3500, 3500p, 3600,
3700, Cisco 600 Series OfficeExtend, 702, 702W, AP801, and AP802 Series indoor access points

e Cisco Aironet 1520 (1522, 1524), 1530, 1550 (1552), 1570, and Industrial Wireless 3700 Series
outdoor and industrial wireless access points

For information about features that are not supported on some access point platforms, see Features Not
Supported on Access Point Platforms, page 22.

Note  AP801 and AP802 are integrated access points on the Cisco 800 Series Integrated Services Routers
(ISRs). For more information about the stock-keeping units (SKUs) for the access points and the ISRs,
see the following data sheets:

e AP860:

http://www.cisco.com/c/en/us/products/collateral/routers/800-series-routers/data_sheet_c78_4615
43.html

e APS880:

http://www.cisco.com/c/en/us/products/collateral/routers/887-integrated-services-router-isr/data_s
heet_c78_459542.html

http://www.cisco.com/c/en/us/products/collateral/routers/800-series-routers/data_sheet_c78-61348
1.html
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What's New in Release 8.0.121.0 H

http://www.cisco.com/c/en/us/products/collateral/routers/880-3g-integrated-services-router-isr/dat
a_sheet_c78_498096.html

http://www.cisco.com/c/en/us/products/collateral/routers/880g-integrated-services-router-isr/data_
sheet_c78-682548.html

AP890:

http://www.cisco.com/c/en/us/products/collateral/routers/800-series-routers/data_sheet_c78-51993
0.html

AP802 is an integrated access point on the next generation Cisco 880 Series ISRs.

Before you use an AP802 series lightweight access point with Cisco WLC software release
8.0.12x.0, you must upgrade the software in the Next Generation Cisco 880 Series ISRs to Cisco
I10S 15.1(4)M or later releases.

Unsupported Cisco Wireless Controller Platforms

The following Cisco WLC platforms are not supported:

Cisco 4400 Series Wireless Controller
Cisco 2100 Series Wireless Controller
Cisco Catalyst 3750G Integrated Wireless Controller

Cisco Wireless Controller software on Cisco SRE running on ISM 300, SM 700, SM 710, SM 900,
and SM 910

Cisco Catalyst 6500 Series and 7600 Series WiSM
Cisco Wireless Controller Module (NM/NME)

What's New in Release 8.0.121.0

The Cisco Wireless Release 8.0.121.0 is a respost of the Cisco Wireless Release 8.0.120.0 to address
CSCuu82607 and CSCuw06153. There are no other updates in this release.

What's New in Release 8.0.120.0

The Cisco Industrial Wireless 3702 (IW3702) Series access points are IP67 rated and suitable for
outdoor use cases such as trackside and on-board rail, mining, intelligent transportation systems,
and City Wi-Fi applications. These access points are IEEE 802.11a/b/g/n/ac compliant with external
antennas and designed to withstand extremes in temperature, vibration, and shock common in
industrial environments. For more information, see www.cisco.com/go/iw3702-docs.

Cisco Lightweight Access Points that were manufactured over 10 years ago may fail to create a
CAPWAP or LWAPP connection due to certificate expiration. You may allow the Access Points with
Manufactured Installed Certificates (MICs) or Self-signed Certificates (SSCs) beyond their
expiration date to associate with Cisco WLC.

On Cisco WLCs, the AP lifetime-check parameter is enabled by default. After upgrading, we
recommend that you configure the Cisco WLC to ignore the expiration date on the APs’ MICs and
SSCs by entering this command:

(Cisco Controller) sconfig ap cert-expiry-ignore {mic | ssc} enable
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M Software Release Support for Access Points

When the config ap cert-expiry-ignore {mic | ssc} enable command is entered, Cisco WLC ignores
the expiration date on the APs' MICs or SSCs, allowing APs or Cisco WLCs with certificates that
are more than 10 years old to connect with each other. The AP lifetime-check parameter must remain
enabled as long as APs with expired MICs or SSCs are managed by this Cisco WLC.

You can see the configuration state by entering this command:

(Cisco Controller) >show certificate summary

Web Administration Certificate..............
Web Authentication Certificate..............

For more information, see

..... 3rd Party

..... Locally Generated
..... off

..... Enable

..... Enable

http://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942 html.

e For other updates in this release, see the “Caveats” section on page 24.

S

Note For an overview of features/enhancements introduced in Release 8.0.x, see
http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-release-notes

-list.html.

Software Release Support for Access Points

Table 2 lists the Cisco WLC software releases that support specific Cisco access points. The First
Support column lists the earliest Cisco WLC software release that supports the access point. For access
points that are not supported in ongoing releases, the Last Support column lists the last release that

supports the access point.

Note  Third-party antennas are not supported with Cisco indoor access points.

Table 2 Software Support for Access Points

Access Points First Support | Last Support

700 Series AIR-CAP702I-x-K9 7.5.102.0 —
AIR-CAP7021-xK910 7.5.102.0 —

700W Series |AIR-CAP702Wx-K9 7.6.120.0 —
AIR-CAP702W-xK910 7.6.120.0 —

1000 Series AIR-AP1010 3.0.100.0 4.2.209.0
AIR-AP1020 3.0.100.0 4.2.209.0
AIR-AP1030 3.0.100.0 4.2.209.0
Airespace AS1200 — 4.0
AIR-LAP1041N 7.0.98.0 —
AIR-LAP1042N 7.0.98.0 —

1100 Series AIR-LAP1121 4.0.155.0 7.0.x
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Software Release Support for Access Points

Table 2 Software Support for Access Points (continued)
Access Points First Support | Last Support
1130 Series AIR-LAP1131 3.1.59.24 —
1140 Series AIR-LAP1141N 5.2.157.0 —
AIR-LAP1142N 5.2.157.0 —
1220 Series AIR-AP1220A 3.1.59.24 7.0.x
AIR-AP1220B 3.1.59.24 7.0.x
1230 Series AIR-AP1230A 3.1.59.24 7.0.x
AIR-AP1230B 3.1.59.24 7.0.x
AIR-LAP1231G 3.1.59.24 7.0.x
AIR-LAP1232AG 3.1.59.24 7.0.x
1240 Series AIR-LAP1242G 3.1.59.24 —
AIR-LAP1242AG 3.1.59.24 —
1250 Series AIR-LAP1250 4.2.61.0 —
AIR-LAP1252G 4.2.61.0 —
AIR-LAP1252AG 4.2.61.0 —
1260 Series AIR-LAP1261N 7.0.116.0 —
AIR-LAP1262N 7.0.98.0 —
1300 Series AIR-BR1310G 4.0.155.0 7.0.x

1400 Series Standalone Only — —
1600 Series AIR-CAP16021-x-K9 7.4.100.0 —
AIR-CAP16021-xK910 7.4.100.0 —
AIR-SAP1602I-x-K9 7.4.100.0 —
AIR-SAP16021-xK9-5 7.4.100.0 —
AIR-CAP1602E-x-K9 7.4.100.0 —
AIR-SAP1602E-xK9-5 7.4.100.0 —

1700 Series AIR-CAP1702I-x-K9 8.0.100.0 —

AIR-CAP1702I-xK910 8.0.100.0 —
AP801 5.1.151.0 —
AP802 7.0.98.0 —
AP802H 7.3.101.0 —
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Table 2 Software Support for Access Points (continued)

Access Points First Support | Last Support

2600 Series AIR-CAP26021-x-K9 7.2.110.0 —
AIR-CAP26021-xK910 7.2.110.0 —
AIR-SAP26021-x-K9 7.2.110.0 —

AIR-SAP2602I-x-K95 7.2.110.0 —
AIR-CAP2602E-x-K9 7.2.110.0 —
AIR-CAP2602E-xK910 |7.2.110.0 —
AIR-SAP2602E-x-K9 7.2.110.0 —
AIR-SAP2602E-x-K95 7.2.110.0 —
2700 Series AIR-CAP2702I-x-K9 7.6.120.0 —
AIR-CAP27021-xK910 7.6.120.0 —
AIR-CAP2702E-x-K9 7.6.120.0 —
AIR-CAP2702E-xK910 |7.6.120.0 —

AIR-AP27021-UXK9 8.0.110.0 —
3500 Series AIR-CAP3501E 7.0.98.0 —
AIR-CAP35011 7.0.98.0 —
AIR-CAP3502E 7.0.98.0 —
AIR-CAP35021 7.0.98.0 —
AIR-CAP3502P 7.0.116.0 —

3600 Series AIR-CAP3602I-x-K9 7.1.91.0 —
AIR-CAP3602I-xK910 7.1.91.0 —
AIR-CAP3602E-x-K9 7.1.91.0 —
AIR-CAP3602E-xK910 |7.1.91.0 —
USC5101-AI-AIR-K9 7.6

3700 Series AIR-CAP37021 7.6 —
AIR-CAP3702E 7.6 —
AIR-CAP3702P 7.6 —

600 Series AIR-OEAP6021 7.0.116.0 —

Note The Cisco 3600 Access Point was introduced in Release 7.1.91.0. If
your network deployment uses Cisco 3600 Access Points with
Release 7.1.91.0, we highly recommend that you upgrade to Release
7.2.115.2 or a later release.

1500 Mesh AIR-LAP-150 3.1.59.24 4.2.207.54M
Series AIR-LAP-1510 3.1.59.24 4.2.207.54M
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Table 2 Software Support for Access Points (continued)
Access Points First Support | Last Support
1520 Mesh AIR-LAP1522AG -A and N: —
Series 4.1.190.1 or
5.2 or later!

All other reg. |—
domains:
4.1.191.24M
or 5.2 or later

AIR-LAP1522HZ -A and N: —
4.1.190.1 or
5.2 or later!

1

All other reg. |—
domains:
4.1.191.24M
or 5.2 or later

AIR-LAP1522PC -A and N: —
4.1.190.1 or
5.2 or later!

1

All other reg. |—
domains:
4.1.191.24M
or 5.2 or later

AIR-LAP1522CM 7.0.116.0 or —
later.

AIR-LAP1524SB -A,Cand N:  |—
6.0 or later

1

All other reg. |—
domains:
7.0.116.0 or
later.

AIR-LAP1524PS -A: —
4.1.192.22M
or 5.2 or later

1530 AIR-CAP15321-x-K9 7.6 —
AIR-CAP1532E-x-K9 7.6 —
1550 AIR-CAP1552C-x-K9 7.0.116.0 —
AIR-CAP1552E-x-K9 7.0.116.0 —
AIR-CAP1552H-x-K9 7.0.116.0 —
AIR-CAP1552I-x-K9 7.0.116.0 —
AIR-CAP1552EU-x-K9  |7.3.101.0 —
AIR-CAP1552CU-x-K9 |7.3.101.0 —
AIR-CAP1552WU-x-K9 |8.0.100.0 —

1
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Table 2 Software Support for Access Points (continued)

Access Points

First Support | Last Support

15528 AIR-CAPI1552SA-x-K9 7.0.220.0 —

AIR-CAP1552SD-x-K9  |7.0.220.0 —

1570 AIR-AP1572EAC-x-K9  |8.0.110.0 —

AIR-AP1572ICy?-x-K9 8.0.110.0 —

AIR-AP1572ECy-x-K9 8.0.110.0 —

IW3700 IW3702-2E-UXK9 8.0.120.0 —

IW3702-4E-UXK9 8.0.120.0 —

1. These access points are supported in a separate 4.1.19x.x mesh software release or in Release
5.2 or later releases. These access points are not supported in the 4.2, 5.0, or 5.1 releases.

~

An access point must always be connected to the POE-IN port to associate
with the Cisco WLCs. The POE-OUT port is for connecting
external devices only.

2. y—Country DOCSIS Compliance, see ordering guide for details.

Software Release Types and Recommendations

This section contains the following topics:

e Types of Releases, page 8

e Software Release Recommendations, page 9

Types of Releases

Table 3 Types of Releases

Type of Release

Description

Benefit

Maintenance Deploy-
ment (MD) releases

Software releases that provide
bug-fix support and ongoing
software maintenance. These
releases are categorized as Mainte-
nance Deployment (MD) and may be
part of the AssureWave program.!

These are long-lived releases with
ongoing software maintenance.

Provides you with a software
release that offers stability and
long support duration with
periodic maintenance releases
(MRs).

Early Deployment (ED)
releases

Software releases that provide new
features and new hardware platform
support in addition to bug fixes.
These releases are categorized as
Early Deployment (ED). These are
short-lived releases.

Allows you to deploy the latest
features and new hardware
platforms or modules.
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Upgrading to Cisco WLC Software Release 8.0.12x.0 ||

AssureWave is a Cisco program that focuses on satisfying customer quality requirements in key industry segments in the
mobility space. This program links and expands on product testing conducted within development engineering, regression
testing, and system test groups within Cisco. The AssureWave program has established partnerships with major device and
application vendors to help ensure broader interoperability with our new release. The AssureWave certification marks the
successful completion of extensive wireless controller and access point testing in real-world use cases with a variety of
mobile client devices applicable in a specific industry.

Software Release Recommendations

Table 4 Software Release Recommendations

Type of Release Deployed Release Recommended Release
Maintenance Deployment 7.0 MD release train (latest release: |7.4 MD release train

(MD) release 7.0.250.0) (7.4.121.0 is the MD release)
Early Deployment (ED) 7.2 ED releases 7.4 MD release train

releases for pre-802.11ac de- |7.3 ED releases (7.4.121.0 is the MD release)
ployments

Early Deployment (ED) 7.5 ED release 7.6 ED release

releases for 802.11ac deploy- |7.6 ED release (7.6.130.0 is MR3 on 7.6 release
ments train)

For detailed release recommendations, see the software release bulletin:

http://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/bulletin-c2
5-730741.html

For more information about the Cisco Wireless solution compatibility matrix, see
http://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html.

Upgrading to Cisco WLC Software Release 8.0.12x.0

Guidelines and Limitations

When you change the WLAN profile name, then FlexConnect APs (using AP-specific VLAN
mapping) will become WLAN-specific. If FlexConnect Groups are properly configured, the VLAN
mapping will become Group-specific.

Cisco WLCs validate client IP address at the time of learning, using the dynamic interface IP address
as per the VLAN assigned to the client. Ensure that the clients and the dynamic interface VLAN of
the clients are on the same subnet, even if DHCP proxy is disabled at the Cisco WLC.

Cisco WLC Release 7.3.112.0, which is configured for new mobility, might revert to old mobility
after upgrading to Release 7.6 or later, even though Release 7.6 supports new mobility. This issue
occurs when new mobility, which is compatible with the Cisco 5760 Wireless Controller and the
Cisco Catalyst 3850 Series Switch, are in use. However, old mobility is not affected.

The workaround is as follows:

a. Enter the following commands:
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~

Note

config boot backup
show boot

Primary Boot Image..........c.uowuu.. 7.6.100.0
Backup Boot Image...........c..cou... 7.3.112.0 (default) (active)

b. After the reboot, press Esc on the console, and use the boot menu to select Release 7.6.

c. After booting on Release 7.6, set back the primary boot, and save the configuration by entering
the following command:

config boot primary

The epings are not available in Cisco 5500 Series WLC when New Mobility is enabled.

If you downgrade from a Cisco WLC release that supports new mobility to a Cisco WLC release
that does not support new mobility (for example, Release 7.6 to Release 7.3.x) and you download
the 7.6 configuration file with new mobility in enabled state, the release that does not support
new mobility will have the new mobility feature in enabled state.

If you downgrade from Release 8.0.12x.0 to a 7.x release, the trap configuration is lost and must be
reconfigured.

If you have ACL configurations in the Cisco WLC and downgrade from a 7.4 or a later release to a
7.3 or an earlier release, you might experience XML errors on rebooting the Cisco WLC. However,
these errors do not have any impact on any functionality or configurations.

If you are upgrading from a 7.4.X or an earlier release to a later release, the Called Station ID type
information is mapped to the RADIUS Accounting Called Station ID type; the RADIUS
Authentication Called Station ID type, by default, is set to apradio-mac-ssid. You can configure the
RADIUS Authentication Called Station ID type information by using the config radius auth
callStationldType command.

When FlexConnect access points (known as H-REAP access points in the 7.0.x releases) that are
associated with a Cisco WLC that has all the 7.0.x software releases prior to Release 7.0.240.0
upgrade to Release 8.0.12x.0, the access points lose the enabled VLAN support configuration. The
VLAN mappings revert to the default values of the VLAN of the associated interface. The
workaround is to upgrade from Release 7.0.240.0 or a later 7.0.x release to Release 8.0.12x.0.

We recommend that you install Release 1.9.0.0 of Cisco Wireless Controller Field Upgrade
Software (FUS), which is a special AES package that contains several system-related component
upgrades. These include the bootloader, field recovery image, and FPGA/MCU firmware. Installing
the FUS image requires special attention because it installs some critical firmware. The FUS image
is independent of the runtime image. For more information, see
http://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/fus_rn_OL-31390-01.html

The FUS image installation process reboots the Cisco WLC several times and reboots the
runtime image. The entire process takes approximately 30 minutes. We recommend that you
install the FUS image in a planned outage window.
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Note If you are using a Cisco 2500 Series controller and you intend to use the Application Visibility
and Control (AVC) and NetFlow protocol features, you must install Release 1.9.0.0 of Cisco
Wireless Controller Field Upgrade Software (FUS). This is not required if you are using other
controller hardware models.

¢ On Cisco Flex 7500 Series WLCs, if FIPS is enabled, the reduced boot options are displayed only
after a bootloader upgrade.

~

Note  Bootloader upgrade is not required if FIPS is disabled.

e If you have to downgrade from one release to another, you might lose the configuration from your
current release. The workaround is to reload the previous Cisco WLC configuration files saved on
the backup server, or to reconfigure the Cisco WLC.

e It is not possible to directly upgrade to Release 8.0.12x.0 release from a release that is earlier than
Release 7.0.98.0.

® You can upgrade or downgrade the Cisco WLC software only between certain releases. In some
instances, you must first install an intermediate release prior to upgrading to Release 8.0.12x.0.
Table 5 shows the upgrade path that you must follow before downloading Release 8.0.12x.0.

Caution

If you upgrade from a release that is prior to Release 7.5 directly to Release 7.6.X or a later release, the
predownload process on Cisco AP2600 and AP3600 fails. After the Cisco WLC is upgraded to Release
7.6.X or a later release, the new image is loaded on Cisco AP2600 and AP3600. After the upgrade to a
Release 7.6.X image, the predownload functionality works as expected. The predownload failure is only
a one-time failure, which is limited to the predownload process.

Table 5 Upgrade Path to Cisco WLC Software Release 8.0.12x.0
Current Software Release Upgrade Path to 8.0.12x.0 Software
7.4.x releases You can upgrade directly to 8.0.12x.0.
7.6.x releases You can upgrade directly to 8.0.12x.0.
8.0.100.0 You can upgrade directly to 8.0.12x.0.
8.0.110.0

¢ When you upgrade the Cisco WLC to an intermediate software release, you must wait until all of
the access points that are associated with the Cisco WLC are upgraded to the intermediate release
before you install the latest Cisco WLC software. In large networks, it can take some time to
download the software on each access point.

® Youcanupgrade to a new release of the Cisco WLC software or downgrade to an earlier release even
if Federal Information Processing Standard (FIPS) is enabled.
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| Upgrading to Cisco WLC Software Release 8.0.12x.0

e When you upgrade to the latest software release, the software on the access points associated with
the Cisco WLC is also automatically upgraded. When an access point is loading software, each of
its LEDs blinks in succession.

¢ We recommend that you access the Cisco WLC GUI using Microsoft Internet Explorer 9 or a later
version or Mozilla Firefox 17 or a later version.

~

Note  Older browsers, for example Microsoft Internet Explorer 8, might fail to connect over HTTPS
because of compatibility issues. In such cases, you can explicitly enable SSLv3 by entering the
config network secureweb sslv3 enable command.

e (Cisco WLCs support standard SNMP Management Information Base (MIB) files. MIBs can be
downloaded from the Software Center on Cisco.com.

e The Cisco WLC software is factory installed on your Cisco WLC and is automatically downloaded
to the access points after a release upgrade and whenever an access point joins a Cisco WLC. We
recommend that you install the latest software version available for maximum operational benefit.

¢ Ensure that you have a TFTP, FTP, or SFTP server available for the software upgrade. Follow these
guidelines when setting up a server:

— Ensure that your TFTP server supports files that are larger than the size of Cisco WLC software
Release 8.0.12x.0. Some TFTP servers that support files of this size are tftpd32and the TFTP
server within the Prime Infrastructure. If you attempt to download the 8.0.12x.0 Cisco WLC
software and your TFTP server does not support files of this size, the following error message
appears:

“TFTP failure while storing in flash.”

— If you are upgrading through the distribution system network port, the TFTP or FTP server can
be on the same subnet or a different subnet because the distribution system port is routable.

e When you plug a Cisco WLC into an AC power source, the bootup script and power-on self test is
run to initialize the system. During this time, press Esc to display the bootloader Boot Options
menu. The menu options for the Cisco 5500 Series WLC differ from the menu options for the other
Cisco WLC platforms.

Bootloader menu for Cisco 5500 Series WLC:

Boot Options

Please choose an option from below:
1. Run primary image

2. Run backup image

3. Change active boot image

4. Clear Configuration

5. Format FLASH Drive
6. Manually update images
Please enter your choice:

Bootloader menu for other Cisco WLC platforms:

Boot Options

Please choose an option from below:
1. Run primary image

2. Run backup image

3. Manually update images

4. Change active boot image

5. Clear Configuration
Please enter your choice:
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Enter 1 to run the current software, enter 2 to run the previous software, enter 4 (on a 5500 series
Cisco WLC), or enter 5 (on another Cisco WLC platform) to run the current software and set the
Cisco WLC configuration to factory defaults. Do not choose the other options unless directed to do
So.

~

Note  See the Installation Guide or the Quick Start Guide pertaining to your Cisco WLC platform for
more details on running the bootup script and power-on self test.

e The Cisco WLC bootloader stores a copy of the active primary image and the backup image. If the
primary image becomes corrupted, you can use the bootloader to boot with the backup image.

With the backup image stored before rebooting, choose Option 2: Run Backup Image from the
boot menu to boot from the backup image. Then, upgrade with a known working image and reboot
the Cisco WLC.

* You can control the address(es) are sent in the CAPWAP discovery responses when NAT is enabled
on the Management Interface using the following command:

config network ap-discovery nat-ip-only {enable | disable}
Here:

— enable— Enables use of NAT IP only in a discovery response. This is the default. Use this
command if all the APs are outside the NAT gateway.

— disable—Enables use of both NAT IP and non-NAT IP in a discovery response. Use this
command if APs are on the inside and outside the NAT gateway; for example, Local Mode and
OfficeExtend APs are on the same Cisco WLC.

>
Note  To avoid stranding APs, you must disable AP link latency (if enabled) before you use the disable

option for the config network ap-discovery nat-ip-only command. To disable AP link latency,
use the config ap link-latency disable all command.

* You can configure 802.1p tagging by using the config qos dotlp-tag {bronze | silver | gold |
platinum} tag. For Release 7.2.103.0 and later releases, if you tag 802.1p packets, the tagging has
impact only on wired packets. Wireless packets are impacted only by the maximum priority level set
for QoS.

* You can reduce the network downtime using the following options:
— You can predownload the AP image.

- For FlexConnect access points, use the FlexConnect AP upgrade feature to reduce traffic
between the Cisco WLC and the AP (main site and the branch). For more information about the
FlexConnect AP upgrade feature, see the Cisco Wireless Controller FlexConnect Configuration
Guide.

Note  Predownloading Release 8.0.12x.0 on a Cisco Aironet 1240 access point is not supported when
upgrading from a previous Cisco WLC release. If predownloading is attempted on a Cisco
Aironet 1240 access point, an AP disconnect will occur momentarily.

¢ Do not power down the Cisco WLC or any access point during the upgrade process; otherwise, you
might corrupt the software image. Upgrading a Cisco WLC with a large number of access points can
take as long as 30 minutes, depending on the size of your network. However, with the increased
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number of concurrent access point upgrades supported, the upgrade time should be significantly
reduced. The access points must remain powered, and the Cisco WLC must not be reset during this
time.

e If you want to downgrade from Release 8.0.12x.0 to Release 6.0 or an earlier release, perform either
of these tasks:

— Delete all the WLANSs that are mapped to interface groups, and create new ones.
— Ensure that all the WLANSs are mapped to interfaces rather than interface groups.

e After you perform these functions on the Cisco WLC, you must reboot the Cisco WLC for the
changes to take effect:

— Enable or disable link aggregation (LAG)

— Enable a feature that is dependent on certificates (such as HTTPS and web authentication)
— Add a new license or modify an existing license

— Increase the priority for a license

- Enable the HA

— Install the SSL certificate

— Configure the database size

— Install the vendor-device certificate

— Download the CA certificate

— Upload the configuration file

— Install the Web Authentication certificate

— Make changes to the management interface or the virtual interface

— For TCP MSS to take effect

Upgrading to Cisco WLC Software Release 8.0.12x.0 (GUI)

Step 1 Upload your Cisco WLC configuration files to a server to back them up.

~

Note  We highly recommend that you back up your Cisco WLC configuration files prior to upgrading
the Cisco WLC software.

Step2  Follow these steps to obtain the 8.0.12x.0 Cisco WLC software:
a. Click this URL to go to the Software Center:
https://software.cisco.com/download/navigator.html
b. Choose Wireless from the center selection window.
c. Click Wireless LAN Controllers.
The following options are available:
- Integrated Controllers and Controller Modules
- Standalone Controllers

d. Depending on your Cisco WLC platform, select one of these options.
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Step 3

Step 4

Note

Step 5
Step 6
Step 7
Step 8
Step 9

Step 10
Step 11
Step 12

Step 13
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e. Click the Cisco WLC model number or name.
The Download Software page is displayed.

f. Click a Cisco WLC software release number. The software releases are labeled as follows to help
you determine which release to download:

¢ Early Deployment (ED)—These software releases provide new features and new hardware
platform support as well as bug fixes.

¢ Maintenance Deployment (MD)—These software releases provide bug fixes and ongoing
software maintenance.

e Deferred (DF)—These software releases have been deferred. We recommend that you migrate
to an upgraded release.

g. Click a software release number.

h. Click the filename (filename.aes).

i. Click Download.

j- Read the Cisco End User Software License Agreement and click Agree.
k. Save the file to your hard drive.

I. Repeat steps a. through k. to download the remaining file.

Copy the Cisco WLC software file (filename.aes) to the default directory on your TFTP, FTP, or SFTP
server.

(Optional) Disable the Cisco WLC 802.11a/n and 802.11b/g/n networks.

For busy networks, Cisco WLCs on high utilization, or small Cisco WLC platforms, we recommend that
you disable the 802.11a/n and 802.11b/g/n networks as a precautionary measure.

Choose Commands > Download File to open the Download File to Controller page.
From the File Type drop-down list, choose Code.

From the Transfer Mode drop-down list, choose TFTP, FTP, or SFTP.

In the IP Address text box, enter the IP address of the TFTP, FTP, or SFTP server.

If you are using a TFTP server, the default values of 10 retries for the Maximum Retries text field, and
6 seconds for the Timeout text field should work correctly without any adjustment. However, yo