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Preface

This preface describes the audience, organization, and conventions of this document. It also provides information
on how to obtain other documentation.

This preface includes the following sections:

* Audience, on page xlv

+ Conventions, on page xlv

* Related Documentation, on page xlvi

» Communications, Services, and Additional Information, on page xlvii

Audience

This publication is for experienced network administrators who configure and maintain Cisco wireless
controllers and Cisco lightweight access points.

Conventions

This document uses the following conventions:

Table 1: Conventions

Convention Indication
bold font Commands and keywords and user-entered text appear in bold font.
italic font Document titles, new or emphasized terms, and arguments for which you supply

values are in italic font.

[ Elements in square brackets are optional.

{x|ylz} Required alternative keywords are grouped in braces and separated by vertical
bars.

[x|ylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string.

Otherwise, the string will include the quotation marks.
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Convention Indication

courier font Terminal sessions and information the system displays appear in courier font.

<> Nonprinting characters such as passwords are in angle brackets.

[ Default responses to system prompts are in square brackets.

L # An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

Related Documentation

* Release Notes for Cisco Wireless Controllers and Lightweight Access Points for Cisco Wireless releases

http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-release-notes-list.html

* Cisco Wireless Solutions Software Compatibility Matrix
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html

* Feature Matrix for Wave 2 and 802.11ax (Wi-Fi 6) Access Points
https://www.cisco.com/c/en/us/td/docs/wireless/access _point/feature-matrix/ap-feature-matrix.html

» Wireless and Mobility home page
https://www.cisco.com/c/en/us/products/wireless/index.html

* Cisco Wireless Controller Configuration Guides

http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-installation-and-configuration-guides-list.html

* Cisco Wireless Controller Command References

http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-command-reference-list.html

* Cisco Wireless Controller System Message Guides and Trap Logs
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http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-system-message-guides-list.html

* Cisco Wireless Release Technical References

http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-technical-reference-list.html

* Cisco Wireless Mesh Access Point Design and Deployment Guides

http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-technical-reference-list.html

* Cisco Prime Infrastructure

http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/
tsd-products-support-series-home.html

* Cisco Connected Mobile Experiences
http://www.cisco.com/c/en_in/solutions/enterprise-networks/connected-mobile-experiences/index.html

* Cisco Mobility Express for Aironet Access Points

https://www.cisco.com/c/en/us/support/wireless/mobility-express/series.html

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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Overview

* Cisco Wireless Solution Overview, on page |
* Initial Setup, on page 5






CHAPTER 1

Cisco Wireless Solution Overview

Cisco Wireless Solution is designed to provide 802.11 wireless networking solutions for enterprises and
service providers. Cisco Wireless Solution simplifies deploying and managing large-scale wireless LANs and
enables a unique best-in-class security infrastructure. The operating system manages all data client,
communications, and system administration functions, performs radio resource management (RRM) functions,
manages system-wide mobility policies using the operating system security solution, and coordinates all
security functions using the operating system security framework.

This figure shows a sample architecture of a Cisco Wireless Enterprise Network:

Figure 1: Sample Cisco Wireless Enterprise Network Architecture
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The interconnected elements that work together to deliver a unified enterprise-class wireless solution include

the following:

* Client devices

* Access points (APs)
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. Core Components

* Network unification through Cisco Wireless Controllers (controllers)
» Network management

* Mobility services

Beginning with a base of client devices, each element adds capabilities as the network needs to evolve and
grow, interconnecting with the elements above and below it to create a comprehensive, secure wireless LAN
(WLAN) solution.

* Core Components, on page 2

Core Components

A Cisco Wireless network consists of the following core components:

* Cisco Wireless Controllers: Cisco Wireless Controllers (controllers) are enterprise-class high-performance
wireless switching platforms that support 802.11a/n/ac and 802.11b/g/n protocols. They operate under
control of the AireOS operating system, which includes the radio resource management (RRM), creating
a Cisco Wireless solution that can automatically adjust to real-time changes in the 802.11 radio frequency
(802.11 RF) environment. Controllers are built around high-performance network and security hardware,
resulting in highly reliable 802.11 enterprise networks with unparalleled security.

The following controllers are supported:

* Cisco 2504 Wireless Controller

* Cisco 5508 Wireless Controller

* Cisco 5520 Wireless Controller

* Cisco Flex 7510 Wireless Controller
* Cisco 8510 Wireless Controller

* Cisco 8540 Wireless Controller

* Cisco Virtual Wireless Controller

* Catalyst Wireless Services Module 2 (WiSM2)

N

Note The Cisco Wireless Controllers do not support 10 G-based CISCO-AMPHENOL
SFP. However, you may use an alternate vendor SFP.

* Cisco Access Points: Cisco access points (APs) can be deployed in a distributed or centralized network
for a branch office, campus, or large enterprise. For more information about APs, see
https://www.cisco.com/c/en/us/products/wireless/access-points/index.html

* Cisco Prime Infrastructure (PI): Cisco Prime Infrastructure can be used to configure and monitor one or
more controllers and associated APs. Cisco PI has tools to facilitate large-system monitoring and control.
When you use Cisco PI in your Cisco wireless solution, controllers periodically determine the client,
rogue access point, rogue access point client, radio frequency ID (RFID) tag location and store the

. Cisco Wireless Controller Configuration Guide, Release 8.1
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locations in the Cisco PI database. For more information about Cisco PI, see https://www.cisco.com/c/
en/us/support/cloud-systems-management/prime-infrastructure/series.html.

* Cisco Connected Mobile Experiences (CMX): Cisco Connected Mobile Experiences (CMX) acts as a
platform to deploy and run Cisco Connected Mobile Experiences (Cisco CMX). Cisco Connected Mobile
Experiences (CMX) is delivered in two modes—the physical appliance (box) and the virtual appliance
(deployed using VMware vSphere Client) . Using your Cisco wireless network and location intelligence
from Cisco MSE, Cisco CMX helps you create personalized mobile experiences for end users and gain
operational efficiency with location-based services. For more information about Cisco CMX, see
https://www.cisco.com/c/en/us/support/wireless/connected-mobile-experiences/series.html.

Cisco DNA Spaces: Cisco DNA Spaces is a multichannel engagement platform that enables you to
connect, know, and engage with visitors at their physical business locations. It covers various verticals
of business such as retail, manufacturing, hospitality, healthcare, education, financial services, enterprise
work spaces, and so on. Cisco DNA Spaces also provides solutions for monitoring and managing the
assets in your premises.

The Cisco DNA Spaces: Connector enables Cisco DNA Spaces to communicate with multiple Cisco
Wireless Controller (controller) efficiently by allowing each controller to transmit high intensity client
data without missing any client information.

For information about how to configure Cisco DNA Spaces and the Connector, see https://www.cisco.com/

c/en/us/support/wireless/dna-spaces/products-installation-and-configuration-guides-list.html.

For more information about design considerations for enterprise mobility, see the Enterprise Mobility Design
Guide at:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/Enterprise-Mobility-8-5-Design-Guide/
Enterprise_Mobility 8-5 Deployment Guide.html

Overview of Cisco Mobility Express

The Cisco Mobility Express wireless network solution comprises of at least one Cisco Wave 2 AP with an
in-built software-based wireless controller managing other Cisco APs in the network.

The AP acting as the controller is referred to as the primary AP while the other APs in the Cisco Mobility
Express network, which are managed by this primary AP, are referred to as subordinate APs.

In addition to acting as a controller, the primary AP also operates as an AP to serve clients along with the
subordinate APs.

Cisco Mobility Express provides most features of a controller and can interface with the following:
* Cisco Prime Infrastructure: For simplified network management, including managing AP groups
* Cisco Identity Services Engine: For advanced policy enforcement
* Connected Mobile Experiences (CMX): For providing presence analytics and guest access using Connect

& Engage

For more information about using Cisco Mobility Express, see the user guide for relevant releases at:
https://www.cisco.com/c/en/us/support/wireless/mobility-express/
products-installation-and-configuration-guides-list.html
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Initial Setup

* Cisco WLAN Express Setup, on page 5

* Configuring the Controller Using the Configuration Wizard, on page 11

* Using the Autolnstall Feature for Controllers Without a Configuration, on page 25
» Managing the Controller System Date and Time, on page 29

Cisco WLAN Express Setup

Cisco WLAN Express Setup is a simplified, out-of-the-box installation and configuration interface for Cisco
Wireless Controllers. This section provides instructions to set up a controller to operate in a small, medium,
or large network wireless environment, where access points can join and together as a simple solution provide
various services such as corporate employee or guest wireless access on the network.

There are two methods:

» Wired method
* Wireless method

With this, there are three ways to set up a controller:

* Cisco WLAN Express Setup
* Traditional command line interface (CLI) through serial console

» Updated method using network connection directly to the controller GUI setup wizard

)

Note Cisco WLAN Express Setup can be used only for the first time in out-of-the-box installations or when controller
configuration is reset to factory defaults.

Feature History

* Release 7.6.120.0: This feature was introduced and supported only on Cisco 2500 Series Wireless
Controller. It includes an easy-to-use GUI Configuration Wizard, an intuitive monitoring dashboard and
several Cisco Wireless LAN best practices enabled by default.

* Release 8.0.110.0: The following enhancements were made:

Cisco Wireless Controller Configuration Guide, Release 8.1 .
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* Connect to any port: You can connect a client device to any port on the Cisco 2500 Series Wireless
Controller and access the GUI configuration wizard to run Cisco WLAN Express. Previously, you
were required to connect the client device to only port 2.

» Wireless Support to run Cisco WLAN Express: You can connect an AP to any of the ports on the
Cisco 2500 Series Wireless Controller, associate a client device with the AP, and run Cisco WLAN
Express. When the AP is associated with the Cisco 2500 Series Wireless Controller, only 802.11b
and 802.11g radios are enabled; the 802.11a radio is disabled. The AP broadcasts an SSID named
CiscoAirProvision, which is of WPA2-PSK type with the key being password. After a client device
associates with this SSID, the client device automatically gets an IP address in the 192.168.x.x
range. On the web browser of the client device, go to http://192.168.1.1 to open the GUI configuration
wizard.

)

Note This feature is not supported on mobile devices such as smartphones and tablet
computers.

* Release 8.1: The following enhancements are made:

* Added support for the Cisco WLAN Express using the wired method to Cisco 5500, Flex 7500,
8500 Series Wireless Controllers and Cisco Virtual Wireless Controller.

* Introduced the Main Dashboard view and compliance assessment and best practices. For more
details, see the controller Online Help.

Configuration Checklist

The following checklist is for your reference to make the installation process easy. Ensure that you have these
requirements ready before you proceed:

1. Network switch requirements:

a. Controller switch port number assigned

b. Controller assigned switch port

c. Is the switch port configured as trunk or access?

d. Is there a management VLAN? If yes, Management VLAN ID
e. Isthere a guest VLAN? If yes, Guest VLAN ID

2. Controller Settings:

a. New admin account name

b. Admin account password

€. System name for the controller
d. Current time zone

e. Isthere an NTP server available? If yes, NTP server IP address

. Cisco Wireless Controller Configuration Guide, Release 8.1
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\}

Note We recommend using a reachable NTP server IP address. APs do not support FQDN in a day0 scenario.

f. Controller Management Interface:

1. IP address
2. Subnet Mask

3. Default gateway
0. Management VLAN ID

Corporate wireless network
Corporate wireless name or SSID

Is a RADIUS server required?

o g >~ w

Security authentication option to select:

a. WPA/WPA2 Personal
b. Corporate passphrase (PSK)
c. WPA/WPA2 (Enterprise)

d. RADIUS server IP address and shared secret

7. Is a DHCP server known? If yes, DHCP server IP address

8. Guest Wireless Network (optional)

a. Guest wireless name/SSID

b. Is a password required for guest?
€. Guest passphrase (PSK)

d. Guest VLAN ID

e. Guest networking

1. IP address
2. Subnet Mask

3. Default gateway

9. Advanced option: Configure RF Parameters for Client Density as Low, Medium, or High.

Preparing for Setup Using Cisco WLAN Express

* Do not auto-configure the controller or use the wizard for configuration.

* Do not use console interface; the only connection to the controller should be client connected to service
port.

Cisco Wireless Controller Configuration Guide, Release 8.1 .
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* Configure DHCP or assign static IP 192.168.1.X to laptop interface connected to service port.

For more information about Cisco WLAN Express, see WLAN Express Setup and Best Practices Deployment
Guide.

This section contains the following subsections:

Setting up Cisco Wireless Controller using Cisco WLAN Express (Wired

Method)

Step 1

Step 2

Step 3

Step 4
Step 5

Procedure

Connect a laptop's wired Ethernet port directly to the Service port of the controller. The port LEDs blink to
indicate that both the machines are properly connected.

Note It may take several minutes for the controller to fully power on to make the GUI available to the
PC. Do not auto-configure the controller.

The LEDs on the front panel provide the system status:
* [f the LED is off, it means that the controller is not ready.
« If the LED is solid green, it means that the controller is ready.
Configure DHCP option on the laptop that you have connected to the Service port. This assigns an IP address

to the laptop from the controller Service port 192.168.1.X, or you can assign a static IP address 192.168.1.X
to the laptop to access the controller GUI; both options are supported.

Open any one of the following supported web browsers and type http://192.168.1.1 in the address bar.
* Mozilla Firefox version 32 or later (Windows, Mac)
* Microsoft Internet Explorer version 10 or later (Windows)

* Apple Safari version 7 or later (Mac)

Note This feature is not supported on mobile devices such as smartphones and tablet computers.

Create an administrator account by providing the name and password. Click Start to continue.
In the Set Up Your Controller box, enter the following details:

a. System Name for the controller
b. Current time zone
C. NTP Server (optional)

Note We recommend using a reachable NTP server IP address. APs do not support FQDN in a
day0 scenario.

d. Management IP Address
e. Subnet Mask

f. Default Gateway

. Cisco Wireless Controller Configuration Guide, Release 8.1
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Step 6

Step 7

Step 8

Step 9
Step 10

RF Profile Configurations .

g. Management VLAN ID—If left unchanged or set to 0, the network switch port must be configured with
a native VLAN 'X0'

Note The setup attempts to import the clock information (date and time) from the computer via
JavaScript. We recommend that you confirm this before continuing. Access points rely on correct
clock settings to be able to join the controller.

In the Create Your Wireless Networks box, in the Employee Network area, use the checklist to enter the
following data:

a) Network name/SSID

b) Security

¢) Pass Phrase, if Security is set to WPA/WPA2 Personal

d) DHCP Server IP Address: If left empty, the DHCP processing is bridged to the management interface
(Optional) In the Create Your Wireless Networks box, in the Guest Network area, use the checklist to enter
the following data:

a) Network name/SSID

b) Security

¢) VLAN IP Address, VLAN Subnet Mask, VLAN Default Gateway, VLAN ID

d) DHCP Server IP Address: If left empty, the DHCP processing is bridged to the management interface

In the Advanced Setting box, in the RF Parameter Optimization area, do the following:

a) Select the client density as Low, Typical, or High.
b) Configure the RF parameters for RF Traffic Type, such as Data and Voice.
¢) Change the Service port IP address and subnet mask, if necessary.

Click Next.

Review your settings and then click Apply to confirm.

The controller reboots automatically. You will be prompted that the controller is fully configured and will be
restarted. Sometimes, you might not be prompted with this message. In this scenario, do the following:

a) Disconnect the laptop from the controller service port and connect it to the Switch port.
b) Connect the controller port 1 to the switch configured trunk port.

¢) Connect access points to the switch if not already connected.

d) Wait until the access points join the controller.

RF Profile Configurations

Step 1

Step 2

Procedure

After a successful login as an administrator, choose Wireless > RF Profiles to verify whether the Cisco
WLAN Express features are enabled by checking that the predefined RF profiles are created on this page.

You can define AP Groups and apply appropriate profile to a set of APs.

Choose Wireless > Advanced > Network Profile, verify the client density and traffic type details.
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. Setting up Cisco Wireless Controller using Cisco WLAN Express (Wireless Method)

Note We recommend that you use RF and Network profiles configuration even if Cisco WLAN
Express was not used initially or if the controller was upgraded from a release that is earlier than
Release 8.1.

Setting up Cisco Wireless Controller using Cisco WLAN Express (Wireless

Method)

Step 1

Step 2
Step 3
Step 4

Step 5

This wireless method applies only to Cisco 2500 Series Wireless Controller.

Procedure

Plug in a Cisco AP to any one of the ports of Cisco 2500 Series WLC. If you do not have a separate power
supply for the AP, you can use Port 3 or Port 4, which supports PoE.

After the AP boots up, the AP associates with the WLC and downloads the WLC software.
The AP starts provisioning a WPA2-PSK SSID "CiscoAirProvision" with the key "password."

Associate a client device to the "CiscoAirProvision" SSID.
The client device is assigned an IP address in the 192.168.x.x range.

On the web browser of the client device, go to http://192.168.1.1 to open the GUI configuration wizard.

Default Configurations

When you configure your Cisco Wireless Controller, the following parameters are enabled or disabled. These
settings are different from the default settings obtained when you configure the controller using the CLI
wizard.

Parameters in New Interface Default Setting
Aironet [E Disabled
DHCP Address Assignment (Guest SSID) Enabled
Client Band Select Enabled
Local HTTP and DHCP Profiling Enabled
Guest ACL Applied.
Note Guest ACL denies traffic to the

management subnet.

CleanAir Enabled
EDRRM Enabled
EDRRM Sensitivity Threshold * Low sensitivity for 2.4 GHz.

* Medium sensitivity for 5 GHz.
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Parameters in New Interface Default Setting

Channel Bonding (5 GHz) Enabled

DCA Channel Width 40 MHz

mDNS Global Snooping Enabled

Default mDNS profile Two new services added:

* Better printer support

* HTTP

AVC (only AV) Enabled only with following prerequisites:
* Bootloader version—1.0.18
Or

* Field Upgradable Software version—1.8.0.0 and
above

Note If you upgrade the bootloader after you
have setup the Cisco 2500 Series
Controller using the GUI Wizard, you
have to manually enable AVC on the
previously created WLAN.

Management * Via Wireless Clients—Enabled
*« HTTP/HTTPS Access—Enabled
* WebAuth Secure Web—Enabled

Virtual IP Address 192.0.2.1

Multicast Address Not configured

Mobility Domain Name Name of employee SSID
RF Group Name Default

Configuring the Controller Using the Configuration Wizard

The configuration wizard enables you to configure basic settings on the controller. You can run the wizard
after you receive the controller from the factory or after the controller has been reset to factory defaults. The
configuration wizard is available in both GUI and CLI formats.
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Configuring the Controller (GUI)

Procedure
Step 1 Connect your PC to the service port and configure it to use the same subnet as the controller.
Note With Cisco 2504 Wireless Controller, connect your PC to the port 2 on the controller and configure
to use the same subnet.
Step 2 Browse to http://192.168.1.1. The configuration wizard is displayed.
Note You can use both HTTP and HTTPS when using the service port interface. HTTPS is enabled

by default and HTTP can also be enabled.

Note For the initial GUI Configuration Wizard, you cannot access the controller using IPv6 address.

Figure 2: Configuration Wizard — System Information Page

cisco Logout
Configuration Wizard System Information LiEE
System Name
Administrative User
User vame (o0, aomin)  [gmn ]
password —
Confirm Password 1:1-:.7}
Step 3 In the System Name field, enter the name that you want to assign to this controller. You can enter up to 31
ASCII characters.
Step 4 In the User Name field, enter the administrative username to be assigned to this controller. You can enter up
to 24 ASCII characters. The default username is admin.
Step 5 In the Password and Confirm Password boxes, enter the administrative password to be assigned to this

controller. You can enter up to 24 ASCII characters. The default password is admin.
* The password must contain characters from at least three of the following classes:

» Lowercase letters
* Uppercase letters
* Digits

* Special characters
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* No character in the password must be repeated more than three times consecutively.
» The new password must not be the same as the associated username and not be the username reversed.
* The password must not be cisco, ocsic, or any variant obtained by changing the capitalization of letters

of the word Cisco. In addition, you cannot substitute 1, I, or ! for i, 0 for o, or $ for s.

Step 6 Click Next. The SNMP Summary page is displayed.
Figure 3: Configuration Wizard—SNMP Summary Page

cisco Logout
Configuration Wizard SNMP Summary ST _ net |

SNMP v Mode [Disable ¥
SNMP v2c Mode [Enable v
SNMP v3 Mode [Enable v

=t

&
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Step 7 If you want to enable Simple Network Management Protocol (SNMP) v1 mode for this controller, choose

Enable from the SNMP v1 Mode drop-down list. Otherwise, leave this parameter set to Disable.

Note SNMP manages nodes (servers, workstations, routers, switches, and so on) on an IP network.
Currently, there are three versions of SNMP: SNMPv1, SNMPv2c, and SNMPv3.

Step 8 If you want to enable SNMPv2c mode for this controller, leave this parameter set to Enable. Otherwise,
choose Disable from the SNVP v2¢c Mode drop-down list.
Step 9 If you want to enable SNMPv3 mode for this controller, leave this parameter set to Enable. Otherwise, choose

Disable from the SNVP v3 Mode drop-down list.
Step 10 Click Next.
Step 11 When the following message is displayed, click OK:

Default values are present for v1/v2c community strings.

Please make sure to create new vl1/v2c community strings

once the system comes up.

Please make sure to create new v3 users once the system comes up.

The Service Interface Configuration page is displayed.
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Figure 4: Configuration Wizard-Service Interface Configuration Page

S O
cisco Logout

Configuration Wizard Service Interface Configuration <Back | Next |

General Information

Interface Name service-port

MAC Address e0:5f:b9:46:a0:81

Interface
Address
DHCP

Protocol [ Enabled

IP 5
A 192.168.1.1
Netmask 255.255.255.0

IPvE

SLAAC [Clenable
Primary Address

Prefix Length 128

352936

Step 12 If you want the controller’s service-port interface to obtain an IP address from a DHCP server, check the
DHCP Protocol Enabled check box. If you do not want to use the service port or if you want to assign a
static [P address to the service port, leave the check box unchecked.

Note The service-port interface controls communications through the service port. Its [P address must
be on a different subnet from the management interface. This configuration enables you to manage
the controller directly or through a dedicated management network to ensure service access during
network downtime.

Step 13 Perform one of the following:

* If you enabled DHCP, clear out any entries in the IP Address and Netmask text boxes, leaving them
blank.

* [f you disabled DHCP, enter the static I[P address and netmask for the service port in the IP Address and

Netmask text boxes.

Step 14 Click Next.
The LAG Configuration page is displayed.
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Step 15

Step 16

Step 17

Configuring the Controller (GUI) .

Figure 5: Configuration Wizard—LAG Configuration Page

vl
cisco

Configuration Wizard LAG Configuration

Link Aggregation (LAG) Mode Disabled v

Logout

< Back Next

252066

To enable link aggregation (LAG), choose Enabled from the Link Aggregation (LAG) Mode drop-down list.
To disable LAG, leave this field set to Disabled.

Click Next.

The Management Interface Configuration page is displayed.

cisco Logout
Configuration Wizard Management Interface Configuration < Back Next
General Information
Interface Name management
MAC Address 20:5f:b9:46:230:80

Interface Address
VLAN Identifier 0
1P Address 169.254.1.1
Netmask 255.255.255.0
Gateway 169.254.1.1
Primary [Pv6 Address
Prefix Length 128
Primary [Pv6 Gateway

Physical Information
Port Number 1
Backup Port 0
Active Port 1

DHCP Information: Ipv4
Primary DHCP Server 1.1.1.1 g
Secondary DHCP Server 0.0.0.0 32

3
Note The management interface is the default interface for in-band management of the controller and

connectivity to enterprise services such as AAA servers.

In the VLAN Identifier field, enter the VLAN identifier of the management interface (either a valid VLAN
identifier or O for an untagged VLAN). The VLAN identifier should be set to match the switch interface

configuration.
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Step 18
Step 19
Step 20
Step 21

Step 22
Step 23
Step 24

Step 25

Step 26
Step 27

Step 28

Step 29

In the IP Address field, enter the IP address of the management interface.
In the Netmask field, enter the IP address of the management interface netmask.
In the Gateway field, enter the IP address of the default gateway.

In the Port Number field, enter the number of the port assigned to the management interface. Each interface
is mapped to at least one primary port.

In the Backup Port field, enter the number of the backup port assigned to the management interface. If the
primary port for the management interface fails, the interface automatically moves to the backup port.

In the Primary DHCP Server field, enter the IP address of the default DHCP server that will supply IP
addresses to clients, the controller’s management interface, and optionally, the service port interface.

In the Secondary DHCP Server field, enter the IP address of an optional secondary DHCP server that will
supply IP addresses to clients, the controller’s management interface, and optionally, the service port interface.

Click Next. The AP-Manager Interface Configuration page is displayed.

Note This screen does not appear for Cisco 5508 controllers because you are not required to configure
an AP-manager interface. The management interface acts like an AP-manager interface by default.

In the IP Address field, enter the IP address of the AP-manager interface.
Click Next. The Miscellaneous Configuration page is displayed.

Figure 6: Configuration Wizard—Miscellaneous Configuration Page

cisco Logout
~
Configuration Wizard Miscellaneous Configuration sk Lizil
RF Mobility Domain Name |default
Configured Country us
Code(s)
Regulatory Domain 802.11a: -A
802.11bg: -A
Select Country Code  Name
E AE United Arab Emirates
0 AR Argentina
] AT Austria
[} AU Australia
(m} BH Bahrain
n BR Brazil
[m} BE Belgium
O BG Bulgaria
0 cA Canada
[m} cA2 Canada (DCA excludes UNII-2)
0 CH Switzerland
[m} cL Chile
[m} CN China
[m} co Colombia
O CR Costa Rica E
] cr Cyprus 2
m cz Czech Republic “8&

In the RF Mobility Domain Name field, enter the name of the mobility group/RF group to which you want
the controller to belong.

Note Although the name that you enter here is assigned to both the mobility group and the RF group,
these groups are not identical. Both groups define clusters of controllers, but they have different
purposes. All of the controllers in an RF group are usually also in the same mobility group and
vice versa. However, a mobility group facilitates scalable, system-wide mobility and controller
redundancy while an RF group facilitates scalable, system-wide dynamic RF management.

The Configured Country Code(s) field shows the code for the country in which the controller will be used.
If you want to change the country of operation, check the check box for the desired country.
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Step 30
Step 31

Step 32

Step 33

Step 34

Configuring the Controller (GUI) .

Note You can choose more than one country code if you want to manage access points in multiple
countries from a single controller. After the configuration wizard runs, you must assign each
access point joined to the controller to a specific country.

Click Next.
When the following message is displayed, click OK:

Warning! To maintain regulatory compliance functionality, the country code
setting may only be modified by a network administrator or qualified

IT professional.

Ensure that proper country codes are selected before proceeding.?

The Virtual Interface Configuration page is displayed.

Figure 7: Configuration Wizard — Virtual Interface Configuration Page

cisco Logout
Configuration Wizard Virtual Interface Configuration < Back Next
General Information
V[nterfa[e Name wirtual
Interface Address
1P Address [a0arssza022s |

DNS Host Name [ |

252069

In the IP Address field, enter the IP address of the controller’s virtual interface. You should enter a fictitious,
unassigned IP address.

Note The virtual interface is used to support mobility management, DHCP relay, and embedded Layer
3 security such as guest web authentication and VPN termination. All controllers within a mobility
group must be configured with the same virtual interface IP address.

In the DNS Host Name field, enter the name of the Domain Name System (DNS) gateway used to verify the
source of certificates when Layer 3 web authorization is enabled.

Note To ensure connectivity and web authentication, the DNS server should always point to the virtual
interface. If a DNS hostname is configured for the virtual interface, then the same DNS hostname
must be configured on the DNS servers used by the client.

Click Next. The WLAN Configuration page is displayed.
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Figure 8: Configuration Wizard — WLAN Configuration Page

cisco Logout
Configuration Wizard WLAN Configuration < Back L
Profile Name [ —
WLAN SSID —'
Step 35 In the Profile Name field, enter up to 32 alphanumeric characters for the profile name to be assigned to this
WLAN.
Step 36 In the WLAN SSID field, enter up to 32 alphanumeric characters for the network name, or service set identifier

(SSID). The SSID enables basic functionality of the controller and allows access points that have joined the
controller to enable their radios.

Step 37 Click Next.
Step 38 When the following message is displayed, click OK:

Default Security applied to WLAN is: [WPA2 (AES)][Auth(802.1x)]. You can
change this after the wizard is complete and the system is rebooted.?

The RADIUS Server Configuration page is displayed.
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Figure 9: Configuration Wizard-RADIUS Server Configuration Page

CIsco Logout
Configuration Wizard RADIUS Server Configuration <Back | apply | skip |

Server IPv4 Address

Shared Secret Format ASCII -

Shared Secret

Confirm Shared

Secret

Port Number 1812

Server Status Disabled

Server IPv6 Address

Shared Secret Format ASCII »

Shared Secret

Confirm Shared
Secret

Port Number 1812

Server Status Disabled «

352938

Step 39 In the Server IP Address field, enter the IP address of the RADIUS server.

Step 40 From the Shared Secret Format drop-down list, choose ASCII or Hex to specify the format of the shared
secret.
Note Due to security reasons, the RADIUS shared secret key reverts to ASCII mode even if you have
selected HEX as the shared secret format from the Shared Secret Format drop-down list.
Step #1 In the Shared Secret and Confirm Shared Secret boxes, enter the secret key used by the RADIUS server.
Step 42 In the Port Number field, enter the communication port of the RADIUS server. The default value is 1812.
Step 43 To enable the RADIUS server, choose Enabled from the Server Status drop-down list. To disable the

RADIUS server, leave this field set to Disabled.
Step 44 Click Apply. The 802.11 Configuration page is displayed.
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Figure 10: Configuration Wizard—802.11 Configuration Page

vl
cisco Logout

Configuration Wizard 802.11 Configuration _<Back | | Nemt |

802.11a Network Status Enabled
802.11b Network Status Enabled
802.11g Network Status [¥] Enabled

Auto RF Enabled

252072

Step 45 To enable the 802.11a, 802.11b, and 802.11g lightweight access point networks, leave the 802.11a Network
Status, 802.11b Network Status, and 802.11g Network Status check boxes checked. To disable support for
any of these networks, uncheck the check boxes.

Step 46 To enable the controller’s radio resource management (RRM) auto-RF feature, leave the Auto RF check box
selected. To disable support for the auto-RF feature, uncheck this check box.

Note The auto-RF feature enables the controller to automatically form an RF group with other
controllers. The group dynamically elects a leader to optimize RRM parameter settings, such as
channel and transmit power assignment, for the group.

Step 47 Click Next. The Set Time page is displayed.
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Step 49

Step 50

Configuring the Controller (GUI) .

Figure 11: Configuration Wizard — Set Time Screen

cisco Logout
Configuration Wizard Set Time < Back L
Current Time Sun May 17 23:37:33 2009
Date
Month [may v
Bet e
Year [z009 |
Time
Hour (23w
Minutes 7 1]
Seconds [EE|
Timezone
Delta hours [0 |mins[0_ |
b
~
o
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w0
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To manually configure the system time on your controller, enter the current date in Month/DD/YYYY format
and the current time in HH:MM:SS format.

To manually set the time zone so that Daylight Saving Time (DST) is not set automatically, enter the local
hour difference from Greenwich Mean Time (GMT) in the Delta Hours field and the local minute difference
from GMT in the Delta Mins field.

Note When manually setting the time zone, enter the time difference of the local current time zone
with respect to GMT (+/-). For example, Pacific time in the United States is 8 hours behind GMT.
Therefore, it is entered as —8.

Click Next. The Configuration Wizard Completed page is displayed.
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Figure 12: Configuration Wizard—Configuration Wizard Completed Page

vl
cisco Logout

Configuration Wizard Configuration Wizard Completed <Back | save And Reboot |

The configuration wizard is now complete. It is now
necessary to save and reboot the system for the
changes to take effect.

252074

Step 51 Click Save and Reboot to save your configuration and reboot the controller.
Step 52 When the following message is displayed, click OK:

Configuration will be saved and the controller will be
rebooted. Click ok to confirm.?

The controller saves your configuration, reboots, and prompts you to log on.

Configuring the Controller—Using the CLI Configuration Wizard

Before you begin

* The available options are displayed in brackets after each configuration parameter. The default value is
displayed in all uppercase letters.

« If you enter an incorrect response, an appropriate error message is displayed, such as ITnvalid
Response, and returns you to the wizard prompt.

* Press the hyphen key if you ever need to return to the previous command line.

Procedure

Step 1 When prompted to terminate the Autolnstall process, enter yes. If you do not enter yes, the Autolnstall
process begins after 30 seconds.
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Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8
Step 9
Step 10

Step 11

Step 12

Configuring the Controller—Using the CLI Configuration Wizard .

Note The Autolnstall feature downloads a configuration file from a TFTP server and then loads the
configuration onto the controller automatically.

Enter the system name, which is the name that you want to assign to the controller. You can enter up to 31
ASCII characters.

Enter the administrative username and password to be assigned to this controller. You can enter up to 24
ASCII characters for each.

* The password must contain characters from at least three of the following classes:

» Lowercase letters
* Uppercase letters
* Digits

* Special characters

* No character in the password must be repeated more than three times consecutively.
* The new password must not be the same as the associated username and not be the username reversed.

* The password must not be cisco, ocsic, or any variant obtained by changing the capitalization of letters
of the word Cisco. In addition, you cannot substitute 1, I, or ! for i, 0 for o, or $ for s.

If you want the controller’s service-port interface to obtain an IP address from a DHCP server, enter DHCP.
If you do not want to use the service port or if you want to assign a static IP address to the service port, enter
none.

Note The service-port interface controls communications through the service port. Its IP address must
be on a different subnet from the management interface. This configuration enables you to manage
the controller directly or through a dedicated management network to ensure service access during
network downtime.

If you entered none in Step 4, enter the IP address and netmask for the service-port interface on the next two
lines.

Enable or disable link aggregation (LAG) by choosing yes or NO.
Enter the IP address of the management interface.

Note The management interface is the default interface for in-band management of the controller and
connectivity to enterprise services such as AAA servers.

Enter the IP address of the management interface netmask.
Enter the IP address of the default router.

Enter the VLAN identifier of the management interface (either a valid VLAN identifier or 0 for an untagged
VLAN). The VLAN identifier should be set to match the switch interface configuration.

Enter the IP address of the default DHCP server that will supply IP addresses to clients, the management
interface of the controller, and optionally, the service port interface. Enter the IP address of the AP-manager
interface.

Note This prompt does not appear for Cisco 5508 WLCs because you are not required to configure an
AP-manager interface. The management interface acts like an AP-manager interface by default.

Enter the IP address of the controller’s virtual interface. You should enter a fictitious unassigned IP address.
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Step 13

Step 14
Step 15

Step 16

Step 17

Step 18

Step 19

Step 20

Step 21

Step 22

Step 23

Note The virtual interface is used to support mobility management, DHCP relay, and embedded Layer
3 security such as guest web authentication and VPN termination. All controllers within a mobility
group must be configured with the same virtual interface IP address.

If desired, enter the name of the mobility group/RF group to which you want the controller to belong.

Note Although the name that you enter here is assigned to both the mobility group and the RF group,
these groups are not identical. Both groups define clusters of controllers, but they have different
purposes. All of the controllers in an RF group are usually also in the same mobility group and
vice versa. However, a mobility group facilitates scalable, system-wide mobility and controller
redundancy while an RF group facilitates scalable, system-wide dynamic RF management.

Enter the network name or service set identifier (SSID). The SSID enables basic functionality of the controller
and allows access points that have joined the controller to enable their radios.

Enter YES to allow clients to assign their own IP address or no to require clients to request an IP address from
a DHCP server.

To configure a RADIUS server now, enter YES and then enter the IP address, communication port, and secret
key of the RADIUS server. Otherwise, enter no. If you enter no, the following message is displayed: Warning!
The default WLAN security policy requires a RADIUS server. Please see the
documentation for more details.

Enter the code for the country in which the controller will be used.
Note Enter help to view the list of available country codes.

Note You can enter more than one country code if you want to manage access points in multiple
countries from a single controller. To do so, separate the country codes with a comma (for example,
US,CA,MX). After the configuration wizard runs, you need to assign each access point joined
to the controller to a specific country.

Enable or disable the 802.11b, 802.11a, and 802.11g lightweight access point networks by entering YES or
no.

Enable or disable the controller’s radio resource management (RRM) auto-RF feature by entering YES or no.
Note The auto-RF feature enables the controller to automatically form an RF group with other

controllers. The group dynamically elects a leader to optimize RRM parameter settings, such as
channel and transmit power assignment, for the group.

If you want the controller to receive its time setting from an external Network Time Protocol (NTP) server
when it powers up, enter YES to configure an NTP server. Otherwise, enter no.

Note The controller network module installed in a Cisco Integrated Services Router does not have a
battery and cannot save a time setting. Therefore, it must receive a time setting from an external
NTP server when it powers up.

If you entered no in Sep 20 and want to manually configure the system time on your controller now, enter

YES. If you do not want to configure the system time now, enter no.

If you entered YES in Sep 21, enter the current date in the MM/DD/YY format and the current time in the
HH:MM:SS format.

After you have completed step 22, the wizard prompts you to configure IPv6 parameters. Enter YES to proceed.
Enter the service port interface IPv6 address configuration. You can enter either static or SLAAC.

* If you entered, SLAAC, then IPv6 address is autoconfigured.
* If you entered, static, you must enter the IPv6 address and its prefix length of the service interface.
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Step 24
Step 25
Step 26

Step 27
Step 28
Step 29

Step 30
Step 31

Using the Autolnstall Feature for Controllers Without a Configuration .

Enter the IPv6 address of the management interface.

Enter the IPv6 address prefix length of the management interface.

Enter the gateway IPv6 address of the management interface .

After the management interface configuration is complete, the wizard prompts to configure IPv6 parameters
for RADIUS server. Enter yes.

Enter the IPv6 address of the RADIUS server.

Enter the communication port number of the RADIUS server. The default value is 1812.

Enter the secret key for IPv6 address of the RADIUS server.

Once the RADIUS server configuration is complete, the wizard prompts to configure IPv6 NTP server. Enter
yes.

Enter the IPv6 address of the NTP server.

When prompted to verify that the configuration is correct, enter yes or NO.

The controller saves your configuration when you enter yes, reboots, and prompts you to log on.

Using the Autolnstall Feature for Controllers Without a
Configuration

When you boot up a controller that does not have a configuration, the Autolnstall feature can download a
configuration file from a TFTP server and then load the configuration onto the controller automatically.

If you create a configuration file on a controller that is already on the network (or through a Prime Infrastructure
filter), place that configuration file on a TFTP server, and configure a DHCP server so that a new controller
can get an IP address and TFTP server information, the Autolnstall feature can obtain the configuration file
for the new controller automatically.

When the controller boots, the Autolnstall process starts. The controller does not take any action until
Autolnstall is notified that the configuration wizard has started. If the wizard has not started, the controller
has a valid configuration.

If Autolnstall is notified that the configuration wizard has started (which means that the controller does not
have a configuration), Autolnstall waits for an additional 30 seconds. This time period gives you an opportunity
to respond to the first prompt from the configuration wizard:

Would you like to terminate autoinstall? [yes]:

When the 30-second terminate timeout expires, Autolnstall starts the DHCP client. You can terminate the
Autolnstall task even after this 30-second timeout if you enter Yes at the prompt. However, Autolnstall cannot
be terminated if the TFTP task has locked the flash and is in the process of downloading and installing a valid
configuration file.
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Note

Restrictions on

Obtaining anIP

The Autolnstall process and manual configuration using both the GUI and CLI of controller can occur in
parallel. As part of the Autolnstall cleanup process, the service port IP address is set to 192.168.1.1 and the
service port protocol configuration is modified. Because the Autolnstall process takes precedence over the
manual configuration, whatever manual configuration is performed is overwritten by the AutoInstall process.

Autolnstall

* In Cisco 5508 WLCs, the following interfaces are used:
* eth0—Service port (untagged)

* dtl0—Gigabit port 1 through the NPU (untagged)

* Autolnstall is not supported on Cisco 2504 WLC.

Address Through DHCP and Downloading a Configuration File

from a TFTP Server

Autolnstall attempts to obtain an IP address from the DHCP server until the DHCP process is successful or
until you terminate the Autolnstall process. The first interface to successfully obtain an IP address from the
DHCEP server registers with the Autolnstall task. The registration of this interface causes Autolnstall to begin
the process of obtaining TFTP server information and downloading the configuration file.

Following the acquisition of the DHCP IP address for an interface, Autolnstall begins a short sequence of
events to determine the host name of the controller and the IP address of the TFTP server. Each phase of this
sequence gives preference to explicitly configured information over default or implied information and to
explicit host names over explicit IP addresses.

The process is as follows:

* If at least one Domain Name System (DNS) server IP address is learned through DHCP, Autolnstall
creates a /etc/resolv.conf file. This file includes the domain name and the list of DNS servers that have
been received. The Domain Name Server option provides the list of DNS servers, and the Domain Name
option provides the domain name.

« If the domain servers are not on the same subnet as the controller, static route entries are installed for
each domain server. These static routes point to the gateway that is learned through the DHCP Router
option.

* The host name of the controller is determined in this order by one of the following:

« If the DHCP Host Name option was received, this information (truncated at the first period [.]) is
used as the host name for the controller.

* A reverse DNS lookup is performed on the controller IP address. If DNS returns a hostname, this
name (truncated at the first period [.]) is used as the hostname for the controller.

* The IP address of the TFTP server is determined in this order by one of the following:
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* If Autolnstall received the DHCP TFTP Server Name option, Autolnstall performs a DNS lookup
on this server name. If the DNS lookup is successful, the returned IP address is used as the IP address
of the TFTP server.

* If the DHCP Server Host Name (sname) text box is valid, Autolnstall performs a DNS lookup on
this name. If the DNS lookup is successful, the IP address that is returned is used as the IP address
of the TFTP server.

* If Autolnstall received the DHCP TFTP Server Address option, this address is used as the IP address
of the TFTP server.

* Autolnstall performs a DNS lookup on the default TFTP server name (cisco-wlc-tftp). If the DNS
lookup is successful, the IP address that is received is used as the IP address of the TFTP server.

* [f the DHCP server IP address (siaddr) text box is nonzero, this address is used as the IP address of
the TFTP server.

* The limited broadcast address (255.255.255.255) is used as the IP address of the TFTP server.

« If the TFTP server is not on the same subnet as the controller, a static route (/32) is installed for the IP
address of the TFTP server. This static route points to the gateway that is learned through the DHCP
Router option.

Selecting a Configuration File

After the hostname and TFTP server have been determined, Autolnstall attempts to download a configuration
file. Autolnstall performs three full download iterations on each interface that obtains a DHCP IP address. If
the interface cannot download a configuration file successfully after three attempts, the interface does not
attempt further.

The first configuration file that is downloaded and installed successfully triggers a reboot of the controller.
After the reboot, the controller runs the newly downloaded configuration.

Autolnstall searches for configuration files in the order in which the names are listed:

* The filename that is provided by the DHCP Boot File Name option
* The filename that is provided by the DHCP File text box

* host name-confg

* host name.cfg

+ base MAC address-confg (for example, 0011.2233.4455-confg)

* serial number-confg

* ciscowlc-confg

* ciscowlc.cfg

Autolnstall runs through this list until it finds a configuration file. It stops running if it does not find a
configuration file after it cycles through this list three times on each registered interface.
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Note

* The downloaded configuration file can be a complete configuration, or it can be a minimal configuration

that provides enough information for the controller to be managed by the Cisco Prime Infrastructure.
Full configuration can then be deployed directly from the Prime Infrastructure.

* Autolnstall does not expect the switch connected to the controller to be configured for either channels.

Autolnstall works with a service port in LAG configuration.

* Cisco Prime Infrastructure provides Autolnstall capabilities for controllers. A Cisco Prime Infrastructure
administrator can create a filter that includes the host name, the MAC address, or the serial number of
the controller and associate a group of templates (a configuration group) to this filter rule. The Prime
Infrastructure pushes the initial configuration to the controller when the controller boots up initially.
After the controller is discovered, the Prime Infrastructure pushes the templates that are defined in the
configuration group. For more information about the Autolnstall feature and Cisco Prime Infrastructure,
see the Cisco Prime Infrastructure documentation.

Example: Autolnstall Operation

The following is an example of an Autolnstall process from start to finish:

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

'engtest.com'

Would you like to terminate autoinstall? [yes]:

AUTO-INSTALL: starting now...

AUTO-INSTALL: interface 'service-port' - setting DHCP TFTP Filename ==
AUTO-INSTALL: interface 'service-port' - setting DHCP TFTP Server IP
AUTO-INSTALL: interface 'service-port' - setting DHCP siaddr ==> 1.100.108.2
AUTO-INSTALL: interface 'service-port' - setting DHCP Domain Server[0]
AUTO-INSTALL: interface 'service-port' - setting DHCP Domain Name ==
AUTO-INSTALL: interface 'service-port' - setting DHCP yiaddr ==> 172.19.29.253
AUTO-INSTALL: interface 'service-port' - setting DHCP Netmask ==> 255.255.255.0
AUTO-INSTALL: interface 'service-port' - setting DHCP Gateway ==> 172.19.29.1
AUTO-INSTALL: interface 'service-port' registered

AUTO-INSTALL: interation 1 -- interface
AUTO-INSTALL:
AUTO-INSTALL:

AUTO-INSTALL:

hostname 'wlc-1'
TFTP server 1.100.108.2

DNS reverse lookup 172.19.29.253

'service-port'
'wlc-1"'

(from DHCP Option 150)

'abcd-confg'
==> 1.100.108.2

==> 1.100.108.2

w

AUTO-INSTALL: attempting download of 'abcd-confg'

AUTO-INSTALL: TFTP status - 'TFTP Config transfer starting.' (2)

AUTO-INSTALL: interface 'management' - setting DHCP file ==> 'bootfilel'
AUTO-INSTALL: interface 'management' - setting DHCP TFTP Filename ==> 'bootfile2-confg'
AUTO-INSTALL: interface 'management' - setting DHCP siaddr ==> 1.100.108.2
AUTO-INSTALL: interface 'management' - setting DHCP Domain Server[0] ==> 1.100.108.
AUTO-INSTALL: interface 'management' - setting DHCP Domain Server[1l] ==> 1.100.108.
AUTO-INSTALL: interface 'management' - setting DHCP Domain Server[2] ==> 1.100.108.
AUTO-INSTALL: interface 'management' - setting DHCP Domain Name ==> 'engtest.com'
AUTO-INSTALL: interface 'management' - setting DHCP yiaddr ==> 1.100.108.238
AUTO-INSTALL: interface 'management' - setting DHCP Netmask ==> 255.255.254.0
AUTO-INSTALL: interface 'management' - setting DHCP Gateway ==> 1.100.108.1
AUTO-INSTALL: interface 'management' registered

AUTO-INSTALL:
found' (3)

AUTO-INSTALL:
AUTO-INSTALL:
AUTO-INSTALL:
AUTO-INSTALL:

TFTP status -
attempting download of
TFTP status - 'TFTP
TFTP status - 'TFTP
TFTP status - 'TFTP
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AUTO-INSTALL: TFTP status - 'System being reset.' (2)
Resetting system

Managing the Controller System Date and Time

You can configure the controller system date and time at the time of configuring the controller using the
configuration wizard. If you did not configure the system date and time through the configuration wizard or
if you want to change your configuration, you can follow the instructions in this section to configure the
controller to obtain the date and time from a Network Time Protocol (NTP) server or to configure the date
and time manually. Greenwich Mean Time (GMT) is used as the standard for setting the time zone on the
controller.

You can also configure an authentication mechanism between various NTP servers.

Restrictions on Configuring the Controller Date and Time

* If you are configuring wIPS, you must set the controller time zone to UTC.

* Cisco Aironet lightweight access points might not connect to the controller if the date and time are not
set properly. Set the current date and time on the controller before allowing the access points to connect
to it.

* You can configure an authentication channel between the controller and the NTP server.
Configuring the Date and Time (GUI)
Procedure

Step 1 Choose Commands > Set Time to open the Set Time page.
Figure 13: Set Time Page

figuration  Ping  Logout Refres]

cisco MONITOR CONTROLLER,  WIRELES CURITY MEN Co D& HELP
Commands Set Time Set Date and Time Set Timezone
Download File Current Time Mon Mov 26 09:25:08 2007
Upload File
Reboot Date
Reset to Factory Default Manth

Set Time

Tear

Time

Hour

Minutes

Seconds

Timezone

- ) —
Delta hours | | mins | |

Locationd | {GMT -5:00) Eastern Tims (US and Canada) v

203149
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Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

The current date and time appear at the top of the page.

In the Timezone area, choose your local time zone from the Location drop-down list.

Note When you choose a time zone that uses Daylight Saving Time (DST), the controller automatically
sets its system clock to reflect the time change when DST occurs. In the United States, DST starts
on the second Sunday in March and ends on the first Sunday in November.

Note You cannot set the time zone delta on the controller GUI. However, if you do so on the controller
CLI, the change is reflected in the Delta Hours and Mins boxes on the controller GUI.

Click Set Timezone to apply your changes.

In the Date area, choose the current local month and day from the Month and Day drop-down lists, and enter
the year in the Year box.

In the Time area, choose the current local hour from the Hour drop-down list, and enter the minutes and
seconds in the Minutes and Seconds boxes.

Note If you change the time zone location after setting the date and time, the values in the Time area
are updated to reflect the time in the new time zone location. For example, if the controller is
currently configured for noon Eastern time and you change the time zone to Pacific time, the
time automatically changes to 9:00 a.m.

Click Set Date and Time to apply your changes.
Click Save Configuration.

Configuring the Date and Time (CLI)

Step 1

Step 2

Procedure

Configure the current local date and time in GMT on the controller by entering this command:
config time manual mnmvdd/yy hh: mm:ss

Note When setting the time, the current local time is entered in terms of GMT and as a value between
00:00 and 24:00. For example, if it is 8:00 a.m. Pacific time in the United States, you would enter
16:00 because the Pacific time zone is 8 hours behind GMT.

Perform one of the following to set the time zone for the controller:

* Set the time zone location in order to have Daylight Saving Time (DST) set automatically when it occurs
by entering this command:

config time timezone location location_index

where location_index is a number representing one of the following time zone locations:
a.  (GMT-12:00) International Date Line West

b. (GMT-11:00) Samoa

c. (GMT-10:00) Hawaii

d.  (GMT-9:00) Alaska
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aa.
ab.
ac.
ad.

ae.

Note

(GMT-8:00) Pacific Time (US and Canada)
(GMT-7:00) Mountain Time (US and Canada)
(GMT-6:00) Central Time (US and Canada)
(GMT-5:00) Eastern Time (US and Canada)
(GMT-4:00) Atlantic Time (Canada)

(GMT-3:00) Buenos Aires (Argentina)

(GMT-2:00) Mid-Atlantic

(GMT-1:00) Azores

(GMT) London, Lisbon, Dublin, Edinburgh (default value)
(GMT +1:00) Amsterdam, Berlin, Rome, Vienna
(GMT +2:00) Jerusalem

(GMT +3:00) Baghdad

(GMT +4:00) Muscat, Abu Dhabi

(GMT +4:30) Kabul

(GMT +5:00) Karachi, Islamabad, Tashkent

(GMT +5:30) Colombo, Kolkata, Mumbai, New Delhi
(GMT +5:45) Katmandu

(GMT +6:00) Almaty, Novosibirsk

(GMT +6:30) Rangoon

(GMT +7:00) Saigon, Hanoi, Bangkok, Jakarta
(GMT +8:00) Hong Kong, Beijing, Chongqing

(GMT +9:00) Tokyo, Osaka, Sapporo

(GMT +9:30) Darwin

(GMT+10:00) Sydney, Melbourne, Canberra
(GMT+11:00) Magadan, Solomon Is., New Caledonia
(GMT+12:00) Kamchatka, Marshall Is., Fiji
(GMT+12:00) Auckland (New Zealand)

Configuring the Date and Time (CLI) .

If you enter this command, the controller automatically sets its system clock to reflect DST
when it occurs. In the United States, DST starts on the second Sunday in March and ends

on the first Sunday in November.

» Manually set the time zone so that DST is not set automatically by entering this command:

config time timezone delta_hours delta_mins
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. Configuring the Date and Time (CLI)

Step 3

Step 4

where delta_hoursis the local hour difference from GMT, and delta_mins is the local minute difference
from GMT.

When manually setting the time zone, enter the time difference of the local current time zone with respect
to GMT (+/-). For example, Pacific time in the United States is 8 hours behind GMT. Therefore, it is
entered as —8.

Note You can manually set the time zone and prevent DST from being set only on the controller
CLL

Save your changes by entering this command:

save config

Verify that the controller shows the current local time with respect to the local time zone by entering this
command:

show time

Information similar to the following is displayed:

TimMe. oo v it iii e e Thu Apr 7 13:56:37 2011
Timezone delt......... 0:0
Timezone location..... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkata

NTP Servers

NTP Polling Interval.......... 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 1 209.165.200.225 AUTH SUCCESS
Note If you configured the time zone location, the Timezone Delta value is set to “0:0.” If you manually

configured the time zone using the time zone delta, the Timezone Location is blank.
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PART I I

Management of Controllers

* Administration of Controller, on page 35
» Managing Licenses, on page 49

* Managing Software, on page 69

* Managing Configuration, on page 85

* Network Time Protocol Setup, on page 99
* High Availability, on page 103

» Managing Certificates, on page 119

* AAA Administration, on page 135

* Managing Users, on page 183

* Ports and Interfaces, on page 191

* [Pv6 Clients, on page 225

» Access Control Lists, on page 231

* Multicast/Broadcast Setup, on page 247
* Controller Security, on page 273

* SNMP, on page 283






CHAPTER 3

Administration of Controller

* Using the Controller Interface, on page 35

* Enabling Web and Secure Web Modes, on page 40

* Telnet and Secure Shell Sessions, on page 43

* Management over Wireless, on page 47

* Configuring Management using Dynamic Interfaces (CLI), on page 48

Using the Controller Interface

You can use the controller interface in the following two methods:

Using the Controller GUI

A browser-based GUI is built into each controller.

It allows up to five users to simultaneously browse into the controller HTTP or HTTPS (HTTP + SSL)
management pages to configure parameters and monitor the operational status for the controller and its
associated access points.

For detailed descriptions of the controller GUI, see the Online Help. To access the online help, click Help on
the controller GUI.

)

Note We recommend that you enable the HTTPS interface and disable the HTTP interface to ensure more robust
security.

The controller GUI is supported on the following web browsers:

* Microsoft Internet Explorer 11 or a later version (Windows)
* Mozilla Firefox, Version 32 or a later version (Windows, Mac)

* Apple Safari, Version 7 or a later version (Mac)

Cisco Wireless Controller Configuration Guide, Release 8.1 .



Management of Controllers |
. Guidelines and Restrictions on using Controller GUI

\)

Note We recommend that you use the controller GUI on a browser loaded with webadmin certificate (third-party
certificate). We also recommend that you do not use the controller GUI on a browser loaded with self-signed
certificate. Some rendering issues have been observed on Google Chrome (73.0.3675.0 or a later version)
with self-signed certificates. For more information, see CSCvp80151.

Guidelines and Restrictions on using Controller GUI

Follow these guidelines when using the controller GUI:

* To view the Main Dashboard that is introduced in Release 8.1.102.0, you must enable JavaScript on the
web browser.

\}

Note Ensure that the screen resolution is set to 1280x800 or more. Lesser resolutions
are not supported.

* You can use either the service port interface or the management interface to access the GUIL

* The controller may intermittently or fail to respond when there is a high volume of packets destined for
the controller's management IP address.

* You can use both HTTP and HTTPS when using the service port interface. HTTPS is enabled by default
and HTTP can also be enabled.

* Click Help at the top of any page in the GUI to access the online help. You might have to disable your
browser’s pop-up blocker to view the online help.

Logging On to the GUI
A\

Note Do not configure TACACS+ authentication when the controller is set to use local authentication.

Procedure

Step 1 Enter the controller IP address in your browser’s address bar. For a secure connection, enter
https://ip-address. For a less secure connection, enter https://ip-address.

Step 2 When prompted, enter a valid username and password, and click OK.
The Summary page is displayed.

Note The administrative username and password that you created in the configuration wizard are case
sensitive.
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Logging out of the GUI

Procedure

Step 1 Click Logout in the top right corner of the page.

Step 2 Click Close to complete the log out process and prevent unauthorized users from accessing the controller
GUL
Step 3 When prompted to confirm your decision, click Yes.

Using the Controller CLI

A Cisco Wireless solution command-line interface (CLI) is built into each controller. The CLI enables you
to use a VT-100 terminal emulation program to locally or remotely configure, monitor, and control individual
controllers and its associated lightweight access points. The CLI is a simple text-based, tree-structured interface
that allows up to five users with Telnet-capable terminal emulation programs to access the controller.

\}

Note We recommend that you do not run two simultaneous CLI operations because this might result in incorrect
behavior or incorrect output of the CLI.

\)

Note For more information about specific commands, see the Cisco Wreless Controller Command Reference for
relevant releases at: https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/
products-command-reference-list.html

Logging on to the Controller CLI

You can access the controller CLI using either of the following methods:

* A direct serial connection to the controller console port

* A remote session over the network using Telnet or SSH through the preconfigured service port or the
distribution system ports

For more information about ports and console connection options on controllers, see the relevant controller
model's installation guide.

Using a Local Serial Connection

Before you begin
You need these items to connect to the serial port:
» A computer that is running a terminal emulation program such as Putty, SecureCRT, or similar

« A standard Cisco console serial cable with an RJ45 connector
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. Using a Remote Telnet or SSH Connection

Step 1

Step 2

Step 3

To log on to the controller CLI through the serial port, follow these steps:

Procedure

Connect console cable; connect one end of a standard Cisco console serial cable with an RJ45 connector to
the controller’s console port and the other end to your PC’s serial port.

Configure terminal emulator program with default settings:
* 9600 baud
+ 8 data bits
* 1 stop bit
* No parity
* No hardware flow control
Note The controller serial port is set for a 9600 baud rate and a short timeout. If you would like to
change either of these values, run the config serial baudrate value and config serial timeout

value to make your changes. If you set the serial timeout value to 0, serial sessions never time
out.

If you change the console speed to a value other than 9600, the console speed used by controller
will be 9600 during boot and will only change upon the completion of boot process. Therefore,
we recommend that you do not change the console speed, except as a temporary measure on an
as-needed basis.

Log on to the CLI—When prompted, enter a valid username and password to log on to the controller. The
administrative username and password that you created in the configuration wizard are case sensitive.

Note The default username is admin, and the default password is admin.
The CLI displays the root level system prompt:
(Cisco Controller) >

Note The system prompt can be any alphanumeric string up to 31 characters. You can change it by
entering the config prompt command.

Using a Remote Telnet or SSH Connection

Before you begin
You need these items to connect to a controller remotely:

» A PC with network connectivity to either the management IP address, the service port address, or if
management is enabled on a dynamic interface of the controller in question

 The IP address of the controller

* A VT-100 terminal emulation program or a DOS shell for the Telnet session
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\)

Note * By default, controllers block Telnet sessions. You must use a local connection to the serial port to enable
Telnet sessions.

* The aes-cbc ciphers are not supported on controller. The SSH client which is used to log in to the
controller should have minimum a non-aes-cbc cipher.

* The controller may intermittently or fail to respond when there is a high volume of packets destined for
the controller's management IP address.

Procedure

Step 1 Verify that your VT-100 terminal emulation program or DOS shell interface is configured with these parameters:

* Ethernet address

* Port 23

Step 2 Use the controller IP address to Telnet to the CLI.

Step 3 When prompted, enter a valid username and password to log into the controller. The administrative username
and password that you created in the configuration wizard are case sensitive.

Note The default username is admin, and the default password is admin.
The CLI shows the root level system prompt.

Note The system prompt can be any alphanumeric string up to 31 characters. You can change it by
entering the config prompt command.

Logging Out of the CLI

When you finish using the CLI, navigate to the root level and enter the logout command. You are prompted
to save any changes that you made to the volatile RAM.

)

Note The CLI automatically logs you out without saving any changes after 5 minutes of inactivity. You can set the
automatic logout from 0 (never log out) to 160 minutes using the config serial timeout command.

To prevent SSH or Telnet sessions from timing out, run the config sessions timeout 0 command.

Navigating the CLI

» When you log into the CLI, you are at the root level. From the root level, you can enter any full command
without first navigating to the correct command level.

« If you enter a top-level keyword such as config, debug, and so on without arguments, you are taken to
the submode of that corresponding keyword.
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*Ctrl + Z or entering exit returns the CLI prompt to the default or root level.

» When navigating to the CLI, enter ? to see additional options available for any given command at the

current level.

* You can also enter the space or tab key to complete the current keyword if unambiguous.

* Enter help at the root level to see available command line editing options.

The following table lists commands you use to navigate the CLI and to perform common tasks.

Table 2: Commands for CLI Navigation and Common Tasks

Command Action

help At the root level, view system wide navigation
commands

? View commands available at the current level

command ? View parameters for a specific command

exit Move down one level

Ctrl +Z Return from any level to the root level

save config

At the root level, save configuration changes from
active working RAM to nonvolatile RAM (NVRAM)
so they are retained after reboot

reset system

At the root level, reset the controller without logging
out

logout

Logs you out of the CLI

Enabling Web and Secure Web Modes

This section provides instructions to enable the distribution system port as a web port (using HTTP) or as a
secure web port (using HTTPS). You can protect communication with the GUI by enabling HTTPS. HTTPS
protects HTTP browser sessions by using the Secure Sockets Layer (SSL) protocol. When you enable HTTPS,
the controller generates its own local web administration SSL certificate and automatically applies it to the
GUI. You also have the option of downloading an externally generated certificate.

You can configure web and secure web mode using the controller GUI or CLI.

\)

Note Due to a limitation in RFC-6797 for the HT TP Strict Transport Security (HSTS), when accessing the controller's

GUI using the management IP address, HSTS is not honored and fails to redirect from HTTP to HTTPS

protocol in the browser. The redirect fails if the controller's GUI was previously accessed using the HTTPS

protocol. For more information, see RFC-6797 document.

This section contains the following subsections:
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Enabling Web and Secure Web Modes (GUI)

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8
Step 9

Procedure

Choose Management > HTTP-HTTPS.
The HTTP-HTTPS Configuration page is displayed.

To enable web mode, which allows users to access the controller GUT using “http://ip-address,” choose
Enabled from the HTTP Access drop-down list. Otherwise, choose Disabled. The default value is Disabled.
Web mode is not a secure connection.

To enable secure web mode, which allows users to access the controller GUI using “https://ip-address,” choose
Enabled from the HTTPS Access drop-down list. Otherwise, choose Disabled. The default value is Enabled.
Secure web mode is a secure connection.

In the Web Session Timeout field, enter the amount of time, in minutes, before the web session times out
due to inactivity. You can enter a value between 10 and 160 minutes (inclusive). The default value is 30
minutes.

Click Apply.

If you enabled secure web mode in Step 3, the controller generates a local web administration SSL certificate
and automatically applies it to the GUIL The details of the current certificate appear in the middle of the
HTTP-HTTPS Configuration page.

Note If desired, you can delete the current certificate by clicking Delete Certificate and have the
controller generate a new certificate by clicking Regenerate Certificate. You have the option
to use server side SSL certificate that you can download to controller. If you are using HTTPS,
you can use SSC or MIC certificates.

Choose Controller > General to open the General page.
Choose one of the following options from the Web Color Theme drop-down list:

« Default—Configures the default web color theme for the controller GUI.
» Red—Configures the web color theme as red for the controller GUI.

Click Apply.
Click Save Configuration.

Enabling Web and Secure Web Modes (CLI)

Step 1

Procedure

Enable or disable web mode by entering this command:
config network webmode {enable | disable}

This command allows users to access the controller GUI using "http://ip-address." The default value is disabled.
Web mode is not a secure connection.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Configure the web color theme for the controller GUI by entering this command:
config network webcolor {default | red}

The default color theme for the controller GUI is enabled. You can change the default color scheme as red
using the red option. If you are changing the color theme from the controller CLI, you need to reload the
controller GUI screen to apply your changes.

Enable or disable secure web mode by entering this command:
config network secureweb {enable | disable}

This command allows users to access the controller GUI using “https://ip-address.” The default value is
enabled. Secure web mode is a secure connection.

Enable or disable secure web mode with increased security by entering this command:
config network secureweb cipher-option high {enable | disable}

This command allows users to access the controller GUI using “https://ip-address” but only from browsers
that support 128-bit (or larger) ciphers. With Release 8.10, this command is, by default, in enabled state.

When high ciphers is enabled, SHA1, SHA256, SHA384 keys continue to be listed and TLSv1.0 is disabled.
This is applicable to webauth and webadmin but not for NMSP.

Enable or disable SSLv2 for web administration by entering this command:
config network secureweb cipher-option sslv2 {enable | disable}

If you disable SSLv2, users cannot connect using a browser configured with SSLv2 only. They must use a
browser that is configured to use a more secure protocol such as SSLv3 or later. The default value is disabled.

Enable 256 bit ciphers for a SSH session by entering this command:

config network ssh cipher-option high {enable | disable}

[Optional] Disable telnet by entering this command:

config network telnet{enable | disable}

Enable or disable preference for RC4-SHA (Rivest Cipher 4-Secure Hash Algorithm) cipher suites (over CBC
cipher suites) for web authentication and web administration by entering this command:

config network secureweb cipher-option rc4-preference {enable | disable}

Verify that the controller has generated a certificate by entering this command:
show certificate summary

Information similar to the following appears:

Web Administration Certificate................. Locally Generated
Web Authentication Certificate................. Locally Generated
Certificate compatibility mode:................ off

(Optional) Generate a new certificate by entering this command:
config certificate generate webadmin

After a few seconds, the controller verifies that the certificate has been generated.
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Step 11 Save the SSL certificate, key, and secure web password to nonvolatile RAM (NVRAM) so that your changes
are retained across reboots by entering this command:
save config

Step 12 Reboot the controller by entering this command:

reset system

Telnet and Secure Shell Sessions

Telnet is a network protocol used to provide access to the controller’s CLI. Secure Shell (SSH) is a more
secure version of Telnet that uses data encryption and a secure channel for data transfer. You can use the
controller GUI or CLI to configure Telnet and SSH sessions.

In Release 8.10.130.0, Cisco Wave 2 APs support the following cipher suites:
* HMAC: hmac-sha2-256,hmac-sha2-512

» KEX: diffie-hellman-group18-sha512,diffie-hellman-group14-shal,ecdh-sha2-nistp256,
ecdh-sha2-nistp384, ecdh-sha2-nistp521

» Host Key: ecdsa-sha2-nistp256, ssh-rsa

« Ciphers: aes256-gcm@openssh.com,aes128-gcm@openssh.com,aes256-ctr,aes192-ctr,aes128-ctr

This section contains the following subsections:

Guidelines and Restrictions on Telnet and Secure Shell Sessions

* When the controller's config paging is disabled and clients running OpenSSH_8.1p1 OpenSSL 1.1.1
library are connected to the controller, you may experience the output display freezing. You may press
any key to unfreeze the display.

We recommend that you use one of the following methods to avoid this situation:
* Connect using different version of OpenSSH and Open SSL library
* Use Putty

e Use Telnet

* After an AP reboots, you need to enable Telnet if it reverts to its default disabled state.

» When the tool Putty is used as an SSH client to connect to the controller running versions 8.6 and above,
you may observe disconnects from Putty when a large output is requested with paging disabled. This is
observed when the controller has many configurations and has a high count of APs and clients, or in
either of the cases. We recommend that you use alternate SSH clients in such situations.

* In Release 8.6, controllers are migrated from OpenSSH to libssh, and libssh does not support these key
exchange (KEX) algorithms: ecdh-sha2-nistp384 and ecdh-sha2-nistp521. Only ecdh-sha2-nistp256 is
supported.
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* In Release 8.10.130.0 and later releases, controllers no longer support legacy cipher suites, weak ciphers,
MACs and KEXSs.

Configuring Telnet and SSH Sessions (GUI)

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Procedure

Choose Management > Telnet-SSH to open the Telnet-SSH Configuration page.

In the Idle Timeout(minutes) field, enter the number of minutes that a Telnet session is allowed to remain
inactive before being terminated. The valid range is from 0 to 160 minutes. A value of 0 indicates no timeout.

From the Maximum Number of Sessions drop-down list, choose the number of simultaneous Telnet or SSH
sessions allowed. The valid range is from 0 to 5 sessions (inclusive), and the default value is 5 sessions. A
value of zero indicates that Telnet or SSH sessions are disallowed.

To forcefully close current login sessions, choose Management > User Sessions and from the CLI session
drop-down list, choose Close.

From the Allow New Telnet Sessions drop-down list, choose Yes or No to allow or disallow new Telnet
sessions on the controller. The default value is No.

From the Allow New SSH Sessions drop-down list, choose Yes or No to allow or disallow new SSH sessions
on the controller. The default value is Yes.

Save your configuration.

What to do next

To see a summary of the Telnet configuration settings, choose Management > Summary. The Summary
page that is displayed shows additional Telnet and SSH sessions are permitted.

Configuring Telnet and SSH Sessions (CLI)

Step 1

Step 2

Procedure

Allow or disallow new Telnet sessions on the controller by entering this command:
config network telnet {enable | disable}
The default value is disabled.

Allow or disallow new SSH sessions on the controller by entering this command:
config network ssh {enable | disable}
The default value is enabled.

Note Use the config network ssh cipher-option high {enable | disable} command to enable sha2
which is supported in controller.
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Step 3

Step 4

Step 5

Step 6

Managing and Monitoring Remote Telnet and SSH Sessions .

(Optional) Specify the number of minutes that a Telnet session is allowed to remain inactive before being
terminated by entering this command:

config sessions timeout timeout

The valid range for timeout is from 0 to 160 minutes, and the default value is 5 minutes. A value of 0 indicates
no timeout.

(Optional) Specify the number of simultaneous Telnet or SSH sessions allowed by entering this command:
config sessions maxsessions session_num

The valid range session_numis from 0 to 5, and the default value is 5 sessions. A value of zero indicates that
Telnet or SSH sessions are disallowed.

Save your changes by entering this command:

save config
You can close all the Telnet or SSH sessions by entering this command:
config loginsession close {session-id | all}

The session-id can be taken from the show login-session command.

Managing and Monitoring Remote Telnet and SSH Sessions

Step 1

Step 2

Procedure

Configure SSH access host-key by entering these commands:
* Generate or regenerate SSH host key by entering this command:
config network ssh host-key generate
This command generates a 1024-bit key.
* Use device certificate private key as SSH host key by entering this command:
config network ssh host-key use-device-certificate-key

This command generates a 2048-bit key.

See the Telnet and SSH configuration settings by entering this command:
show network summary

Information similar to the following is displayed:

RE-Network Name. ... ..ottt itenneeennnnns TestNetworkl
Web Mode. v ittt ittt e ettt e e enenns Enable
Secure Web Mode. ... v ittt ineeteenneeennnn Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Web Mode Cipher-Option SSLv2......... Disable
Secure Shell (SSh) v v ittt ittt e ee e Enable
Telnet . ittt it et e ettt Disable
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Step 3 See the Telnet session configuration settings by entering this command:
show sessions

Information similar to the following is displayed:

CLI Login Timeout (minutes)............ 5
Maximum Number of CLI Sessions....... 5
Step 4 See all active Telnet sessions by entering this command:

show login-session

Information similar to the following is displayed:

ID User Name Connection From Idle Time Session Time
00 admin  EIA-232 00:00:00 00:19:04
Step 5 Clear Telnet or SSH sessions by entering this command:

clear session session-id

You can identify the session-id by using the show login-session command.

Configuring Telnet Privileges for Selected Management Users (GUI)

Using the controller, you can configure Telnet privileges to selected management users. To do this, you must
have enabled Telnet privileges at the global level. By default, all management users have Telnet privileges
enabled.

\)

Note SSH sessions are not affected by this feature.

Procedure

Step 1 Choose Management > Local Management Users.

Step 2 On the Local Management Users page, check or uncheck the Telnet Capable check box for a management
user.

Step 3 Save the configuration.

Configuring Telnet Privileges for Selected Management Users (CLI)

Procedure

* Configure Telnet privileges for a selected management user by entering this command:
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config mgmtuser telnet user-name {enable | disable}

Management over Wireless

The management over wireless feature allows you to monitor and configure local controllers using a wireless
client. This feature is supported for all management tasks except uploads to and downloads from (transfers
to and from) the controller.

This feature blocks wireless management access to the same controller that the wireless client device is
currently associated with. It does not prevent management access for a wireless client associated with another
controller entirely. To completely block management access to wireless clients based on VLAN and so on,
we recommend that you use access control lists (ACLs) or similar mechanism.

Restrictions on Management over Wireless

* Management over Wireless can be disabled only if clients are on central switching.

* Management over Wireless is not supported for FlexConnect local switching clients. However,
Management over Wireless works for non-web authentication clients if you have a route to the controller
from the FlexConnect site.

This section contains the following subsections:

Enabling Management over Wireless (GUI)

Step 1
Step 2

Step 3

Procedure

Choose Management > Mgmt Via Wireless to open the Management Via Wireless page.

Check the Enable Controller Management to be accessible from Wireless Clients check box to enable
management over wireless for the WLAN or unselect it to disable this feature. By default, it is in disabled
state.

Save the configuration.

Enabling Management over Wireless (CLI)

Step 1

Procedure

Verify whether the management over wireless interface is enabled or disabled by entering this command:
show network summary

« If disabled: Enable management over wireless by entering this command: config network
mgmt-via-wireless enable

* Otherwise, use a wireless client to associate with an access point connected to the controller that you
want to manage.
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Step 2 Log into the CLI to verify that you can manage the WLAN using a wireless client by entering this command:
telnet wic-ip-addr CLI-command

Configuring Management using Dynamic Interfaces (CLI)

Dynamic interface is disabled by default and can be enabled if needed to be also accessible for most or all of
management functions. Once enabled, all dynamic interfaces are available for management access to controller.
You can use access control lists (ACLs) to limit this access as required.

Procedure

* Enable or disable management using dynamic interfaces by entering this command:

config network mgmt-via-dynamic-interface {enable | disable}
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Managing Licenses

* Cisco Wireless Controller Licensing, on page 49

* Right to Use Licensing, on page 59

* Rehosting Licenses, on page 61

* License Agent, on page 64

* Retrieving the Unique Device Identifier on Controllers and Access Points, on page 67

Cisco Wireless Controller Licensing

For information about licensing in various Cisco Wireless Controller platforms, see the respective platform's
datasheet:

* Cisco 2504 Wireless Controller

https://www.cisco.com/c/en/us/products/collateral/wireless/2500-series-wireless-controllers/data_sheet
c78-645111.html

* Cisco 5508 Wireless Controller

https://www.cisco.com/c/en/us/products/collateral/wireless/5500-series-wireless-controllers/data_sheet
¢78-521631.html

* Cisco 5520 Wireless Controller

https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/
datasheet-c78-734257 . html

* Cisco Flex 7510 Wireless Controller

https://www.cisco.com/c/en/us/products/collateral/wireless/flex-7500-series-wireless-controllers/data
sheet c¢78-650053.html

* Cisco 8540 Wireless Controller

https://www.cisco.com/c/en/us/products/collateral/wireless/8540-wireless-controller/
datasheet-c78-734258.html

* Cisco Virtual Wireless Controller

https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/data_sheet
c78-714543 .html
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Related Information

* Cisco Software Central
https://software.cisco.com
* Licensing on 3504, 5520 and 8540 Wireless LAN Controllers: RTU FAQ

https://www.cisco.com/c/en/us/support/docs/wireless/3504-wireless-controller/
214106-licensing-on-3504-5520-and-8540-wireles.html

* Special Notes for Licensed Data Payload Encryption on Cisco Wireless Controllers
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/ldpe/ldpe-on-wlc.html
* Smart Licensing Deployment Guide

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment
Guide.html

Installing a License

Installing a License (GUI)

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Procedure

Choose Management > Software Activation > Commands to open the License Commands page.
From the Action drop-down list, choose Install License. The Install License from a File section appears.
In the File Name to Install text box, enter the path to the license (*.lic) on the TFTP server.

Click Install License. A message appears to show whether the license was installed successfully. If the
installation fails, the message provides the reason for the failure, such as the license is an existing license, the
path was not found, the license does not belong to this device, you do not have correct permissions for the
license, and so on.

If the end-user license agreement (EULA) acceptance dialog box appears, read the agreement and click Accept
to accept the terms of the agreement.

Note Typically, you are prompted to accept the EULA for evaluation, extension, and rehost licenses.
The EULA is also required for permanent licenses, but it is accepted during license generation.

Save a backup copy of all installed licenses as follows:
a) From the Action drop-down list, choose Save License.

b) In the File Name to Save text box, enter the path on the TFTP server where you want the licenses to be
saved.

Note You cannot save evaluation licenses.
¢) Click Save Licenses.

Reboot the controller.
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Note We recommend that you reset the system to ensure that the newly installed license file is saved
in the WLC.

Installing a License (CLI)

Step 1

Step 2

Step 3

Step 4

Step 5

Procedure

Install a license on the controller by entering this command:
license install url
where url is tftp://server_ip/path/filename.

Note To remove a license from the controller, enter the license clear license_name command. For
example, you might want to delete an expired evaluation license or any unused license. You
cannot delete unexpired evaluation licenses, the permanent base image license, or licenses that
are in use by the controller.

If you are prompted to accept the end-user license agreement (EULA), read and accept the terms of the
agreement.

Note Typically, you are prompted to accept the EULA for evaluation, extension, and rehost licenses.
The EULA is also required for permanent licenses, but it is accepted during license generation.

Add comments to a license or delete comments from a license by entering this command:

license comment {add | delete} license_name comment_string

Save a backup copy of all installed licenses by entering this command:
license save url

where url is tftp:/server_ip/path/filename.

Reboot the controller by entering this command:

reset system.
Note We recommend that you reset the system to ensure that the newly installed license file is saved
in the WLC.

Viewing Licenses

Viewing Licenses (GUI)

Step 1

Procedure

Choose Management > Software Activation > Licenses to open the Licenses page.
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This page lists all the licenses that are installed on the controller. For each license, it shows the license type,
expiration, count (the maximum number of access points that are allowed for this license), priority (low,
medium, or high), and status (in use, not in use, inactive, or EULA not accepted).

Note Controller platforms do not support the status of “grace period” or “extension” as a license type.
The license status always shows as “evaluation” even if a grace period or an extension evaluation
license is installed.

If you ever want to remove a license from the controller, hover your cursor over the blue drop-down
arrow for the license and click Remove. For example, you might want to delete an expired
evaluation license or any unused license. You cannot delete unexpired evaluation licenses, the
permanent base image license, or licenses that are in use by the controller.

In Cisco 2504 and 5508 Wireless Controllers, the license section is limited to display 10 licenses
only. Also, these licenses cannot be deleted from the controller.
Step 2 Click the link for the desired license to view more details for a particular license. The License Detail page
appears.
This page shows the following additional information for the license:
* The license type (permanent, evaluation, or extension)
* The license version
* The status of the license (in use, not in use, inactive, or EULA not accepted).
* The length of time before the license expires
Note Permanent licenses never expire.
* Whether the license is a built-in license.
* The maximum number of access points allowed for this license

* The number of access points currently using this license

Step 3 If you want to enter a comment for this license, type it in the Comment text box and click Apply.
Step 4 Click Save Configuration to save your changes.

Viewing Licenses (CLI)

Procedure

* See the license level, license type, and number of access points licensed on the controller by entering
this command:

See the license level, license type, and number of access points licensed on the controller by entering
this command:

\)

Note The maximum number of APs supported refers to the maximum number of APs supported by the controller.
It is not linked to the installed licenses.
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show sysinfo

This example shows a sample output of the command run on Cisco 8540 Wireless Controller using
Release 8.3:

Manufacturer's NamMe. . ...ttt ettt inneeeennneennn Cisco Systems Inc.

Product Name. ...ttt ittt i iiiii e Cisco Controller

ProduCt VersSIon. ...ttt nenenennan 8.3.100.0

RTOS VeISION. i ittt ittt ittt ittt i enenen 8.3.100.0

Bootloader Version........oouuiiiiiiiinininnnen.. 8.0.110.0

Emergency Image Version........ieeieeneennennenn. 8.0.110.0

OUI File Last Update Time.....iiiiiiiiiennennnnn. Sun Sep 07 10:44:07 IST 2014
BULLd TP . ittt ettt e et et e e e e e e e e et DATA + WPS

System Name. . vttt ittt et ettt e et TestSpartan8500Devl

System Location. .. ...ttt it

System Contact. ..ottt ittt i it

System ODJECEID . ¢ v ittt ettt e et e et ettt 1.3.6.1.4.1.9.1.1615
Redundancy Mode. ..ttt i ittt ettt eeeeeaeenn Disabled

B N K o = 8.1.4.2

IPVO AdArESS .t ittt ittt ittt ittt i HE

SYystem UPp Time. .« v v ittt ittt ettt et et et eieeeaenn 0 days 17 hrs 20 mins 58 secs

--More-- or (g)uit

System Timezone Location...........ciiiiiiiienn.n.

System Stats Realtime Interval................... 5

System Stats Normal Interval............coouiee.onn 180

Configured COUNLIY . vt v ittt ittt ittt eeeeeaen Multiple Countries : IN,US
Operating Environment.........eiiiiiennennennnnn. Commercial (10 to 35 C)
Internal Temp Alarm LimitsS......c.oiiiiiiinnenn.n. 10 to 38 C

Internal TemperatUre. ... ..ttt iiieeeennneeenn +21 C

Fan Status...... .. i e e OK

RAID Volume Status

o v Good

o T P Good

State of 802.11b Network.........iiiiiiiinnann Enabled

State of 802.1la Network.........iiiiiiiiinann. Enabled

Number Of WLANS. ..ttt ittt ittt et ettt e et eaaeenn 7

Number of Active ClientsS......iuiiiiiinnennennnn. 1

OUI Classification Failure Count................. 0

Burned-in MAC AddresSS. ..ttt ettt eneeneeneenenns F4:CF:E2:0A:27:00
Power SUPPLY L.ttt ittt ettt et Present, OK

--More-- or (g)uit

POWEY SUPPLY 2.ttt ittt ettt ittt e Present, OK
Maximum number of APs supported.................. 6000

System Nas—Td. . ...ttt inineeteenneeeeennaeenn

WLC MIC Certificate TypPeS..uieeeeennneneeneennnn SHA1/SHA2
LiCeNSINg Ty e v it ittt et et et et e ettt RTU
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\)

Note The Operating Environment and Internal Temp Alarm Limits data are not displayed for Cisco Flex 7510
WLCs.

* See a brief summary of all active licenses installed on the controller by entering this command:
show license summary

Information similar to the following appears:

Index 1 Feature: wplus
Period left: 0 minute 0 second
Index 2 Feature: wplus-ap-count
Period left: 0 minute 0 second
Index3 Feature: base
Period left: Life time
License Type: Permanent
License State: Active, In Use
License Count: Non-Counted
License Priority: Medium
Index 4 Feature: base-ap-count
Period left: 6 weeks, 4 days
License Type: Evaluation
License State: Active, In Use
License Count: 250/250/0
License Priority: High

* See all of the licenses installed on the controller by entering this command:
show license all

Information similar to the following appears:

License Store: Primary License Storage
StoreIndex: 1 Feature: base Version: 1.0
License Type: Permanent
License State: Active, Not in Use
License Count: Non-Counted
License Priority: Medium

StoreIndex: 3 Feature: base-ap-count Version: 1.0
License Type: Evaluation
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 3 days
License Count: 250/0/0
License Priority: High

* See the details for a particular license by entering this command:
show license detail license_name
Information similar to the following appears:
Index: 1 Feature: base-ap-count Version: 1.0
License Type: Permanent

License State: Active, Not in Use
License Count: 12/0/0
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License Priority: Medium
Store Index: 0
Store Name: Primary License Storage

Index: 2 Feature: base-ap-count Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
License Count: 250/0/0
License Priority: Low
Store Index: 3
Store Name: Evaluation License Storage

* See all expiring, evaluation, permanent, or in-use licenses by entering this command:
show license {expiring | evaluation | permanent | in-use}

Information similar to the following appears for the show license in-use command:

StoreIndex: 2 Feature: base-ap-count Version: 1.0
License Type: Permanent
License State: Active, In Use
License Count: 12/12/0
License Priority: Medium
StoreIndex: 3 Feature: base Version: 1.0
License Type: Permanent
License State: Active, In Use
License Count: Non-Counted License Priority: Medium

\}

Note Controller platforms do not support the status of “grace period” or “extension” as a license type. The license
status will always show “evaluation” even if a grace period or an extension evaluation license is installed.

* See the maximum number of access points allowed for this license on the controller, the number of access
points currently joined to the controller, and the number of access points that can still join the controller
by entering this command:

show license capacity

Information similar to the following appears:

Licensed Feature Max Count Current Count Remaining Count

AP Count 250 4 246
* See statistics for all licenses on the controller by entering this command:
show license statistics

* See a summary of license-enabled features by entering this command:

show license feature
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Configuring the Maximum Number of Access Points Supported

Configuring Maximum Number of Access Points to he Supported (GUI)

You can configure the maximum number APs that can be supported on a controller. The controller limits the
number of APs that are supported based on the licensing information and the controller model. The maximum
number of APs supported that is specified in the licensing information overrides the number that you configure
if the configured value is greater than the licensed value. By default, this feature is disabled. You must reboot
the controller if you change the configuration.

Procedure

Step 1 Choose Controller > General.
Step 2 Enter a value in the Maximum Allowed APs field.
Step 3 Save the configuration.

Configuring Maximum Number of Access Points to be Supported (CLI)

Procedure

* Configure the maximum number of access points to be supported on a controller by entering this command:
config ap max-count count

* See the maximum number of access points that are supported on the controller by entering this command:
show ap max-count summary

Troubleshooting Licensing Issues

Procedure
* Configure debugging of licensing core events and core errors by entering this command:
debug license core {all | errors | events} {enable | disable}
* Configure debugging of licensing errors by entering this command:
debug license errors {enable | disable}
* Configure debugging of licensing events by entering this command:

debug license events {enable | disable}
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Activating an AP-Count Evaluation License

Information About Activating an AP-Count Evaluation License

If you are considering upgrading to a license with a higher access point count, you can try an evaluation license
before upgrading to a permanent version of the license. For example, if you are using a permanent license
with a 50-access-point count and want to try an evaluation license with a 100-access-point count, you can try
out the evaluation license for 60 days.

AP-count evaluation licenses are set to low priority by default so that the controller uses the ap-count permanent
license. If you want to try an evaluation license with an increased access point count, you must change its
priority to high. If you no longer want to have this higher capacity, you can lower the priority of the ap-count
evaluation license, which forces the controller to use the permanent license.

)

Note To prevent disruptions in operation, the controller does not switch licenses when an evaluation license expires.

You must reboot the controller in order to return to a permanent license. Following a reboot, the controller
defaults to the same feature set level as the expired evaluation license. If no permanent license at the same
feature set level is installed, the controller uses a permanent license at another level or an unexpired evaluation

license.

Activating an AP-Count Evaluation License (GUI)

Step 1

Step 2

Step 3

Procedure

Choose Management > Software Activation > Licenses to open the Licenses page.

The Status column shows which licenses are currently in use, and the Priority column shows the current
priority of each license.

Activate an ap-count evaluation license as follows:

a) Click the link for the ap-count evaluation license that you want to activate. The License Detail page
appears.

b) Choose High from the Priority drop-down list and click Set Priority.

Note You can set the priority only for ap-count evaluation licenses. AP-count permanent licenses
always have a medium priority, which cannot be configured.

¢) Click OK when prompted to confirm your decision about changing the priority of the license.
d) When the EULA appears, read the terms of the agreement and then click Accept.

e) When prompted to reboot the controller, click OK.

f) Reboot the controller in order for the priority change to take effect.

g) Click Licenses to open the Licenses page and verify that the ap-count evaluation license now has a high
priority and is in use. You can use the evaluation license until it expires.

If you decide to stop using the ap-count evaluation license and want to revert to using an ap-count permanent
license, follow these steps:

a) On the Licenses page, click the link for the ap-count evaluation license that is in use.
b) Choose Low from the Priority drop-down list and click Set Priority.
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Note You can set the priority only for ap-count evaluation licenses. AP-count permanent licenses
always have a medium priority, which cannot be configured.

c¢) Click OK when prompted to confirm your decision about changing the priority of the license.

d) When the EULA appears, read the terms of the agreement and then click Accept.

e) When prompted to reboot the controller, click OK.

f) Reboot the controller in order for the priority change to take effect.

g) Click Licenses to open the Licenses page and verify that the ap-count evaluation license now has a low
priority and is not in use. Instead, the ap-count permanent license should be in use.

Activating an AP-Count Evaluation License (CLI)

Step 1

Step 2

Procedure

See the current status of all the licenses on your controller by entering this command:
show license all

Information similar to the following appears:

License Store: Primary License Storage
StoreIndex: 0 Feature: base-ap-count
License Type: Permanent

License State: Active, In Use
License Count: 12/0/0
License Priority: Medium
StoreIndex: 1 Feature: base Version: 1.0
License Type: Permanent
License State: Active, In Use
License Count: Non-Counted
License Priority: Medium
StoreIndex: 2 Feature: base Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period:
Evaluation period left:
License Count: Non-Counted
License Priority: Low
StoreIndex: 3 Feature: base-ap-count
License Type: Evaluation
License State: Inactive
Evaluation total period:
Evaluation period left:
License Count: 250/0/0
License Priority: Low

Version: 1.0

8 weeks 4 days
8 weeks 4 days

Version: 1.0

8 weeks 4 days
8 weeks 4 days

The License State text box shows the licenses that are in use, and the License Priority text box shows the
current priority of each license.

Activate an ap-count evaluation license as follows:

a) Raise the priority of the base-ap-count evaluation license by entering this command:

license modify priority license_name high
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Step 3

b)

¢)

Right to Use Licensing .

Note You can set the priority only for ap-count evaluation licenses. AP-count permanent licenses
always have a medium priority, which cannot be configured.

Reboot the controller in order for the priority change to take effect by entering this command:

reset system

Verify that the ap-count evaluation license now has a high priority and is in use by entering this command:
show license all

You can use the evaluation license until it expires.

If you decide to stop using the ap-count evaluation license and want to revert to using an ap-count permanent
license, follow these steps:

a)

b)

Lower the priority of the ap-count evaluation license by entering this command:

license modify priority license_name low

Reboot the controller in order for the priority change to take effect by entering this command:
reset system

Verify that the ap-count evaluation license now has a low priority and is not in use by entering this
command:

show license all

Instead, the ap-count permanent license should be in use.

Right to Use Licensing

Right to Use (RTU) licensing is a model in which licenses are not tied to a unique device identifier (UDI),
product ID, or serial number. Use RTU licensing to enable a desired AP license count on the controller after
you accept the End User License Agreement (EULA). This allows you to add AP counts on a controller
interacting with external tools.

RTU licensing is supported only on the following Cisco Wireless Controller platforms:

* Cisco 5520 Wireless Controller

* Cisco Flex 7510 Wireless Controller
* Cisco 8510 Wireless Controller

* Cisco 8540 Wireless Controller

* Cisco vVWLC

In the RTU licensing model, the following types of licenses are available:

» Permanent or base licenses: These licenses are programmed into the controller hardware at the time of
manufacturing. These licenses are base count licenses that cannot be deleted or transferred.

* Adder licenses: These licenses are wireless access point count licenses that you can activate by accepting
the RTU EULA. The EULA states that you are obliged to purchase the specified access point count
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licenses at the time of activation. You must activate these licenses for the purchased access point count
and accept the EULA.

You can remove an adder license from one controller and transfer the license to another controller in the
same product family. For example, an adder license such as LIC-CT7500-100A can be transferred
(partially or fully) from one Cisco Flex 7500 Series Controller to another Cisco Flex 7500 Series
Controller.

\}

Note Licenses embedded in the controller at the time of shipment are not transferrable.

* Evaluation licenses: These licenses are demo or trial mode licenses that are valid for 90 days. Fifteen
days prior to the expiry of the 90-day period, you are notified about the requirement to buy the permanent
license. These evaluation licenses are installed with the license image. You can activate the evaluation
licenses anytime with a command. A EULA is prompted after you run the activation command on the
controller CLI. The EULA states that you are obligated to pay for the specified license count within 90
days of usage. The countdown starts after you accept the EULA.

Whenever you add or delete an access point adder license on the controller, you are prompted with an RTU
EULA. You can either accept or decline the RTU EULA for each add or delete operation.

For High Availability controllers, when you enable High Availability, the controllers synchronize with the
enabled license count of the primary controller and support High Availability for up to the license count
enabled on the primary controller.

You can view the RTU licenses through the controller GUI or CLI. You can also view these licenses across
multiple wireless controllers through Cisco Prime Infrastructure.

Configuring Right to Use Licensing (GUI)

Step 1
Step 2

Step 3

Procedure

Choose Management > Software Activation > Licenses to open the Licenses page.

In the Adder License area, choose to add or delete the number of APs that an AP license can support, enter a
value, and click Set Count.

Save the configuration.

Configuring Right to Use Licensing (CLI)

Procedure
* Add or delete the number of APs that an AP license can support by entering this command:
license {add | delete} ap-count count
* Add or delete a license for a feature by entering this command:

license {add | delete} feature license_name
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* Activate or deactivate an evaluation AP count license by entering this command:

license {activate | deactivate} ap-count eval

N

Note When you activate the license, you are prompted to accept or reject the End User License Agreement (EULA)
for the given license. If you activate a license that supports fewer number of APs than the current number of
APs connected to the controller, the activation command fails.

* Activate or deactivate a feature license by entering this command:

license {activate | deactivate} feature license_name

* See the licensing information by entering this command:

show license all

What to do next

\ )

Note  After you add or delete the license, WLC must use the save config command to save the license.

Rehosting Licenses

This section describes how to rehost licenses.

Information About Rehosting Licenses

Revoking a license from one controller and installing it on another is called rehosting. You might want to
rehost a license in order to change the purpose of a controller. For example, if you want to move your
OfficeExtend or indoor mesh access points to a different controller, you could transfer the adder license from
one controller to another controller of the same model (intramodel transfer). This can be done in the case of
RMA or a network rearchitecture that requires you to transfer licenses from one appliance to another. It is not
possible to rehost base licenses in normal scenarios of network rearchitecture. The only exception where the
transfer of base licenses is allowed is for RMA when you get a replacement hardware when your existing
appliance has a failure.

Evaluation licenses cannot be rehosted.

In order to rehost a license, you must generate credential information from the controller and use it to obtain
a permission ticket to revoke the license from the Cisco licensing site. Next, you must obtain a rehost ticket
and use it to obtain a license installation file for the controller on which you want to install the license.

)

Note A revoked license cannot be reinstalled on the same controller.
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\)

Note Starting in the release 7.3, the Right-to-Use licensing is supported on the Cisco Flex 7510 WLCs, thereby the
rehosting behavior changes on these controllers. If you require to rehost licenses, you need to plan rehosting
the installed adder licenses prior to an upgrade.

Rehosting a License

Rehosting a License (GUI)

Procedure
Step 1 Choose Management > Software Activation > Commands to open the License Commands page.
Step 2 From the Action drop-down list, choose Rehost. The Revoke a License from the Device and Generate Rehost

Ticket area appears.

Step 3 In the File Name to Save Credentials field, enter the path on the TFTP server where you want the device
credentials to be saved and click Save Credentials.

Step 4 To obtain a permission ticket to revoke the license, follow these steps:
a) Click Cisco Licensing (https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet).
b) On the Product License Registration page, click Look Up a License under Manage Licenses.
¢) Enter the product ID and serial number for your controller.

Note To find the controller’s product ID and serial number, choose Controller > Inventory on
the controller GUI.

d) Open the device credential information file that you saved in Step 3 and copy and paste the contents of
the file into the Device Credentials field.

e) Enter the security code in the blank box and click Continue.
f) Choose the licenses that you want to revoke from this controller and click Start License Transfer.

g) On the Rehost Quantities page, enter the number of licenses that you want to revoke in the To Rehost
field and click Continue.

h) On the Designate Licensee page, enter the product ID and serial number of the controller for which you
plan to revoke the license, read and accept the conditions of the End User License Agreement (EULA),
complete the rest of the text boxes on this page, and click Continue.

i) On the Review and Submit page, verify that all information is correct and click Submit.

j)  When a message appears indicating that the registration is complete, click Download Permission Ticket.
The rehost permission ticket is e-mailed within 1 hour to the address that you specified.

k) After the e-mail arrives, copy the rehost permission ticket to your TFTP server.

Step 5 Use the rehost permission ticket to revoke the license from this controller and generate a rehost ticket as
follows:

a) Inthe Enter Saved Permission Ticket File Name field, enter the TFTP path and filename (*.lic) for the
rehost permission ticket that you generated in Step 4.

b) In the Rehost Ticket File Name field, enter the TFTP path and filename (*.lic) for the ticket that will be
used to rehost this license on another controller.

¢) Click Generate Rehost Ticket.
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Step 6

Step 7

d)

Rehosting a License (CLI) .

When the End User License Agreement (EULA) acceptance dialog box appears, read the agreement and
click Accept to accept the terms of the agreement.

Use the rehost ticket generated in Step 5 to obtain a license installation file, which can then be installed on
another controller as follows:

a)
b)

c)
d)
e)
f)
2

h)
)

Click Cisco Licensing.
On the Product License Registration page, click Upload Rehost Ticket under Manage Licenses.

On the Upload Ticket page, enter the rehost ticket that you generated in Step 5 in the Enter Rehost Ticket
field and click Continue.

On the Validate Features page, verify that the license information for your controller is correct, enter the
rehost quantity, and click Continue.

On the Designate Licensee page, enter the product ID and serial number of the controller on which you
plan to use the license, read and accept the conditions of the End User License Agreement (EULA),
complete the rest of the text boxes on this page, and click Continue.

On the Review and Submit page, verify that all information is correct and click Submit.

When a message appears indicating that the registration is complete, click Download License. The rehost
license key is e-mailed within 1 hour to the address that you specified.

After the e-mail arrives, copy the rehost license key to your TFTP server.

Follow the instructions in the Installing a License section to install this on another controller.

After revoking the license on original controller, correspondent evaluation license appears with high priority.
Lower the priority of the evaluation license so that the permanent license is in "In Use" status.

Rehosting a License (CLI)

Step 1

Step 2

Procedure

Save device credential information to a file by entering this command:

license save credential url

where url is tftp:/server_ip/path/filename.

Obtain a permission ticket to revoke the license as follows:

a)

b)
<)

d)
e)

2)

Go to https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet. The Product License
Registration page appears.

Under Manage Licenses, click Look Up a License.

Enter the product ID and serial number for your controller.

Note To find the controller’s product ID and serial number, enter the show license udi command
on the controller CLI.

Open the device credential information file that you saved in Step 1 and copy and paste the contents of
the file into the Device Credentials text box.

Enter the security code in the blank box and click Continue.
Choose the licenses that you want to revoke from this controller and click Start License Transfer.

On the Rehost Quantities page, enter the number of licenses that you want to revoke in the To Rehost text
box and click Continue.
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On the Designate Licensee page, enter the product ID and serial number of the controller for which you
plan to revoke the license, read and accept the conditions of the End-User License Agreement (EULA),
complete the rest of the text boxes on this page, and click Continue.

On the Review and Submit page, verify that all information is correct and click Submit.

When a message appears indicating that the registration is complete, click Download Permission Ticket.
The rehost permission ticket is e-mailed within 1 hour to the address that you specified.

After the e-mail arrives, copy the rehost permission ticket to your TFTP server.

Step 3 Use the rehost permission ticket to revoke the license from this controller and generate a rehost ticket as
follows:

a)

b)

c)

Revoke the license from the controller by entering this command:
license revoke permission_ticket url

where permission_ticket_url is tftp://server_ip/path/filename.
Generate the rehost ticket by entering this command:

license revoke rehost rehost_ticket url

where rehost_ticket_url is tftp://server_ip/path/filename.

If prompted, read and accept the terms of the End-User License Agreement (EULA).

Step 4 Use the rehost ticket generated in Step 3 to obtain a license installation file, which can then be installed on
another controller as follows:

a)
b)

<)
d)
e)
f)

g)

h)
)

Go to https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet.

On the Product License Registration page, click Upload Rehost Ticket under Manage Licenses.

On the Upload Ticket page, enter the rehost ticket that you generated in Step 3 in the Enter Rehost Ticket
text box and click Continue.

On the Validate Features page, verify that the license information for your controller is correct, enter the
rehost quantity, and click Continue.

On the Designate Licensee page, enter the product ID and serial number of the controller on which you
plan to use the license, read and accept the conditions of the End-User License Agreement (EULA),
complete the rest of the text boxes on this page, and click Continue.

On the Review and Submit page, verify that all information is correct and click Submit.

When a message appears indicating that the registration is complete, click Download License. The rehost
license key is e-mailed within 1 hour to the address that you specified.

After the e-mail arrives, copy the rehost license key to your TFTP server.

Follow the instructions in the Installing a License (GUI), on page 50 section to install this license on
another controller.

Step 5 After revoking the license on original controller, correspondent evaluation license appears with High priority.
Lower the priority of the evaluation license so that the permanent license is in "In Use" status.

License Agent

If your network contains various Cisco-licensed devices, you might want to consider using the Cisco License
Manager (CLM) to manage all of the licenses using a single application. CLM is a secure client/server
application that manages Cisco software licenses network wide.
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Configuring the License Agent (GUI) .

The license agent is an interface module that runs on the controller and mediates between CLM and the
controller’s licensing infrastructure. CLM can communicate with the controller using various channels, such
as HTTP, Telnet, and so on. If you want to use HTTP as the communication method, you must enable the
license agent on the controller.

The license agent receives requests from CLM and translates them into license commands. It also sends
notifications to CLM. It uses XML messages over HTTP or HTTPS to receive the requests and send the
notifications. For example, CLM sends a license install command, and the agent notifies CLM after the license
expires.

N

Note You can download the CLM software and access user documentation at https://www.cisco.com/c/en/us/

products/cloud-systems-management/license-manager/index.html.

This section contains the following subsections:

Configuring the License Agent (GUI)

Step 1
Step 2
Step 3

Step 4

Step 5

Procedure

Choose Management > Software Activation > License Agent to open the License Agent Configuration
page.

Select the Enable Default Authentication check box to enable the license agent, or leave it unselected to
disable this feature. The default value is unselected.

In the Maximum Number of Sessions text box, enter the maximum number of sessions for the license agent.
The valid range is 1 to 25 sessions (inclusive).

Configure the license agent to listen for requests from the CLM as follows:
a) Select the Enable Listener check box to enable the license agent to receive license requests from the
CLM, or unselect this check box to disable this feature. The default value is unselected.

b) Inthe Listener Message Processing URL text box, enter the URL where the license agent receives license
requests (for example, http://209.165.201.30/licenseAgent/custom). The Protocol parameter indicates
whether the URL requires HTTP or HTTPS.

Note You can specify the protocol to use on the HTTP Configuration page.

¢) Select the Enable Authentication for Listener check box to enable authentication for the license agent
when it is receiving license requests, or unselect this check box to disable this feature. The default value
is unselected.

d) In the Max HTTP Message Size text box, enter the maximum size for license requests. The valid range
is 0 to 9999 bytes, and the default value is 0.

Configure the license agent to send license notifications to the CLM as follows:
a) Select the Enable Notification check box to enable the license agent to send license notifications to the
CLM, or unselect this check box to disable this feature. The default value is unselected.

b) Inthe URL to Send the Notifications text box, enter the URL where the license agent sends the notifications
(for example, http://www.cisco.com/license/notify).

¢) Inthe User Name text box, enter the username required in order to view the notification messages at this
URL.
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Step 6
Step 7

d) Inthe Password and Confirm Password text boxes, enter the password required in order to view the
notification messages at this URL.

Click Apply to commit your changes.
Click Save Configuration to save your changes.

Configuring the License Agent (CLI)

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Procedure

Enable the license agent by entering one of these commands:

« config license agent default authenticate—Enables the license agent default listener with authentication.

« config license agent default authenticate none—Enables the license agent default listener without
authentication.

Note To disable the license agent default listener, enter the config license agent default disable
command. The default value is disabled.

Specify the maximum number of sessions for the license agent by entering this command:
config license agent max-sessions sessions

The valid range for the sessions parameter is 1 to 25 (inclusive), and the default value is 9.

Enable the license agent to receive license requests from the CLM and to specify the URL where the license
agent receives the requests by entering this command:

config license agent listener http {plaintext | encrypt} url authenticate [none] [max-message size] [acl
acl]

The valid range for the Size parameter is 0 to 65535 bytes, and the default value is 0.

Note To prevent the license agent from receiving license requests from the CLM, enter the config
license agent listener http disable command. The default value is disabled.

Configure the license agent to send license notifications to the CLM and to specify the URL where the license
agent sends the notifications by entering this command:

config license agent notify url username password

Note To prevent the license agent from sending license notifications to the CLM, enter the config
license agent notify disable username password command. The default value is disabled.

Enter the save config command to save your changes.

See statistics for the license agent’s counters or sessions by entering this command:

show license agent {counters | sessions}

Information similar to the following appears for the show license agent counters command:

License Agent Counters
Request Messages Received:10: Messages with Errors:1
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Request Operations Received:9: Operations with Errors:0
Notification Messages Sent:12: Transmission Errors:0: Soap Errors:0

Information similar to the following appears for the show license agent sessions command:
License Agent Sessions: 1 open, maximum is 9

Note To clear the license agent’s counter or session statistics, enter the clear license agent {counters
| sessions} command.

Retrieving the Unique Device Identifier on Controllers and
Access Points

The Unique Device Identifier (UDI) standard uniquely identifies products across all Cisco hardware product
families, enabling customers to identify and track Cisco products throughout their business and network
operations and to automate their asset management systems. The standard is consistent across all electronic,
physical, and standard business communications. The UDI consists of five data elements:

* The orderable product identifier (PID)

* The version of the product identifier (VID)
* The serial number (SN)

* The entity name

* The product description

The UDI is burned into the EEPROM of controllers and lightweight access points at the factory. It can be
retrieved through either the GUI or the CLI.

This section contains the following subsections:

Retrieving the Unique Device Identifier on Controllers and Access Points (GUI)

Step 1

Step 2
Step 3
Step 4

Procedure

Choose Controller > Inventory to open the Inventory page.

This page shows the five data elements of the controller UDI.

Choose Wireless > Access Points > All APs to open the All APs page.
Click the name of the desired access point.

Choose the Inventory tab to open the All APs > Details for (Inventory) page.

This page shows the inventory information for the access point.
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Retrieving the Unique Device Identifier on Controllers and Access Points (CLI)

Use these commands to retrieve the UDI on controllers and access points using the controller CLI:

Procedure

+ show inventory—Shows the UDI string of the controller.
+ show inventory ap ap_id—Shows the UDI string of the access point specified.
* show license udi—Shows UDI values for licenses.
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Managing Software

* Upgrading the Controller Software, on page 69

* Guidelines and Restrictions for Upgrading Controller Software, on page 69
» Upgrading Controller Software (GUI), on page 71

* Upgrading Controller Software (CLI), on page 73

* Predownloading an Image to an Access Point, on page 75

* Bootloader and Recovery Image, on page 82

Upgrading the Controller Software

When you upgrade the controller software, the software on the access points associated with the controller is
also automatically upgraded. When an access point is loading software, each of its LEDs blinks in succession.

A

Caution Do not power down the controller or any access point during this process; otherwise, the software image could
be corrupted. Upgrading a controller with a large number of access points can take as long as 30 minutes,
depending on the size of your network. However, with the increased number of concurrent access point
upgrades supported in the controller software release, the upgrade time should be significantly reduced. The
access points must remain powered, and the controller must not be reset during this time.

Guidelines and Restrictions for Upgrading Controller Software

The following are some of the general guidelines and restrictions that are applicable when upgrading the
controller software. For any release-specific restrictions, see the relevant release notes.

For correct interoperability among Cisco Wireless infrastructure, including but not limited to mobility among
controllers, AP compatibility, see the Cisco Wireless Solutions Software Compatibility Matrix at:

https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html

* For every software upgrade, see the corresponding release notes for any caveats, considerations, or
possible interim upgrades required to upgrade your controller to the desired release of software.

* For customers with Cisco Catalyst 9117 Series APs in their network: Due to an increase in the Cisco
controller image size, the Cisco controller software images are split into two images:
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* Base Install image, which includes the Cisco controller image and a subset of AP images

* Supplementary AP Bundle image, which includes AP9117 images that are excluded from the Base
Install image

N

Note Download and install the Supplementary AP Bundle image only if you are using
the Cisco Catalyst 9117 AP.

* We recommend that you have a backup of your configuration in an external repository before any software
upgrade activity.

* The upgrade of the controller software, with a fast connection to your TFTP, SFTP, or FTP file server,
can take approximately 15 to 25 minutes or less from the start of the software transfer to reboot of
controller (might take longer if the upgrade also includes a Field Upgrade Software installation during
the same maintenance window). The time required for the upgrade of the associated APs might vary
from one network to another, due to a variety of deployment-specific factors, such as number of APs
associated with controller, speed of network connectivity between a given AP and the controller, and so
on.

» We recommend that, during the upgrade process, you do not power off controller or any AP associated

with the controller.

* Controllers support standard SNMP Management Information Base (MIB) files. MIBs can be downloaded
from the Download Software area in Cisco.com.

* The objects under the SNMP table bsnAPIfDot11CountersEntry like bsnAPIfDot11RetryCount,
bsnAPIfDot11TransmittedFrameCount, and so on, per SNMP MIB description, are defined to use the
index as 802.3 (Ethernet) MAC address of the AP. However, the controller sends the AP radio MAC
address in snmpget, getnext, and getbulk. This is because the snmpwalk returns index using base radio
MAC address instead of the AP Ethernet MAC address.

* You can reduce the network downtime using the following options:
* You can predownload the AP image.

For more information about predownloading the AP image, see the "Predownloading an Image to
an Access Point" section.

* For FlexConnect access points, use the FlexConnect Efficient AP upgrade feature to reduce traffic
between the controller and the AP (main site and the branch).

For more information about configuring FlexConnect AP upgrades, see the Configuring FlexConnect
AP Upgrades for FlexConnect APs section.

Related Topics
Predownloading an Image to an Access Point, on page 75
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Upgrading Controller Software (GUI)

Step 1

Step 2

Step 3

Before you begin

Before upgrading the controller software, we recommend that you consult relevant release notes for any
release-specific restrictions.

Procedure

Upload your controller configuration files to a server to back them up.

Note We highly recommend that you back up your configuration files of the controller prior to upgrading
the controller software. Otherwise, you must manually reconfigure the controller.

Get the controller software image by following these steps:

a) Browse to http://www.cisco.com/cisco/software/navigator.html.
b) Choose Wireless > Wireless LAN Controller.

The following options are available: Integrated Controllers and Controller Modules, Mobility Express,
and Standalone Controllers.

¢) Depending on your controller platform, click one of the above options.
d) Click the controller model number or name. The Download Software page is displayed.

e) Click a controller software release. The software releases are labeled as follows to help you determine
which release to download:

Early Deployment (ED)—These software releases provide new features, new hardware platform support,
and bug fixes.

Maintenance Deployment (MD)—These software releases provide bug fixes and ongoing software
maintenance.

Deferred (DF)—These software releases have been deferred. We recommend that you migrate to an
upgraded release.

f) Choose a software release number.

g) Click the filename (filename.aes).

h) Click Download.

1) Read Cisco’s End User Software License Agreement and then click Agree.
j) Save the file to your hard drive.

k) Repeat steps a through k to download the remaining file.

Copy the controller software image (filename.aes) to the default directory on your TFTP or FTP server.

Note In Release 8.1 and later releases, transfer over HTTP is also supported.
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Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Step 10
Step 11
Step 12

Step 13

Step 14

Step 15

Note In 8.3, 8.4, and 8.5 releases, for Cisco 2504 WLC, 5508 WLC, and WiSM2, the Cisco WLC
software image is split into two images: Base Install Image and Supplementary AP Bundle Image.
Therefore, to upgrade to 8.3, 8.4, or 8.5 release, you must repeat Step 2 through Step 14 to
complete the installation of both Base Install Image and Supplementary AP Bundle Image.

Download the Supplementary AP Bundle Image only if you are using any of these APs: AP80x,
Cisco Aironet 1550 Series AP (with 64-MB memory), Cisco Aironet 1550 Series AP (with
128-MB memory), Cisco Aironet 1570 Series APs, and/or Cisco Aironet 1600 APs.

(Optional) Disable the 802.11 networks.

Note For busy networks, controllers on high utilization, or small controller platforms, we recommend
that you disable the 802.11 networks as a precautionary measure.

Choose Commands > Download File to open the Download File to Controller page.
From the File Type drop-down list, choose Code.
From the Transfer Mode drop-down list, choose from the following options:

* TFTP

*FTP

* SFTP (available in 7.4 and later releases)
* HTTP (available in 8.1 and later releases)

In the IP Address field, enter the IP address of the server.

(Optional) If you are using a TFTP server, the default values of 10 retries for the Maximum Retries text field,
and 6 seconds for the Timeout text field should work correctly without any adjustment. However, you can
change these values if desired. To do so, enter the maximum number of times that the TFTP server attempts
to download the software in the Maximum Retries field and the amount of time (in seconds) that the TETP
server attempts to download the software in the Timeout field.

In the File Path field, enter the directory path of the software.

In the File Name field, enter the name of the controller software file (filename.aes).

If you are using an FTP server, follow these steps:

a) In the Server Login Username field, enter the username to log into the FTP server.
b) Inthe Server Login Password field, enter the password to log into the FTP server.

¢) Inthe Server Port Number field, enter the port number on the FTP server through which the download
occurs. The default value is 21.

Click Download to download the software to the controller. A message is displayed indicating the status of
the download.

Note In 8.3, 8.4, and 8.5 releases, for Cisco 2504 WLC, 5508 WLC, and WiSM2, the Cisco WLC
software image is split into two images: Base Install Image and Supplementary AP Bundle Image.
Therefore, to upgrade to 8.3, 8.4, or 8.5 release, you must repeat Step 2 through Step 14 to
complete the installation of both Base Install Image and Supplementary AP Bundle Image.

Download the Supplementary AP Bundle Image only if you are using any of these APs: AP80x,
Cisco Aironet 1550 Series AP (with 64-MB memory), Cisco Aironet 1550 Series AP (with
128-MB memory), Cisco Aironet 1570 Series APs, and/or Cisco Aironet 1600 APs.

(Optional) After the download is complete, you can choose to predownload the image to your access points.
For more information, see the "Predownloading an Image to an Access Point" section.

Click Reboot to reboot the controller.

. Cisco Wireless Controller Configuration Guide, Release 8.1



| Management of Controllers

Step 16
Step 17
Step 18
Step 19
Step 20
Step 21

Upgrading

Step 1

Step 2

Upgrading Controller Software (CLI) .

If prompted to save your changes, click Save and Reboot.

Click OK to confirm.

After the controller reboots, repeat step 6 to step 16 to install the remaining file.
For Cisco WiSM2, reenable the controller port channel on the Catalyst switch.
If you have disabled the 802.11 networks, reenable them.

To verify the controller software version, choose Monitor on the controller GUI and see Software Version
in the Controller Summary area.

Related Topics
Predownloading an Image to Access Points—Global Configuration (GUI), on page 79

Controller Software (CLI)

Before you begin

Before upgrading the controller software, we recommend that you consult relevant release notes for any
release-specific restrictions.

Procedure

Upload your controller configuration files to a server to back them up.

Note We highly recommend that you back up your controller's configuration files prior to upgrading
the controller software. Otherwise, you must manually reconfigure the controller.

Get the controller software image by following these steps:

a) Browse to http://www.cisco.com/cisco/software/navigator.html.
b) Choose Wireless > Wireless LAN Controller.

The following options are available: Integrated Controllers and Controller Modules, Mobility Express,
and Standalone Controllers.

¢) Depending on your controller platform, click one of the above options.
d) Click the controller model number or name. The Download Software page is displayed.

e) Click a controller software release. The software releases are labeled as follows to help you determine
which release to download:

Early Deployment (ED)—These software releases provide new features, new hardware platform support,
and bug fixes.

Maintenance Deployment (MD)—These software releases provide bug fixes and ongoing software
maintenance.

Deferred (DF)—These software releases have been deferred. We recommend that you migrate to an
upgraded release.

f) Choose a software release number.
g) Click the filename (filename.aes).
h) Click Download.
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Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

i) Read Cisco’s End User Software License Agreement and then click Agree.
j)  Save the file to your hard drive.
k) Repeat steps a through k to download the remaining file.

Copy the controller software image (filename.aes) to the default directory on your TFTP or FTP server.

Note In Release 8.3, for Cisco 2504 WLC, 5508 WLC, and WiSM2, the Cisco WLC software image
is split into two images: Base Install Image and Supplementary AP Bundle Image. Therefore, to
upgrade to Release 8.3 or later supported releases, you must repeat Step 2 through Step 11 to
complete the installation of both Base Install Image and Supplementary AP Bundle Image.

Download the Supplementary AP Bundle Image only if you are using any of these APs: AP80x,
Cisco Aironet 1530 Series AP, Cisco Aironet 1550 Series AP (with 64-MB memory), Cisco
Aironet 1550 Series AP (with 128-MB memory), Cisco Aironet 1570 Series APs, and/or Cisco
Aironet 1600 Series APs.

Log onto the controller CLI.

On the controller CLI over Telnet or SSH, enter the ping server-ip-address command to verify that the
controller can contact the TFTP or FTP server.

(Optional) Disable the 802.11 networks by entering this command:
config 802.11{a | b} disable network

Note For busy networks, controllers on high utilization, or small controller platforms, we recommend
that you disable the 802.11 networks as a precautionary measure.

View current download settings by entering the transfer download start command. Press n at the prompt
to view the current download settings.

Change the download settings, if necessary by entering these commands:
« transfer download mode {tftp | ftp | sftp}
« transfer download datatype code
« transfer download serverip server-ip-address
» transfer download filename filename
« transfer download path server-path-to-file
Note Pathnames on a TFTP or FTP server are relative to the server’s default or root directory.
For example, in the case of the Solaris TFTP server, the path is “/”.
(Optional) If you are using a TFTP server, also enter these commands:

« transfer download tftpMaxRetries retries

» transfer download tftpPktTimeout timeout

Note The default values of 10 retries and a 6-second timeout should work correctly without any
adjustment. However, you can change these values. To do so, enter the maximum number
of times that the TFTP server attempts to download the software for the retries parameter
and the amount of time (in seconds) that the TFTP server attempts to download the software
for the timeout parameter.

If you are using an FTP server, also enter these commands:
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Step 9
Step 10

Step 11

Step 12
Step 13
Step 14

Step 15
Step 16

Predownloading an Image to an Access Point .

« transfer download username username
« transfer download password password

* (Optional) transfer download port port

Note The default value for the port parameter is 21.

View the current updated settings by entering the transfer download start command. Press y at the prompt
to confirm the current download settings and start the software download.

(Optional) After the download is complete, you can choose to predownload the image to your access points.
For more information, see the "Predownloading an Image to an Access Point" section.

Save the code update to nonvolatile NVRAM and reboot the controller by entering this command:
reset system

The controller completes the bootup process.

After the controller reboots, repeat Steps 7 through 11 to install the remaining file.

For Cisco WiSM2, re-enable the controller port channel on the Catalyst switch.

If you have disabled the 802.11 networks in Step 6, reenable them by entering this command:
config 802.11{a | b} enable network

To verify the controller software that is installed, enter the show sysinfo command and see Product Version.

(Optional) To verify the Cisco Unified Wireless Network Controller Boot Software file that is installed on
the controller, enter the show sysinfo command on the controller CLI and see Recovery Image Version or
Emergency Image Version.

Note If a Cisco Unified Wireless Network Controller Boot Software ER.aes file is not installed,
Recovery Image Version or Emergency Image Version show N/A.'

Related Topics
Predownloading an Image to Access Points (CLI), on page 80

Predownloading an Image to an Access Point

To minimize network outages, you can download an upgrade image to the access point from the controller
without resetting the access point or losing network connectivity. Previously, you would download an upgrade
image to the controller and reset it, which causes the access point to go into discovery mode. After the access
point discovers the controller with the new image, the access point downloads the new image, resets, goes
into discovery mode, and rejoins the controller.

You can now download the upgrade image to the controller and then download the image to the access point
while the network is still operational. You can also schedule a reboot of the controller and access points, either
after a specified amount of time or at a specific date and time. When both devices are up, the access point
discovers and rejoins the controller.

Concurrent Controller to AP Image Upgrade

This table lists the controllers and their maximum concurrent AP image download support.
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Controller

Maximum Number of Concurrent AP Image Download
Supported

Cisco 2504 Wireless Controller 75
Cisco 5508 Wireless Controller 500
Cisco 5520 Wireless Controller 1000
Cisco Flex 7510 Wireless Controller 1000
Cisco 8510 Wireless Controller 1000
Cisco 8540 Wireless Controller 1000
Cisco WiSM2 500
Cisco vVWLC 1000

Flash Memory Requirements on Access Points

This table lists the Cisco AP models and the minimum amount of free flash memory required for the

predownload process to work:

Cisco AP Minimum Free Flash Memory Required
3700(I/E) 16 MB
3600(I/E) 14 MB
3502(I/E) 14 MB
2700(I/E) 16 MB
2602(I/E) 14 MB
1700(I/E) 16 MB
1602(I/E) 12 MB
1262 14 MB
1142 12 MB
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\)

Note * The required flash memory can vary based on the radio type and the number of antennas used.

* This predownload feature is not supported on 1242 and 1131 Cisco AP models.
* Cisco AP1142 has 32 MB of total flash memory and can support the predownload feature.

* During the predownloading of image to APs, some APs do not have enough memory to keep the current
radio firmware available. After the image has been predownloaded, these APs have the image only on
flash memory and no other memory is available to host the current image or version radio firmware. The
APs that have this limitation are as follows: Cisco Aironet 700, 1140, 1260, 1520, 1530, 1550, 1600,
3500, and 3600 Series APs.

For more information about this limitation, see CSCvg41698.

* As part of the fix for CSCvb75682, if the flash memory of Cisco Aironet 1700, 2700, and 3700 Series
APs is less than 10 Mb and a recovery image is present, the backup images in these APs are deleted.

Related Topics
Guidelines and Restrictions for Upgrading Controller Software, on page 69
FlexConnect AP Image Upgrades, on page 1016

Access Point Predownload Process

The access point predownload feature works as follows:
* The controller image is downloaded.

* (Optional) The primary image becomes the backup image of the controller and the downloaded
image becomes the new primary image. Change the current boot image as the backup image by
using the config boot backup command to ensure that if a system failure occurs, the controller
boots with the last working image of the controller.

» Start the AP image predownload procedure for all joined APs or a specific AP, by entering the
config ap image predownload primary {all | ap-name} command.

* The upgrade image is downloaded as the backup image on the APs. You can verify this by using
the show ap image all command.

+ Change the boot image to primary image manually using the config boot primary command and
reboot the controller for the upgrade image to be activated.

or

* You issue a scheduled reboot with the swap keyword. The swap keyword has the following
importance: The swapping occurs to the primary and backup images on the access point and the
currently active image on controller with the backup image.

* When the controller reboots, the access points are disassociated and eventually come up with an
upgraded image. Once the controller responds to the discovery request sent by an access point with
its discovery response packet, the access point sends a join request.

* The actual upgrade of the images occur. The following sequence of actions occur:
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* During boot time, the access point sends a join request.
* The controller responds with the join response with the image version that the controller is running.

* The access point compares its running image with the running image on the controller. If the versions
match, the access point joins the controller.

* [f the versions do not match, the access point compares the version of the backup image and if they
match, the access point swaps the primary and backup images and reloads and subsequently joins
the controller.

« If the primary image of the access point is the same as the controller image, the access point reloads
and joins the controller.

* Ifnone of the above conditions are true, the access point sends an image data request to the controller,
downloads the latest image, reloads, and joins the controller.

N

Note Normally, when upgrading the image of an AP, you can use the preimage download feature to reduce the
amount of time the AP is unavailable to serve clients. However, it also increases the downtime because the
AP cannot serve clients during an upgrade. The preimage download feature can be used to reduce this downtime.
However, in the case of a branch office set up, the upgrade images are still downloaded to each AP over the
WAN link, which has a higher latency.

A more efficient way is to use the FlexConnect AP Image Upgrade feature. When this feature is enabled, one
AP of each model in the local network first downloads the upgrade image over the WAN link. For more
information about FlexConnect AP upgrades, see the "FlexConnect AP Image Upgrades" chapter.

Related Topics
FlexConnect AP Image Upgrades, on page 1016

Guidelines and Restrictions for Predownloading an Image to an Access Point

* The 2600, 3500, and 3600 AP models can store only a single image in the flash. When you reboot the
AP (without rebooting the controller after a pre-download), it will download the current image from the
controller as the current image will be overwritten by the pre-downloaded image in the flash.

* The maximum number of concurrent predownloads is limited to half the number of concurrent normal
image downloads. This limitation allows new access points to join the controller during image
downloading.

* If you reach the predownload limit, then the access points that cannot get an image sleep for a time
between 180 to 600 seconds and then reattempt the predownload.

* Before you predownload, you should change the active controller boot image to the backup image to
ensure that if the controller reboots for some reason, it comes back up with the earlier running image,
not the partially downloaded upgrade image.

* This predownload feature is not supported on 1242 and 1131 Cisco AP models.

» When the system time is changed by using the config time command, the time set for a scheduled reset
is not valid and the scheduled system reset is canceled. You are given an option either to cancel the
scheduled reset before configuring the time or retain the scheduled reset and not configure the time.
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* All the primary, secondary, and tertiary controllers should run the same images as the primary and backup
images. That is, the primary image of all three controllers should be X and the secondary image of all
three controllers should be Y or the feature is not effective.

Having different versions of the controller software running on primary, secondary, and tertiary controllers
adds unnecessary and protracted delays to APs failing over and joining the other available controllers in
an N+1 setup. This is due to the APs being forced to download different image versions when failing

over to a secondary or tertiary controller, and joining back to their primary controller when it is available.

+ At the time of the reset, if any AP is downloading the controller image, the scheduled reset is canceled.
The following message appears with the reason why the scheduled reset was canceled:

$OSAPI-3-RESETSYSTEM FAILED: osapi task.c:4458 System will not reset
as software is being upgraded.

* Predownloading a 7.2 or later version of image on a Cisco Aironet 1240 access point is not supported
when upgrading from a previous controller release. If predownloading is attempted to the Cisco Aironet
1240 access point, the AP gets disconnected.

* There are two images for the1550 Mesh AP - 1550 with 64 MB memory and 1550 with 128 MB memory.
During the controller upgrade to 7.6 and higher versions, the AP images are downloaded and there are
two reboots.

* If you upgrade from a release that is prior to Release 7.5 directly to Release 7.6.X or a later release, the
predownload process on Cisco AP2600 and AP3600 fails. After the controller is upgraded to Release
7.6.X or a later release, the new image is loaded on Cisco AP2600 and AP3600. After the upgrade to a
Release 7.6.X image, the predownload functionality works as expected. The predownload failure is only
a one-time failure.

* If you upgrade from 8.2 to 8.4 release, the predownload process on Cisco AP1700, AP2700, or AP3700
fails with the following error message:

Not enough free space to download.

After the controller is reloaded with 8.4, the backup image version still shows up as 3.0.

* If an AP is in the process of downloading a software image, the status of the download is not shown on
the controller CLI. During the image download process, any configuration performed on the AP via the
controller CLI is not applied. Therefore, we recommend that you do not perform any configuration on
the AP via the controller CLI if an image download on the AP is in progress.

Predownloading an Image to Access Points—Global Configuration (GUI)

To predownload an image to the APs, you must perform the following steps after upgrading your controller
software image and before you reboot the controller for the new image to take effect.

Procedure

Step 1 To configure the predownloading of access point images globally, choose Wireless > Access Points > Global
Configuration to open the Global Configuration page.

Step 2 In the AP Image Pre-download section, perform one of the following:
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* To instruct all the access points to predownload a primary image from the controller, click Download
Primary under the AP Image Pre-download.

« To instruct all the access points to swap their primary and backup images, click Interchange Image.
* To download an image from the controller and store it as a backup image, click Download Backup.

* To terminate the predownload operation, click Abort Predownload.

Step 3 Click OK.
Step 4 Click Apply.

Related Topics
Upgrading Controller Software (GUI), on page 71

Predownloading an Image to Access Points (CLI)

To predownload an image to the APs, you must perform the following steps after upgrading your controller
software image and before you reboot the controller for the new image to take effect.

Procedure

Step 1 Specify APs that will receive the predownload image by entering one of these commands:
* Specify APs for predownload by entering this command:
config ap image predownload {primary | backup} {ap_name| all}

The primary image is the new image; the backup image is the existing image. APs always boot with the
primary image.

* Swap an AP’s primary and backup images by entering this command:
config ap image swap {ap_name| all}
* Display detailed information on APs specified for predownload by entering this command:

show ap image {all | ap-name}

The output lists APs that are specified for predownloading and provides for each AP, primary and secondary
image versions, the version of the predownload image, the predownload retry time (if necessary), and the
number of predownload attempts. The output also includes the predownload status for each device. The status
of the APs is as follows:

* None—The AP is not scheduled for predownload.
* Predownloading—The AP is predownloading the image.
* Not supported—The AP (1120, 1230, and 1310) does not support predownloading.

* Initiated—The AP is waiting to get the predownload image because the concurrent download limit has
been reached.

* Failed—The AP has failed 64 predownload attempts.
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» Complete—The AP has completed predownloading.

Step 2 Set a reboot time for the controller and the APs.
Use one of these commands to schedule a reboot of the controller and APs:
* Specify the amount of time delay before the devices reboot by entering this command:
reset system in HH:MM:SSimage {swap | no-swap} reset-aps [save-config]

Note The swap operand in the reset command will result in the swapping of the primary and
backup images on both the controller and the AP and sets the default flag on the next
controller reboot.

The controller sends a reset message to all joined APs, and then the controller resets.

* Specify a date and time for the devices to reboot by entering this command:
reset system at YYYY-MM-DD HH:MM:SSimage {swap | no-swap} reset-aps [save-config]
The controller sends a reset message to all joined APs, and then the controller resets.

Note The swap operand in the reset command will result in the swapping of the primary and
backup images on both the controller and the AP.

* (Optional) Set up an SNMP trap message that announces the upcoming reset by entering this command:
reset system notify-time minutes
The controller sends the announcement trap the configured number of minutes before the reset.

* Cancel the scheduled reboot by entering this command:
reset system cancel

Note If you configure reset times and then use the config time command to change the system
time on the controller, the controller notifies you that any scheduled reset times will be
canceled and must be reconfigured after you set the system time.

Use the show reset command to display scheduled resets.

Information similar to the following appears:

System reset is scheduled for Apr 08 01:01:01 2010.

Current local time and date is Apr 07 02:57:44 2010.

A trap will be generated 10 minutes before each scheduled system reset.

Use 'reset system cancel' to cancel the reset.
Configuration will be saved before the system reset.

Related Topics
Upgrading Controller Software (CLI), on page 73
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Bootloader and Recovery Image

The controller, by default, maintains two software images: a primary image and a backup image. The primary
image is the active image used by the controller and the backup image is used as a backup for the primary
(active) image.

The controller bootloader (ppcboot) stores a copy of the primary (active) image and the backup image. If the
primary image is corrupted, you must use the bootloader to boot with the backup image.

You can change the active image using either of the following two methods:

 Assuming that the controller has a valid backup image, reboot the controller. During the boot process
on the controller, press Esc key to see additional options. You are prompted to choose an option from
the following:

1. Run primary image
Run backup image
Manually upgrade primary image

Change active boot image

AN

Clear configuration
Choose Option 4: Change active boot image from the boot menu to set the backup image as the active

boot image. The controller, when rebooted, boots with the new active image.

* You can also manually change the active booti image of the controller using the config boot {primary
| backup} command.

Each controller can boot off the primary, previously loaded OS image or boot off the backup image, an
OS image that was loaded earlier. To change the controller boot option, use the config boot command.
By default, the primary image on the controller is chosen as the active image.

)

Note To properly use the bootloader menu, you must have a console connection.

Configuring Boot Order (GUI)

Step 1

Step 2
Step 3

Procedure

Choose Commands > Config Boot to navigate to the Config Boot Image page, which displays the primary
and backup images presently available on the controller and also indicates the current image in use.

From the Image drop-down list, choose the image to be used as the active image.

Save the configuration and reboot the controller.

* The controller, when rebooted, boots with the image that you chose.
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Recovering an Access Point Using TFTP .

* When you upgrade the controller with the new image, the controller automatically writes the new image
as the primary image and the previously existing primary image is written over the backup image.

\}

Note The previously existing backup image will be lost.

* On the controller GUI, to see the active image that the controller is currently using, choose Monitor >
Summary to navigate to the Summary page and see the Software Version field.

On the controller CLI, use the show boot command to view the primary and backup image present on
the controller.

Recovering an Access Point Using TFTP

Step 1
Step 2

Step 3

The recovery image provides a backup image that can be used if an AP power-cycles during an image upgrade.
The best way to avoid the need for AP recovery is to prevent an AP from power-cycling during a system
upgrade. If a power-cycle occurs during an upgrade to an oversized AP image, you can recover the AP using
the following TFTP recovery procedure.

)

Note IPv6 is not supported in AP recovery images.

Procedure

Download the required recovery image from Cisco.com and install it in the root directory of your TFTP server.

Connect the TFTP server to the same subnet as the target access point and power-cycle the access point. The
access point boots from the TFTP image and then joins the controller to download the oversized access point
image and complete the upgrade procedure.

After the access point has been recovered, you can remove the TFTP server.
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Managing Configuration

* Resetting the Controller to Default Settings, on page 85
* Saving Configurations, on page 86

* Editing Configuration Files, on page 86

* Clearing the Controller Configuration, on page 88

* Restoring Passwords, on page 88

* Rebooting the Controller, on page 89

* Transferring Files to and from a Controller, on page 89

Resetting the Controller to Default Settings

You can return the controller to its original configuration by resetting the controller to factory-default settings.

This section contains the following subsections:

Resetting the Controller to Default Settings (GUI)

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Procedure

Start your Internet browser.

Enter the controller IP address in the browser address line and press Enter. An Enter Network Password
dialog box appears.

Enter your username in the User Name text box. The default username is admin.

Enter the wireless device password in the Password text box and press Enter. The default password is admin.
Choose Commands > Reset to Factory Default.

Click Reset.

When prompted, confirm the reset.

Reboot the controller without saving the configuration.

Use the configuration wizard to enter configuration settings.
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Resetting the Controller to Default Settings (CLI)

Procedure

Step 1 Enter the reset system command. At the prompt that asks whether you need to save changes to the configuration,
enter N. The unit reboots.

Step 2 When you are prompted for a username, enter the recover-config command to restore the factory-default
configuration. The controller reboots and displays this message:

Welcome to the Cisco WLAN Solution Wizard Configuration Tool

Step 3 Use the configuration wizard to enter configuration settings.

Saving Configurations

Controllers contain two types of memory: volatile RAM and NVRAM. At any time, you can save the
configuration changes from active volatile RAM to nonvolatile RAM (NVRAM). You are prompted to save
your configuration automatically whenever you initiate a reboot of the controller or log out of a GUI or a CLI
session. The following are some examples of the corresponding commands:

» save config—Saves the configuration from volatile RAM to NVRAM without resetting the controller.

* reset system—Prompts you to confirm that you want to save configuration changes before the controller
reboots.

* logout—Prompts you to confirm that you want to save configuration changes before you log out.

Editing Configuration Files

When you save the controller’s configuration, the controller stores it in XML format in flash memory. Controller
software release 5.2 or later releases enable you to easily read and modify the configuration file by converting
it to CLI format. When you upload the configuration file to a TFTP/FTP/SFTP server, the controller initiates
the conversion from XML to CLI. You can then read or edit the configuration file in a CLI format on the
server. When you are finished, you download the file back to the controller, where it is reconverted to an
XML format and saved.

Procedure
Step 1 Upload the configuration file to a TFTP/FTP/SFTP server by performing one of the following:

* Upload the file using the controller GUI.

* Upload the file using the controller CLI.
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Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Editing Configuration Files .

Read or edit the configuration file on the server. You can modify or delete existing CLI commands and add
new CLI commands to the file.

Note To edit the configuration file, you can use your text editor of choice such as Notepad or Wordpad
on Windows platforms, VI editor on Linux, and so forth.

Save your changes to the configuration file on the server.

Download the configuration file to the controller by performing one of the following:

» Download the file using the controller GUIL

* Download the file using the controller CLI.

The controller converts the configuration file to an XML format, saves it to flash memory, and then reboots
using the new configuration. CLI commands with known keywords and proper syntax are converted to XML
while improper CLI commands are ignored and saved to flash memory. Any CLI commands that have invalid
values are replaced with default values. To see any ignored commands or invalid configuration values, enter
this command:

show invalid-config

Note You cannot execute this command after the clear config or save config command.

If the downloaded configuration contains a large number of invalid CLI commands, you might want to upload
the invalid configuration to the TFTP or FTP server for analysis. To do so, perform one of the following:

* Upload the invalid configuration using the controller GUI. Follow the instructions in the Uploading
Configuration Files (GUI) section but choose Invalid Config from the File Type drop-down list in Sep
2 and skip Step 3.

* Upload the invalid configuration using the controller CLI. Follow the instructions in the Uploading
Configuration Files (CLI) section but enter the transfer upload datatype invalid-config command in
Sep 2 and skip Sep 3.

The controller does not support the uploading and downloading of port configuration CLI commands. If you
want to configure the controller ports, enter these commands:

« config port linktrap {port | all} {enable | disable}—Enables or disables the up and down link traps for
a specific controller port or for all ports.

» config port adminmode {port | all} {enable | disable}—Enables or disables the administrative mode

for a specific controller port or for all ports.

Save your changes by entering this command:
save config

Related Topics
Uploading Configuration Files, on page 90
Downloading Configuration Files, on page 92
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Clearing the Controller Configuration

Step 1

Step 2

Step 3

Procedure

Clear the configuration by entering this command:
clear config

Enter y at the confirmation prompt to confirm the action.

Reboot the system by entering this command:
reset system

Enter n to reboot without saving configuration changes. When the controller reboots, the configuration wizard
starts automatically.

Follow the instructions in the Configuring the Controller-Using the Configuration Wizard section to complete
the initial configuration.

Restoring Passwords

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Before you begin

Ensure that you are accessing the controller CLI through the console port.

Procedure

After the controller boots up, enter Restore-Password at the User prompt.

Note For security reasons, the text that you enter does not appear on the controller console.

At the Enter User Name prompt, enter a new username.
At the Enter Password prompt, enter a new password.

At the Re-enter Password prompt, reenter the new password. The controller validates and stores your entries
in the database.

When the User prompt reappears, enter your new username.

When the Password prompt appears, enter your new password. The controller logs you in with your new
username and password.
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Rebooting the Controller

You can reset the controller and view the reboot process on the CLI console using one of the following two
methods:

 Turn the controller off and then turn it back on.

* On the CLI, enter the reset system command. At the confirmation prompt, press y to save configuration
changes to NVRAM. The controller reboots.

When the controller reboots, the CLI console displays the following reboot information:
* Initializing the system.
* Verifying the hardware configuration.
* Loading microcode into memory.
* Verifying the operating system software load.
* Initializing with its stored configurations.

* Displaying the login prompt.

Transferring Files to and from a Controller

Controllers have built-in utilities for uploading and downloading various files. Follow the instructions in these
sections to import files using either the controller GUI or CLI:

Backing Up and Restoring Controller Configuration

We recommend that you upload your controller's configuration file to a server to back it up. If you lose your
configuration, you can then download the saved configuration to the controller.

A

Caution Do not download a configuration file to your controller directly that was uploaded from a different controller

platform. For example, a Cisco 5508 controller does not support the configuration file from a Cisco 2504

controller. To properly convert the configuration files from one controller platform to another, use the WLC

Config Converter tool available at https://cway.cisco.com/tools/WirelessConfigConverter/.

)

Note While controller configuration backup is in progress, we recommend you do not initiate any new configuration

or modify any existing configuration settings. This is to avoid corrupting the configuration file.

Follow these guidelines when working with configuration files:

» Any CLI with an invalid value is filtered out and set to default by the XML validation engine. Validation
occurs during bootup. A configuration may be rejected if the validation fails. A configuration may fail
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if you have an invalid CLI. For example, if you have a CLI where you try to configure a WLAN without
adding appropriate commands to add the WLAN.

* A configuration may be rejected if the dependencies are not addressed. For example, if you try to configure
dependent parameters without using the add command. The XML validation may succeed but the
configuration download infrastructure will immediately reject the configuration with no validation errors.

* An invalid configuration can be verified by using the show invalid-config command. The show
invalid-config command reports the configuration that is rejected by the controller either as part of
download process or by XML validation infrastructure.

\}

Note  You can also read and modify the configuration file via a text editor, to correct
any incorrect configuration commands. After you are done, you can save the
changes and once again try the configuration download to the controller in
question.

* A wireless client that connects to the controller when Management over Wireless has been enabled can
still conduct an upgrade using the newer HTTP transfer method.

Uploading Configuration Files
You can upload configuration files using either the GUI or the CLI.

Related Topics
Editing Configuration Files, on page 86

Uploading the Configuration Files (GUI)

Procedure

Step 1 Choose Commands > Upload File to open the Upload File from Controller page.
Step 2 From the File Type drop-down list, choose Configuration.

Step 3 (Optional) Encrypt the configuration file by checking the Configuration File Encryption check box and
entering the encryption key in the Encryption Key field.

Step 4 From the Transfer Mode drop-down list, choose from the following options:
- TFTP

- FTP
- SFTP

Step 5 In the IP Address field, enter the IP address of the server.

Step 6 In the File Path field, enter the directory path of the configuration file.
Step 7 In the File Name field, enter the name of the configuration file.

Step 8 If you are using an FTP server, follow these steps:

a) In the Server Login Username field, enter the username to log into the FTP server.
b) In the Server Login Password field, enter the password to log into the FTP server.
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Step 9

Uploading the Configuration Files (CLI) .

¢) In the Server Port Number field, enter the port number on the FTP server through which the upload
occurs. The default value is 21.

Click Upload to upload the configuration file to the server. A message appears indicating the status of the
upload. If the upload fails, repeat this procedure and try again.

Uploading the Configuration Files (CLI)

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Procedure

Specify the transfer mode used to upload the configuration file by entering this command:
transfer upload mode {tftp | ftp | sftp}

Specify the type of file to be uploaded by entering this command:
transfer upload datatype config

(Optional) Encrypt the configuration file by entering these commands:
« transfer encrypt enable

« transfer encrypt set-key key, where key is the encryption key used to encrypt the file.

Specify the IP address of the server by entering this command:
transfer upload serverip server-ip-address

Specify the directory path of the configuration file by entering this command:
transfer upload path server-path-to-file

Specify the name of the configuration file to be uploaded by entering this command:
transfer upload filename filename

If you are using an FTP server, enter these commands to specify the username and password used to log into
the FTP server and the port number through which the upload occurs:

» transfer upload username username
« transfer upload password password
« transfer upload port port

Note The default value for the port parameter is 21.

Initiate the upload process by entering this command:
transfer upload start

When prompted to confirm the current settings, answer Y.

Information similar to the following appears:

T L TETP

TETP Server IP. ...ttt it ittt ininininnenenns 224.0.0.1

= = Config/

TETP Fillename. ......ouiiiitin e enennennnnnn AS 5520 x Config.xml
D ol ] 4 Config File
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ENCrypPtion. c vttt e e e Disabled

R R R R E I I I b b E b b b b b b b b b b b h b dE h b b b b b b b E h b b 3k b b b b

***%  WARNING: Config File Encryption Disabled ***
R R R R I b I I I I b E b b b b b b b b b b b b h E h b b b b b b b h b b b b b b b 3

Are you sure you want to start? (y/N) Y
File transfer operation completed successfully.

If the upload fails, repeat this procedure and try again.

Downloading Configuration Files

You can download configuration files using either the GUI or the CLI.

Related Topics
Editing Configuration Files, on page 86

Downloading the Configuration Files (GUI)

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7
Step 8
Step 9

Procedure

Choose Commands > Download File to open the Download File to Controller page.

From the File Type drop-down list, choose Configuration.

If the configuration file is encrypted, check the Configuration File Encryption check box and enter the
encryption key used to decrypt the file in the Encryption Key field.

Note The key that you enter here should match the one entered during the upload process.

From the Transfer Mode drop-down list, choose from the following options:

- TFTP
- FTP
- SFTP

In the IP Address field, enter the IP address of the server.

If you are using a TFTP server, the default values of 10 retries and 6 seconds for the Maximum Retries and
Timeout fields should work correctly without any adjustment. However, you can change these values.

(Optional) Enter the maximum number of times that the TFTP server attempts to download the configuration
file in the Maximum Retries field and the amount of time (in seconds) that the TFTP server attempts to
download the configuration file in the Timeout field.

In the File Path field, enter the directory path of the configuration file.

In the File Name field, enter the name of the configuration file.

If you are using an FTP server, follow these steps:

a) In the Server Login Username field, enter the username to log into the FTP server.

b) Inthe Server Login Password field, enter the password to log into the FTP server.

¢) Inthe Server Port Number field, enter the port number on the FTP server through which the download
occurs. The default value is 21.
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Step 10

Downloading the Configuration Files (CLI) .

Click Download to download the file to the controller. A message appears indicating the status of the download,
and the controller reboots automatically. If the download fails, repeat this procedure and try again.

Downloading the Configuration Files (CLI)

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

)

Note

The controller does not support incremental configuration downloads. The configuration file contains all
mandatory commands (all interface address commands, mgmtuser with read-write permission commands,
and interface port or LAG enable or disable commands) required to successfully complete the download. For
example, if you download only the config time ntp server index server_address command as part of the
configuration file, the download fails. Only the commands present in the configuration file are applied to the
controller, and any configuration in the controller prior to the download is removed.

Procedure

Specify the transfer mode used to download the configuration file by entering this command:
transfer download mode {tftp | ftp | sftp}

Specify the type of file to be downloaded by entering this command:
transfer download datatype config

If the configuration file is encrypted, enter these commands:

« transfer encrypt enable

« transfer encrypt set-key key, where key is the encryption key used to decrypt the file.

Note The key that you enter here should match the one entered during the upload process.

Specify the IP address of the TFTP or FTP server by entering this command:
transfer download serverip server-ip-address

Specify the directory path of the configuration file by entering this command:
transfer download path server-path-to-file

Specify the name of the configuration file to be downloaded by entering this command:

transfer download filename filename

(Optional) If you are using a TFTP server, enter these commands:

» transfer download tftpMaxRetries retries

« transfer download tftpPktTimeout timeout

Note The default values of 10 retries and a 6-second timeout should work correctly without any
adjustment. However, you can change these values. To do so, enter the maximum number
of times that the TFTP server attempts to download the software for the retries parameter
and the amount of time (in seconds) that the TFTP server attempts to download the software
for the timeout parameter.
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Step 8 If you are using an FTP server, enter these commands to specify the username and password used to log into
the FTP server and the port number through which the download occurs:

» transfer upload username username
« transfer upload password password
» transfer upload port port

Note The default value for the port parameter is 21.

Step 9 View the updated settings by entering this command:
transfer download start

Step 10 When prompted to confirm the current settings and start the download process, answer y.

Information similar to the following appears:

LYo TETP

TETP Server IP. ...ttt ittt ittt i i 224.0.0.1

TETP Path. i ettt it e et ettt e eee e Config/

TETP Filename...... ...ttt einennnnnnnnnnnnnn AS 5520 x Config.xml
D o T 74 o T Config File

30 oY @ a7 o i @ o Disabled

R e o o R

***  WARNING: Config File Encryption Disabled ***

R e o o R

Are you sure you want to start? (y/N) ¥

File transfer operation completed successfully.

If the download fails, repeat this procedure and try again.

Downloading a Login Banner File

You can download a login banner file using either the GUI or the CLI. The login banner is the text that appears
on the page before user authentication when you access the controller GUI or CLI using Telnet, SSH, or a
console port connection.

You save the login banner information as a text (*.txt) file. The text file cannot be larger than 1296 characters
and cannot have more than 16 lines of text.

\)

Note The ASCII character set consists of printable and nonprintable characters. The login banner supports only
printable characters.

Here is an example of a login banner:

Welcome to the Cisco Wireless Controller!
Unauthorized access prohibited.
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Downloading a Login Banner File (GUI) .

Contact sysadmin@corp.com for access.

Follow the instructions in this section to download a login banner to the controller through the GUI or CLI.
However, before you begin, make sure that you have a TFTP or FTP server available for the file download.
Follow these guidelines when setting up a TFTP or FTP server:

* If you are downloading through the service port, the TFTP or FTP server must be on the same subnet as
the service port because the service port is not routable, or you must create static routes on the controller.

* If you are downloading through the distribution system network port, the TFTP or FTP server can be on
the same or a different subnet because the distribution system port is routable.

Downloading a Login Banner File (GUI)

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7
Step 8
Step 9

Step 10

Procedure

Copy the login banner file to the default directory on your server.
Choose Commands > Download File to open the Download File to Controller page.
From the File Type drop-down list, choose Login Banner.
From the Transfer Mode drop-down list, choose from the following options:
* TFTP

«FTP
- SFTP

In the IP Address field, enter the IP address of the server type you chose in Step 4.

If you are using a TFTP server, the default values of 10 retries and 6 seconds for the Maximum Retries and
Timeout fields should work correctly without any adjustment. However, you can change these values.

(Optional) Enter the maximum number of times that the TFTP server attempts to download the certificate in
the Maximum Retries field and the amount of time (in seconds) that the TFTP server attempts to download
the certificate in the Timeout field.

In the File Path field, enter the directory path of the login banner file.
In the File Name field, enter the name of the login banner text (*.txt) file.
If you are using an FTP server, follow these steps:

a) In the Server Login Username field, enter the username to log into the FTP server.
b) Inthe Server Login Password field, enter the password to log into the FTP server.

¢) Inthe Server Port Number field, enter the port number on the FTP server through which the download
occurs. The default value is 21.

Click Download to download the login banner file to the controller. A message appears indicating the status
of the download.
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Downloading a Login Banner File (CLI)

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Procedure

Log onto the controller CLI.

Specify the transfer mode used to download the config file by entering this command:

transfer download mode {tftp | ftp | sftp}

Download the controller login banner by entering this command:

transfer download datatype login-banner

Specify the IP address of the TETP or FTP server by entering this command:

transfer download serverip server-ip-address

Specify the name of the config file to be downloaded by entering this command:

transfer download path server-path-to-file

Specify the directory path of the config file by entering this command:

transfer download filename filename.txt

(Optional) If you are using a TFTP server, enter these commands:
« transfer download tftpMaxRetries retries
« transfer download tftpPktTimeout timeout

Note The default values of 10 retries and a 6-second timeout should work correctly without any
adjustment. However, you can change these values. To do so, enter the maximum number
of times that the TFTP server attempts to download the software for the retries parameter
and the amount of time (in seconds) that the TFTP server attempts to download the software
for the timeout parameter.

If you are using an FTP server, enter these commands:

« transfer download username username
« transfer download password password

« transfer download port port

Note The default value for the port parameter is 21.

View the download settings by entering the transfer download start command. Enter y when prompted to
confirm the current settings and start the download process.
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Clearing the Login Banner (GUI)

Procedure

Step 1 Choose Commands > Login Banner to open the Login Banner page.
Step 2 Click Clear.
Step 3 When prompted, click OK to clear the banner.

To clear the login banner from the controller using the controller CLI, enter the clear login-banner command.
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Network Time Protocol Setup

* Authentication for the Controller and NTP/SNTP Server, on page 99
* Configuring the NTP/SNTP Server to Obtain the Date and Time (GUI), on page 99
* Configuring the NTP/SNTP Server to Obtain the Date and Time (CLI), on page 100

Authentication for the Controller and NTP/SNTP Server

We highly recommend that controllers synchronize their time with an external NTP/SNTP server. We also
recommend that you authenticate this connection to the NTP/SNTP server, as a best practice. By default, an
MDS5 checksum is used in this scenario.

Each NTP/SNTP server IP address is added to the controller database. The respective controller then attempts
to poll an NTP/SNTP server from this database in the index order. The controller then obtains and synchronizes
the current time at each user-defined polling interval, as well as following a reboot event. By default, the NTP
polling interval is 600 seconds.

Guidelines and Restrictions on NTP

* When the time difference between the NTP server and the controller exceeds 1000s, the ntpd process
exits and adds a panic message to the system log. In this situation, set the time on the controller manually.

* NTPv4 protocol is not supported in Cisco 2504 and 5508 Wireless Controllers.

Configuring the NTP/SNTP Server to Obtain the Date and Time
(GUI)

Procedure

Step 1 Choose Controller > NTP > Server to open the NTP Severs page.
Step 2 Click New to add a new NTP/SNTP Server.
Step 3 (Optional) In the Server Index (Priority) field, enter the NTP/SNTP server index.
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The controller tries Index 1 first, then Index 2 through 3, in a descending order. Set this to 1 if your network
is using only one NTP/SNTP server.

Step 4 Enter the server IP address.

You can enter an IPv4 or an IPv6 address or a fully qualified domain name (FQDN), which should meet the
following criteria:

* Contains only a-z , A-Z, and 0-9 characters.
* Does not start with a dot (.) or a hyphen (-).
* Does not end with a dot (.).

* Does not have 2 consecutive dots (..).

Step 5 Enable or disable the NTP/SNTP Authentication.
Step 6 If you enable the NTP/SNTP Authentication, enter the Key Index.
Step 7 Click Apply.

Step 8 Delete an existing NTP server IP address or DNS server by hovering the cursor over the blue drop-down
arrow for that server index and choose Remove.

Step 9 Confirm the deletion by clicking on OK in the dialog box.

Configuring the NTP/SNTP Server to Obtain the Date and Time
(CLI)

Use these commands to configure an NTP/SNTP server to obtain the date and time:

Procedure
* To specify the NTP/SNTP server for the controller, enter this command:

config time ntp server index ip-address
* (Optional) To specify the polling interval (in seconds), enter this command:

config time ntp interval
* To enable or disable NTP/SNTP server authentication, enter these commands:

« config time ntp auth enable server-index key-index—Enables NTP/SNTP authentication on a given
NTP/SNTP server.

« config time ntp key-auth add key-index md5 {ascii | hex} key—Adds an authentication key. By
default MDS5 is used. The key format can be ASCII or hexadecimal.

« config time ntp key-auth delete key-index—Deletes authentication keys.
« config time ntp auth disable server-index—Disables NTP/SNTP authentication.

* show ntp-keys—Displays the NTP/SNTP authentication related parameter.
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* To delete an NTP server IP address or DNS server from the controller, enter this command:

config time ntp delete NTP_server index
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CHAPTER 8

High Availability

* Information About High Availability, on page 103

* Restrictions for High Availability, on page 108

* Configuring High Availability (GUI), on page 111

* Enabling High Availability (CLI), on page 113

* Monitoring High Availability Standby WLC, on page 115

* Replacing the Primary Controller in an HA Setup, on page 117

Information About High Availability

High Availability in controllers allows you to reduce the downtime of the wireless networks that could occur
due to failover of controllers.

A 1:1 (Active:Standby-Hot) stateful switchover of access points and clients is supported (HA SSO). In a High
Availability architecture, one controller is configured as the primary controller and another controller as the
secondary controller.

After you enable High Availability, the primary and secondary controllers are rebooted. During the boot
process, the role of the primary controller is negotiated as active and the role of the secondary controller as
standby-hot. After a switchover, the secondary controller becomes the active controller and the primary
controller becomes the standby-hot controller. After subsequent switchovers, the roles are interchanged
between the primary and the secondary controllers. The reason or cause for most switchover events is due to
a manual trigger, a controller and/or a network failure.

During an HA SSO failover event, all of the AP CAPWARP sessions and client sessions in RUN state on the
controller are statefully switched over to the standby controller without interruption, except PMIPv6 clients,
which will need to reconnect and authenticate to the controller following an HA SSO switchover. For additional
client SSO behaviors and limitations, see the "Client SSO" section in the High Availability (SSO) Deployment
Guide at:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/HA SSO_DG/High Availability
DG .html#pgfld-53637

The standby-hot controller continuously monitors the health of the active controller through its dedicated
redundancy port. Both the controllers share the same configurations, including the IP address of the management
interface.

Before you enable High Availability, ensure that both the controllers can successfully communicate with one
another through their dedicated redundancy port, either through a direct cable connection or through Layer
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2. For more details, see the "Redundancy Port Connectivity" section in the High Availability (SSO) Deployment
Guide:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/HA SSO_DG/High Availability
DG .html#pgfld-83028

In the Release 8.0 and later releases, the output of the show ap join stats summary command displays the
status of the access points based on whether the access point joined the controller or it was synchronized from
Active controller. One of the following statuses is displayed:

» Synched—The access point joined the controller before the SSO.
* Connected—The access point joined the controller after the SSO.

» Joined—The access point rejoined the controller, or a new AP has joined the controller after the SSO.

In Release 8.0 and later, the output of the show redundancy summary command displays the bulk
synchronization status of access points and clients after the pair-up of active and standby controllers occurs.
The values are:

* Pending— Indicates that synchronization of access points and the corresponding clients details from the
active to standby controller is yet to begin.

* In-progress— Indicates that synchronization of access points and the corresponding clients details from
the active to standby controller has begun and synchronization is in progress.

» Complete—Indicates that synchronization is complete and the standby controller is ready for a switchover
to resume the services of the active controller.

From release 8.0 and later, in a High Availability scenario, the sleeping timer is synchronized between active
and standby.

ACL and NAT IP configurations are synchronized to the High Availability standby controller when these
parameters are configured before High Availability pair-up. If the NAT IP is set on the management interface,
the access point sets the AP manager IP address as the NAT IP address.

The following are some guidelines for high availability:

* We recommend that you do not pair two controllers of different hardware models. If they are paired, the
higher controller model becomes the active controller and the other controller goes into maintenance
mode.

* We recommend that you do not pair two controllers on different controller software releases. If they are
paired, the controller with the lower redundancy management address becomes the active controller and
the other controller goes into maintenance mode.

* All download file types, such as image, configuration, web-authentication bundle, and signature files are
downloaded on the active controller first and then pushed to the standby-hot controller.

* Certificates should be downloaded separately on each controller before they are paired.

* You can upload file types such as configuration files, event logs, crash files, and so on, from the
standby-hot controller using the GUI or CLI of the active controller. You can also specify a suffix to the
filename to identify the uploaded file.

* To perform a peer upload, use the service port. In a management network, you can also use the redundancy
management interface (RMI) that is mapped to the redundancy port or RMI VLAN, or both, where the
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RMI is the same as the management VLAN. Note that the RMI and the redundancy port should be in
two separate Layer2 VLANSs, which is a mandatory configuration.

« If the controllers cannot reach each other through the redundant port and the RMI, the primary controller
becomes active and the standby-hot controller goes into the maintenance mode.

N

Note

N

To achieve High Availability between two Cisco Wireless Services Module 2
(WiSM2) platforms, the controllers should be deployed on a single chassis, or
on multiple chassis using a virtual switching system (VSS) and extending a
redundancy VLAN between the multiple chassis.

Note

\}

A redundancy VLAN should be a nonroutable VLAN in which a Layer 3 interface
should not be created for the VLAN, and the interface should be allowed on the
trunk port to extend a High Availability setup between multiple chassis.
Redundancy VLAN should be created like any other data VLAN on Cisco
10S-based switching software. A redundancy VLAN is connected to the redundant
port on Cisco WiSM2 through the backplane. It is not necessary to configure the
IP address for the redundancy VLAN because the IP address is automatically
generated. Also, ensure that the redundancy VLAN is not the same as the
management VLAN.

For more information, see the "High Availability Connectivity Using Redundant
VLAN on WISM-2 WLC" section in the in the High Availability (SSO) Deployment
Guideat:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/HA _
SSO_DG/High_Availability DG.html#pgfld-43232

Note

When the RMIs for two controllers that are a pair, and that are mapped to same
VLAN and connected to same Layer3 switch stop working, the standby controller
is restarted.

ThemobilityHaMac is out of range XML message is seen during
the active/standby second switchover in a High Availability setup. This occurs
if mobility HA MAC field is more than 128.

» When High Availability is enabled, the standby controller always uses the Remote Method Invocation
(RMI), and all the other interfaces—dynamic and management, are invalid.

\}

Note

The RMI is meant to be used only for active and standby communications and
not for any other purpose.

* You must ensure that the maximum transmission unit (MTU) on RMI port is 1500 bytes or higher before
you enable high availability.
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* When High Availability is enabled, ensure that you do not use the backup image. If this image is used,
the High Awvailability feature might not work as expected:

* The service port and route information that is configured is lost after you enable SSO. You must
configure the service port and route information again after you enable SSO. You can configure the
service port and route information for the standby-hot controller using the peer-service-port and
peer-route commands.

* For Cisco WiSM2, service port reconfigurations are required after you enable redundancy. Otherwise,
Cisco WiSM2 might not be able to communicate with the supervisor. We recommend that you
enable DHCP on the service port before you enable redundancy.

* We recommend that you do not use the reset command on the standby-hot controller directly. If
you use this, unsaved configurations will be lost.

» We recommend that you enable link aggregation configuration on the controllers before you enable the
port channel in the infrastructure switches.

* All the configurations that require reboot of the active controller results in the reboot of the standby-hot
controller.

* The Rogue AP Ignore list is not synchronized from the active controller to the standby-hot controller.
The list is relearned through SNMP messages from Cisco Prime Infrastructure after the standby-hot
controller becomes active.

* Client SSO related guidelines:

* The standby controller maintains two client lists: one is a list of clients in the Run state and the other
is a list of transient clients in all the other states.

* Only the clients that are in the Run state are maintained during failover. Clients that are in transition,
such as roaming, 802.1X key regeneration, web authentication logout, and so on, are dissociated.

» As with AP SSO, Client SSO is supported only on WLANS. The controllers must be in the same
subnet. Layer3 connection is not supported.

* In Release 7.3.x, AP SSO is supported, but client SSO is not supported, which means that after a High
Auvailability setup that uses Release 7.3.x encounters a switchover, all the clients associated with the
controller are deauthenticated and forced to reassociate.

* You must manually configure the mobility MAC address on the then active controller post switchover,
when a peer controller has a controller software release that is prior to Release 7.2.

* To enable an access point to maintain controlled quality of service (QoS) for voice and video parameters,
all the bandwidth-based or static call admission control (CAC) parameters are synchronized from active
to standby when a switchover occurs.

* The standby controller does not reboot; instead enters the maintenance mode when unable to connect to
the default gateway using the redundant port. Once the controller reconnects to the default gateway, the
standby controller reboots and the High Availability pair with the active controller is initiated. However,
the active controller still reboots before entering the maintenance mode.

* The following are supported from Release 8.0:

« Static CAC synchronization—To maintain controlled Quality-of-Service (QoS) for voice and video
parameters, all the bandwidth-based or static CAC parameters services are readily available for
clients when a switchover occurs.
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« Internal DHCP server—To serve wireless clients of the controller, the internal DHCP server data
is synchronized from the active controller to the standby controller. All the assigned IP addresses
remain valid, and IP address assignation continues when the role changes from active to standby
occurs.

* Enhanced debugging and serviceability—All the debugging and serviceability services are enhanced
for users.

* The physical connectivity or topology of the access points on the switch are not synchronized from the
active to the standby controller. The standby controller learns the details only when the synchronization
is complete. Hence, you must execute the show ap cdp neighbors all command only after synchronization
is complete, and only when the standby becomes the then active controller.

* To enable access points to join the HA SKU secondary controller that has been reset to factory defaults,
you must:

* Configure the HA SKU controller as secondary controller. To do this, you must run the config
redundancy unit secondary command on the HA SKU controller.

* Reboot the HA SKU controller after you successfully execute the config redundancy unit secondary
command.

Redundancy Management Interface

The active and standby-hot controllers use the RMI to check the health of the peer controller and the default
gateway of the management interface through network infrastructure.

The RMI is also used to send notifications from the active controller to the standby-hot controller if a failure
or manual reset occurs. The standby-hot controller uses the RMI to communicate to the syslog, NTP/SNTP
server, FTP, and TFTP server.

It is mandatory to configure the IP addresses of the Redundancy Management Interface and the Management
Interface in the same subnet on both the primary and secondary controllers.

Redundancy Port

The redundancy port is used for configuration, operational data synchronization, and role negotiation between
the primary and secondary controllers.

The redundancy port checks for peer reachability by sending UDP keepalive messages every 100 milliseconds
(default frequency) from the standby-hot controller to the active controller. If a failure of the active controller
occurs, the redundancy port is used to notify the standby-hot controller.

If an NTP/SNTP server is not configured, the redundancy port performs a time synchronization from the
active controller to the standby-hot controller.

In Cisco WiSM2, the redundancy VLAN must be configured on the Cisco Catalyst 6000 Supervisor Engine
because there is no physical redundancy port available on Cisco WiSM2.

The redundancy port and the redundancy VLAN in Cisco WiSM2 are assigned an automatically generated
IP address in which the last two octets are obtained from the last two octets of the RMI. The first two octets
are always 169.254. For example, if the IP address of the RMI is 209.165.200.225, the IP address of the
redundancy port is 169.254.200.225.

The redundancy ports can connect over an L2 switch. Ensure that the redundancy port round-trip time is less
than 80 milliseconds if the keepalive timer is set to default, that is, 100 milliseconds, or 80 percent of the
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keepalive timer if you have configured the keepalive timer in the range of 100 milliseconds to 400 milliseconds.
The failure detection time is calculated, for example, if the keepalive timer is set to 100 milliseconds, as
follows: 3 * 100 = 300 + 60 = 360 + jitter (12 milliseconds) = ~400 milliseconds. Also, ensure that the
bandwidth between redundancy ports is 60 Mbps or higher. Ensure that the maximum transmission unit (MTU)
is 1500 bytes or higher.

Related Documentation

+ High Availability (SSO) Deployment Guide—https://www.cisco.com/c/en/us/td/docs/wireless/controller/
technotes/8-1/HA SSO DG/High Availability DG.html

N+ 1 High Availability Deployment Guide—https://www.cisco.com/c/en/us/td/docs/wireless/technology/
hi_avail/N1 High Availability Deployment Guide.html

Restrictions for High Availability

* We recommend that you do not disable LAG physical ports when HA SSO is enabled.
* HA sync for Fabric-related statistics is not supported.

» When you configure the controller for HA SSO, the Cisco 600 Series OfficeExtend Access Points are
not supported.

* In an HA environment using FlexConnect locally switched clients, the client information might not show
the username. To get details about the client, you must use the MAC address of the client. This restriction
does not apply to FlexConnect centrally switched clients or central (local) mode clients.

« It is not possible to access the Cisco WiSM2 GUI through the service interface when you have enabled
HA. The workaround is to create a service port interface again after HA is established.

* In an HA environment, an upgrade from an LDPE image to a non-LDPE image is not supported.
* It is not possible to pair two primary controllers or two secondary controllers.
» Standby controllers are unavailable on the APs connected switch port.

* An HA-SKU controller with an evaluation license cannot become a standby controller. However, an
HA-SKU controller with zero license can become a standby controller.

* In an HA setup, CPU-ACL cannot be applied on the service port. However, if you want to block the
service port using CPU-ACL, you can use the command config acl high-priority to configure as required.

» Service VLAN configuration is lost when moving from HA mode to non-HA mode and conversely. You
should then configure the service IP address manually again.

* The following scenario is not supported: The primary controller has the management address and the
redundancy management address in the same VLAN, and the secondary controller has the management
address in the same VLAN as the primary one, and the redundancy management address in a different
VLAN.

* The following is a list of some software upgrade scenarios:

* A software upgrade on the active controller ensures the upgrade of the standby-hot controller.
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* An in-service upgrade is not supported. Therefore, you should plan your network downtime before
you upgrade the controllers in an HA environment.

» Rebooting the active controller after a software upgrade also reboots the standby-hot controller.

* We recommend that both active and standby-hot controllers have the same software image in the
backup before running the config boot backup command. If both active and standby-hot controllers
have different software images in the backup, and if you run the config boot backup command in
the active controller, both the controllers reboot with their respective backup images breaking the
HA pair due to a software mismatch.

* A schedule reset applies to both the controllers in an HA environment. The peer controller reboots
a minute before the scheduled time expires on the active controller.

* You can reboot the standby-hot controller from the active controller by entering the reset peer-system
command if the scheduled reset is not planned. If you reset only the standby-hot controller with this
command, any unsaved configurations on the standby-hot controller are lost. Therefore, ensure that
you save the configurations on the active controller before you reset the standby-hot controller.

« [fan SSO is triggered at the time of the image transfer, a preimage download is reinitiated.
* Only debug and show commands are allowed on the standby-hot controller.
« After a switchover, if a peer controller has a controller software release that is prior to Release 7.5,
all the mobility clients are deauthenticated.
* It is not possible to access the standby-hot controller through the controller GUI, Cisco Prime

Infrastructure, or Telnet. You can access the standby-hot controller only on its console.

* When you enable both RADIUS profiling and WSA in an SSID, local profiling gets enabled in the same
SSID.

* In an HA setup, client Tx or Rx packets are not sent to the standby controller, hence, Remote Method
Invocation (RMI) is not supported.

» When a failover occurs, the standby controller must be in a standby-hot state and the redundant port in
a terminal state in SSO for successful switchover to occur.

* To enable or disable LAG, you must disable HA.

\}

Note If LAG is disabled and both primary and backup ports are connected to the
management interface and if the primary port becomes nonoperational, a
switchover might occur because the default gateway is not reachable and backup
port failover might exceed 12 seconds.

» When a failover occurs and the standby controller becomes the new active controller, it takes approximately
15-20 minutes to synchronize the database (AP, client, and multicast) between the two controllers. If
another failover occurs during this time, the HA structures would not yet be synchronized. Therefore,
the APs and clients would have to get reassociated and reauthenticated respectively.

* Pairwise Master Key (PMK) cache synchronization is not supported on FlexConnect local-authenticated
clients.

* Client SSO restrictions:
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» New mobility is not supported.

* Posture and network admission control out-of-band are not supported because the client is not in
the Run state.

* The following are not synchronized between the active and standby controller:
* Cisco Compatible Extension-based applications
* Client statistics

* Proxy Mobile IPv6, Application Visibility and Control, session initiation protocol (SIP), and
static call admission control (CAC) tree

* Workgroup bridges and the clients that are associated with them
« Clients that are associated with Cisco 600 Series OfficeExtend Access Points.

* Passive clients
* Encryption is supported.

* Encryption is supported only if the active and standby controllers communicate through the Redundancy
Management Interface on the management ports. Encryption is not supported if the redundancy port is
used for communication between the active and standby controllers.

* You cannot change the NAT address configuration of the management interface when the controllers
are in redundancy mode. To enable NAT address configuration on the management interface, you must
remove the redundancy configuration first, make the required changes on the primary controller, and
then reenable the redundancy configuration on the same controller.

* On Cisco WiSM2 and Cisco Catalyst 6500 Series Supervisor Engine 2T, if HA is enabled, post switchover,
the APs might disconnect and reassociate with the WiSM2 controller. To prevent this from occurring,
before you configure HA, we recommend that you verify, in the port channel, the details of both the
active and standby Cisco WiSM2 controllers that the ports are balanced in the same order and the port
channel hash distribution uses fixed algorithm. If they are not in order, you must change the port channel
distribution to be fixed and reset Cisco WiSM2 from the Cisco Catalyst 6500 Series Supervisor Engine
2T.

« After you enable SSO, you must access both the standby and active controller using:

* The console connection
» SSH facility on the service port

» SSH facility on the redundant management interface

Note While SSO is enabled, you cannot access both the standby and active controller
either using the web Ul/the telnet facility or using Cisco Prime Infrastructure/Prime
NCS on the service port. This issue is addressed via CSCuf71713 in Release 8.2
and later releases.

. Cisco Wireless Controller Configuration Guide, Release 8.1


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuf71713

| Management of Controllers

Configuring High Availability (GUI) .

* Synchronization of bulk configurations is supported only for the configurations that are stored in XMLs.
Scheduled reboot is a configuration that is not stored in XMLs or Flash. Therefore, the scheduled reboot
configuration is not included in the synchronization of bulk configurations.

* When a switchover occurs, the controller does not synchronize the information on DHCP dirty bit from
the active to standby controller even when DHCP dirty bit is set on the active controller. After a switchover,
the controller populates the DHCP dirty bit based on the client DHCP retries.

* I[f you are using Cisco WiSM2, we recommend that you use the following release versions of Cisco IOS
on Cisco Catalyst 6500 Series Supervisor Engine 2T:

« 15.1(02)SY

« 15.1(01)ICB40.1
« 15.1(01)ICB29.36
« 15.1(01)ICB29.1
« 15.1(01)IC66.25
« 15.1(01)IB273.72

Configuring High Availability (GUI)

Step 1

Step 2

Step 3
Step 4

Before you begin

Ensure that the management interfaces of both controllers are in the same subnet. You can verify this on the
GUI of both the controllers by choosing Controllers > Interfaces and viewing the IP addresses of the
management interface.

Procedure

On the GUI of both the controllers, choose Controller > Redundancy > Global Configuration.

The Global Configuration window is displayed.

Enter the addresses of the controllers in the Redundant Management IP field and the Peer Redundant
Management IP field.

Note Ensure that the Redundant Management Interface [P address of one controller is the same as the
Redundant Management Interface IP address of the peer controller.

From the Redundant Unit drop-down list, choose one of the controllers as primary and the other as secondary.
On the GUI of both the controllers, set the SSO to Enabled state.
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Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Note
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After you enable an SSO, the service port peer IP address and the service port netmask appear
on the configuration window. Note that the service port peer IP address and the netmask can be
pushed to the peer only if the HA peer is available and operational. When you enable HA, you
do not have to configure the service port peer IP address and the service port netmask parameters.
You must configure the parameters only when the HA peer is available and operational. After
you enable SSO, both the controllers are rebooted. During the reboot process, the controllers
negotiate the redundancy role through the redundant port, based on the configuration. The primary
controller becomes the active controller and the secondary controller becomes the standby
controller.

[Optional] After the HA pair becomes available and operational, you can configure the peer service port IP
address and the netmask after the service port is configured as static. If you enable DHCP on the service port,
you do not have to configure these parameters on the Global Configuration window:

* Service Port Peer IP—IP address of the service port of the peer controller.

« Service Port Peer Netmask—Netmask of the service port of the peer controller.

» Mobility MAC Address—A common MAC address for both the active and standby controllers that is

used in the mobility protocol. If an HA pair has to be added as a mobility member for a mobility group,
the mobility MAC address (instead of the system MAC address of the active or standby controller) should
be used. Normally, the mobility MAC address is chosen as the MAC address of the active controller and
you do not have to manually configure this.

* Keep Alive Timer—The timer that controls how often the standby controller sends keepalive messages

to the active controller. The valid range is between 100 to 1000 milliseconds.

* Peer Search Timer—The timer that controls how often the active controller sends peer search messages

Note

to the standby controller. The valid range is between 60 to 300 seconds.

After you enable the HA and pair the controllers, there is only one unified GUI to manage the
HA pair through the management port. GUI access through the service port is not feasible for
both the active and standby controllers. The standby controller can be managed only through the
console port or the service port.

Only Telnet and SSH sessions are allowed through the service port of the active and standby
controllers.

Click Save Configuration.

View the redundancy status of the HA pair by choosing Monitor > Redundancy > Summary.

The Redundancy Summary window is displayed.

View the redundancy status of the HA pair by choosing Monitor > Redundancy > Detail.

The Redundancy Detail page is displayed.

View the redundancy statistics information of the HA pair by choosing Monitor > Redundancy > Statistics.

The Redundancy Statistics page is displayed.

(Optional) Perform these steps to configure the peer network route:
a) Choose Controller > Redundancy > Peer Network Route.

The Network Routes Peer window is displayed.
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This window provides a summary of the existing service port network routes of the peer controller to
network or element management systems on a different subnet. You can view the IP address, IP netmask,
and gateway IP address.

b) To create a new peer network route, click New.
c) Enter the IP address, IP netmask, and the Gateway IP address of the route.
d) Click Apply.

Enabling High Availability (CLI)

Step 1

Step 2

Step 3

Step 4

Procedure

Before you configure HA, it is mandatory to have the management interface of both the controllers in the
same subnet. See the interface summary information by entering these commands on both the controllers:

show interface summary

HA is disabled by default. Before you enable HA, it is mandatory to configure the redundancy management
IP address and the peer redundancy management IP address. Both the interfaces must be in the same subnet
as the management interface. Enter the following commands to configure the redundancy management IP
addresses:

» On WLCI1: config interface redundancy-management
redundancy-mgmt-ip-addr-wiclpeer-redundancy-management peer-redundancy-mgmt-ip-addr-wic2

« On WLC2: config interface redundancy-management
redundancy-mgmt-ip-addr-wl c2peer-redundancy-management peer-redundancy-mgmt-ip-addr-wicl

Configure one controller as primary (by default, the WLC HA Unit ID is primary and should have a valid
AP-BASE count license installed) and another controller as secondary (AP-BASE count from the primary
controller is inherited by this unit) by entering these commands:

* WLCI1 as primary—config redundancy unit primary

» WLC?2 as secondary—config redundancy unit secondary

Note You are not required to configure the unit as secondary if it is a factory-ordered HA SKU that
can be ordered from Release 7.3 onwards. A factory-ordered HA SKU is a default secondary unit
and takes the role of the standby controller the first time it is paired with an active controller that
has a valid AP count license.

To convert any existing controller as a standby controller, use the config redundancy unit
secondary command on the CLI. This command works only if the controller that is intended to
work as a standby also has some number of permanent license count. This condition is only valid
for the Cisco 5508 controller, where a minimum of 50 AP permanent licenses are needed to be
converted to standby. This restriction is not applicable to other controller models.

After you have configured the controllers with redundancy management and peer redundancy management
IP addresses and have configured the redundant units, you must enable SSO. Ensure that the physical
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Step 5

Step 6

Step 7

connections are operational between both the controllers (that is, both the controllers are connected back to
back via the redundant port using an Ethernet cable) and the uplink is also connected to the infrastructure
switch and the gateway is reachable from both the controllers before SSO is enabled.

After SSO is enabled, controllers are rebooted. During the boot process, the controllers negotiate the HA role
as per the configuration via the redundant port. If the controllers cannot reach each other via the redundant
port or via the redundant management interface, the controller that is configured as secondary might go into
maintenance mode.

Enable SSO on both the controllers by entering these commands:
config redundancy mode sso

Note Enabling SSO initiates a controller reboot.

Enabling SSO reboots the controllers to negotiate the HA role as per the configuration performed. Once the
role is determined, configuration is synchronized from the active controller to the standby controller via the
redundant port. Initially, the controller configured as secondary reports XML mismatch and downloads the
configuration from the active controller and reboot again. During the next reboot after determining the HA
role, the controller validates the configuration again, reports no XML mismatch, and process further to establish
itself as the standby controller.

Note Once SSO is enabled, you can access the standby controller through a console connection or
through SSH on the service port and on the redundant management interface.

After SSO is enabled, controllers are rebooted, the XML configuration is synchronized, WLCI transitions its
state to active and WLC2 transitions its state to standby hot. From this point, GUI, Telnet, and SSH for WLC2
on the management interface does not work because all the configurations and management must be done
from the active controller. If required, the standby controller (WLC2) can be managed only through the console
or service port.

Once the peer controller transitions to the standby hot state, the Standby keyword is automatically appended
to the standby controller's prompt name.

To see the redundancy summary information for both the controllers, enter this command:

show redundancy summary

Configuring High Availability Parameters (CLI)

Procedure

* Configure the IP address and netmask of the peer service port of the standby controller by entering this
command:

config redundancy interface address peer-service-port ip-address netmask
This command can be run only if the HA peer controller is available and operational.
* (Optional) Configure the route configurations of the standby controller by entering this command:

config redundancy peer-route {add network-ip-addr ip-mask | delete network-ip-addr}
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\)

Note This command can be run only if the HA peer controller is available and operational.

* (Optional) Configure a mobility MAC address by entering this command:

config redundancy mobilitymac mac-addr

\}

Note * This command can be run only when SSO is disabled.

* From Release 8.0.132.0 onwards, mobility MAC configuration is no longer present in the uploaded
configuration. Therefore, if you download this configuration file back to the controller, you must add
the config redundancy mobilitymac mac_address command in the config file before download.

* Configure a redundancy timer by entering this command:
config redundancy timer {keep-alive-timer time-in-milliseconds| peer-search-timer time-in-seconds}
* View the status of the redundancy by entering this command:
show redundancy {summary | detail}
* View information about the redundancy management interface by entering this command:
show interface detailed redundancy-management
* View information about the redundancy port by entering this command:
show interface detailed redundancy-port
* Reboot a peer controller by entering this command:
reset peer-system

» Start the upload of file types, such as configuration, event logs, crash files, and so on from the standby-hot
controller by entering this command on the active controller:

transfer upload peer-start

* View information about sleeping clients after a switchover, by entering this command on the then active
controller :

show custom-web sleep-client summary

Monitoring High Availability Standby WLC

You can view the status and health information of active and standby WLC separately. This section describes
the details of getting health information and traps from the standby WLC.

The standby WLC uses the redundancy management interface for any external communications such as when
talking to Syslog, NTP server, TETP server, and so on. On the standby WLC, the management user

authentication and accounting is performed on the redundancy management interface. RADIUS or TACACS+
server can be used for user authentication, apart from a local management user account. To support this, the
redundancy interface IP address(es) should be added as network device on the RADIUS or TACACS+ server.
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The authentication request is sent to RADIUS or TACACS+ server over redundancy management interface.
Whenever you log on to the standby WLC, accounting message is sent to the RADIUS server. The purpose
of the accounting message is to log the admin logon events on the standby WLC console.

This feature is supported on all WLC models supporting HA SSO feature:
* Cisco 8500 Series WLCs
* Cisco Flex 7500 Series WLCs
* Cisco 5500 Series WLCs
* Cisco WiSM2

Events and Notifications

* Trap when WLC becomes Hot Standby—A trap is reported with time stamp when HA peer becomes
Hot Standby and the trap shown below is reported

"RF notification EventType:37 Reason :HA peer is Hot-Standby...At:..."
A new trap type is added in CISCO-RF-SUPPLEMENTAL-MIB.my

Trap when Bulk Sync Complete—A fter the HA pairing is done and Bulk sync is complete, the following
trap is reported:

"RF notification EventType:36 Reason :Bulk Sync Completed...At:.."
A new trap type is added in CISCO-RF-SUPPLEMENTAL-MIB.my

Trap when Standby WLC goes down—When the standby peer goes down due to manual reset, crash,
memory leak/hang, or moving to maintenance mode, the following trap is reported:

"RF failure notification ErrorType: 34 Reason :Lost Peer, Moving to Active-No-Peer State!"

On the CLI, you can view the trap by entering the show traplog command.

Syslog notification when Admin login on Standby

1. Admin login to Standby via SSH generates an event in msglog/syslog. The following is a sample
system message:

*emWeb: Mar 06 20:34:42.675: #CLI1-3-LOGIN_STANDBY: [SS] cli_Ivl7.c:4520 [USER@9
name=""admin" from=""SSH""] user login success on standby controller.

You can view this message on the standby WLC by entering the show msglog command.

2. Admin login to Standby via console generates an event in msglog/syslog. The following is a sample
system message:

*emWeb: Mar 06 20:34:42.675: #CL1-3-LOGIN_STANDBY: [SS] cli_Ivl7.c:4520 [USER@9
name=""admin" from=""console'"] user login success on standby controller.

You can view this message on the standby WLC by entering the show msglog command.

Peer Process Statistics—The CPU and Memory statistics of all the threads of the standby WLC are
synchronized with the active WLC every 10 seconds. This information is displayed when you query for
the Peer statistics on the active WLC.

Enter these commands on the active WLC to view the peer process system, CPU, and memory statistics:

. Cisco Wireless Controller Configuration Guide, Release 8.1



| Management of Controllers

Replacing the Primary Controller in an HA Setup .

« show redundancy peer-system statistics
« show redundancy peer-process cpu

« show redundancy peer-process memory

On the GUI, choose Monitor > Redundancy > Peer Statistics to view the peer process system, CPU,
and memory statistics.

Replacing the Primary Controller in an HA Setup

Step 1

Step 2
Step 3

Step 4

In an HA setup, suppose the primary controller is not operational and you are required to replace it; the standby
controller is operational with all the APs associated with it; and the new controller received return material
authorization (RMA) that can be added with one of the failed controllers in the HA pair. Follow these steps
to replace the primary controller in an active HA setup:

Procedure

Ensure that the new controller and the controller to be replaced are running the same version of the controller
software.

Configure the new controller with the same subnet management IP addresses as the controller to replaced.

Configure the new controller with HA configuration that includes redundancy management, [P address, and
peer primary. Accept the licensing EULA on the primary controller and then enable AP SSO.

Note If you enable AP SSO without accepting the EULA, the controllers do not synchronize.

When AP SSO is enabled, the controller reboots. While the controller reboots, the AP SSO discovers the
currently active standby controller, synchronized the configuration, and transitions to a standby-hot state.

Note You do not need to break the HA configuration on the current active controller or reboot the
current active controller. The configuration will be synchronized with the current active controller.
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CHAPTER 9

Managing Certificates

* Information about Loading an Externally Generated SSL Certificate, on page 119
* Downloading Device Certificates, on page 121

+ Uploading Device Certificates, on page 124

» Downloading CA Certificates, on page 126

* Uploading CA Certificates, on page 128

* Generating a Certificate Signing Request, on page 129

* Downloading Third-Party Certificate, on page 133

Information about Loading an Externally Generated SSL
Certificate

You can use a supported transfer method such as TFTP server to download an externally generated SSL
certificate to the controller. Follow these guidelines for using TFTP:

* If you load the certificate through the service port, the TFTP server must be on the same subnet as the
controller because the service port is not routable, or you must create static routes on the controller. Also,
if you load the certificate through the distribution system network port, the TFTP server can be on any
subnet.

* A third-party TFTP server cannot run on the same PC as the Cisco Prime Infrastructure because the
Prime Infrastructure built-in TFTP server and the third-party TFTP server require the same communication
port.

)

Note Chained certificates are supported for web authentication and management
certificate.

CSR compliance with RFC-5280
With all parameters in CSR aligned with RFC-5280, there are some restrictions as follows:

+ emailAddress in CSR can only be 128 characters long.

* If the CSR is generated using the CLI, the maximum number of characters (of all input combined for
CSR) is limited to 500 including config certificate generate csr-*****
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Related Documentation

Generate CSR for Third-Party Certificates and Download Chained Certificates to the
WLC—https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/
109597-csr-chained-certificates-wlc-00.html

Loading an SSL Certificate (GUI)

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7
Step 8
Step 9
Step 10

Procedure

Choose Security > Web Auth > Certificate.
On the Web Authentication Certificate page, check the Download SSL Certificate check box.

Note On the controller GUIL, only TFTP transfer mode is used. You can use other methods such as
FTP, and so on, on the controller CLI.

In the Server IP Address field, enter the IP address of the TFTP server.

In the Maximum Retries field, enter the maximum number of times that the TFTP server attempts to download
the certificate.

In the Timeout field, enter the amount of time (in seconds) that the TFTP server attempts to download the
certificate.

In the Certificate File Path field, enter the directory path of the certificate.

In the Certificate File Name field, enter the name of the certificate (webadmincert name.pem).
(Optional) In the Certificate Password field, enter a password to encrypt the certificate.

Save the configuration.

Choose Commands > Reboot > Reboot > Save and Reboot to reboot the controller for your changes to take
effect,

Loading an SSL Certificate (CLI)

Step 1

Step 2
Step 3

The procedure described in this section is similar for both webauthcert and webadmincert installation, with
the difference being in the download of the datatype.

Procedure

Use a password to encrypt the HTTPS certificate in a .PEM-encoded file. The PEM-encoded file is called a
web administration certificate file (wvebadmincert name.pem).

Move the webadmincert name.pem file to the default directory on your TFTP server.

To view the current download settings, enter this command and answer n to the prompt:
transfer download start

Information similar to the following appears:
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Step 4

Step 5

Step 6

Step 7

Step 8

Downloading Device Certificates .

D ol R 4 Admin Cert
TETP Server IP. . ...ttt innnnnnns XXX XXX XXX XXX
TETP Path. .ottt et et i e it e <directory path>

TETP Filename. ..ottt ttntnneeneenenneenennens
Are you sure you want to start? (y/n) n
Transfer Canceled

Use these commands to change the download settings:

transfer download mode tftp

transfer download datatype webadmincert

transfer download serverip TFTP_server IP_address

transfer download path absolute TFTP_server_path to_the update file

transfer download filename webadmincert_name.pem

To set the password for the .PEM file so that the operating system can decrypt the web administration SSL
key and certificate, enter this command:

transfer download certpassword private key password

To confirm the current download settings and start the certificate and key download, enter this command and
answer Y to the prompt:

transfer download start

Information similar to the following appears:

T TETP

DL R 4o Site Cert

TETP Server IP. ... .ttt iiinnnneennn XXX XXX . XXX . XXX
TETP Path. ..ttt et et it i it e directory path
TFTP Filename...... ..o iitiiniiiineeinnnnnnnnn webadmincert name

Are you sure you want to start? (y/n) y

TFTP Webadmin cert transfer starting.

Certificate installed.

Please restart the switch (reset system) to use the new certificate.

To save the SSL certificate, key, and secure web password to NVRAM so that your changes are retained
across reboots, enter this command:

save config

To reboot the controller, enter this command:
reset system

Downloading Device Certificates

Each wireless device (controller, access point, and client) has its own device certificate. For example, the
controller is shipped with a Cisco-installed MIC device certificate.
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\)

Note For more information about configuring local EAP, see the "Configuring Local EAP" section.

Follow the instructions in this section to download a vendor-specific device certificate to the controller through
the GUI or CLI. However, before you begin, make sure you have a TFTP or FTP server available for the
certificate download. Follow these guidelines when setting up a TFTP or FTP server:

* If you are downloading through the service port, the TFTP or FTP server must be on the same subnet as
the service port because the service port is not routable, or you must create static routes on the controller.

* [f you are downloading through the distribution system network port, the TFTP or FTP server can be on
the same or a different subnet because the distribution system port is routable.

* A third-party TFTP or FTP server cannot run on the same computer as Cisco Prime Infrastructure because
the Prime Infrastructure built-in TFTP or FTP server and the third-party TFTP or FTP server require the
same communication port.

N

Note  All certificates downloaded to the controller must be in PEM format.

\}

Note Clients using Microsoft Windows 10 with default (zero-touch config) supplicant fail to connect to controller
when there is no CA certificate to validate the server certificate. This is because the supplicant does not pop
up a window to accept the server certificate and silently rejects the 802.1X authentication. Therefore, we
recommend that you do either of the following:

* Manually install a third-party CA certificate on the AAA server, which the clients using Microsoft
Windows 10 can trust.

* Use any other supplicant, such as Cisco AnyConnect, which pops up a window to trust or not trust the
server certificate. If you accept the trust certificate, then the client is authenticated.

Related Topics
Local EAP, on page 846

Downloading Device Certificates (GUI)

Procedure
Step 1 Copy the device certificate to the default directory on your server.
Step 2 Choose Commands > Download File to open the Download File to Controller page.
Step 3 From the File Type drop-down list, choose Vendor Device Certificate.
Step 4 In the Certificate Password text box, enter the password that was used to protect the certificate.
Step 5 From the Transfer Mode drop-down list, choose from the following options:
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Step 6

Step 7

Step 8
Step 9
Step 10

Step 11

Step 12
Step 13
Step 14

Downloading Device Certificates (CLI) .

* TFTP
*FTP
* SFTP (available in 7.4 and later releases)

In the IP Address text box, enter the IP address of the server.

If you are using a TFTP server, the default values of 10 retries and 6 seconds for the Maximum Retries and
Timeout text boxes should work correctly without any adjustment. However, you can change these values.

Enter the maximum number of times that the TFTP server attempts to download the certificate in the Maximum
Retries text box and the amount of time (in seconds) that the TFTP server attempts to download the certificate
in the Timeout text box.

In the File Path text box, enter the directory path of the certificate.
In the File Name text box, enter the name of the certificate.
If you are using an FTP server, follow these steps:

a) In the Server Login Username text box, enter the username to log into the FTP server.
b) In the Server Login Password text box, enter the password to log into the FTP server.

¢) Inthe Server Port Number text box, enter the port number on the FTP server through which the download
occurs. The default value is 21.

Click Download to download the device certificate to the controller. A message appears indicating the status
of the download.

After the download is complete, choose Commands > Reboot > Reboot.

If prompted to save your changes, click Save and Reboot.

Click OK to confirm your decision to reboot the controller.

Downloading Device Certificates (CLI)

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Procedure

Log onto the controller CLI.

Specify the transfer mode used to download the config file by entering this command:

transfer download mode {tftp | ftp | sftp}

Specify the type of the file to be downloaded by entering this command:

transfer download datatype eapdevcert

Specify the certificate’s private key by entering this command:

transfer download certpassword password

Specify the IP address of the TFTP or FTP server by entering this command:

transfer download serverip server-ip-address

Specify the name of the config file to be downloaded by entering this command:

transfer download path server-path-to-file
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Step 7

Step 8

Step 9

Step 10

Step 11

Specify the directory path of the config file by entering this command:

transfer download filename filename.pem

(Optional) If you are using a TFTP server, enter these commands:

« transfer download tftpMaxRetries retries

« transfer download tftpPktTimeout timeout

Note The default values of 10 retries and a 6-second timeout should work correctly without any
adjustment. However, you can change these values. To do so, enter the maximum number
of times that the TFTP server attempts to download the software for the retries parameter
and the amount of time (in seconds) that the TFTP server attempts to download the software
for the timeout parameter.

If you are using an FTP server, enter these commands (skip this step if you are not using FTP server):
« transfer download username username
» transfer download password password
« transfer download port port

Note The default value for the port parameter is 21.

View the updated settings by entering the transfer download start command. Answer y when prompted to
confirm the current settings and start the download process.

Reboot the controller by entering this command:
reset system

Uploading Device Certificates

Uploading Device Certificates (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5

Procedure

Choose Commands > Upload File to open the Upload File from Controller page.
From the File Type drop-down list, choose IPSec Device Certificate.
From the Transfer Mode drop-down list, choose from the following options:

* TFTP

- FTP
- SFTP

In the IP Address text box, enter the IP address of the server.
In the File Path text box, enter the directory path of the certificate.
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Step 6
Step 7

Step 8

Step 9
Step 10
Step 11

Uploading Device Certificates (CLI) .

In the File Name text box, enter the name of the certificate.

If you are using an FTP server, follow these steps (skip this step if you are not using FTP server):
a) Inthe Server Login Username text box, enter the username to log on to the FTP server.

b) In the Server Login Password text box, enter the password to log on to the FTP server.

c) Inthe Server Port Number text box, enter the port number on the FTP server through which the download
occurs. The default value is 21. For SFTP, the default value is 22.

Click Upload to upload the CA certificate from the controller. A message appears indicating the status of the
upload.

After the upload is complete, choose Commands > Reboot > Reboot.

If prompted to save your changes, click Save and Reboot.

Click OK to confirm your decision to reboot the controller.

Uploading Device Certificates (CLI)

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Procedure

Log on to the controller CLI.
Specify the type of the file to be uploaded by entering this command:
transfer upload datatype ipsecdevcert

Specify the transfer mode used to upload the file by entering this command:

transfer upload mode {tftp |ftp | sftp}

Specify the IP address of the TETP or FTP server by entering this command:

transfer upload serverip server-ip-address

Specify the directory path of the file by entering this command:

transfer upload path server-path-to-file

Specify the name of the file to be uploaded by entering this command:

transfer upload filename filename

If you are using an FTP server, enter these commands (skip this step if you are not using FTP server):
» transfer upload username username
« transfer upload password password

« transfer upload port port

Note The default value for the port parameter for is 21. For SFTP, the default value is 22.

View the updated settings by entering the transfer upload start command. Answer y when prompted to
confirm the current settings and start the upload process.
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Step 9 Reboot the controller by entering the reset system command.

Downloading CA Certificates

Controllers and access points have a Certificate Authority (CA) certificate that is used to sign and validate
device certificates. The controller is shipped with a Cisco-installed CA certificate. This certificate may be
used by EAP-FAST (when not using PACs), EAP-TLS, PEAP-GTC, and PEAP-MSCHAPV2 to authenticate
wireless clients during local EAP authentication. However, if you want to use your own vendor-specific CA
certificate, it must be downloaded to the controller.

)

Note For more information about configuring local EAP, see the "Configuring Local EAP" section.

Follow the instructions in this section to download CA certificates to the controller through the GUI or CLI.
However, before you begin, make sure that you have a TFTP or FTP server available for the certificate
download. Follow these guidelines when setting up a TFTP or FTP server:

* If you are downloading through the service port, the TFTP or FTP server must be on the same subnet as
the service port because the service port is not routable, or you must create static routes on the controller.

* If you are downloading through the distribution system network port, the TFTP or FTP server can be on
the same or a different subnet because the distribution system port is routable.

* A third-party TFTP or FTP server cannot run on the same computer as Cisco Prime Infrastructure because
the Prime Infrastructure built-in TFTP or FTP server and the third-party TFTP or FTP server require the
same communication port.

\}

Note All certificates downloaded to the controller must be in PEM format.

Download CA Certificates (GUI)

Procedure
Step 1 Copy the CA certificate to the default directory on your server.
Step 2 Choose Commands > Download File to open the Download File to Controller page.
Step 3 From the File Type drop-down list, choose VVendor CA Certificate.
Step 4 From the Transfer Mode drop-down list, choose from the following options:
* TFTP
*FTP

* SFTP (available in 7.4 and later releases)

Step 5 In the IP Address text box, enter the IP address of the server.
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Step 6

Step 7
Step 8
Step 9

Step 10

Step 11
Step 12
Step 13

Downloading CA Certificates (CLI) .

If you are using a TFTP server, the default values of 10 retries and 6 seconds for the Maximum Retries and
Timeout text boxes should work correctly without any adjustment. However, you can change these values.

Enter the maximum number of times that the TFTP server attempts to download the certificate in the Maximum
Retries text box and the amount of time (in seconds) that the TFTP server attempts to download the certificate
in the Timeout text box.

In the File Path text box, enter the directory path of the certificate.

In the File Name text box, enter the name of the certificate.

If you are using an FTP server, follow these steps:

a) Inthe Server Login Username text box, enter the username to log on to the FTP server.

b) In the Server Login Password text box, enter the password to log on to the FTP server.

c) Inthe Server Port Number text box, enter the port number on the FTP server through which the download
occurs. The default value is 21.

Click Download to download the CA certificate to the controller. A message appears indicating the status of

the download.

After the download is complete, choose Commands > Reboot > Reboot.

If prompted to save your changes, click Save and Reboot.

Click OK to confirm your decision to reboot the controller.

Downloading CA Certificates (CLI)

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Procedure

Log on to the controller CLI.

Specify the transfer mode used to download the config file by entering this command:

transfer download mode {tftp | ftp | sftp}

Specify the type of the file to be downloaded by entering this command:
transfer download datatype eapdevcert

Specify the IP address of the TFTP or FTP server by entering this command:

transfer download serverip server-ip-address

Specify the directory path of the config file by entering this command:

transfer download path server-path-to-file

Specify the name of the config file to be downloaded by entering this command:

transfer download filename filename

(Optional) If you are using a TFTP server, enter these commands:

» transfer download tftpMaxRetries retries

« transfer download tftpPktTimeout timeout
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Step 8

Step 9

Step 10

Note The default values of 10 retries and a 6-second timeout should work correctly without any
adjustment. However, you can change these values. To do so, enter the maximum number
of times that the TFTP server attempts to download the software for the retries parameter
and the amount of time (in seconds) that the TFTP server attempts to download the software
for the timeout parameter.

If you are using an FTP server, enter these commands (skip this step if you are not using FTP server):
» transfer download username username
« transfer download password password
» transfer download port port
Note The default value for the port parameter is 21.

View the updated settings by entering the transfer download start command. Answer y when prompted to
confirm the current settings and start the download process.

Reboot the controller by entering the reset system command.

Uploading CA Certificates

Uploading CA Certificates (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

Procedure

Choose Commands > Upload File to open the Upload File from Controller page.
From the File Type drop-down list, choose IPSec CA Certificate.
From the Transfer Mode drop-down list, choose from the following options:

* TFTP

«FTP
- SFTP

In the IP Address field, enter the IP address of the server.

In the File Path field, enter the directory path of the certificate.

In the File Name field, enter the name of the certificate.

(Optional) If you are using an FTP server, follow these steps (skip this step if you are not using FTP server):

a) In the Server Login Username field, enter the username to log on to the FTP server.
b) In the Server Login Password field, enter the password to log on to the FTP server.

¢) Inthe Server Port Number field, enter the port number on the FTP server through which the download
occurs. The default value is 21. For SFTP, the default value is 22.

Click Upload to upload the CA certificate from the controller. A message appears indicating the status of the
upload.
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Step 9

Uploading CA Certificates (CLI) .

If prompted to save your changes, click Save.

Uploading CA Certificates (CLI)

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Procedure

Log on to the controller CLI.
Specify the type of the file to be uploaded by entering this command:
transfer upload datatype ipseccacert

Specify the transfer mode used to upload the file by entering this command:

transfer upload mode {tftp | ftp | sftp}

Specify the IP address of the TETP or FTP server by entering this command:

transfer upload serverip server-ip-address

Specify the directory path of the file by entering this command:

transfer upload path server-path-to-file

Specify the name of the file to be uploaded by entering this command:

transfer upload filename filename

(Optional) If you are using an FTP server, enter these commands (skip this step if you are not using FTP
server):

» transfer upload username username
» transfer upload password password
« transfer upload port port

Note The default value for the port parameter is 21. For SFTP, the default value is 22.

View the updated settings by entering the transfer upload start command. Answer y when prompted to
confirm the current settings and start the upload process.

Reboot the controller by entering the reset system command.

Generating a Certificate Signing Request

This section describes how to generate a Certificate Signing Request (CSR) to get a third-party certificate and
how to download a chained certificate to the controller. You can generate a CSR using either of the following
methods:

* Using OpenSSL
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Generating a

Step 1
Step 2

* Using the controller itself

Related Documentation

Generate CSR for Third-Party Certificates and Download Chained Certificates to the WLC:
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/
109597-csr-chained-certificates-wlc-00.html

Certificate Signing Request using OpenSSL

Procedure

Install and open the OpenSSL application.
Enter the command:

OpenSSL> req -new -newkey rsa:1024 -nodes -keyout mykey.pem -out myreq.pem

Generating the CSR by the controller itself will use a 2048-bit key size and the maximum ECDSA key size
is 256 bits.

Note You must provide the correct Common Name. Ensure that the host name that is used to create
the certificate (Common Name) matches the Domain Name System (DNS) host name entry for
the virtual interface IP on the controller. This name should exist in the DNS as well. Also, after
you make the change to the VIP interface, you must reboot the system in order for this change
to take effect.

After you issue the command, you are prompted to enter information such as country name, state, city, and
SO on.

Information similar to the following appears:

OpenSSL> req -new -newkey rsa:1024 -nodes -keyout mykey.pem -out myreq.pem
Loading 'screen' into random state - done

Generating a 1024 bit RSA private key
................................................................ +4+++++

writing new private key to 'mykey.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ABC
Organizational Unit Name (eg, section) []:CDE

Common Name (eg, YOUR name) []:XYZ.ABC

Email Address []:Test@abc.com

Please enter the following 'extra' attributes
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Step 3

Step 4

Step 5
Step 6

Step 7

Generating a Certificate Signing Request using OpenSSL .

to be sent with your certificate request
A challenge password []:Testl23

An optional company name []:

OpenSSL>

After you provide all the required details two files are generated:

* A new private key that includes the name mykey.pem

* A CSR that includes the name myreg.pem

Copy and paste the Certificate Signing Request (CSR) information into any CA enrollment tool. After you
submit the CSR to a third party CA, the third party CA digitally signs the certificate and sends back the signed
certificate chain through e-mail. In case of chained certificates, you receive the entire chain of certificates
from the CA. If you only have one intermediate certificate similar to the example above, you will receive the
following three certificates from the CA:

* Root certificate.pem
* Intermediate certificate.pem

* Device certificate.pem

Note Ensure that the certificate is Apache-compatible with SHA1 encryption.

Once you have all the three certificates, copy and paste into another file the contents of each .pem file in this
order:

Save the file as All-certs.pem.

Combine the All-certs.pem certificate with the private key that you generated along with the CSR (the private
key of the device certificate, which is mykey.pem in this example), and save the file as final.pem.

Create the All-certs.pem and final.pem files by entering these commands:

openssl> pkcsl2 -export -in All-certs.pem -inkey mykey.pem
-out All-certs.pl2 -clcerts -passin pass:checkl23
-passout pass:checkl23

openssl> pkecsl2 -in All-certs.pl2 -out final.pem
-passin pass:checkl23 -passout pass:checkl23

final.pem is the file that we need to download to the controller.
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Note You must enter a password for the parameters -passin and -passout. The password that is
configured for the -passout parameter must match the certpassword parameter that is configured
on the controller. In the above example, the password that is configured for both the -passin and
-passout parameters is check123.

What to do next

Download the final.pem file to the controller either using CLI or GUI.

Generating a Certificate Signing Request using Cisco Wireless Controller
(GUI)

In Release 8.3 or a later release, the more secure option is to use the controller itself to generate the CSR.

If you generate the CSR and do not install the resulting certificate, the controller will be inaccessible over
HTTPS upon the next reboot because the controller looks for the newly generated CSR key after the reboot.

Procedure

Step 1 Choose Security > Certificate > CSR.
Step 2 On the CSR page, specify the following details:

* Certificate Type
* Country Code

* State

* City

* Organization

* Department

* Common Name
* E-mail

* Key Type

Step 3 Click Generate.

What to do next

Download the CSR certificate file that is generated by navigating to Commands > Upload File.

Generating a Certificate Signing Request using Cisco Wireless Controller (CLI)

In Release 8.3 or a later release, the more secure option is to use the controller itself to generate the CSR.

. Cisco Wireless Controller Configuration Guide, Release 8.1



| Management of Controllers

Downloading Third-Party Certificate .

If you generate the CSR and do not install the resulting certificate, the controller will be inaccessible over
HTTPS upon the next reboot because the controller looks for the newly generated CSR key after the reboot.

Procedure
* Generate a CSR by entering this command:

config certificate generate csr-webauth {csr-webauth | csr-webadmin} country state city organization
department common-name e-mail

The CSR is printed on the terminal after you enter the command.

What to do next

You must copy and paste the CSR printed on the terminal to a file on your computer. You must hand over
the CSR to your third-party signing authority or your enterprise public key infrastructure (PKI).

The generated key stays in the controller until the next CSR is generated (the previously generated CSR is
overwritten). If you have to change the controller hardware later on (RMA), it is not possible to reinstall the
same certificate; instead, you must generate the certificate newly on the new controller.

Downloading Third-Party Certificate

Downloading Third-Party Certificate (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Procedure

Copy the device certificate final.pem to the default directory on your TFTP server.
Choose Security > Web Auth > Certificate to open the Web Authentication Certificate page.

Check the Download SSL Certificate check box to view the Download SSL Certificate From Server
parameters.

In the Server IP Address text box, enter the IP address of the TFTP server.

In the File Path text box, enter the directory path of the certificate.

In the File Name text box, enter the name of the certificate.

In the Certificate Password text box, enter the password to protect the certificate.

Click Apply.

After the download is complete, choose Commands > Reboot and click Save and Reboot.

Click OK in order to confirm your decision to reboot the controller.
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. Downloading Third-Party Certificate (CLI)

Downloading Third-Party Certificate (CLI)

Step 1

Step 2

Step 3

Step 4

Procedure

Move the final.pemfile to the default directory on your TFTP server. Change the download settings by entering
the following commands:

Cisco Controller
Cisco Controller

transfer download mode tftp

transfer download datatype webauthcert

transfer download serverip <TFTP server IP address>

transfer download path <absolute TFTP server path to the update file>
transfer download filename final.pem

Cisco Controller
Cisco Controller

vV V. V V V

( )
( )
(Cisco Controller)
( )
( )

Enter the password for the .pem file so that the operating system can decrypt the SSL key and certificate.
(Cisco Controller) > transfer download certpassword password

Note Ensure that the value for certpassword is the same as the -passout parameter when you generate
a CSR.

Start the certificate and key download by entering the this command:
transfer download start

Example:

(Cisco Controller) > transfer download start

e T TETP

| o T 7 o Site Cert
TETP Server IP. ...ttt ittt it eeeeeeeeneeenennns 10.77.244.196
TETP Packet TimeoUt...... vt innennns 6

TETP Max Retries.....c..iiiiiiiiiiiniiniininennns 10

B N o /

TETP Filename. ..ot tieneeeeeenneeesennneesennns final.pem

This may take some time.
Are you sure you want to start? (y/N) y

TFTP EAP Dev cert transfer starting.
Certificate installed.

Reboot the switch to use new certificate.

Reboot the controller.
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AAA Administration

* Setting up RADIUS for Management Users, on page 135
* Setting up TACACSH+, on page 174
» Maximum Local Database Entries, on page 180

Setting up RADIUS for Management Users

Remote Authentication Dial-In User Service (RADIUS) is a client/server protocol that provides centralized
security for users attempting to gain management access to a network. It serves as a backend database similar
to local and TACACS+ and provides authentication and accounting services:

« Authentication: The process of verifying users when they attempt to log into the controller.

Users must enter a valid username and password in order for the controller to authenticate users to the
RADIUS server. If multiple databases are configured, you can specify the sequence in which the backend
database must be tried.

N

Note Clients using Microsoft Windows 10 with default (zero-touch config) supplicant
fail to connect to controller when there is no CA certificate to validate the server
certificate. This is because the supplicant does not pop up a window to accept
the server certificate and silently rejects the 802.1X authentication. Therefore,
we recommend that you do either of the following:

* Manually install a third-party CA certificate on the AAA server, which the
clients using Microsoft Windows 10 can trust.

* Use any other supplicant, such as Cisco AnyConnect, which pops up a
window to trust or not trust the server certificate. If you accept the trust
certificate, then the client is authenticated.

« Accounting: The process of recording user actions and changes.

Whenever a user successfully executes an action, the RADIUS accounting server logs the changed
attributes, the user ID of the person who made the change, the remote host where the user is logged in,
the date and time when the command was executed, the authorization level of the user, and a description
of the action performed and the values provided. If the RADIUS accounting server becomes unreachable,
users are able to continue their sessions uninterrupted.
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RADIUS uses User Datagram Protocol (UDP) for its transport. It maintains a database and listens on UDP
port 1812 for incoming authentication requests and UDP port 1813 for incoming accounting requests. The
controller, which requires access control, acts as the client and requests AAA services from the server. The
traffic between the controller and the server is encrypted by an algorithm defined in the protocol and a shared
secret key configured on both devices.

You can configure multiple RADIUS accounting and authentication servers. For example, you may want to

have one central RADIUS authentication server but several RADIUS accounting servers in different regions.
If you configure multiple servers of the same type and the first one fails or becomes unreachable, the controller
automatically tries the second one, then the third one if necessary, and so on.

When a management user is authenticated using a RADIUS server, only the PAP protocol is used. For web
authentication users, PAP, MSCHAPv2 and MD5 security mechanisms are supported.

RADIUS Server Support

* You can configure up to 17 RADIUS authentication and accounting servers.

* If multiple RADIUS servers are configured for redundancy, the user database must be identical in all the
servers for the backup to work properly.

* One Time Passwords (OTPs) are supported on the controller using RADIUS. In this configuration, the
controller acts as a transparent passthrough device. The controller forwards all client requests to the
RADIUS server without inspecting the client behavior. When using OTP, the client must establish a
single connection to the controller to function properly. The controller currently does not have any
intelligence or checks to correct a client that is trying to establish multiple connections.

* To create a read-only controller user on the RADIUS sever, you must set the service type to NAS prompt
instead of Callback NAS prompt. If you set the service type to Callback NAS Prompt, the user
authentication fails while setting it to NAS prompt gives the user read-only access to the controller.

Also, the Callback Administrative service type gives the user the lobby ambassador privileges to the
controller.

* [f RADIUS servers are mapped per WLAN, then controller do not use RADIUS server from the global
list on that WLAN.

* To configure the RADIUS server:

* Using Access Control Server (ACS): See the latest Cisco Secure Access Control System guide at
https://www.cisco.com/c/en/us/support/security/secure-access-control-system/
products-user-guide-list.html.

* Using Identity Services Engine (ISE): See the Configuring External RADIUS Servers section in
the Cisco Identity Services Engine Administrator Guide at https://www.cisco.com/c/en/us/support/
security/identity-services-engine/products-installation-and-configuration-guides-list.html.

Primary and Fallback RADIUS Servers

The primary RADIUS server (the server with the lowest server index) is assumed to be the most preferable
server for the controller. If the primary server becomes unresponsive, the controller switches to the next active
backup server (the server with the next lowest server index). The controller continues to use this backup server,
unless you configure the controller to fall back to the primary RADIUS server when it recovers and becomes
responsive or to a more preferable server from the available backup servers.
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Restrictions on Configuring RADIUS .

\)

Note Functionality change introduced in Release 8.5.140.0:

When RADIUS aggressive failover for controller is disabled: Packet is retried for six times unless there is a
termination from clients. The RADIUS server (both AUTH and ACCT) is marked unreachable after three
timeout events (18 consecutive retries) from multiple clients (previously, from exactly three clients).

When RADIUS aggressive failover for controller is enabled: Packet is retried for six times unless there is a
termination from clients. The RADIUS server (both AUTH and ACCT) is marked unreachable after one
timeout event (6 consecutive retries) from multiple clients (previously, from exactly one client).

It means 18 consecutive retries per RADIUS server (both AUTH and ACCT) can be from multiple clients.
Therefore, it is not always guaranteed that each packet will be retried for six times.

RADIUS DNS

You can use a fully qualified domain name (FQDN) that enables you to change the IP address when needed,
for example, for load balancing updates. A submenu, DNS, is added to the Security > AAA > RADIUS menu,
which you can use to get RADIUS IP information from a DNS. The DNS query is disabled by default.

This section contains the following subsections:

Restrictions on Configuring RADIUS

* You can configure the session timeout value for RADIUS server up to 65535 seconds. The controller
does not support configuring session timeout value for RADIUS server higher than 65535 seconds.

* The session timeout value configured on RADIUS server if set beyond 24 days, then the RADIUS session
timeout value does not override the session timeout value configured locally over a WLAN.

* If you want to migrate your configuration from a Cisco 5508 WLC to a Cisco 5520 WLC, the RADIUS
or TACACS+ configuration present in Cisco 5508 WLC does not work in Cisco 5520 WLC. We
recommend that you configure the RADIUS or TACACS+ configuration again after migration.

* A network address translation (NAT) scenario when IPSec is enabled on traffic between the controller
and RADIUS server is not supported.

Configuring RADIUS Authentication (GUI)

Procedure

Step 1 Choose Security > AAA > RADIUS > Authentication.
This page lists any RADIUS servers that have already been configured.

» If you want to delete an existing server, hover your cursor over the blue drop-down arrow for that server
and choose Remove.

« [f you want to make sure that the controller can reach a particular server, hover your cursor over the blue
drop-down arrow for that server and choose Ping.
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. Configuring RADIUS Authentication (GUI)

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

From the Auth Called Station ID Type drop-down list, choose the option that is sent to the RADIUS server
in the Access-Request message for network users. The following options are available:

* [P Address

* System MAC Address

* AP MAC Address

* AP MAC Address:SSID

* AP Name:SSID

* AP Name

» AP Group

* Flex Group

» AP Location

* VLAN ID

* AP Ethernet MAC Address
* AP Ethernet MAC Address:SSID

From the MAC Delimiter drop-down list, choose the option that is sent to the RADIUS server in the
Access-Request message for network users. The following options are available:

* Colon

* Hyphen

* Single-hyphen
* None

Click Apply. Perform one of the following:

* To edit an existing RADIUS server, click the server index number for that server. The RADIUS
Authentication Servers > Edit page appears.

* To add a RADIUS server, click New. The RADIUS Authentication Servers > New page appears.

If you are adding a new server, choose a number from the Server Index (Priority) drop-down list to specify
the priority order of this server in relation to any other configured RADIUS servers providing the same service.

If you are adding a new server, enter the IP address of the RADIUS server in the Server IP Address text box.
Note Auto IPv6 is not supported on RADIUS server. The RADIUS server must not be configured with
Auto IPv6 address. Use fixed IPv6 address instead.

From the Shared Secret Format drop-down list, choose ASCII or Hex to specify the format of the shared
secret key to be used between the controller and the RADIUS server. The default value is ASCII.

In the Shared Secret and Confirm Shared Secret text boxes, enter the shared secret key to be used for
authentication between the controller and the server.

Note The shared secret key must be the same on both the server and the controller.

If you are configuring a new RADIUS authentication server and want to enable AES key wrap, which makes
the shared secret between the controller and the RADIUS server more secure, follow these steps:

Note AES key wrap is designed for Federal Information Processing Standards (FIPS) customers and
requires a key-wrap compliant RADIUS authentication server.

a) Check the Key Wrap check box.
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Step 10
Step 11

Step 12

Step 13

Step 14

Step 15

Step 16
Step 17

Step 18

Step 19

Configuring RADIUS Authentication (GUI) .

b) From the Key Wrap Format drop-down list, choose ASCII or HEX to specify the format of the AES
key wrap keys: Key Encryption Key (KEK) and Message Authentication Code Key (MACK).

¢) Inthe Key Encryption Key (KEK) text box, enter the 16-byte KEK.

d) In the Message Authentication Code Key (MACK) text box, enter the 20-byte KEK.

If you are adding a new server, enter the RADIUS server’s UDP port number for the interface protocols in
the Port Number text box. The valid range is 1 to 65535, and the default value is 1812 for authentication.

From the Server Status text box, choose Enabled to enable this RADIUS server or choose Disabled to
disable it. The default value is enabled.

If you are configuring a new RADIUS authentication server, from the Support for RFC 3576 drop-down
list, choose Enabled to enable change of authorization, which is an extension to the RADIUS protocol that
allows dynamic changes to a user session, or choose Disabled to disable this feature. By default, this is set
to Disabled state. Support for RFC 3576 includes support for disconnecting users and changing authorizations
applicable to a user session and supports disconnect and change of authorization (CoA) messages. Disconnect
messages cause a user session to be terminated immediately where CoA messages modify session authorization
attributes such as data filters.

In the Server Timeout box, enter the number of seconds between retransmissions. The valid range is 2 to 30
seconds, and the default value is 2 seconds.

Check the Key Wrap check box.

Note We recommend that you increase the timeout value if you experience repeated reauthentication
attempts or the controller falls back to the backup server when the primary server is active and
reachable.

Check the Network User check box to enable network user authentication, or uncheck it to disable this feature.
The default value is unchecked. If you enable this feature, this entry is considered the RADIUS authentication
server for network users. If you did not configure a RADIUS server entry on the WLAN, you must enable
this option for network users.

If you are configuring a RADIUS authentication server, check the Management check box to enable
management authentication, or uncheck the check box to disable this feature. The default value is checked.
If you enable this feature, this entry is considered the RADIUS authentication server for management users,
and authentication requests go to the RADIUS server.

Enter the Management Retransmit Timeout value, which denotes the network login retransmission timeout
for the server.

If you want to use a tunnel gateway as AAA proxy, check the Tunnel Proxy check box. The gateway can
function as a proxy RADIUS server as well as a tunnel gateway.

Check the IPSec check box to enable the IP security mechanism, or uncheck the check box to disable this
feature. The default value is unchecked.

Note IPSec is not supported for IPv6. Use this only if you have used IPv4 for Server IP Address.

If you enabled IPsec, follow these steps to configure additional IPsec parameters:

a) From the IPSec drop-down list, choose one of the following options as the authentication protocol to be
used for IP security: HMAC MD5 or HMAC SHAL. The default value is HMAC SHAL.

A message authentication code (MAC) is used between two parties that share a secret key to validate
information transmitted between them. HMAC (Hash MAC) is based on cryptographic hash functions.
It can be used in combination with any iterated cryptographic hash function. HMAC MDS5 and HMAC
SHAT are two constructs of the HMAC using the MDS5 hash function and the SHA1 hash function. HMAC
also uses a secret key for calculation and verification of the message authentication values.
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. Configuring RADIUS Accounting Servers (GUI)

Step 20
Step 21
Step 22

b)

¢)

d)

e)

From the IPSec Encryption drop-down list, choose one of the following options to specify the IP security
encryption mechanism:

* DES—Data Encryption Standard that is a method of data encryption using a private (secret) key.
DES applies a 56-bit key to each 64-bit block of data.

* 3DES—Data Encryption Standard that applies three keys in succession. This is the default value.

* AES CBC—Advanced Encryption Standard that uses keys with a length of 128, 192, or 256 bits to
encrypt data blocks with a length of 128, 192, or 256 bits. AES 128 CBC uses a 128-bit data path in
Cipher Block Chaining (CBC) mode.

* 256-AES—Advanced Encryption Standard that uses keys with a length of 256 bits.

From the IKE Phase 1 drop-down list, choose one of the following options to specify the Internet Key
Exchange (IKE) protocol: Aggressive or Main. The default value is Aggressive.

IKE Phase 1 is used to negotiate how IKE should be protected. Aggressive mode passes more information
in fewer packets with the benefit of slightly faster connection establishment at the cost of transmitting the
identities of the security gateways in the clear.

In the Lifetime text box, enter a value (in seconds) to specify the timeout interval for the session. The
valid range is 1800 to 57600 seconds, and the default value is 1800 seconds.

From the IKE Diffie Hellman Group drop-down list, choose one of the following options to specify the
IKE Diffie Hellman group: Group 1 (768 bits), Group 2 (1024 bits), or Group 5 (1536 bits). The default
value is Group 1 (768 bits).

Diffie-Hellman techniques are used by two devices to generate a symmetric key through which they can
publicly exchange values and generate the same symmetric key. Although all three groups provide security
from conventional attacks, Group 5 is considered more secure because of its larger key size. However,
computations involving Group 1 and Group 2 based keys might occur slightly faster because of their
smaller prime number size.

Note If the shared secret for IPSec is not configured, the default radius shared secret is used. If the

authentication method is PSK, WLANCC should be enabled to use the IPSec shared secret, default
value is used otherwise. You can view the status for the WLANCC and UCAPL prerequisite
modes in Controller > Inventory.

Click Apply.
Click Save Configuration.

Repeat the previous steps if you want to configure any additional services on the same server or any additional
RADIUS servers.

Configuring RADIUS Accounting Servers (GUI)

Step 1

Procedure

Choose Security > AAA > RADIUS > Accounting.

This page lists any RADIUS servers that have already been configured.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Configuring RADIUS Accounting Servers (GUI) .

« [f you want to delete an existing server, hover your cursor over the blue drop-down arrow for that server
and choose Remove.

* I[f you want to make sure that the controller can reach a particular server, hover your cursor over the blue
drop-down arrow for that server and choose Ping.

From the Acct Called Station ID Type drop-down list, choose the option that is sent to the RADIUS server
in the Access-Request message. The following options are available:

* [P Address

*» System MAC Address

* AP MAC Address

* AP MAC Address:SSID

* AP Name:SSID

* AP Name

* AP Group

* Flex Group

* AP Location

* VLANID

* AP Ethernet MAC Address
* AP Ethernet MAC Address:SSID

From the MAC Delimiter drop-down list, choose the option that is sent to the RADIUS server in the
Access-Request message. The following options are available:

* Colon

* Hyphen

* Single-hyphen
* None

Click Apply. Perform one of the following:

* To edit an existing RADIUS server, click the server index number for that server. The RADIUS
Accounting Servers > Edit page is displayed.

* To add a RADIUS server, click New. The RADIUS Accounting Servers > New page is displayed.

If you are adding a new server, choose a number from the Server Index (Priority) drop-down list to specify
the priority order of this server in relation to any other configured RADIUS servers providing the same service.

If you are adding a new server, enter the IP address of the RADIUS server in the Server IP Address text box.

Note Auto IPv6 is not supported on RADIUS server. The RADIUS server must not be configured with
Auto IPv6 address. Use fixed IPv6 address instead.

From the Shared Secret Format drop-down list, choose ASCII or Hex to specify the format of the shared
secret key to be used between the controller and the RADIUS server. The default value is ASCII.

In the Shared Secret and Confirm Shared Secret text boxes, enter the shared secret key to be used for
accounting between the controller and the server.

Note The shared secret key must be the same on both the server and the controller.

If you are adding a new server, enter the RADIUS server’s UDP port number for the interface protocols in
the Port Number text box. The valid range is 1 to 65535, and the default value is 1813 for accounting.
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

From the Server Status text box, choose Enabled to enable this RADIUS server or choose Disabled to
disable it. The default value is enabled.

In the Server Timeout text box, enter the number of seconds between retransmissions. The valid range is 2
to 30 seconds, and the default value is 2 seconds.

Check the Network User check box to enable network user accounting, or uncheck it to disable this feature.
The default value is unchecked. If you enable this feature, this entry is considered the RADIUS accounting
server for network users. If you did not configure a RADIUS server entry on the WLAN, you must enable
this option for network users.

Check the Management check box to enable management accounting, or uncheck the check box to disable
this feature. The default value is checked. If you enable this feature, this entry is considered the RADIUS
accounting server for management users, and accounting requests go to the RADIUS server.

If you want to use a tunnel gateway as AAA proxy, check the Tunnel Proxy check box. The gateway can
function as a proxy RADIUS server as well as a tunnel gateway.

Check the IPSec check box to enable the IP security mechanism, or uncheck the check box to disable this
feature. The default value is unchecked.

Note IPSec is not supported for IPv6. Use this only if you have used IPv4 for Server IP Address.

If you enabled IPsec, choose the IPSec Profile Name from the drop-down list.

a) From the IPSec drop-down list, choose one of the following options as the accounting protocol to be used
for IP security: HMAC MD5 or HMAC SHAL. The default value is HMAC SHAL.

A message authentication code (MAC) is used between two parties that share a secret key to validate
information transmitted between them. HMAC (Hash MAC) is based on cryptographic hash functions.
It can be used in combination with any iterated cryptographic hash function. HMAC MD5 and HMAC
SHA1 are two constructs of the HMAC using the MDS5 hash function and the SHA 1 hash function. HMAC
also uses a secret key for calculation and verification of the message authentication values.

b) From the IPSec Encryption drop-down list, choose one of the following options to specify the IP security
encryption mechanism:

* DES—Data Encryption Standard that is a method of data encryption using a private (secret) key.
DES applies a 56-bit key to each 64-bit block of data.

* 3BDES—Data Encryption Standard that applies three keys in succession. This is the default value.

* AES CBC—Advanced Encryption Standard that uses keys with a length of 128, 192, or 256 bits to
encrypt data blocks with a length of 128, 192, or 256 bits. AES 128 CBC uses a 128-bit data path in
Cipher Block Chaining (CBC) mode.

» 256-AES—Advanced Encryption Standard that uses keys with a length of 256 bits.

c¢) From the IKE Phase 1 drop-down list, choose one of the following options to specify the Internet Key
Exchange (IKE) protocol: Aggressive or Main. The default value is Aggressive.

IKE Phase 1 is used to negotiate how IKE should be protected. Aggressive mode passes more information
in fewer packets with the benefit of slightly faster connection establishment at the cost of transmitting the
identities of the security gateways in the clear.

d) In the Lifetime text box, enter a value (in seconds) to specify the timeout interval for the session. The
valid range is 1800 to 57600 seconds, and the default value is 1800 seconds.

e) From the IKE Diffie Hellman Group drop-down list, choose one of the following options to specify the
IKE Diffie Hellman group: Group 1 (768 bits), Group 2 (1024 bits), or Group 5 (1536 bits). The default
value is Group 1 (768 bits).
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Diffie-Hellman techniques are used by two devices to generate a symmetric key through which they can
publicly exchange values and generate the same symmetric key. Although all three groups provide security
from conventional attacks, Group 5 is considered more secure because of its larger key size. However,
computations involving Group 1 and Group 2 based keys might occur slightly faster because of their
smaller prime number size.

Note If the shared secret for IPSec is not configured, the default RADIUS shared secret is used.

Step 17 Click Apply.
Step 18 Click Save Configuration.

Step 19 Repeat the previous steps if you want to configure any additional services on the same server or any additional
RADIUS servers.

Configuring RADIUS (CLI)

Procedure

* Specify whether the IP address, system MAC address, AP MAC address, AP Ethernet MAC address of
the originator will be sent to the RADIUS server in the Access-Request message by entering this command:

config radius callStationldType {ipaddr | macaddr | ap-macaddr-only | ap-macaddr-ssid |
ap-ethmac-only | ap-ethmac-ssid | ap-group-name | ap-label-address | ap-label-address-ssid |
ap-location | ap-name | ap-name-ssid | flex-group-name | vlan-id}

This command supports both IPv4 and IPv6 address formats.

N

Note The default is System MAC Address.

A

Caution Do not use Called Station ID Type for IPv6-only clients.

* Specify the delimiter to be used in the MAC addresses that are sent to the RADIUS authentication or
accounting server in Access-Request messages by entering this command:

config radius {auth | acct} mac-delimiter {colon | hyphen | single-hyphen | none}

where
« colon sets the delimiter to a colon (the format is XX:XX:XX:XX:XX:XX).
* hyphen sets the delimiter to a hyphen (the format is xx-xx-xx-xx-xx-xx). This is the default value.
* single-hyphen sets the delimiter to a single hyphen (the format is XXXXXX-XXXXXX).

* none disables delimiters (the format is XXXXXXXXXXXX).

* Configure a RADIUS authentication server by entering these commands:

« config radius auth add index server_ip_address port_number {ascii | hex} shared_secret—Adds
a RADIUS authentication server.
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This command supports both IPv4 and IPv6 address formats.

« config radius auth keywrap {enable | disable}—Enables AES key wrap, which makes the shared
secret between the controller and the RADIUS server more secure. AES key wrap is designed for
Federal Information Processing Standards (FIPS) customers and requires a key-wrap compliant
RADIUS authentication server.

« config radius auth keywrap add {ascii | hex} kek mack index—Configures the AES key wrap
attributes

where

* kek specifies the 16-byte Key Encryption Key (KEK).
« mack specifies the 20-byte Message Authentication Code Key (MACK).

« index specifies the index of the RADIUS authentication server on which to configure the AES
key wrap.

« config radius auth rfc3576 {enable | disable} index—Enables or disables RFC 3576, which is an
extension to the RADIUS protocol that allows dynamic changes to a user session. RFC 3576 includes
support for disconnecting users and changing authorizations applicable to a user session and supports
disconnect and change-of-authorization (CoA) messages. Disconnect messages cause a user session
to be terminated immediately where CoA messages modify session authorization attributes such as
data filters.

« config radius auth retransmit-timeout index timeout—Configures the retransmission timeout
value for a RADIUS authentication server.

« config radius auth mgmt-retransmit-timeout index timeout—Configures the default management
login retransmission timeout for a RADIUS authentication server.

« config radius auth network index {enable | disable}—Enables or disables network user
authentication. If you enable this feature, this entry is considered the RADIUS authentication server
for network users. If you did not configure a RADIUS server entry on the WLAN, you must enable
this option for network users.

« config radius auth management index {enable | disable}—Enables or disables management
authentication. If you enable this feature, this entry is considered the RADIUS authentication server
for management users, and authentication requests go to the RADIUS server.

« config radius auth ipsec {enable | disable} index—Enables or disables the IP security mechanism.

« config radius auth ipsec authentication {hmac-md>5 | hmac-shal} index—Configures the
authentication protocol to be used for IP security.

« config radius auth ipsec encryption {256-aes | 3des|aes|des | none} index—Configures the
IP security encryption mechanism.

« config radius auth ipsec ike dh-group {group-1 | group-2 | group-5| 2048bit-group-14}
index—Configures the IKE Diffie-Hellman group.

« config radius auth ipsec ike lifetime interval index—Configures the timeout interval for the session.

« config radius auth ipsec ike phasel{aggressive | main} index—Configures the Internet Key
Exchange (IKE) protocol.
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« config radius auth ipsec ike auth-method {PSK | certificate} index—Configures the IKE
authentication methods. By default PSK is be used for IPSEC sessions.

« config radius auth ipsec ike auth-mode pre-shared-key index hex/asciisecret—Configures the
IPSEC pre-shared key.

« config radius auth ipsec ike auth-mode {pre-shared-key index hex-ascii-index shared-secret |
certificate index} —Configures the IKE authentication method. By default, preshared key is used
for IPSEC sessions.

» config radius auth {enable | disable} index—Enables or disables a RADIUS authentication server.

« config radius auth delete index—Deletes a previously added RADIUS authentication server.

* Configure a RADIUS accounting server by entering these commands:

« config radius acct add index server_ip_address port# {ascii | hex} shared_secret—Adds a RADIUS
accounting server.

This command supports both IPv4 and IPv6 address formats.

« config radius acct server-timeout index timeout—Configures the retransmission timeout value
for a RADIUS accounting server.

» config radius acct network index {enable | disable}—Enables or disables network user accounting.
If you enable this feature, this entry is considered the RADIUS accounting server for network users.
If you did not configure a RADIUS server entry on the WLAN, you must enable this option for
network users.

« config radius acct ipsec {enable | disable} index—Enables or disables the IP security mechanism.

» config radius acct ipsec authentication {hmac-md5 | hmac-shal} index—Configures the
authentication protocol to be used for IP security.

« config radius acct ipsec encryption {256-aes | 3des | aes | des | none} index—Configures
the IP security encryption mechanism.

« config radius acct ipsec ike dh-group {2048bit-group-14 | group-1|group-2 | group-5}
index—Configures the IKE Diffie Hellman group.

« config radius acct ipsec ike lifetime interval index—Configures the timeout interval for the session.

« config radius acct ipsec ike auth-mode {pre-shared-key index hex-ascii-index shared-secret |
certificate index} —Configures the IKE authentication method. By default, preshared key is used
for IPSEC sessions.

» config radius acct ipsec ike phasel{aggressive | main} index—Configures the Internet Key
Exchange (IKE) protocol.

« config radius acct {enable | disable} index—Enables or disables a RADIUS accounting server.
« config radius acct delete index—Deletes a previously added RADIUS accounting server.
« config radius acct region {group | none | provincial}—Configures the RADIUS region.

+ config radius acct realm {add | delete } radius-index realm-string—Configures the realm of the
RADIUS accounting server.

Cisco Wireless Controller Configuration Guide, Release 8.1 .



. Configuring RADIUS (CLI)

\}

Management of Controllers |

« config radius auth callStationldType {ap-ethmac-only | ap-ethmac-ssid}—Sets the Called
Station ID type to be AP’s radio MAC address or AP’s radio MAC address with SSID.

« config radius auth callStationldType ap-label-address—Sets the Called Station ID Type to the
AP MAC address that is printed on the AP label, for the authentication messages.

config radius auth callStationld Type ap-label-address-ssid—Sets the Called Station ID Type to
the <AP label MAC address>:<SSID> format, for the authentication messages.

« config radius auth callStationldType ap-group-name —Sets the Called Station ID type to use
the AP group name. If the AP is not part of any AP group, default-group is taken as the AP group
name.

» config radius auth callStationld Type ap-location—Sets the Called Station ID to the AP Location.

« config radius auth callStationldType {ap-macaddr-only | ap-macaddr-ssid}—Sets the Called
Station ID type to be AP’s radio MAC address or AP’s radio MAC address with SSID in the <AP
radio MAC address>:<SSID> format.

» config radius auth callStationldType {ap-name | ap-name-ssid}—Sets the Called Station ID
type to be AP name or AP name with SSID in the <AP name>:<SSID> format.

Note

When the Called Station ID type is set to AP name, the conversion of uppercase
letters to lowercase letters for the AP name is not considered. For example, while
creating an AP, if the AP name is provided with uppercase letters, then the AP
name for the call station ID type gets displayed with upper case letters only.

« config radius auth callStationldType flex-group-name—Sets the Called Station ID type to the
FlexConnect group name.

« config radius auth callStationldType {ipaddr | macaddr}—Sets the Called Station ID type to
use the IP address (only Layer 3) or system's MAC address.

« config radius auth callStationldType vlan-id—Sets the Called Station ID type to the system's
VLAN ID.

* Configure the RADIUS server fallback behavior by entering this command:

config radius fallback-test mode {off | passive | active}

where

« off disables RADIUS server fallback.

* passive causes the controller to revert to a server with a lower priority from the available backup
servers without using extraneous probe messages. The controller simply ignores all inactive servers
for a time period and retries later when a RADIUS message needs to be sent.

» active Causes the controller to revert to a server with a lower priority from the available backup
servers by using RADIUS probe messages to proactively determine whether a server that has been
marked inactive is back online. The controller ignores all inactive servers for all active RADIUS
requests. Once the primary server receives a response from the recovered ACS server, the active
fallback RADIUS server no longer sends probe messages to the server requesting the active probe
authentication. If probing is enabled, the RADIUS server will be probed at every probing time
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interval irrespective of the probe response having been received or not. For more information, see
CSCvc01761.

\)

Note RADIUS server is probed if you enable probing at every probing time interval irrespective of the probe
response. For more information, see CSCvc01761.

* [f you enabled Active mode in Step 5, enter these commands to configure additional fallback parameters:

« config radius fallback-test username username—Specifies the name to be sent in the inactive
server probes. You can enter up to 16 alphanumeric characters for the username parameter.

« config radius fallback-test interval interval—Specifies the probe interval value (in seconds).

\}

Note While configuring more than seven servers, you must increase the fallback-test
interval to 1000 for a default retransmit timeout of 5 seconds.

* Configure RADIUS DNS parameters by entering these commands:

« config radius dns global port-num {ascii | hex} secret—Adds global port number and secret
information for the RADIUS DNS.

« config radius dns query url timeout-in-days—Configures the FQDN of the RADIUS server and
timeout after which a refresh is performed to get the latest update from the DNS server.

« config radius dns serverip ip-addr—Configures the IP address of the DNS server.

« config radius dns {enable | disable}—Enables or disables the DNS query.

* Configure RADIUS extended source ports support by entering this command:
config radius ext-source-ports {enable | disable}

Enabling multiple source ports allows the number of outstanding RADIUS requests to be increased. With
single source port, the number of outstanding requests was limited to 255 for each authentication and
accounting request.

The number of RADIUS queues supported on various WLC platforms:
* Cisco 5508 WLC and Cisco WiSM2 support 8 RADIUS queues

* Cisco 5520, Flex 7510, and 8510, and 8540 WLCs support 16 RADIUS queues

* Save your changes by entering this command:
save config

* Configure the order of authentication when multiple databases are configured by entering this command:
config aaa auth mgmt AAA server_type AAA server_type
where AAA server_typeislocal, RADIUS, or TACACS+.

To see the current management authentication server order, enter the show aaa auth command.
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* See RADIUS statistics by entering these commands:

« show radius summary—Shows a summary of RADIUS servers and statistics with AP Ethernet
MAC configurations.

» show radius auth statistics—Shows the RADIUS authentication server statistics.
« show radius acct statistics—Shows the RADIUS accounting server statistics.

+ show radius rfc3576 statistics—Shows a summary of the RADIUS RFC-3576 server.

* See active security associations by entering these commands:

« show ike {brief | detailed} ip_or_mac_addr—Shows a brief or detailed summary of active IKE
security associations.

+ show ipsec {brief | detailed} ip_or_mac_addr—Shows a brief or detailed summary of active IPSec
security associations.

* Clear the statistics for one or more RADIUS servers by entering this command:

clear stats radius {auth | acct} {index|all}

» Make sure that the controller can reach the RADIUS server by entering this command:

ping server_ip_address

RADIUS Authentication Attributes Sent by the Controller

The following tables identify the RADIUS authentication attributes sent between the controller and the
RADIUS server in access-request and access-accept packets.

Table 3: Authentication Attributes Sent in Access-Request Packets

Attribute ID Description

1 User-Name

2 Password

3 CHAP-Password

4 NAS-IP-Address

5 NAS-Port

6 Service-Type

12 Framed-MTU

30 Called-Station-ID (MAC address)
31 Calling-Station-ID (MAC address)
32 NAS-Identifier

33 Proxy-State

60 CHAP-Challenge
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Attribute ID Description
61 NAS-Port-Type
79 EAP-Message

"' To specify read-only or read-write access to controllers through RADIUS authentication, you must set
the Service-Type attribute (6) on the RADIUS server to Callback NAS Prompt for read-only access
or to Administrative for read-write privileges.

Table 4: Authentication Attributes Honored in Access-Accept Packets (Cisco)

Attribute ID Description

1 Cisco-LEAP-Session-Key

Cisco-Keywrap-Msg-Auth-Code

Cisco-Keywrap-NonCE

Cisco-URL-Redirect

2
3
4 Cisco-Keywrap-Key
5
6

Cisco-URL-Redirect-ACL

\}

Note These Cisco-specific attributes are not supported: Auth-Algo-Type and SSID.

Table 5: Authentication Attributes Honored in Access-Accept Packets (Standard)

Attribute ID Description

6 Service-Type. To specify read-only or read-write access to controllers
through RADIUS authentication, you must set the Service-Type attribute
(6) on the RADIUS server to Callback NAS Prompt for read-only access
or to Administrative for read-write privileges.

8 Framed-IP-Address

25 Class

26 Vendor-Specific

27 Timeout

29 Termination-Action

40 Acct-Status-Type

64 Tunnel-Type

79 EAP-Message

81 Tunnel-Group-ID
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\)

Note Message authentication is not supported.

Table 6: Authentication Attributes Honored in Access-Accept Packets (Microsoft)

Attribute ID Description

11 MS-CHAP-Challenge

16 MS-MPPE-Send-Key

17 MS-MPPE-Receive-Key

25 MS-MSCHAP2-Response

26 MS-MSCHAP2-Success
Table 7: Authentication Attributes Honored in Access-Accept Packets (Airespace)

Attribute ID Description

1 VAP-ID

3 DSCP

4 8021P-Type

5 VLAN:-Interface-Name

6 ACL-Name

7 Data-Bandwidth-Average-Contract

8 Real-Time-Bandwidth-Average-Contract

9 Data-Bandwidth-Burst-Contract

10 Real-Time-Bandwidth-Burst-Contract

11 Guest-Role-Name

Note Guest-Role-Name is honored only on L3 security web
authentication with AAA over-ride enabled on the controller.

13 Data-Bandwidth-Average-Contract-US

14 Real-Time-Bandwidth-Average-Contract-US
15 Data-Bandwidth-Burst-Contract-US

16 Real-Time-Bandwidth-Burst-Contract-US

Authentication Attributes Honored in Access-Accept Packets (Airespace)

This section lists the RADIUS authentication Airespace attributes currently supported on the controller.
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VAP ID

This attribute indicates the WLAN ID of the WLAN to which the client should belong. When the WLAN-ID
attribute is present in the RADIUS Access Accept, the system applies the WLAN-ID (SSID) to the client
station after it authenticates. The WLAN ID is sent by the controller in all instances of authentication except
IPsec. In case of web authentication, if the controller receives a WLAN-ID attribute in the authentication
response from the AAA server, and it does not match the ID of the WLAN, authentication is rejected. The
802.1X/MAC filtering is also rejected. The rejection, based on the response from the AAA server, is because
of the SSID Cisco AVPair support. The fields are transmitted from left to right.

0 1 2 3
012345678901234567890123456789071

t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+

| Type | Length | Vendor-Id

R a at L e
Vendor-Id (cont.) | Vendor type | Vendor length

et e e e e e e e e e e e R e e

| WLAN ID (VALUE)
e e e e S e s i et S e et

+ — + — +

* Type — 26 for Vendor-Specific

* Length — 10

* Vendor-I1d — 14179

* Vendor type — 1

* Vendor length — 4

* Value — ID of the WLAN to which the client should belong.

QoS-Level

This attribute indicates the QoS level to be applied to the mobile client's traffic within the switching fabric,
as well as over the air. This example shows a summary of the QoS-Level Attribute format. The fields are
transmitted from left to right.

0 1 2 3
01234567890123456789012345%678901
B e e e
| Type | Length | Vendor-Id
B s o L L o e o
Vendor-Id (cont.) | Vendor type | Vendor length
B s o L L o e o
| QoS Level
B s o L L o e o

+ — + — +

* Type — 26 for Vendor-Specific
* Length — 10

* Vendor-1d — 14179

* Vendor type — 2

* Vendor length — 4

e Value — Three octets:
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* 3 — Bronze (Background)
* 0 — Silver (Best Effort)
* 1 — Gold (Video)

¢ 2 — Platinum (Voice)

Differentiated Services Code Point (DSCP)

DSCEP is a packet header code that can be used to provide differentiated services based on the QoS levels.
This attribute defines the DSCP value to be applied to a client. When present in a RADIUS Access Accept,
the DSCP value overrides the DSCP value specified in the WLAN profile. The fields are transmitted from
left to right.

0 1 2 3

0123456789012345678901234506789°01
tot—t—t—t -ttt -ttt -ttt -ttt -ttt —t—F—t—t—F—t—F—F—t—t—F—+—+
| Type | Length Vendor-Id
tot—t—t—t -ttt -ttt -ttt -ttt -ttt -ttt —F -ttt —F—+—

Vendor-Id (cont.) Vendor type | Vendor length

tot—t—t—t -ttt -ttt -ttt -ttt -ttt -ttt —F -ttt —F—+—
| DSCP (VALUE)

¥
I
¥
I

I
I
I
I
e st e L s st e e st S TE S e

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-1d — 14179

* Vendor type — 3

* Vendor length — 4

* Value — DSCP value to be applied for the client.

802.1p Tag Type

802.1p VLAN tag received from the client, defining the access priority. This tag maps to the QoS Level for
client-to-network packets. This attribute defines the 802.1p priority to be applied to the client. When present
ina RADIUS Access Accept, the 802.1p value overrides the default specified in the WLAN profile. The fields
are transmitted from left to right.

0 1 2 3
012345678901234567890123456789071

t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F -+ -+ -+ttt —t—+—+—+—+—+—-+-+

| Type | Length | Vendor-Id

t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F -+ -+ -+ttt —t—+—+—+—+—+—-+-+
Vendor-Id (cont.) | Vendor type | Vendor length |

t=t—t—t—t—t—t—t—t—t—t—F—t—t—F -ttt —F—F—t—F—F -t =t —F—F =t —F—F+—+—+
| 802.1p (VALUE) |

e et s e i et s e e e

. Cisco Wireless Controller Configuration Guide, Release 8.1



| Management of Controllers
Authentication Attributes Honored in Access-Accept Packets (Airespace) .

* Type — 26 for Vendor-Specific
* Length— 10

* Vendor-I1d — 14179

* Vendor type — 4

* Vendor length — 3

* Value — 802.1p priority to be applied to a client.

VLAN Interface Name

This attribute indicates the VLAN interface a client is to be associated to. A summary of the Interface-Name
Attribute format is shown below. The fields are transmitted from left to right.

0 1 2 3
01234567890123456789012345678901

B e e e

| Type | Length | Vendor-Id

B e e e
Vendor-Id (cont.) |  Vendor type | Vendor length |

B e e e

| Interface Name...
B e e e A e

* Type — 26 for Vendor-Specific
* Length —>7

* Vendor-1d — 14179

* Vendor type — 5

* Vendor length — >0

* Value — A string that includes the name of the interface the client is to be assigned to.

Y

Note This attribute only works when MAC filtering is enabled or if 802.1X or WPA
is used as the security policy.

ACL-Name

This attribute indicates the ACL name to be applied to the client. A summary of the ACL-Name Attribute
format is shown below. The fields are transmitted from left to right.

0 1 2 3
01234567890123456789012345678901

ottt -ttt -ttt —F—F—F—F -ttt -ttt -+ -+ -+

| Type | Length | Vendor-Id

ottt -ttt -ttt —F—F—F—F—F—F—F—F—F -ttt -ttt -+ -+ -+
Vendor-Id (cont.) | Vendor type | Vendor length |

ottt -ttt -ttt —F—F—F—F—F—F—F—F—F -ttt -ttt -+ -+ -+

| ACL Name...
-+ttt —F—F—F—F—F—F—F—F—+—+-
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* Type — 26 for Vendor-Specific
* Length —>7

* Vendor-I1d — 14179

* Vendor type — 6

* Vendor length — >0

* Value — A string that includes the name of the ACL to use for the client

AAA Override for IPv6 ACLs

In order to support centralized access control through a centralized AAA server such as the Cisco Identity
Services Engine (ISE) or ACS, the IPv6 ACL can be provisioned on a per-client basis using AAA Override
attributes. In order to use this feature, the IPv6 ACL must be configured on the controller and the WLAN
must be configured with the AAA Override feature enabled. The client will be de-authenticated if the ACL
is not preconfigured on the controller. The actual named AAA attribute for an IPv6 ACL is

Airespace-1 Pv6-ACL-Name, which is similar to the Airespace-ACL-Name attribute that is used for provisioning
an [Pv4-based ACL. The AAA attribute returned contents should be a string equal to the name of the IPv6
ACL as configured on the controller.

Data Bandwidth Average Contract

This attribute is a rate limiting value. It indicates the Data Bandwidth Average Contract that will be applied
for a client for non-realtime traffic such as TCP. This value is specific for downstream direction from wired
to wireless. When present in a RADIUS Access Accept, the Data Bandwidth Average Contract value overrides
the Average Data Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to
right.

0 1 2 3
01234567890123456789012345678901

B e e s B e

| Type | Length | Vendor-Id

B e e e e  aats B e
Vendor-Id (cont.) | Vendor type | Vendor length |

B e e s B e e

| Data Bandwidth Average Contract...

B St T T st Sl RIS
* Type — 26 for Vendor-Specific
* Length — 10
* Vendor-Id — 14179
* Vendor type — 7
* Vendor length — 4

* Value — A value in kbps

Real Time Bandwidth Average Contract

This attribute is a rate limiting value. It indicates the Data Bandwidth Average Contract that will be applied
to a client for realtime traffic such as UDP. This value is specific for downstream direction from wired to
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wireless. When present in a RADIUS Access Accept, the Real Time Bandwidth Average Contract value
overrides the Average Real-Time Rate value present in the WLAN or QoS Profile. The fields are transmitted
from left to right.

0 1 2 3
01234567890123456789012345678901
e L et s e e st e e e aant st T e e e

| Type | Length | Vendor-Id
t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+
Vendor-Id (cont.) | Vendor type | Vendor length |

Fot—t—t—t—t =ttt -ttt -ttt -ttt —F—t—F—F—t—F—F—F—F—t—F—F—+—+
| Real Time Bandwidth Average Contract...
Fot—t—t—t—t—t -ttt —F—t—t—+—

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-I1d — 14179

* Vendor type — 8

* Vendor length — 4

* Value — A value in kbps

Data Bandwidth Burst Contract

This attribute is a rate limiting value. It indicates the Data Bandwidth Burst Contract that will be applied to
a client for non-realtime traffic such as TCP. This value is specific to downstream direction from wired to
wireless. When present in a RADIUS Access Accept, the Data Bandwidth Burst Contract value overrides the
Burst Data Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to right.

0 1 2 3
01234567890123456789012345678901
s T e s e A ot St B e St S

| Type | Length | Vendor-Id
B e e e
Vendor-Id (cont.) | Vendor type | Vendor length |

B e e e e et S e et R O s
| Data Bandwidth Burst Contract...
B e Rt et R e

* Type — 26 for Vendor-Specific

* Length — 10

* Vendor-1d — 14179

* Vendor type — 9

* Vendor length — 4

* Value — A value in kbps

Real Time Bandwidth Burst Contract

This attribute is a rate limiting value. It indicates the Data Bandwidth Burst Contract that will be applied to
a client for realtime traffic such as UDP. This value is specific to downstream direction from wired to wireless.
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When present in a RADIUS Access Accept, the Real Time Bandwidth Burst Contract value overrides the
Burst Real-Time Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to right.

\)

Note If you try to implement Average Data Rate and Burst Data Rate as AAA override parameters to be pushed
from a AAA server, both Average Data Rate and Burst Data Rate have to be sent from ISE.

0 1 2 3
01234567890123456789012345678901

-ttt -ttt -ttt -ttt -ttt -ttt -ttt —F—F—+—F+—+—+—+

| Type | Length | Vendor-Id

-ttt -ttt -ttt -ttt -ttt —F—F -ttt -+ —F+—+—+—+
Vendor-Id (cont.) | Vendor type | Vendor length |

B R s St e e e AT e e S e e
| Real Time Bandwidth Burst Contract...
ottt —+—F—

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-1d — 14179

* Vendor type — 10

* Vendor length — 4

* Value — A value in kbps

Guest Role Name

This attribute provides the bandwidth contract values to be applied for an authenticating user. When present
in a RADIUS Access Accept, the bandwidth contract values defined for the Guest Role overrides the bandwidth
contract values (based on QOS value) specified for the WLAN. The fields are transmitted from left to right.

0 1 2 3
012345678901234567890123456789071
d—t—t—t—t—t—F—t—t—t—t—t—F—F—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+-+-+

| Type | Length | Vendor-Id

t—d—t—t—t—t—F—t—t—t—t—t—F—F—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+
Vendor-Id (cont.) | Vendor type | Vendor length |

e e e e e e e R R

| GuestRoleName ...

F—t—t—t -ttt —+—

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-1d — 14179

* Vendor type — 11

* Vendor length — Variable based on the Guest Role Name length

* Value — A string of alphanumeric characters
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Data Bandwidth Average Contract Upstream

This attribute is a rate limiting value. It indicates the Data Bandwidth Average Contract that will be applied
to a client for non-realtime traffic such as TCP. This value is specific to upstream direction from wireless to
wired. When present in a RADIUS Access Accept, the Data Bandwidth Average Contract value overrides the
Average Data Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to right.

0 1 2 3
01234567890123456789012345678901
e L et s e e st e e e aant st T e e e

| Type | Length | Vendor-Id
t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+
Vendor-Id (cont.) | Vendor type | Vendor length |

Fot—t—t—t—t—t -ttt -ttt -ttt —F—F—t—F—F—t—F—F—F—F—t—F—F—+—+
| Data Bandwidth Average Contract Upstream...
Fot—t—t—t—t—t -ttt —F—t—t—+—

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-Id — 14179

* Vendor type — 13

* Vendor length — 4

* Value — A value in kbps

Real Time Bandwidth Average Contract Upstream

This attribute is a rate limiting value. It indicates the Data Bandwidth Average Contract that will be applied
to a client for realtime traffic such as UDP. This value is specific to upstream direction from wireless to wired.
When present in a RADIUS Access Accept, the Real Time Bandwidth Average Contract value overrides the
Average Real-Time Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to
right.

0 1 2 3
01234567890123456789012345678901

B e e e

| Type | Length | Vendor-Id

B e e e
Vendor-Id (cont.) | Vendor type | Vendor length |

B e e e e et S e et R O s
| Real Time Bandwidth Average Contract Upstream...
B e Rt et R e

* Type — 26 for Vendor-Specific

* Length — 10

* Vendor-1d — 14179

* Vendor type — 14

* Vendor length — 4

* Value — A value in kbps
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Data Bandwidth Burst Contract Upstream

This attribute is a rate limiting value. It indicates the Data Bandwidth Burst Contract that will be applied to
a client for non-realtime traffic such as TCP. This value is specific to upstream direction from wireless to
wired. When present in a RADIUS Access Accept, the Data Bandwidth Burst Contract value overrides the
Burst Data Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to right.

0 1 2 3
012345678901234567890123456789071

t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F -+ -+ -+ttt —t—+—+—+—+—+—-+-+

| Type | Length | Vendor-Id

t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F -+ -+ -+ttt —t—+—+—+—+—+—-+-+
Vendor-Id (cont.) | Vendor type | Vendor length |

Fot—t—t—t—t—t -ttt -ttt -ttt —F—F—t—F—F—t—F—F—F—F—t—F—F—+—+
| Data Bandwidth Burst Contract Upstream...
Fot—t—t—t—t—t -ttt —F—t—F—+—

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-Id — 14179

* Vendor type — 15

* Vendor length — 4

* Value — A value in kbps

Real Time Bandwidth Burst Contract Upstream

This attribute is a rate limiting value. It indicates the Data Bandwidth Burst Contract that will be applied to
a client for realtime traffic such as UDP. This value is specific to upstream direction from wireless to wired.
When present in a RADIUS Access Accept, the Real Time Bandwidth Burst Contract value overrides the
Burst Real-Time Rate value present in the WLAN or QoS Profile. The fields are transmitted from left to right.

0 1 2 3
01234567890123456789012345678901
s e e s e At St B e T St S R

| Type | Length | Vendor-Id
B s e e
Vendor-Id (cont.) | Vendor type | Vendor length |

B e et e e S s S s s e S
| Real Time Bandwidth Burst Contract Upstream...
B e Rt e R e

* Type — 26 for Vendor-Specific

* Length— 10

* Vendor-1d — 14179

* Vendor type — 16

* Vendor length — 4

* Value — A value in kbps
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RADIUS Accounting Attributes

This table identifies the RADIUS accounting attributes for accounting requests sent from a controller to the
RADIUS server.

RADIUS Accounting Attributes .

Table 8: Accounting Attributes for Accounting Requests

Attribute ID Description
1 User-Name
4 NAS-IP-Address
5 NAS-Port
8 Framed-IP-Address
25 Class
30 Called-Station-ID (MAC address)
31 Calling-Station-ID (MAC address)
32 NAS-Identifier
40 Accounting-Status-Type
41 Accounting-Delay-Time (Stop and interim messages only)
42 Accounting-Input-Octets (Stop and interim messages only)
43 Accounting-Output-Octets (Stop and interim messages only)
44 Accounting-Session-ID
45 Accounting-Authentic
46 Accounting-Session-Time (Stop and interim messages only)
47 Accounting-Input-Packets (Stop and interim messages only)
48 Accounting-Output-Packets (Stop and interim messages only)
49 Accounting-Terminate-Cause (Stop messages only)
52 Accounting-Input-Gigawords
53 Accounting-Output-Gigawords
55 Event-Timestamp
64 Tunnel-Type
65 Tunnel-Medium-Type
81 Tunnel-Group-ID
[Pv6-Framed-Prefix
190 [Pv6-Framed-Address
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This table lists the different values for the Accounting-Status-Type attribute (40).

Table 9: Accounting-Status-Type Attribute Values

Attribute ID Description
1 Start
2 Stop
3 Interim-Update
Note RADIUS Accounting Interim updates are sent upon each client

authentication, even if the RADIUS Server Accounting -
Interim Update feature is not enabled on the client's WLAN.

Interim updates can also be triggered by events such as
mobility events, every time clients receive IPv4 addresses,
PEM state changes, and so on.

7 Accounting-On

8 Accounting-Off

9-14 Reserved for Tunneling Accounting
15 Reserved for Failed

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific information between the network access server and the RADIUS server by using vendor
specific attributes (VSA). VSA allow vendors to support their own extended attributes otherwise not suitable
for general use. VSA are predefined in an XML file. You need to add the vendor specific attributes to the
XML file and this XML file is downloaded to the controller. There is no configuration required on the controller
to enable the support. The file contains the RADIUS attributes in a specific format as explained by the XML
schema to specify the XML tags.

The XML file with the vendor specific attributes defined can be downloaded from a FTP server. The
downloaded file is stored in the flash memory and retained across several reboot processes. The file is parsed
upon successful download and each time when the controller boots up. The XML file can be uploaded to
RADIUS server for authentication and accounting. Once controller parses these values, it stores the file in a
separate data structures meant for vendor specific attributes storage. The controller uses these attributes value
in authentication or accounting packets, or both based on specified usage format. If there are any errors in the
file, the controller parsing fails, and the attributes are not applied. You should address the errors in the file or
download the file from the FTP server again to the controller.

This section contains the following subsections:

Sample RADIUS AVP List XML File

You can use the sample RADIUS AVP list XML file for reference. The sample XML file contains only two
attributes, one for authentication and the other for accounting. You can add more number of RADIUS attributes
and value pairs but those attributes and value pairs should be appended in the format specified.
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\)

Note The maximum number of WLANS that is supported in an AVP download is 32.

<?xml version="1.0" encoding="UTF-8"7?>
<!--Sample XML file edited by Userl-->

<radiusFile>
<avpList SSID PROF="test" incAuth="true" incAcct="false">
<radiusAttributes>
<attributeName>Idle-Timeout</attributeName>
<vendorId>9</vendorId>
<attributeId>21</attributeId>
<valueType>INTEGER</valueType>
<attributeValue>100</attributevValue>
</radiusAttributes>
<radiusAttributes>
<attributeName>remote-name</attributeName>
<vendorId>9</vendorId>
<attributeId>26</attributeId>
<valueType>STRING</valueType>
<attributeValue>TEST</attributeValue>
</radiusAttributes>
</avpList>
<avpList SSID PROF="test" incAcct="true">
<radiusAttributes>
<attributeName>Idle-Timeout</attributeName>
<vendorId>9</vendorId>
<attributeId>21</attributeId>
<valueType>INTEGER</valueType>
<attributeValue>100</attributevValue>
</radiusAttributes>
<radiusAttributes>
<attributeName>remote-name</attributeName>
<vendorId>9</vendorId>
<attributelId>26</attributeId>
<valueType>STRING</valueType>
<attributeValue>TEST</attributeValue>
</radiusAttributes>
</avpList>
</radiusFile>

Downloading RADIUS AVP List (GUI)

Procedure

Step 1 Choose Commands > Download File to open the Download File to Controller page.
Step 2 From the File Type drop-down list, choose RADIUS AVP List.
Step 3 From the Transfer Mode drop-down list, choose from the following options:

* TFTP

*FTP

* SFTP
Step 4 In the IP Address text box, enter the IPv4 or IPv6 address of the server.
Step 5 In the File Path text box, enter the directory path of the RADIUS AVP list.
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. Uploading RADIUS AVP List (GUI)

Step 6
Step 7

Step 8

Step 9

Step 10
Step 11
Step 12

In the File Name text box, enter the name of the RADIUS AVP list.

If you are using an FTP server, follow these steps:

a) Inthe Server Login Username text box, enter the username to log into the FTP server.
b) In the Server Login Password text box, enter the password to log into the FTP server.

¢) Inthe Server Port Number text box, enter the port number on the FTP server through which the download
occurs. The default value is 21. For SFTP, the default value is 22.

Click Download to download the RADIUS AVP list to the controller. A message appears indicating the status
of the download.

Choose Security > AAA > RADIUS > Downloaded AVP to open the Download RADIUS AVP List page.
From the WLAN SSID Profile name drop-down list, choose the WLAN SSID profile name.

Click the Auth AVP tab to view the RADIUS authentication attributes mapped to the AVP list.

Click the Acct AVP tab to view the RADIUS accounting attributes mapped to the AVP list.

Uploading RADIUS AVP List (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

Procedure

Choose Commands > Upload File to open the Upload File from Controller page.
From the File Type drop-down list, choose RADIUS AVP List.
From the Transfer Mode drop-down list, choose from the following options:

* TFTP

FTP
- SFTP

In the IP Address text box, enter the IPv4 or IPv6 address of the server.

In the File Path text box, enter the directory path of the RADIUS AVP list.
In the File Name text box, enter the name of the RADIUS AVP list.

If you are using an FTP server, follow these steps:

a) Inthe Server Login Username text box, enter the username to log into the FTP server.
b) In the Server Login Password text box, enter the password to log into the FTP server.

¢) Inthe Server Port Number text box, enter the port number on the FTP server through which the download
occurs. The default value is 21. For SFTP, the default value is 22.

Click Upload to upload the RADIUS AVP list from the controller. A message appears indicating the status
of the upload.

Uploading and Downloading RADIUS AVP List (CLI)

Step 1

Procedure

Log on to the controller CLI.
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Step 2

Step 3

Step 4

Per-WLAN RADIUS Source Support [}

Download the RADIUS AVPs in the XML file format from the FTP server to the controller by entering this
command:

transfer download datatype radius-avplist
Upload the XML file from the controller to the RADIUS server using the command:

transfer upload datatype radius-avplist

Display VSA AVPs using the command:

show radius avp-list ssid-profile-name

Per-WLAN RADIUS Source Support

The controller sources RADIUS traffic from the IP address of its management interface unless the configured
RADIUS server exists on a VLAN accessible via one of the controller Dynamic interfaces. If a RADIUS
server is reachable via a controller Dynamic interface, RADIUS requests to this specific RADIUS server will
be sourced from the controller via the corresponding Dynamic interface.

By default, RADIUS packets sourced from the controller will set the NAS-IP-Address attribute to that of the
management interface's I[P Address, regardless of the packet's source IP Address (Management or Dynamic,
depending on topology).

When you enable per-WLAN RADIUS source support (Radius Server Overwrite interface) the NAS-IP-Address
attribute is overwritten by the controller to reflect the sourced interface. Also, RADIUS attributes are modified
accordingly to match the identity. This feature virtualizes the controller on the per-WLAN RADIUS traffic,
where each WLAN can have a separate layer 3 identity. This feature is useful in deployments that integrate
with ACS Network Access Restrictions and Network Access Profiles.

To filter WLANS, use the callStationID that is set by RFC 3580 to be in the APMAC:SSID format. You can
also extend the filtering on the authentication server to be on a per-WLAN source interface by using the
NAS-IP-Address attribute.

You can combine per-WLAN RADIUS source support with the normal RADIUS traffic source and some
WLANS that use the management interface and others using the per-WLAN dynamic interface as the address
source.

This section contains the following subsections:

Prerequisites for Per-WLAN RADIUS Source Support

* You must implement appropriate rule filtering on the new identity for the authentication server (RADIUS)
because the controller sources traffic only from the selected interface.

Configuring Per-WLAN RADIUS Source Support (GUI)

Before you begin

Ensure that the WLAN is in disabled state. You can enable the WLAN after the configuration is done.
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. Configuring Per-WLAN RADIUS Source Support (CLI)

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

Procedure

Choose WLANS to open the WLANSs page.

Click the WLAN ID.

Click the Security tab, and then click the AAA Servers tab.

Check the RADIUS Server Overwrite interface check box to enable the per-WLAN RADIUS source support.

Note When enabled, the controller uses the interface specified on the WLAN configuration as identity
and source for all RADIUS related traffic on that WLAN. When disabled, the controller uses the
management interface as the identity in the NAS-IP-Address attribute. If the RADIUS server is
on a directly connected dynamic interface, the RADIUS traffic will be sourced from that interface.

Otherwise, the management IP address is used. In all cases, the NAS-IP-Address attribute remains
the management interface, unless the feature is enabled.

From the Interface Priority drop-down list, select either AP Group or WLAN as the interface for RADIUS
packet routing.

Ensure that the Interim Interval for RADIUS Server Accounting is within the valid range.

Save the configuration.

Configuring Per-WLAN RADIUS Source Support (CLI)

Step 1
Step 2

Step 3

Step 4

Procedure

Enter the config wlan disable wlan-id command to disable the WLAN.
Enter the following command to enable or disable the per-WLAN RADIUS source support:

config wlan radius_server overwrite-interface {enable | disable} wlan-id

Note When enabled, the controller uses the interface specified on the WLAN configuration as identity
and source for all RADIUS related traffic on that WLAN. When disabled, the controller uses the
management interface as the identity in the NAS-IP-Address attribute. If the RADIUS server is
on a directly connected dynamic interface, the RADIUS traffic will be sourced from that interface.
Otherwise, the management IP address is used. In all cases, the NAS-IP-Address attribute remains
the management interface, unless the feature is enabled.

Enable either an AP group's interface or a WLAN's interface for RADIUS packet routing by entering these
commands:

* AP group's interface—config wlan radius_server overwrite-interface apgroup wian-id
* WLAN's interface—config wlan radius_server overwrite-interface wlan wian-id

Note Valid WLAN ID range is between 1 and 16.

Enter the config wlan enable wlan-id command to enable the WLAN.
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Monitoring the Status of Per-WLAN RADIUS Source Support (CLI) .

Note You can filter requests on the RADIUS server side using CiscoSecure ACS. You can filter (accept
or reject) a request depending on the NAS-IP-Address attribute through a Network Access
Restrictions rule. The filtering to be used is the CLI/DNIS filtering.

Monitoring the Status of Per-WLAN RADIUS Source Support (CLI)

RADIUS Realm

To see if the feature is enabled or disabled, enter the following command:

show wlan wlan-id

Example

The following example shows that the per-WLAN RADIUS source support is enabled on WLAN 1.
show wlan 1

Information similar to the following is displayed:

WLAN Identifier. ... ..t ininennenns 4
Profile NamMe. ..ttt i ittt ettt ettt example
Network Name (SSID) v v i vt in ettt eeeneeeneeneennn example
S o 5 Enabled
MAC Filtering. ..o i in i itn i enneeneenenneenens Disabled
Broadcast SSID. ...ttt it ittt Enabled
AAA Policy OvVerride. ... .. ini it inninnennennens Disabled

Network Admission Control

Radius Servers

Authentication........iiiii it Global Servers
ACCOUNTING . vttt ettt et e et et ettt et ee e Global Servers
Overwrite Sending Interface................... Enabled

Local EAP Authentication..............ciiiiian.. Disabled

When mobile clients associate to a WLAN, RADIUS realm is received as a part of EAP-AKA identity response
request in the authentication request packet. The Network Access Identifier (NAI) format (EAP-AKA) for
WLAN can be specified as 0<IMS>@wlan.mnc<MNC>.mcc< MCC> .3gppnetwork.org. The realm in the
NALI format is represented after the @ symbol, which is specified as

wlan.mnc< MNC>.mcc< MCC> .3gppnetwork.org. If vendor specific attributes are added for MCC as 311 and
MNC as 480 to 489, then the NAI format can be represented as:

0311480999999999@wl an.mnc480.mcc311.3gppnetwork.org.

For a mobile subscriber, the controller sends the authentication request to the AAA server only when the
realm in the NAI format received from the device complies as per the given standards. Apart from
authentication, accounting requests are also required to be sent to AAA server based on realm filtering.

In order to support realm filtering on the controller, you need to configure realm on the RADIUS. When a
user is connected with a particular SSID, the user is authenticated and authorized using the NAI format received
against the realm configured on the RADIUS server.

Realm Support on a WLAN

Each WLAN is configured to support NAI realms. Once the realm is enabled on a particular SSID, the lookup
is done to match the realms received in the EAP identity response against the configured realms on the RADIUS
server.
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Realm Support on RADIUS Server

The RADIUS server needs to redirect the authentication and accounting requests based on configured realms.
Each RADIUS server support realms to a maximum of 30 each for authentication and accounting.

 Realm Match for Authentication—In WPA2 dotl1x with EAP methods (similar to EAP AKA), the
username is received as part of EAP identity response. The realm is derived from the username and match
with the realms configured in the RADIUS authentication server. If there is a match, then the authentication
requests are forwarded to the RADIUS server. If there is a mismatch, then the client is deauthenticated.

Realm Match for Accounting—Username is received in access accept messages. When accounting
messages are triggered, the realm is derived from the username and compared against the accounting
realms configured on the RADIUS accounting server. If succeeded, accounting requests are forwarded
to the RADIUS server. If there is a mismatch, the accounting requests are dropped. For example, if realm
is configured as Cisco on the controller, then the username is authenticated as Xyz@cisco on the RADIUS
server.

Note Even if the NAI realm is enabled on a WLAN and if there is no realm in the username, then the behavior is
defaulted to no lookup, and the usual selection of the RADIUS server is followed.

Note When the client uses fast re-authentication identity, the realm name is required from the authentication server
in order for the controller to forward corresponding requests to the correct server.

When EAP-AKA is used along with realm, fast reauthentication is supported when EAP server responds with
AT NEXT REAUTH ID attribute that has both the username portion and realm portion. Purpose of the
realm is received controller picks up the right server for the subsequent fast reauthentication requests. For
example, host APD server which supports EAP-AKA does not support realm portion. Therefore, the controller
supports fast reauthentication only with those EAP servers which have this compatibility.

This section contains the following subsections:

Prerequisites for Configuring RADIUS Realm

RADIUS authentication or accounting server has to be disabled before adding realm and enabled after adding
realm on the controller.

Restrictions for Configuring RADIUS Realm

* You can configure a maximum of 17 RADIUS authentication and accounting servers to one controller.

* The total number of realms that you can configure for one RADIUS authentication and accounting server
is 30.

Configuring Realm on a WLAN (GUI)

Procedure

Step 1 Choose WLANS to open the WLANSs page.
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Step 2 Click the ID number of the desired WLAN to open the WLANs > Edit page.
Step 3 Choose the Advanced tab to open the WLANSs > Edit (Advanced) page.
Step 4 Select the RADIUS NAI-Realm check box to enable realm on the WLAN.
Step 5 Click Apply to commit your changes.

Step 6 Click Save Configuration to save your changes.

Configuring Realm on a WLAN (CLI)

Procedure

Step 1 Enable or disable realm on a WLAN by entering this command:
config wlan radius server realm {enable | disable} wlan-id

Step 2 View the realm configuration on a WLAN by entering this command:
show wlan wlan-id

Configuring Realm on a RADIUS Authentication Server (GUI)

Procedure

Step 1 Choose Security > AAA > RADIUS > Authentication to open RADIUS Authentication Servers > Edit
page.

Step 2 Click the Realm List link to open the Authentication Server Index page.

Step 3 Enter the realm name in the Realm Name text box.

Step 4 Click Add.

Configuring Realm on a RADIUS Authentication Server (CLI)

Procedure

Step 1 Add realm to a RADIUS authentication server by entering this command:
config radius auth realm add radius index realm string

Step 2 Delete realm from a RADIUS authentication server by entering this command:
config radius auth realm delete radius index realm string

Step 3 View RADIUS authentication server information by entering this command:
show radius auth detailed radius _index
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Configuring Realm on a RADIUS Accounting Server (GUI)

Procedure

Step 1 Choose Security > AAA > RADIUS > Accounting to open RADIUS Accounting Servers > Edit page.
Step 2 Click the Realm List link to open the Accounting Server Index page.

Step 3 Enter the realm name in the Realm Name text box.

Step 4 Click Add.

Configuring Realm on a RADIUS Accounting Server (CLI)

Procedure

Step 1 Add realm to a RADIUS accounting server by entering this command:
config radius acct realm add radius index realm string

Step 2 Delete realm from a RADIUS accounting server by entering this command:
config radius acct realm delete radius index realm string

Step 3 View RADIUS accounting server information by entering this command:
show radius acct detailed radius _index

Disabling Accounting Servers per WLAN (GUI)
A\

Note Disabling accounting servers disables all accounting operations and prevents the controller from falling back
to the default RADIUS server for the WLAN.

Procedure

Step 1 Choose WLANS to open the WLANS page.

Step 2 Click the ID number of the WLAN to be modified. The WLANs > Edit page appears.

Step 3 Choose the Security and AAA Servers tabs to open the WLANSs > Edit (Security > AAA Servers) page.
Step 4 Unselect the Enabled check box for the Accounting Servers.

Step 5 Click Apply to commit your changes.

Step 6 Click Save Configuration to save your changes.
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User Login Policies .

User Login Policies

User Login Policies control the maximum number of concurrent netuser logins under one netuser name. The
user name is case sensitive (CSCuu42548). Setting this to 0 means that there is no limit, and 8 is the maximum.

User Login Policies also control the logins under Layer 3 authentications and EAP. For EAP logins, the
behavior of the maximum number of user logins is affected by the setting of the Max-Login Ignore Identity
Response option. If you enable this, then the EAP identity response user name values are ignored for the
purposes of enforcing a user name login limit.

Configuring User Login Policies (GUI)

Step 1
Step 2

Step 3

Procedure

Choose Security > AAA > User Login Policies.

In the User Policies window, enter the maximum number of login sessions for a single user.

The valid range is 0 to 8. The default value is 0. If you set this to 0, unlimited login sessions are permitted for
a single user.

Save the configuration.

Configuring User Login Policies (CLI)

Step 1

Step 2

Procedure

Configure the maximum number of login sessions for a single user by entering this command:
config netuser maxUserLogin count

The valid range is 0 to 8. The default value is 0. If you set count to 0, unlimited login sessions are permitted
for a single user.

Save the configuration by entering this command:
save config

AAA Override (Identity Networking)

In most wireless LAN systems, each WLAN has a static policy that applies to all clients associated with an
SSID. Although powerful, this method has limitations because it requires clients to associate with different
SSIDs to inherit different QoS and security policies.

However, the Cisco Wireless LAN solution supports identity networking, which allows the network to advertise
a single SSID but allows specific users to inherit different QoS or security policies based on their user profiles.
The specific policies that you can control using identity networking are as follows:
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* ACL—When the ACL attribute is present in the RADIUS Access Accept, the system applies the ACL
name to the client station after it authenticates, which overrides any ACLs that are assigned to the interface.

* VLAN—When a VLAN Interface-name or VLAN tag is present in a RADIUS Access Accept, the system
places the client on a specific interface.

N

Note The VLAN feature only supports MAC filtering, 802.1X, and WPA. The VLAN
feature does not support web authentication or IPsec.

 Tunnel Attributes.

\}

Note When any of the other RADIUS attributes (QoS-Level, ACL-Name,
Interface-Name, or VLAN-Tag), which are described later in this section, are
returned, the Tunnel Attributes must also be returned.

The operating system’s local MAC filter database has been extended to include the interface name, allowing
local MAC filters to specify to which interface the client should be assigned. A separate RADIUS server can
also be used, but the RADIUS server must be defined using the Security menus.

This section contains the following subsection:
RADIUS Attributes Used in Identity Networking

QoS-Level
This section explains the RADIUS attributes used in identity networking.

This attribute indicates the QoS level to be applied to the mobile client's traffic within the switching fabric,
as well as over the air. This example shows a summary of the QoS-Level Attribute format. The text boxes
are transmitted from left to right.

0 1 2 3

012345678901234567890123456789071

d—d—d—t—t -ttt -ttt -+ -+ttt -ttt —t—t—+—+—+-+

| Type | Length | Vendor-Id

et T e e e e e e e e R e R e
Vendor-Id (cont.) | Vendor type | Vendor length

et T e e e e e e e e R e R e

| QoS Level

et T e e e e e e e e R e R e

+ — + — +

* Type — 26 for Vendor-Specific
* Length— 10

* Vendor-1d — 14179

* Vendor type — 2

* Vendor length — 4

* Value — Three octets:
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* 3 — Bronze (Background)
* 0 — Silver (Best Effort)
* 1 — Gold (Video)

¢ 2 — Platinum (Voice)

ACL-Name

This attribute indicates the ACL name to be applied to the client. A summary of the ACL-Name Attribute
format is shown below. The text boxes are transmitted from left to right.

0 1 2 3
0123456789 01234567890123456789¢01
+—t—t—t—F—t—t—F—F—t—t—F—t—t—F -ttt —F -ttt -ttt —F—F—+—+—+

| Type | Length | Vendor-Id

+—t—t—t—F—t—t—F—F—t—t—F—t—t—F -ttt —F -ttt -ttt —F—F—+—+—+
Vendor-Id (cont.) | Vendor type | Vendor length |

+—t—t—t—F—t—t—F—F—t—t—F—t—t—F -ttt —F -ttt -ttt —F—F—+—+—+

| ACL Name. ..

R e e S e

* Type — 26 for Vendor-Specific
* Length —>7

* Vendor-1d — 14179

* Vendor type — 6

* Vendor length — >0

* Value — A string that includes the name of the ACL to use for the client

Interface Name
This attribute indicates the VLAN Interface a client is to be associated to. A summary of the Interface-Name

Attribute format is shown below. The text boxes are transmitted from left to right.

0 1 2 3
012345678901234567890123456789071

t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+
| Type | Length | Vendor-Id
t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+
Vendor-Id (cont.) | Vendor type | Vendor length |
t—t—t—t—t—t—F—t—t—t—t—t—t—t—F—F—F—F—F—F -+ttt —t—t—+—+—+—+—+—-+-+

| Interface Name...
Fot—t—t—t—t—F—t—t—F—t—t—F—t—+—

* Type — 26 for Vendor-Specific
* Length —>7

* Vendor-1d — 14179

* Vendor type — 5

* Vendor length — >0
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* Value — A string that includes the name of the interface the client is to be assigned to.

\}

Note This Attribute only works when MAC filtering is enabled or if 802.1X or WPA
is used as the security policy.

VLAN Tag

This attribute indicates the group ID for a particular tunneled session and is also known as the
Tunnel-Private-Group-ID attribute.

This attribute might be included in the Access-Request packet if the tunnel initiator can predetermine the
group resulting from a particular connection and should be included in the Access-Accept packet if this tunnel
session is to be treated as belonging to a particular private group. Private groups may be used to associate a
tunneled session with a particular group of users. For example, it may be used to facilitate routing of unregistered
IP addresses through a particular interface. It should be included in Accounting-Request packets which contain
Acct-Status-Type attributes with values of either Start or Stop and which pertain to a tunneled session.

A summary of the Tunnel-Private-Group-ID Attribute format is shown below. The text boxes are transmitted
from left to right.

0 1 2 3
01234567890123456789012345678901
B e e L
| Type | Length | Tag | String...
B e
* Type — 81 for Tunnel-Private-Group-ID.
* Length—>=3

» Tag — The Tag text box is one octet in length and is intended to provide a means of grouping attributes
in the same packet which refer to the same tunnel. If the value of the Tag text box is greater than 0x00
and less than or equal to Ox1F, it should be interpreted as indicating which tunnel (of several alternatives)
this attribute pertains. If the Tag text box is greater than 0x1F, it should be interpreted as the first byte
of the following String text box.

» String — This text box must be present. The group is represented by the String text box. There is no
restriction on the format of group IDs.

N

Note When any of the other RADIUS attributes (QoS-Level, ACL-Name,
Interface-Name, or VLAN-Tag) are returned, the Tunnel Attributes must also be
returned.

Tunnel Attributes

RFC 2868 defines RADIUS tunnel attributes used for authentication and authorization, and RFC2867 defines
tunnel attributes used for accounting. Where the IEEE 802.1X authenticator supports tunneling, a compulsory
tunnel may be set up for the Supplicant as a result of the authentication.
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In particular, it may be desirable to allow a port to be placed into a particular VLAN, defined in IEEE 8021Q,
based on the result of the authentication. This configuration can be used, for example, to allow a wireless host
to remain on the same VLAN as it moves within a campus network.

The RADIUS server typically indicates the desired VLAN by including tunnel attributes within the
Access-Accept. However, the IEEE 802.1X authenticator may also provide a hint as to the VLAN to be
assigned to the Supplicant by including Tunnel attributes within the AccessRequest.

For use in VLAN assignment, the following tunnel attributes are used:
* Tunnel-Type=VLAN (13)
* Tunnel-Medium-Type=802
¢ Tunnel-Private-Group-ID=VLANID
The VLAN ID is 12 bits, with a value between 1 and 4094, inclusive. Because the Tunnel-Private-Group-ID

is of type String as defined in RFC 2868, for use with IEEE 802.1X, the VLANID integer value is encoded
as a string.

When Tunnel attributes are sent, it is necessary to fill in the Tag text box. As noted in RFC 2868, section 3.1:

* The Tag text box is one octet in length and is intended to provide a means of grouping attributes in the
same packet that refer to the same tunnel. Valid values for this text box are 0x01 through 0x1F, inclusive.
If the Tag text box is unused, it must be zero (0x00).

* For use with Tunnel-Client-Endpoint, Tunnel-Server-Endpoint, Tunnel-Private-Group-ID,
Tunnel-Assignment-1D, Tunnel-Client-Auth-ID or Tunnel-Server-Auth-ID attributes (but not Tunnel-Type,
Tunnel-Medium-Type, Tunnel-Password, or Tunnel-Preference), a tag text box of greater than Ox1F is
interpreted as the first octet of the following text box.

* Unless alternative tunnel types are provided, (e.g. for IEEE 802.1X authenticators that may support
tunneling but not VLANS), it is only necessary for tunnel attributes to specify a single tunnel. As a result,
where it is only desired to specify the VLANID, the tag text box should be set to zero (0x00) in all tunnel
attributes. Where alternative tunnel types are to be provided, tag values between 0x01 and 0x1F should
be chosen.

Configuring Network Access ldentifier (CLI)

You can configure a network access server identifier (NAS-ID) on each WLAN profile, VLAN interface, or
AP group. The NAS-ID is sent to the RADIUS server by the controller through an authentication request to
classify users to different groups so that the RADIUS server can send a customized authentication response.

If you configure a NAS-ID for an AP group, this NAS-ID overrides the NAS-ID that is configured for a
WLAN profile or the VLAN interface. If you configure a NAS-ID for a WLAN profile, this NAS-ID overrides
the NAS-ID that is configured for the VLAN interface.

* Configure a NAS-ID for a WLAN profile by entering this command:
config wlan nasid {nas-id-string | none} wian-id

* Configure a NAS-ID for a VLAN interface by entering this command:
config interface nasid {nas-id-string | none} interface-name

* Configure a NAS-ID for an AP group by entering this command:
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config wlan apgroup nasid {nas-id-string | none} apgroup-name
When the controller communicates with the RADIUS server, the NAS-ID attribute is replaced with the
configured NAS-ID in an AP group, a WLAN, or a VLAN interface.

The NAS-ID that is configured on the controller for an AP group, a WLAN, or a VLAN interface is used for
authentication. The configuration of NAS-ID is not propagated across controllers.

N

Note If WLAN interface is overridden at AP group then overridden interface NAS ID will be used. Since Interface
NASID is given priority over WLAN NAS ID.

Setting up TACACS+

Terminal Access Controller Access Control System Plus (TACACSH+) is a client/server protocol that provides
centralized security for users attempting to gain management access to a controller. It serves as a backend
database similar to local and RADIUS. However, local and RADIUS provide only authentication support and
limited authorization support while TACACS+ provides three services:

« Authentication: The process of verifying users when they attempt to log into the controller.

Users must enter a valid username and password in order for the controller to authenticate users to the
TACACS+ server. The authentication and authorization services are tied to one another. For example,
if authentication is performed using the local or RADIUS database, then authorization would use the
permissions that are associated with the user in the local or RADIUS database (which are read-only,
read-write, and lobby-admin) and not use TACACS+. Similarly, when authentication is performed using
TACACS+, authorization is tied to TACACS+.

)

Note When multiple databases are configured, you can use the controller GUI or CLI
to specify the sequence in which the backend databases should be tried.

+ Authorization: The process of determining the actions that users are allowed to take on the controller
based on their level of access.

For TACACS+, authorization is based on privilege (or role) rather than specific actions. The available
roles correspond to the seven menu options on the controller GUIl: MONITOR, WLAN, CONTROLLER,
WIRELESS, SECURITY, MANAGEMENT, and COMMANDS. An additional role, LOBBY, is available
for users who require only lobby ambassador privileges. The roles to which users are assigned are
configured on the TACACS+ server. Users can be authorized for one or more roles.

* The minimum authorization is MONITOR only, and the maximum is ALL, which authorizes the user to
execute the functionality associated with all seven menu options. For example, a user who is assigned
the role of SECURITY can make changes to any items appearing on the Security menu (or designated
as security commands in the case of the CLI). If users are not authorized for a particular role (such as
WLAN)), they can still access that menu option in read-only mode (or the associated CLI show commands).
If the TACACS+ authorization server becomes unreachable or unable to authorize, users are unable to
log into the controller.
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\}

Note If users attempt to make changes on a controller GUI page that are not permitted
for their assigned role, a message appears indicating that they do not have
sufficient privilege. If users enter a controller CLI command that is not permitted
for their assigned role, a message may appear indicating that the command was
successfully executed although it was not. In this case, the following additional
message appears to inform users that they lack sufficient privileges to successfully
execute the command: “Insufficient Privilege! Cannot execute command!”

» Accounting—The process of recording user actions and changes.

Whenever a user successfully executes an action, the TACACS+ accounting server logs the changed
attributes, the user ID of the person who made the change, the remote host where the user is logged in,
the date and time when the command was executed, the authorization level of the user, and a description
of the action performed and the values provided. If the TACACS+ accounting server becomes unreachable,
users are able to continue their sessions uninterrupted.

\}

Note  The logs under TACACS+ records the configurations as user readable statements.

TACACS+ uses Transmission Control Protocol (TCP) for its transport, unlike RADIUS which uses User
Datagram Protocol (UDP). It maintains a database and listens on TCP port 49 for incoming requests. The
controller, which requires access control, acts as the client and requests AAA services from the server. The
traffic between the controller and the server is encrypted by an algorithm that is defined in the protocol and
a shared secret key that is configured on both devices.

You can configure up to three TACACS+ authentication, authorization, and accounting servers each. For
example, you may want to have one central TACACS+ authentication server but several TACACS+
authorization servers in different regions. If you configure multiple servers of the same type and the first one
fails or becomes unreachable, the controller automatically tries the second one and then the third one if
necessary.

\)

Note If multiple TACACS+ servers are configured for redundancy, the user database must be identical in all the
servers for the backup to work properly.

The following are some guidelines about TACACS+:

* You must configure TACACS+ on both your CiscoSecure Access Control Server (ACS) and your
controller. You can configure the controller through either the GUI or the CLI.

* TACACS+ is supported on CiscoSecure ACS version 3.2 and later releases. See the CiscoSecure ACS
documentation for the version that you are running.

* One Time Passwords (OTPs) are supported on the controller using TACACS. In this configuration, the
controller acts as a transparent passthrough device. The controller forwards all client requests to the
TACACS server without inspecting the client behavior. When using OTP, the client must establish a
single connection to the controller to function properly. The controller currently does not have any
intelligence or checks to correct a client that is trying to establish multiple connections.
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» We recommend that you increase the retransmit timeout value for TACACS+ authentication, authorization,
and accounting servers if you experience repeated reauthentication attempts or the controller falls back
to the backup server when the primary server is active and reachable. The default retransmit timeout
value is 2 seconds and you can increase the retransmit timeout value to a maximum of 30 seconds.

* If you want to migrate your configuration from a Cisco 5508 WLC to a Cisco 5520 WLC, the RADIUS
or TACACS+ configuration present in Cisco 5508 WLC does not work in Cisco 5520 WLC. We
recommend that you configure the RADIUS or TACACS+ configuration again after migration.

* To configure the TACACS+ server:

* Using Access Control Server (ACS)—See the latest Cisco Secure Access Control System guide at
http://www.cisco.com/c/en/us/support/security/secure-access-control-system/
products-user-guide-list.html.

* Using Identity Services Engine (ISE)—See the ISE TACACS+ Configuration Guide for Wireless
LAN Controllers at http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/
HowTo-TACACS for WLC.pdf.

TACACS+ DNS

You can use a fully qualified domain name (FQDN) that enables you to change the IP address when needed,
for example, for load-balancing updates. A submenu, DNS, is added to the Security > AAA > TACACS+
menu, which you can use to get TACACS+ IP information from a DNS. The DNS query is disabled by default.

\}

Note IPv6 is not supported for TACAS+ DNS.

It is not possible to use both the static list and the DNS list at the same time. The addresses that are returned
by the DNS override the static entries.

DNS AAA is valid for FlexConnect AP clients that use central authentication.

DNS AAA is not supported to define a RADIUS for FlexConnect AP groups. For FlexConnect clients with
local switching, you have to manually define AAA.

Rogue, 802.1X, web authentication, MAC filtering, mesh, and other features that use the global list also use
the DNS-defined servers.

This section contains the following subsections:

TACACS+ VSA

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific attributes (VSAs) between the network access server and the TACACS+ server. The IETF
uses attribute 26. VSAs allow vendors to support their own extended attributes that are not suitable for general
use.

The Cisco TACACS+ implementation supports one vendor-specific option using the format recommended
in the IETF specification. The Cisco vendor ID is 9, and the supported option is vendor type 1, which is named
cisco-av-pair. The value is a string with the following format:

protocol : attribute separator value *
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The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

Configuring TACACS+ (GUI)

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Procedure

Choose Security > AAA > TACACS+.

Perform one of the following:

» If you want to configure a TACACS+ server for authentication, choose Authentication.
* If you want to configure a TACACS+ server for authorization, choose Authorization.

* If you want to configure a TACACS+ server for accounting, choose Accounting.

Note The pages used to configure authentication, authorization, and accounting all contain the same
text boxes. Therefore, these instructions walk through the configuration only once, using the
Authentication pages as examples. You would follow the same steps to configure multiple services
and/or multiple servers.

For basic management authentication via TACACS+ to succeed, it is required to configure
authentication and authorization servers on the WLC. Accounting configuration is optional.

The TACACS+ (Authentication, Authorization, or Accounting) Servers page appears. This page lists any
TACACS+ servers that have already been configured.

* If you want to delete an existing server, hover your cursor over the blue drop-down arrow for that server
and choose Remove.

« If you want to make sure that the controller can reach a particular server, hover your cursor over the blue
drop-down arrow for that server and choose Ping.

Perform one of the following:

* To edit an existing TACACS+ server, click the server index number for that server. The TACACS+
(Authentication, Authorization, or Accounting) Servers > Edit page appears.

* To add a TACACS+ server, click New. The TACACS+ (Authentication, Authorization, or Accounting)
Servers > New page appears.

If you are adding a new server, choose a number from the Server Index (Priority) drop-down list to specify
the priority order of this server in relation to any other configured TACACS+ servers providing the same
service. You can configure up to three servers. If the controller cannot reach the first server, it tries the second
one in the list and then the third if necessary.

If you are adding a new server, enter the IP address of the TACACS+ server in the Server IP Address text
box.

From the Shared Secret Format drop-down list, choose ASCII or Hex to specify the format of the shared
secret key to be used between the controller and the TACACS+ server. The default value is ASCII.

In the Shared Secret and Confirm Shared Secret text boxes, enter the shared secret key to be used for
authentication between the controller and the server.
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Step 8
Step 9

Step 10

Step 11
Step 12

Step 13
Step 14

Step 15

Step 16

Step 17

Note The shared secret key must be the same on both the server and the controller.

If you are adding a new server, enter the TACACS+ server’s TCP port number for the interface protocols in
the Port Number text box. The valid range is 1 to 65535, and the default value is 49.

In the Server Status text box, choose Enabled to enable this TACACS+ server or choose Disabled to disable
it. The default value is Enabled.

In the Server Timeout text box, enter the number of seconds between retransmissions. The valid range is 5
to 30 seconds, and the default value is 5 seconds.

Note We recommend that you increase the timeout value if you experience repeated reauthentication
attempts or the controller falls back to the backup server when the primary server is active and
reachable.

Click Apply.

Specify the TACACS+ DNS parameters as follows:

a) Choose Security > AAA > TACACS+ > DNS. The TACACS DNS Parameters page appears.

b) Select or unselect the DNS Query check box.

¢) Inthe Interval in sec text box, enter the authentication port number. The valid range is 1 to 65535.

The accounting port number is an increment of 1 of the authentication port number. For example, if you
define the authentication port number as 1812, the accounting port number is 1813. The accounting port
number is always derived from the authentication port number.

d) From the Secret Format drop-down list, choose the format in which you want to configure the secret.
Valid options are ASCII and Hex.

e) Depending on the format selected, enter and confirm the secret.

Note All servers are expected to use the same authentication port and the same secret.

f) Inthe DNS Timeout text box, enter the number of days after which the DNS query is refreshed to get
the latest update from the DNS server.
g) Inthe URL text box, enter the fully qualified domain name or the absolute domain name of the TACACS+

server.
h) In the Server IP Address text box, enter the IPv4 address of the DNS server.
Note IPv6 is not supported for TACACS+ DNS.

i) Click Apply.

Click Save Configuration.

Repeat the previous steps if you want to configure any additional services on the same server or any additional
TACACS+ servers.

Specify the order of authentication when multiple databases are configured by choosing Security > Priority
Order > Management User. The Priority Order > Management User page appears.

In the Order Used for Authentication text box, specify which servers have priority when the controller
attempts to authenticate management users.

Use the > and < buttons to move servers between the Not Used and Order Used for Authentication text
boxes. After the desired servers appear in the Order Used for Authentication text box, use the Up and Down
buttons to move the priority server to the top of the list. By default, the local database is always queried first.
If the username is not found, the controller switches to the RADIUS server if configured for RADIUS or to
the TACACS+ server if configured for TACACS+. The default setting is local and then RADIUS.

Click Apply.
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Step 18 Click Save Configuration.

Configuring TACACS+ (CLI)

Procedure
* Configure a TACACS+ authentication server by entering these commands:

« config tacacs auth add index server_ip_address port# {ascii | hex} shared secret—Adds a
TACACS+ authentication server.

This command supports both IPv4 and IPv6 address formats.
« config tacacs auth delete index—Deletes a previously added TACACS+ authentication server.

« config tacacs auth (enable | disable} index—Enables or disables a TACACS+ authentication
Server.

+ config tacacs auth server-timeout index timeout—Configures the retransmission timeout value
for a TACACS+ authentication server.
* Configure a TACACS+ authorization server by entering these commands:

« config tacacs athr add index server_ip_address port# {ascii | hex} shared secret—Adds a
TACACS+ authorization server.

This command supports both IPv4 and IPv6 address formats.
« config tacacs athr delete index—Deletes a previously added TACACS+ authorization server.
« config tacacs athr (enable | disable} index—Enables or disables a TACACS+ authorization server.

« config tacacs athr server-timeout index timeout—Configures the retransmission timeout value
for a TACACS+ authorization server.

« config tacacs athr mgmt-server-timeout index timeout—Configures the default management login
server timeout for a TACACS+ authorization server.

* Configure a TACACS+ accounting server by entering these commands:

+ config tacacs acct add index server_ip_address port# {ascii | hex} shared_secret—Adds a
TACACS+ accounting server.

This command supports both IPv4 and IPv6 address formats.
« config tacacs acct delete index—Deletes a previously added TACACS+ accounting server.
» config tacacs acct (enable | disable} index—Enables or disables a TACACS+ accounting server.

« config tacacs acct server-timeout index timeout—Configures the retransmission timeout value for
a TACACS+ accounting server.

« config tacacs acct mgmt-server-timeout index timeout—Configures the default management login
server timeout for a TACACS+ accounting server.

* See TACACS+ statistics by entering these commands:
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+ show tacacs summary—Shows a summary of TACACS+ servers and statistics.
» show tacacs auth stats—Shows the TACACS+ authentication server statistics.
« show tacacs athr stats—Shows the TACACS+ authorization server statistics.

+ show tacacs acct stats—Shows the TACACS+ accounting server statistics.

* Clear the statistics for one or more TACACS+ servers by entering this command:

clear stats tacacs [auth | athr | acct] {index | all}

* Configure the order of authentication when multiple databases are configured by entering this command.
The default setting is local and then radius.

config aaa auth mgmt [radius | tacacs]

See the current management authentication server order by entering the show aaa auth command.
* Make sure the controller can reach the TACACS+ server by entering this command:

ping server_ip_address
* Configure TACACS+ DNS parameters by entering these commands:

» config tacacs dns global port-num {ascii | hex} secret—Adds global port number and secret
information for the TACACS+ DNS.

» config tacacs dns query url timeout-in-days—Configures the FQDN of the TACACS+ server and
timeout after which a refresh is performed to get the latest update from the DNS server.

« config tacacs dns serverip ip-addr—Configures the IP address of the DNS server.

» config tacacs dns {enable | disable}—Enables or disables the DNS query.

* Enable or disable TACACS+ debugging by entering this command:
debug aaa tacacs {enable | disable}
* Save your changes by entering this command:

save config

Maximum Local Database Entries

You can configure the controller to specify the maximum number of local database entries that are used for
storing user authentication information. The database entries include local management users (including lobby
ambassadors), local network users (including guest users), MAC filter entries, exclusion list entries, and access
point authorization list entries. Together they cannot exceed the configured maximum value.

This section contains the following subsections:

Related Topics
Restrictions on Managing User Accounts, on page 183
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Configuring Maximum Local Database Entries (GUI)

Step 1
Step 2

Step 3
Step 4

Procedure

Choose Security > AAA > General to open the General page.

In the Maximum Local Database Entries text box, enter a value for the maximum number of entries that can
be added to the local database the next time the controller reboots. The currently configured value appears in
parentheses to the right of the text box. The valid range is 512 to 2048, and the default setting is 2048.

The Number of Entries, Already Used text box shows the number of entries currently in the database.

Click Apply to commit your changes.
Click Save Configuration to save your settings.

Configuring Maximum Local Database Entries (CLI)

Step 1

Step 2

Step 3

Procedure

Specify the maximum number of entries that can be added to the local database the next time the controller
reboots by entering this command:

config database size max_entries

Save your changes by entering this command:

save config

View the maximum number of database entries and the current database contents by entering this command:
show database summary
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Managing Users

* Administrator Usernames and Passwords, on page 183
* Lobby Ambassador Account, on page 185

* Guest Accounts, on page 187

* Password Policies, on page 188

Administrator Usernames and Passwords

You can configure administrator usernames and passwords to prevent unauthorized users from reconfiguring
the controller and viewing configuration information. This section provides instructions for initial configuration
and for password recovery.

Restrictions on Managing User Accounts

* The local user database is limited to a maximum of 2048 entries, which is also the default value. This
database is shared by local management users (including lobby ambassadors), local network users
(including guest users), MAC filter entries, exclusion list entries, and access point authorization list
entries. Together they cannot exceed the configured maximum value.

* For net user accounts or guest user accounts, the following special characters are allowed along with
alphanumeric characters: ~, @, #, $, %, ", &, (), !, .- Lo L L=+ * 55 { }, ./, and\

Related Topics
Maximum Local Database Entries, on page 180

Configuring Usernames and Passwords (GUI)

Procedure
Step 1 Choose Management > Local Management Users.
Step 2 Click New.
Step 3 Enter the username and password, and confirm the password.
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Usernames and passwords are case-sensitive and can contain up to 24 ASCII characters. Usernames and
passwords cannot contain spaces.

Step 4 Choose the User Access Mode as one of the following:
» ReadOnly

» ReadWrite

» LobbyAdmin

Step 5 Click Apply.

Configuring Usernames and Passwords (CLI)

Procedure

* Configure a username and password by entering one of these commands:

« config mgmtuser add username password read-write description—Creates a username-password
pair with read-write privileges.

+ config mgmtuser add username password read-only description—Creates a username-password
pair with read-only privileges.

Usernames and passwords are case-sensitive and can contain up to 24 ASCII characters. Usernames
and passwords cannot contain spaces.

Note

If you ever need to change the password for an existing username, enter the config
mgmtuser password username new_password command.

« config mgmtuser add user name password lobby-admin description—Creates a username-password
pair with Lobby Administrator privileges.

« config mgmtuser type5-add username md5-crypt_password { read-write | read-only |
lobby-admin } description —Creates a management username-password pair with type-5
encryption.

« config mgmtuser type5-password username md5-crypt_password —Configures type-5 encrypted
password for an existing management user account.

» List the configured users by entering this command:

show mgmtuser

* View the type of password encryption used for the current user by entering this command:

debug aaa detail enable
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Lobby Ambassador Account

This section contains the following subsections:

Creating a Lobby Ambassador Account (GUI)

Step 1

Step 2
Step 3

Step 4

Step 5

Procedure

Choose Management > Local Management Users to open the Local Management Users page.
This page lists the names and access privileges of the local management users.

Note If you want to delete any of the user accounts from the controller, hover your cursor over the blue
drop-down arrow and choose Remove. However, deleting the default administrative user prohibits
both GUI and CLI access to the controller. Therefore, you must create a user with administrative
privileges (ReadWrite) before you remove the default user.

Click New to create a lobby ambassador account. The Local Management Users > New page appears.
In the User Name text box, enter a username for the lobby ambassador account.

Note Management usernames must be unique because they are stored in a single database.

In the Password and Confirm Password text boxes, enter a password for the lobby ambassador account.

Note Passwords are case sensitive. The settings for the management User Details parameters depends
on the settings that you make in the Password Policy page. The following requirements are
enforced on the password:

* The password should contain characters from at least three of the following classes: lowercase letters,
uppercase letters, digits, and special characters.

* No character in the password can be repeated more than three times consecutively.
* The password should not contain a management username or the reverse letters of a username.

* The password should not contain words like Cisco, oscic, admin, nimda, or any variant obtained by
changing the capitalization of letters by substituting 1, |, or ! or substituting 0 for o or substituting $ for
S.

* If you want to downgrade from Release 8.6 to Release 8.5 or an earlier release, ensure that you have a
management user account password that is less than or equal to 24 characters to be compatible with the
earlier releases. Else, during the downgrade and before you can reboot the controller, you will be prompted
with the following message:

"Warning!!! Please Configure Mgmt user compatible with older release"

Choose LobbyAdmin from the User Access Mode drop-down list. This option enables the lobby ambassador
to create guest user accounts.

Note The ReadOnly option creates an account with read-only privileges, and the ReadWrite option
creates an administrative account with both read and write privileges.
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Step 6 Click Apply to commit your changes. The new lobby ambassador account appears in the list of local
management users.

Step 7 Click Save Configuration to save your changes.

Creating a Lobby Ambassador Account (CLI)

Procedure
* To create a lobby ambassador account use the following command:

config mgmtuser add lobbyadmin_username lobbyadmin_pwd lobby-admin

)

Note Replacing lobby-admin with read-only creates an account with read-only privileges. Replacing lobby-admin
with read-write creates an administrative account with both read and write privileges.

Creating Guest User Accounts as a Lobby Ambassador (GUI)

Procedure

Step 1 Log into the controller as the lobby ambassador, using the username and password. The Lobby Ambassador
Guest Management > Guest Users List page appears.

Step 2 Click New to create a guest user account. The Lobby Ambassador Guest Management > Guest Users List >
New page appears.

Step 3 In the User Name text box, enter a name for the guest user. You can enter up to 24 characters.
Step 4 Perform one of the following:

« If you want to generate an automatic password for this guest user, select the Generate Password check
box. The generated password is entered automatically in the Password and Confirm Password text boxes.

» If you want to create a password for this guest user, leave the Generate Password check box unselected
and enter a password in both the Password and Confirm Password text boxes.

Note Passwords can contain up to 24 characters (Release 8.5 and earlier releases) and 127
characters (Release 8.6 and later releases) and are case sensitive.

Step 5 From the Lifetime drop-down lists, choose the amount of time (in days, hours, minutes, and seconds) that this
guest user account is to remain active. A value of zero (0) for all four text boxes creates a permanent account.

Default: 1 day

Range: 5 minutes to 30 days
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Step 6

Step 7
Step 8

Step 9

Guest Accounts .

Note The smaller of this value or the session timeout for the guest WLAN, which is the WLAN on
which the guest account is created, takes precedence. For example, if a WLAN session timeout
is due to expire in 30 minutes but the guest account lifetime has 10 minutes remaining, the account
is deleted in 10 minutes upon guest account expiry. Similarly, if the WLAN session timeout
expires before the guest account lifetime, the client experiences a recurring session timeout that
requires reauthentication.

Note You can change a guest user account with a nonzero lifetime to another lifetime value at any time
while the account is active. However, to make a guest user account permanent using the controller
GUI, you must delete the account and create it again. If desired, you can use the config netuser
lifetime user_name 0 command to make a guest user account permanent without deleting and
recreating it.

From the WLAN SSID drop-down list, choose the SSID that will be used by the guest user. The only WLANSs
that are listed are those WLANSs for which Layer 3 web authentication has been configured.

Note We recommend that you create a specific guest WLAN to prevent any potential conflicts. If a
guest account expires and it has a name conflict with an account on the RADIUS server and both
are on the same WLAN, the users associated with both accounts are disassociated before the
guest account is deleted.

In the Description text box, enter a description of the guest user account. You can enter up to 32 characters.
Click Apply to commit your changes. The new guest user account appears in the list of guest users on the
Guest Users List page.

From this page, you can see all of the guest user accounts, their WLAN SSID, and their lifetime. You can
also edit or remove a guest user account. When you remove a guest user account, all of the clients that are
using the guest WLAN and are logged in using that account’s username are deleted.

Repeat this procedure to create any additional guest user accounts.

Guest Accounts

The controller can provide guest user access on WLANSs for which you must create guest user accounts. Guest
user accounts can be created by network administrators, or, if you would like a non-administrator to be able
to create guest user accounts on demand, you can do so through a lobby administrator account. The lobby
ambassador has limited configuration privileges and has access only to the web pages used to manage the
guest user accounts.

The lobby ambassador can specify the amount of time that the guest user accounts remain active. After the
specified time elapses, the guest user accounts expire automatically.

This section contains the following subsections:

Viewing the Guest Accounts (GUI)

Procedure

Choose Security > AAA > Local Net Users. The Local Net Users page appears.
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From this page, you can see all of the local net user accounts (including guest user accounts) and can edit or
remove them as desired. When you remove a guest user account, all of the clients that are using the guest
WLAN and are logged in using that account’s username are deleted.

Viewing the Guest Accounts (CLI)

Procedure

* To see all of the local net user accounts (including guest user accounts) using the controller CLI, enter
this command:

show netuser summary

Password Policies

The password policies allows you to enforce strong password checks on newly created passwords for additional
management users of controller and access point. The following are the requirements enforced on the new
password:

» When the controller is upgraded from old version, all the old passwords are maintained as it is, even
though the passwords are weak. After the system upgrade, if strong password checks are enabled, the
same is enforced from that time and the strength of previously added passwords will not be checked or
altered.

* Depending on the settings done in the Password Policy page, the local management and access point
user configuration is affected.

Guidelines and Restrictions for Password Policies

* Strong password requirement based on WLAN-CC requirement is applicable only to WLAN admin login
passwords and is not applicable to AP Management user passwords.

* The valid length of AP Management user passwords is minimum of 8 characters and maximum of 127
characters. Also, it is not possible to change the AP Management user password. Therefore, the restrictions
of local net users for strong password does not apply to AP Management user passwords.

» Strong password: lockout feature is not applied if you try to access the controller through a serial
connection or a terminal server connection and it has unlimited attempts.

This section contains the following subsections:

Configuring Password Policies (GUI)

Procedure

Step 1 Choose Security > AAA > Password Policies to open the Password Policies page.
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Step 2 Select the Password must contain characters from at least 3 different classes check box if you want your
password to contain characters from at least three of the following classes: lower case letters, upper case
letters, digits, and special characters.

Step 3 Select the No character can be repeated more than 3 times consecutively check box if you do not want
character in the new password to repeat more than three times consecutively.
Step 4 Select the Password cannot be the default words like cisco, admin check box if you do not want the

password to contain words such as Cisco, ocsic, admin, nimda, or any variant obtained by changing the
capitalization of letters or by substituting 1, |, or! or substituting 0 for o or substituting $ for s.

Step 5 Select the Password cannot contain username or reverse of username check box if you do not want the
password to contain a username or the reverse letters of a username.

Step 6 Click Apply to commit your changes.
Step 7 Click Save Configuration to save your changes.

Configuring Password Policies (CLI)

Procedure
* Enable or disable strong password check for AP and WLC by entering this command:

config switchconfig strong-pwd {case-check | consecutive-check | default-check | username-check
| all-checks| position-check | case-digit-check} {enable | disable}

where

» case-check—Checks the occurrence of same character thrice consecutively

« consecutive-check—Checks the default values or its variants are being used.

» default-check—Checks either username or its reverse is being used.

« all-checks—Enables/disables all the strong password checks.

* position-check—Checks four-character range from old password.

» case-digit-check—Checks all four combinations to be present: lower, upper, digits, and special
characters.

* Configure minimum number of upper, lower, digit, and special characters in a password by entering this
command:

config switchconfig strong-pwd minimum {upper-case | lower-case | digits | special-chars}
num-of-chars

* Configure minimum length for a password by entering this command:
config switchconfig strong-pwd min-length pwd-length
* Configure lockout for management or SNMPv3 users by entering this command:

config switchconfig strong-pwd lockout {mgmtuser | snmpv3user} {enable | disable}

* Configure lockout time for management or SNMPv3 users by entering this command:
config switchconfig strong-pwd lockout time {mgmtuser | snmpv3user} timeout-in-mins

* Configure the number of consecutive failure attempts for management or SNMPv3 users by entering
this command:
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config switchconfig strong-pwd lockout attempts {mgmtuser | snmpv3user} num-of-failure-attempts

* Configure lifetime for management or SNMPv3 users by entering this command:

config switchconfig strong-pwd lifetime {mgmtuser | snmpv3user} lifetime-in-days

* See the configured options for strong password check by entering this command:

show switchconfig

Information similar to the following appears:

802.3x Flow Control Mode.......iiiiiieeennneennn
FIPS prerequisite features............iiiiiin..
secret obfuscation....... ...ttt
Strong Password Check Features:

case-check ........... Enabled
consecutive-check ....Enabled
default-check ....... Enabled
username-check ...... Enabled
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Ports and Interfaces

* Ports, on page 191
* Link Aggregation, on page 195
* Interfaces, on page 200

A port is a physical entity that is used for connections on the controller platform. controllers have two types
of ports:

* Distribution system ports

* Service port

Figure 14: Ports on the Cisco 5508 Wireless Controllers

251197

1 | Redundant port (RJ-45) 6 | SFP distribution system ports 1-8
2 |Service port (RJ-45) 7 | Management port LEDs
3 | Console port (RJ-45) 8 | SFP distribution port Link and Activity LEDs
4 |USB ports 0 and 1 (Type A) 9 | Power supply (PS1 and PS2), System (SYS), and
Alarm (ALM) LEDs
5 | Console port (Mini USB Type B) 10 | Expansion module slot
Note You can use only one console
port (either RJ-45 or mini
USB). When you connect to one
console port, the other is
disabled.
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For more information about Cisco Unified Wireless Network Protocol and Port Matrix, see
http://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-ppm.html.

\)

Note For a comparison of ports in different controllers, see https://www.cisco.com/c/en/us/products/wireless/
wireless-lan-controller/product-comparison.html.

This section contains the following subsections:

Distribution System Ports

A distribution system port connects the controller to a neighbor switch and serves as the data path between
these two devices.

Restrictions for Configuring Distribution System Ports

* Each distribution system port is, by default, an 802.1Q VLAN trunk port. The VLAN trunking
characteristics of the port are not configurable.

\}

Note Some controllers support link aggregation (LAG), which bundles all of the
controller’s distribution system ports into a single 802.3ad port channel. Cisco
5508 Wireless Controllers support LAG, and LAG is enabled automatically on
the controllers within the Cisco WiSM2.

* Controller configuration in access mode is not supported. We recommend that you configure controllers
in trunk mode when you configure controller ports on a switch.

* If an IPv6 packet is destined to controller management IPv6 address and the client VLAN is different
from the controller management VLAN, then the IPv6 packet is switched out of the controller box. If
the same IPv6 packet comes as a network packet to the controller, management access is not denied.

Service Port

The service port can be used management purposes, primarily for out-of-band management. However, AP
management traffic is not possible across the service port. In most cases, the service port is used as a "last
resort” means of accessing the controller GUI for management purposes. For example, in the case where the
system distribution ports on the controller are down or their communication to the wired network is otherwise
degraded.

The service port is controlled by the service-port interface and is reserved for out-of-band management of the
controller and system recovery and maintenance in the event of a network failure. It is also the only port that
is active when the controller is in boot mode. The service port is not capable of carrying 802.1Q tags, so it
must be connected to an access port on the neighbor switch. Use of the service port is optional.

Service ports are not intended for high volume of traffic. We recommend that you use the management interface
through the system distribution ports (dedicated or LAG).

Service ports can be used for SNMP polling.
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\)

Note

The service port is not auto-sensing. You must use the correct straight-through or crossover Ethernet cable
to communicate with the service port.

A

Caution

that is dedicated to out-of-band management.

Do not configure wired clients in the same VLAN or subnet of the service port of the controller on the network.
If you configure wired clients on the same subnet or VLAN as the service port, it is not possible to access the
management interface of the controller. We recommend that you place the service port ina VLAN or a subnet

\}

Note For Cisco 5520 and 8540 Wireless Controllers, the disabling of administrative mode of the port does not

physically disable the port. Only the packets are blocked due to which switchover does not happen.

For information about service ports in the applicable controllers, see the respective controller documentation:

* Cisco 3504 Wireless Controller Deployment Guide

* Cisco 5508 Wireless Controller Installation Guide

* Cisco WiSM2 Deployment Guide

* Cisco Flex 7510 Wireless Controller Deployment Guide
* Cisco 5520 Wireless Controller Deployment Guide

* Cisco 8510 Wireless Controller Installation Guide

* Cisco 8540 Wireless Controller Deployment Guide

Configuring Ports (GUI)

Step 1

The controller’s ports are configured with factory-default settings designed to make the controllers’ ports
operational without additional configuration. However, you can view the status of the controller’s ports and
edit their configuration parameters at any time.

Procedure

Choose Controller > Ports to open the Ports page.
This page shows the current configuration for each of the controller’s ports.

If you want to change the settings of any port, click the number for that specific port. The Port > Configure
page appears.

Note If the management and AP-manager interfaces are mapped to the same port and are members of
the same VLAN, you must disable the WLAN before making a port-mapping change to either
interface. If the management and AP-manager interfaces are assigned to different VLANS, you
do not need to disable the WLAN.
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Note The number of parameters available on the Port > Configure page depends on your controller
type.

The following show the current status of the port:

* Port Number—Number of the current port.
* Admin Status—Current state of the port. Values: Enable or Disable
* Physical Mode—Configuration of the port physical interface. The mode varies by the controller type.

* Physical Status—The data rate being used by the port. The available data rates vary based on controller
type.
* Cisco 2504 WLC—1 Gbps full duplex
* Cisco WiSM2—10 Gbps full duplex

* Cisco 7510 WLC—10 Gbps full duplex

* Link Status—Link status of the port. Values: Link Up or Link Down
* Link Trap—Whether the port is set to send a trap when the link status changes. Values: Enable or Disable

» Power over Ethernet (PoE)—If the connecting device is equipped to receive power through the Ethernet
cable and if so, provides 48 VDC. Values: Enable or Disable

Note Some older Cisco access points do not draw PoE even if it is enabled on the controller port.
In such cases, contact the Cisco Technical Assistance Center (TAC).
The following is a list of the port’s configurable parameters.

a. Admin Status—Enables or disables the flow of traffic through the port. Options: Enable or Disable, with
default option of Enable.

Note When a primary port link goes down, messages may get logged internally only and not be
posted to a syslog server. It may take up to 40 seconds to restore logging to the syslog server.

b. Physical Mode—Determines whether the port’s data rate is set automatically or specified by the user.
The supported data rates vary based on the controller type. Default: Auto.

c. Link Trap—Causes the port to send a trap when the port’s link status changes. Options: Enable or Disable,
with default option of Enable.

Step 2 Click Apply.

Step 3 Click Save Configuration.

Step 4 Click Back to return to the Ports page and review your changes.

Step 5 Repeat this procedure for each additional port that you want to configure.

Configuring Ports (CLI)

The controller’s ports are configured with factory-default settings designed to make the controllers’ ports
operational without additional configuration. However, you can view the status of the controller’s ports and
edit their configuration parameters at any time.
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Step 1

Step 2

Step 3

Step 4

Monitoring Ports (CLI)

Monitoring Ports (CLI) .

Procedure

Configure the administrative mode for a specific port or all ports by entering this command:
config port adminmode {port | all} {enable | disable}
Configure the up and down link traps for a specific port or all ports by entering this command:
config port linktrap {port | all} {enable | disable}
Configure the maximum speed for a port by entering this command:
config port maxspeed port {1000 | 2500 | 5000}

+ 1000: 1 Gbps

* 2500: 2.5 Gbps

+ 5000: 5 Gbps

Configure Power over Ethernet for a specific port or all ports by entering this command:

config port power {port | all} {enable | disable}

Procedure

* See a summary or a detailed information about all ports by entering this command:
show port {summary | detailed-info}

* See information about a specific port by entering this command:
show port port-num

* See a VLAN port table summary by entering this command:
show port vlan

* See port statistics information by entering this command:

show stats port {detailed | summary}

Link Aggregation

Link aggregation (LAG) is a partial implementation of the 802.3ad port aggregation standard. It bundles all
of the controller’s distribution system ports into a single 802.3ad port channel. This reduces the number of
IP addresses required to configure the ports on your controller. When LAG is enabled, the system dynamically
manages port redundancy and load balances access points transparently to the user.

LAG simplifies controller configuration because you no longer require to configure primary and secondary
ports for each interface. If any of the controller ports fail, traffic is automatically migrated to one of the other
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ports. As long as at least one controller port is functioning, the system continues to operate, access points
remain connected to the network, and wireless clients continue to send and receive data.

You can use fast restart for any LAG changes.

Controller does not send CDP advertisements on a LAG interface.

\)

Note LAG is supported across switches.

This section contains the following subsections:

Restrictions on Link Aggregation

* You can bundle all eight ports on a Cisco 5508 Controller into a single link.

* Terminating on two different modules within a single Catalyst 6500 series switch provides redundancy
and ensures that connectivity between the switch and the controller is maintained when one module fails.
The controller’s port 1 is connected to Gigabit interface 3/1, and the controller’s port 2 is connected to
Gigabit interface 2/1 on the Catalyst 6500 series switch. Both switch ports are assigned to the same
channel group.

* The controller relies on the switch for the load balancing decisions on traffic that come from the network,
with “source-destination IP” as the typically recommended option. It is important to select a correct
balancing configuration on the switch side, as some variations might have an impact on controller
performance or cause packet drops on some scenarios, where traffic from different ports is split across
different data planes internally.

* When using Link aggregation (LAG) make sure all ports of the controller have the same Layer 2
configuration on the switch side. For example, avoid filtering some VLANSs in one port, and not the
others.

* LAG requires the EtherChannel to be configured for 'mode on' on both the controller and the Catalyst
switch.

* Once the EtherChannel is configured as on at both ends of the link, the Catalyst switch should not be
configured for either Link Aggregation Control Protocol (LACP) or Cisco proprietary Port Aggregation
Protocol (PAgP) but be set unconditionally to LAG. Because no channel negotiation is done between
the controller and the switch, the controller does not answer to negotiation frames and the LAG is not
formed if a dynamic form of LAG is set on the switch. Additionally, LACP and PAgP are not supported
on the controller.

* If the recommended load-balancing method cannot be configured on the Catalyst switch, then configure
the LAG connection as a single member link or disable LAG on the controller.
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Figure 15: Link Aggregation with the Catalyst 6500 Series Neighbor Switch
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* You cannot configure the controller’s ports into separate LAG groups. Only one LAG group is supported
per controller.

* When you enable LAG or make any changes to the LAG configuration, you must immediately reboot
the controller.

* When you enable LAG, you can configure only one AP-manager interface because only one logical port
is needed.

* When you enable LAG, all dynamic AP-manager interfaces and untagged interfaces are deleted, and all
WLAN:S are disabled and mapped to the management interface. Also, the management, static AP-manager,
and VLAN-tagged dynamic interfaces are moved to the LAG port.

» Multiple untagged interfaces to the same port are not allowed.

* When you enable LAG, all ports participate in LAG by default. You must configure LAG for all of the
connected ports in the neighbor switch.

* When you enable LAG, if any single link goes down, traffic migrates to the other links.
* When you enable LAG, only one functional physical port is needed for the controller to pass client traffic.

* When you enable LAG, access points remain connected to the controller until you reboot the controller,
which is needed to activate the LAG mode change, and data service for users continues uninterrupted.

* When you enable LAG, you eliminate the need to configure primary and secondary ports for each
interface.

* When you enable LAG, the controller sends packets out on the same port on which it received them. If
a CAPWAP packet from an access point enters the controller on physical port 1, the controller removes
the CAPWAP wrapper, processes the packet, and forwards it to the network on physical port 1. This may
not be the case if you disable LAG.

* When you disable LAG, the management, static AP-manager, and dynamic interfaces are moved to port
1.
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* When you disable LAG, you must configure primary and secondary ports for all interfaces.

* When you enable LAG on Cisco 2504 WLC to which the direct-connect access point is associated, the
direct connect access point is disconnected since LAG enabling is still in the transition state. You must
reboot the controller immediately after enabling LAG.

* In Cisco 8510 WLCs, when more than 1000 APs join the controller, flapping occurs. To avoid this, we
recommend that you do not add more than 1000 APs on a single Cisco Catalyst switch for CAPWAP
IPv6.

* If you have configured a port-channel on the switch and you have not configured the AP for LAG, the
AP moves to standalone mode.

* We recommend that you configure LAG with HA-SSO in disabled state. Therefore, you must enable
LAG before placing the controllers in HA-SSO pair or schedule a maintenance window to break the
HA-SSO (requires controller reboot) and then enable LG and re enable HA-SSO thereafter (incurs
multiple controller reboots in the process).

Configuring Link Aggregation (GUI)

Procedure

Step 1 Choose Controller > General to open the General page.
Step 2 Set the LAG Mode on next reboot parameter to Enabled.
Step 3 Save the configuration.

Step 4 Reboot the controller.

Configuring Link Aggregation (CLI)

Procedure
Step 1 Enter the config lag enable command to enable LAG.

Note Enter the config lag disable command if you want to disable LAG.
Step 2 Enter the save config command to save your settings.

Step 3 Reboot controller.
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Verifying Link Aggregation Settings (CLI)

Procedure

Verify your LAG settings by entering this command:
show lag summary

Information similar to the following appears:

LAG Enabled

Configuring Neighbor Devices to Support Link Aggregation

The controller’s neighbor devices must also be properly configured to support LAG.

* Each neighbor port to which the controller is connected should be configured as follows:

interface GigabitEthernet <interface id>
switchport

channel-group <id> mode on

no shutdown

* The port channel on the neighbor switch should be configured as follows:

interface port-channel <id>

switchport

switchport trunk encapsulation dotlqg
switchport trunk native vlan <native vlan id>
switchport trunk allowed vlan <allowed vlans>
switchport mode trunk

no shutdown

Choosing Between Link Aggregation and Multiple AP-Manager Interfaces

controllers have no restrictions on the number of access points per port, but we recommend that you use link
aggregation (LAG) or multiple AP-manager interfaces on each Gigabit Ethernet port to automatically balance
the load.

The following factors should help you decide which method to use if your controller is set for Layer 3 operation:

» With LAG, all of the controller ports need to connect to the same neighbor switch. If the neighbor switch
goes down, the controller loses connectivity.

» With multiple AP-manager interfaces, you can connect your ports to different neighbor devices. If one
of the neighbor switches goes down, the controller still has connectivity. However, using multiple
AP-manager interfaces presents certain challenges when port redundancy is a concern.
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Interfaces

An interface is a logical entity on the controller. An interface has multiple parameters associated with it,
including an IP address, default gateway (for the IP subnet), primary physical port, secondary physical port,
VLAN identifier, and DHCP server.

These five types of interfaces are available on the controller. Four of these are static and are configured at
setup time:

\)

Note An interface that is static means that at least one must exist in the controller and cannot be deleted. However,
you can choose to modify the parameters for these interfaces after the initial setup.

» Management interface (static and configured at setup time; mandatory)

» AP-manager interface (static and configured at setup time; mandatory)

\}

Note  You are not required to configure an AP-manager interface on Cisco 5508 and
later controller models explicitly because this function can be enabled by default
on the management interface itself.

* Virtual interface (static and configured at setup time; mandatory)
* Service-port interface (static and configured at setup time; optional)

* Dynamic interface (user-defined)

\}

Note Typically, you define the management, AP-manager, virtual, and service-port interface parameters using the
Startup Wizard. However, you can display and configure interface parameters through either the GUI or CLI
after the controller is running.

When LAG is disabled, each interface is mapped to at least one primary port, and some interfaces (management
and dynamic) can be mapped to an optional secondary (or backup) port. If the primary port for an interface
fails, the interface automatically moves to the backup port. In addition, multiple interfaces can be mapped to
a single controller port.

The Cisco 5508 and later controller models mark packets greater than 1500 bytes as long. However, the
packets are not dropped. The workaround for this is to configure the MTU on a switch to less than 1500 bytes.

\)

Note Interfaces that are quarantined are not displayed on the Controller > Interfaces page. For example, if there
are 6 interfaces and one of them is quarantined, the quarantined interface is not displayed and the details of
the other 5 interfaces are displayed on the GUI. You can get the total number of interfaces that is inclusive
of quarantined interfaces through the count displayed on the top-right corner of the GUI.

This section contains the following subsections:
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Restrictions for Configuring Interfaces

* Each physical port on the wireless controller can have only one AP-manager configured with it. For the
Cisco 5508 controllers, the management interface with AP-management enabled cannot fail over to the
backup port, which is primary for the AP-manager on the management or dynamic VLAN interface.

* Cisco 5508 controllers do not support fragmented pings on any interface.

* When the port comes up in VMware ESXi with configuration for NIC teaming, the vVWLC may lose
connectivity. However, the Cisco vVWLC resumes connectivity after a while.

* [Pv4 address needs to be configured on the interface prior to configuring the IPv6 address.

Dynamic AP Management

A dynamic interface is created as a WLAN interface by default. However, any dynamic interface can be

configured as an AP-manager interface, with one AP-manager interface allowed per physical port. A dynamic
interface with the Dynamic AP Management option enabled is used as the tunnel source for packets from the
controller to the access point and as the destination for CAPWAP packets from the access point to the controller.

)

Note If link aggregation (LAG) is enabled, there can be only one AP-manager interface.

WLANs

A WLAN associates a service set identifier (SSID) to an interface or an interface group. It is configured with

security, quality of service (QoS), radio policies, and other wireless network parameters. Up to 512 WLANSs
can be configured per controller.
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Figure 16: Relationship between Ports, Interfaces, and WLANs
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Each controller port connection is an 802.1Q trunk and should be configured as such on the neighbor switch.
On Cisco switches, the native VLAN of an 802.1Q trunk is an untagged VLAN. If you configure an interface
to use the native VLAN on a neighboring Cisco switch, make sure you configure the interface on the controller

to be untagged.

\}

Note

untagged.

A zero value for the VLAN identifier (on the Controller > Interfaces page) means that the interface is

The default (untagged) native VLAN on Cisco switches is VLAN 1. When controller interfaces are configured
as tagged (meaning that the VLAN identifier is set to a nonzero value), the VLAN must be allowed on the
802.1Q trunk configuration on the neighbor switch and not be the native untagged VLAN.

We recommend that tagged VLANS be used on the controller. You should also allow only relevant VLANs
on the neighbor switch’s 802.1Q trunk connections to controller ports. All other VLANS should be disallowed
or pruned in the switch port trunk configuration. This practice is extremely important for optimal performance

of the controller.
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Note

We recommend that you assign one set of VLANs for WLANSs and a different set of VLANSs for management
interfaces to ensure that controllers properly route VLAN traffic.

Management Interface

The management interface is the default interface for in-band management of the controller and connectivity
to enterprise services such as AAA servers. It is also used for communications between the controller and
access points, for all CAPWARP or intercontroller mobility messaging and tunneling traffic. You can access
the GUI of the controller by entering the management interface IP address of the controller in the address
field of your browser. The AP management is enabled by default on the management interface.

For CAPWAP, the controller requires one management interface to control all inter-controller communications
and one AP-manager interface to control all controller-to-access point communications, regardless of the
number of ports.

\)

Note

A

To prevent or block a wired or wireless client from accessing the management network on a controller (from
the wireless client dynamic interface or VLAN), the network administrator should ensure that only authorized
clients gain access to the management network through proper CPU ACLs, or use a firewall between the client
dynamic interface and the management network.

Caution

Do not map a guest WLAN to the management interface. If the EolIP tunnel breaks, the client could obtain
an IP and be placed on the management subnet.

In a High Availability environment with Release 8.0 or a later release, ensure that the management interface
and the redundancy management interface (RMI) are tagged for the HA-SSO to work as expected.

This section contains the following subsections:

Configuring the Management Interface (GUI)

Procedure

Step 1 Choose Controller > Interfaces to open the Interfaces page.
Step 2 Click the management link.

The Interfaces > Edit page appears.

Step 3 Set the management interface parameters:

Note The management interface uses the controller’s factory-set distribution system MAC address.

* Quarantine and quarantine VLAN ID, if applicable

* NAT address (only Cisco 2504 and 5508 controllers are configured for dynamic AP management.)
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Note Check the Enable NAT Address check box and enter the external NAT IP address if you
want to be able to deploy your Cisco 2504 and 5508 controllers behind a router or other
gateway device that is using one-to-one mapping network address translation (NAT). NAT
allows a device, such as a router, to act as an agent between the Internet (public) and a local
network (private). In this case, it maps the controller’s intranet IP addresses to a corresponding
external address. The controller’s dynamic AP-manager interface must be configured with
the external NAT IP address so that the controller can send the correct IP address in the
Discovery Response.

Note If a Cisco 2504 or 5508 controller is configured with an external NAT IP address under the
management interface, the APs in local mode cannot associate with the controller. The
workaround is to either ensure that the management interface has a globally valid IP address
or ensure that external NAT IP address is valid internally for the local APs.

Note The NAT parameters are supported for use only with one-to-one-mapping NAT, where each
private client has a direct and fixed mapping to a global address. The NAT parameters do
not support one-to-many NAT, which uses source port mapping to enable a group of clients
to be represented by a single IP address.

* VLAN identifier

Note Enter 0 for an untagged VLAN or a nonzero value for a tagged VLAN. We recommend
using tagged VLANSs for the management interface.

* Configuring Management Interface using IPv4— Fixed IP address, IP netmask, and default gateway.
* Configuring Management Interface using IPv6—Fixed IPv6 address, prefix-length (interface subnet
mask for IPv6) and the link local address of the IPv6 gateway router.

Note * In a setup where IPv6 is used, we recommend the APs to be at least one hop away from
the controller. As the IPv6 packets are always sent to the Gateway, if the AP and
controller are in the same subnet, it increases the packet hops and impacts the
performance.

* Once the primary IPv6 Address, prefix length, and primary IPv6 gateway are configured
on the management interface, they cannot be changed back to default values (:: /128).

* In a setup where IPv6 CAPWAP is used, we recommend that the APs are at least 1 hop
away from the controller because all IPv6 traffic is first forwarded to the gateway.

* A configuration backup must be carried out before configuring IPv6 in case the user
wants to revert back to IPv4 only management interface.

* When more than 1300 IPv6 APs are in use, on a single Catalyst 6000 Switch, then
assign APs on multiple VLANS.

* Dynamic AP management (for Cisco 2504 or 5508 controllers only)

Note For Cisco 5508 controllers, the dynamic AP management parameter is enabled by default.
If needed, this function can be disabled on the management interface and enabled for another
dynamic interface.

* Physical port assignment (for all controllers except the Cisco 2504 or 5508 controllers)
* Primary and secondary DHCP servers

* Access control list (ACL) setting, if required
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Step 4 Click Save Configuration.

Step 5 If you made any changes to the management or virtual interface, reboot the controller so that your changes
take effect.

Configuring the Management Interface (CLI)

Procedure

Step 1 Enter the show interface detailed management command to view the current management interface settings.
Note The management interface uses the controller’s factory-set distribution system MAC address.
Note This command output shows the port MAC address.

Step 2 Enter the config wlan disable wlan-number command to disable each WLAN that uses the management

interface for distribution system communication.
Step 3 Enter these commands to define the management interface:
a) Using IPv4 Address

« config interface address management ip-addr ip-netmask gateway
« config interface quarantine vlan management vian id

Note Use the config interface quarantine vlan management vian_id command to configure
a quarantine VLAN on the management interface.

« config interface vlan management {vian-id | O}

Note Enter O for an untagged VLAN or a nonzero value for a tagged VLAN. We recommend
using tagged VLANSs for the management interface.

« config interface ap-manager management {enable | disable}

Note Use the config interface ap-manager management {enable | disable} command to
enable or disable dynamic AP management for the management interface. For Cisco
5508 controllers, the management interface acts like an AP-manager interface by default.
If required, you can disable the management interface as an AP-manager interface and
create another dynamic interface as an AP manager.

« config interface port management primary-port [secondary-port] (for all controllers except the
5508 controller)

« config interface dhcp management ip-address-of-primary-dhcp-server
[i p-address-of-secondary-dhcp-server]

« config interface acl management access-control-list-name

b) Using IPv6 Address

Note we recommend the APs to be at least one hop away from the controller. As the IPv6 packets
are always sent to the Gateway, if the AP and controller are in same subnet, it increases the
packet hops and impacts the performance.

« config ipv6 interface address management primary ip-address prefix-length IPv6_Gateway Address
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Note Once the Primary IPv6 Address, Prefix Length, and Primary IPv6 Gateway are configured
on the management interface, they cannot be changed back to default values (:: /128).
A configuration backup must be carried out before configuring IPv6 in case the user
wants to revert back to IPv4 only management interface.

« config interface quarantine vlan management vian id

Note Use the config interface quarantine vlan management vian_id command to configure
a quarantine VLAN on the management interface.

« config interface vlan management {vian-id | O}

Note Enter 0 for an untagged VLAN or a nonzero value for a tagged VLAN. We recommend
using tagged VLANSs for the management interface.

« config interface ap-manager management {enable | disable}

Note Use the config interface ap-manager management {enable | disable} command to
enable or disable dynamic AP management for the management interface. For Cisco
5508 WLCs, the management interface acts like an AP-manager interface by default. If
desired, you can disable the management interface as an AP-manager interface and
create another dynamic interface as an AP manager.

« config interface port management physical-ds-port-number (for all controllers except the 5508
WLC)

« config interface dhcp management ip-address-of-primary-dhcp-server
[ip-address-of-secondary-dhcp-server]

« config ipv6 interface acl management access-control-list-name

Step 4 Enter these commands if you want to be able to deploy your controller behind a router or other gateway device
that is using one-to-one mapping network address translation (NAT):

» config interface nat-address management {enable | disable}

« config interface nat-address management set public_IP_address

NAT allows a device, such as a router, to act as an agent between the Internet (public) and a local network
(private). In this case, it maps the controller's intranet IP addresses to a corresponding external address. The
controller’s dynamic AP-manager interface must be configured with the external NAT IP address so that the
controller can send the correct IP address in the Discovery Response.

Note These commands are supported for use only with one-to-one-mapping NAT, where each private
client has a direct and fixed mapping to a global address. These commands do not support
one-to-many NAT, which uses source port mapping to enable a group of clients to be represented

by a single IP address.
Step 5 Enter the save config command.
Step 6 Enter the show interface detailed management command to verify that your changes have been saved.
Step 7 If you made any changes to the management interface, enter the reset system command to reboot the controller

in order for the changes to take effect.
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Virtual Interface

The virtual interface is used to support mobility management, Dynamic Host Configuration Protocol (DHCP)
relay, and embedded Layer 3 security such as guest web authentication. It also maintains the DNS gateway
host name used by Layer 3 security and mobility managers to verify the source of certificates when Layer 3
web authorization is enabled.

Specifically, the virtual interface plays these two primary roles:
* Acts as the DHCP server placeholder for wireless clients that obtain their IP address from a DHCP server.

* Serves as the redirect address for the web authentication login page.

The virtual interface IP address is used only in communications between the controller and wireless clients.
It never appears as the source or destination address of a packet that goes out a distribution system port and
onto the switched network. For the system to operate correctly, the virtual interface IP address must be set (it
cannot be 0.0.0.0), and no other device on the network can have the same address as the virtual interface.
Therefore, the virtual interface must be configured with an unassigned and unused gateway IP address. The
virtual interface IP address is not pingable and should not exist in any routing table in your network. In addition,
the virtual interface cannot be mapped to a physical port.

We recommend that you configure a non-routable IP address for the virtual interface, ideally not overlapping
with the network infrastructure addresses or external. Use one of the options proposed on RFC5737, for
example, 192.0.2.0/24, 198.51.100.0/24, and 203.0.113.0/24 networks. This is to avoid using an IP address
that is assigned to another device or system.

Restrictions

* All controllers within a mobility group must be configured with the same virtual interface IP address.
Otherwise, inter-controller roaming may appear to work, but the handoff does not complete, and the
client loses connectivity for a period of time.

This section contains the following subsections:

Configuring Virtual Interfaces (GUI)

Step 1
Step 2

Step 3

Procedure

Choose Controller > Interfaces to open the Interfaces page.
Click Virtual.

The Interfaces > Edit page appears.

Enter the following parameters:
* Any valid unassigned, and unused gateway IP address
* DNS gateway hostname

Note To ensure connectivity and web authentication, the DNS server should always point to the
virtual interface. If a DNS hostname is configured for the virtual interface, then the same
DNS host name must be configured on the DNS server(s) used by the client.
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Step 4

Step 5

Click Save Configuration.

If you made any changes to the management or virtual interface, reboot the controller so that your changes
take effect.

Configuring Virtual Interfaces (CLI)

Step 1
Step 2

Step 3

Step 4

Step 5

Procedure

Enter the show interface detailed virtual command to view the current virtual interface settings.

Enter the config wlan disable wlan-number command to disable each WLAN that uses the virtual interface
for distribution system communication.

Enter these commands to define the virtual interface:
« config interface address virtual ip-address
Note For ip-address, enter a valid, unassigned, and unused gateway IP address.

« config interface hostname virtual dns-host-name

Enter the reset system command. At the confirmation prompt, enter Y to save your configuration changes to
NVRAM. The controller reboots.

Enter the show interface detailed virtual command to verify that your changes have been saved.

Service-Port Interfaces

The service-port interface controls communications through and is statically mapped by the system to the
service port. The service port can be used for out-of-band management.

The service port can obtain an IPv4 address using DHCP, or it can be assigned a static IPv4 address, but a
default gateway cannot be assigned to the service-port interface. Static [Pv4 routes can be defined through
the controller for remote network access to the service port.

If the service port is in use, the management interface must be on a different supernet from the service-port
interface.

Similarly, the service port can be statically assigned an IPv6 address or select an [Pv6 address using Stateless
Address Auto-Configuration (SLAAC). The default gateway cannot be assigned to the service-port interface.
Static IPv6 routes can be defined through the controller for remote network access to the service port.

)

Note

While IPv6 addressing is used along with stateless address auto-configuration, the controller does not perform
the subnet verification; however, you must not connect the service-port in the same subnet as the other interfaces
in the controller.
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\)

Note This is the only SLAAC interface on the controller, all other interfaces must be statically assigned (just like
for IPv4).

)

Note User does not require IPv6 static routes to reach service port from the same network, but IPv6 routes requires
to access service port from different network. The IPv6 static routes should be as same as IPv4.

The service-port interface supports the following protocols:
* SSH and Telnet
*« HTTP and HTTPS
* SNMP
* FTP, TFTP, and SFTP
* Syslog
* ICMP (ping)
* NTP

\)

Note TACACS+ and RADIUS are not supported through the service port.

This section contains the following subsections:

Restrictions on Configuring Service-Port Interfaces

* Only Cisco Flex 7510 and Cisco 5508 WLCs have a physical service-port interface that is reachable
from the external network.

* You must not use the service-port for continuous SNMP polling and management functions except when
the management interface of the controller is unreachable.

Configuring Service-Port Interfaces Using IPv4 (GUI)

Procedure
Step 1 Choose Controller > Interfaces to open the Interfaces page.
Step 2 Click the service-port link to open the Interfaces > Edit page.
Step 3 Enter the Service-Port Interface parameters:
Note The service-port interface uses the controller’s factory-set service-port MAC address.

* DHCP protocol (enabled)
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» DHCP protocol (disabled) and IP address and IP netmask

Step 4 Click Save Configuration to save your changes.

Step 5 If you made any changes to the management or virtual interface, reboot the controller so that your changes
take effect.

Configuring Service-Port Interfaces Using IPv4 (CLI)

Procedure

Step 1 To view the current service-port interface settings, enter this command:
show interface detailed service-port

Note The service-port interface uses the controller’s factory-set service-port MAC address.

Step 2 Enter these commands to define the service-port interface:

* To configure the DHCP server, enter this command:
config interface dhcp service-port enable

* To disable the DHCP server, enter this command:
config interface dhcp service-port disable

* To configure the IPv4 address, enter this command:
config interface address service-port ip-addr ip-netmask

The service port is used for out-of-band management of the controller. If the management workstation is in

a remote subnet, you may need to add a [Pv4 route on the controller in order to manage the controller from
that remote workstation. To do so, enter this command:

config route add network-ip-addr ip-netmask gateway
To remove the IPv4 route on the controller, enter this command:
config route delete ip_address

Caution Communication through the management interface might not work as expected if subnet that is
added to static route overlaps with other infrastructure or devices.

Step 3 Enter the save config command to save your changes.
Step 4 Enter the show interface detailed service-port command to verify that your changes have been saved.
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Configuring Service-Port Interface Using IPv6 (GUI)

Procedure
Step 1 Choose Controller > Interfaces to open the Interfaces page.
Step 2 Click the service-port link to open the Interfaces > Edit page.
Step 3 Enter the Service-Port Interface parameters:
Note The service-port interface uses the controller’s factory-set service-port MAC address. Service

Port can be statically assigned an address or select an address using SLAAC.

* SLACC(enabled)
* SLACC (disabled) and Primary Address and Prefix Length

Step 4 Click Save Configuration to save your changes.

Step 5 If you made any changes to the management or virtual interface, reboot the controller so that your changes
take effect.

Configuring Service-Port Interfaces Using IPv6 (CLI)

Procedure

Step 1 To view the current service-port interface settings, enter this command:
show interface detailed service-port

Note The service-port interface uses the controller’s factory-set service-port MAC address.

Step 2 Enter these commands to define the service-port interface:
* To configure the service port using SLACC , enter this command:
config ipv6 interface slacc service-port enable
* To disable the service port from using SLACC, enter this command:
config ipv6 interface slacc service-port disable
* To configure the IPv6 address, enter this command:

config ipv6 interface address service-port iipv6_address prefix-length

Step 3 The service port is used for out-of-band management of the controller. If the management workstation is in
a remote subnet, you may need to add a route on the controller in order to manage the controller from that
remote workstation. To do so, enter this command:

config ipv6 route add network_ipv6_addr prefix-lenipv6_gw_addr

Step 4 To remove the IPv6 route on the controller, enter this command:
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config ipv6 route delete network _ipv6 addr

Step 5 Enter the save config command to save your changes.
Step 6 Enter the show interface detailed service-port command to verify that your changes have been saved.

Dynamic Interface

Dynamic interfaces are created by users and designed to be analogous to VLANSs for wireless LAN clients.
In a LAG setup, the dynamic interface on a controller is conceptually analogous to an SVI on a switch or
router associated with a single VLAN and single subnet, although the controller does not have any routing
capabilities. A controller can support up to 512 dynamic interfaces (VLANSs). Each dynamic interface is
individually configured and allows separate communication streams to exist on any or all of a controller’s
distribution system ports. A dynamic interface is a Layer 3 interface on the controller to map a WLAN to a
particular VLAN and subnet. If DHCP relay is enabled on the controller, then the applicable dynamic interface
is used as the relay address. The dynamic interface will also be the interface through which network
communication to and from the controller will occur if the destination address is in the same subnet assigned
to a dynamic interface. Alternatively, a dynamic interface can also be configured as an AP management
interface as well, in place of the default management interface on a separate port in a non-LAG setup. You
can assign dynamic interfaces to distribution system ports, WLANS, the Layer 2 management interface, and
the Layer 3 AP-manager interface, and you can map the dynamic interface to a backup port.

Management traffic such as Telnet or SSH, HTTP or HTTPS, and so on, can use a dynamic interface as their
destination address if management by dynamic interface option is enabled.

You can configure zero, one, or multiple dynamic interfaces on a distribution system port. However, all
dynamic interfaces must be on a different VLAN or IP subnet from all other interfaces configured on the port.
If the port is untagged, all dynamic interfaces must be on a different IP subnet from any other interface
configured on the port.

For information about maximum number of VLANSs supported on a controller platform, see the respective
controller platform's datasheet.

\}

Note You must not configure a dynamic interface in the same network as that of Local Mobility Anchor (LMA).

If you do so, the GRE tunnel between the controller and LMA does not come up.

This section contains the following subsections:

Prerequisites for Configuring Dynamic Interfaces

While configuring on the dynamic interface of the controller, you must ensure the following:

* You must use tagged VLANS for dynamic interfaces.

* You must allocate a dedicated, static IP address for the subnet and VLAN that will be assigned to the
dynamic interface.

Restrictions on Configuring Dynamic Interfaces

The following restrictions apply for configuring the dynamic interfaces on the controller:
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» Wired clients cannot access management interface of the Cisco 2504 WLC using the IP address of the
AP Manager interface .

« If the SNMP management station is in the same subnet that is assigned to a dynamic interface, then for
any SNMP polling, the request should be issued to the IP address assigned to that dynamic interface,
rather than the management interface of the controller.

* If you are using DHCP proxy and/or a RADIUS source interface, ensure that the dynamic interface has
a valid routable address. Duplicate or overlapping addresses across controller interfaces are not supported.

* You must not use ap-manager as the interface name while configuring dynamic interfaces as
ap-manager is a reserved name.

Configuring Dynamic Interfaces (GUI)

Procedure

Step 1 Choose Controller > Interfaces to open the Interfaces page.
Step 2 Perform one of the following:

» To create a new dynamic interface, click New. The Interfaces > New page appears. Go to Step 3.
* To modify the settings of an existing dynamic interface, click the name of the interface. The Interfaces
> Edit page for that interface appears. Go to Sep 5.

* To delete an existing dynamic interface, hover your cursor over the blue drop-down arrow for the desired
interface and choose Remove.

Step 3 Enter an interface name and a VLAN ID.

Note You cannot enter ap-manager as the interface name while configuring a dynamic interface as
ap-manager is a reserved name.

Step 4 Click Apply to commit your changes. The Interfaces > Edit page is displayed.
Step 5 Configure the following parameters:

* Guest LAN, if applicable

* Quarantine and quarantine VLAN ID, if applicable

Note Select the Quarantine check box if you want to configure this VLAN as unhealthy or you
want to configure network access control (NAC) out-of-band integration. Doing so causes
the data traffic of any client that is assigned to this VLAN to pass through the controller.

* Physical port assignment (for all controllers except the Cisco 5508 controller)

* NAT address (only for Cisco 5508 controllers configured for dynamic AP management)
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Step 6
Step 7

Note
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Check the Enable NAT Address check box and enter the external NAT IP address if you
want to be able to deploy your controller behind a router or other gateway device that is
using one-to-one mapping network address translation (NAT). NAT allows a device, such
as a router, to act as an agent between the Internet (public) and a local network (private). In
this case, it maps the controller’s intranet IP addresses to a corresponding external address.
The controller’s dynamic AP-manager interface must be configured with the external NAT
IP address so that the controller can send the correct IP address in the Discovery Response.

The NAT parameters are supported for use only with one-to-one-mapping NAT, where each
private client has a direct and fixed mapping to a global address. The NAT parameters do
not support one-to-many NAT, which uses source port mapping to enable a group of clients
to be represented by a single IP address.

* Dynamic AP management

Note

When you enable this feature, this dynamic interface is configured as an AP-manager interface
(only one AP-manager interface is allowed per physical port). A dynamic interface that is
marked as an AP-manager interface cannot be used as a WLAN interface.

Set the APs in a VLAN that is different than the dynamic interface configured on the
controller. If the APs are in the same VLAN as the dynamic interface, the APs are not
registered on the controller and the “LWAPP discovery rejected” and “Layer 3 discovery
request not received on management VLAN” errors are logged on the controller.

* VLAN identifier

* Fixed IP address, IP netmask, and default gateway.

Note

Enter valid IP addresses in these fields.

* Primary and secondary DHCP servers

* Access control list (ACL) name, if required

Note

To ensure proper operation, you must set the Port Number and Primary DHCP Server
parameters.

Click Save Configuration to save your changes.

Repeat this procedure for each dynamic interface that you want to create or edit.

Configuring Dynamic Interfaces (CLI)

Step 1
Step 2

Procedure

Note

Enter the show interface summary command to view the current dynamic interfaces.
View the details of a specific dynamic interface by entering this command:
show interface detailed operator_defined interface name.

Interface names that contain spaces must be enclosed in double quotes. For example: config
interface create "vlan 25"
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Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Configuring Dynamic Interfaces (CLI) .

Enter the config wlan disable wlan_id command to disable each WLAN that uses the dynamic interface for
distribution system communication.

Enter these commands to configure dynamic interfaces:

» config interface create operator_defined_interface name {vian_id | x}

- config interface address interface ip_addr ip_netmask [gateway]

« config interface vlan operator_defined_interface name {vian_id | o}

« config interface port operator_defined_interface_name physical ds_port number

» config interface ap-manager operator_defined_interface_name {enable | disable}

Note Use the config interface ap-manager operator_defined_interface_name {enable | disable}
command to enable or disable dynamic AP management. When you enable this feature, this
dynamic interface is configured as an AP-manager interface (only one AP-manager interface
is allowed per physical port). A dynamic interface that is marked as an AP-manager interface
cannot be used as a WLAN interface. You cannot use ap-manager as the
operator_defined_interface_name while configuring a dynamic interface as ap-manager
is a reserved name.

« config interface dhcp operator_defined_interface nameip_address of primary dhcp_server
[ip_address of secondary dhcp server]

» config interface quarantine vlan interface_ namevian_id

Note Use the config interface quarantine vlan interface_namevlian_id command to configure
a quarantine VLAN on any interface.

- config interface acl operator_defined_interface_name access control_list name

Enter these commands if you want to be able to deploy your controller behind a router or other gateway device
that is using one-to-one mapping network address translation (NAT):

» config interface nat-address dynamic-interface operator_defined_interface_name {enable | disable}

« config interface nat-address dynamic-interface operator_defined_interface nameset public_IP_address

NAT allows a device, such as a router, to act as an agent between the Internet (public) and a local network
(private). In this case, it maps the controller’s intranet IP addresses to a corresponding external address. The
controller’s dynamic AP-manager interface must be configured with the external NAT IP address so that the
controller can send the correct IP address in the Discovery Response.

Note These commands are supported for use only with one-to-one-mapping NAT, whereby each private
client has a direct and fixed mapping to a global address. These commands do not support
one-to-many NAT, which uses source port mapping to enable a group of clients to be represented
by a single IP address.

Enter the config wlan enable wlan_id command to reenable each WLAN that uses the dynamic interface for
distribution system communication.

Enter the save config command to save your changes.

Enter the show interface detailed operator_defined_interface_name command and show interface summary
command to verify that your changes have been saved.
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Note If desired, you can enter the config interface delete operator_defined interface name command
to delete a dynamic interface.

AP-Manager Interface

A controller configured with IPv4 has one or more AP-manager interfaces, which are used for all Layer 3
communications between the controller and lightweight access points after the access points have joined the
controller. The AP-manager IP address is used as the tunnel source for CAPWAP packets from the controller
to the access point and as the destination for CAPWAP packets from the access point to the controller.

\)

Note A controller configured with IPv6 has only one AP-manager and is applicable on management interface. You
cannot remove the AP-manager configured on management interface.

)

Note The controller does not support jumbo frames. To avoid having the controller transmit CAPWAP packets to
the AP that will necessitate fragmentation and reassembly, reduce MTU/MSS on the client side.

A controller configured with IPv6 does not support Dynamic AP-Manager. By default, the management
interface acts like an AP-manager interface. Link Aggregation (LAG) is used for IPv6 AP load balancing.

This section contains the following subsections:

Restrictions for Configuring AP Manager Interface

* For [IPv4—The MAC address of the management interface and the AP-manager interface is the same as
the base LAG MAC address.

* An AP-manager interface is not required to be configured. The management interface acts like an
AP-manager interface by default, and the access points can join on this interface.

» If link aggregation (LAG) is enabled, there can be only one AP-manager interface. But when LAG is
disabled, one or more AP-manager interfaces can be created, generally one per physical port.

* When LAG is enabled—Supports only one AP Manager, which can either be on the management
or dynamic interface with AP management.

* When LAG is disabled—Supports one AP Manager per port. The Dynamic Interface tied to a VLAN
can act as an AP Manager (when enabled).

\}

Note When you enable LAG, all the ports would lose their AP Manager status and the
AP management reverts back onto the Management interface.

* Port redundancy for the AP-manager interface is not supported. You cannot map the AP-manager interface
to a backup port.
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* It is not possible to have APs and a non-AP-manager interface on the same VLAN. If they are in the
same VLAN, the controller will move the traffic up on the incorrect VLAN as the controller gets the
CAPWAP discovery on the non-AP-manager interface.

Configuring the AP-Manager Interface (GUI)

Procedure

Step 1 Choose Controller > Interfaces to open the Interfaces page.
Step 2 Click AP-Manager Interface.

The Interface > Edit page is displayed.

Note For IPv6 only—A controller configured with IPv6 address does not support Dynamic AP-Manager.
By default, the management interface acts like an AP-manager interface.

Step 3 Set the AP-Manager Interface parameters:

Note For Cisco 5508 WLCs, you are not required to configure an AP-manager interface. The
management interface acts like an AP-manager interface by default.

* Physical port assignment
* VLAN identifier

Note Enter 0 for an untagged VLAN or a nonzero value for a tagged VLAN. We recommend
using tagged VLANSs for the AP-manager interface.

Note The gig/wired subinterface is numbered with VLAN number and dotl1 subinterface is
numbered with the WLAN ID. The first configured WLAN becomes dot11 0.1 & dot11 1.1
and second WLAN ID subinterface becomes dot11 0.2 & dotl1 1.2 onwards. This dot11
sub interface number cannot be mapped with a VLAN ID because multiple WLANS can be
assigned with a same VLAN number. We cannot have duplicate subinterface created in the
system. The native subinterface configuration in wired interface is the AP native VLAN
configuration, if VLAN support is enabled in FlexConnect mode or else the native interface
is always gig prime interface in AP (Local / Flex with no VLAN support).

* Fixed IP address, IP netmask, and default gateway
* Primary and secondary DHCP servers

* Access control list (ACL) name, if required
Step 4 Click Save Configuration to save your changes.

Step 5 If you made any changes to the management or virtual interface, reboot the controller so that your changes
take effect.
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Configuring the AP Manager Interface (CLI)

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Before you begin

For Cisco 5508 WLCs, you are not required to configure an AP-manager interface. The management interface
acts like an AP-manager interface by default.

A controller configured with IPv6 address does not support Dynamic AP-Manager. The management interface
acts like an AP-manager interface by default.

Procedure

Enter the show interface summary command to view the current interfaces.
Enter the show interface detailed interface-name command to view the current AP-manager interface settings.

Enter the config wlan disable wlan-id command to disable each WLAN that uses the AP-manager interface
for distribution system communication.

Enter these commands to define the AP-manager interface:

« config interface address management ip-addr ip-netmask gateway

« config interface vlan management {vlan-id | 0}

Note Enter O for an untagged VLAN or a nonzero value for a tagged VLAN. We recommend
using tagged VLANSs for the AP-manager interface.

- config interface port management physical-ds-port-number

« config interface dhcp management ip-address-of-primary-dhcp-server
[ip-address-of-secondary-dhcp-server]

- config interface acl management access-control-list-name

Enter the save config command to save your changes.
Enter the show interface detailed interface-name command to verify that your changes have been saved.

Configuration Example: Configuring AP-Manager on a Cisco 5500 Series Controller

For a Cisco 5508 WLC, we recommend that you have eight dynamic AP-manager interfaces and associate
them to the eight Gigabit ports of the controller when LAG is not used. If you are using the management
interface, which acts like an AP-manager interface by default, you must create only seven more dynamic
AP-manager interfaces and associate them to the remaining seven Gigabit ports.

\}

Note For IPv6 only—A controller configured with IPv6 address does not support Dynamic AP-Manager. By default,
the management interface acts like an AP-manager interface. Use LAG for IPv6 AP load balancing.
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Configuration Example: Configuring AP-Manager on a Cisco 5500 Series Controller .

Figure 17: Dynamic Interface Example with Dynamic AP Management

This figure shows a dynamic interface that is enabled as a dynamic AP-manager interface and associated to

port number 2.
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Figure 18: Cisco 5508 WLC Interface Configuration Example

This figure shows a Cisco 5508 WLC with LAG disabled, the management interface used as one dynamic
AP-manager interface, and seven additional dynamic AP-manager interfaces, each mapped to a different

Gigabit port.
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Interface Groups

Interface groups are logical groups of interfaces. Interface groups facilitate user configuration where the same
interface group can be configured on multiple WLANS or while overriding a WLAN interface per AP group.
An interface group can exclusively contain either quarantine or nonquarantine interfaces. An interface can be
part of multiple interface groups.

A WLAN can be associated with an interface or interface group. The interface group name and the interface
name cannot be the same.

This feature also enables you to associate a client to specific subnets based on the foreign controller that they
are connected to. The anchor controller WLAN can be configured to maintain a mapping between foreign
controller MAC and a specific interface or interface group (Foreign maps) as needed. If this mapping is not
configured, clients on that foreign controller gets VLANs associated in a round robin fashion from interface
group configured on WLAN.

You can also configure AAA override for interface groups. This feature extends the current access point group
and AAA override architecture where access point groups and AAA override can be configured to override
the interface group WLAN that the interface is mapped to. This is done with multiple interfaces using interface
groups.

Controller marks VLAN as dirty when the clients are unable to receive IP address using DHCP. The VLAN
interface is marked as dirty based on two methods:

Aggressive Method—When only one failure is counted per association per client and controller marks VLAN
as dirty interface when a failure occurs three times for a client or for three different clients.

Non-Aggressive Method—When only one failure is counted per association per client and controller marks
VLAN as a dirty interface only when three or more clients fail.

This section contains the following subsections:

Restrictions on Configuring Interface Groups

* The priority order for configuring interface groups for WLAN is:
* AAA override

» AP group

* Interface group

\}

Note AP group interface mapping for a WLAN is not supported in an anchor-foreign
scenario.

* Dual stack clients with a static-IPv4 address is not supported.
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Creating Interface Groups (GUI) .

Creating Interface Groups (GUI)

Step 1

Step 2

Step 3

Step 4

Procedure

Choose Controller > Interface Groups.
The Interface Groups page appears with the list of interface groups already created.

Note To remove an interface group, hover your mouse pointer over the blue drop-down icon and choose
Remove.

Click Add Group.
The Add New Interface Group page appears.

Enter the details of the interface group:

« Interface Group Name—Specify the name of the interface group.

* Description—Add a brief description of the interface group.

Click Add.

Creating Interface Groups (CLI)

Step 1
Step 2

Procedure

config interface group {create | delete} interface_group_name—Creates or deletes an interface group

config interface group description interface_group _name description—Adds a description to the interface
group

Adding Interfaces to Interface Groups (GUI)

Step 1

Step 2

Step 3

Step 4
Step 5

Procedure

Choose Controller > Interface Groups.

The Interface Groups page appears with a list of all interface groups.

Click the name of the interface group to which you want to add interfaces.

The Interface Groups > Edit page appears.

Choose the interface name that you want to add to this interface group from the Interface Name drop-down
list.

Click Add Interface to add the interface to the Interface group.

Repeat Steps 2 and 3 if you want to add multiple interfaces to this interface group.
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Note To remove an interface from the interface group, hover your mouse pointer over the blue
drop-down arrow and choose Remove.

Adding Interfaces to Interface Groups (CLI)

Procedure

Add interfaces to interface groups by entering this command:
config interface group interface add interface _group interface_name

Viewing VLANSs in Interface Groups (CLI)

Procedure

View a list of VLANS in the interface groups by entering this command:

show interface group detailed interface-group-name

Adding an Interface Group to a WLAN (GUI)

Procedure

Step 1 Choose the WLAN tab.
The WLANSs page appears listing the available WLANS.
Step 2 Click the WLAN ID of the WLAN to which you want to add the interface group.

Step 3 In the General tab, choose the interface group from the Interface/Interface Group (G) drop-down list.
Step 4 Click Apply.

Note Suppose that the interface group that you add to a WLAN has RADIUS Server Overwrite interface
enabled. In this case, when a client requests for authentication, the controller selects the first IP
address from the interface group as the RADIUS server.
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Adding an Interface Group to a WLAN (CLI)

Procedure

Add an interface group to a WLAN by entering this command:
config wlan interface wlan_id interface_group_name
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IPv6 Clients

* [Pv6 Client Mobility, on page 225

* Prerequisites for Configuring IPv6 Mobility, on page 225
* Restrictions on Configuring IPv6 Mobility, on page 226
* Global IPv6, on page 226

* RA Guard, on page 227

* RA Throttling, on page 228

* [Pv6 Neighbor Discovery, on page 229

IPv6 Client Mobility

Internet Protocol version 6 (IPv6) is the next-generation network layer Internet protocol intended to replace
version 4 (IPv4) in the TCP/IP suite of protocols. This new version increases the Internet global address space
to accommodate users and applications that require unique global IP addresses. IPv6 incorporates 128-bit

source and destination addresses, which provide significantly more addresses than the 32-bit I[Pv4 addresses.

To support IPv6 clients across controllers, ICMPv6 messages must be dealt with specially to ensure the IPv6
client remains on the same Layer 3 network. The controllers keep track of IPv6 clients by intercepting the
ICMPv6 messages to provide seamless mobility and protect the network from network attacks. The ICMPv6
packets are converted from multicast to unicast and delivered individually per client. This process allows
more control. Specific clients can receive specific Neighbor Discovery and Router Advertisement packets,
which ensures correct [Pv6 addressing and avoids unnecessary multicast traffic.

The configuration for IPv6 mobility is the same as [Pv4 mobility and requires no separate software on the
client side to achieve seamless roaming. The controllers must be part of the same mobility group. Both IPv4
and IPv6 client mobility are enabled by default.

Prerequisites for Configuring IPvé Mobility

« Up to eight client addresses can be tracked per client.

* To allow stateful DHCPv6 IP addressing to operate properly, you must have a switch or router that
supports the DHCP for IPv6 feature that is configured to act like a DHCPv6 server, or you need a dedicated
server such as a Windows 2008 server with a built-in DHCPv6 server.

To support the seamless [Pv6 Mobility, you might need to configure the following:
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* Configuring RA Guard for IPv6 Clients
* Configuring RA Throttling for IPv6 Clients
* Configuring IPv6 Neighbor Discovery Caching

Restrictions on Configuring IPv6 Mobility

* The Dynamic VLAN function for IPv6 is not supported.

* Roaming of IPv6 clients that are associated with a WLAN that is mapped to an untagged interface to
another WLAN that is mapped to a tagged interface is not supported.

* The controllers that have the same mobility group, same VLAN ID, and different [Pv4 and IPv6 subnets,
generate different IPv6 router advertisements. WLAN on these WLCs is assigned to the same dynamic
interface with the same VLAN ID on all the controllers. The client receives correct IPv4 address; however
it receives a router advertisement from the different subnets that reach the other controllers. There could
be issue of no traffic from the client, because the first given IPv6 address to the client does not match to
the subnet for the IPv4 address. To resolve this, make sure if performing Layer 3 roams between controllers
that the client is assigned to different VLANS.

* [Pv6 is not supported in Flex local switching with AAA override VLAN.
* [Pv6 ping from controller to a client is not supported if the client is in the management subnet.
* In Cisco 2504 WLC with directly connected APs, client IPv6 is not supported. (CSCv{51290)

* Controller sends all application IPv6 traffic to the gateway even if the host is in the same subnet. The
gateway forwards the traffic to the host in the same subnet. If the gateway is a Cisco ASA, by default,
the Cisco ASA drops traffic sent by the controller to the gateway, if traffic has to be sent to the same
subnet. This is because traffic ingress and egress interface is the same. To allow Cisco ASA to forward
this traffic, use the same-security-traffic permit intra-interface command in Cisco ASA. For more
information, see https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/vpn/asa-vpn-cli/
vpn-params.html#56144.

Global IPv6

This section contains the following subsections:

Restrictions on Global IPv6

* [Pv4 address needs to be configured on the interface prior to configuring the IPv6 address.
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Configuring IPv6 Globally (GUI)

Procedure

Step 1 Choose Controller > General.

Step 2 From the Global IPv6 Config drop-down list, choose Enabled or Disabled.
Step 3 Click Apply.

Step 4 Click Save Configuration.

Configuring IPv6 Globally (CLI)

Procedure
* Enable or disable IPv6 globally by entering this command:
config ipv6 {enable | disable}

RA Guard

IPv6 clients configure IPv6 addresses and populate their router tables based on IPv6 Router Advertisement
(RA) packets. The RA Guard feature is similar to the RA guard feature of wired networks. RA Guard increases
the security of the IPv6 network by dropping the unwanted or rogue RA packets that come from wireless
clients. If this feature is not configured, malicious IPv6 clients could announce themselves as the router for
the network, which would take higher precedence over legitimate IPv6 routers.

RA Guard occurs at the controller. You can configure the controller to drop RA messages at the access point
or at the controller. By default, RA Guard is configured at the access point and also enabled in the controller.
All IPv6 RA messages are dropped, which protects other wireless clients and upstream wired network from
malicious IPv6 clients.

\}

Note * [Pv6 RA guard feature works on wireless clients only. This feature does not work on wired guest access
(GA).

* RA guard is also supported in FlexConnect local switching mode.

This section contains the following subsections:
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Configuring RA Guard (GUI)

Procedure

Step 1 Choose Controller > IPv6 > RA Guard to open the IPv6 RA Guard page. By default the IPv6 RA Guard
on AP is enabled.

Step 2 From the drop-down list, choose Disable to disable RA Guard. The controller also displays the clients that
have been identified as sending RA packets.

Step 3 Click Apply to commit your changes.
Step 4 Click Save Configuration to save your changes.

Configuring RA Guard (CLI)

Procedure
* Configure RA Guard by entering this command:

config ipv6 ra-guard ap {enable | disable}

RA Throttling

RA throttling allows the controller to enforce limits to RA packets headed toward the wireless network. By
enabling RA throttling, routers that send many RA packets can be trimmed to a minimum frequency that will
still maintain an IPv6 client connectivity. If a client sends an RS packet, then an RA is sent back to the client.
This is allowed through the controller and unicasted to the client. This process ensures that the new clients or
roaming clients are not affected by the RA throttling.

This section contains the following subsections:

Configuring RA Throttling (GUI)

Procedure

Step 1 Choose Controller > IPv6 > RA Throttle Policy page. By default the IPv6 RA Throttle Policy is disabled.
Unselect the check box to disable RA throttle policy.

Step 2 Configure the following parameters:

« Throttle period—The period of time for throttling. RA throttling takes place only after the Max Through
limit is reached for the VLAN or the Allow At-Most value is reached for a particular router. The range
is from 10 seconds to 86400 seconds. The default is 600 seconds.
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» Max Through—The maximum number of RA packets on a VLAN that can be sent before throttling
takes place. The No Limit option allows an unlimited number of RA packets through with no throttling.
The range is from 0 to 256 RA packets. The default is 10 RA packets.

« Interval Option—This option allows the controller to act differently based on the RFC 3775 value set
in IPv6 RA packets.

+ Passthrough— Allows any RA messages with the RFC 3775 interval option to go through without
throttling.

* Ignore—Causes the RA throttle to treat packets with the interval option as a regular RA and subject
to throttling if in effect.

» Throttle—Causes the RA packets with the interval option to always be subject to rate limiting.

* Allow At-least—The minimum number of RA packets per router that can be sent as multicast before
throttling takes place. The range is from 0 to 32 RA packets.

* Allow At-most—The maximum number of RA packets per router that can be sent as multicast before
throttling takes place. The No Limit option allows an unlimited number of RA packets through the router.
The range is from 0 to 256 RA packets.

Note When RA throttling occurs, only the first IPv6 capable router is allowed through. For networks
that have multiple IPv6 prefixes being served by different routers, you should disable RA
throttling.

Step 3 Save the configuration.

Configuring the RA Throttle Policy (CLI)

Procedure

Configure the RA throttle policy by entering this command:

config ipv6 neigbhor-binding ra-throttle {allow at-least at-least-value | enable | disable | interval-option
{ ignore | passthrough | throttle} | max-through {max-through-value | no-limit}}

IPv6 Neighbor Discovery

IPv6 Neighbor Discovery is a set of messages and processes that determine relationships between neighboring
nodes. Neighbor Discovery replaces ARP, ICMP Router Discovery, and ICMP Redirect used in IPv4.

At any given time, only eight IPv6 addresses are supported per client. When the ninth IPv6 address is
encountered, the controller removes the oldest stale entry and accommodates the latest one.

IPv6 Neighbor Discovery inspection analyzes neighbor discovery messages in order to build a trusted binding
table database, and IPv6 neighbor discovery packets that do not comply are dropped. The neighbor binding
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table in the controller track each IPv6 address and its associated MAC address. Clients are expired from the
table according to Neighbor Binding timers.

This section contains the following subsections:

Configuring Neighbor Binding (GUI)

Procedure

Step 1 Choose Controller > IPv6 > Neighbor Binding page.
Step 2 Configure the following:

» Down-Lifetime—Specifies how long IPv6 cache entries are kept if the interface goes down. The range
is from 0 to 86400 seconds.

* Reachable—Lifetime—Specifies how long IPv6 addresses are active. The range is from 0 to 86400 seconds.

* Stale—Lifetime—Specifies how long to keep IPv6 addresses in the cache. The range is from 0 to 86400
seconds.

Step 3 Enable or disable the Unknown Address Multicast NS Forwarding.
Step 4 Enable or disable NA Multicast Forwarding.

If you enable NA Multicast Forwarding, all unsolicited multicast NA from Wired/Wireless is not forwarded
to Wireless.

Step 5 Click Apply.
Step 6 Click Save Configuration.

Configuring Neighbor Binding (CLI)

Procedure

* Configure the neighbor binding parameters by entering this command:

config ipv6 neighbor-binding timers {down-lifetime | reachable-lifetime | stale-lifetime} {enable |
disable}

* Configure the Unknown Address Multicast NS Forwarding by entering this command:
config ipv6 ns-mcast-fwd {enable | disable}

* Configure NA Multicast Forwarding by entering this command:
config ipv6 na-mcast-fwd {enable | disable}

If you enable NA Multicast Forwarding, all unsolicited multicast NA from Wired/Wireless is not forwarded
to Wireless.

* See the status of neighbor binding data that are configured on the controller by entering this command:

show ipv6 neighbor-binding summary
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Access Control Lists

* Information about Access Control Lists, on page 231

* Guidelines and Restrictions on Access Control Lists, on page 232

* Configuring Access Control Lists (GUI), on page 233

» Applying an Access Control List to an Interface (GUI), on page 235

* Applying an Access Control List to the Controller CPU (GUI), on page 235
* Applying an Access Control List to a WLAN (GUI), on page 236

» Applying a Preauthentication Access Control List to a WLAN (GUI), on page 237
* Configuring Access Control Lists (CLI), on page 237

» Applying Access Control Lists (CLI), on page 238

* Layer 2 Access Control Lists, on page 239

* DNS-based Access Control Lists, on page 243

Information about Access Control Lists

An Access Control List (ACL) is a set of rules used to limit access to a particular interface (for example, if
you want to restrict a wireless client from pinging the management interface of the controller). After ACLs
are configured on the controller, they can be applied to the management interface, the AP-manager interface,
any of the dynamic interfaces, ora WLAN to control data traffic to and from wireless clients or to the controller
central processing unit (CPU) to control all traffic destined for the CPU.

You may also want to create a preauthentication ACL for web authentication. Such an ACL could be used to
allow certain types of traffic before authentication is complete.

Both IPv4 and IPv6 ACL are supported. [Pv6 ACLs support the same options as IPv4 ACLs including source,
destination, source and destination ports.

)

Note  You can enable only IPv4 traffic in your network by blocking IPv6 traffic. That is, you can configure an IPv6
ACL to deny all IPv6 traffic and apply it on specific or all WLANS.
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Guidelines and Restrictions on Access Control Lists

* You can define up to 64 ACLs, each with up to 64 rules (or filters) for both IPv4 and IPv6. Each rule
has parameters that affect its action. When a packet matches all of the parameters for a rule, the action
set for that rule is applied to the packet.

* When you apply CPU ACLs on a Cisco 5508 WLC or a Cisco WiSM2, you must permit traffic towards
the virtual interface IP address for web authentication.

 All ACLs have an implicit “deny all rule” as the last rule. If a packet does not match any of the rules, it
is dropped by the controller.

* If you are using an external web server with a Cisco 5508 WLC or a WLC network module, you must
configure a preauthentication ACL on the WLAN for the external web server.

* Multicast traffic received from wired networks that is destined to wireless clients is not processed by
WLC ACLs. Multicast traffic initiated from wireless clients, destined to wired networks or other wireless
clients on the same controller, is processed by WLC ACLs.

» ACLs are configured on the controller directly or configured through Cisco Prime Infrastructure templates.
The ACL name must be unique.

* You can configure ACL per client (AAA overridden ACL) or on either an interface or a WLAN. The
AAA overridden ACL has the highest priority. However, each interface, WLAN, or per client ACL
configuration that you apply can override one another.

» If peer-to-peer blocking is enabled, traffic is blocked between peers even if the ACL allows traffic between
them.

* When you create an ACL, it is recommended to perform the two actions (create an ACL or ACL ruleand
apply the ACL or ACL rule) continuously either from CLI or GUI.

* Mobility pings on ports 16666 and 16667 are notable exemptions and these ports cannot be blocked by
any ACL.

* When high priority for an ACL is enabled, two types of rules are possible as follows:

* Deny: If you add the Deny rule, all the relevant services under the rule are blocked or disabled. This
does not depend on the configuration status of the services.

* Permit: If you add the Permit rule, all the relevant services might require more configuration that
are based on the nature of the service, for the service to be functional. For example, Telnet/SSH do
not require more configuration for their services to be functional, whereas HTTP/HTTPS do require
more configuration for their services to be functional.

* ACLs do not affect the service ports of controllers.

* URL domain configuration for IPv6 ACLs is not supported. However, it is supported in the case of [Pv4
ACLs.

* DNS traffic is permitted by default with or without ACL entries for clients that are awaiting web
authentication.
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Configuring Access Control Lists (GUI)

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Procedure

Choose Security > Access Control Lists > Access Control Lists to open the Access Control Lists page.

If you want to see if packets are hitting any of the ACLs configured on your controller, select the Enable
Counters check box and click Apply. Otherwise, leave the check box unselected, which is the default value.
This feature is useful when troubleshooting your system.

Note If you want to clear the counters for an ACL, hover your cursor over the blue drop-down arrow
for that ACL and choose Clear Counters.

Add a new ACL by clicking New. The Access Control Lists > New page appears.

In the Access Control List Name text box, enter a name for the new ACL. You can enter up to 32 alphanumeric
characters.

Choose the ACL type. There are two types of ACL supported, IPv4 and IPv6.
Click Apply. When the Access Control Lists page reappears, click the name of the new ACL.

When the Access Control Lists > Edit page appears, click Add New Rule. The Access Control Lists > Rules
> New page appears.

Configure a rule for this ACL as follows:

a) The controller supports up to 64 rules for each ACL. These rules are listed in order from 1 to 64. In the
Sequence text box, enter a value (between 1 and 64) to determine the order of this rule in relation to any
other rules defined for this ACL.

Note If rules 1 through 4 are already defined and you add rule 29, it is added as rule 5. If you add
or change a sequence number for a rule, the sequence numbers for other rules adjust to
maintain a continuous sequence. For instance, if you change a rule’s sequence number from
7 to 5, the rules with sequence numbers 5 and 6 are automatically reassigned as 6 and 7,
respectively.

b) From the Source drop-down list, choose one of these options to specify the source of the packets to which
this ACL applies:

* Any—Any source (this is the default value).

* IP Address—A specific source. If you choose this option, enter the IP address and netmask of the
source in the text boxes. If you are configuring IPv6 ACL, enter the IPv6 address and prefix length
of the destination in the text boxes.

¢) From the Destination drop-down list, choose one of these options to specify the destination of the packets
to which this ACL applies:

* Any—Any destination (this is the default value).

* IP Address—A specific destination. If you choose this option, enter the IP address and netmask of
the destination in the text boxes. If you are configuring IPv6 ACL, enter the IPv6 address and prefix
length of the destination in the text boxes.
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d) From the Protocol drop-down list, choose the protocol ID of the IP packets to be used for this ACL. These

g)

are the protocol options:
* Any—Any protocol (this is the default value)
* TCP—Transmission Control Protocol
* UDP—User Datagram Protocol
* ICMP/ICMPv6—Internet Control Message Protocol
Note ICMPV6 is only available for IPv6 ACL.
* ESP—IP Encapsulating Security Payload
* AH—Authentication Header
* GRE—Generic Routing Encapsulation
* IP in IP—Internet Protocol (IP) in IP (permits or denies IP-in-IP packets)
+ Eth Over IP—Ethernet-over-Internet Protocol
* OSPF—Open Shortest Path First
» Other—Any other Internet Assigned Numbers Authority (IANA) protocol

Note If you choose Other, enter the number of the desired protocol in the Protocol text box.
You can find the list of available protocols in the INAI website.

The controller can permit or deny only IP packets in an ACL. Other types of packets (such as ARP packets)
cannot be specified.

If you chose TCP or UDP in the previous step, two additional parameters appear: Source Port and
Destination Port. These parameters enable you to choose a specific source port and destination port or
port ranges. The port options are used by applications that send and receive data to and from the networking
stack. Some ports are designated for certain applications such as Telnet, SSH, HTTP, and so on.

Note Source and Destination ports based on the ACL type.
From the DSCP drop-down list, choose one of these options to specify the differentiated services code

point (DSCP) value of this ACL. DSCP is an IP header text box that can be used to define the quality of
service across the Internet.

* Any—Any DSCP (this is the default value)
* Specific—A specific DSCP from 0 to 63, which you enter in the DSCP edit box

From the Direction drop-down list, choose one of these options to specify the direction of the traffic to
which this ACL applies:

* Any—Any direction (this is the default value)
* Inbound—From the client

» Outbound—To the client

Note If you are planning to apply this ACL to the controller CPU, the packet direction does not
have any significance, it is always ‘Any’.
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Step 9
Step 10

Applying an Access Control List to an Interface (GUI) .

h) From the Action drop-down list, choose Deny to cause this ACL to block packets or Permit to cause this
ACL to allow packets. The default value is Deny.

i) Click Apply to commit your changes. The Access Control Lists > Edit page reappears, showing the
rules for this ACL.

The Deny Counters fields shows the number of times that packets have matched the explicit deny ACL
rule. The Number of Hits field shows the number of times that packets have matched an ACL rule. You
must enable ACL counters on the Access Control Lists page to enable these fields.

Note If you want to edit a rule, click the sequence number of the desired rule to open the Access
Control Lists > Rules > Edit page. If you want to delete a rule, hover your cursor over the
blue drop-down arrow for the desired rule and choose Remove.

j) Repeat this procedure to add any additional rules for this ACL.

Click Save Configuration to save your changes.
Repeat this procedure to add any additional ACLs.

Related Topics
Configuring FlexConnect Access Control Lists (GUI), on page 1025

Applying an Access Control List to an Interface (GUI)

Step 1
Step 2
Step 3

Step 4

Procedure

Choose Controller > Interfaces.
Click the name of the desired interface. The Interfaces > Edit page for that interface appears.
Choose the desired ACL from the ACL Name drop-down list and click Apply. The default is None.

Note IPv6 ACLs are supported only on management interface.

Click Save Configuration to save your changes.

Applying an Access Control List to the Controller CPU (GUI)

Before you begin

Before you apply ACL rules, ensure that you have explicitly set the following RRM ports to allow in the CPU
ACL:

» 12124-12125
» 12134-12135

Also ensure that you add these ACL rules specifically at the top of the ACL list.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

If you do not set these RRM ports to allow, the ports are blocked by default.

Procedure

Choose Security > Access Control Lists > CPU Access Control Lists to open the CPU Access Control
Lists page.

Select the Enable CPU ACL check box to enable a designated ACL to control the IPv4 traffic to the controller
CPU or unselect the check box to disable the CPU ACL feature and remove any ACL that had been applied
to the CPU. The default value is unselected.

From the ACL Name drop-down list, choose the ACL that will control the IPv4 traffic to the controller CPU.
None is the default value when the CPU ACL feature is disabled. If you choose None while the Enable CPU
ACL check box is selected, an error message appears indicating that you must choose an ACL.

Note This parameter is available only if you have selected the CPU ACL Enable check box.
Note When CPU ACL is enabled, it is applicable to both wireless and wired traffic.

Select the Enable CPU IPv6 ACL check box to enable a designated ACL to control the IPv6 traffic to the
controller CPU or unselect the check box to disable the CPU ACL feature and remove any ACL that had been
applied to the CPU. The default value is unselected.

Note For CPU IPv6 ACL, along with permit rules for HTTP/Telnet, you must add a rule to allow
ICMPv6 (NA/ND uses ICMPv6) for the CPU IPv6 ACLs to work.

From the IPv6 ACL Name drop-down list, choose the ACL that will control the IPv6 traffic to the controller
CPU. None s the default value when the CPU ACL feature is disabled. If you choose None while the Enable
CPU IPv6 ACL check box is selected, an error message appears indicating that you must choose an ACL.

Click Apply to commit your changes.
Click Save Configuration to save your changes.

Applying an Access Control List to a WLAN (GUI)

Step 1
Step 2
Step 3
Step 4

Step 5

Procedure

Choose WLANS to open the WLANS page.
Click the ID number of the desired WLAN to open the WLANs > Edit page.
Choose the Advanced tab to open the WLANSs > Edit (Advanced) page.

From the Override Interface ACL drop-down list, choose the IPv4 or IPv6 ACL that you want to apply to
this WLAN. The ACL that you choose overrides any ACL that is configured for the interface. None is the
default value.

Note To support centralized access control through AAA server such as ISE or ACS, [Pv6 ACL must
be configured on the controller and the WLAN must be configured with AAA override enabled
feature.

Click Apply.
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Step 6 Click Save Configuration.

Applying a Preauthentication Access Control List to a WLAN
(GUI)

Procedure

Step 1 Choose WLANS to open the WLANS page.

Step 2 Click the ID number of the desired WLAN to open the WLANS > Edit page.

Step 3 Choose the Security and Layer 3 tabs to open the WLANs > Edit (Security > Layer 3) page.
Step 4 Select the Web Policy check box.

Step 5 From the Preauthentication ACL drop-down list, choose the desired ACL and click Apply. None is the
default value.

Step 6 Save the configuration.

Configuring Access Control Lists (CLI)

Procedure

Step 1 See all of the ACLs that are configured on the controller by entering this command:
show [ipv6] acl summary

Step 2 See detailed information for a particular ACL by entering this command:
show [ipv6] acl detailed acl_name

The Counter text box increments each time a packet matches an ACL rule, and the DenyCounter text box
increments each time a packet does not match any of the rules.

Note If a traffic/request is allowed from the controller by a permit rule, then the response to the
traffic/request in the opposite direction also is allowed and cannot be blocked by a deny rule in
the ACL.

Step 3 Enable or disable ACL counters for your controller by entering this command:

config acl counter {start | stop}

Note If you want to clear the current counters for an ACL, enter the clear acl counters acl_name
command.

Step 4 Add a new ACL by entering this command:
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config [ipv6] acl create acl_name.
You can enter up to 32 alphanumeric characters for the acl_name parameter.

Note When you try to create an interface name with space, the controller CLI does not create an
interface. For example, if you want to create an interface name int 3, the CLI will not create this
since there is a space between int and 3. If you want to use int 3 as the interface name, you need
to enclose within single quotes like ‘int 3°.

Step 5 Add a rule for an ACL by entering this command:
config [ipv6] acl rule add acl_name rule_index

Step 6 Configure an ACL rule by entering config [ipv6] acl rule command:
Step 7 Save your settings by entering this command:
save config
Note To delete an ACL, enter the config [ipv6] acl delete acl_name command. To delete an ACL rule,

enter the config [ipv6] acl rule delete acl_name rule_index command.

Applying Access Control Lists (CLI)

Procedure

Step 1 Perform the following to apply an IPv4 ACL:
* To apply an ACL to the IPv4 data path, enter this command:

config acl apply acl_name

* To apply an ACL to the controller CPU to restrict the IPv4 type of traffic (wired, wireless, or both)
reaching the CPU, enter this command:

config acl cpu acl_name {wired | wireless | both}

Note To see the ACL that is applied to the controller CPU, enter the show acl cpu command.
To remove the ACL that is applied to the controller CPU, enter the config acl cpu none
command.

Note For 2504 and 4400 series WLC, the CPU ACL cannot be used to control the CAPWAP

traffic. Use the access-list on the network to control CAPWARP traffic.

Step 2 Perform the following to apply an IPv6 ACL:
* To apply an ACL to an IPv6 data path, enter this command:

config ipv6 acl apply name

* To apply an ACL to the controller CPU to restrict the IPv6 type of traffic (wired, wireless, or both)
reaching the CPU, enter this command:

config ipv6 acl cpu {name|none}
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Step 3

Step 4

Step 5

Layer 2 Access Control Lists .

To apply an ACL to a WLAN, enter this command:
» config wlan acl wlan_id acl_name

Note To see the ACL that is applied to a WLAN, enter the show wlan wian_id command. To
remove the ACL that is applied to a WLAN, enter the config wlan acl wlan_id none
command.

To apply a pre-authentication ACL to a WLAN, enter this command:

- config wlan security web-auth acl wlan_id acl_name

Save your changes by entering this command:
save config

Layer 2 Access Control Lists

You can configure rules for Layer 2 access control lists (ACLs) based on the Ethertype associated with the
packets. Using this feature, if a WLAN with central switching is required to support only PPPoE clients, you
can apply Layer 2 ACL rules on the WLAN to allow only PPPoE packets after the client is authenticated and
the rest of the packets are dropped. Similarly, if the WLAN is required to support only IPv4 clients or only
IPv6 clients, you can apply Layer 2 ACL rules on the WLAN to allow only IPv4 or IPv6 packets after the
client is authenticated and the rest of the packets are dropped. For a locally-switched WLAN, you can apply
the same Layer 2 ACL either for the WLAN or a FlexConnect AP. AP-specific Layer 2 ACLs can be configured
only on FlexConnect APs. This is applicable only for locally-switched WLANs. The Layer 2 ACL that is
applied to the FlexConnect AP takes precedence over the Layer 2 ACL that is applied to the WLAN.

In a mobility scenario, the mobility anchor configuration is applicable.
The following traffic is not blocked:
* Wireless traffic for wireless clients:

* 802.1X
* Inter-Access Point Protocol
* 802.11

* Cisco Discovery Protocol

* Traffic from a distributed system:

* Broadcast

* Multicast

* [Pv6 Neighbor Discovery Protocol (NDP)

* Address Resolution Protocol (ARP) and Gratuitous ARP Protection (GARP)
* Dynamic Host Configuration Protocol (DHCP)

* Domain Name System (DNS)
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Layer 2 ACL Mapping to WLAN

If you map a Layer 2 ACL to a WLAN, the Layer 2 ACL rules that you configure apply to all the clients that
are associated with that WLAN.

When you map a Layer 2 ACL to a centrally switched WLAN, the rule to pass traffic based on the Ethertype
is determined by Fast-Path for every client that is associated with the WLAN. Fast-Path looks into the Ethernet

headers associated with the packets and forwards the packets whose Ethertype matches with the one that is
configured for the ACL.

When you map a Layer 2 ACL to a locally switched WLAN, the rule to pass traffic based on the Ethertype
is determined by the forwarding plane of the AP for every client that is associated with the WLAN. The AP
forwarding plane looks into the Ethernet headers associated with the packets and forwards or denies the packets
based on the action whose Ethertype matches with the one that is configured for the ACL.

\)

Note

Controllers configured to preform Central Switching and Centralized Authentication displays the name of the
Layer-2 ACL being applied to roaming users incorrectly. The situation occurs when an authorized device
preforms a Layer-3 roam from the anchor controller to a foreign controller. After roaming, if an administrator
issues the show acl layer2 summary command on the CLI of the foreign controller the incorrect information
is displayed. It is expected that the ACL applied by the anchor will follow the authenticated client as it roams
from controller to controller.

This section contains the following subsections:

Restrictions on Layer 2 Access Control Lists

* You can create a maximum of 16 rules for a Layer 2 ACL.

» AP-specific Layer 2 ACLs can be configured only on FlexConnect APs. This is applicable only for
locally-switched WLANS.

* You can create a maximum of 64 Layer 2 ACLs on a controller.
* A maximum of 16 Layer 2 ACLs are supported per AP because an AP supports a maximum of 16 WLANS.

* Ensure that the Layer 2 ACL names do not conflict with the FlexConnect ACL names because an AP
does not support the same Layer 2 and Layer 3 ACL names.

Configuring Layer 2 Access Control Lists (CLI)

Procedure

» config acl layer2 {create | delete} acl-name—Creates or deletes a Layer 2 ACL.

» config acl layer2 apply acl-name—Applies a Layer 2 ACL to a data path.

» config acl layer2 rule {add | delete} acl-rule-name index—Creates or deletes a Layer 2 ACL rule.

« config acl layer2 rule change index acl-rule-name ol d-index new-index—Changes the index of a Layer
2 ACL rule.

» config acl layer2 rule action acl-rule-nameindex {permit | deny}—Configures an action for a rule.

« config acl layer2 rule etherType name index ether-type-number-in-hex
ether-type-mask-in-hex—Configures the destination IP address and netmask for a rule.
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« config acl layer2 rule swap index acl-rule-nameindex-1 index-2—Swaps the index values of two rules.

« config acl counter {start | stop}—Starts or stops the ACL counter. This command is applicable for all
types of ACLs. In an HA environment, the counters are not synchronized between the active and standby
controllers.

« show acl layer2 summary—Shows a summary of the Layer 2 ACL profiles.
« show acl layer2 detailed acl-name—Shows a detailed description of the Layer 2 ACL profile specified.
« show client detail client-mac-addr—Shows the Layer 2 ACL rule that is applied to the client.

Mapping of Layer 2 ACLs with WLANSs (CLI)

This is applicable to centrally switched WLANSs and locally switched WLANs without FlexConnect access
points.

Procedure

» config wlan layer2 acl wlan-id acl-name—Maps a Layer 2 ACL to a centrally switched WLAN.
« config wlan layer2 acl wlan-id none—Clears the Layer 2 ACLs mapped to a WLAN.
+ show wlan wlan-id—Shows the status of a Layer 2 ACL that is mapped to a WLAN.

Mapping of Layer 2 ACLs with Locally Switched WLANs Using FlexConnect Access Points (CLI)

This is applicable to locally switched WLANSs that have FlexConnect access points.

Procedure
» config ap flexconnect wlan 12acl add wlan-id ap-name acl-name—Maps a Layer 2 ACL to a locally
switched WLAN.
» config ap flexconnect wlan [2acl delete wian-id ap-name—Deletes the mapping.
« show ap config general ap-name—Shows the details of the mapping.

Configuring Layer 2 Access Control Lists (GUI)

Procedure

Step 1 Choose Security > Access Control Lists > Layer2 ACLS to open the Layer2 Access Control Lists page.
Step 2 Add a new ACL by clicking New. The Layer2 Access Control Lists > New page appears.

Step 3 In the Access Control List Name text box, enter a name for the new ACL. You can enter up to 32 alphanumeric
characters.

Step 4 Click Apply. When the Layer2 Access Control Lists page reappears, click the name of the new ACL.

Step 5 When the Layer2 Access Control Lists > Edit page appears, click Add New Rule. The Layer2 Access Control
Lists > Rules > New page appears.

Step 6 Configure a rule for this ACL as follows:

a) The controller supports up to 16 rules for each ACL. These rules are listed in order from 1 to 16. In the
Sequence text box, enter a value (between 1 and 16) to determine the order of this rule in relation to any
other rules defined for this ACL.
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Note If rules 1 through 4 are already defined and you add rule 15, it is added as rule 5. If you add
or change a sequence number for a rule, the sequence numbers for other rules adjust to
maintain a continuous sequence. For instance, if you change a rule’s sequence number from
7 to 5, the rules with sequence numbers 5 and 6 are automatically reassigned as 6 and 7,
respectively.

b) From the Ether Type drop-down list, choose any option from the following Ether type:

» AppleTalk Address Resolution Protocol
* VLAN-tagged Frame & Short Path Bridging
* [PX (0x8137)

* [PX (0x8138)

* QNS Qnet

* Internet Protocol Version 6

* Ethernet Flow Control

* Slow Protocol

» CobraNet

* MPLS Unicast

* MPLS Multicast

* PPPoE Discovery Stage

* PPPoE Session Stage

* Jumbo Frames

* HomePlug 1.0 MME

* EAP over LAN

* PROFINET over Protocol

* HyperSCSI

* ATA over Ethernet

* EtherCAT Protocol

Note You can select any predefined Ether Types from the Ether Type drop-down list or enter your
own Ether type value using the custom option from the Ether Type drop-down list.

¢) From the Action drop-down list, choose Deny to cause this ACL to block packets or Permit to cause this
ACL to allow packets. The default value is Deny.

d) Click Apply to commit your changes. The Layer2 Access Control Lists > Edit page reappears, showing
the rules for this ACL.

e) Repeat this procedure to add any additional rules for this ACL.

Step 7 Click Save Configuration to save your changes.
Step 8 Repeat this procedure to add any additional ACLs.

Applying a Layer2 Access Control List to a WLAN (GUI)

Procedure

Step 1 Choose WLANS to open the WLANS page.
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Step 2
Step 3
Step 4
Step 5
Step 6

Applying a Layer2 Access Control List to an AP on a WLAN (GUI) .

Click the ID number of the desired WLAN to open the WLANs > Edit page.
Choose the Advanced tab to open the WLANSs > Edit (Advanced) page.
From the Layer2 ACL drop-down list, choose the ACL you have created.
Click Apply.

Click Save Configuration.

Applying a Layer2 Access Control List to an AP on a WLAN (GUI)

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Procedure

Choose Wireless > Access Points > All APs to open the All APs page.
Click the name of the desired access point to open the All APs > Details page.
On the All APs > Details page, click the FlexConnect tab.

From the PreAuthentication Access Control Lists area, click the Layer2 ACLS link to open the ACL
Mappings page.

From the Layer2 ACL drop-down list in the WLAN ACL Mapping area, choose the ACL you have created
and click Add.

Save the configuration.

DNS-based Access Control Lists

The DNS-based ACLs are used for client devices such as Apple and Android devices. When using these
devices, you can set pre-authentication ACLs on the controller to determine where devices have the right to

go.

To enable DNS-based ACLs on the controller, you need to configure the allowed URLs for the ACLs. The
URLs need to be pre-configured on the ACL.

With DNS-based ACLs, the client when in registration phase is allowed to connect to the configured URLs.
The controller is configured with the ACL name and that is returned by the AAA server for pre-authentication
ACL to be applied. If the ACL name is returned by the AAA server, then the ACL is applied to the client for
web-redirection.

At the client authentication phase, the ISE server returns the pre-authentication ACL (url-redirect-acl). The
DNS snooping is performed on the AP for each client until the registration is complete and the client is in
SUPPLICANT PROVISIONING state. When the ACL configured with the URLSs is received on the controller,
the CAPWAP payload is sent to the AP enabling DNS snooping on the client and the URLs to be snooped.

With URL snooping in place, the AP learns the IP address of the resolved domain name in the DNS response.
If the domain name matches the configured URL, then the DNS response is parsed for the IP address, and the
IP address is sent to the controller as a CAPWAP payload. The controller adds the IP address to the allowed
list of IP addresses and thus the client can access the URLs configured.

This section contains the following subsections:
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Guidelines and Restrictions on DNS-based Access Control Lists
* In Release 8.0, support was added for DNS-based ACL with local web authentication.
* Local authentication is not supported for FlexConnect APs.
* In Release 8.2 and later releases, a maximum of 20 URLs can be allowed for an ACL.
* In Release 8.2 and later releases, on the controller, 40 IP addresses are allowed for one client.

* DNS-based ACLs are not supported on FlexConnect APs with Local Switching.

\}

Note In Release 8.7, support was added in Cisco Wave 2 APs for DNS-based ACLs
on FlexConnect APs with Local Switching.

* DNS-based ACLs are not supported on Cisco 1130 and 1240 series access points.

* [f a client is anchored, be it auto-anchor or after roaming, DNS-based ACLs do not work.

Configuring DNS-based Access Control Lists (CLI)

Procedure

Step 1 Specifies to create ACL. You can enter an IPv4 ACL name up to 32 alphanumeric characters.
config acl create name

Example:

(Cisco Controller) > config acl create android

Step 2 Specifies to add a new URL domain for the access control list. URL domain name should be given in a valid
format, for example, Cisco.com, bbc.in, or play.google.com. The hostname comparison is a sub string matched
(wildcard based). You must use the ACL name that you have created already.

config acl url-domain add domain-name acl-name

Example:

(Cisco Controller) > config acl url-domain add cisco.com android

(Cisco Controller) > config acl url-domain add play.google.com android
Step 3 Specifies to delete an existing URL domain for the access control list.

config acl url-domain delete domain-name acl-name

Example:

(Cisco Controller) > config acl url-domain delete cisco.com android

Step 4 Specifies to apply the ACL.
config acl apply acl-name

Example:
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(Cisco Controller) > config acl apply android
Step 5 Displays DNS-based ACL information by entering this command:
show acl summary

Example:

(Cisco Controller) > show acl summary

ACL Counter Status Disabled
TPve ACL Neme Applied
endroid o
StoreACL Yes

IPv6 ACL Neme Applied

Step 6 Displays detailed DNS-based ACL information by entering this command:
show acl detailed acl-name

Example:

(Cisco Controller) > show acl detailed android
o rules are configured for this ACL.
DenyCounter : 0

URLs configured in this ACL

*.play.google.com
*.store.google.com

Step 7 Displays the IP addresses per client learned through DNS snooping (DNS-based ACL) by entering this
command:

show client detail mac-address

Example:

(Cisco Controller) > show client detail mac-address

Step 8 Enables debugging of information related to DNS-based ACL.
debug aaa events enable

Example:

(Cisco Controller) > debug aaa events enable

Configuring DNS-based Access Control Lists (GUI)

Procedure

Step 1 Choose Security > Access Control Lists > Access Control Lists to open the Access Control Lists page.
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. Configuring DNS-based Access Control Lists (GUI)

Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

If you want to see if packets are hitting any of the ACLs configured on your controller, check the Enable
Counters check box and click Apply. Otherwise, leave the check box unselected, which is the default value.
This feature is useful when troubleshooting your system.

Note If you want to clear the counters for an ACL, hover your cursor over the blue drop-down arrow
for that ACL and choose Clear Counters.

Add a new ACL by clicking New. The Access Control Lists > New page appears.

In the Access Control List Name text box, enter a name for the new ACL. You can enter up to 32 alphanumeric
characters.

Select the ACL type as IPv4.

Click Apply.

When the Access Control Lists page reappears, click the name of the new ACL. The ACLs have no IP rules.

Hover your cursor over the blue drop-down arrow, choose Add-Remove URL from the drop-down list to
open the URL List page.

To add a new URL domain for an ACL, enter the new URL domain for the access control list in the URL
String Name text box. The URL domain name should be given in a valid format, for example, Cisco.com or
play.google.com.

To delete an URL domain, hover your cursor over the blue drop-down arrow under the URL Name you want
to delete, and select Delete.
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Multicast/Broadcast Setup

* Multicast/Broadcast Mode, on page 247
* Media Stream, on page 255
* Multicast Domain Name System, on page 262

Multicast/Broadcast Mode

If your network supports packet multicasting, you can configure the multicast method that the controller uses.
The controller can perform multicasting in one of two modes:

* Unicast mode: In this mode, the controller unicasts every multicast packet to every access point associated
to the controller. This mode is inefficient but might be required on networks that do not support
multicasting.

* Multicast mode: In this mode, the controller sends multicast packets to a CAPWAP multicast group.
This method reduces overhead on the controller processor and shifts the work of packet replication to
your network, which is much more efficient than the unicast method.

)

Note We recommend that you use the unicast method only in networks where 50 or
fewer APs are joined with the controller.

When you enable multicast mode and the controller receives a multicast packet from the wired LAN, the
controller encapsulates the packet using CAPWAP and forwards the packet to the CAPWAP multicast group
address. The controller always uses the management interface for sending multicast packets. Access points
in the multicast group receive the packet and forward it to all the BSSIDs mapped to the interface on which
clients receive multicast traffic. From the access point perspective, the multicast appears to be a broadcast to
all SSIDs.

The controller supports Multicast Listener Discovery (MLD) v1 snooping for IPv6 multicast. This feature
keeps track of and delivers IPv6 multicast flows to the clients that request them. To support [Pv6 multicast,
you must enable Global Multicast Mode.
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Note

When you disable the Global Multicast Mode, the controller still forwards the IPv6 ICMP multicast messages,
such as router announcements and DHCPv6 solicits, as these are required for IPv6 to work. As a result,

enabling the Global Multicast Mode on the controller does not impact the ICMPv6 and the DHCPv6 messages.
These messages will always be forwarded irrespective of whether or not the Global Multicast Mode is enabled.

Internet Group Management Protocol (IGMP) snooping is available to better direct multicast packets. When
this feature is enabled, the controller gathers IGMP reports from the clients, processes them, creates unique
multicast group IDs (MGIDs) from the IGMP reports after selecting the Layer 3 multicast address and the
VLAN number, and sends the IGMP reports to the infrastructure switch. The controller sends these reports
with the source address as the interface address on which it received the reports from the clients. The controller
then updates the access point MGID table on the access point with the client MAC address. When the controller
receives multicast traffic for a particular multicast group, it forwards it to all the access points, but only those
access points that have active clients listening or subscribed to that multicast group send multicast traffic on
that particular WLAN. IP packets are forwarded with an MGID that is unique for an ingress VLAN and the
destination multicast group. Layer 2 multicast packets are forwarded with an MGID that is unique for the
ingress interface.

When IGMP snooping is disabled, the following is true:

* The controller always uses Layer 2 MGID when it sends multicast data to the access point. Every interface

created is assigned one Layer 2 MGID. For example, the management interface has an MGID of 0, and
the first dynamic interface created is assigned an MGID of §, which increments as each dynamic interface
is created.

» The IGMP packets from clients are forwarded to the router. As a result, the router IGMP table is updated

with the IP address of the clients as the last reporter.

When IGMP snooping is enabled, the following are true:

* The controller always uses Layer 3 MGID for all Layer 3 multicast traffic sent to the access point. For

all Layer 2 multicast traffic, it continues to use Layer 2 MGID.

* IGMP report packets from wireless clients are consumed or absorbed by the controller, which generates

a query for the clients. After the router sends the IGMP query, the controller sends the IGMP reports
with its interface IP address as the listener IP address for the multicast group. As a result, the router
IGMP table is updated with the controller IP address as the multicast listener.

» When the client that is listening to the multicast groups roams from one controller to another, the first

controller transmits all the multicast group information for the listening client to the second controller.
As a result, the second controller can immediately create the multicast group information for the client.
The second controller sends the IGMP reports to the network for all multicast groups to which the client
was listening. This process aids in the seamless transfer of multicast data to the client.

» If the listening client roams to a controller in a different subnet, the multicast packets are tunneled to the

anchor controller of the client to avoid the reverse path filtering (RPF) check. The anchor then forwards
the multicast packets to the infrastructure switch.

N

Note The MGIDs are controller specific. The same multicast group packets coming

from the same VLAN in two different controllers may be mapped to two different
MGIDs.
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Note If Layer 2 multicast is enabled, a single MGID is assigned to all the multicast
addresses coming from an interface.

N

Note The maximum number of multicast groups supported per VLAN for a controller
is 100.

This section contains the following subsections:

Restrictions on Configuring Multicast Mode

* The Cisco Wireless network solution uses some IP address ranges for specific purposes, and you should
keep these ranges in mind when configuring a multicast group:

* 224.0.0.0 through 224.0.0.255—Reserved link local addresses
*224.0.1.0 through 238.255.255.255—Globally scoped addresses
¢ 239.0.0.0 through 239.255.x.y /16—Limited scope addresses
* When you enable multicast mode on the controller, you must also configure a CAPWAP multicast group
address. APs subscribe to the CAPWAP multicast group using IGMP.
* Cisco 1100, 1130, 1200, 1230, and 1240 access points use IGMP versions 1, 2, and 3.

» APs in monitor mode, sniffer mode, or rogue detector mode do not join the CAPWAP multicast group
address.

» The CAPWAP multicast group configured on the controllers should be different for different controllers.

* Lightweight APs transmit multicast packets at one of the configured mandatory data rates.

Because multicast frames are not retransmitted at the MAC layer, clients at the edge of the cell might
fail to receive them successfully. If reliable reception is a goal, multicast frames should be transmitted
at a low data rate, by disabling the higher mandatory data rates. If support for high data rate multicast
frames is required, it might be useful to shrink the cell size and disable all lower data rates, or to use
Media Stream.

Depending on your requirements, you can take the following actions:

* [f you need to transmit multicast data with the greatest reliability and if there is no need for great
multicast bandwidth, then configure a single basic rate, that is low enough to reach the edges of the
wireless cells.

* If you need to transmit multicast data at a certain data rate in order to achieve a certain throughput,
you can configure that rate as the highest basic rate. You can also set a lower basic rate for coverage
of nonmulticast clients.

* Configure Media Stream.
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» Multicast mode does not operate across intersubnet mobility events such as guest tunneling. It does,
however, operate across Layer 3 roams.

» For CAPWAP, the controller drops multicast packets sent to UDP control and data ports 5246 and 5247,
respectively. Therefore, you may want to consider not using these port numbers with the multicast
applications on your network. We recommend that you do not use any Multicast UDP ports listed in
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-ppm.html#anc8
as being UDP ports used by the controller.

* We recommend that any multicast applications on your network not use the multicast address configured
as the CAPWAP multicast group address on the controller.

* For multicast to work on Cisco 2504 WLC, you have to configure the multicast IP address.
* Multicast mode is not supported on Cisco Flex 7500 Series WLCs.

* IGMP and MLD snooping is not supported on Cisco Flex 7510 WLCs.

* For Cisco 8510 WLCs:

* You must enable multicast-unicast if [Pv6 support is required on FlexConnect APs with central
switching clients.

* You can change from multicast mode to multicast-unicast mode only if global multicast is disabled,
which means IGMP or MLD snooping is not supported.

* FlexConnect APs do not associate with a multicast-multicast group.

* IGMP or MLD snooping is not supported on FlexConnect APs. IGMP and MLD snooping is allowed
only for local mode APs in multicast-multicast mode.

* Because VideoStream requires IGMP or MLD snooping, the VideoStream feature works only on
local mode APs if multicast-multicast mode and snooping are enabled.
* We recommend that you do not use Broadcast-Unicast or Multicast-Unicast mode on controller setup

where there are more than 50 APs joined.

* While using Local and FlexConnect AP mode the controller's multicast support differs for different
platforms.

The parameters that affect Multicast forwarding are:
* Controller platform.
* Global AP multicast mode configuration at controller.
* Mode of the AP—Local, FlexConnect central switching.

* For Local switching, it does not send/receive the packet to/from controller, so it does not matter
which Multicast mode is configured on the controller.

\}

Note FlexConnect APs will join the CAPWAP multicast group only if they have
centrally switched WLANS. Flex APs with only locally switched WLANS do not
join the CAPWAP multicast group.
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Enabling Multicast Mode (GUI)

Enabling Multicast Mode (GUI) [}

* Effective with Release 8.2.100.0, it is not possible to download some of the older configurations from
the controller because of the Multicast and IP address validations introduced in this release. The platform
support for global multicast and multicast mode are listed in the following table.

Table 10: Platform Support for Global Multicast and Multicast Mode

Platform Global Multicast Multicast Mode Supported
Cisco 5520, 8510, and |Enabled Unicast No
8540 Controllers
Enabled Multicast Yes
Disabled Unicast No multicast support
(config supported)
Disabled Multicast No multicast support
(config supported)
Cisco Flex 7510 Global Multicast cannot be enabled. Only Unicast mode is supported. Also,
Controller AP-Multicast mode cannot be changed to Multicast-Multicast.

Cisco 2504 Controller

Only Multicast mod