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      Chapter 1. Ports
      

      
         

         
         This document provides lists of the ports used by Cisco Virtualization Experience Media Engine, and also by Virtualization Experience Client Manager and by Cisco Jabber. If your network includes firewalls between any
            of these components, you must open these ports.  Configuration of firewalls, ACLs, or QoS varies depending  on topology, placement
            of devices and services relative to the placement of network security devices, and depending on which applications and telephony
            extensions are in use.
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Note
               	



                  Cisco has not verified all possible configuration scenarios for these ports. If you are having configuration problems using
                     these lists, contact Cisco technical support for assistance.
                  

                  
                  

               
            

         

         
      

      
      
      
         
         	Virtualization Experience Media Engine

         
         	Virtualization Experience Client Manager

         
         	Cisco Jabber

         
         	ICMP requests

         
      

      
      
      
   
      
      
      Virtualization Experience Media Engine

      
         

         
         
            
            
            
            
               
                  Virtualization Experience Media Engine port usage
                  
                     
                        	  Ports 
                        
                        
                        	  Usage 
                        
                        
                     

                     
                     
                        	22
                        
                        	SSH connections.
                        
                     

                     
                     
                        	 69 
                        
                        	 Outbound traffic for TFTP. 
                        
                     

                     
                     
                        	 80 and 443 
                        
                        	 Inbound and outbound connections for the VXC Manager agent (netxserv service). Only the VXC Manager server has access to
                           this service. 
                        
                        
                     

                     
                     
                        	80, 443, and 4172
                        
                        	TCP communications for VMware View Client.
                        
                     

                     
                     
                        	 443 
                        
                        	 Connections to VMware View Connection server. 
                        
                     

                     
                     
                        	 1494 
                        
                        	 Citrix ICA connection for the hosted virtual desktop (HVD). 
                        
                     

                     
                     
                        	1494 to 2598
                           
                        
                        
                        	Citrix receiver communication with the thin client.
                        
                     

                     
                     
                        	 5060 
                        
                        	 Outbound TCP connections for SIP. 
                        
                     

                     
                     
                        	 5061 
                        
                        	 Outbound TLS connections, for secure SIP. 
                        
                     

                     
                     
                        	 16384 to 32766 
                        
                        	 Inbound and outbound connections for RTP (audio and video streams). 
                        
                     

                     
                     
                        	 5800 
                        
                        	 Inbound connections for VNC Server (vino-server). The default configuration blocks connections that use the VNC protocol.
                           
                        
                        
                     

                     
                     
                        	8443
                           
                        
                        
                        	Cisco CUCM Connection
                           over SSL.
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Note
                  	



                     Virtual Channel communications travel over ICA / PCoIP connections.
                        
                     

                     
                     

                  
               

            

            
            For more information about port usage for VMware, see http:/​/​pubs.vmware.com/​view-50/​index.jsp?topic=/​com.vmware.view.security.doc/​GUID-A0B8412C-6C42-4C78-90B2-C1B2A2237AD1.html.
            

            
            For more information about port usage for Citrix, see http:/​/​support.citrix.com/​servlet/​KbServlet/​download/​2389-102-654859/​CitrixPorts_​by_​Port_​1103.pdf.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Virtualization Experience Client Manager

      
         

         
         
            
            
               
                  Virtualization Experience Client Manager port usage
                  
                     
                        	
                           Cisco VXC Manager Component

                           
                        
                        
                        	
                           Protocol

                           
                        
                        
                        	
                           Port

                           
                        
                        
                        	
                           Function

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           GUI

                           
                        
                        
                        	
                           HTTP

                           
                        
                        
                        	
                           80

                           
                           280 

                           
                        
                        
                        	
                           Communicate with the Web Service and Standard Service. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           FTP

                           
                        
                        
                        	  
                           21

                           
                        
                        
                        	 
                            Register new packages into the Master Software Repository.

                           
                           
                              
                                 	Note   
                                       
                                       
                                 	
                                    Although FTP uses port 21 as the control port, by default it also uses additional ephemeral ports for data transfers. To allow
                                       the data transfers to clients located behind a firewall or Cisco Virtual Office router, you must open these additional ports
                                       in the firewall or Cisco Virtual Office router. This requirement is standard for FTP connections, and is not specific to the
                                       implementation of Cisco VXC Manager. 
                                    

                                    
                                 
                              

                           

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           OLE DB 

                           
                        
                        
                        	  
                           1433 (default)

                           
                            Can be configured during installation

                           
                        
                        
                        	  
                           Communicate with the Cisco VXC Manager Database. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           VNC

                           
                        
                        
                        	  
                           5800

                           
                           5900

                           
                        
                        
                        	  
                           Remote shadows devices. 

                           
                        
                        
                     

                     
                     
                        	 
                           Web Service

                           
                        
                        
                        	  
                           HTTP

                           
                        
                        
                        	  
                           80

                           
                           280

                           
                        
                        
                        	
                           Communicate with the Web Agent, GUI, and Standard Service. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           HTTPS

                           
                        
                        
                        	  
                           443

                           
                           8443

                           
                        
                        
                        	  
                           Secure Communication with the Web Agent, GUI, and Standard Service. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           OLE DB 

                           
                        
                        
                        	  
                           1433 (default) 

                           
                           Can be configured during installation

                           
                        
                        
                        	  
                           Communicate with the Cisco VXC Manager Database. 

                           
                        
                        
                     

                     
                     
                        	 
                           Web Agent 

                           
                        
                        
                        	  
                           HTTP

                           
                        
                        
                        	  
                           80

                           
                           280

                           
                        
                        
                        	  
                           Communicate with the Web Service.

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           FTP

                           
                        
                        
                        	  
                           21

                           
                        
                        
                        	  
                           Read and write files to the Master and Remote Software Repositories. 

                           
                           
                              
                                 	Note   
                                       
                                       
                                 	Although FTP uses port 21 as the control port, by default it also uses additional ephemeral ports for data transfers. To allow
                                    the data transfers to clients located behind a firewall or Cisco Virtual Office router, you must open these additional ports
                                    in the firewall or Cisco Virtual Office router. This requirement is standard for FTP connections, and is not specific to the
                                    implementation of Cisco VXC Manager. 
                                 
                              

                           

                           
                        
                        
                     

                     
                     
                        	 
                           Standard Service

                           
                        
                        
                        	  
                           OLE DB 

                           
                        
                        
                        	  
                           1433 (default)

                           
                           Can be configured during installation 

                           
                        
                        
                        	  
                           Communicate with the Cisco VXC Manager Database. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           HTTP

                           
                        
                        
                        	  
                           8008

                           
                        
                        
                        	  
                           Communicate with the GUI and Web Service. 

                           
                        
                        
                     

                     
                     
                        	 
                           Standard Service and PXE

                           
                        
                        
                        	  
                           DHCP 

                           
                        
                        
                        	  
                           67

                           
                           68

                           
                           4011

                           
                        
                        
                        	  
                           Process UDP requests from PXE-enabled devices to the Standard Service. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	 
                           TFTP

                           
                        
                        
                        	  
                           69 

                           
                        
                        
                        	  
                           Download bootable image to enable management processing. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           HTTP

                           
                        
                        
                        	  
                           80

                           
                        
                        
                        	  
                           Communicate with the Web Service regarding actions and status of current task. 

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           FTP

                           
                        
                        
                        	  
                           21

                           
                        
                        
                        	  
                           Download and upload files to the Master and Remote Software Repositories. 

                           
                           Although FTP uses port 21 as the control port, by default it also uses additional ephemeral ports for data transfers. To allow
                              the data transfers to clients located behind a firewall or Cisco Virtual Office router, you must open these additional ports
                              in the firewall or Cisco Virtual Office router. This requirement is standard for FTP connections, and is not specific to the
                              implementation of Cisco VXC Manager. 
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Standard Service and legacy support for older Cisco VXC Manager Agents

                           
                        
                        
                        	  
                           UDP

                           
                        
                        
                        	  
                           44956

                           
                           44957

                           
                        
                        
                        	  
                           Discover devices (using subnet directed broadcasts) that have older Cisco VXC Manager Agents (5.0.0.x and earlier) installed.

                           
                        
                        
                     

                     
                     
                        	 
                        
                        	  
                           TCP

                           
                        
                        
                        	  
                           44955

                           
                        
                        
                        	  
                           Discover devices using IP Range Walking. Upgrade devices that have an older Cisco VXC Manager Agent (5.0.0.x and earlier)
                              installed. 
                           

                           
                        
                        
                     

                     
                     
                        	 
                           ThreadX Manager Service

                           
                        
                        
                        	  
                           TCP

                           
                        
                        
                        	  
                           9880

                           
                           50000

                           
                        
                        
                        	  
                           Uses these ports to communicate with ThreadX devices. 

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Jabber

      
         

         
         
            
            
               
                  Cisco Jabber for Windows port usage
                  
                     
                        	
                           Port

                           
                        
                        
                        	
                           Protocol

                           
                        
                        
                        	
                           Description

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Inbound

                           
                        
                        
                     

                     
                     
                        	 
                           16384 to 32766 

                           
                        
                        
                        	 
                           UDP

                           
                        
                        
                        	 
                           Receives Real-Time Transport Protocol (RTP) media streams for audio and video. You set these ports in Cisco Unified Communications
                              Manager.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Outbound

                           
                        
                        
                     

                     
                     
                        	 
                           69

                           
                        
                        
                        	 
                            UDP

                           
                        
                        
                        	 
                           Connects to the Trivial File Transfer Protocol (TFTP) server. 

                           
                        
                        
                     

                     
                     
                        	 
                           6970

                           
                        
                        
                        	 
                           HTTP

                           
                        
                        
                        	 
                           Connects to the TFTP server to download Cisco Jabber for Windows configuration files. 

                           
                        
                        
                     

                     
                     
                        	 
                           80

                           
                        
                        
                        	 
                           TCP (HTTP)

                           
                        
                        
                        	 
                           Connects to services such as Cisco WebEx Meeting Center for meetings or Cisco Unity Connection for voicemail. 

                           
                        
                        
                     

                     
                     
                        	 
                           143

                           
                        
                        
                        	 
                           IMAP (TCP)

                           
                        
                        
                        	 
                           Connects to Cisco Unity Connection to access, download, and play voicemail messages. 

                           
                        
                        
                     

                     
                     
                        	 
                           389

                           
                        
                        
                        	 
                           UDP / TCP

                           
                        
                        
                        	 
                           Connects to an LDAP directory service. 

                           
                        
                        
                     

                     
                     
                        	 
                           3268

                           
                        
                        
                        	 
                           TCP

                           
                        
                        
                        	 
                           Connects to a Global Catalog server for contact searches. 

                           
                        
                        
                     

                     
                     
                        	 
                           443

                           
                        
                        
                        	 
                           TCP (HTTPS) 

                           
                        
                        
                        	 
                           Connects to services such as such as Cisco WebEx Meeting Center for meetings or Cisco Unity Connection for voicemail. 

                           
                        
                        
                     

                     
                     
                        	 
                           636

                           
                        
                        
                        	 
                           LDAPS

                           
                        
                        
                        	 
                           Connects securely to an LDAP directory service.

                           
                        
                        
                     

                     
                     
                        	 
                           3269

                           
                        
                        
                        	 
                           LDAPS

                           
                        
                        
                        	 
                           Connects securely to the Global Catalog server.

                           
                        
                        
                     

                     
                     
                        	 
                           993

                           
                        
                        
                        	 
                           IMAP (SSL) 

                           
                        
                        
                        	 
                           Connects to Cisco Unity Connection to retrieve and manage the list of voice messages for the user, and the voice messages
                              themselves. 
                           

                           
                        
                        
                     

                     
                     
                        	 
                           2748

                           
                        
                        
                        	 
                           TCP

                           
                        
                        
                        	 
                           Connects to the CTI gateway, which is the CTI Manager component of Cisco Unified Communications Manager. 

                           
                        
                        
                     

                     
                     
                        	 
                           5060

                           
                        
                        
                        	 
                           UDP / TCP 

                           
                        
                        
                        	 
                           Provides Session Initiation Protocol (SIP) call signaling.

                           
                        
                        
                     

                     
                     
                        	 
                           5061

                           
                        
                        
                        	 
                           TCP

                           
                        
                        
                        	 
                           Provides secure SIP call signaling. 

                           
                        
                        
                     

                     
                     
                        	 
                           5222

                           
                        
                        
                        	 
                           TCP (XMPP)

                           
                        
                        
                        	 
                           Connects to Cisco Unified Presence for instant messaging and presence. 

                           
                        
                        
                     

                     
                     
                        	 
                           7993

                           
                        
                        
                        	 
                           IMAP (TLS) 

                           
                        
                        
                        	 
                           Connects to Cisco Unity Connection to access, download, and play secure voicemail messages.

                           
                        
                        
                     

                     
                     
                        	 
                           8191

                           
                        
                        
                        	 
                           TCP

                           
                        
                        
                        	 
                           Connects to the local port to provide Simple Object Access Protocol (SOAP) web services. 

                           
                        
                        
                     

                     
                     
                        	 
                           8443

                           
                        
                        
                        	 
                           HTTPS

                           
                        
                        
                        	 
                           8443 is the port for web access to Cisco Unified Communications Manager and includes connections for the following: 

                           
                           
                              	 Cisco Unified Communications Manager IP Phone (CCMCIP) server for assigned devices.

                              
                              	 User Data Service (UDS) for contact resolution.

                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           16384 to 32766

                           
                        
                        
                        	 
                           UDP

                           
                        
                        
                        	 
                           Sends RTP media streams for audio and video. 

                           
                        
                        
                     

                     
                     
                        	 
                           53

                           
                        
                        
                        	 
                           DNS

                           
                        
                        
                        	 
                           Provides hostname resolution. 

                           
                        
                        
                     

                     
                     
                        	 
                           1080

                           
                        
                        
                        	 
                           SOCKS5 Bytestreams 

                           
                        
                        
                        	 
                           Sends peer to peer file transfers. If port 1080 is in use, Cisco Jabber for Windows attempts to use the next available port
                              in the range from 1081 to 1089. In on-premises deployments, Cisco Jabber for Windows also uses this port to send screen captures.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ICMP requests

      
         

         
         
            
            
            Cisco Jabber for Windows sends Internet Control Message Protocol (ICMP) requests to the TFTP server. Cisco Jabber uses these
               requests to determine whether it can connect to Cisco Unified Communications Manager. Therefore, you must configure your firewall
               settings to allow ICMP requests from the client. If your firewall does not allow ICMP requests, Cisco Jabber for Windows cannot
               establish a connection to Cisco Unified Communications Manager.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      

      
         

         
         
            
            THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
               MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
               RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
               WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
               RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
               
            

            
            
            THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
               ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
               INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
               LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
               
            

            
            
            The Cisco implementation of TCP header compression is an adaptation of
               a program developed by the University of California, Berkeley (UCB) as part of
               UCB's public domain version of the UNIX operating system. All rights reserved.
               Copyright © 1981, Regents of the University of California.
               
            

            
            
            NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND
               SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
               ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
               WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
               AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
               PRACTICE. 
               
            

            
            
            IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
               SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
               LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
               USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
               POSSIBILITY OF SUCH DAMAGES. 
               
            

            
            Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
               numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
               for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
               coincidental.
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