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      SNMP on Cisco HCM-F
         	 Platform Setup
      

      
         SNMP version 3
            		provides security features such as authentication (verifying that the request
            		comes from a genuine source), privacy (encryption of data), authorization
            		(verifying that the user allows the requested operation), and access control
            		(verifying that the user has access to the objects requested). To prevent SNMP
            		packets from being exposed on the network, you can configure encryption with
            		SNMPv3. 
            	 
         

         
         The following
            		sections describe how to configure SNMP v3 so the network management system can
            		monitor Cisco HCM-F.
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                  To configure SNMP
                     		  v2, see 
                     		  Enable Sending SNMP v2 Traps from HCM-F.
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         	SNMP users

         
         	SNMP trap notification destinations

         
         	SNMP Inform notification destination

         
         	Enable Sending SNMP v2 Traps from HCM-F

         
         	MIB2 system group

         
         	SNMP Management Information Base (MIB)

         
      

      
      
      
         
      

      
      
      
   
      
      
      SNMP Configuration

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Install and configure the SNMP NMS. 
                        			  
                     For more information, refer to the SNMP product documentation that supports the NMS. 
                        			 
                     

                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	In the command line interface, enter utils service list 
                           			 .   Verify that the system started the SNMP
                     				services, including: 
                     			 
                     
                        	SNMP Master Agent 
                           				
                        

                        
                        	System Application
                           				  Agent 
                           				
                        

                        
                        	Cisco Syslog Agent 
                           				
                        

                        
                        	MIB2 Agent 
                           				
                        

                        
                        	Host Resources Agent 
                           				
                        

                        
                     

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	Configure the SNMP user. 
                        			  See 
                     SNMP users.
                     

                     
                  
               

               
               
                  	Step 4  
                     
                  
                  	Configure the notification destination for traps or
                        				informs. 
                        			  See: 
                     
                        	SNMP trap notification destinations
                           				  
                           				
                        

                        
                        	SNMP Inform notification destination
                           				  
                           				
                        

                        
                     

                     
                  
               

               
               
                  	Step 5  
                     
                  
                  	Configure the system contact and location for the MIB2
                        				system group. 
                        			  See MIB2 system group. 
                  
               

               
               
                  	Step 6  
                     
                  
                  	Configure trap settings for CISCO-SYSLOG-MIB. 
                        			  
                     Use these guidelines to configure CISCO-SYSLOG-MIB trap
                        				settings on your system: 
                        			 
                     

                     
                     			 
                     
                        	Set
                           				  clogsNotificationEnabled (1.3.6.1.4.1.9.9.41.1.1.2) to true by using the SNMP
                           				  Set operation; for example, use the net-snmp set utility to set this OID to
                           				  true from the linux command line using: snmpset -c <community
                              					 string> -v2c <transmitter ipaddress>
                           				  1.3.6.1.4.1.9.9.41.1.1.2.0 i 1 
                           				  
                           You can also use any other SNMP management application for the
                              					 SNMP Set operation. 
                              				  
                           

                           
                           				
                        

                        
                        	Set clogMaxSeverity
                           				  (1.3.6.1.4.1.9.9.41.1.1.3) value by using the SNMP Set operation; for example,
                           				  use the net-snmp set utility to set this OID value from the linux command line
                           				  using: snmpset -c public -v2c 1<transmitter ipaddress>
                           				  1.3.6.1.4.1.9.9.41.1.1.3.0 i <value> 
                           				  
                           Enter a severity number for the <value> setting.
                              					 Severity values increase as severity decreases. A value of 1 (Emergency)
                              					 indicates highest severity, and a value of 8 (Debug) indicates lowest severity.
                              					 Syslog agent ignores any messages greater than the value that you specify; for
                              					 example, to trap all syslog messages, use a value of 8. 
                              				  
                           

                           
                           				
                        

                        
                     

                     
                  
               

               
               
                  	Step 7  
                     
                  
                  	(Optional) At the command line enter utils service start SNMP Master Agent to restart the SNMP Master Agent service.  
                        			  
                     
                        
                           	Tip   
                                 
                                 
                           	The system automatically restarts the SNMP Master
                              				Agent after you execute the utils snmp config command. 
                              			 
                           
                        

                     

                     
                  
               

               
               
                  	Step 8  
                     
                  
                  	On the NMS, configure the Cisco HCM-F trap parameters. 
                        			  For more information refer to: 
                     
                        	SNMP Management Information Base (MIB)
                           				  
                           				
                        

                        
                        	SNMP product
                           				  documentation that supports the NMS 
                           				
                        

                        
                     

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SNMP users

      
          
            		
            
            
               
                   
                        		  The following table shows the commands for SNMP V3 users on the Cisco HCM-F platform: 
                        		  
                        
                        		

Trace CLI commands
                  
                     
                        	 
                           				  
                           Task 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Command 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           List the SNMP users. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config  3 user list 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Add an SNMP user. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config  3 user add 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See the
                              					 following table for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Update an SNMP user. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config  3 user update 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See the
                              					 following table for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Delete an SNMP user. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config  3 user delete 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See the
                              					 following table for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
          
            		
            
            
               
                   
                        		  The following table describes the SNMP user parameter
                        			 settings for V3. 
                        		  
                        
                        		

SNMP user parameter settings for V3
                  
                     
                        	 
                           				  
                           Field 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           username 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The name of the user for which you want to provide
                              					 access. The name can contain up to 32 characters and can contain any
                              					 combination of alphanumeric characters, hyphens (-), and underscore characters
                              					 (_). 
                              				  
                           

                           
                           				  
                           
                              
                                 	Tip   
                                       
                                       
                                 	Enter users that you have already configured for
                                    					 the network management system (NMS). 
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           authprotocol 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Authentication protocol. To specify HMAC-SHA, enter
                              					 SHA. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           authpassphrase 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the authentication protocol password. The
                              					 password must contain at least 8 characters. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           privprotocol 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the privacy protocol, either AES128,
                              					 AES192, or AES256 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           privpassphrase 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the privacy protocol password. The password
                              					 must contain at least 8 characters. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           accessprivilege 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Enter one of the following options for the access
                              					 level: 
                              				  
                           

                           
                           				  
                           
                              	ReadOnly—The user can only read
                                 						the values of MIB objects. 
                                 					 
                              

                              
                              	ReadWrite—The user can read and
                                 						write the values of MIB objects. 
                                 					 
                              

                              
                              	ReadWriteNotify—The user can
                                 						read and write the values of MIB objects and send MIB object values for a trap
                                 						and inform messages. 
                                 					 
                              

                              
                              	NotifyOnly—The user can only
                                 						send MIB object values for trap and inform messages. 
                                 					 
                              

                              
                              	ReadNotifyOnly—The user can
                                 						read values of MIB objects and also send the values for trap and inform
                                 						messages. 
                                 					 
                              

                              
                              	None—The
                                 						user cannot read, write, or send trap information. 
                                 						
                                 
                                    
                                       	Tip   
                                             
                                             
                                       	To change the trap configuration parameters,
                                          						  you need to configure a user with NotifyOnly, ReadNotifyOnly, or
                                          						  ReadWriteNotify privileges. 
                                          						
                                       
                                    

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ipaddress1 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specify an IP address from which to accept packets.
                              					 The default specifies to accept packets from all hosts. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ipaddress2 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specify the second IP address from which to accept packets.
                              					 The default specifies to accept packets from all hosts. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SNMP trap notification destinations

      
         An SNMP agent sends notifications to NMS in the form of traps or informs to identify important system events. Traps do not
            receive acknowledgments from the destination whereas informs do receive acknowledgments. 
         

         
         The following sections apply to SNMP V3 notification destination configuration.

         
      

      
      
      
         
         	CLI commands for SNMP trap notification destinations

         
         	Trap notification destination parameter settings

         
      

      
      
      
         
      

      
      
      
   
      
      
      CLI commands for SNMP trap notification destinations

      
          
            		
            
            
               
                   
                        		  The following table shows the commands for SNMP trap notification destinations on the Cisco HCM-F platform: 
                        		  
                        
                        		

CLI commands for SNMP trap notification destinations
                  
                     
                        	 
                           				  
                           Task 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Command 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           List trap notification destinations. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 trap list 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Add a v3 trap notification destination that is
                              					 associated with a configured v3 username. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 trap add 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 Trap notification destination parameter settings
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Update a trap notification destination. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 trap update 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 Trap notification destination parameter settings
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Delete a trap notification destination. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 trap delete 
                                 				  

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 Trap notification destination parameter settings
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Trap notification destination parameter settings

      
          
            		
            
            
               
                   
                        		  The following table describes the trap notification
                        			 destination parameter settings for V3. 
                        		  
                        
                        		

Trap notification destination parameter settings for V3
                  
                     
                        	 
                           				  
                           Field 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				   
                           				  
                           ipaddress 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The host IP address of the notification destination.
                              					 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           portno 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The notification-receiving port number on the
                              					 destination server. 
                              				   The default port number is 162.
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           oldportno 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The notification-receiving port number on the
                              					 destination server that is currently configured. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           newportno 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The notification-receiving port number on the
                              					 destination server that you want to use when updating the trap notification
                              					 destination. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           username 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the SNMP user associated to the
                              					 notification destination. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SNMP Inform notification destination

      
         An SNMP agent sends notifications to NMS in the form of traps or informs to identify important system events. Traps do not
            receive acknowledgments from the destination whereas informs do receive acknowledgments. 
         

         
      

      
      
      
         
         	CLI commands for SNMP inform notification destinations

         
         	Inform notification destination parameter settings

         
      

      
      
      
         
      

      
      
      
   
      
      
      CLI commands for SNMP inform notification destinations

      
          
            		
            
            
               
                   
                        		  The following table describes the inform notification
                        			 destination configuration settings for V3. 
                        		  
                        
                        		

CLI commands for SNMP inform notification destinations
                  
                     
                        	 
                           				  
                           Task 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Command 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           List inform notification destinations. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 inform list 
                                 				  

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Add a v3 inform notification destination. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 inform add 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 Inform notification destination parameter settings
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Update an inform notification destination. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 inform update 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 Inform notification destination parameter settings
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Delete an inform notification destination. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config 3 inform delete 
                                 				  

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 Inform notification destination parameter settings
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Inform notification destination parameter settings

      
          
            		
            
            
               
                  Inform notification destination parameter settings for V3
                  
                     
                        	 
                           				  
                           Field 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           ipaddress 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The host IP address of the notification destination.
                              					 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           portno 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The notification-receiving port number on the
                              					 destination server. 
                              				   The default is port 162.
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           oldportno 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The notification-receiving port number on the
                              					 destination server that is currently configured. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           newportno 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The notification-receiving port number on the
                              					 destination server that you want to use when updating the inform notification
                              					 destination. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           username 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the SNMP user associated to the
                              					 notification destination. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           oldusername 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the v3 username that is currently
                              					 associated with the inform. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           newusername 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the v3 username that you want to associate
                              					 with the inform. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           deleteuserconf 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies confirmation for deleting the old user,
                              					 either Y or N. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           authprotocol 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Authentication protocol. To specify HMAC-SHA, enter
                              					 SHA. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           authpassphrase 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the authentication protocol password. The
                              					 password must contain at least 8 characters. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           privprotocol 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the privacy protocol, either AES128,
                              					 AES192, or AES256 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           privpassphrase 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the privacy protocol password. The
                              					 password must contain at least 8 characters. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           accessprivilege 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Enter one of the following options for the access
                              					 level: 
                              				  
                           

                           
                           				  
                           
                              	ReadWriteNotify—The user can
                                 						read and write the values of MIB objects and send MIB object values for a trap
                                 						and inform messages. 
                                 					 
                              

                              
                              	NotifyOnly—The user can only
                                 						send MIB object values for trap and inform messages. 
                                 					 
                              

                              
                              	ReadNotifyOnly—The user can
                                 						read values of MIB objects and also send the values for trap and inform
                                 						messages. 
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           engineId 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the remote engine ID of the server to
                              					 which to send inform messages. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Enable Sending
         	 SNMP v2 Traps from HCM-F
      

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the 
                        			 utils
                           				snmp config 1/2c community-string add command to add the SNMP v2
                        			 community string.
                        		   
                     			 
                     Respond to the prompts:
                        			 
                     

                     
                     		  
                     
                        	Community string. Enter the community string for HCM-F.
                              				

                        
                        	Access privilege. Put 
                              				  ReadWriteNotify. Note that the default value 
                              				  ReadOnly will not enable the trap.
                              				

                        
                        	Host IP addresses to accept packets from. Agree to the default
                              				  value 
                              				  ALLHOSTS.
                              				

                        
                        	Agree to restart the SNMP Master Agent.
                              				

                        
                     

                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	Issue the 
                        			 utils
                           				snmp config 1/2c trap add command to add the trap destination.
                        		   
                     			 
                     Respond to the prompts:
                        			 
                     

                     
                     		  
                     
                        	Destination IP address. Enter the IP address of the remote
                              				  management server.
                              				

                        
                        	Port number. Agree to the default value 162.
                              				

                        
                        	SNMP version. Agree to the default value v2c.
                              				

                        
                        	Community string. Enter the community string for HCM-F.
                              				

                        
                        	Agree to restart the SNMP Master Agent.
                              				

                        
                     

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	Configure the
                        			 CISCO-SYSLOG-MIB trap setting.
                        		  
                        	As root
                              				  user, use the 
                              				  snmpset -c <community string> -v2c <HCM-F IP
                                 					 address> 1.3.6.1.4.1.9.9.41.1.1.2.0 i 1 command to set
                              				  clogsNotificationEnabled to true.
                              				

                        
                        	As root
                              				  user, use the 
                              				  snmpset -c <community string> -v2c <HCM-F IP
                                 					 address> 1.3.6.1.4.1.9.9.41.1.1.3.0 i <value> command to set
                              				  the clogMaxSeverity value.
                              				 
                           				  
                           A value of
                              					 1 (Emergency) indicates highest severity, and a value of 8 (Debug) indicates
                              					 lowest severity. The syslog agent ignores any messages greater than the value
                              					 that you specify. For example, to trap all syslog messages, use a value of 8.
                              				  
                           

                           
                           				
                        

                        
                     

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      MIB2 system group

      
         You can use the CLI to configure the system contact and system location objects for the MIB-II system group. For example,
            you could enter Administrator, 555-121-6633, for the system contact and San Jose, Bldg 23, 2nd floor, for the system location.
            
         

         
      

      
      
      
         
         	MIB2 CLI commands

         
         	CLI parameters for MIB2 system groups

         
      

      
      
      
         
      

      
      
      
   
      
      
      MIB2 CLI commands

      
          
            		
            
            
               
                   
                        		  The following table shows the commands for working with MIB2 system groups on the 
                        			 Cisco IME server: 
                        		  
                        
                        		

MIB2 CLI commands
                  
                     
                        	 
                           				  
                           Task 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Command 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           List the MIB2 system group configuration. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config mib2 list 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Add a MIB2 system group. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config mib2 add 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 CLI parameters for MIB2 system groups
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Update a MIB2 system group. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config mib2 update 
                              				  
                           

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 CLI parameters for MIB2 system groups
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Delete a MIB2 system group. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           utils snmp config mib2 delete 
                                 				  

                           
                           				  
                           The system prompts you for the parameters. See 
                              					 CLI parameters for MIB2 system groups
                              					 for parameter names and descriptions. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CLI parameters for MIB2 system groups

      
          
            		
            
            
               
                   
                        		  The following table describes the MIB2 system group
                        			 parameter settings. 
                        		  
                        
                        		

MIB2 System group parameter settings
                  
                     
                        	 
                           				  
                           Field 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Server 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The server for which you want to configure contacts.
                              					 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           SysContact 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies a person to notify when problems occur. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           SysLocation 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Specifies the location of the person that is
                              					 identified as the system contact. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SNMP Management Information Base (MIB)

      
         Simple Network Management Protocol (SNMP) allows access to a Management Information Base (MIB), which is a collection of information
            that is organized hierarchically. MIBs comprise managed objects, which are identified by object identifiers. A MIB object,
            which contains specific characteristics of a managed device, comprises one or more object instances (variables).
         

         
         The SNMP interface provides these Cisco Standard MIBs:

         
         
            	
               CISCO-CDP-MIB

               
            

            
            	
               CISCO-SYSLOG-MIB

               
            

            
         

         
         The SNMP extension agent resides in the server. The SNMP interface also provides these industry-standard MIBs:

         
         
            	
               SYSAPPL-MIB

               
            

            
            	
               MIB-II (RFC 1213)

               
            

            
            	
               HOST-RESOURCES-MIB

               
            

            
         

         
         Cisco HCM-F SNMP Interface supports the following MIBs.

         
      

      
      
      
         
         	CISCO-CDP-MIB

         
         	SYSAPPL-MIB

         
         	MIB-II

         
         	HOST-RESOURCES MIB

         
         	CISCO-SYSLOG-MIB

         
      

      
      
      
         
      

      
      
      
   
      
      
      CISCO-CDP-MIB

      
         Use the CDP subagent to read the Cisco Discovery Protocol MIB (CISCO-CDP-MIB). This MIB enables Cisco HCM-F to advertise itself
            to other Cisco devices on the network.
         

         
         The CDP subagent implements the CDP-MIB. The CDP-MIB contains the following objects: 

         
         
            	
               cdpInterfaceIfIndex

               
            

            
            	
               cdpInterfaceMessageInterval

               
            

            
            	
               cdpInterfaceEnable

               
            

            
            	
               cdpInterfaceGroup

               
            

            
            	
               cdpInterfacePort

               
            

            
            	
               cdpGlobalRun

               
            

            
            	
               cdpGlobalMessageInterval

               
            

            
            	
               cdpGlobalHoldTime

               
            

            
            	
               cdpGlobalLastChange

               
            

            
            	
               cdpGobalDeviceId

               
            

            
            	
               cdpGlobalDeviceIdFormat

               
            

            
            	
               cdpGlobalDeviceIdFormatCpd

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SYSAPPL-MIB

      
         Use the System Application Agent to get information from the SYSAPPL-MIB, such as installed applications, application components,
            and processes that are running on the system.
         

         
         System Application Agent supports the following object groups of SYSAPPL-MIB:

         
         
            	
               sysApplInstallPkg

               
            

            
            	
               sysApplRun

               
            

            
            	
               sysApplMap

               
            

            
            	
               sysApplInstallElmt

               
            

            
            	
               sysApplElmtRun

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      MIB-II

      
         Use MIB2 agent to get information from MIB-II. The MIB2 agent provides access to variables that are defined in RFC 1213, such
            as interfaces, IP, and so on, and supports the following groups of objects:
         

         
         
            	
               system

               
            

            
            	
               interfaces

               
            

            
            	
               at

               
            

            
            	
               ip

               
            

            
            	
               icmp

               
            

            
            	
               tcp

               
            

            
            	
               udp

               
            

            
            	
               snmp

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      HOST-RESOURCES MIB

      
         Use Host Resources Agent to get values from HOST-RESOURCES-MIB. Host Resources Agent provides SNMP access to host information,
            such as storage resources, process tables, device information, and installed software base. Host Resources Agent supports
            the following groups of objects:
         

         
         
            	
               hrSystem

               
            

            
            	
               hrStorage

               
            

            
            	
               hrDevice

               
            

            
            	
               hrSWRun

               
            

            
            	
               hrSWRunPerf

               
            

            
            	
               hrSWInstalled

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CISCO-SYSLOG-MIB

      
         Syslog tracks and logs all system messages, from informational through critical. With this MIB, network management applications
            can receive syslog messages as SNMP traps:
         

         
          Cisco Syslog Agent supports trap functionality with the following MIB objects:

         
         
            	
               clogNotificationsSent

               
            

            
            	
               clogNotificationsEnabled

               
            

            
            	
               clogMaxSeverity

               
            

            
            	
               clogMsgIgnores

               
            

            
            	
               clogMsgDrops

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Display Diagnostic Reports

      
      
         
         	Using Infrastructure Manager Administration GUI

         
         	Utils commands

         
      

      
      
      
         
      

      
      
      
   
      
      
      Using Infrastructure Manager Administration GUI

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	From the Infrastrucute Manager interface, select Administration > Diagnostics.
               

               
               
                  	Step 2  
                     
                  
                  	Select the diagnostic you want from the pulldown menu and click Request Diagnostics.
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Utils
         	 commands
      

      
          
            		
             Use the following
               		  commands to diagnose problems for Cisco HCS services: 
               		  
               
                  
                     	[image: ../images/note.gif]
Note
                     	



                        			 
                        The commands shown here are available on an Application Node. A WS
                           				Node has a different set. Use the 
                           				help utils diagnose hcs command to display the
                           				available commands.
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            		
            
               	 
                  			 
                  utils diagnose hcs
                     				
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  agp 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  chpa 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  cnf 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  cucdmpa 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  cucdmsync 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  dmasa 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  fulfillment 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  hlm 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  nbi 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  sdrcnf 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  si 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  ucpa 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  ucsmsync 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  usersync 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  utils diagnose hcs
                        				  vcentersync 
                     			 
                  

                  
                  		  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 with Cisco HCM-F Real-Time Monitoring Tool
      

      
         Cisco HCM-F
            		Real-Time Monitoring Tool (RTMT), which runs as a client-side application, uses
            		HTTPS to monitor system performance. RTMT has performance counters for Memory,
            		Network, CPU, Disk, Process, and Services including JVM statistics. RTMT can
            		connect directly to devices through HTTPS to troubleshoot system problems.
            	 
         

         
      

      
      
      
         
         	Launch RTMT

         
         	Profiles

         
      

      
      
      
         
      

      
      
      
   
      
      
      Launch
         	 RTMT
      

      
          
            		
            

            
            		
            The RTMT
               		  application launches when you double click on the application icon or open the
               		  application, but does not work properly unless you log in on the proper type of
               		  server. In this case, a Cisco Hosted Collaboration Mediation Fulfillment (Cisco
               		  HCM-F) server. 
               		
            

            
            		
            You can connect to
               		  either the HCM-F application server or the HCM-F Web Services server. The RTMT
               		  session does not provide monitoring support for all the servers in HCM-F
               		  cluster. 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


 
                     		  
                     You can launch
                        			 more than one RTMT session, with each session connecting to a different server
                        			 (for example, one session connection to the HCM-F application server and
                        			 another session connection to an HCM-F Web Services server). However, multiple
                        			 RTMT sessions are not recommended by Cisco. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         Before You Begin 
            		
            Ensure that a
               		  Cisco CDM Database service is running on the Cisco HCM-F server to which you
               		  want to establish the RTMT connection. 
               		
            

            
            	 
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	To launch
                        			 RTMT, perform one of the following tasks: 
                        		  
                        	On the Windows desktop,
                           				double-click the 
                           				Real-Time Monitoring Tool icon. 
                           				
                           Alternatively, select 
                              				  Start > Programs > Cisco > HCS > Real-Time Monitoring
                                    						Tool. 
                              				
                           

                           
                           				
                            
                              				  
                              
                                 
                                    	Note   
                                          
                                          
                                    	 
                                       					 
                                       If you
                                          						are working on a Windows Vista computer, the following User Account Control
                                          						popup message appears: 
                                          						"An
                                             						  unidentified program wants to access your computer." To continue, click 
                                          						Allow. 
                                          					 
                                       

                                       
                                       				  
                                    
                                 

                              

                              
                              				
                           

                           
                           			 
                        

                        
                        	For Linux: If a shortcut
                           				does not appear on the desktop, you can use 
                           				/opt/Cisco/HCS/JRtmt to start the RTMT. 
                           			 
                        

                        
                     

                     
                     			 
                     The Real-Time
                        				Monitoring Tool Login dialog appears. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	In the Host IP
                        			 Address field, enter either the IP address or the hostname of the Cisco HCM-F
                        			 server. 
                        		  
               

               
               
                  	Step 3  
                     
                  
                  	Enter the port
                        			 that the application will use to listen to the server. 
                        		    
                     			 
                     The default
                        				port is 8443. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 4  
                     
                  
                  	Check the 
                        			 Secure
                           				Connection check box. 
                        		  
               

               
               
                  	Step 5  
                     
                  
                  	Click 
                        			 OK. 
                        		    
                     			 
                     If the Add
                        				Certificate to Store dialog appears, click 
                        				Accept to continue. 
                        			 
                     

                     
                     		    
                     			 
                     The
                        				Authentication Required dialog appears. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 6  
                     
                  
                  	In the User
                        			 Name field, enter the Administrator username for the application. 
                        		  
               

               
               
                  	Step 7  
                     
                  
                  	In the
                        			 Password field, enter the password for the Administrator username. 
                        		    
                     			 
                     If the
                        				authentication fails or if the server is unreachable, RTMT prompts you to
                        				reenter the server and authentication details, or you can click 
                        				Cancel to exit the application. 
                        			 
                     

                     
                     			 
                      If
                        				authentication succeeds, RTMT launches the monitoring module from local cache
                        				or from a remote server, if the local cache does not contain a monitoring
                        				module that matches the back-end version. The Cisco HCM-F Real-Time Monitoring
                        				Tool window and the Select Configuration dialog box appear. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 8  
                     
                  
                  	Select a
                        			 profile, and then click 
                        			 OK. 
                        		  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Profiles

      
      
         
         	Add Configuration Profile

         
         	Restore Configuration Profile

         
         	Delete Configuration Profile

         
      

      
      
      
         
      

      
      
      
   
      
      
      Add Configuration
         	 Profile
      

      
          
            		
            With RTMT,
               		  you can customize your monitoring window by monitoring different performance
               		  counters and then create your own configuration profiles. You can restore these
               		  monitoring windows in a single step rather than opening each window again. 
               		
            

            
            		
            You can switch
               		  between different profiles during the same RTMT session or use the
               		  configuration profile in subsequent RTMT sessions. 
               		
            

            
            		
            Follow
               		  this procedure to create a profile. 
               		
            

            
            	 
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Choose 
                        			 File > Profile. 
                        		    
                     			 
                     The Preferences
                        				dialog box appears. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Click 
                        			 Save. 
                        		    
                     			 
                     The Save Current
                        				Configuration dialog box appears. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 3  
                     
                  
                  	In the
                        			 Configuration name field, enter a name for this particular configuration
                        			 profile. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	In the
                        			 Configuration description field, enter a description of this particular
                        			 configuration profile. 
                        		    
                     			 
                     
                        
                           	Note   
                                 
                                 
                           	 
                              				
                              Profiles apply
                                 				  to all nodes within a cluster, but you cannot save and apply the profile to a
                                 				  different cluster. 
                                 				
                              

                              
                              			 
                           
                        

                     

                     
                     		    
                     			 
                     The system
                        				creates the new configuration profile. 
                        			 
                     

                     
                     		  
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Restore
         	 Configuration Profile
      

      
          
            		
            Perform
               		  the following procedure to restore a profile that you configured: 
               		
            

            
            	 
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Choose 
                        			 File > Profile. 
                        		    
                     			 
                     The Preferences
                        				dialog box appears. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Click the
                        			 profile that you want to restore. 
                        		  
               

               
               
                  	Step 3  
                     
                  
                  	Click 
                        			 Restore. 
                        		    
                     			 
                     All windows with
                        				precanned settings or performance monitoring counters for the restored
                        				configuration open. 
                        			 
                     

                     
                     		  
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Delete Configuration
         	 Profile
      

      
          
            		
            Perform
               		  the following procedure to delete a profile that you configured: 
               		
            

            
            	 
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Choose 
                        			 File > Profile. 
                        		    
                     			 
                     The Preferences
                        				dialog box appears. 
                        			 
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Click the
                        			 profile that you want to delete. 
                        		  
               

               
               
                  	Step 3  
                     
                  
                  	Click 
                        			 Delete. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	Click 
                        			 Close. 
                        		  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Alarms management on Cisco HCM-F platform

      
         
            		
            Alarms provide information about runtime status and the state
               		  of the system, so you can troubleshoot problems that are associated with your
               		  system; for example, to identify issues with the 
               		  Disaster Recovery System. Alarm information, which includes an explanation and
               		  recommended action, also includes the application name and machine name to help you perform troubleshooting. 
               		
            

            
            		
            You configure the alarm interface to send alarm information
               		  to multiple locations, and each location can have its own alarm event level
               		  (from debug to emergency). Alarms can go to the Syslog Viewer (local syslog),
               		  Syslog file (remote syslog), SNMP traps, Cisco HCM-SA (Service Assurance), or
               		  to all destinations.
               		
            

            
            		
            When a service issues an alarm, the alarm interface sends
               		  the alarm information to the locations that you configure (and that are
               		  specified in the routing list in the alarm definition). The system can either
               		  forward the alarm information, as is the case with SNMP traps, or the system
               		  can write the alarm information to its final destination (such as a log file). 
               		
            

            
            		
            As soon as you enter the alarm CLI command, the system prompts
               		  you for the required parameters. Enter the values to see the output.
               		
            

            
            		
            
            
               
                  
                        		  The following table shows the commands for working with alarms on the Cisco HCM-F platform:
                        		  
                        
                        		

Alarm CLI commands
                  
                     
                        	
                           				  
                           Task
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Command
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           				  
                           Display the alarm configuration for a specific
                              					 service/list of all services
                              				  
                           

                           
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           show alarm 
                              				  
                           

                           
                           				  
                           Required Parameter:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           Example:
                              				  
                           

                           
                           				  
                           Enter the servicename as 
                              					 all to show the alarm configurations of all the
                              					 services.
                              				  
                           

                           
                           				  
                           Enter the servicename as 
                              					 Cisco Tomcat to show the alarm configuration of Cisco
                              					 Tomcat service.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Enable/Disable alarms for a particular destination
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set alarm 
                              					 status
                              				  
                           

                           
                           				  
                           Required Parameters:
                              				  
                           

                           
                           				  
                           status—enable or disable.
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           monitorname—SDI, SDL, Event_Log, or Sys_Log.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Enable alarms for a remote Syslog server
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set alarm remotesyslogserver
                              				  
                           

                           
                           				  
                           Required Parameters:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           servername—Name of the remote Syslog server.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Set the event level for an alarm
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set alarm severity
                              				  
                           

                           
                           				  
                           Required Parameters:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           monitorname—SDI, SDL, Event_Log, or Sys_Log.
                              				  
                           

                           
                           				  
                           severity equals one of the following:
                              				  
                           

                           
                           				  
                           
                              	
                                 						
                                 Emergency—This level designates the system as unusable.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Alert—This level indicates that immediate action is
                                    						  needed.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Critical—The system detects a critical condition.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Error—This level signifies that an error condition exists.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Warning—This level indicates that a warning condition is
                                    						  detected.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Notice—This level designates a normal but significant
                                    						  condition.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Informational—This level designates information messages
                                    						  only.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Debug—This level designates detailed event information
                                    						  that Cisco TAC engineers use for debugging. 
                                    						
                                 

                                 
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Set alarm configuration to default values
                              				  
                           

                           
                           				  
                           
                              
                                 	Tip   
                                       
                                       
                                 	This option is available only for service names
                                    					 beginning with Cisco.
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                        	
                           				  
                           set alarm default
                              				  
                           

                           
                           				  
                           Required Parameters:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Trace management on Cisco HCM-F platform

      
         Traces assist you in troubleshooting issues with your application. You use the CLI to specify the level of information that
            you want traced as well as the type of information that you want included in each log file. You can configure trace parameters
            for any service on the Cisco HCM-F platform. 
         

         
         After you configure the information that you want to include in the log files for each service, you can collect and view log
            files through log collection. To do this, configure trace using the set trace CLI command.
         

         
         You can configure the level of information that you want traced (debug level), what information you want to trace (trace fields),
            and information about the trace files (such as number of files per service, size of file, and time that the data is stored
            in the log files).
         

         
      

      
      
      
         
         	Trace setup

         
         	Log collection

         
      

      
      
      
         
      

      
      
      
   
      
      
      Trace setup

      
         
            		
            You use the command line interface (CLI) to enable and
               		  disable tracing as well as to configure trace settings for specific services on
               		  the Cisco HCM-F platform. As soon as you enter the CLI command, the system
               		  prompts you for the required parameters. For more information regarding trace
               		  collection, see  
               		  Log collection.
               		
            

            
            		
            
            
               
                  
                        		  The following table shows the commands for working with traces on the Cisco HCM-F platform:
                        		  
                        
                        		

Trace CLI commands
                  
                     
                        	
                           				  
                           Task
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Command
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           				  
                           Display the trace configuration for a specified
                              					 service
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           show trace 
                              				  
                           

                           
                           				  
                           Required parameter:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           Example:
                              				  
                           

                           
                           				  
                           Enter the servicename as all to show the trace
                              					 configurations of 
                              					 all the services.
                              				  
                           

                           
                           				  
                           Enter the servicename as 
                              					 Cisco AMC Service to show the trace configuration of
                              					 Cisco AMC Service.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Display the trace levels available for a specified
                              					 service
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           show tracelevels 
                                 				  

                           
                           				  
                           Required parameter:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Enable/Disable trace for a specified service
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set trace status
                              				  
                           

                           
                           				  
                           Required parameters:
                              				  
                           

                           
                           				  
                           status—enable or disable
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Specify the debug trace level settings for a
                              					 specified service
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set trace tracelevel
                              				  
                           

                           
                           				  
                           Required parameters:
                              				  
                           

                           
                           				  
                           tracelevel—Use show tracelevels CLI command to find the
                              					 trace levels for a given servicename.
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  You can obtain the name of the service from the utils service list
                              CLI command.
                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Specify the maximum size of a trace files for a
                              					 specific service from 1 to 10 megabytes.
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set trace maxfilesize 
                                 				  

                           
                           				  
                           Required parameters:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           size—Maximum size of the trace files from 1 to 10
                              					 megabytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Specify the maximum number of log files per service.
                              					 
                              				  
                           

                           
                           				  
                           The system automatically appends a sequence number
                              					 to the file name to indicate which file it is; for example, cus299.txt. When
                              					 the last file in the sequence is full, the trace data begins writing over the
                              					 first file. 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           set trace maxnumfiles 
                              				  
                           

                           
                           				  
                           Required parameters:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				  
                           filecount—Number of trace files from 1 to 10000.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Set the user categories flag to the value provided,
                              					 for a specified service.
                              				  
                           

                           
                           				  
                           
                              
                                 	Tip   
                                       
                                       
                                 	This option is available only for service names
                                    					 beginning with Cisco.
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                        	
                           				  
                           set trace usercategories 
                              				  
                           

                           
                           				  
                           Required parameters:
                              				  
                           

                           
                           				  
                           flagnumber—Hexadecimal value from 0 to 7FFF. 7FFF means
                              					 all the flags are enabled.
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Set trace configuration to default values for a
                              					 specified service.
                              				  
                           

                           
                           				  
                           
                              
                                 	Tip   
                                       
                                       
                                 	This option is available only for service names
                                    					 beginning with Cisco.
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                        	
                           				  
                           set trace default
                              				  
                           

                           
                           				  
                           Required parameter:
                              				  
                           

                           
                           				  
                           servicename—Name of the service. It can contain
                              					 multiple words.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Log collection

      
         You can collect log files by performing any of the following
            		tasks:
            	 
         

         
         
            	
               		  
               To view the log files directly from the CLI, enter the following the
                  			 CLI commands:
                  		  
               

               
               		  
               
                  	
                     				
                     file list
                           				

                     
                     			 
                  

                  
                  	
                     				
                     file view
                           				

                     
                     			 
                  

                  
                  	
                     				
                     file search
                           				

                     
                     			 
                  

                  
               

               
               		
            

            
            	
               		  
               To bundle the various log files and send them to the local SFTP
                  			 directory, enter the CLI command file get.
                  		  
               

               
               		  
               Then, use an SFTP client to obtain the .tar files and send them to
                  			 the team that troubleshoots.
                  		  
               

               
               		
            

            
         

         
         Use Cisco HCM-SA (Service Assurance) tools to obtain the log
            		files.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 2. Troubleshooting HCM-F
      

      
      
         
         	Troubleshooting HCM-F Platform

         
         	Troubleshooting Infrastructure Manager

         
         	Troubleshooting Synchronization Services

         
         	Troubleshooting Platform Manager

         
         	Troubleshooting Service Inventory

         
         	Troubleshooting HCM-F Integration with UC Apps and PCA

         
      

      
      
      
   
      
      
      Troubleshooting HCM-F Platform

      
      
         
         	Troubleshooting Application Node Hostname and IP Address Changes

         
         	Troubleshooting Backup and Restore

         
         	Troubleshooting License issues

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 Application Node Hostname and IP Address Changes
      

      
          
            		
            Use this procedure
               		  to troubleshoot connectivity problems with Web Services (WS) Nodes when the
               		  hostname or IP address of the Application Node has changed. 
               		
            

            
            		
            Under normal
               		  circumstances, after changing the hostname and/or IP address of the Application
               		  Node, WS Node connectivity can be restored by running the 
               		  set hcs
                  			 cluster config command from the Application Node CLI. However, if
               		  this command fails to correct all connectivity issues, other commands are
               		  available to correct the problems. 
               		
            

            
            	 
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Exit out of
                        			 the CLI and log back in. 
                        		  
               

               
               
                  	Step 2  
                     
                  
                  	After IP
                        			 address or hostname change, allow 5–15 minutes for services to restart. 
                        		  
               

               
               
                  	Step 3  
                     
                  
                  	Run the 
                        			 show hcs
                           				cluster verify detailed command from the Application Node CLI. Make a
                        			 note of the configuration mismatches. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	If there is a
                        			 JMS Broker mismatch: 
                        		  
                        	From the
                              				  WS Node CLI, run 
                              				  show
                                 					 hcs jmsconfig. It should show the incorrect IP address for the
                              				  Application Node. 
                              				

                        
                        	From the
                              				  WS Node CLI, run 
                              				  set
                                 					 hcs jmsconfig. 
                              				

                        
                        	When
                              				  prompted, provide the correct IP address of the Application Node. 
                              				

                        
                        	When
                              				  prompted to reboot, enter 
                              				  yes. 
                              				  
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	If you
                                    					 decline to reboot now, you must reboot the WS Node later with the utils system
                                       						restart command. 
                                    				  
                                 
                              

                           

                           
                           				
                        

                        
                     

                     
                  
               

               
               
                  	Step 5  
                     
                  
                  	If there is an
                        			 SDR Config IP mismatch: 
                        		  
                        	From the
                              				  WS Node CLI, run the 
                              				  show
                                 					 hcs sdrconfig command. It should show the incorrect IP address for
                              				  the Application Node. 
                              				

                        
                        	From the
                              				  WS Node CLI, run 
                              				  set
                                 					 hcs sdrconfig. 
                              				

                        
                        	When
                              				  prompted, provide the correct IP address of the Application Node. 
                              				

                        
                        	When
                              				  prompted, provide the OS admin password of the Application Node. 
                              				

                        
                        	When
                              				  prompted to reboot, enter 
                              				  yes. 
                              				  
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	If you
                                    					 decline to reboot now, you must reboot the WS Node later with the utils system
                                       						restart command. 
                                    				  
                                 
                              

                           

                           
                           				
                        

                        
                     

                     
                  
               

               
               
                  	Step 6  
                     
                  
                  	If there is a
                        			 version mismatch: 
                        		  
                        	From the
                              				  WS Node CLI, run 
                              				  show
                                 					 hcs version to display the HCS software version for the WS Node. 
                              				

                        
                        	From the
                              				  WS Node CLI, run 
                              				  set
                                 					 hcs version 
                                 				  . 
                              				

                        
                     

                     
                  
               

               
               
                  	Step 7  
                     
                  
                  	If there is a
                        			 Platform Config mismatch: 
                        		  
                        	From the
                              				  WS Node CLI, run 
                              				  set
                                 					 hcs appnodeconfig. 
                              				

                        
                        	When
                              				  prompted, provide the correct IP address of the Application Node. 
                              				

                        
                     

                     
                  
               

               
               
                  	Step 8  
                     
                  
                  	If a reboot
                        			 was requested, wait for WS Node to finish rebooting. 
                        		  
               

               
               
                  	Step 9  
                     
                  
                  	From the
                        			 Application Node CLI, run 
                        			 show hcs
                           				cluster verify detailed and verify that output for the WS Node is
                        			 "Configurations VERIFIED". 
                        		  
               

               
               
                  	Step 10  
                     
                  
                  	From the WS Node CLI, run 
                        			 show hcs cluster nodes.
                        		   If the command output indicates that the node is not part of the
                     			 cluster or that the primary node is down:
                     		  
                     
                        	From the WS Node CLI, run 
                              				  set hcs cluster config.
                              				

                        
                        	Repeat steps 3 through 7 as needed.
                              				

                        
                        	From the WS Node CLI, run 
                              				  show hcs cluster verify detailed and verify
                              				  that output for the WS Node is "Configurations VERIFIED". 
                              				

                        
                     

                     
                  
               

               
            

         

         

         What to Do Next
            
            		
            It is strongly
               		  recommended to make a DRF backup of your cluster, once WS Node connectivity has
               		  been restored. 
               		
            

            
            	 
         

      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Backup and Restore

      
         
             For information about Backup and Restore error messages, see Cisco Hosted Collaboration Mediation Fulfillment Maintain and
                     			 Operate Guide, Release 10.6(1).
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 License issues
      

      Procedure

         
            
               	
                  For
                        			 information about troubleshooting 
                        			 Prime License Manager,
                        			 see 
                        			 Cisco Hosted Collaboration
                              			 Solution, Release 10.6(1) License Management.
                        		  

                  

            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Infrastructure Manager

      
      
         
         	Troubleshooting Shared Data Repository

         
         	Troubleshooting Cisco HCS Infrastructure Platform Automation

         
         	Troubleshooting Cisco HCS Fulfillment Service

         
         	Troubleshooting Domain Manager Adapter for Service Assurance

         
         	Troubleshooting HCS License Manager

         
         	Troubleshooting Cisco HCS North Bound Interface Web Service API

         
         	Troubleshooting SDR Change Notification Service

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Shared Data Repository

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	From the command line, issue the utils service list command to verify that the Cisco CDM Database Service is still running.
               

               
               
                  	Step 2  
                     
                  
                  	Check the log files. 
                        			  
                     
                        	The 
                           				  activelog cdm/api logs contain only POJO API logs. Each
                           				  service has its own log file. Cisco recommends that you  use these log files to
                           				  investigate only the issues that are not service-specific. 
                           				
                        

                        
                        	The 
                           				  activelog cdm/database logs contain database transaction logs 
                           				
                        

                        
                     

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Cisco HCS Infrastructure Platform Automation

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the utils service list command to verify that the Cisco HCS IPA Service is running.
               

               
               
                  	Step 2  
                     
                  
                  	From the Infrastructure Manager interface, select Administration > Jobs to review the Status Info and Recommended Action in the job results table.
               

               
               
                  	Step 3  
                     
                  
                  	Review the Infrastructure Platform Automation log files located in 
                        				activelog hcs/ipa. 
                        			  For more information, see Trace management on Cisco HCM-F platform and Table 1. 
                     			 
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Cisco HCS Fulfillment Service

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the utils service list command to verify that the following services are running: 
                     
                        	Cisco CDM Database 
                           				
                        

                        
                        	Cisco JMS Broker 
                           				
                        

                        
                        	Cisco HCS Fulfillment
                           				  Service 
                           				
                        

                        
                     

                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	Issue the show hcs link auto-vm-linkage command to verify that the Cisco Hosted
                        		Collaboration Mediation Link Auto-VM-Linkage is enabled.
               

               
               
                  	Step 3  
                     
                  
                  	Issue the utils diagnose hcs fulfillment command to view diagnostics for the Fulfillment service.
               

               
               
                  	Step 4  
                     
                  
                  	Review the Fulfillment alarms located in 
                        				activelog syslog/CiscoSyslog. See Alarms management on Cisco HCM-F platform.
                  
               

               
               
                  	Step 5  
                     
                  
                  	Review the Fulfillment log files located in 
                        				activelog hcs/fulfillment. See  Trace management on Cisco HCM-F platform and Table 1.
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Domain Manager Adapter for Service Assurance

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the utils service list command to verify that the following services are running: 
                     
                        	Cisco CDM Database 
                           				
                        

                        
                        	Cisco JMS Broker 
                           				
                        

                        
                        	Cisco HCS Fulfillment
                           				  Service 
                           				
                        

                        
                        	Cisco HCS DMA-SA Service

                        
                     

                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	Issue the show hcs link auto-primecollab-linkage command to verify that the Cisco Hosted
                        		Collaboration Mediation Link Auto-PrimeCollab-Linkage is enabled.
               

               
               
                  	Step 3  
                     
                  
                  	Issue the utils diagnose hcs dmasa command to view diagnostics for the DMA-SA service.
               

               
               
                  	Step 4  
                     
                  
                  	Review the DMA-SA alarms located in 
                        				activelog syslog/CiscoSyslog. See Alarms management on Cisco HCM-F platform.
                  
               

               
               
                  	Step 5  
                     
                  
                  	Review the DMA-SA log files located in 
                        				activelog hcs/dmasa. See  Trace management on Cisco HCM-F platform and Table 1.
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 HCS License Manager
      

      
          
            		
            The following
               		  sections identify common HLM errors. 
               		
            

            
            	 
         

         
          
            		
            Symptom: Failed to
               		  change HCM-F 
               		  global 
               		  
               		  deployment mode value. 
               		
            

            
            		
            Resolution: Determine
               		  if there are Prime License Manager instances in the HCS space. Delete all Prime
               		  License Manager instances before you change the 
               		  global 
               		  
               		  deployment mode. 
               		
            

            
            	 
         

         
          
            		
            Symptom: Cannot create
               		  a Prime License Manager in the HCS space. 
               		
            

            
            		
            Resolution: 
               		
               
                  	Check the network
                     			 connection to the installed Prime License Manager with the specified hostname. 
                     		  
                  

                  
                  	Verify that the
                     			 User-ID/Password for connecting to the Prime License Manager is valid. 
                     		  
                  

                  
                  	If a FQDN is used for the
                     			 Prime License Manager name, verify that HCM-F can resolve it. 
                     		  
                  

                  
                  	Ensure that the entered
                     			 Prime License Manager name is not used by any existing Prime License Manager
                     			 instances in the HCS space. 
                     		  
                  

                  
                  	You should upload a valid
                     			 license file to the installed Prime License Manager. 
                     		  
                  

                  
               

               
               		
            

            
            	 
         

         
          
            		
            Symptom: Cannot delete
               		  a Prime License Manager instance from the HCS space. 
               		
            

            
            		
            Resolution: Determine
               		  if a Unified Manager cluster is still assigned to the Prime License Manager. 
               		
            

            
            	 
         

         
          
            		
            Symptom: The
               		  provisioned Unified Communications cluster doesn't appear in the eligible list
               		  for assigning to a Prime License Manager. 
               		
            

            
            		
            Resolution: Ensure that
               		  the Unified Communications cluster is either a Unified Communications Manager
               		  cluster or a Cisco Unity Connection cluster. Verify that the cluster version is
               		  9.0 or above. Verify that the UC application is a publisher node in HCM-F. 
               		
            

            
            	 
         

         
          
            		
            Symptom: An eligible
               		  Unified Communications cluster assignment operation is not allowed. 
               		
            

            
            		
            Resolution: Verify that
               		  the number of clusters assigned to the target Prime License Manager does not
               		  exceed 1000. 
               		
            

            
            	 
         

         
          
            		
            Symptom:
               		  Assigning/Unassigning a cluster failed. 
               		
            

            
            		
            Resolution: 
               		
               
                  	Verify that the provisioned
                     			 platform (OS Admin) credential for the cluster is valid. 
                     		  
                  

                  
                  	Verify the network
                     			 connection to the Unified Communications cluster and Prime License Manager. 
                     		  
                  

                  
                  	If a FQDN is used for the
                     			 Prime License Manager name, verify that HCM-F can resolve it. 
                     		  
                  

                  
                  	Ensure that the Platform
                     			 Administrative Web Service is started in the Unified Communications cluster. 
                     		  
                  

                  
                  	Review the job description
                     			 to identify the cause. 
                     		  
                  

                  
               

               
               		
            

            
            	 
         

         
          
            		
            Symptom: Receiving a
               		  HLMAuditWarningAlarm. 
               		
            

            
            		
            Resolution: Verify that
               		  the cluster was added back to Prime License Manager by HLM if SDR reported an
               		  additional cluster was assigned to a Prime License Manager but Prime License
               		  Manager does not have it. Manually remove the cluster from Prime License
               		  Manager if Prime License Manager reported an additional cluster assigned to it
               		  but this cluster was not assigned by HLM. Verify that the assigned cluster's
               		  platform credential is the same as its credential in Prime License Manager if
               		  auditing reported a mismatch. 
               		
            

            
            	 
         

         
          
            		
            Symptom: Receiving a
               		  HLMChangeNotifAlarm. 
               		
            

            
            		
            Resolution: Review the
               		  HLM log to identify which component was affected. If a cluster was deleted, log
               		  into Prime License Manager(s) to ensure that the cluster is not assigned.
               		  Remove the cluster from Prime License Manager if it is in the inventory. If a
               		  customer was deleted, log in to Prime License Manager(s) to ensure none of this
               		  customer's clusters are still assigned. Remove the clusters from Prime License
               		  Manager if any of them appear in the inventory. 
               		
            

            
            	 
         

         
          
            		
            Symptom: Receiving a
               		  HLMClusterPLMIncompatibleAlarm after assigning a cluster. 
               		
            

            
            		
            Resolution: Log into
               		  Prime License Manager and perform a synchronization. Verify that the newly
               		  assigned cluster's license is compliant. If the license compliance fails,
               		  unassign the cluster then upgrade the cluster to the same version of Prime
               		  License Manager. Or assign the cluster to the Prime License Manager with same
               		  version. 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 Cisco HCS North Bound Interface Web Service API
      

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the 
                        			 utils
                           				service list command to verify that the following services are
                        			 running: 
                        		    
                     			 
                     
                        	Cisco CDM Database Service 
                           				
                        

                        
                        	Cisco JMS Broker 
                           				
                        

                        
                        	Cisco Tomcat 
                           				
                        

                        
                        	Cisco HCS Admin UI 
                           				
                        

                        
                        	Cisco HCS SDR UI 
                           				
                        

                        
                        	Cisco HCS North Bound
                           				  Interface Web Service 
                           				
                        

                        
                        	Cisco HCS CUCDMSync Service
                           				  
                           				
                        

                        
                        	Cisco HCS VCenterSync
                           				  Service 
                           				
                        

                        
                        	Cisco HCS License Manager
                           				  Service 
                           				
                        

                        
                        	Cisco HCS Service Inventory
                           				  
                           				
                        

                        
                        	Cisco HCS NBI REST FF Web
                           				  Service 
                           				
                        

                        
                        	Cisco HCS NBI REST SDR Web
                           				  Service 
                           				
                        

                        
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Issue the 
                        			 utils diagnose hcs nbi command to review
                        			 diagnostics information for the North Bound Interface Web Service.
                        		  
               

               
               
                  	Step 3  
                     
                  
                  	Review the log
                        			 file 
                        			 activelog
                           				tomcat/logs/nbi/log4j. 
                        		  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting SDR Change Notification Service

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the utils service list command to verify that the following services are running: 
                     
                        	Cisco CDM Database

                        
                        	Cisco JMS Broker

                        
                     

                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	Issue the utils diagnose hcs sdrcnf command to view diagnostic information on the SDRCNF service.
               

               
               
                  	Step 3  
                     
                  
                  	Review the SDRCNF alarms located in activelog syslog/CiscoSyslog. For more information, see Alarms management on Cisco HCM-F platform.
                  
               

               
               
                  	Step 4  
                     
                  
                  	Review the SDRCNF log files located in 
                        				activelog hcs/sdrcnf. See  Trace management on Cisco HCM-F platform and Table 1.
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Synchronization Services

      
      
         
         	Troubleshooting Cisco HCS CUCDMSync Service

         
         	Troubleshooting Cisco HCS UCSMSync Service

         
         	Troubleshooting Cisco HCS VCenterSync Service

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 Cisco HCS CUCDMSync Service
      

      
         
            		
            This procedure is
               		  for troubleshooting synchronization problems between HCM-F and 
               		  Cisco Unified
                  		  Communications Domain Manager 8.1(x).
               		  
               		
            

            
            	 
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the 
                        			 utils
                           				service list command to verify that the following services are
                        			 running:
                        		   
                     			 
                     
                        	Cisco CDM Database 
                           				
                        

                        
                        	Cisco JMS Broker 
                           				
                        

                        
                        	Cisco Tomcat 
                           				
                        

                        
                        	Cisco HCS Admin UI 
                           				
                        

                        
                        	Cisco HCS SDR UI 
                           				
                        

                        
                        	Cisco HCS Fulfillment
                           				  Service 
                           				
                        

                        
                        	Cisco HCS CUCDMSync Service
                           				  
                           				
                        

                        
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Review the
                        			 diagnostics information for the CUCDMSync service.
                        		  
                        	From the CLI,
                           				run the 
                           				utils
                              				  diagnose hcs cucdmsync command.
                           			 
                        

                        
                        	From the
                           				Infrastructure Manager interface, select 
                           				Administration > Diagnostics.
                           				Select 
                           				CUCDMSync and click 
                           				Request Diagnostics.
                           			 
                        

                        
                     

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	From the
                        			 Infrastructure Manager interface, select 
                        			 Administration > Sync
                              				  Request to run a manual CUCDMSync. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	From the
                        			 Infrastructure Manager interface, select 
                        			 Administration > Jobs to view the job status table and
                        			 detailed job information.
                        		  
               

               
               
                  	Step 5  
                     
                  
                  	Review the
                        			 CUCDMSync alarms located in 
                        			 activelog
                           				syslog/CiscoSyslog.
                        		   See 
                     			 Alarms management on Cisco HCM-F platform.
                     		  
                  
               

               
               
                  	Step 6  
                     
                  
                  	Review the
                        			 CUCDMSync log files located in 
                        			 activelog
                           				hcs/cucdmsync.
                        		   See 
                     			 Trace management on Cisco HCM-F platform and 
                     			 Table 1.
                     		  
                  
               

               
               
                  	Step 7  
                     
                  
                  	Use HCM-F RTMT to connect to the HCM-F and check the overall
                        			 health of the system. 
                        		   Using HCM-F RTMT, you can browse, query, and collect trace and
                     			 log files. You can also view alarms and enable remote real time tracing.
                     		  
                  
               

               
            

         

         

         
      

      
      
      
         
         	Common CUCDMSync issues

         
      

      
      
      
         
      

      
      
      
   
      
      
      Common CUCDMSync issues

      
         The following section identifies some common CUCDMSync errors.

         
      

      
      
      
         
         	Issue: Sync Request has a Job Status of Fail

         
      

      
      
      
         
      

      
      
      
   
      
      
      Issue: Sync Request
         	 has a Job Status of Fail
      

      
          
            		
            Symptom: Unable to perform manual or automatic sync request.
               		  
               		
            

            
            		
            Resolution: Verify that CUCDM is configured correctly in
               		  HCM-F. Verify that webservice user is configured correctly on the CUCDM server.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 Cisco HCS UCSMSync Service
      

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the 
                        			 utils
                           				service list command to verify that the following services are
                        			 running:
                        		   
                     			 
                     
                        	Cisco CDM Database 
                           				
                        

                        
                        	Cisco JMS Broker 
                           				
                        

                        
                        	Cisco Tomcat 
                           				
                        

                        
                        	Cisco HCS Admin UI 
                           				
                        

                        
                        	Cisco HCS SDR UI 
                           				
                        

                        
                        	Cisco HCS Fulfillment
                           				  Service 
                           				
                        

                        
                        	Cisco HCS UCSMSync Service 
                           				
                        

                        
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Review the diagnostics information for the UCSMSync service. 
                        		  
                        	From the CLI,
                           				run the 
                           				utils diagnose hcs ucsmsync command. 
                           			 
                        

                        
                        	From the
                           				Infrastructure Manager interface, select 
                           				Administration > Diagnostics.
                           				Select 
                           				UCSMSync and click 
                           				Request Diagnostics. 
                           			 
                        

                        
                     

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	From the
                        			 Infrastructure Manager interface, select 
                        			 Administration > Sync
                              				  Request to run a manual UCSMSync. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	From the
                        			 Infrastructure Manager interface, select 
                        			 Administration > Jobs to review the Status Info and
                        			 Recommended Action in the job results table.
                        		  
               

               
               
                  	Step 5  
                     
                  
                  	Review the UCS
                        			 Manager alarms located in 
                        			 activelog
                           				syslog/CiscoSyslog.
                        		   See 
                     			 Alarms management on Cisco HCM-F platform.
                     		  
                  
               

               
               
                  	Step 6  
                     
                  
                  	Review the
                        			 UCSMSync log files located in 
                        			 activelog
                           				hcs/ucsmsync.
                        		   See 
                     			 Trace management on Cisco HCM-F platform and 
                     			 Table 1.
                     		  
                  
               

               
               
                  	Step 7  
                     
                  
                  	Use HCM-F RTMT to connect to the HCM-F and check the overall
                        			 health of the system. 
                        		   Using HCM-F RTMT, you can browse, query, and collect trace and
                     			 log files. You can also view alarms and enable remote real time tracing. 
                     		  
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 Cisco HCS VCenterSync Service
      

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the 
                        			 utils
                           				service list command to verify that the following services are
                        			 running:
                        		   
                     			 
                     
                        	Cisco CDM Database 
                           				
                        

                        
                        	Cisco JMS Broker 
                           				
                        

                        
                        	Cisco Tomcat 
                           				
                        

                        
                        	Cisco HCS Admin UI 
                           				
                        

                        
                        	Cisco HCS SDR UI 
                           				
                        

                        
                        	Cisco HCS Fulfillment
                           				  Service 
                           				
                        

                        
                        	Cisco HCS VCenterSync
                           				  Service 
                           				
                        

                        
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Review the diagnostics information for the VCenterSync service. 
                        		  
                        	From the CLI,
                           				run the 
                           				utils diagnose hcs vcentersync command. 
                           			 
                        

                        
                        	From the
                           				Infrastructure Manager interface, select 
                           				Administration > Diagnostics.
                           				Select 
                           				VCenterSync and click 
                           				Request Diagnostics. 
                           			 
                        

                        
                     

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	From the
                        			 Infrastructure Manager interface, select 
                        			 Administration > Sync
                              				  Request to run a manual VCenterSync. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	From the
                        			 Infrastructure Manager interface, select 
                        			 Administration > Jobs to review the Status Info and
                        			 Recommended Action in the job results table.
                        		  
               

               
               
                  	Step 5  
                     
                  
                  	Review the
                        			 VCenterSync alarms located in 
                        			 activelog
                           				syslog/CiscoSyslog.
                        		   See 
                     			 Alarms management on Cisco HCM-F platform.
                     		  
                  
               

               
               
                  	Step 6  
                     
                  
                  	Review the
                        			 VCenterSync log files located in 
                        			 activelog
                           				hcs/vcentersync.
                        		   See 
                     			 Trace management on Cisco HCM-F platform and 
                     			 Table 1.
                     		  
                  
               

               
               
                  	Step 7  
                     
                  
                  	Use HCM-F RTMT to connect to the HCM-F and check the overall
                        			 health of the system. 
                        		   Using HCM-F RTMT, you can browse, query, and collect trace and
                     			 log files. You can also view alarms and enable remote real time tracing. 
                     		  
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Platform Manager

      
      
         
         	Troubleshooting Cisco HCS Platform Manager Service

         
         	Common Platform Manager errors

         
         	Platform Manager log files

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Cisco HCS Platform Manager Service

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the utils service list command to verify that the Cisco Platform Manager Service is running.
               

               
               
                  	Step 2  
                     
                  
                  	Check for communication problems between the servers. Verify that the Platform
                     				SOAP Services or Platform Administrative Web Service is active on any of the Cisco
                     				Unified Presence, Cisco Unified Communications Manager, or Cisco Unity
                     				Connection servers you want Platform Manager to access.
                  
               

               
               
                  	Step 3  
                     
                  
                  	If you have an issue with an upgrade task, check the
                        				server type in the server group. For upgrade tasks, the publisher server and
                        				subscriber servers cannot be in the same group. 
                        			 
               

               
               
                  	Step 4  
                     
                  
                  	Review the Platform Manager error messages. See Common Platform Manager errors.
                  
               

               
               
                  	Step 5  
                     
                  
                  	Review  the Platform Manager log files. See: 
                     
                        	Platform Manager log files

                        
                        	Trace management on Cisco HCM-F platform

                        
                        	Trace setup

                        
                     

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Common Platform Manager errors

      
      
         
         	Could not contact server or Server not available

         
         	Cannot edit a backup schedule task

         
         	Canceled a backup but some servers still backed up

         
         	Could not diagnose a failed backup

         
         	Servers in backup task marked as Skipped

         
      

      
      
      
         
      

      
      
      
   
      
      
      Could not contact server or Server not available

      
         
            Ensure that the connections between all Unified Communications applications and Platform Manager are established before you
               run a task. All Unified Communications applications must be contacted at least once before you run the first Platform Manager
               task. SFTP or FTP and Unified Communications applications must be routable from Platform Manager; for example, if NATs are
               used, use public IP. Likewise, the SFTP or FTP servers must be routable from the Unified Communications applications.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cannot edit a
         	 backup schedule task 
      

      
         
            A backup
               		  schedule task exists but needs some updates
            

            		
            		
            A backup task
               		  cannot be edited after it is created; however, you can edit a backup schedule
               		  task.
               		
            

            
            		
            
               	
                  			 
                  Save settings for the backup that needs to be changed.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Create a new backup with the saved settings.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  When you create the new backup, use the saved settings from the
                     				first step.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Modify the settings, as required.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Save the backup.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Delete the old backup.
                     			 
                  

                  
                  		  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Canceled a backup but some servers still backed up 

      
         
            Backup server task was cancelled but some servers were still backed up

            Backup schedule tasks can be cancelled while in process. Any servers in the group, however, that have started backing up when
               you cancel the task do not stop mid-task. These servers are still backed up.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Could not diagnose a failed backup 

      
         
            A backup failed and more details are required to determine the issue

            If a backup schedule task fails, review the DRS logs.

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Servers in backup task marked as Skipped

      
         
            The backup server task completed but some servers were listed as "Skipped"

            "Skipped" servers have a first node server. After the first node server is backed up, all other servers in the group are skipped.
               Backing up the first node server ensures that the other servers in the group are also backed up. These servers appear as "Skipped"
               in the Backup Task List. A server also appears Skipped if it has a pre-9.x release version. Backup Scheduler can only backup
               servers with software versions higher than 9.0.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Platform Manager log files

      
         When you troubleshoot issues for Platform Manager, you can
            		access the following log files on the Cisco HCM-F platform at the following
            		locations:
            	 
         

         
         
            	
               		  
               file get activelog tomcat/logs/platform-api/log4j/*—This log file
                  			 includes information generated by the Unified Communications applications. The same log file is
                  			 also stored on the application server. Using this command, you can view:
                  		  
               

               
               		  
               
                  	
                     				
                     SOAP messages from Platform Manager including inputs,
                        				  results, errors, and messages
                        				
                     

                     
                     			 
                  

                  
                  	
                     				
                     Calls to underlying OS components like the upgrade scripts
                        				
                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	
               		  
               file get activelog tomcat/logs/pm/log4j/*—This log file includes
                  			 information from Platform Manager. Using this command, you can view:
                  		  
               

               
               		  
               
                  	
                     				
                     REST traffic between the browser and Platform Manager
                        				  including inputs, results, errors, and messages
                        				
                     

                     
                     			 
                  

                  
                  	
                     				
                     SOAP messages to the Unified Communications applications including inputs, results,
                        				  errors, and messages
                        				
                     

                     
                     			 
                  

                  
                  	
                     				
                     Database access including updates, queries, and results
                        				
                     

                     
                     			 
                  

                  
                  	
                     				
                     Task-related events like scheduling, starting, and updating
                        				  tasks
                        				
                     

                     
                     			 
                  

                  
                  	
                     				
                     Background jobs like synchronization tasks 
                        				
                     

                     
                     			 
                  

                  
               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting Service Inventory 

      
      
         
         	Troubleshooting Cisco HCS Service Inventory Service

         
         	Common Service Inventory Errors

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 Cisco HCS Service Inventory Service 
      

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Issue the 
                        			 utils
                           				service list command to verify that the Service Inventory service is
                        			 running. 
                        		   Depending on
                     			 the reports requested, verify that the following services are also running: 
                     			 
                     
                        	Cisco HCS Admin UI 
                           				
                        

                        
                        	Cisco HCS SDR UI 
                           				
                        

                        
                        	Cisco HCS SI UI 
                           				
                        

                        
                        	Cisco CDM Database 
                           				
                        

                        
                        	Cisco HCS North Bound
                           				  Interface Web Service 
                           				
                        

                        
                        	Cisco HCS CUCDMSync Service
                           				  
                           				
                        

                        
                        	Cisco HCS Fulfillment
                           				  Service 
                           				
                        

                        
                        	Cisco HCS NBI REST SDR Web
                           				  Service 
                           				
                        

                        
                        	Cisco HCS UCPA Service 
                           				
                        

                        
                        	Cisco HCS Provisioning
                           				  Adapter Service 
                           				
                        

                        
                        	Cisco Tomcat 
                           				
                        

                        
                     

                     
                     		  
                  
               

               
               
                  	Step 2  
                     
                  
                  	Check the
                        			 status of the Service Inventory jobs by selecting 
                        			 Administration > Jobs from the Infrastructure Manager
                        			 menu. Service Inventory Report jobs who the Entity Name as "ONDEMAND" and
                        			 "DAILY_SCHEDULE". 
                        		   Only
                     			 one report can run at a time. A report that is currently running will show
                     			 Status as "In Progress". Queued reports will show Status as "Requested". 
                     		  
                  
               

               
               
                  	Step 3  
                     
                  
                  	If you believe
                        			 a job is stuck, you can remove the job by selecting in it on the Jobs page and
                        			 clicking 
                        			 Delete
                           				Selected. Restarting the HCS Service Inventory service from the CLI
                        			 will also fail any in progress jobs and cancel any requested jobs. 
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	Enabling
                        			 aggregate reports by selecting 
                        			 Each
                           				reseller and customer when scheduling a report may slow down the
                        			 report processing and require additional resources, so check this only when
                        			 required. 
                        		   Enabling
                     			 aggregate reports will create additional report files for each reseller and
                     			 customer apart from the regular .SI file, and will also create a Provider Level
                     			 Summary file. All these reports will be pushed the SFTP and Backup SFTP, if
                     			 those have been configured under Service Inventory. 
                     		  
                  
               

               
               
                  	Step 5  
                     
                  
                  	If you have 
                        			 Cisco Unified
                           		  Communications Domain Manager 8.1(x)
                        			 configured, select 
                        			 CUCDM for the Report Source when setting up a
                        			 scheduled or on demand report. If 
                        			 Cisco Unified
                           		  Communications Domain Manager 8.1(x)
                        			 is not configured and UC Applications are configured in Infrastructure
                        			 Management, then select 
                        			 UCAPP for the Report Source.
                        		   If the Report Source is 
                     			 CUCDM, be sure to select 
                     			 8.6.2 or 
                     			 9.0.1 for the Report Format Version. If the
                     			 Report Source is 
                     			 UCAPP, be sure to select 
                     			 9.1.1 for the Report Format Version.
                     		  
                  
               

               
               
                  	Step 6  
                     
                  
                  	To generate a
                        			 Location report, at least one SI report has to have been previously generated. 
                        		  
               

               
               
                  	Step 7  
                     
                  
                  	Review the
                        			 Cisco HCS Service Inventory alarms located in 
                        			 activelog
                           				syslog/CiscoSyslog. 
                        		   See 
                     			 Alarms management on Cisco HCM-F platform. 
                     		  
                  
               

               
               
                  	Step 8  
                     
                  
                  	Review the
                        			 Cisco HCS Service Inventory log files located in: 
                        		    
                     			 
                     
                        	activelog
                              					 tomcat/logs/catalina.out 
                              				  which includes request and response messages to and from
                           				  Cisco Unified Communications Domain Manager. 
                           				
                        

                        
                        	activelog
                              					 tomcat/logs/si/log4j which contains all Service Inventory-specific
                           				  operations. 
                           				
                        

                        
                     

                     
                     			 
                     See 
                        				Trace management on Cisco HCM-F platform and 
                        				Table 1. 
                        			 
                     

                     
                     			 
                     If you are
                        				using SI without CUCDM, also review the following logs: 
                        			 
                        
                           	/var/log/active/hcs/chpa  –
                              				  Provisioning Adapter Service Log files 
                              				
                           

                           
                           	/var/log/active/hcs/ucpa –
                              				  ucpa Service Log files 
                              				
                           

                           
                        

                        
                        			 
                     

                     
                     		  
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Common Service Inventory Errors

      
         The following section contains common Service Inventory errors.

         
      

      
      
      
         
         	Service Inventory Job Scheduling Does Not Work-Report Does Not Get Generated

         
         	Service Inventory Cannot Authenticate to Cisco Unified Communications Domain Manager-Cannot Receive Files

         
         	Service Inventory Connection to Cisco Unified Communications Domain Manager Failed-Cannot Retrieve Files

         
         	Service Inventory Did Not Receive the Files from Cisco Unified Communications Domain Manager After Time Passed

         
         	Service Inventory Received an Empty or Incomplete File from Cisco Unified Communications Domain Manager

         
         	The Remote SFTP Server Did Not Receive the Report

         
         	Service Inventory Does Not Generate Aggregate Report

         
      

      
      
      
         
      

      
      
      
   
      
      
      Service Inventory
         	 Job Scheduling Does Not Work-Report Does Not Get Generated
      

      
          
            		
            Service
               		  Inventory job scheduling relies on the service provider name for Cisco Unified
               		  Communications Domain Manager, which appears in the Infrastructure Manager
               		  administrative interface (Service Provider > Administration) and exists in
               		  the Shared Data Repository. 
               		
            

            
            		
            If 
               		  Cisco Unified
                     		  Communications Domain Manager 10.6(1)
               		  is used, the Service Provider is automatically pushed to HCM-F. 
               		
            

            
            		
             If 
               		  Cisco Unified
                  		  Communications Domain Manager 8.1(x)
               		  is used, the Service Provider is retrieved by using the Cisco HCS CUCDMSync
               		  service (strongly recommended). 
               		
            

            
            		
             If 
               		  Cisco Unified
                     		  Communications Domain Manager 10.6(1)
               		  is not used, the Service Provider can be manually configured in Infrastructure
               		  Manager. 
               		
            

            
            		
            
               
                  	[image: ../images/tip.gif]
Tip
                  	


 
                     		  
                     For deployments
                        			 using 
                        			 Cisco Unified
                           		  Communications Domain Manager 8.1(x),
                        			 use the Cisco HCS CUCDMSync service to synchronize data configuration between
                        			 Cisco Unified Communications Domain Manager and Cisco HCM-F. If you use the
                        			 Cisco HCS CUCDMSync service, Service Inventory requires that at least one
                        			 synchronization has occurred before a report is generated. If necessary,
                        			 perform a manual synchronization after you verify that the Cisco HCS CUCDMSync
                        			 service is running. 
                        		  
                     

                     
                     		  
                     Be aware that if
                        			 you manually configure the service provider in HCM-F and then activate the
                        			 Cisco HCS CUCDMSync service for 
                        			 Cisco Unified
                           		  Communications Domain Manager 8.1(x), or configure the service
                           				provider on 
                           				Cisco Unified
                                 		  Communications Domain Manager 10.6(1),
                           				
                           			 the information that you manually configured is overwritten with
                        			 the information that comes directly from 
                        			 Cisco Unified
                           		  Communications Domain Manager.
                        			 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            Perform
               		  the following tasks, depending on your configuration: 
               		
            

            
            		
            
               	 
                  			 
                  Verify that the
                     				service provider name appears correctly in the Infrastructure Manager
                     				administrative interface. In addition, open Cisco Unified Communications Domain
                     				Manager and verify that the service provider name for Cisco Unified
                     				Communications Domain Manager is correct. 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  If the name is
                     				correct in 
                     				Cisco Unified
                        		  Communications Domain Manager 8.1(x)
                     				and you use the Cisco HCS CUCDMSync service, perform troubleshooting tasks for
                     				the Cisco HCS CUCDMSync service, as described in the 
                     				Troubleshooting Cisco HCS CUCDMSync Service.
                     				
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  If the name is
                     				correct in 
                     				Cisco Unified Communications Domain Manager 8.1(x), perform
                     				troubleshooting tasks for the Cisco HCS NBI REST SDR Web Service. 
                     				 
                     			 
                  

                  
                  		  
               

               
               	 
                  			 
                  If you do not
                     				use 
                     				Cisco Unified
                        		  Communications Domain Manager 8.1(x)
                     				
                     				or 
                        				  Cisco Unified
                              		  Communications Domain Manager 10.6(1),
                     				update the configuration in the HCM-F Infrastructure Manager interface. To
                     				manually configure the Service Provider name in the Infrastructure Manager
                     				interface, select 
                     				Administration > Service
                           					 Provider. 
                     			 
                  

                  
                  		  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Service Inventory Cannot Authenticate to Cisco Unified Communications Domain Manager-Cannot Receive Files

      
         
            The Service Inventory service encountered a runtime error and cannot validate the request from Cisco Unified Communications
               Domain Manager; therefore, the Service Inventory service cannot receive the files from Cisco Unified Communications Domain
               Manager. 
            

            
            Verify that you configured the username and password correctly for Cisco Unified Communications Domain Manager in the Infrastructure
               Manager administrative interface.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Service Inventory Connection to Cisco Unified Communications Domain Manager Failed-Cannot Retrieve Files

      
         
            The Service Inventory service encountered a runtime error and cannot connect to the Cisco Unified Communications Domain Manager;
               therefore, the Service Inventory service cannot receive the files from Cisco Unified Communications Domain Manager.
            

            
            Perform the following tasks:

            
            
               	
                  Verify that Cisco Unified Communications Domain Manager is up and running.

                  
               

               
               	
                  In the Infrastructure Manager administrative interface, verify that you correctly configured the SOAP port for Cisco Unified
                     Communications Domain Manager.
                  

                  
               

               
               	
                  In the Infrastructure Manager administrative interface, verify that you correctly configured the hostname and IP address for
                     Cisco Unified Communications Domain Manager.
                  

                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Service Inventory Did Not Receive the Files from Cisco Unified Communications Domain Manager After Time Passed

      
         
            		
            Service Inventory did not receive the files from Cisco
               		  Unified Communications Domain Manager after one hour passed.
               		
            

            
            		
            Perform the following tasks:
               		
            

            
            		
            
               	
                  			 
                  Log in to Cisco Unified Communications Domain Manager. Select
                     				General 
                     				Tools > Transactions.
                     				Review the transactions to determine if the transactions failed. 
                     			 
                  

                  
                  			 
                  
                     	
                        				  
                        For example, the following message may appear in the
                           					 transaction: 
                           					 "Unhandled exception encountered while performing request
                              						processing. Report generation failure. FTP failure. Is there a file of the same
                              						name on the FTP server?" 
                           				  
                        

                        
                        				  
                        In the Service Inventory administrative interface, verify that
                           					 you configured the SFTP port correctly on the Configuration page.
                           				  
                        

                        
                        				
                     

                     
                     	
                        				  
                        For example, the following message may appear in the
                           					 transaction: 
                           					 "Unhandled exception encountered while performing request
                              						processing. Report generation failure. FTP failure. Authentication failed."
                           				  
                        

                        
                        				  
                        On the Configuration page in the Service Inventory
                           					 administrative interface, correct the user credentials for Cisco Unified
                           					 Communications Domain Manager SFTP access to Service Inventory.
                           				  
                        

                        
                        				
                     

                     
                     	
                        				  
                        For example, the following message may appear in the
                           					 transaction: 
                           					 "Unhandled exception encountered while performing request
                              						processing. Report generation failure. FTP failure. Is there a file of the same
                              						name on the FTP server? [Errno -2] Name or service not known."
                           				  
                        

                        
                        				
                     

                     
                     	
                        				  
                        Ensure that the Cisco HCM-F platform network connection works
                           					 as expected.
                           				  
                        

                        
                        				
                     

                     
                     	
                        				  
                        If Cisco Unified Communications Domain Manager has DNS
                           					 enabled, run the 
                           					 nslookup command on Cisco Unified Communications Domain
                           					 Manager to ensure that the Service Inventory hostname resolves.
                           				  
                        

                        
                        				
                     

                     
                     	
                        				  
                        If Cisco Unified Communications Domain Manager does not use
                           					 DNS, verify that you configured the IP address for the Service Inventory server
                           					 on the Configuration page in the Service Inventory administrative interface.
                           				  
                        

                        
                        				
                     

                     
                  

                  
                  		  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Service Inventory Received an Empty or Incomplete File from Cisco Unified Communications Domain Manager

      
         
            Service Inventory received the file from Cisco Unified Communications Domain Manager, but the file is empty or does not contain
               all data.
            

            
            In the Infrastructure Manager administrative interface, verify that the Provider configuration matches the configuration that
               is in Cisco Unified Communications Domain Manager.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      The Remote SFTP Server Did Not Receive the Report

      
         
            The remote SFTP server did not receive the report that Service Inventory transferred.

            
            On the Configuration page in the Service Inventory administrative interface, verify that the remote SFTP server configuration
               is correct.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Service Inventory Does Not Generate Aggregate Report

      
         
            If the an aggregate report is required, but Service Inventory is not generating it, check the report settings in Service Inventory.
               Verify that the Each reseller and customer checkbox is checked.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Troubleshooting
         	 HCM-F Integration with UC Apps and PCA
      

      Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Ensure Cisco AXl service is
                        			 running in UC apps.
                        		  
               

               
               
                  	Step 2  
                     
                  
                  	Verify all services are running after each restart of HCM-F.
                        		  
               

               
               
                  	Step 3  
                     
                  
                  	Ensure SNMP, ADMIN, PLATFORM and HTTP credentials are added for UC
                        			 apps in HCMF.
                        		  
               

               
               
                  	Step 4  
                     
                  
                  	Ensure SNMP and SFTP credentials are added for PCA.
                        		  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 3. Cisco HCM-F
         	 Service-Specific Alarms
      

      
      
         
         	Cisco Audit Event Service

         
         	Cisco CDP

         
         	Cisco CDP Agent

         
         	Cisco Certificate Expiry Monitor

         
         	Cisco DRF Local or Master

         
         	Cisco HCS DMA-SA Service

         
         	Cisco HCS CUCDMSync Service

         
         	Cisco HCS Fulfillment Service

         
         	Cisco HCS IPA Service

         
         	Cisco HCS License Manager Service

         
         	Cisco HCS Provisioning Adapter Service

         
         	Cisco HCS Service Inventory

         
         	Cisco HCS UCSMSync Service

         
         	Cisco HCS vCenterSync Service

         
         	Cisco RIS Data Collector

         
         	Cisco RTMT Web Service

         
         	Cisco Syslog Agent

         
         	Cisco Trace Collection Service

         
      

      
      
      
   
      
      
      Cisco Audit Event Service

      
         
            AdministrativeEvent

            
            
               
                  AdministrativeEvent
                  
                     
                        	
                           Description

                           
                        
                        
                        	
                           Audit event is generated by this application.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to write into the primary file path.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the primary file path is valid and the corresponding
                              drive has sufficient disk space. Also, make sure that the path has
                              security permissions similar to default log file path.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UserID

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           UserID
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ClientAddress
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ClientAddress
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Severity

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Severity

                           
                        
                        
                     

                     
                     
                        	
                           EventType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           EventType
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ResourceAccessed
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ResourceAccessed
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           EventStatus

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           EventStatus
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AuditDetails

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           AuditDetails
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ComponentID
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ComponentID
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           CompulsoryEvent
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           CompulsoryEvent
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AuditCategory
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           AuditCategory
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SecurityEvent

            
            
               
                  SecurityEvent
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Audit event is generated by this application
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to write into the primary file path.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the primary file path is valid and the corresponding
                              drive has sufficient disk space. Also, make sure that the path has
                              security permissions similar to default log file path.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UserID

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           UserID
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ClientAddress
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ClientAddress
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Severity

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Severity

                           
                        
                        
                     

                     
                     
                        	
                           EventType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           EventType
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ResourceAccessed
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ResourceAccessed
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           EventStatus

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           EventStatus
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AuditDetails

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           AuditDetails
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ComponentID
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ComponentID
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           CompulsoryEvent
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           CompulsoryEvent
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AuditCategory
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           AuditCategory
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CriticalEvent

            
            
               
                  CriticalEvent
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Audit event is generated by this application
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to write into the primary file path.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the primary file path is valid and the corresponding
                              drive has sufficient disk space. Also, make sure that the path has
                              security permissions similar to default log file path.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UserID

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           UserID
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ClientAddress
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ClientAddress
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Severity

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Severity

                           
                        
                        
                     

                     
                     
                        	
                           EventType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           EventType
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ResourceAccessed
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ResourceAccessed
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           EventStatus

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           EventStatus
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AuditDetails

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           AuditDetails
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ComponentID
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ComponentID
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           CompulsoryEvent
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           CompulsoryEvent
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AuditCategory
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           AuditCategory
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco CDP  

      
         
            DUPLEX_MISMATCH

            
            
               
                  DUPLEX_MISMATCH
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Duplex Mismatch Alarm

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           This alarm is generated by Cisco CDP for a duplex
                              mismatch between the local interface and the switch interface.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that duplex settings are set to auto or full on both the  local
                              and switch interfaces.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           SwitchDuplex
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Switch Duplex Settings

                           
                        
                        
                     

                     
                     
                        	
                           LocalInterfaceDuplex
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Local Interface Duplex Settings

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco CDP Agent

      
         
            DBConnectionFailure

            
            
               
                  DBConnectionFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Failed to connect to database.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           An operation to connect to the database failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Verify that the database is running.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            JMSConnectionFailure

            
            
               
                  JMSConnectionFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Failed to connect to a JMS Broker.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 Explanation

                           
                        
                        
                        	
                           A service is failing to connect to the JMS broker.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Verify that the JMS broker is running.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Certificate Expiry Monitor

      
         
            CertExpiryApproaching

            
            
               
                  CertExpiryApproaching
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           This information alarm indicates that a certificate validity period is
                              approaching and the expiry date is within the notification window
                              configured.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 Explanation

                           
                        
                        
                        	
                           Certificate expiry date is approaching shortly and certificate will be  invalid.

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate the certificate that is about to expire from
                              Certificate Management UI from CUOS Administration web page. If the
                              certificate is issued by a CA, generate a CSR, submit the CSR to CSA, obtain a fresh certificate from CA,  and upload it to
                              Cisco Unified Communications Manager.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertExpired

            
            
               
                  CertExpired
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Certificate has expired and must be changed.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The validity date for the specified certificate is over and the
                              certificate is expired.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate the certificate that is about to expire from
                              Certificate Management UI from CUOS Administration web page. If the
                              certificate is issued by a CA, obtain a fresh certificate from CA
                              and upload it to Cisco Unified Communications Manager.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertValidLessthanADay

            
            
               
                  CertValidLessthanADay
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The certificate is about to expire in less than 24 hours or has already expired.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The validity of the certificate indicated in the notification
                              message is less than 24 hours.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate the certificate that is about to expire from
                              Certificate Management UI from CUOS Administration web page. If the
                              certificate is issued by a CA, generate a CSR, submit the CSR to CA,
                              obtain a fresh certificate from CA, and upload it to Cisco Unified Communications Manager.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertValidfor7days

            
            
               
                  CertValidfor7days
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The certificate has expired or will expire in less
                              than seven days.
                           

                           
                        
                        
                     

                     
                     
                        	 Explanation

                           
                        
                        
                        	
                           The certificate is invalid or validity of the certificate indicated
                              in the notification is less than 7 days.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate the certificate that is about to expire from
                              Certificate Management UI from CUOS Administration web page. If the
                              certificate is issued by a CA, generate a CSR, submit the CSR to CA,
                              obtain a fresh certificate from CA,  and upload it to Cisco Unified Communications Manager.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertExpiryDebug

            
            
               
                  CertExpiryDebug
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Alarm to debug certificate management.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Alarm used for debug purpose.

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           None

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertExpiryError

            
            
               
                  CertExpiryError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Indicates errors in certificate expiry monitor process.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Certificate is expiring.

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate or re-import the  certificate.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertValidityOver30Days

            
            
               
                  CertValidityOver30Days
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                            Indicates that certificate expiry is approaching but expiry
                              date is more than 30 days.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           This information alarm indicates that a certificate validity period is
                              approaching and validity of the certificate is more than 30 days.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate the certificate that is about to expire from
                              Certificate Management UI from CUOS Administration web page. If the
                              certificate is issued by a CA, generate a CSR, submit the CSR to CA,
                              obtain a fresh certificate from CA,  and upload it to Cisco Unified Communications Manager.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertValidLessThanMonth

            
            
               
                  CertValidLessThanMonth
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Alarm that indicates certificate will expire in 30 days or less.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The expiry date of the certificate indicated in the notification is
                              less than a month.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Regenerate the certificate that is about to expire from
                              Certificate Management UI from CUOS Administration web page. If the
                              certificate is issued by a CA, generate a CSR, submit the CSR to CA,
                              obtain a fresh certificate from CA,  and upload it to Cisco Unified Communications Manager.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            TomcatCertRegen

            
            
               
                  TomcatCertRegen
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Alarm that indicates that the Tomcat certificate is regenerated.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           This alarm indicates that the Tomcat certificate has been regenerated
                              or the CA signed Tomcat certificate has been uploaded.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Restart the Tomcat service for the new Tomcat certificate to be
                              effective. If EMCC feature is enabled for the communication across
                              the clusters, perform the bulk certificate management provisioning
                              for the Tomcat unit from Cisco Unified OS Administration Web page.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertificateRevoked

            
            
               
                  CertificateRevoked
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Indicates that the recently uploaded certificate is revoked and
                              must be changed at the earliest opportunity.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           This alarm indicates that the recently uploaded third party signed
                              certificate or trust certificate is revoked.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Delete the revoked trust certificate and re-upload it from Cisco
                              Unified OS Administration Webpage. In case of third party signed
                              (own) certificate, just re-upload the new certificate.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CertificateRevokationStatusByOCSP
               
            

            
            
               
                  CertificateRevokationStatusByOCSP
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Indicates that Cisco Unified Communications Manager could not determine the OCSP revocation
                              status of the recently uploaded certificate.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           This alarm indicates that Cisco Unified Communications Manager failed to determine the revocation
                              status of the recently uploaded third party signed certificate or trust
                              certificate.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Evaluate the reason for the certificate revocation failure. Delete and
                              re-upload the certificate, if required.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco DRF Local or Master

      
         
            DRFTruststoreMissing

            
            
               
                  DRFTruststoreMissing
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF uses ipsec truststore certificate for securing communication
                              between the MA and LA service. This certificate is missing on the
                              node.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF uses ipsec truststore certificate for securing communication
                              between the MA and LA service. This certificate is missing on the
                              node. Therefore, DRF LA cannot connect to MA.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Download the ipsec.pem file from Publisher, upload it as ipsec-trust
                              only on the missing node,  then restart the Cisco DRF Local service.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFUnknownClient
               
            

            
            
               
                  DRFUnknownClient
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF Master Agent running on the Publisher has received a client
                              connection request from an unknown server outside the cluster. The
                              request has been rejected.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF Master Agent running on the Publisher has received a client
                              connection request from an unknown server outside the cluster.The
                              request has been rejected.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Remove the suspect server from the network. Refer to the Reason
                              section for suspect servers: Hostname and IP Address.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFSecurityViolation
               
            

            
            
               
                  DRFSecurityViolation
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF System has detected a malicious pattern which could result
                              in a security violation.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF Network Message contains a malicious pattern which could
                              result in a security violation like code injection or directory
                              traversal. The DRF Network Message has been blocked.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Stop the Cisco DRF Master and Cisco DRF Local Agent Services.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFMasterAgentStartFailure
               
            

            
            
               
                  DRFMasterAgentStartFailure
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF Master Agent was unable to start because it was unable to open
                              port 4040.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF Master Agent was unable to start because it was unable to open
                              port 4040.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Verify that port 4040 is not already in use.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFLocalAgentStartFailure
               
            

            
            
               
                  DRFLocalAgentStartFailure
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF Local Agent was not able to start because it was unable to
                              connect to the Master Agent on port 4040.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF Local Agent was not able to start because it was unable to
                              connect to the Master Agent on port 4040.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Verify that the CiscoDRFMaster and CiscoDRFLocal services are running.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFLA2MAFailure

            
            
               
                  DRFLA2MAFailure
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF Local Agent is not able to connect to Master Agent.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF Local Agent is not able to connect to Master Agent.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Verify that the Master Agent is up and the port is authorized.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFMA2LAFailure
               
            

            
            
               
                  DRFLA2MAFailure
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Master Agent was unable to send a backup/restore request to the
                              local agent.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Master Agent was unable to send a backup/restore request to the
                              local agent.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Restart the corresponding local agents and the master agent.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFBackupFailure
               
            

            
            
               
                  DRFBackupFailure
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The Cisco DRF backup process failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF backup process encountered errors.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the DRF logs for further details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFRestoreFailure
               
            

            
            
               
                  DRFRestoreFailure
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF restore process failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF restore process encountered errors.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the DRF logs for further details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFBackupDeviceError
               
            

            
            
               
                  DRFBackupDeviceError
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF backup process failed due to backup device error.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF backup process failed due to backup device error.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the proper device has been specified in the DRF
                              configuration.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFTapeDeviceError
               
            

            
            
               
                  DRFTapeDeviceError
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF is unable to access tape device.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF is unable to access tape device.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the tape drive is working properly and it contains a valid
                              tape.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFLocalDeviceError
               
            

            
            
               
                  DRFLocalDeviceError
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF is unable to access local device.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF is unable to access local device.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the local location exists and is accessible.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFInternalProcessFailure
               
            

            
            
               
                  DRFInternalProcessFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF internal process has encountered an error.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF internal process has encountered an error.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the DRF logs for details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFRestoreInternalError
               
            

            
            
               
                  DRFRestoreInternalError
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF restore operation has encountered an error. The restore operation was cancelled
                              internally.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF restore operation has encountered an error. The restore operation was cancelled
                              internally.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the DRF logs for details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFMABackupComponentFailure
               
            

            
            
               
                  DRFMABackupComponentFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF was unable to back up at least one component.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF requested a component to back up its data. However, there was
                              an error during the backup process and the component was not backed
                              up.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the component backup logs and if required, contact support.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFMARestoreComponentFailure
               
            

            
            
               
                  DRFMARestoreComponentFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF was unable to restore at least one component.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF requested a component to restore its data. However, there was
                              an error during the restore process and the component was not
                              restored.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the component restore logs and if required, contact support.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFMABackupNodeDisconnect
               
            

            
            
               
                  DRFMABackupNodeDisconnect
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The node being backed up disconnected from the Master Agent before it was  fully backed up.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF Master Agent was running a backup operation on a CCM
                              cluster, when one of the nodes disconnected before the backup
                              operation completed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Check the computer that disconnected during backup. If the
                              computer was accidentally shutdown, restart the backup.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFNoRegisteredComponent
               
            

            
            
               
                  DRFNoRegisteredComponent
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           No registered components available, backup failed.
                              
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF backup failed because registered components were not  available.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that at least one component is registered before attempting a
                              backup.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFNoRegisteredFeature
               
            

            
            
               
                  DRFNoRegisteredFeature
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           No feature selected for backup.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           No feature selected for backup.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that at least one feature is configured before attempting a
                              backup.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFMARestoreNodeDisconnect
               
            

            
            
               
                  DRFMARestoreNodeDisconnect
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The node being restored disconnected from the Master Agent before it was fully restored.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF Master Agent was running a restore operation on a CCM
                              cluster, when one of the nodes disconnected before the restore
                              operation completed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Check the computer that disconnected during restore. If the
                              computer was accidentally shutdown, restart the restore.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFSftpFailure
               
            

            
            
               
                  DRFSftpFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF SFTP operation failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF SFTP operation failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the destination server is available, has appropriate
                              permissions, and that the SFTP daemon is running.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFRegistrationFailure
               
            

            
            
               
                  DRFRegistrationFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF registration operation failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF registration operation failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           DRF registration failed for a component due to an internal error.
                              Review the DRF logs and if required, contact support.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFBackupCancelInternalError
               
            

            
            
               
                  DRFBackupCancelInternalError
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF backup operation encountered an error. The backup was cancelled
                              internally.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF backup operation encountered an error. The backup was cancelled
                              internally.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the  DRF logs for details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFLogDirAccessFailure
               
            

            
            
               
                  DRFLogDirAccessFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF could not access the log directory.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF could not access the log directory.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the DRF user has required permission and enough space exists in the DRF Log and Trace directory.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFComponentDeRegistered
               
            

            
            
               
                  DRFComponentDeRegistered
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF successfully deregistered the requested component.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF successfully deregistered the requested component.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the deregistered component is not required for further
                              backup and restore operations.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFDeRegistrationFailure
               
            

            
            
               
                  DRFDeRegistrationFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF deregistration request for a component failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF deregistration request for a component failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the DRF logs and if required,  contact support.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFDeRegisteredServer
               
            

            
            
               
                  DRFDeRegisteredServer
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF automatically deregistered all the components for a server.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           This server might have been disconnected from the CCM cluster.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           None

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFSchedulerDisabled
               
            

            
            
               
                  DRFSchedulerDisabled
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF Scheduler is disabled because configured features were not available
                              for backup.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF Scheduler is disabled because configured features were not available
                              for backup.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure at least one feature is configured for the scheduled backup
                              to run.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFComponentRegistered
               
            

            
            
               
                  DRFComponentRegistered
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF successfully registered the requested component.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF successfully registered the requested component.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the registered component is needed for backup and restore
                              operations.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFSchedulerUpdated
               
            

            
            
               
                  DRFSchedulerUpdated
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF scheduled backup configuration is updated automatically due to
                              feature deregistration.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF scheduled backup configuration is updated automatically due to
                              feature deregistration.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the new configuration is appropriate for the
                              backup or restore operation.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFBackupCompleted
               
            

            
            
               
                  DRFBackupCompleted
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF backup completed successfully.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF backup completed successfully.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the backup operation completed successfully.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFRestoreCompleted
               
            

            
            
               
                  DRFRestoreCompleted
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           DRF restore completed successfully.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           DRF restore completed successfully.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Ensure that the restore operation completed successfully.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFFailure
               
            

            
            
               
                  DRFFailure
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The DRF backup or restore process failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The DRF backup or restore process encountered errors.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Review the DRF logs for further details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DRFNoBackupTaken
               
            

            
            
               
                  DRFNoBackupTaken
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           A valid backup of the current system was not found.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           A valid backup of the current system was not found after an
                              upgrade/migration or fresh installation.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Cisco recommends that you perform a backup using the Disaster Recovery
                              System.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Reason

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason for error
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS DMA-SA Service

      
         
            MultipleSNMPDefaultCredentialsError

            
            
               
                  MultipleSNMPDefaultCredentialsError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Cannot distinguish between multiple SNMP DefaultCredentials in the database. One has been arbitrarily selected for the device
                              entity.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           
                              Multiple DefaultCredentials are defined with the same EquipmentType/SNMPAccessType.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Remove one DefaultCredential for the duplicated EquipmentType/SNMPAccessType.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ApplicationType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of application with multiple credentials

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            MultipleSNMPCredentialsError

            
            
               
                  MultipleSNMPCredentialsError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Cannot distinguish between multiple SNMP Credentials in the database. One has been arbitrarily selected for the device entity.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           
                              Multiple SNMP Credentials are defined for the device.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Remove one  SNMP Credential for device.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ApplicationType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of application with multiple credentials.

                           
                        
                        
                     

                     
                     
                        	
                           DevicePK

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Primary Key in SDR of the device with multiple credentials.

                           
                        
                        
                     

                     
                     
                        	
                           DeviceName

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name in SDR of the device with multiple credentials.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            MultipleADMINDefaultCredentialsError

            
            
               
                  MultipleADMINDefaultCredentialsError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Cannot distinguish between multiple ADMIN DefaultCredentials in the database. One has been arbitrarily selected for the device
                              entity.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           
                              Multiple DefaultCredentials are defined for the same EquipmentType.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Remove one  DefaultCredential for the EquipmentType.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ApplicationType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of application with multiple credentials.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            MultipleADMINCredentialsError

            
            
               
                  MultipleADMINCredentialsError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Cannot distinguish between multiple ADMIN Credentials in the database. One has been arbitrarily selected for the device entity.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           
                              Multiple ADMIN Credentials are defined for the device.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Remove one  ADMIN Credential for device.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ApplicationType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of application with multiple credentials.

                           
                        
                        
                     

                     
                     
                        	
                           DevicePK

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Primary Key in SDR of the device with multiple credentials.

                           
                        
                        
                     

                     
                     
                        	
                           DeviceName

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name in SDR of the device with multiple credentials.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CustomerLimitsWarning

            
            
               
                  CustomerLimitsWarning
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Monitored customer count exceeds the Prime Collaboration limit.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           See attached current customer count.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Move one or more customers to be monitored by another Prime Collaboration.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           CustomerCount

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Current customer count on the Prime Collaboration

                           
                        
                        
                     

                     
                     
                        	
                           CountPercentagePassed

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The count percentage for customers that has been exceeded.

                           
                        
                        
                     

                     
                     
                        	
                           MaxCustomersAllowed

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The maximum allowed customers on the Prime Collaboration.

                           
                        
                        
                     

                     
                     
                        	
                           PrimeCollabAddress

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The address of the Prime Collaboration that has exceeded customer limits.

                           
                        
                        
                     

                     
                     
                        	
                           PrimeCollabName

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The name of the Prime Collaboration that has exceeded customer limits.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DeviceLimitsWarning

            
            
               
                  DeviceLimitsWarning
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Monitored device count exceeds the Prime Collaboration limit.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           See attached current device count.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Move one or more devices to be monitored by another Prime Collaboration.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           DeviceCount

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Current device count on the Prime Collaboration

                           
                        
                        
                     

                     
                     
                        	
                           CountPercentagePassed

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The count percentage for devices that has been exceeded.

                           
                        
                        
                     

                     
                     
                        	
                           MaxDevicesAllowed

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The maximum allowed devices on the Prime Collaboration.

                           
                        
                        
                     

                     
                     
                        	
                           PrimeCollabAddress

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The address of the Prime Collaboration that has exceeded device limits.

                           
                        
                        
                     

                     
                     
                        	
                           PrimeCollabName

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The name of the Prime Collaboration that has exceeded device  limits.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SubscriberLimitsWarning

            
            
               
                  SubscriberLimitsWarning
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Subscriber count exceeds the Prime Collaboration limit.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           See attached current subscriber count.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Move one or more CUCM clusters to be monitored by another Prime Collaboration.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           SubscriberCount

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Current subscriber count on the Prime Collaboration

                           
                        
                        
                     

                     
                     
                        	
                           CountPercentagePassed

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The count percentage for subscribers that has been exceeded.

                           
                        
                        
                     

                     
                     
                        	
                           MaxSubscribersAllowed

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The maximum allowed subscribers on the Prime Collaboration.

                           
                        
                        
                     

                     
                     
                        	
                           PrimeCollabAddress

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The address of the Prime Collaboration that has exceeded subscriber limits.

                           
                        
                        
                     

                     
                     
                        	
                           PrimeCollabName

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The name of the Prime Collaboration that has exceeded subscriber  limits.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS CUCDMSync Service

      
         
            CUCDMSyncInitFailure

            
            
               
                  CUCDMSyncInitFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The CUCDMSync service failed to Initialize; a service
                              restart is required.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 Explanation

                           
                        
                        
                        	
                           A problem arose during CUCDMSync service initialization.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify that the Shared Data Repository and the
                              server are set up correctly.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCDMSyncSDRFailure

            
            
               
                  CUCDMSyncSDRFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDMSync failed to access the Shared Data Repository
                              database.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The Shared Data Repository failure cased an issue during
                              CUCDMSync.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify that the Shared Data Repository database is
                              set up correctly.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ReasonCode

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           A code indicating the reason the association is
                              under scrutiny.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ReasonText

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Text indicating the reason the association is under
                              scrutiny.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SDRValueError

            
            
               
                  SDRValueError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDMSync detected an issue with a Shared Data
                              Repository field.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           A specific field in the Shared Data Repository contains
                              an issue.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify that the Shared Data Repository entry is
                              configured with the correct value.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           EntryType

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           A code indicating which SDR entry has detected an
                              issue.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ReasonText

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Text indicating the reason the association is under
                              scrutiny.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            ChangeNotifierFailure

            
            
               
                  ChangeNotifierFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDMSync detected that the Cisco HCS Fulfillment
                              service change notification service is out of service.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The Cisco HCS Fulfillment service monitors the SDR for
                              configuration changes. When detected, the Fulfillment service
                              notifies other services of SDR changes. The CUCDMSync service
                              received an indication that the change notify service provided
                              by
                              Cisco HS Fulfillment is not active.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify that the Cisco HCS Fulfillment service is
                              running.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           EntryType

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           A code indicating which SDR Entry has detected an
                              issue.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ReasonText

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Text indicating the reason the association is under
                              scrutiny.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCDMConnectionFailure

            
            
               
                  CUCDMConnectionFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDMSync failed to access the Cisco Unified Communications Domain Manager server.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 Explanation

                           
                        
                        
                        	
                           CUCDMSync unable to connect to the Cisco Unified Communications Domain Manager server.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify that  the Cisco Unified Communications Domain Manager server is online and reachable. Verify the username and password
                              are configured correctly.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           CUCDMServer

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Identity of the CUCDM server under scrutiny.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ReasonCode

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           A code indicating the reason the association is
                              under scrutiny.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ReasonText

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Text indicating the reason the association is under
                              scrutiny.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCDMSyncTransientFailure

            
            
               
                  CUCDMSyncTransientFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDMSync did not complete successfully.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           A transient error was encountered during a CUCDMSync operation.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Retry the CUCDMSync operation. If the error continues to
                              occur, collect the CUCDMSync logs for further evaluation.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Agent ID

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The Agent ID that was stuck.

                           
                        
                        
                     

                     
                     
                        	
                           Reason Text

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Text indicating the reason the association is under
                              scrutiny.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS
         	 Fulfillment Service
      

      
         
            RetriesExhausted

            		
            		
            
            
               
                  RetriesExhausted
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Exhausted the maximum retries. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           A
                              					 request that was sent to 
                              					 DMA-SA failed. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 configuration of the device and connectivity to 
                              					 Cisco
                                 						Prime Collaboration Assurance. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           DeviceName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the device related to the alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           EntityType 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           SDR
                              						entity type 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Entity
                              						Key
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						primary key for the SDR entity 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           RetryReason 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						reason for retrying 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            AppInstVirtualMachineLinkageIssue

            		
            		
            
            
               
                  AppInstVirtualMachineLinkageIssue
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           A
                              					 problem exists with the SDR association between a device and a virtual machine.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 system failed to automatically handle the association between a device and a
                              					 virtual machine. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 that the Cisco CDM service is running. If the error persists, restart the Cisco
                              					 HCS Fulfillment service. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           DeviceName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the device related to the alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           EntityKey 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						primary key for the SDR entity 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ReasonText
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Text
                              						indicating the reason the association is under scrutiny 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            ESXiHostBladeLinkageIssue

            		
            		
            
            
               
                  ESXiHostBladeLinkageIssue
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           A
                              					 problem exists with the SDR association between ESXiHost and blade. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 system failed to automatically handle the association between ESXiHost and
                              					 blade. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 that the Cisco CDM service is running. If the error persists, restart the Cisco
                              					 HCS Fulfillment service. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           ESXiHostName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the ESXiHost related to the alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           EntityKey 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						primary key for the SDR entity 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ReasonText
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Text
                              						indicating the reason the association is under scrutiny 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            LinkAuditMaxRetry

            		
            		
            
            
               
                  LinkAuditMaxRetry
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The Link
                              					 Service exhausted the number of retries for a particular link type. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The Link
                              					 Service failed to establish association between two entities after the
                              					 specified number of retries. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 that the Cisco CDM service is running. If the error persists, restart the Cisco
                              					 HCS Fulfillment service. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           NumOfRetry
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Number
                              						of retry attempts
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Linkage
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						entity being linked
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            PrimeCollabAssociation

            		
            		
            
            
               
                  PrimeCollabAssociation
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           A
                              					 problem exists with the SDR association between a customer and a Prime
                              					 Collaboration. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 system failed to automatically handle the association between a customer and a
                              					 Prime Collaboration.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           If
                              					 excessive Prime Collaboration utilization is the cause, then either add
                              					 additional Prime Collaborations or reduce utilization on existing Prime
                              					 Collaborations. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           CustomerName
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the customer related to the alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           EntityType
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           SDR
                              						entity type 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           EntityKey
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						primary key for the SDR entity
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ReasonText
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Text
                              						indicating the reason the association is under scrutiny 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS IPA Service

      
         
            SDRDatabaseFailure
               
            

            
            
               
                  SDRDatabaseFailure
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Fail to Connect to SDR Database.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           An operation to connect to the SDR database has failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify the 'Cisco CDM Database' service is running. If it is not
                              running, start the service; if it is running, stop and then start
                              the service.
                           

                           
                           
                           If the cause is VCenterDBReadFailure, verify the vCenter
                              configuration is correct in the Infrastructure Manager. The
                              credentials user ID and password must be correctly configured as
                              ADMIN credentials, and the correct IP address or host/domain names
                              must be configured as SERVICE_PROVIDER_SPACE.
                           

                           
                           
                           If the cause is a Job or JobEntity related failure,
                              restart the IPA and/or SDR service. If the problem persists, check
                              IPA logs.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenter
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Path of the VCenter (Host Short Name, FQDN, or IP Address) related
                              to the alarm
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Cause
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Cause of the connection failure. Can be one of: 
                              
                                 	
                                    None

                                    
                                 

                                 
                                 	
                                    ConnectionFailure

                                    
                                 

                                 
                                 	
                                    VCenterDBReadFailure

                                    
                                 

                                 
                                 	
                                    JobDBReadFailure

                                    
                                 

                                 
                                 	
                                    JobDBUpdateFailure

                                    
                                 

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            VCenterConnectionFailure
               
            

            
            
               
                  VCenterConnectionFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Failed to Connect to VCenter.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           Unable to connect to VCenter.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain name are configured as type SERVICE_PROVIDER_SPACE.
                              Verify network connectivity between HCM-F and the VCenter. Specific
                              causes:
                              
                           

                           
                           
                              	
                                 BindException: This error indicates a problem on the local HCM-F
                                    server, and is typically caused when a local port is already in
                                    use. It can also happen if the local IP address is not configured,
                                    or all outbound ports are in use. First step is to restart the IPA
                                    service. If the problem persists, reboot the server.
                                    Be sure to do this during off-hours to avoid disrupting service.
                                 

                                 
                              

                              
                              	
                                 HostUnknown: Check the network address configuration of VCenter in
                                    Infrastructure Manager. Verify the correct host/domain names are
                                    configured as type SERVICE_PROVIDER_SPACE. Verify the DNS server is
                                    reachable from HCM-F and is configured with this hostname.
                                 

                                 
                              

                              
                              	
                                 PortUnreachable: Check port configuration of VCenter in
                                    Infrastructure Manager. Verify that the correct port number is
                                    configured, or no port is configured if not needed to access the
                                    VCenter.
                                    
                                 

                                 
                              

                              
                              	
                                 ConnectionTimeout: This error can happen if the VCenter is down or
                                    the wrong IP address or hostname is configured. Verify vCenter is
                                    up and operational, and can be reached over the network. Also
                                    verify that the correct IP address or host/domain names are configured
                                    as a SERVICE_PROVIDER_SPACE network address.
                                    
                                 

                                 
                              

                              
                              	
                                 InvalidVCenterCertificate: If certificates are enabled, verify that
                                    the proper certificates are in the HCM-F trust store.
                                 

                                 
                              

                              
                           

                           
                           
                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenter
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the vCenter related to the alarm

                           
                        
                        
                     

                     
                     
                        	
                           Cause
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Cause of the connection failure. Can be one of:
                              
                                 	
                                    None

                                    
                                 

                                 
                                 	
                                    CauseUnknown

                                    
                                 

                                 
                                 	
                                    ConnectionException

                                    
                                 

                                 
                                 	
                                    BindException

                                    
                                 

                                 
                                 	
                                    HostUnknown

                                    
                                 

                                 
                                 	
                                    HostUnreachable

                                    
                                 

                                 
                                 	
                                    PortUnreachable

                                    
                                 

                                 
                                 	
                                    SocketTimeout 

                                    
                                 

                                 
                                 	
                                    ConnectionTimeout

                                    
                                 

                                 
                                 	
                                    ConnectionRefused

                                    
                                 

                                 
                                 	
                                    InvalidVCenterCertificate
                                       
                                    

                                    
                                 

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            DCResourcesUnavailable
               
            

            
            
               
                  DCResourcesUnavailable
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Data Center resources are unavailable.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 Explanation

                           
                        
                        
                        	
                           A Data Center resource is unavailable. This indicates that an
                              expected resource changed or disappeared after the IPA Job began.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify that  the resource identified by the resource name and cause is
                              online and reachable. Resend the IPA Provisioning request with
                              changes to the XML if necessary.
                              If the problem persists, restart the IPA Service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenter
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the vCenter related to the Alarm.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ResourceName
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the resource as defined by the Cause
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Cause

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Cause of the connection failure. Can be one of:
                              
                                 	
                                    None

                                    
                                 

                                 
                                 	
                                    CauseUnknown

                                    
                                 

                                 
                                 	
                                    DataCenterResourceUnavailable

                                    
                                 

                                 
                                 	
                                    VmDoesNotExist

                                    
                                 

                                 
                                 	
                                    VmIsNotTemplate

                                    
                                 

                                 
                                 	
                                    DataCenterDoesNotExist

                                    
                                 

                                 
                                 	
                                    ComputeResourceDoesNotExist

                                    
                                 

                                 
                                 	
                                    DataStoreDoesNotExist

                                    
                                 

                                 
                                 	
                                    PortGroupDoesNotExist

                                    
                                 

                                 
                                 	
                                    PortGroupDVSDoesNotExist

                                    
                                 

                                 
                                 	
                                    FileManagerDoesNotExist

                                    
                                 

                                 
                                 	
                                    VmCloneFailure

                                    
                                 

                                 
                                 	
                                    VmPowerOnFailure

                                    
                                 

                                 
                                 	
                                    VmPowerOffFailure

                                    
                                 

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            VCenterInternalFailure
               
            

            
            
               
                  VCenterInternalFailure
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Failure while communicating with VCenter.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           Internal Failure while executing a vCenter operation after the
                              connection was opened.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify vCenter is online, reachable, and in an operational state.
                              If a VmWareTools error, check to ensure it is running on the
                              necessary VMs.
                              Mount, UnMount, or ChangePortGroup failure indicates a problem
                              occurred while reconfiguring the VM. Ensure that the vCenter is
                              operational and vCenter networking configuration is valid. If
                              problem persists, restart the IPA Service and check the IPA logs.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ResourceName
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the resource. If cause is VmToolsNotRunning, this is the VM
                              name. Otherwise, it is the VCenter name.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Cause

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Cause of the vCenter internal failure. Can be one of: 
                              
                                 	
                                    None

                                    
                                 

                                 
                                 	
                                    CauseUnknown

                                    
                                 

                                 
                                 	
                                    VCenterInternalFailure

                                    
                                 

                                 
                                 	
                                    VmToolsNotRunning

                                    
                                 

                                 
                                 	
                                    InvalidProperty

                                    
                                 

                                 
                                 	
                                    RuntimeFault

                                    
                                 

                                 
                                 	
                                    MountFloppyFailure

                                    
                                 

                                 
                                 	
                                    UnMountFloppyFailure 
                                       
                                    

                                    
                                 

                                 
                                 	
                                    ChangePortGroupFailure

                                    
                                 

                                 
                              

                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            VCenterPermissionDenied
               
            

            
            
               
                  VCenterPermissionDenied
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           No permission to perform necessary action in vCenter.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           No permission to execute required vCenter operation with the given
                              username.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Add the necessary permissions to the vCenter user or switch to a
                              user with the necessary permissions. The required privileges:
                              Add the necessary permissions to the vCenter user or switch to a user with the necessary permissions. The required privileges:
                              Datastore.AllocateSpace, Datastore.AllocateSpace, Datastore.Browse, Datastore.FileManagement, Resource.AssignVMToPool, System.Anonymous,
                              System.Read, System.View, VirtualMachine.Config.EditDevice, VirtualMachine.Config.ResetGuestInfo, VirtualMachine.Config.Settings,
                              VirtualMachine.GuestOperations.Execute, VirtualMachine.GuestOperations.Modify, VirtualMachine.GuestOperations.Query, VirtualMachine.Interact.DeviceConnection,
                              VirtualMachine.Interact.PowerOff, VirtualMachine.Interact.PowerOn, VirtualMachine.Interact.Reset, VirtualMachine.Interact.SetCDMedia,
                              VirtualMachine.Interact.SetFloppyMedia, VirtualMachine.Interact.ToolsInstall, VirtualMachine.Inventory.Create, VirtualMachine.Inventory.CreateFromExisting,
                              VirtualMachine.Inventory.Delete, VirtualMachine.Provisioning.DeployTemplate
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenter
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the vCenter related to the alarm.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           UserName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The username used to connect to the vCenter.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            NBIResponseFailure
               
            

            
            
               
                  NBIResponseFailure
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Fail to send a response to the NorthBoundInterface.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           An operation to send a response to the NorthBoundInterface has
                              failed. For this error to appear, IPA must have received a message
                              from NBI but be unable to send a response.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                            Verify the North Bound Interface Web Service is running using the CLI command utils service list. The service is named "Cisco HCS North Bound Interface Web Service".
                              
                                 	
                                     If the service is not running, start it using the command utils service start Cisco HCS North Bound Interface Web Service.
                                    

                                    
                                 

                                 
                                 	
                                     If this service is already running, try restarting the NBIWS service using the command utils service restart Cisco HCS North Bound Interface Web Service.
                                    

                                    
                                 

                                 
                                 	
                                    If this does not clear the problem, try restarting the IPA service using the command utils service restart Cisco HCS IPA Service.
                                    

                                    
                                 

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           JobID
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           ID of the Job related to the alarm

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCMDBServiceFailure
               
               
            

            
            
               
                  CUCMDBServiceFailure
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The Cisco Unified Communications Manager DB service is not operational on the VM.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           While checking that the DB service was active on the Cisco Unified Communications Manager VM, the
                              operation failed or timed out.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                            Manually delete VMs associated with the job and re-submit the job. If the problem persists, try running cloning/identity
                              manually on VMs.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           CustomerName
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the customer with the failed Cisco Unified Communications Manager VM

                           
                        
                        
                     

                     
                     
                        	
                           VmName
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the Cisco Unified Communications Manager VM
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            NodeNotOnline

            
            
               
                  NodeNotOnline
                  
                     
                        	
                            Description 

                           
                        
                        
                        	 
                           The Cisco Unified Communications Manager VM did not come online.

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	 
                           While waiting for the Cisco Unified Communications Manager VM to come online, the operation failed or timed out.

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	 
                           Check that the network settings for the Customer VMs are correct. Manually delete VMs associated with the job and re-submit
                              the job.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           CustomerName
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the customer with the failed Cisco Unified Communications Manager VM

                           
                        
                        
                     

                     
                     
                        	
                           VmName
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the Cisco Unified Communications Manager VM
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS License
         	 Manager Service
      

      
         
            HLMGenericAlarm

            		
            		
            
            
               
                  HLMGenericAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Generic
                              					 HLM Alarm. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           This alarm
                              					 indicates a problem within HLM has occurred. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check the
                              					 HLM logs for further details. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           Message
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						Message given by the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            HLMAssignFailAlarm

            		
            		
            
            
               
                  HLMAssignFailAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           HLM Assign
                              					 Fail Alarm. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Assign a
                              					 UC cluster to a Prime License Manager has failed. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Determine
                              					 that the cluster is eligible to be assigned to the specified Prime License
                              					 Manager.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           PLMName
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						Prime License Manager to which the cluster was to be assigned
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ComponentName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the UC cluster that failed to be assigned
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Message 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						Message given by the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            HLMUnassignFailAlarm

            		
            		
            
            
               
                  HLMUnassignFailAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           HLM
                              					 Unassign Fail Alarm. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unassign a
                              					 UC cluster from a Prime License Manager has failed. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Ensure
                              					 that the UC cluster is up and can be reached from the HLM.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           PLMName
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						Prime License Manager to which the component was to be unassigned 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ComponentName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the UC cluster that failed to be unassigned 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Message 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						Message given by the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            HLMAuditWarningAlarm

            		
            		
            
            
               
                  HLMAuditWarningAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           HLM
                              					 Audit Warning Alarm. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           An issue
                              					 has been discovered while running the HLM periodic audit.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check
                              					 the HLM logs for further details. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           IssueType 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						type of issue that was discovered during audit 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           WarningMessage 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Message that describes the discovered issue 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            HLMSetDeploymentModeFailAlarm

            		
            		
            
            
               
                  HLMSetDeploymentModeFailAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           HLM Set
                              					 Deployment Mode Error Alarm.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to set a component deployment mode.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Ensure
                              					 that the component is reachable. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           DeploymentMode 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           The
                              						deployment mode value 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ComponentName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the component (Prime License Manager/Cluster) that failed to be set 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            HLMChangeNotifyAlarm

            		
            		
            
            
               
                  HLMChangeNotifyAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           HLM
                              					 Change Notify Alarm.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           An
                              					 operation that was performed on a component is observed.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           None. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           OperationType 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              						of operation being performed on this component. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ComponentName
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the component that was affected. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            
               		  HLMClusterPLMIncompatibleAlarm
            

            		
            		
            
            
               
                  
                        		  HLMClusterPLMIncompatibleAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                            The
                              					 assigned cluster and Platform License Manager could be incompatible.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           
                              					 Potential license sync failure due to the assigned cluster and Platform License
                              					 Manager are incompatible in version.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Try to
                              					 assign the cluster to the Platform License Manager in same version. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           Issue
                              						Type 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            The
                              						type of incompatible issue that was discovered during cluster assign. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            
               		  HLMGenLicReportFailAlarm
            

            		
            		
            
            
               
                  
                        		  HLMGenLicReportFailAlarm
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           
                              					 Generating a license report failed.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                            HLM
                              					 failed to generated the requested license reports.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           
                              	
                                 						
                                 
                                    						  Ensure there is no separate license report job is running.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 
                                    						  Ensure the Platform License Manager and UC clusters are reachable.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                  Fix
                                    						  any license sync error of any assigned cluster(s).
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 
                                    						  Ensure there is enough disk space in HCM-F server. Delete the old license
                                    						  reports if needed.
                                    						
                                 

                                 
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           
                              						Report Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            enum
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            The
                              						type of the requested report.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           
                              						Report Level
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            enum
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            The
                              						level of the requested report.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           
                              						Format Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            enum
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                            The
                              						format type of the requested report.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Message 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           
                              						Report fail reason. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            
               		  HLMDiskSpaceAllotmentExceeded
            

            		
            		
            
            
               
                  HLMDiskSpaceAllotmentExceeded
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                            HLM
                              					 disk space allotment exceeded.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                            HLM
                              					 license report repository disk space usage exceeded the configured value.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                            Remove
                              					 superfluous files using the CLI or increase the HLM disk space allotment using
                              					 the CLI. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           Message 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           
                              						Contains the warning of HLM disk space usage. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS Provisioning Adapter Service

      
         
            ChpaInitFailure

            
            
               
                  ChpaInitFailure
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Failed to Initialize CHPA, a service restart is required.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           An issue was found during CHPA Service Initialization.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           Verify SDR and the CHPA server is setup correctly.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            ChpaOperationError

            
            
               
                  ChpaOperationError
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Error during a CHPA operation.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Error occurred when attempting to perform operation.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action

                           
                        
                        
                        	
                           See the associated Recommended Action field in the generated Alarm.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Server
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Identity of the associated server

                           
                        
                        
                     

                     
                     
                        	
                           ReasonText
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Text indicating the reason error was generated
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           RecommendedAction
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Diagnostic steps to attempt to resolve the problem
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS Service Inventory

      
         
            GenericAlarm
               
            

            
            
               
                  GenericAlarm
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Generic Service Inventory Alarm
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           This Alarm indicates a problem within Service Inventory has
                              occurred.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The Message given by the Alarm

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SFTPFileAlarm
               
            

            
            
               
                  SFTPFileAlarm
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Service Inventory SFTP Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Transfer of files from Service Inventory to destination has failed.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please determine that the destination host can be reached by
                              Service Inventory and credentials are correct.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Destination
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The destination for which the files were to be sent.

                           
                        
                        
                     

                     
                     
                        	
                           FileName
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the file that failed transfer.

                           
                        
                        
                     

                     
                     
                        	
                           Message
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The message given by the Alarm.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            AuditFileHistoryAlarm
               
            

            
            
               
                  AuditFileHistoryAlarm
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           File History Audit Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           An error has occurred while running the file history audit.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ExceptionType
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of captured exception.

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionMessage
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message contained within the exception.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SchedulerAlarm

            
            
               
                  SchedulerAlarm
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Service Inventory Scheduler Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           An error has occurred while configuring the Service Inventory
                              scheduler.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message received from the scheduler

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCDMConfigAlarm

            
            
               
                  CUCDMConfigAlarm
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDM Configuration Alarm
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory's CUCDM configuration data has not been properly
                              provisioned.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please ensure that the CUCDM credentials and settings are
                              provisioned correctly.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message from SI explaining the configuration error.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SIConfigAlarm

            
            
               
                  SIConfigAlarm
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           SI Host Configuration Alarm
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory's Host configuration data has not been properly
                              provisioned.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please ensure that the Service Inventory Host settings are
                              provisioned correctly.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message from SI explaining the configuration error.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCDMReportAlarm

            
            
               
                  CUCDMReportAlarm
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDM Report Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory could not retrieve a report from CUCDM.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please ensure that the CUCDM credentials and settings are
                              provisioned correctly. Verify connectivity between the SI host and
                              the CUCDM host.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ExceptionType

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of captured exception
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionMessage
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message contained within the exception

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            FileTransferAlarm
               
            

            
            
               
                  FileTransferAlarm
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           File Transfer Alarm.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory file transfer caught an exception.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Error Message Received
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            FileProcessingAlarm
               
            

            
            
               
                  FileProcessingAlarm
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDM Report File Processing Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory caught an exception while processing the report
                              received from CUCDM.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Filename

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The name of the file for which the error occurred
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of captured exception
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionMessage
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message contained within the exception
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            PluginAlarm

            
            
               
                  PluginAlarm
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Advanced Services Plugin Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory caught an exception while running the AS Plugin
                              script.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Command

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Command called to run the AS plugin
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ReturnCode
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Return Code captured from the AS plugin script
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Message
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message received from the AS plugin
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            FileSplittingAlarm
               
            

            
            
               
                  FileSplittingAlarm
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           File Splitting Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory caught an exception while spitting the processed
                              reports.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Filename
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The name of the file for which the error occurred
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionMessage
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message contained within the exception
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CommandAlarm

            
            
               
                  CommandAlarm
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Service Inventory Command Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory caught an exception while running an internal
                              command.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Command

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Command called internally
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionType
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of captured exception

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionMessage
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message contained within the exception
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SIConfigInitAlarm

            
            
               
                  SIConfigInitAlarm
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Service Inventory Configuration Initialization Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory caught an exception initializing the Service
                              Inventory configuration file.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           ExceptionType
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           The type of captured exception

                           
                        
                        
                     

                     
                     
                        	
                           ExceptionMessage
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Message contained within the exception

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CUCDMReportTimeoutAlarm
               
            

            
            
               
                  CUCDMReportTimeoutAlarm
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           CUCDM Report Timeout Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Service Inventory timed out waiting for a report from CUCDM.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                           Please ensure that the CUCDM credentials and settings are
                              provisioned correctly. Verify connectivity between the SI host and
                              the CUCDM host.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           AuditInterval
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Audit interval in minutes at which the scheduler checks for the
                              report file from CUCDM
                           

                           
                        
                        
                     

                     
                     
                        	
                           FileAttempts
                              
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Number of attempts the scheduler made to look for the file

                           
                        
                        
                     

                     
                     
                        	
                           MinutesElapsed
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Number of minutes elapsed waiting for the report from CUCDM

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            UCReportAlarm
               
            

            
            
               
                  UCReportAlarm
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           UC Report Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                            Service Inventory encountered an error while processing the UC Application report.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                            Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                            Message
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                            Error Message Received

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            UCAppProcessingAlarm

            
            
               
                  UCAppProcessingAlarm
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           UC App Processing Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                             Service Inventory was unable to gather the data necessary to process the UC Application.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                            Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                            UCApp
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                            UC App undergoing processing

                           
                        
                        
                     

                     
                     
                        	
                            Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                            Error Message Received

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
             CHPAAlarm

            
            
               
                   CHPAAlarm
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                            CHPA Connection Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                            An exception occurred while interacting with CHPA.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                            Please check the Service Inventory and CHPA logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                            Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                            Error Message Received

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
             UCPAAlarm

            
            
               
                   UCPAAlarm
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                            UCPA Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                             An exception occurred while interacting with UCPA.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                             Please check the Service Inventory and UCPA logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                            Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                            Error Message Received

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
              CDMConfigAlarm

            
            
               
                    CDMConfigAlarm
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                             CDM Config Alarm.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                              Data in CDM is not correctly configured.

                           
                        
                        
                     

                     
                     
                        	
                           Recommended Action
                                 

                           
                        
                        
                        	
                              Verify the configuration in CDM. Please check the Service Inventory logs for further details.

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                            Message

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                            Error Message Received

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS UCSMSync
         	 Service
      

      
         
            SdrConnectionFailure_u

            		
            		
            
            
               
                  SdrConnectionFailure_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to SDR. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to SDR.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 the 'Cisco CDM Database' service is running. If it is not running, start the
                              					 service; if it is running, stop and then start the service. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the UCS Manager related to the Alarm.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            FailureReadingEntityConfig_u

            		
            		
            
            
               
                  FailureReadingEntityConfig_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to read UCS Manager configuration data from SDR.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to read UCS Manager configuration data from SDR.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 the 'Cisco CDM Database' service is running and verify the UCS Manager is
                              					 configured correctly in Infrastructure Manager. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            MissingConfig_u

            		
            		
            
            
               
                  MissingConfig_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Configuration is missing for credentials (user ID, password) or
                              					 network address. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Configuration is missing for credentials (user ID, password) or
                              					 network address. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check
                              					 UCS Manager 'UCSMName' configuration in Infrastructure Mananger. Verify the
                              					 correct user ID and password are configured as ADMIN credentials. Verify the
                              					 correct IP address or host/domain names are configured as
                              					 SERVICE_PROVIDER_SPACE. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name of
                              						the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            BadEntityCredentials_u

            		
            		
            
            
               
                  BadEntityCredentials_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to bad credentials. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to bad credentials. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Verify
                              					 UCS Manager 'UCSMName' user ID and password are correctly configured as ADMIN
                              					 credentials in Infrastructure Manager 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntityConnectionFailure_u

            		
            		
            
            
               
                  EntityConnectionFailure_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName'. Specific cause is unknown. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName'. Specific cause is unknown. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check
                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct IP address or host/domain name are configured as
                              					 type SERVICE_PROVIDER_SPACE. Verify network connectivity between HCM-F and the
                              					 UCS Manager. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntityBindException_u

            		
            		
            
            
               
                  EntityBindException_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to a bind exception. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to a bind exception. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           This
                              					 error indicates a problem on the local HCM-F server, and is typically caused
                              					 when a local port is already in use. It can also happen if the local IP address
                              					 is not configured, or all outbound ports are in use. First step is to restart
                              					 the UCS ManagerSync service. If the problem persists, reboot the server. Be
                              					 sure to do this during off-hours to avoid disrupting service. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntityConnectionException_u

            		
            		
            
            
               
                  EntityConnectionException_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to a connection exception. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to a connection exception. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check
                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct IP address or host/domain names are configured as
                              					 type SERVICE_PROVIDER_SPACE. Verify network connectivity between HCM-F and the
                              					 UCS Manager. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntityHostUnknown_u

            		
            		
            
            
               
                  EntityHostUnknown_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to an unknown host error. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Failed
                              					 to connect to 'UCSMName' due to an unknown host error. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check
                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct host/domain names are configured as type
                              					 SERVICE_PROVIDER_SPACE. Verify the DNS server is reachable from HCM-F and is
                              					 configured with this hostname. 
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                              					 to connect to 'UCSMName' because the host was unreachable. 
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                              					 to connect to 'UCSMName' because the host was unreachable. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check
                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct IP address or host/domain name are configured as
                              					 type SERVICE_PROVIDER_SPACE. Verify network connectivity between HCM-F and the
                              					 UCS Manager. 
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                           Check
                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct IP address or host/domain names are configured as
                              					 type SERVICE_PROVIDER_SPACE. If this error persists, restart the UCS
                              					 ManagerSync service. 
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                              					 port configuration of UCS Manager 'UCSMName' in Infrastructure Manager. Verify
                              					 the correct port number is configured, or no port is configured if not needed
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                           Check
                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct IP address or host/domain names are configured as
                              					 type SERVICE_PROVIDER_SPACE. Verify network connectivity between HCM-F and the
                              					 UCS Manager. 
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                           This
                              					 error can happen if the UCS Manager is down or the wrong IP address or hostname
                              					 is configured. Verify 'UCSMName' is up and operational, and can be reached over
                              					 the network. Also verify the correct IP address or host/domain names are
                              					 configured as a SERVICE_PROVIDER_SPACE network address.
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                              					 the network address configuration of UCS Manager 'UCSMName' in Infrastructure
                              					 Manager. Verify the correct IP address or host/domain names are configured as
                              					 type SERVICE_PROVIDER_SPACE. Verify the UCS Manager services are running on
                              					 'UCSMName'. 
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                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           This
                              					 error can happen if the UCS Manager is busy or the network connection is slow.
                              					 Check the number of users logged on to 'UCSMName' and if there are many users,
                              					 retry the operation when there are fewer users. Check the network between the
                              					 HCM-F server and 'UCSMName' and verify that the round-trip time is below 1
                              					 second (ping is useful for this). 
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                              					 login sessions have been exceeded for 'UCSMName'. 
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                              					 login sessions have been exceeded for 'UCSMName'. 
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                              					 auto-sync for 'UCSMName' and wait 10 minutes to allow other sessions to expire.
                              					 Then enable auto-sync or perform a manual sync. 
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                              					 session was not found for 'UCSMName'. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
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                              					 auto-sync is enabled, no action is necessary; a new session will be created
                              					 automatically. 
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                           Recommended Action
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                              					 error persists, examine the UCS ManagerSync log files for further
                              					 troubleshooting. 
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                              					 logging in to 'UCSMName'; the specific cause is unknown. 
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                              					 logging in to 'UCSMName'; the specific cause is unknown. 
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                              					 troubleshooting. 
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                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntitySslCertHostnameFail_u

            		
            		
            
            
               
                  EntitySslCertHostnameFail_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unable
                              					 to securely connect to "UCSMName" because of hostname mismatch.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unable
                              					 to securely connect to "UCSMName" because of a mismatch between the hostname
                              					 and the CN in its certificate.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Ensure
                              					 that the configured name ("UCSMName") matches the CN indicated in its security
                              					 certificate.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntitySslCertChainFail_u

            		
            		
            
            
               
                  EntitySslCertChainFail_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unable
                              					 to securely connect to "UCSMName" because a local certificate matching the
                              					 incoming certificate was not found. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unable
                              					 to securely connect to "UCSMName" because a local certificate matching the
                              					 incoming certificate was not found.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Ensure
                              					 UCSMName's certificate has been imported into the local tomcat trusted
                              					 keystore.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            EntitySslMessageFail_u

            		
            		
            
            
               
                  EntitySslMessageFail_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unable
                              					 to securely connect to "UCSMName" because it did not recognize the ssl
                              					 communication.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unable
                              					 to securely connect to "UCSMName" because of a mismatch between it did no
                              					 recognize our ssl communication.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Ensure
                              					 that "UCSMName" has secure communication enabled or disable local certificate
                              					 requirement for UCSManagerSync service.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            GeneralException_u

            		
            		
            
            
               
                  GeneralException_u
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unknown
                              					 exception. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Unknown
                              					 exception. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Stop and
                              					 then start the UCS ManagerSync service.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           UCSMName 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Name
                              						of the UCS Manager related to the Alarm 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco HCS vCenterSync Service

      
         
            VCenterDuplicateVMDeleted
               
            

            
            
               
                  VCenterDuplicateVMDeleted
                        
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Two virtual machines (VMs) with the same name were detected during
                              a vCenter sync operation, one of them will be deleted from
                              NameOfVCenterOwningOldDuplicateVM.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           HCS requires that virtual machines have unique names to ensure
                              service assurance can accurately
                              perform service impact analysis. The previous copy of the duplicate
                              VM will be deleted and the
                              new copy will be created in the SDR database. This may be caused by
                              the Site Recovery Manager
                              (SRM) which will migrate a virtual machine to a backup vCenter
                              during disaster recovery. This
                              is a valid scenario and the removal of the old VM from the SDR
                              database is acceptable. However,
                              if SRM is not deployed, then this alarm may signify improper
                              configuration. Verify that all of
                              the virtual machines configured in the two vCenters listed in the
                              alarm have unique names.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           If a Site Recovery Manager operation is in progress, no action
                              necessary. If SRM is not
                              deployed or operational, then check both vCenters listed in the
                              alarm and ensure all virtual
                              machines have globally unique names.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Name Of VCenter Owning Old Duplicate VM
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter which owns the duplicate Virtual Machine that
                              will be deleted.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Name Of VCenter Owning New Duplicate VM
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter which owns the duplicate Virtual Machine that
                              will be created.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Name Of Duplicate VM
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the duplicate VM.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SdrConnectionFailure_v
               
            

            
            
               
                  SdrConnectionFailure_v
                        
                        
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to SDR.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to SDR.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify the 'Cisco CDM Database' service is running. If it is not
                              running, start the service; if it is running, stop and then start
                              the service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            FailureReadingEntityConfig_v

            
            
               
                  FailureReadingEntityConfig_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to read VCenter configuration data from SDR.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to read VCenter configuration data from SDR.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify the 'Cisco CDM Database' service is running and verify the
                              VCenter is configured correctly in Infrastructure Manager.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            MissingConfig_v

            
            
               
                  MissingConfig_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Configuration is missing for credentials (user ID, password) or
                              network address.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Configuration is missing for credentials (user ID, password) or
                              network address.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check VCenter 'VCenterName' configuration in Infrastructure
                              Mananger. Verify the correct user ID and password are configured as
                              ADMIN credentials. Verify the correct IP address or host/domain
                              names are configured as SERVICE_PROVIDER_SPACE.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            BadEntityCredentials_v

            
            
               
                  BadEntityCredentials_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to bad credentials.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to bad credentials.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Verify VCenter 'VCenterName' user ID and password are correctly
                              configured as ADMIN credentials in Infrastructure Manager.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityConnectionFailure_v

            
            
               
                  EntityConnectionFailure_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName'. Specific cause is unknown.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName'. Specific cause is unknown.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain name are configured as type SERVICE_PROVIDER_SPACE.
                              Verify network connectivity between HCM-F and the VCenter.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityBindException_v

            
            
               
                  EntityBindException_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a bind exception.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a bind exception.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           This error indicates a problem on the local HCM-F server, and is
                              typically caused when a local port is already in use. It can also
                              happen if the local IP address is not configured, or all outbound
                              ports are in use. First step is to restart the VCenterSync service.
                              If the problem persists, reboot the server. Be sure
                              to do this during off-hours to avoid disrupting service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityConnectionException_v

            
            
               
                  EntityConnectionException_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a connection exception.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a connection exception.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain names are configured as type SERVICE_PROVIDER_SPACE.
                              Verify network connectivity between HCM-F and the VCenter.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityHostUnknown_v

            
            
               
                  EntityHostUnknown_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to an unknown host error.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to an unknown host error.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct host/domain names are
                              configured as type SERVICE_PROVIDER_SPACE. Verify the DNS server is
                              reachable from HCM-F and is configured with this hostname.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityHostUnreachable_v

            
            
               
                  EntityHostUnreachable_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' because the host was
                              unreachable.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' because the host was
                              unreachable.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain name are configured as type SERVICE_PROVIDER_SPACE.
                              Verify network connectivity between HCM-F and the VCenter.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityMalformedUrl_v

            
            
               
                  EntityMalformedUrl_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a malformed URL.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a malformed URL.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain names are configured as type SERVICE_PROVIDER_SPACE. If
                              this error persists, restart the VCenterSync service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityPortUnreachable_v

            
            
               
                  EntityPortUnreachable_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' because the port was
                              unreachable.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' because the port was
                              unreachable.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check port configuration of VCenter 'VCenterName' in Infrastructure
                              Manager. Verify the correct port number is configured, or no port
                              is configured if not needed to access the VCenter.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityRemoteException_v

            
            
               
                  EntityRemoteException_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a remote exception.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a remote exception.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain names are configured as type SERVICE_PROVIDER_SPACE.
                              Verify network connectivity between HCM-F and the VCenter.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityConnectionTimeout_v

            
            
               
                  EntityConnectionTimeout_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a connection timeout.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a connection timeout.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           This error can happen if the VCenter is down or the wrong IP
                              address or hostname is configured. Verify 'VCenterName' is up and
                              operational, and can be reached over the network. Also verify the
                              correct IP address or host/domain names are configured as a
                              SERVICE_PROVIDER_SPACE network address.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityConnectionRefused_v

            
            
               
                  EntityConnectionRefused_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' because the connection was
                              refused.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' because the connection was
                              refused.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check the network address configuration of VCenter 'VCenterName' in
                              Infrastructure Manager. Verify the correct IP address or
                              host/domain names are configured as type SERVICE_PROVIDER_SPACE.
                              Verify the VCenter services are running on 'VCenterName'.
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityReadTimeout_v

            
            
               
                  EntityReadTimeout_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a read timeout.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failed to connect to 'VCenterName' due to a read timeout.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           This error can happen if the VCenter is busy or the network
                              connection is slow. Check the number of users logged on to
                              'VCenterName' and if there are many users, retry the operation when
                              there are fewer users. Check the network between the HCM-F server
                              and 'VCenterName' and verify that the round-trip time is below 1 second
                              (ping is useful for this).
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityMaximumSessionsExceeded_v

            
            
               
                  EntityMaximumSessionsExceeded_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Maximum login sessions have been exceeded for 'VCenterName'.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Maximum login sessions have been exceeded for 'VCenterName'.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Disable auto-sync for 'VCenterName' and wait 10 minutes to allow
                              other sessions to expire. Then enable auto-sync or perform a manual
                              sync.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntitySessionNotFound_v

            
            
               
                  EntitySessionNotFound_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Login session was not found for 'VCenterName'.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Login session was not found for 'VCenterName'.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           If auto-sync is enabled, no action is necessary; a new session will
                              be created automatically.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityParseError_v

            
            
               
                  EntityParseError_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Error parsing a response from 'VCenterName'.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Error parsing a response from 'VCenterName'.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           If this error persists, examine the VCenterSync log files for
                              further troubleshooting.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityLoginFailure_v

            
            
               
                  EntityLoginFailure_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Failure logging in to 'VCenterName'; the specific cause is unknown.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Failure logging in to 'VCenterName'; the specific cause is unknown.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           If this error persists, examine the VCenterSync log files for
                              further troubleshooting.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityUpdaterFailedToStart_v

            
            
               
                  EntityUpdaterFailedToStart_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Successfully connected to 'VCenterName' but failed to start
                              updating.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Successfully connected to 'VCenterName' but failed to start
                              updating.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Stop and then start the VCenterSync service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            EntityTimeoutWaitingForOnePassComplete_v

            
            
               
                  EntityTimeoutWaitingForOnePassComplete_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Sync did not complete within 5 minutes.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Sync did not complete within 5 minutes.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Stop and then start the VCenterSync service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            GeneralException_v

            
            
               
                  GeneralException_v
                  
                     
                        	
                             Description

                           
                        
                        
                        	
                           Unknown exception.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Unknown exception.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Stop and then start the VCenterSync service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           VCenterName
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Name of the VCenter related to the Alarm
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco RIS Data
         	 Collector
      

      
         
            TotalProcessesAndThreadsExceededThresholdStart 

            		
            		
            
            
               
                  TotalProcessesAndThreadsExceededThresholdStart 
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 current total number of processes and threads has exceeded the maximum number
                              					 of tasks configured for Cisco RIS Data Collector service parameter. This
                              					 situation could indicate some process is leaking or some process has thread
                              					 leaking. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                              				  
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 current total number of processes and threads has exceeded the maximum number
                              					 of tasks. This situation could indicate some process is leaking or some process
                              					 has thread leaking. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                            Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Check the
                              					 Cisco RIS Data Collector service parameter, Maximum Number of Processes and
                              					 Threads, to see if the parameter has been set to a low value. If it has been
                              					 set to a low value, set the value higher or use the default value. 
                              				  
                           

                           
                           				  
                           Another possible action is that when a new Cisco product is
                              					 integrated into Cisco Unified Communications Manager (Unified CM), new
                              					 processes or threads are added to the system. Even in the normal process load
                              					 situation, it's possible that the total number of processes and threads has
                              					 exceeded the configured or default value of the Cisco RIS Data Collector
                              					 service parameter, Maximum Number of Processes and Threads. Set that parameter
                              					 to the maximum allowed value. 
                              				  
                           

                           
                           				  
                           You can also review the details of this alarm to check the
                              					 ProcessWithMostThreads description and the ProcessWithMostInstances description
                              					 to discover which processes have the most threads and the most instances.
                              					 Determine whether these values are reasonable for this process; if not, contact
                              					 the owner of the process to troubleshoot the reasons why the thread count or
                              					 the number of process instances is so high. 
                              				  
                           

                           
                           				  
                           It is also possible that Cisco RIS Data Collector sent a false
                              					 alarm, which would indicate a defect in the Cisco RIS Data Collector service.
                              					 To determine if this is the cause of the alarm - after you have checked all the
                              					 other recommended actions described here - use RTMT to check the System object
                              					 for performance counters Total Threads and Total Processes to confirm that the
                              					 values in those counters do not exceed the value configured in the Cisco RIS
                              					 Data Collector service parameter, Maximum Number of Processes and Threads. If
                              					 the counters do not show a value that is higher than what is configured in the
                              					 service parameter, restart Cisco RIS Data Collector service. If the alarm
                              					 persists after restarting the service, go to Cisco Unified Serviceability and
                              					 collect trace logs (Trace > Configuration) for Cisco Syslog, Cisco RIS Data
                              					 Collector, Cisco AMC Service, and Cisco RIS Perfmon Logs and contact Cisco
                              					 Technical Assistance Center (TAC) for detailed assistance. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            
            
               
                  
                     
                        	
                           					 
                           Parameter
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Type
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Help
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           NumberOfProcesses 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Number
                              						of processes 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           NumberOfThreads 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Number
                              						of threads 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Reason 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Reason 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           ProcessWithMostInstances 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           String
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Process
                              						with the most instances 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            TotalProcessesAndThreadsExceededThresholdEnd 

            		
            		
            
            
               
                  TotalProcessesAndThreadsExceededThresholdEnd 
                  
                     
                        	
                           				  
                            Description 
                                 					 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 current total number of processes and threads is less than the maximum number
                              					 of tasks configured in the Cisco RIS Data Collector service parameter, Maximum
                              					 Number of Processes and Threads. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Explanation
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The
                              					 current total number of processes and threads is less than the maximum number
                              					 of tasks that has been configured in the Cisco RIS Data Collector service
                              					 parameter, Maximum Number of Processes and Threads. This can occur because a
                              					 product which was integrated into Cisco Unified Communications Manager has been
                              					 disabled or deactivated, which reduces the total number of processes and
                              					 threads running on the system. Another cause for the number of processes or
                              					 thread to decrease is that one or more processes has been stopped, which
                              					 reduces the total number of processes and threads running on the system. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                            Recommended Action
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           This alarm
                              					 is for information purposes only; no action is required. 
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      Cisco RTMT Web Service

      
         
            RTMT_ALERT

            
            
               
                  RTMT_ALERT
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           RTMT Alert
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           A Real-Time Monitoring Tool (RTMT) process in the AMC service uses
                              the alarm mechanism to facilitate delivery of RTMT alerts in RTMT
                              AlertCentral or via email.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Check AlertCentral in RTMT or any alerts that you have received via
                              email to determine what issue has occurred and learn the
                              recommended actions to resolve it. In AlertCentral, right-click the
                              alert to open the alert information.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type
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                           AlertName
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Alert name
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           AlertDetail
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Alert details
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            AlertEmailNotifyFailure
               
            

            
            
               
                  AlertEmailNotifyFailure
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Alert Email Notification Failure.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Alert notification mechanism using e-mails has failed.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Email notification of alerts failed due to a mis-configured SMTP
                              Settings/SMTP server down. Check SMTP Server configuration and
                              examine the AMC service log files to determine the exact reason for
                              failure.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           FailureReason
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Failure reason
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Syslog Agent

      
         
            SyslogStringMatchFound
               
            

            
            
               
                  SyslogStringMatchFound
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The configured Syslog alarm/message string had matched.

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           Cisco Syslog Agent had detected an alarm which matches the
                              configured string.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Take the necessary action based on the received string matched
                              event.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           StringMatch
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           MatchedString
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           MatchedEvent
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           MatchedEvent
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            HardwareFailure
               
            

            
            
               
                  HardwareFailure
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           Hardware failure alarm is received.

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           Cisco Syslog Agent had detected a hardware failure alarm.

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Take the necessary action based on the received hardware failure
                              event.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           hwStringMatch
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           hwStringMatch
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SyslogSeverityMatchFound
               
            

            
            
               
                  SyslogSeverityMatchFound
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The configured Syslog alarm/message severity had matched.

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Cisco Syslog Agent had detected an alarm which matches the
                              configured severity.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Take the necessary action based on the received hardware failure
                              event.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           SeverityMatch
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           MatchedSeverity
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           MatchedEvent
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           MatchedEvent
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Trace Collection Service

      
         
            LogPartitionLowWaterMarkExceeded
               
            

            
            
               
                  LogPartitionLowWaterMarkExceeded
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The percentage of used disk space in the log partition has exceeded
                              the configured low water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The percentage of used disk space in the log partition has exceeded
                              the configured low water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Login into RTMT and check the configured threshold value for
                              LogPartitionLowWaterMarkExceeded alert in Alert Central. If the
                              configured value is set to a lower than the default threshold value
                              unintentionally, change the value to default. Also, examine the
                              trace and log file setting for each of the application in trace
                              configuration page under CCM Serviceability. If the number of
                              configured traces/logs is set to greater than 1000, adjust the
                              trace settings from trace configuration page to default. Also,
                              clean up the trace files that are less than a week old using cli "file delete" or using Remote Browse
                              from RTMT Trace and Log Central function.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UsedDiskSpace
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Used disk space
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           MessageString
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Additional Message 
                              
                              [Optional]
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            LogPartitionHighWaterMarkExceeded
               
            

            
            
               
                  LogPartitionHighWaterMarkExceeded
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The percentage of used disk space in the log partition has exceeded
                              the configured high water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           The percentage of used disk space in the log partition has exceeded
                              the configured high water mark. Some of the core file and/or
                              trace files will be purged until the percentage of used disk space
                              in the log partition gets below the configured low water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Login into RTMT and check the configured threshold value for
                              LogPartitionHighWaterMarkExceeded alert in Alert Central. If the
                              configured value is set to a lower than the default threshold value
                              unintentionally, change the value to default. If you continue to
                              receive this alert for half an hour after receiving the 1st alert,
                              check for the disk usage for Common partition under "Disk Usage"
                              tab in RTMT. If the disk usage shown under that tab is higher than
                              configured value in LogPartitionLowWaterMarkExceeded alert
                              configuration, contact Cisco TAC to troubleshoot the cause of high
                              disk usage in Common partition.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UsedDiskSpace
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Used disk space
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           MessageString
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Additional Message 
                              
                              [Optional]
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            LogFileSearchStringFound
               
            

            
            
               
                  LogFileSearchStringFound
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The search string has been found in the log file.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Explanation

                           
                        
                        
                        	
                           Trace and Log Central has found the search string that the user has
                              configured.
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           If sysadmin is interested in collecting the traces around the time
                              of generation of alert, use Trace and Log Central to collect the
                              traces for that service.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           SearchString
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Search string

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            LogCollectionJobLimitExceeded
               
            

            
            
               
                  LogCollectionJobLimitExceeded
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The number of Log Collection Jobs have exceeded the allowed limit
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           The number of concurrent trace collection from the server has
                              exceeded the allowed limit of trace collection. The allowed limit
                              is defined in the documentation for Trace and Log Central, however
                              this limit can not be changed by sysadmin.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Cancel one or more of the currently running queries and try again
                              to configure the trace collection.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           JobType
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Job type

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            ScheduledCollectionError
               
            

            
            
               
                  ScheduledCollectionError
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           An error occurred while executing scheduled collection.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           Scheduled collection encountered an error during execution.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Review configuration for scheduled collection job under Job Status
                              window.
                              
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           JobID
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           JobID
                              
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Reason
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Reason
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            CoreDumpFileFound
               
            

            
            
               
                  CoreDumpFileFound
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           One or more  new core dump files have been found in the system.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           A component crashed and generated a core dump. Use
                              admin cli or RTMT to fetch the backtrace.
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           This serious internal error should be investigated by the Cisco
                              Technical Assistance Center (TAC). Before contacting TAC, log in to
                              cli on CCM serve and run "active analyze core file name" to
                              generate the backtrace of the core dump. The core file name is
                              listed in the alert details. After you execute the analyze command,
                              collect the backtrace using cli command "file get activelog
                              analyze" or "Collect Traces" option in RTMT. Send these
                              backtraces to Cisco TAC for further analysis.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           TotalCoresFound
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Total cores found
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           CoreDetails
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core details
                              
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Core1
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core 1
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Core2

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core 2
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           Core3
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core 3

                           
                           
                        
                        
                     

                     
                     
                        	
                           Core4
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core 4

                           
                        
                        
                     

                     
                     
                        	
                           Core5
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core 5

                           
                        
                        
                     

                     
                     
                        	
                           Core6
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Core 6

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SparePartitionLowWaterMarkExceeded
               
            

            
            
               
                  SparePartitionLowWaterMarkExceeded
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The percentage of used disk space in the spare partition has
                              exceeded the configured low water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           The percentage of used disk space in the spare partition has
                              exceeded the configured low water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Log in to RTMT and check the configured threshold value for
                              SparePartitionLowWaterMarkExceeded alert in Alert Central. If the
                              configured value is set to a lower than the default threshold value
                              unintentionally, change the value to default. Also, examine the
                              trace and log file setting for each application in the trace
                              configuration page under CCM Serviceability. If the number of
                              configured traces/logs is set to greater than 1000, adjust the
                              trace settings from trace configuration page to default. Also,
                              clean up the trace files that are less than a week old. Clean up the traces using cli "file delete" or using Remote Browse
                              from RTMT Trace & Log Central function.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UsedDiskSpace

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Used disk space
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           MessageString
                              
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Additional Message
                              [Optional].
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            SparePartitionHighWaterMarkExceeded
               
            

            
            
               
                  SparePartitionHighWaterMarkExceeded
                        
                        
                        
                        
                        
                        
                  
                     
                        	
                            Description 

                           
                        
                        
                        	
                           The percentage of used disk space in the spare partition has
                              exceeded the configured high water mark.
                              
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Explanation

                           
                        
                        
                        	
                           The percentage of used disk space in the spare partition has
                              exceeded the configured high water mark. Some of the trace files
                              will be purged until the percentage of used disk space in the spare
                              partition falls below the configured low water mark
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                            Recommended Action

                           
                        
                        
                        	
                           Log in to RTMT and check the configured threshold value for
                              SparePartitionHighWaterMarkExceeded alert in Alert Central. If the
                              configured value is set to a lower than the default threshold value
                              unintentionally, change the value to default. If you continue to
                              receive this alert for half an hour after receiving the first alert,
                              check the disk usage for Spare partition under "Disk Usage" tab
                              in RTMT. If the disk usage shown under that tab is higher than
                              configured value in SparePartitionLowWaterMarkExceeded alert
                              configuration, contact Cisco TAC to troubleshoot the cause of high
                              disk usage in Common partition.
                              
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  
                     
                        	
                           Parameter

                           
                        
                        
                        	
                           Type

                           
                        
                        
                        	
                           Help

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           UsedDiskSpace

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Used disk space
                              
                           

                           
                        
                        
                     

                     
                     
                        	
                           MessageString
                              
                              
                              
                              
                           

                           
                        
                        
                        	
                           String

                           
                        
                        
                        	
                           Additional Message
                              [Optional].
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Preface

      
      
         
         	Purpose

         
         	Audience

         
         	Organization

         
         	Conventions

         
         	Obtain Documentation and Submit Service Request

         
         	Cisco Product Security Overview

         
      

      
      
      
   
      
      
      Purpose

      
         This document provides information to use when troubleshooting Cisco Hosted Collaboration Mediation Fulfillment (HCM-F) in
            Cisco Hosted Collaboration Solution (HCS).  This guide contains information about troubleshooting tools and procedures to
            use to troubleshoot the various components of HCM-F.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Audience

      
         This document is intended for service providers who are responsible for troubleshooting problems in HCM-F.   This guide requires
            knowledge of Cisco Hosted Collaboration Solution (HCS). 	
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Organization

      
         
         
            
               
                  
                     	Chapter
                     
                     	Description
                     
                  

                  
               
               
               
                  
                     	1 Troubleshooting Tools
                     
                     	Covers setting up SNMP, viewing diagnostic reports, using the Real Time Monitoring Tool (RTMT), and managing alarms and traces.
                     
                  

                  
                  
                     	2 Troubleshooting HCM-F
                     
                     	Covers general troubleshooting of HCMF platform, and troubleshooting Infrastructure Manager, synchronization services, Platform
                        Manager, and Service Inventory components.
                     
                     
                  

                  
                  
                     	3 Cisco HCM-F Service-Specific Alarms
                     
                     	Outlines service-specific alarms for Cisco HCM-F.
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Conventions

      
         This document uses
            		the following conventions: 
            	 
         

         
         
         
            
               
                  
                     	Convention 
                        				
                     
                     
                     	Description 
                        				
                     
                     
                  

                  
               
               
               
                  
                     	^ or Ctrl 
                        				
                     
                     
                     	 
                        				  
                        Both the 
                           					 ^
                           					 symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For example,
                           					 the key combination 
                           					 ^D
                           					 or 
                           					 Ctrl-D means that you hold down the Control key while you
                           					 press the D key. (Keys are indicated in capital letters but are not case
                           					 sensitive.) 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  bold
                        				  font 
                        				
                     
                     
                     	 
                        				  
                        Commands
                           					 and keywords and user-entered text appear in 
                           					 bold
                           					 font. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  Italic 
                           				   font 
                        				
                     
                     
                     	 
                        				  
                        Document
                           					 titles, new or emphasized terms, and arguments for which you supply values are
                           					 in 
                           					 italic font. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	Courier font 
                        				
                     
                     
                     	 
                        				  
                        Terminal
                           					 sessions and information the system displays appear in 
                           					 courier font. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	Bold Courier
                           					 font 
                        				
                     
                     
                     	 
                        				  
                        Bold Courier font indicates text that
                           					 the user must enter. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	[x] 
                        				
                     
                     
                     	 
                        				  
                        Elements
                           					 in square brackets are optional. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	... 
                        				
                     
                     
                     	 
                        				  
                        An
                           					 ellipsis (three consecutive non-bolded periods without spaces) after a syntax
                           					 element indicates that the element can be repeated. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 | 
                        				
                     
                     
                     	 
                        				  
                        A vertical
                           					 line, called a pipe, indicates a choice within a set of keywords or arguments. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	[x | y] 
                        				
                     
                     
                     	 
                        				  
                        Optional
                           					 alternative keywords are grouped in brackets and separated by vertical bars. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	{x | y} 
                        				
                     
                     
                     	 
                        				  
                        Required
                           					 alternative keywords are grouped in braces and separated by vertical bars. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	[x {y | z}] 
                        				
                     
                     
                     	 
                        				  
                        Nested set
                           					 of square brackets or braces indicate optional or required choices within
                           					 optional or required elements. Braces and a vertical bar within square brackets
                           					 indicate a required choice within an optional element. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	string 
                        				
                     
                     
                     	 
                        				  
                        A
                           					 non-quoted set of characters. Do not use quotation marks around the string or
                           					 the string will include the quotation marks. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	< > 
                        				
                     
                     
                     	 
                        				  
                        Non-printing characters such as passwords are in angle brackets.
                           					 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	[ ] 
                        				
                     
                     
                     	 
                        				  
                        Default
                           					 responses to system prompts are in square brackets. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	!, # 
                        				
                     
                     
                     	 
                        				  
                        An
                           					 exclamation point (!) or a pound sign (#) at the beginning of a line of code
                           					 indicates a comment line. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Obtain Documentation
         	 and Submit Service Request
      

      
         For
            		information on obtaining documentation, submitting a service request, and
            		gathering additional information, see the monthly What’s New in Cisco Product
               		  Documentation, which also lists all new and revised Cisco technical
            		documentation, at: 
            	 
         

         
         http:/​/​www.cisco.com/​en/​US/​docs/​general/​whatsnew/​whatsnew.html
            		
            	 
         

         
         Subscribe to
            		the What’s New in Cisco
               		  Product Documentation as a Really Simple Syndication (RSS) feed and set
            		content to be delivered directly to your desktop using a reader application.
            		The RSS feeds are a free service and Cisco currently supports RSS Version 2.0. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Product
         	 Security Overview
      

      
         This product
            		contains cryptographic features and is subject to United States and local
            		country laws governing import, export, transfer and use. Delivery of Cisco
            		cryptographic products does not imply third-party authority to import, export,
            		distribute or use encryption. Importers, exporters, distributors and users are
            		responsible for compliance with U.S. and local country laws. By using this
            		product you agree to comply with applicable laws and regulations. If you are
            		unable to comply with U.S. and local laws, return this product immediately. 
            	 
         

         
         A summary of
            		U.S. laws governing Cisco cryptographic products may be found at: 
            		http:/​/​www.cisco.com/​wwl/​export/​crypto/​tool/​stqrg.html.
            		If you require further assistance please contact us by sending email to
            		export@cisco.com. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      

      
         

         
         
            
            THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
               MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
               RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
               WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
               RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
               
            

            
            
            THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
               ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
               INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
               LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
               
            

            
            
            The Cisco implementation of TCP header compression is an adaptation of
               a program developed by the University of California, Berkeley (UCB) as part of
               UCB's public domain version of the UNIX operating system. All rights reserved.
               Copyright © 1981, Regents of the University of California.
               
            

            
            
            NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND
               SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
               ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
               WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
               AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
               PRACTICE. 
               
            

            
            
            IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
               SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
               LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
               USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
               POSSIBILITY OF SUCH DAMAGES. 
               
            

            
            Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
               numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
               for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
               coincidental.
            

            
            
         

         
         
            
             Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries.
               To view a list of Cisco trademarks, go to this URL: http:/​/​www.cisco.com/​go/​trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply
               a partnership relationship between Cisco and any other company. (1110R)
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