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      Chapter 1. Port Utilization in Unified CCE and Packaged CCE
      

      
      
         
         	Port Utilization Table Columns

         
         	Unified CCE and Packaged CCE Port Utilization

         
         	Unified CCMP Port Utilization

         
         	Unified CRM Connectors Port Utilization

         
         	Cisco Agent Desktop (CAD) Port Utilization

         
         	Cisco Voice Integration to Genesys Call Center

         
      

      
      
      
   
      
      
      Port Utilization Table Columns

      
         
            The columns in the
               		port utilization tables in this document describe the following: 
               	 
            

            
            
               	Listener (Process or Application Protocol)

               
               	
                  A value
                     				representing the server or application and where applicable, the open or
                     				proprietary application protocol. 
                     			 
                  

                  
               

               
               	Listener Protocol
                  			 and Port
               

               
               	
                  An identifier
                     				for the TCP or UDP port that the server or application is listening on, along
                     				with the IP address for incoming connection requests when acting as a server. 
                     			 
                  

                  
               

               
               	Remote Device 
                  		  (Process or Application Protocol)
               

               
               	
                  The remote
                     				application or device making a connection to the server or service specified by
                     				the protocol; or listening on the remote protocol and port. 
                     			 
                  

                  
               

               
               	Remote Protocol
                  			 and Port 
                  		  
               

               
               	
                  The
                     				identifier for the TCP or UDP port that the remote service or application is
                     				listening on, along with the IP address for incoming connection requests when
                     				acting as the server. 
                     			 
                  

                  
               

               
               	Traffic Direction

               
               	
                  The direction that traffic flows through the port: Inbound, Bidirectional, Outbound.

                  
               

               
            

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     The operating system dynamically assigns the source port
                        		  that the local application or service uses to connect to the destination port of a
                        		  remote device.   In most cases, this port is assigned randomly above TCP/UDP
                        		  1024.
                     

                     
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Unified CCE and
         	 Packaged CCE Port Utilization
      

      
         
            		 
            		
             This table
               		  includes information for Unified CCE and CTI OS. 
               		
            

            
            		
            Some port
               		  definitions use a formula. For example: 
               		
            

            
            		
             
               		  TCP 40007 +
                  			 (Instance Number * 40) 
               		
            

            
            		
            In this example,
               		  instance 0 uses port 40007, instance 1 uses port 40047, instance 2 uses port
               		  40087, and so on. 
               		
            

            
            		
            
            
               
                  Unified CCE
                        		  Port Utilization: Routers, PGs,  Administration & Data Servers, and
                        		  Loggers
                  
                     
                        	 
                           				  
                           Listener
                              					 (Process or Application Protocol)
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Listener
                              					 Protocol and Port
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Remote
                              					 Device (Process or Application Protocol)
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Remote
                              					 Protocol and Port 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Traffic
                              					 Direction
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Notes 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                            Router
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            
                              					 Private
                                 						low: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41004 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                            
                              					 Private
                                 						medium: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41016 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                            
                              					 Private
                                 						high: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41005 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                            
                              					 State
                                 						Xfer for CIC: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41022 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                            
                              					 State
                                 						Xfer for HLGR: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41021 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41032 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                            
                              					 State
                                 						Xfer for RTR: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                 TCP
                                    						  41020 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                           UDP 39500
                              					 - 39999 
                              				  
                           

                           
                           				  
                            
                              					  State
                                 						Xfer for DBAgent: 
                              				  
                           

                           
                           				  
                           
                              	 
                                 						
                                  TCP
                                    						  41033 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Router
                              					 (side A) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Private
                              					 network at the central controller site 
                              				  
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    UDP
                                       						ports are not used if QoS is enabled on the router private interface. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process port 
                              				  
                           

                           
                           				  
                           TCP 41000 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS state
                              					 transfer port 
                              				  
                           

                           
                           				  
                           TCP 41001 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client (synchronized) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG
                              					 (side B) (pgagent) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 43006 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           ICM PG
                              					 (Side A) (pgagent) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Public
                              					 network (test-other-side) 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process port 
                              				  
                           

                           
                           				  
                           TCP
                              					 43000 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 state transfer port 
                              				  
                           

                           
                           				  
                           TCP
                              					 43001 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client (synchronized) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG1
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 Private low: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  43004 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Private medium: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  43016 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Private high: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  43005 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 State Xfer for OPC: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  43023 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                           UDP
                              					 39500 - 39999 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           ICM PG1
                              					 (side A) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Private
                              					 network 
                              				  
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    UDP
                                       						ports are not used if QoS is enabled on the ICM PG private interface. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG2
                              					 (side B) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 Private low: 
                                    						
                                 

                                 

                                 
                                 						
                                  TCP
                                    						  45004 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Private medium: 
                                    						
                                 

                                 

                                 
                                 						
                                  TCP
                                    						  45016 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Private high: 
                                    						
                                 

                                 

                                 
                                 						
                                  TCP
                                    						  45005 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 State Xfer for OPC: 
                                    						
                                 

                                 

                                 
                                 						
                                  TCP
                                    						  45023 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                           UDP
                              					 39500 - 39999 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           ICM PG2
                              					 (side A) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Private
                              					 network 
                              				  
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    UDP
                                       						ports are not used if QoS is enabled on the ICM PG private interface. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 (side A) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process port 
                              				  
                           

                           
                           				  
                           TCP
                              					 40000 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 (side A) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 state transfer port 
                              				  
                           

                           
                           				  
                           TCP
                              					 40001 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client (synchronized) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG
                              					 (side A) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process port 
                              				  
                           

                           
                           				  
                           TCP
                              					 42000 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           ICM PG
                              					 (side A) (MDS) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 state transfer port 
                              				  
                           

                           
                           				  
                           TCP
                              					 42001 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           MDS
                              					 process client (synchronized) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 (side A) DMP (ccagent) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 Public low: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  40002 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Public medium: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  40017 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Public high: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  40003 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                           UDP
                              					 39500 - 39999 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           ICM PG
                              					 (pgagent) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Public
                              					 network connecting the PG to the central controller 
                              				  
                           

                           
                           				  
                            Router
                              					 to pre-5.0 PG communication. 
                              				  
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    UDP
                                       						ports are not used if QoS is enabled on the ICM PG private interface. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 (side B) DMP (ccagent) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 Public low: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  41002 + (Instance Number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	(instance number 
                                 						
                                 Public medium: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  41017 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                              	 
                                 						
                                 Public high: 
                                    						
                                 

                                 

                                 
                                 						
                                 TCP
                                    						  41003 + (instance number * 40) 
                                    						
                                 

                                 

                                 
                                 					 
                              

                              
                           

                           
                           				  
                           UDP
                              					 39500 - 39999 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           ICM PG
                              					 (pgagent) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Public
                              					 network connecting the PG to the central controller 
                              				  
                           

                           
                           				  
                            Router
                              					 to pre-5.0 PG communication. 
                              				  
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    UDP
                                       						ports are not used if QoS is enabled on the ICM PG private interface. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Router
                              					 A (rtfeed) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 40007 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           
                              					 Administration & Data Server 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Real
                              					 time feed 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Router B
                              					 (rtfeed) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 41007 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration & Data Server 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Real
                              					 time feed 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Logger
                              					 (side A) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 40026 + (instance number * 40) 
                              				  
                           

                           
                           				  
                           TCP
                              					 40028 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration & Data Server Historical Data Server (HDS) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Replication 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Logger
                              					 (side B) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 41026 + (instance number * 40) 
                              				  
                           

                           
                           				  
                           TCP
                              					 41028 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration & Data Server Historical Data Server (HDS) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Replication 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Primary
                              					 Administration & Data Server (rtfeed) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 48008 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration client 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Real
                              					 time feed 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           
                              					 Secondary Administration & Data Server (rtfeed) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP
                              					 49008 + (instance number * 40) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration client 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Real
                              					 time feed 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Contact
                              					 Sharing
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           TCP
                              					 61616
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Active
                              					 MQ for Live Data
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           TCP
                              					 61616
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Bidirectional
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           CICM
                              					 Router (side A) (INCRPNIC) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           UDP
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                            Listener Protocol
                              			 and Port
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                           				
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	 
                           				  
                            Notes 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Browser 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           HTTP 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP 80 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           CCMP Web
                              					 server A/B 
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           Standard
                              					 HTTP web client connection 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           HTTPS 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP 443 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           CCMP Web
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                              					 read AD account information for supervisor provisioning 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           CCMP Web/Application server
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            These assume all
               		  server names are either TCP/IP addresses or DNS names (hence no NETBIOS port
               		  requirements). 
               		
            

            
            		
            Ports are also
               		  required to access all Unified Contact Center Management Portal servers for
               		  support reasons (either pcAnywhere or terminal services). 
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Note
                  	


 
                     		  
                     This list does
                        			 not include standard Windows ports such as DNS and Kerberos. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            * MSDTC response
               		  ports by default use a dynamically allocated port in the range of 1024 to 5000.
               		  You can configure this range creating the HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\Internet location registry key and
               adding the following registry values: 
               		
            

            
            		
            
               	 
                  			 
                  Ports
                     				(REG_MULTI_SZ) - specify one port range per line, for example, 3000-3005 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                  PortsInternetAvailable (REG_SZ) - always set this value to "Y" (do not
                     				include the quotes) 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                  
                     				UseInternetPorts (REG_SZ) - always set this value to "Y" (do not include the quotes) 
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                           Traffic Direction
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                              					 Connector Server 
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                              					 Adapter, Administration Tool 
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                              					 Web Site" in IIS Manager. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           MSCRM
                              					 Server 
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                              					 Client 
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                           Configurable in \Program Files\Cisco\CRM
                              					 Connector\MCIS\Config.ini 
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                              					 Adapter 
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                              					 port for side A. Configurable in the Config.ini file [CTIModule Setting]
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                           Configurable under \Program Files\Cisco\CRM
                              					 Connector\MCIS\Config.ini and \Program Files\Cisco\CRM Connector\ Server
                              					 Administration Tool\WebComponent\ server.config 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Agent Desktop (CAD) Port Utilization

      
         
            Important: 
               Cisco Agent Desktop is deprecated for Unified CCE 11.0(1).
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Note
                     	


 
                        			 
                        If an Agent
                           				Desktop client is running in a Citrix environment, the Citrix server chooses
                           				ports randomly for CAD/CTIOS clients. If Citrix is running Windows 2008, the
                           				randomly assigned port number falls within the Internet Assigned Numbers
                           				Authority (IANA) standard range of 49152-65535. 
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                        		  Desktop (CAD) Port Utilization 
                  
                     
                        	 
                           				  
                            Listener (Process or Application Protocol)
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Note
                  	


 
                     		  
                     For more
                        			 information on Windows authentication and remote administration ports, see: 
                        			 "Service
                           				overview and network port requirements for the Windows Server system"
                        			 (Microsoft Knowledge Base Article Q832017). 
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                        UDP 24576 ~ 32767 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        — 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        — 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        Bidirectional 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        - Audio media streaming. 
                           			 
                        

                        
                        			 
                        - Kernel streaming device driver 
                           			 
                        

                        
                        		  
                     
                     
                  

                  
                  
                     	 
                        			 
                        Generic Ports 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        TCP, UDP 32768 ~ 61000 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        — 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        — 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        Bidirectional 
                           			 
                        

                        
                        		  
                     
                     
                     	 
                        			 
                        Generic ephemeral TCP and UDP ports 
                           			 
                        

                        
                        		  
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 4. Port Utilization in Finesse
      

      
      
         
         	Port Utilization Table Columns

         
         	Finesse Port Utilization

         
      

      
      
      
   
      
      
      Port Utilization Table Columns

      
         
            The columns in the
               		port utilization tables in this document describe the following: 
               	 
            

            
            
               	Listener (Process or Application Protocol)

               
               	
                  A value
                     				representing the server or application and where applicable, the open or
                     				proprietary application protocol. 
                     			 
                  

                  
               

               
               	Listener Protocol
                  			 and Port
               

               
               	
                  An identifier
                     				for the TCP or UDP port that the server or application is listening on, along
                     				with the IP address for incoming connection requests when acting as a server. 
                     			 
                  

                  
               

               
               	Remote Device 
                  		  (Process or Application Protocol)
               

               
               	
                  The remote
                     				application or device making a connection to the server or service specified by
                     				the protocol; or listening on the remote protocol and port. 
                     			 
                  

                  
               

               
               	Remote Protocol
                  			 and Port 
                  		  
               

               
               	
                  The
                     				identifier for the TCP or UDP port that the remote service or application is
                     				listening on, along with the IP address for incoming connection requests when
                     				acting as the server. 
                     			 
                  

                  
               

               
               	Traffic Direction

               
               	
                  The direction that traffic flows through the port: Inbound, Bidirectional, Outbound.
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Note
                  	



                     The operating system dynamically assigns the source port
                        		  that the local application or service uses to connect to the destination port of a
                        		  remote device.   In most cases, this port is assigned randomly above TCP/UDP
                        		  1024.
                     

                     
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Finesse Port Utilization

      
         
            
            
               
                  Cisco Finesse Tomcat
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           HTTP 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP 80,
                              						8082 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Unsecure
                              						port used for Finesse administration console, Finesse agent and supervisor
                              						desktop, Finesse Web Services, and Finesse Desktop Modules (gadgets) with the
                              						Finesse desktop. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           HTTPS 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP 443,
                              						8445 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Secure
                              						port used for Finesse administration console, Finesse agent and supervisor
                              						desktop, Finesse Web Services, and Finesse Desktop Modules (gadgets) with the
                              						Finesse desktop. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  Platform Tomcat
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           HTTP 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                            UDP 8080

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                            Unsecure port used for access to platform administration, platform serviceability, and Disaster Recovery System.

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           HTTPS 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                            UDP 8443

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                            Secure port used for access to platform administration, platform serviceability, and Disaster Recovery System. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  Platform Database
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           JDBC 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                            TCP 1500, 1501

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                             Informix Database Software (IDS) access and replication

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  Cisco Finesse Notification
                        						  Service
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           XMPP 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP 5222
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser, agent desktop 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Unsecure
                              						XMPP connection between the Finesse server and custom applications on the agent
                              						or supervisor desktops for communication over HTTP. 
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                           TCP 5223
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser, agent desktop 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Secure
                              						XMPP connection between the Finesse server and custom applications on the agent
                              						or supervisor desktops for communication over HTTPS. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           BOSH
                              						(HTTP) 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP 7071
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser, agent desktop 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Unsecure
                              						BOSH connection between the Finesse server and agent and supervisor desktops
                              						for communication over HTTP. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           BOSH
                              						(HTTPS) 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP 7443
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Browser, agent desktop 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Secure
                              						BOSH connection between the Finesse server and agent and supervisor desktops
                              						for communication over HTTPS. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  Platform System
                        						  Services
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           SFTP 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP 22 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           SFTP
                              						access for hosted third-party gadget support 
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                              						CLI 
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                            Platform Alert Manager and Collector (AMC) service

                           
                        
                        
                        	
                           TCP 1090, 1099

                           
                        
                        
                        	 
                           RTMT client

                           
                        
                        
                        	 
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           The platform AMC service uses this connection to allow the RTMT tool to retrieve and display platform alerts.

                           
                        
                        
                     

                     
                     
                        	 
                           Real-time Information Service Data Collector (RISDC) service

                           
                        
                        
                        	
                           TCP 2555 

                           
                        
                        
                        	 
                           RTMT client

                           
                        
                        
                        	 
                        
                        	
                           Bidirectional

                           
                        
                        
                        	
                              Used by the RISDC platform service. The Real-time Information Server (RIS) maintains real-time Cisco Unified CM information
                              such as device registration status, performance counter statistics, critical alarms generated, and so on. The Cisco RISDC
                              service provides an interface for applications, such as RTMT, SOAP applications, Cisco Unified CM Administration and AMC to
                              retrieve the information that is stored in all RIS nodes in the cluster.
                           

                           
                        
                        
                     

                     
                     
                        	 
                           Disaster Recovery Framework (DRF) Master Agent Service

                           
                        
                        
                        	
                           TCP 4040

                           
                        
                        
                        	 
                           Platform Administration webapp

                           
                        
                        
                        	 
                        
                        	
                           Bidirectional

                           
                        
                        
                        	
                            DRF service

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  Primary and Secondary Node
                        						  Communication
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           XMPP 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           TCP
                              						5222 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                           				  
                        
                        
                        	
                           

                           
                           				  
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           The
                              						primary and secondary Finesse servers use this XMPP connection to communicate
                              						with each other to monitor connectivity. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  Third-Party (External) Web
                        						  Server
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           HTTP 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           					 
                           TCP 80,
                              						8082 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Gadgets
                              						hosted on a third-party (external) web server are fetched through the Finesse
                              						server on the port exposed by said web server. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           HTTPS 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           					 
                           TCP 443,
                              						8445 
                              					 
                           

                           
                           				  
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	 
                           					 
                           Gadgets
                              						hosted on a third-party (external) web server are fetched through the Finesse
                              						server on the port exposed by said web server. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
         

         
         
            
            
               
                  Unified Contact Center Enterprise
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Notes

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           Administration & Data Server settings

                           
                        
                        
                     

                     
                     
                        	
                           JDBC
                              						(SQL) 
                              					 
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                           TCP
                              						14331 
                              					 
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	
                           Connection to the AWDB for authentication and authorization of
                              						agents and supervisors 
                              					 
                           

                           
                        
                        
                     

                     
                     
                        	
                           CTI Server settings (Side A and B)

                           
                        
                        
                     

                     
                     
                        	
                           GED-188

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Side
                              						A: 
                              					 
                           

                           
                           					 
                           TCP
                              						420271 
                              					 
                           

                           
                           					 
                           Side
                              						B: 
                              					 
                           

                           
                           					 
                           TCP
                              						430271 
                              					 
                           

                           
                        
                        
                        	
                           Bidirectional

                           
                        
                        
                        	
                           Connection to the Agent PG for CTI Server events (such as
                              						Agents, Teams, Queues, and Call events) 
                              					 
                           

                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            1The ports listed
               		  are the default ports for these connections. You can use different ports than
               		  the ones specified in this table. 
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 5. Port Utilization in MediaSense
      

      
      
         
         	Port Utilization Table Columns

         
         	MediaSense Port Utilization

         
      

      
      
      
   
      
      
      Port Utilization Table Columns

      
         
            The columns in the
               		port utilization tables in this document describe the following: 
               	 
            

            
            
               	Listener (Process or Application Protocol)

               
               	
                  A value
                     				representing the server or application and where applicable, the open or
                     				proprietary application protocol. 
                     			 
                  

                  
               

               
               	Listener Protocol
                  			 and Port
               

               
               	
                  An identifier
                     				for the TCP or UDP port that the server or application is listening on, along
                     				with the IP address for incoming connection requests when acting as a server. 
                     			 
                  

                  
               

               
               	Remote Device 
                  		  (Process or Application Protocol)
               

               
               	
                  The remote
                     				application or device making a connection to the server or service specified by
                     				the protocol; or listening on the remote protocol and port. 
                     			 
                  

                  
               

               
               	Remote Protocol
                  			 and Port 
                  		  
               

               
               	
                  The
                     				identifier for the TCP or UDP port that the remote service or application is
                     				listening on, along with the IP address for incoming connection requests when
                     				acting as the server. 
                     			 
                  

                  
               

               
               	Traffic Direction

               
               	
                  The direction that traffic flows through the port: Inbound, Bidirectional, Outbound.

                  
               

               
            

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     The operating system dynamically assigns the source port
                        		  that the local application or service uses to connect to the destination port of a
                        		  remote device.   In most cases, this port is assigned randomly above TCP/UDP
                        		  1024.
                     

                     
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      MediaSense Port Utilization

      
         
            
            
               
                  MediaSense Port Utilization
                  
                     
                        	
                           Listener (Process or Application Protocol)

                           
                        
                        
                        	
                           Listener Protocol
                              			 and Port
                           

                           
                        
                        
                        	
                           Remote Device 
                              		  (Process or Application Protocol)
                           

                           
                        
                        
                        	
                           Remote Protocol
                              			 and Port 
                              		  
                           

                           
                        
                        
                        	
                           Traffic Direction

                           
                        
                        
                        	
                           Note

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                            HTTPS
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 443,
                              					 8443
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Web
                              					 browser
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           
                              					 Used by
                              					  Administration, serviceability
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           HTTPS
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           TCP 8440
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Client
                              					 application
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	
                           				  
                           Used by
                              					 API access
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            HTTPS 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 9443
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Client
                              					 application
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Used by
                              					 media service to redirect authenticated requests.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           HTTPS

                           
                        
                        
                        	
                           TCP 8446

                           
                        
                        
                        	
                           Web browser, API client

                           
                        
                        
                        	
                           Any

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                           Used by
                              					 Call control service.
                           

                           
                        
                        
                     

                     
                     
                        	
                           HTTPS

                           
                        
                        
                        	
                           TCP 9081 

                           
                        
                        
                        	
                           Client application

                           
                        
                        
                        	
                           Any

                           
                        
                        
                        	
                           

                           
                        
                        
                        	
                            Used by
                              					 media service to redirect authenticated requests.
                              				  
                           

                           
                        
                        
                     

                     
                     
                        	 
                           				  
                            HTTP 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 80,
                              					 8080 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Web
                              					 browser
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           
                              					 Used by
                              					 Administration, serviceability
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            HTTP
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 8081
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Web
                              					 browser, API client
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           Used by
                              					  Call
                              					 control service
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            HTTP
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 8085
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Another
                              					 CMS node
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           Used by
                              					 Call
                              					 control service
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            HTTP
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 8087
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           CMS
                              					 cluster nodes only
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Used by
                              					 System
                              					 service
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            HTTP
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 8088
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            CMS
                              					 cluster nodes only
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           
                              					 Used by
                              					 Configuration service 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            RTSP 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 554,
                              					 8554
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           RTSP media
                              					 player
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           Used by
                              					 SM agent
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            RTSP 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 9554
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Client
                              					 application or media player
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Used by
                              					 media service to redirect authenticated requests.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            SIP
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 5060 
                              				  
                           

                           
                           				  
                            UDP 5060
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Unified
                              					 Communications Manager or Unified Border Element
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 5060
                              				  
                           

                           
                           				  
                            UDP 5060 
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Call
                              					 control service.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            TCP/IP
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 1543
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            CMS
                              					 cluster nodes only 
                                 					  
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Used by
                              					 Informix ER to make connections between primary server and secondary servers. 
                              				  
                           

                           
                           				  
                           Used by
                              					 API service or configuration service to make JDBC connections with Informix. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           
                              					 Keep-alive heartbeats
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            UDP 8091
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            CMS
                              					 cluster nodes only
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            UDP 8091
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Used by a
                              					 call control service to detect availability of other call control services. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            JMS
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 61610
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           CMS
                              					 cluster nodes only
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           Used by
                              					  API
                              					 service
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            JMS
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 61612
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            CMS
                              					 cluster nodes only
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                           Used by
                              					 Call
                              					 control service
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            JMS
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            TCP 61616
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            CMS
                              					 cluster nodes only 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Used by
                              					 SM agent
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Ephemeral
                              					 port range 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            UDP 32768
                              					 - 61000
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Phone or
                              					 gateway that sends RTP media streams.
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Any
                              				  
                           

                           
                           				
                        
                        
                        	
                           

                           
                        
                        
                        	 
                           				  
                            Range of
                              					 ports used by media service to receive RTP media streams. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 6. Port Utilization in SocialMiner
      

      
      
         
         	Port Utilization Table Columns

         
         	SocialMiner Port Utilization

         
      

      
      
      
   
      
      
      Port Utilization Table Columns

      
         
            The columns in the
               		port utilization tables in this document describe the following: 
               	 
            

            
            
               	Listener (Process or Application Protocol)

               
               	
                  A value
                     				representing the server or application and where applicable, the open or
                     				proprietary application protocol. 
                     			 
                  

                  
               

               
               	Listener Protocol
                  			 and Port
               

               
               	
                  An identifier
                     				for the TCP or UDP port that the server or application is listening on, along
                     				with the IP address for incoming connection requests when acting as a server. 
                     			 
                  

                  
               

               
               	Remote Device 
                  		  (Process or Application Protocol)
               

               
               	
                  The remote
                     				application or device making a connection to the server or service specified by
                     				the protocol; or listening on the remote protocol and port. 
                     			 
                  

                  
               

               
               	Remote Protocol
                  			 and Port 
                  		  
               

               
               	
                  The
                     				identifier for the TCP or UDP port that the remote service or application is
                     				listening on, along with the IP address for incoming connection requests when
                     				acting as the server. 
                     			 
                  

                  
               

               
               	Traffic Direction

               
               	
                  The direction that traffic flows through the port: Inbound, Bidirectional, Outbound.

                  
               

               
            

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     The operating system dynamically assigns the source port
                        		  that the local application or service uses to connect to the destination port of a
                        		  remote device.   In most cases, this port is assigned randomly above TCP/UDP
                        		  1024.
                     

                     
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SocialMiner Port
         	 Utilization
      

      
         
            		
            
            
               
                  SocialMiner
                        		  Port Utilization
                  
                     
                        	
                           				  
                           Listener
                              					 (Process or Application Protocol)
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Listener
                              					 Protocol and Port
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Remote
                              					 Device (Process or Application Protocol)
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Remote
                              					 Protocol and Port 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Traffic
                              					 Direction
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Notes
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Email
                              					 notifications 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Port 25 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Outward,
                              					 from SocialMiner to the configured email server. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           SocialMiner communicates with the configured email server (that
                              					 can be in the corporate intranet or on the internet) to send email
                              					 notifications. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           HTTP 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Port 80 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Bidirectional 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Used for unsecure (HTTP) traffic:  

                           
                           								
                           
                              	
                                 										
                                 From the SocialMiner user interface (browser) or APIs to the SocialMiner server. 

                                 

                                 
                                 									
                              

                              
                              	
                                 										
                                 From the SocialMiner server to the internet. SocialMiner communicates outward to the internet to fetch social contact information
                                    (such as Facebook posts and tweets) over HTTP. 
                                 

                                 

                                 
                                 									
                              

                              
                              	
                                 										
                                 From the internet or corporate website to the SocialMiner server. SocialMiner receives incoming chat and callback requests
                                    from the internet or corporate website over HTTP. 
                                 

                                 

                                 
                                 									
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           HTTPS 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Port 443 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Bidirectional 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Used for secure (HTTPS) traffic:  

                           
                           								
                           
                              	
                                 										
                                 From the SocialMiner user interface (browser) or APIs to the SocialMiner server. 

                                 

                                 
                                 									
                              

                              
                              	
                                 										
                                 From the SocialMiner server to the internet. SocialMiner communicates outward to the internet to fetch social contact information
                                    (such as Facebook posts and tweets) over HTTPS. 
                                 

                                 

                                 
                                 									
                              

                              
                              	
                                 										
                                 From the internet or corporate website to the SocialMiner server. SocialMiner receives incoming chat and callback requests
                                    from the internet or corporate website over HTTPS. 
                                 

                                 

                                 
                                 									
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                            Email
                              					 notifications SSL/TLS 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Port 465
                              					 (configurable) 
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Outward,
                              					 from SocialMiner to the configured email server. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           SocialMiner communicates with the configured email server (that
                              					 can be in the corporate intranet or on the internet) to send email
                              					 notifications. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Email
                              					 (SMTP)
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Port 587
                              					 (configurable in Unified CCX Administration)
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Outward,
                              					 from SocialMiner to the Exchange Server.
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Used by
                              					 the Email Reply API to send email.
                              				  
                           

                           
                           				  
                           The
                              					 Email Reply API uses SMTP to send a response to a customer email message.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Email
                              					 (secure IMAP/IMAPS)
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Port 993
                              					 (configurable in Unified CCX Administration)
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Outward,
                              					 from SocialMiner to the Exchange Server.
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Used by
                              					 email feeds to retrieve email.
                              				  
                           

                           
                           				  
                           IMAPS
                              					 allows email feeds to fetch email from the Exchange Servers and allows the
                              					 Email Reply API to retrieve email and save draft email messages.
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                           Inward,
                              					 from CUIC to the SocialMiner server. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           CUIC
                              					 communicates with SocialMiner to gather reporting information. 
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                           Outward,
                              					 from SocialMiner to the configured Active Directory host 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           SocialMiner communicates outward to the configured Active
                              					 Directory host for unsecure Active Directory connections. 
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                           Outward,
                              					 from SocialMiner to the configured Active Directory host 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           SocialMiner communicates outward to the configured Active
                              					 Directory host for secure Active Directory connections. 
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                              					 notifications using an external XMPP server 
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                              					 from SocialMiner to the configured XMPP Notifications server. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           SocialMiner communicates with the configured XMPP Notifications
                              					 server (that can be in the corporate intranet or on the internet) to send XMPP
                              					 (IM) notifications. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Notification Service (XMPP eventing over TCP sockets) 
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                              					 from CCX to the SocialMiner server. 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           SocialMiner listens for incoming TCP socket connections to
                              					 register and receive XMPP events. Unified CCX uses this port to receive social
                              					 contact events. 
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                              					 and chat (BOSH) 
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                           The
                              					 unsecure BOSH connection supports eventing and chat communication between the
                              					 SocialMiner user interface and the SocialMiner server. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Eventing
                              					 and chat (secure BOSH) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                            Port
                              					 7443 is used for secure BOSH connections to the XMPP eventing server. 
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                           The
                              					 secure BOSH connection supports eventing and chat communication between the
                              					 SocialMiner user interface and the SocialMiner server. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 7. Port Utilization in Unified Intelligence Center
      

      
      
         
         	Port Utilization Table Columns

         
         	Unified Intelligence Center Port Utilization

         
      

      
      
      
   
      
      
      Port Utilization Table Columns

      
         
            The columns in the
               		port utilization tables in this document describe the following: 
               	 
            

            
            
               	Listener (Process or Application Protocol)

               
               	
                  A value
                     				representing the server or application and where applicable, the open or
                     				proprietary application protocol. 
                     			 
                  

                  
               

               
               	Listener Protocol
                  			 and Port
               

               
               	
                  An identifier
                     				for the TCP or UDP port that the server or application is listening on, along
                     				with the IP address for incoming connection requests when acting as a server. 
                     			 
                  

                  
               

               
               	Remote Device 
                  		  (Process or Application Protocol)
               

               
               	
                  The remote
                     				application or device making a connection to the server or service specified by
                     				the protocol; or listening on the remote protocol and port. 
                     			 
                  

                  
               

               
               	Remote Protocol
                  			 and Port 
                  		  
               

               
               	
                  The
                     				identifier for the TCP or UDP port that the remote service or application is
                     				listening on, along with the IP address for incoming connection requests when
                     				acting as the server. 
                     			 
                  

                  
               

               
               	Traffic Direction

               
               	
                  The direction that traffic flows through the port: Inbound, Bidirectional, Outbound.
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Note
                  	



                     The operating system dynamically assigns the source port
                        		  that the local application or service uses to connect to the destination port of a
                        		  remote device.   In most cases, this port is assigned randomly above TCP/UDP
                        		  1024.
                     

                     
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Unified
         	 Intelligence Center Port Utilization
      

      
          
            		
            
            
               
                   Web Requests
                        		  to Cisco Unified Intelligence Center and Operation Administration Maintenance
                        		  and Provisioning (OAMP)
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                              					 (Process or Application Protocol) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Listener
                              					 Protocol and Port 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Remote
                              					 Device (Process or Application Protocol) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Remote
                              					 Protocol and Port 
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                              					 Direction 
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                              					 Intelligence Center 
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                           HTTP -
                              					 Unified Intelligence Center 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           TCP 8444 
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                              					 Unified Intelligence Center 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            		 
            		
            
            
               
                  Intracluster
                        		  Ports Between Cisco Unified Intelligence Center
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                              					 (Process or Application Protocol) 
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                              					 Device (Process or Application Protocol) 
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                           Notes 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Platform
                              					 (DB) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           TCP 1500 -
                              					 1501 
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                              					 (DB) 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           IDS
                              					 access and replication (but not open to external access) 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Platform
                              					 (Tomcat)
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                              					 monitor for Real Time Monitoring Service 
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                              					 (Tomcat)
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                            SOAP
                              					 monitor for Performance Monitor Service 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Platform
                              					 (Tomcat)
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                              					 monitor for Control Center Service 
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            For more
               		  information on other port usages, see: 
               		  http:/​/​www.cisco.com/​c/​en/​us/​support/​unified-communications/​unified-communications-manager-callmanager/​products-maintenance-guides-list.html 
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