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Bug Search Tool
The system grades known problems (bugs) per severity level. These release notes contain descriptions of the
following bug levels:

• All severity level 1 or 2 bugs

• Significant severity level 3 bugs

• All customer-found bugs

You can search for open and resolved caveats of any severity for any release using the Cisco Bug Search tool,
an online tool available for customers to query defects according to their own needs.

To access the Cisco Bug Search tool, you need the following items:

• Internet connection

• Web browser

• Cisco.com user ID and password

Follow these steps to use Cisco Bug Search tool:

1. Access the Cisco Bug Search tool: https://tools.cisco.com/bugsearch/.

2. Log in with your Cisco.com user ID and password.

3. If you are looking for information about a specific problem, enter the bug ID number in the Search for:
field and click Go.

Click Help on the Bug Search page for information about how to search for bugs, create saved searches, and
create bug groups.

Tip
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Resolved Caveats
You can find the latest resolved caveat information for Unified CommunicationsManager and IM and Presence
Service by using the Bug Search tool, an online tool available for customers to query defects according to
their own needs.

• You need an account with Cisco.com to use the Bug Search tool to find open and resolved caveats of
any severity for any release.

• You can search for Unified Communications Manager and IM and Presence Service by selecting
“Model/SW Family” in the Product drop-down list, and entering “Cisco Unified Communications” or
“Cisco Unified Communications Manager IM & Presence Service”, and allowing the Bug Search Tool
to suggest products.

Tip

Open Caveats

Caveats

Open Caveats for Cisco Unified Communications Manager, Release 10.5(2)
Table 1: Open Caveats for Unified Communications Manager, Release 10.5(2)

HeadlineComponentSeverityIdentifier

Scheduled
TraceCollection hangs
indefinitely after SFTP
down temporarily

ccm-serviceability3CSCur55953

CUCM Admin, axl,
serviceability Vulnerable
to CSRF Attack

cmui3CSCuo95791

Client can control SQL
data in CCMAdmin find
list operations

cmui3CSCup27727

Self signed cert not
deleted from Db when
multi-service cert is
uploaded

cpi-cert-mgmt3CSCur79530

Increase size of common
partition

cpi-os3CSCuq77421
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HeadlineComponentSeverityIdentifier

not able to add CM
instance in ELM/PLM
when set accountlocking
is enable

cpi-platform-api3CSCur59586

Evaluation of SSLv3
POODLE vulnerability

cpi-security3CSCur23720

Ad-hoc Conference, B get
reorder, in
DOSIPTrunk---SME---DualStackV6Trunk

cp-mediacontrol3CSCur30029

Malformed or Missing
Fast Start element in
H225 CONNECT
message

cp-mediacontrol3CSCur37231

MOH resource(streams)
are not released after the
session is closed.

cp-mediacontrol3CSC uq94353

SDL Signaling delay may
cause intermittent
Rendezvous Call failures

cp-sip-trunk3CSCup27824

Potentially unsafe
permissions on Tomcat
directories

cuc-tomcat3CSCun74317

CUCMDNAApplication
Vulnerable to CSRF
Attack

dna-ui3CSCuo95847

CUCM10.5Multi-Server
CallManager cert
disallows changing
security mode

security3CSCuq02712

Open Caveats for IM and Presence Service, Release 10.5(2)
The following table lists open caveats that may cause unexpected behavior in the latest IM and Presence
Service release. These caveats may also be open in previous releases. Bugs are listed in alphabetical order by
component and then in numerical order by severity.
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HeadlineComponentSeverityIdentifier

Cisco XCPRouter service
wont start due to bad
internal configuration

This Open
Caveat applies
to Release
10.5(2b).

Note

cupxcpconfig3CSCus61289

Script to automate
commits to multiple
branches

build_package6CSCub71927

CUPS 8.6.4 is causing
core dump with RCC

ctigw3CSCua73880

XCPConfigManager and
XCP Services not Starting
on IM&P

cupxcpconfig2CSCur25679

Slow deleting of records
in enduser table

database3CSCup59213

Presence Engine produces
a core dump when
disabling calendaring for
user

epe3CSCul10506

HA: IMDB replication
overwriting user presence
after split brain recover

epe3CSCuo04714

"User Must Change at
Next Login" does not
work correctly for IM/P
webapp

gui3CSCur11673

Delay in
CommonIPPMUtilities
functions for retrieving
node/subcluster

gui3CSCur78935

IM&P - External Database
schema verification failed

gui3CSCur24611

AFT Troubleshooter -
SSH to Ext File Server
intermittently times out

gui-admin2CSCuq70164

OutofBoundsException
when special characters
on CUP admin screens

gui-admin3CSCur06849
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HeadlineComponentSeverityIdentifier

Localization issue can be
seen under useflow
Systems->Notifications

gui-localization3CSCur41118

Serviceabillity UI not
working with CA signed
Tomcat Certs

gui-serviceability3CSCuq62738

CUP goes to bad state
sinceCUP upgradedwhile
CUCM is being upgraded

install3CSCur66516

Sub IM&P 10.5.2 install
doesn't continue using
Touchless install feature

install3CSCur87481

Update PWS Developer
Cookbook/Guide with
latest PIDF examples

pws3CSCuq83048

IM&P server is vulnerable
to user enumeration

security3CSCur63497

Certificate Exception seen
in Serviceability due to
Connection refusal

security3CSCur85651

RTMT - XCP AFT logs
filtering not happening
w.r.t relative timings

serviceability3CSCur77947

Config agent core on
startup in the SONA
library

sona3CSCuo56545

File Transfer fails
intermittently

xcp-aft3CSCur36978

Ext FS almost full - empty
file gets uploaded but
success is returned

xcp-aft3CSCur38619

CUP: Jabber CM Web
Application Memory
Exhaustion Vulnerability

xcp-connmgr3CSCug38080

70% reduction in login
throughput if IC peer is
not contactable

xcp-router3CSCun59316
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HeadlineComponentSeverityIdentifier

MDNS recovery after
network down taking too
long

xcp-router3CSCuo04591

IM&P system restart
operation getting struck

xcp-router3CSCur89511

TC crashes when chat
room destroyed with
third-party compliance
enabled

xcp-textconf2CSCur92905
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