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     [bookmark: pgfId-444242][bookmark: 69637]Overview 
 
     [bookmark: pgfId-444243]Cisco UCS Manager PowerTool is a PowerShell module which helps automate all aspects of Cisco UCS Manager including server, network, storage and hypervisor management. PowerTool enables easy integration with existing IT management processes and tools.
 
     [bookmark: pgfId-444244]The PowerTool cmdlets work on the UCS Manager’s Management Information Tree (MIT), performing create, modify or delete actions on the Managed Objects (MO) in the tree. The next chapter provides an overview of the Cisco UCS Management Information Model (MIM) and relation of PowerTool cmdlets with it.
 
     [bookmark: pgfId-444245]One of the easiest ways to learn UCS configuration through PowerTool is to generate PowerTool cmdlets, for configuration actions performed with the GUI, using the ConvertTo-UcsCmdlet described in “PowerTool Cmdlet Generation” section section.
 
   
 
    
     [bookmark: pgfId-444250][bookmark: 54101]Management Information Model 
 
     [bookmark: pgfId-444251]All the physical and logical components that comprise a Cisco UCS domain are represented in a hierarchical Management Information Model (MIM), referred to as the Management Information Tree (MIT). Each node in the tree represents a Managed Object (MO), uniquely identified by its Distinguished Name (DN). Figure 1 illustrates the MIM.
 
     [bookmark: pgfId-444256]Figure 1 [bookmark: 29068]Management Information Model
 
     [bookmark: pgfId-444260]
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     [bookmark: pgfId-444262]The following illustration shows a sample (partial) MIT for three chassis.
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          [bookmark: pgfId-444267]Distinguished Name
         
  
       
 
        
        	 [bookmark: pgfId-444269]|— sys 
  [bookmark: pgfId-444270] |— chassis-1
  [bookmark: pgfId-444271] |— chassis-2 
  [bookmark: pgfId-444272] |— chassis-3 
  [bookmark: pgfId-444273] |— blade-1
  [bookmark: pgfId-444274] | |— adaptor-1
  [bookmark: pgfId-444275] |— blade-2
  [bookmark: pgfId-444276] |— adaptor-1 
  [bookmark: pgfId-444277] |— adaptor-2 
  
        	 [bookmark: pgfId-444279]sys 
  [bookmark: pgfId-444280]sys/chassis-1 
  [bookmark: pgfId-444281]sys/chassis-2 
  [bookmark: pgfId-444282]sys/chassis-3 
  [bookmark: pgfId-444283]sys/chassis-3/blade-1 
  [bookmark: pgfId-444284]sys/chassis-3/blade-1/adaptor-1 
  [bookmark: pgfId-444285]sys/chassis-3/blade-2 
  [bookmark: pgfId-444286]sys/chassis-3/blade-2/adaptor-1 
  [bookmark: pgfId-444287]sys/chassis-3/blade-2/adaptor-2 
  
       
 
      
     
 
    
 
     
      [bookmark: pgfId-444289]Managed Objects 
 
      [bookmark: pgfId-444290]Managed Objects (MO) are abstractions of Cisco UCS domain resources, such as fabric interconnects, chassis, blades, and rack-mounted servers. Managed Objects represent any physical or logical entity that is configured / managed in the Cisco UCS MIT. For example, physical entities such as Servers, Chassis, I/O cards, Processors and logical entities such as resource pools, user roles, service profiles, and policies are represented as managed objects.
 
      [bookmark: pgfId-444291]Figure 2 Managed Objects
 
      [bookmark: pgfId-444295]
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      [bookmark: pgfId-444296]Every managed object is uniquely identified in the tree with its Distinguished Name (Dn) and can be uniquely identified within the context of its parent with its Relative Name (Rn). The Dn identifies the place of the MO in the MIT. A Dn is a concatenation of all the relative names starting from the root to the MO itself. Essentially, Dn = [Rn]/[Rn]/[Rn]/…/[Rn]. 
 
      [bookmark: pgfId-444297]In the example below, Dn provides a fully qualified name for adaptor-1 in the model.
 
     
      [bookmark: pgfId-444298]< dn = “sys/chassis-5/blade-2/adaptor-1” />
     

     
      [bookmark: pgfId-444299]
     

      [bookmark: pgfId-444300]The above written Dn is composed of the following Rn:
 
     
      [bookmark: pgfId-444301]topSystem MO: rn="sys" equipmentChassis MO: rn="chassis-<id>" computeBlade MO: rn ="blade-<slotId>" adaptorUnit MO: rn="adaptor-<id>"
     

     
      [bookmark: pgfId-444302]
     

      [bookmark: pgfId-444303]A Relative Name (Rn) may have the value of one or more of the MO’s properties embedded in it. This allows in differentiating multiple MOs of the same type within the context of the parent. Any properties that form part of the Rn as described earlier are referred to as Naming properties.
 
      [bookmark: pgfId-444304]For instance, multiple blade MOs reside under a chassis MO. The blade MO contains the blade identifier as part of its Rn (blade-[Id]), thereby uniquely identifying each blade MO in the context of a chassis. 
 
    
 
     
      [bookmark: pgfId-444305]References to Managed Objects 
 
      [bookmark: pgfId-444306]The contents of the managed objects are referred to during the operation of Cisco UCS. Some of the MOs are referred to implicitly (PreLoginBanner during login) or as part of deployment of another MO (The Service Profile MO may refer to a template or a VNIC refers to a number of VLAN MOs).
 
      [bookmark: pgfId-444307]The different types of references can be classified as shown below:
 
      [bookmark: pgfId-444308]Figure 3 References to Managed Objects
 
      [bookmark: pgfId-444312]
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      [bookmark: pgfId-444313]A singleton MO type is found at most once in the entire MIT and is typically referred to implicitly.
 
      [bookmark: pgfId-444314]Non-Singleton MO type may be instantiated one or more times in the MIT. In many cases, when an MO refers to another, the reference is made by name. Depending on the type of the referenced MO, the resolution may be hierarchical. For instance, a service profile template is defined under an org. Since an org may contain sub-orgs, a sub org may have a service profile template defined with the same name. Now, when a service profile instance refers to a service profile template (by name), the name is looked up hierarchically from the org of the service profile instance up until the root org. The first match is used. If no match is found, the name “default” is looked up in the similar way and the first such match is used.
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         	 [bookmark: pgfId-444321]Singleton
  
         	 [bookmark: pgfId-444323]ChassisDiscoveryPolicy
  [bookmark: pgfId-444324]PreLoginBanner
  
        
 
         
         	 [bookmark: pgfId-444326]Non-Singleton / Named / Non-Hierarchical
  
         	 [bookmark: pgfId-444328]CallHomePolicy
  
        
 
         
         	 [bookmark: pgfId-444330]Non-Singleton / Named / Hierarchical
  
         	 [bookmark: pgfId-444332]BiosPolicy
  [bookmark: pgfId-444333]BootPolicy
  
        
 
         
         	 [bookmark: pgfId-444335]Non-Singleton / Contained
  
         	 [bookmark: pgfId-444337]BootDefinition under LsServer (ServiceProfile)
  [bookmark: pgfId-444338]VnicEtherIf under VnicEther
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-444340]Properties of Managed Objects 
 
      [bookmark: pgfId-444341]Properties of Managed Objects may be classified as Configuration or Operational. 
 
      [bookmark: pgfId-444342]Configuration properties may be classified as:
 
      
      	 [bookmark: pgfId-444343]Naming properties: Form part of the Rn. Needs to be specified only during MO creation and cannot be modified later. 
 
      	 [bookmark: pgfId-444344]Create-Only properties: May be specified only during MO creation and cannot be modified later. If the property is not specified, a default value is assumed. 
 
      	 [bookmark: pgfId-444345]Read / Write properties: May be specified during MO creation and can also be modified subsequently.
 
     
 
      [bookmark: pgfId-444346]Operational properties indicate the current status of the MO / system and are hence read-only.
 
      [bookmark: pgfId-444347]Figure 4 Properties of Managed Objects
 
      [bookmark: pgfId-444351]
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      [bookmark: pgfId-444352]The table below lists the examples of the various property types.
 
      
       
       
         
         	 
           
           [bookmark: pgfId-444355]Property Type
          
  
         	 
           
           [bookmark: pgfId-444357]Example
          
  
        
 
         
         	 [bookmark: pgfId-444359]Naming
  
         	 [bookmark: pgfId-444361]Name in LsServer (Service Profile MO)
  
        
 
         
         	 [bookmark: pgfId-444363]Create-Only
  
         	 [bookmark: pgfId-444365]Type in LsServer
  
        
 
         
         	 [bookmark: pgfId-444367]Read / Write
  
         	 [bookmark: pgfId-444369]Description in LsServer
  
        
 
         
         	 [bookmark: pgfId-444371]Read-Only
  
         	 [bookmark: pgfId-444373]OperState in LsServer
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-444375]Methods
 
      [bookmark: pgfId-444376]Methods are Cisco UCS XML APIs used to manage and monitor the system. There are methods supported for:
 
      
      	 [bookmark: pgfId-444377]Authentication 
 
      	 [bookmark: pgfId-444378]AaaLogin 
 
      	 [bookmark: pgfId-444379]AaaRefresh 
 
      	 [bookmark: pgfId-444380]AaaLogout 
 
      	 [bookmark: pgfId-444381]Configuration 
 
      	 [bookmark: pgfId-444382]ConfigConfMo(s)
 
      	 [bookmark: pgfId-444383]LsClone 
 
      	 [bookmark: pgfId-444384]LsInstantiate* 
 
      	 [bookmark: pgfId-444385]FaultAckFaults 
 
      	 [bookmark: pgfId-444386]Query 
 
      	 [bookmark: pgfId-444387]ConfigResolveDn(s) 
 
      	 [bookmark: pgfId-444388]ConfigResolveClass(es) 
 
      	 [bookmark: pgfId-444389]ConfigResolveChildren
 
      	 [bookmark: pgfId-444390]Event Monitor 
 
      	 [bookmark: pgfId-444391]EventSubscribe
 
     
 
      [bookmark: pgfId-444392]The class query methods (ConfigResolveClass(es), ConfigResolveChildren) allow a filter to be specified so that a specific set of MOs are matched and returned by the method.
 
      [bookmark: pgfId-444393]The supported filters are:
 
      
      	 [bookmark: pgfId-444439]Property Filters: 
 
       
        
        
          
          	 
            
            [bookmark: pgfId-444396]Supported Filter
           
  
          	 
            
            [bookmark: pgfId-444398]Definition
           
  
         
 
          
          	 [bookmark: pgfId-444400]allbits
  
          	 [bookmark: pgfId-444402]Match if all specified values present in a multi-valued property 
  
         
 
          
          	 [bookmark: pgfId-444404]anybit
  
          	 [bookmark: pgfId-444406]Match if any of the specified values present in a multi-valued property 
  
         
 
          
          	 [bookmark: pgfId-444408]bw
  
          	 [bookmark: pgfId-444410]Match if the property’s value lies between the two values specified
  
         
 
          
          	 [bookmark: pgfId-444412]eq
  
          	 [bookmark: pgfId-444414]Match if property’s value is the same as the specified value 
  
         
 
          
          	 [bookmark: pgfId-444416]ge
  
          	 [bookmark: pgfId-444418]Match if property’s value is greater than or equal to the specified value 
  
         
 
          
          	 [bookmark: pgfId-444420]gt
  
          	 [bookmark: pgfId-444422]Match if property’s value is greater than the specified value
  
         
 
          
          	 [bookmark: pgfId-444424]le
  
          	 [bookmark: pgfId-444426]Match if property’s value is lesser than or equal to the specified value 
  
         
 
          
          	 [bookmark: pgfId-444428]lt
  
          	 [bookmark: pgfId-444430]Match if property’s value is lesser than the specified value 
  
         
 
          
          	 [bookmark: pgfId-444432]ne
  
          	 [bookmark: pgfId-444434]Match if property’s value is not equal to the specified value 
  
         
 
          
          	 [bookmark: pgfId-444436]wcard
  
          	 [bookmark: pgfId-444438]Match if property’s value matches the pattern specified
  
         
 
        
       
 
      
 
      	 [bookmark: pgfId-444457]Composite Filters (Acts on sub-filters) 
 
       
        
        
          
          	 
            
            [bookmark: pgfId-444442]Composite Filter
           
  
          	 
            
            [bookmark: pgfId-444444]Definition
           
  
         
 
          
          	 [bookmark: pgfId-444446]not
  
          	 [bookmark: pgfId-444448]Negates result of sub-filter 
  
         
 
          
          	 [bookmark: pgfId-444450]and
  
          	 [bookmark: pgfId-444452]True, if all the sub-filters return true 
  
         
 
          
          	 [bookmark: pgfId-444454]or
  
          	 [bookmark: pgfId-444456]True, if any of the sub-filters return true 
  
         
 
        
       
 
      
 
     
 
    
 
     
      [bookmark: pgfId-444458]PowerTool Mapping 
 
      [bookmark: pgfId-444459]All but about 30 of the PowerTool cmdlets are generated from the MO specification. A convenient noun is used in place of the type (ServiceProfile instead of LsServer etc.). Get, Add, Set, Remove cmdlets or a subset is generated for the various MO types. All cmdlets support the Xml parameter, which dumps the Xml request and response on the screen.
 
      —Uses the ConfigConfMo(s) method with MO status “created” along with the specified property values. If the ModifyPresent parameter is specified, status “created, modified” is specified instead. If the Force parameter is specified, there will be no prompt for confirmation.
 
      —Use the ConfigResolveClass method to retrieve MOs. If any property parameters are specified, they are used to generate “eq” filters. If multiple property parameters are specified, the multiple “eq” filters are combined with a “and” filter.
 
      —Uses the ConfigConfMo(s) method with MO status “modified” along with the specified property values. If the Force parameter is specified, there will be no prompt for confirmation.
 
      —Uses the ConfigConfMo(s) method with MO status “deleted”. If the Force parameter is specified, there will be no prompt for confirmation.
 
      [bookmark: pgfId-444464]The table below lists the properties that can be specified for a given Verb: 
 
      
       
       
         
         	 
           
           [bookmark: pgfId-444467]Property
          
  
         	 
           
           [bookmark: pgfId-444469]Get
          
  
         	 
           
           [bookmark: pgfId-444471]Add
          
  
         	 
           
           [bookmark: pgfId-444473]Set
          
  
        
 
         
         	 [bookmark: pgfId-444475]Naming
  
         	 [bookmark: pgfId-444477]Yes (Positional)
  
         	 [bookmark: pgfId-444479]Yes (Positional
  
         	 [bookmark: pgfId-444481]No
  
        
 
         
         	 [bookmark: pgfId-444483]Create-Only
  
         	 [bookmark: pgfId-444485]Yes
  
         	 [bookmark: pgfId-444487]Yes
  
         	 [bookmark: pgfId-444489]No
  
        
 
         
         	 [bookmark: pgfId-444491]Read-Write
  
         	 [bookmark: pgfId-444493]Yes
  
         	 [bookmark: pgfId-444495]Yes
  
         	 [bookmark: pgfId-444497]Yes
  
        
 
         
         	 [bookmark: pgfId-444499]Operational / Read-Only
  
         	 [bookmark: pgfId-444501]Yes
  
         	 [bookmark: pgfId-444503]No
  
         	 [bookmark: pgfId-444505]No
  
        
 
       
      
 
     
 
      [bookmark: pgfId-444507]The table below lists the types that can come down the pipeline for corresponding cmdlets:
 
      
       
       
         
         	 
           
           [bookmark: pgfId-444510]Verb / Type
          
  
         	 
           
           [bookmark: pgfId-444512]Pipeline Input
          
  
        
 
         
         	 [bookmark: pgfId-444514]Get
  
         	 [bookmark: pgfId-444516]Singleton – none Non-singleton – Parent Type
  
        
 
         
         	 [bookmark: pgfId-444518]Add
  
         	 [bookmark: pgfId-444520]Singleton – none Non-singleton – Parent Type 
  
        
 
         
         	 [bookmark: pgfId-444522]Set
  
         	 [bookmark: pgfId-444524]MO has naming property – Same Type MO has no naming property – Same or Parent Type
  
        
 
         
         	 [bookmark: pgfId-444526]Remove
  
         	 [bookmark: pgfId-444528]Same Type
  
        
 
       
      
 
     
 
      [bookmark: pgfId-444530]The table below lists the methods invoked to generate the required XML requests:
 
      
       
       
         
         	
           
           [bookmark: pgfId-444533]Cmdlet 
          
  
         	
           
           [bookmark: pgfId-444535]Method 
          
  
        
 
         
         	 [bookmark: pgfId-444541]Add-Ucs1
  
  
         	 [bookmark: pgfId-444547]ConfigConfMos 
  
        
 
         
         	 
  
         	 [bookmark: pgfId-444554]ConfigResolveClass with filters 
  
        
 
         
         	 [bookmark: pgfId-444556]Get-UcsManagedObject -ClassId 
  
         	 [bookmark: pgfId-444558]ConfigResolveClass 
  
        
 
         
         	 [bookmark: pgfId-444560]Get-UcsManagedObject –ClassId -Dnlist 
  
         	 [bookmark: pgfId-444562]ConfigFindDnsByClassId 
  
        
 
         
         	 [bookmark: pgfId-444564]Get-UcsManagedObject –Dn 
  
         	 [bookmark: pgfId-444566]ConfigResolveDns 
  
        
 
         
         	 [bookmark: pgfId-444568]Connect-Ucs 
  
         	 [bookmark: pgfId-444570]AaaLogin 
  
        
 
         
         	 [bookmark: pgfId-444572]Disconnect-Ucs 
  
         	 [bookmark: pgfId-444574]AaaLogout 
  
        
 
         
         	 
  
         	 [bookmark: pgfId-444581]AaaRefresh 
  
        
 
         
         	 [bookmark: pgfId-444583]Copy-UcsServiceProfile 
  
         	 [bookmark: pgfId-444585]LsClone 
  
        
 
         
         	 [bookmark: pgfId-444587]Add-UcsServiceProfileFromTemplate
  
         	 [bookmark: pgfId-444589]LsInstantiateTemplate, 
  [bookmark: pgfId-444590]LsInstantiateNTemplate,
  [bookmark: pgfId-444591]LsInstantiateNNamedTemplate
  
        
 
         
         	 [bookmark: pgfId-444593]Get-UcsChild 
  
         	 [bookmark: pgfId-444595]ConfigResolveChildren 
  
        
 
         
         	 [bookmark: pgfId-444597]Acknowledge-UcsFault 
  
         	 [bookmark: pgfId-444599]FaultAckFaults 
  
        
 
         
         	 [bookmark: pgfId-444601]Start-UcsKvmSession
  
         	 [bookmark: pgfId-444603]AaaGetNComputeAuthTokenByDn
  
        
 
         
         	 [bookmark: pgfId-444605]Watch-Ucs 
  
         	 [bookmark: pgfId-444607]EventSubscribe (First Watcher) 
  
        
 
         
         	 [bookmark: pgfId-444609]Clear-UcsStatistics
  
         	 [bookmark: pgfId-444611]StatsClearInterval
  
        
 
         
         	 [bookmark: pgfId-444613]Get-UcsTransactionImpact
  
         	 [bookmark: pgfId-444615]ConfigEstimateImpact
  
        
 
       
      
 
     
 
      
      
        
        	 1.[bookmark: pgfId-444540][bookmark: 32513]This is not a cmdlet. It is a background service.
 1.[bookmark: pgfId-444540][bookmark: 32513]This is not a cmdlet. It is a background service.
  
       
 
      
     
 
      [bookmark: pgfId-447475]Get-UcsCmdletMeta is useful cmdlet to explore the MO types, the corresponding nouns, supported Verbs, properties of the MOs, the details of properties including the type (Naming, Read/Write etc.) and the version of UCS Manager the property was introduced in etc.
 
    
 
   
 
    
     [bookmark: pgfId-447477][bookmark: 37194]System Requirements
 
     [bookmark: pgfId-447506]Before installing Cisco UCS Manager PowerTool, ensure that the system meets the following requirements:
 
     
     	 [bookmark: pgfId-447507]Windows PowerShell 2.0 or above must be installed on the system
 
     	 [bookmark: pgfId-447508].NET Framework Version 2.0 SP1 (or later)
 
    
 
     
      [bookmark: pgfId-447509]Cisco UCS Manager
 
      [bookmark: pgfId-447510]Cisco UCS Manager PowerTool is compatible with the following Cisco UCS Manager releases:
 
      
      	 [bookmark: pgfId-447511]Release 3.0
 
      	 [bookmark: pgfId-447512]Release 2.5
 
      	 [bookmark: pgfId-447513]Release 2.2
 
      	 [bookmark: pgfId-447514]Release 2.1
 
      	 [bookmark: pgfId-447515]Release 2.0
 
     
 
    
 
     
      [bookmark: pgfId-447516]Windows PowerShell Requirements
 
      
      	 [bookmark: pgfId-447517]Cisco UCS Manager PowerTool supports Windows PowerShell 2.0 and later.
 
     
 
    
 
   
 
    
     [bookmark: pgfId-447490][bookmark: 50369]Installation
 
     [bookmark: pgfId-447045]Before installing Cisco UCS Manager PowerTool, you must do the following:
 
     
     	 [bookmark: pgfId-447046]Close any instances of PowerShell running with the PowerTool module loaded.
 
     	 [bookmark: pgfId-447048]Uninstall all versions of Cisco UCS Power Tool that are older than Cisco UCS Manager PowerTool, Release 0.9.1.0. 
 
    
 
     
      [bookmark: pgfId-446919]Installation
 
     
 
      Step 1[image: ] Download and launch the installer. 
 
      to add a shortcut on the desktop. 
 
    
 
     
      [bookmark: pgfId-444627]Getting Started 
 
     
 
      from the desktop shortcut. 
 
      [bookmark: pgfId-444629]Step 2[image: ] View all cmdlets, functions, and aliases supported by the Cisco UCS Manager PowerTool. 
 
     
      [bookmark: pgfId-444630]Get-Command -Module CiscoUcsPS 
     

     
      [bookmark: pgfId-444631]Get-Command -Module CiscoUcsPS | group CommandType 
     

     
      [bookmark: pgfId-444632]Get-Command -Module CiscoUcsPS | measure
     

     
      [bookmark: pgfId-444633]
     

      [bookmark: pgfId-444634]Step 3[image: ] Connect to a Cisco UCS domain. 
 
     
      [bookmark: pgfId-444635]$handle = Connect-Ucs <ip or hostname> -NotDefault 
     

      
       
     
 
     
 
     [bookmark: pgfId-444636]Note After logging on, by default, the Cisco UCS handle is added to the default Cisco UCS domain list, unless the -NotDefault option is specified. Every cmdlet that operates on a Cisco UCS domain takes the –Ucs parameter, where the handle can be specified.
 
     [bookmark: pgfId-444636]Note After logging on, by default, the Cisco UCS handle is added to the default Cisco UCS domain list, unless the -NotDefault option is specified. Every cmdlet that operates on a Cisco UCS domain takes the –Ucs parameter, where the handle can be specified.
 
      [bookmark: pgfId-444637]Step 4[image: ] Connect to a Cisco UCS domain using a proxy.
 
     
      [bookmark: pgfId-444638]$proxy = New-Object System.Net.WebProxy
     

     
      [bookmark: pgfId-444639]$proxy.Address = "http:\\<url>:<port>"
     

     
      [bookmark: pgfId-444640]$proxy.UseDefaultCredentials = $false
     

     
      [bookmark: pgfId-444641]$proxy.Credentials = New-Object System.Net.NetworkCredential("<user name>", "<password>")
     

     
      [bookmark: pgfId-444642]$handle = Connect-Ucs <ip or hostname> -Proxy $proxy
     

     
      [bookmark: pgfId-444643]
     

      [bookmark: pgfId-444644]Step 5[image: ] Use the following cmdlets:
 
      [bookmark: pgfId-444645] a.[image: ] Get Cisco UCS domains consolidated status information. 
 
      [bookmark: pgfId-444646]Get-UcsStatus -Ucs $handle 
 
      [bookmark: pgfId-444647]
 
      [bookmark: pgfId-444648] b.[image: ] Get chassis objects. 
 
      [bookmark: pgfId-444649]Get-UcsChassis -Ucs $handle
 
      [bookmark: pgfId-444650]
 
      [bookmark: pgfId-444651] c.[image: ] Get list of service profile Instances. 
 
      [bookmark: pgfId-444652]Get-UcsServiceProfile -Ucs $handle –Type instance
 
      [bookmark: pgfId-444653]
 
      [bookmark: pgfId-444654] d.[image: ] Disconnect. 
 
      [bookmark: pgfId-444655]Disconnect-Ucs –Ucs $handle 
 
      
 
    
 
     
      [bookmark: pgfId-444657]Default UCS
 
      parameter is specified, the first cmdlet in the pipeline operates on the default Ucs list. 
 
     
      [bookmark: pgfId-444659]Connect-Ucs <ip or hostname>
     

      [bookmark: pgfId-444660]Get the Default Ucs list. 
 
     
      [bookmark: pgfId-444661]Get-UcsPSSession
     

      [bookmark: pgfId-444662]Get UCS’s consolidated status information. 
 
     
      [bookmark: pgfId-444663]Get-UcsStatus
     

      [bookmark: pgfId-444664]Get the set of all chassis objects. 
 
     
      [bookmark: pgfId-444665]Get-UcsChassis
     

      [bookmark: pgfId-444666]Get the object pertaining to chassis 1. 
 
     
      [bookmark: pgfId-444667]Get-UcsChassis -Id 1
     

      [bookmark: pgfId-444668]Get the set of blades, pertaining to chassis 1. 
 
     
      [bookmark: pgfId-444669]Get-UcsChassis -Id 1 | Get-UcsBlade
     

      [bookmark: pgfId-444670]Enable HTTP on the FI.
 
     
      [bookmark: pgfId-444671]Get-UcsHttp | Set-UcsHttp -AdminState enabled
     

      [bookmark: pgfId-444672]Disable HTTP on the FI. 
 
     
      [bookmark: pgfId-444673]Get-UcsHttp | Set-UcsHttp -AdminState disabled
     

      [bookmark: pgfId-444674]Disconnect. 
 
     
      [bookmark: pgfId-444675]Disconnect-Ucs 
     

    
 
     
      [bookmark: pgfId-444676]Default UCS List with Multiple UCS
 
      [bookmark: pgfId-444677]PowerTool cmdlets can work with multiple Cisco UCS domains by specifying multiple handles.
 
      [bookmark: pgfId-444678]Connect to a Cisco UCS domain.
 
     
      [bookmark: pgfId-444679]$handle1 = Connect-Ucs <ip1> -NotDefault
     

     
      [bookmark: pgfId-444680]$handle2 = Connect-Ucs <ip2> -NotDefault 
     

     
      [bookmark: pgfId-444681]Get-UcsStatus -Ucs $handle1,$handle2 
     

     
      [bookmark: pgfId-444682]Disconnect-Ucs -Ucs $handle1,$handle2
     

      [bookmark: pgfId-444683]
 
      cmdlet. 
 
     
      [bookmark: pgfId-444685]Get-UcsPowerToolConfiguration 
     

     
      [bookmark: pgfId-444686]Set-UcsPowerToolConfiguration -SupportMultipleDefaultUcs $true
     

     
      [bookmark: pgfId-444687]
     

     
      [bookmark: pgfId-444688]Connect-Ucs <ip1> 
     

     
      [bookmark: pgfId-444689]Connect-Ucs <ip2> 
     

     
      [bookmark: pgfId-444690]Get-UcsStatus 
     

     
      [bookmark: pgfId-444691]Disconnect-Ucs
     

     
      [bookmark: pgfId-444692]
     

      [bookmark: pgfId-444693]Connect to multiple Cisco UCS domains using the same login credentials.
 
     
      [bookmark: pgfId-444694]$user = "<username>"
     

     
      [bookmark: pgfId-444695]$password = "<password>" | ConvertTo-SecureString -AsPlainText -Force
     

     
      [bookmark: pgfId-444696]$cred = New-Object System.Management.Automation.PSCredential($user, $password)
     

     
      [bookmark: pgfId-444697]$servers = @("<ucs1>", "<ucs2>", "<ucs3>") 
     

     
      [bookmark: pgfId-444698]Connect-Ucs $servers -Credential $cred 
     

    
 
     
      [bookmark: pgfId-444699]Credentials to/from File 
 
     
      [bookmark: pgfId-444700]Connect-Ucs <ip1> 
     

     
      [bookmark: pgfId-444701]Connect-Ucs <ip2>
     

      [bookmark: pgfId-444702]Credentials can be stored to a file. The stored credentials are encrypted with a specified Key. 
 
     
      [bookmark: pgfId-444703]Export-UcsPSSession -LiteralPath C:\work\labs.xml
     

     
      [bookmark: pgfId-444704]Disconnect-Ucs
     

      [bookmark: pgfId-444705]Login can be initiated from credentials stored in a file. 
 
     
      [bookmark: pgfId-444706]Connect-Ucs -LiteralPath C:\work\labs.xml
     

      [bookmark: pgfId-444707]Specify proxy while logging in with credentials stored in a file.
 
     
      [bookmark: pgfId-444708]$proxy = New-Object System.Net.WebProxy
     

     
      [bookmark: pgfId-444709]$proxy.Address = "http:\\<url>:<port>"
     

     
      [bookmark: pgfId-444710]$proxy.UseDefaultCredentials = $false
     

     
      [bookmark: pgfId-444711]$proxy.Credentials = New-Object System.Net.NetworkCredential("<user name>", "<password>") 
     

     
      [bookmark: pgfId-444712]Connect-Ucs -LiteralPath C:\work\lab.xml –Proxy $proxy
     

      [bookmark: pgfId-444713]Login to an additional system and add the credentials to the file. 
 
     
      [bookmark: pgfId-444714]Connect-Ucs <ip3> 
     

     
      [bookmark: pgfId-444715]Export-UcsPSSession -Path C:\work\lab?.xml -Merge
     

    
 
     
      [bookmark: pgfId-444716]IPv6 Support
 
      
      	 [bookmark: pgfId-444717]Allows connectivity to Cisco UCS Manager using IPv6 addresses.
 
      	 [bookmark: pgfId-444718]Provides access to external client applications such as, scp, ftp, tftp, ntp, dns, and external client services such as, sshd, httpd, snmpd over IPv6 addresses.
 
     
 
     
      [bookmark: pgfId-444719]Connect-Ucs [2001::0202:*3F*:*E1*:8**9]
     

    
 
     
      [bookmark: pgfId-444720]SSL Handling
 
      [bookmark: pgfId-444721]When a user connects to a Cisco UCS server and the server cannot recognize any valid certificates; connection establishment depends on InvalidCertificateAction.InvalidCertificateAction is set to Ignore by default. By default PowerTool is configured to establish the connection without taking into account if the certificate is invalid.
 
      [bookmark: pgfId-444722]You can override this using the Set-UcsPowerToolConfiguration cmdlet. 
 
     
      [bookmark: pgfId-444723]Get-UcsPowerToolConfiguration 
     

     
      [bookmark: pgfId-444724]Set-UcsPowerToolConfiguration -InvalidCertificateAction Fail
     

     
      [bookmark: pgfId-444742]
     

      
       
       
         
         	  
         	 
           
           [bookmark: pgfId-444729]Description
          
  
        
 
         
         	
           
           [bookmark: pgfId-444731]Fail
          
  
         	 [bookmark: pgfId-444733]The cmdlet will not establish connection if the certificate is not valid. 
  
        
 
         
         	
           
           [bookmark: pgfId-444735]Ignore
          
  
         	 [bookmark: pgfId-444737]The cmdlet will establish the connection without taking into account that the certificate is invalid.
  
        
 
         
         	
           
           [bookmark: pgfId-444739]Default
          
  
         	 [bookmark: pgfId-444741](Windows default) The cmdlet will establish connection if the certificate is valid.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-444743]Register/Unregister Cisco UCS Central
 
      [bookmark: pgfId-444744]If you want to have Cisco UCS Central manage a Cisco UCS domain, you need to register that domain. When you register, you need to choose the types of policies and other configurations, such as backups and firmware, that will be managed by Cisco UCS Central and which will be managed by Cisco UCS Manager.
 
      [bookmark: pgfId-444745]Before you register a Cisco UCS domain with Cisco UCS Central, do the following:
 
     
 
      Step 1[image: ] Configure an NTP server and the correct time zone in both Cisco UCS Manager and Cisco UCS Central to ensure that they are in sync. If the time and date in the Cisco UCS domain and Cisco UCS Central are out of sync, the registration may fail.
 
      [bookmark: pgfId-444747]Step 2[image: ] Obtain the hostname or IP address of Cisco UCS Central
 
      [bookmark: pgfId-444748]Step 3[image: ] Obtain the shared secret that you configured when you deployed Cisco UCS Central
 
     
      [bookmark: pgfId-444749]$password = "SharedSecret" | ConvertTo-SecureString -AsPlainText -Force 
     

     
      [bookmark: pgfId-444750]Register-UcsCentral -Name 10.10.10.10 -SharedSecret $password
     

     
      [bookmark: pgfId-444751]
     

      [bookmark: pgfId-444752]Step 4[image: ] Unregister from UCS Central
 
     
      [bookmark: pgfId-444753]Get-UcsCentral | Unregister-UcsCentral
     

    
 
     
      [bookmark: pgfId-444754]Aliases
 
      [bookmark: pgfId-444755]Some aliases have been defined for convenience. 
 
     
      [bookmark: pgfId-444756]gal | ? {$_.Name -like "*-Ucs*" } | select Name
     

     
      [bookmark: pgfId-444757]Name 
     

     
      [bookmark: pgfId-444758]---- 
     

     
      [bookmark: pgfId-444759]Acknowledge-UcsBlade 
     

     
      [bookmark: pgfId-444760]Acknowledge-UcsChassis 
     

     
      [bookmark: pgfId-444761]Acknowledge-UcsFault 
     

     
      [bookmark: pgfId-444762]Acknowledge-UcsFex 
     

     
      [bookmark: pgfId-444763]Acknowledge-UcsRackUnit 
     

     
      [bookmark: pgfId-446150]Acknowledge-UcsServerUnit
     

     
      [bookmark: pgfId-444764]Acknowledge-UcsSlot 
     

     
      [bookmark: pgfId-446165]Add-UcsMo
     

     
      [bookmark: pgfId-446203]Associate-UcsServiceProfile 
     

     
      [bookmark: pgfId-446184]Compare-UcsMo
     

     
      [bookmark: pgfId-444766]Decommission-UcsBlade 
     

     
      [bookmark: pgfId-444767]Decommission-UcsChassis 
     

     
      [bookmark: pgfId-444768]Decommission-UcsFex 
     

     
      [bookmark: pgfId-444769]Decommission-UcsRackUnit 
     

     
      [bookmark: pgfId-446220]Decommission-UcsServerUnit
     

     
      [bookmark: pgfId-444770]Disassociate-UcsServiceProfile 
     

     
      [bookmark: pgfId-446237]Get-UcsCentral
     

     
      [bookmark: pgfId-444771]Get-UcsMo 
     

     
      [bookmark: pgfId-444772]Recommission-UcsRackUnit 
     

     
      [bookmark: pgfId-444773]Recommission-UcsBlade 
     

     
      [bookmark: pgfId-444774]Recommission-UcsChassis 
     

     
      [bookmark: pgfId-444775]Recommission-UcsFex 
     

     
      [bookmark: pgfId-446056]Recommission-UcsServerUnit
     

     
      [bookmark: pgfId-444776]Remove-UcsBlade 
     

     
      [bookmark: pgfId-446071]Remove-UcsCartridge
     

     
      [bookmark: pgfId-444777]Remove-UcsChassis 
     

     
      [bookmark: pgfId-444778]Remove-UcsFex 
     

     
      [bookmark: pgfId-444779]Remove-UcsMo 
     

     
      [bookmark: pgfId-444780]Remove-UcsRackUnit
     

     
      [bookmark: pgfId-446252]Set-UcsMo
     

     
      [bookmark: pgfId-444781]Sync-UcsMo
     

     
      [bookmark: pgfId-446268]Unregister-UcsCentral
     

    
 
   
 
    
     [bookmark: pgfId-444784][bookmark: 77063]Examples
 
     [bookmark: pgfId-444785]The examples in this section show how to execute the cmdlets. This following examples are included in this section:
 
     
     	 [bookmark: pgfId-444789]PowerTool Cmdlet Generation
 
     	 [bookmark: pgfId-447690]Get UCS Server
 
     	 [bookmark: pgfId-444793]Org
 
     	 [bookmark: pgfId-444797]Faults
 
     	 [bookmark: pgfId-444801]Get Cmdlet -Hierarchy Flag
 
     	 [bookmark: pgfId-444805]Get Cmdlet –LimitScope Flag
 
     	 [bookmark: pgfId-444809]Transaction Support
 
     	 [bookmark: pgfId-444813]VLANs (Creation & Deletion)
 
     	 [bookmark: pgfId-444817]MAC Pools & Blocks
 
     	 [bookmark: pgfId-444821]Server Pools
 
     	 [bookmark: pgfId-444825]UUID Suffix Pools & Blocks
 
     	 [bookmark: pgfId-444829]WWNN Pools & Blocks
 
     	 [bookmark: pgfId-444833]WWPN Pools & Blocks
 
     	 [bookmark: pgfId-444837]IQN Suffix Pools & Blocks
 
     	 [bookmark: pgfId-444841]Port Roles
 
     	 [bookmark: pgfId-444845]Port Channel
 
     	 [bookmark: pgfId-444849]VLANs (Assignment)
 
     	 [bookmark: pgfId-444853]Blade Power & Temperature Statistics
 
     	 [bookmark: pgfId-444857]Configuration Backup
 
     	 [bookmark: pgfId-444861]Import Configuration
 
     	 [bookmark: pgfId-444865]Managed Object Synchronization
 
     	 [bookmark: pgfId-444869]Monitoring UCS Managed Object Transitions
 
     	 [bookmark: pgfId-444873]Tech Support
 
     	 [bookmark: pgfId-444877]Service Profile
 
     	 [bookmark: pgfId-444881]Service Profile Components
 
     	 [bookmark: pgfId-444885]Service Profile Association
 
     	 [bookmark: pgfId-444889]Filters
 
     	 [bookmark: pgfId-444893]iSCSI Boot
 
     	 [bookmark: pgfId-444897]vNIC Template
 
     	 [bookmark: pgfId-444901]vHBA Template
 
     	 [bookmark: pgfId-444905]Boot Policy
 
     	 [bookmark: pgfId-444909]Adapter Policy
 
     	 [bookmark: pgfId-444913]BIOS Policy
 
     	 [bookmark: pgfId-444917]Host Firmware Package
 
     	 [bookmark: pgfId-444921]IPMI Access Profile
 
     	 [bookmark: pgfId-444925]Management Firmware Package
 
     	 [bookmark: pgfId-444929]Power Control Policy
 
     	 [bookmark: pgfId-444936]Server Pool Policy QualificationsDynamic vNIC connection Policy
 
     	 [bookmark: pgfId-444940]Network Control Policy
 
     	 [bookmark: pgfId-444944]Privileges
 
     	 [bookmark: pgfId-444948]User Roles
 
     	 [bookmark: pgfId-444952]Locales
 
     	 [bookmark: pgfId-444956]User Accounts
 
     	 [bookmark: pgfId-444960]Remote Authentication – RADIUS
 
     	 [bookmark: pgfId-444964]Remote Authentication – TACACS
 
     	 [bookmark: pgfId-444968]Remote Authentication – LDAP
 
     	 [bookmark: pgfId-444972]RADIUS Provider
 
     	 [bookmark: pgfId-444976]TACACS Provider
 
     	 [bookmark: pgfId-444980]LDAP Provider
 
     	 [bookmark: pgfId-444984]Authentication Domains
 
     	 [bookmark: pgfId-444988]Communication Services
 
     	 [bookmark: pgfId-444992]Communication Services - Telnet
 
     	 [bookmark: pgfId-444996]Communication Services - CIM XML
 
     	 [bookmark: pgfId-445000]Communication Services - SNMP
 
     	 [bookmark: pgfId-445004]Communication Services – HTTP
 
     	 [bookmark: pgfId-445008]Communication Services - HTTPS
 
     	 [bookmark: pgfId-445012]Generic Managed Object Queries
 
     	 [bookmark: pgfId-445016]Generic Managed Object Cmdlets
 
     	 [bookmark: pgfId-445020]Generic Cmdlet –XmlTag
 
     	 [bookmark: pgfId-445024]XtraProperty in Get/Add/Set cmdlets
 
     	 [bookmark: pgfId-445028]CCO Integration
 
     	 [bookmark: pgfId-445032]Upload Firmware
 
     	 [bookmark: pgfId-445036]Export to XML
 
     	 [bookmark: pgfId-445040]Import from XML
 
     	 [bookmark: pgfId-445044]KVM
 
     	 [bookmark: pgfId-445048]Launch the UCSM GUI
 
     	 [bookmark: pgfId-445052]Configure Scalability Port in UCS 6324 Fabric Interconnect
 
     	 [bookmark: pgfId-445056]UCS Statistics
 
     	 [bookmark: pgfId-445060]Transaction Impact
 
     	 [bookmark: pgfId-445064]Cmdlet Meta Information
 
     	 [bookmark: pgfId-445068]Compare-UcsManagedObject - Dn Translation
 
     	 [bookmark: pgfId-445072]Compare-UcsManagedObject – GetPropertyDiff()
 
     	 [bookmark: pgfId-446136]Add Cmdlet –ModifyPresent Flag
 
     	 [bookmark: pgfId-446836]Capability Catalog Update
 
     	 [bookmark: pgfId-447994]Server Operations
 
    
 
     
      [bookmark: pgfId-446138][bookmark: 42377]PowerTool Cmdlet Generation
 
      [bookmark: pgfId-446139]Generate cmdlets for the specified actions in UCS GUI. 
 
     
      [bookmark: pgfId-446090]ConvertTo-UcsCmdlet
     

      [bookmark: pgfId-445081]Get xml request along with generated cmdlets. 
 
     
      [bookmark: pgfId-445082]ConvertTo-UcsCmdlet -Verbose
     

      [bookmark: pgfId-445083]Generate cmdlets for action in the specified GUI log. 
 
     
      [bookmark: pgfId-445084]ConvertTo-UcsCmdlet -GuiLog -LiteralPath 'C:\Work\centrale_7128.log.1' 
     

     
      [bookmark: pgfId-445085]ConvertTo-UcsCmdlet -GuiLog -Path 'C:\Work\centrale_71*.log.?'
     

      [bookmark: pgfId-445086]Generate cmdlets for the specified xml request. 
 
     
      [bookmark: pgfId-445087]ConvertTo-UcsCmdlet -Xml –Request ‘<lsClone dn="org-root/ls-sp1" inTargetOrg="org-root" inServerName="sp2" inHierarchical="false"></lsClone>’ 
     

      [bookmark: pgfId-445088]Generate cmdlets for the specified xml requests in file. 
 
     
      [bookmark: pgfId-445089]ConvertTo-UcsCmdlet -Xml -LiteralPath 'C:\Work\config.xml'
     

     
      [bookmark: pgfId-445090]
     

      [bookmark: pgfId-445091]Generate cmdlets for the specified MO
 
      [bookmark: pgfId-445092]From the version 1.2(1), you can pipe a manage object to the ConvertTo-UcsCmdlet, and get the cmdlets required to create the managed object. 
 
     
      [bookmark: pgfId-445093]Get-UcsServiceProfile -Name sp1 | ConvertTo-UcsCmdlet
     

     
      [bookmark: pgfId-445094]Get-UcsServiceProfile -Name sp1 -Hierarchy | ConvertTo-UcsCmdlet
     

     
      [bookmark: pgfId-445095]
     

    
 
     
      [bookmark: pgfId-445096]Generating Cmdlets From UCS Manager GUI Actions
 
      [bookmark: pgfId-450212]You can generate cmdlets for the actions performed on the UCS Manager GUI using the ConvertTo-UcsCmdlet cmdlet.
 
      [bookmark: pgfId-450861]The Cisco UCS Manager GUI considers a few XML snippets as secure and does not log them. So, the ConvertTo-UcsCmdlet does not find the logs to do the translation. 
 
      [bookmark: pgfId-445097]To log the xml snippets of all the user actions in the GUI, launch the UCSM GUI by using one of the following ways:
 
      
      	 [bookmark: pgfId-450487]Using Start-UcsGuiSession -LogAllXml cmdlet
 
      	 [bookmark: pgfId-450913]Manually launch the UCS Manager GUI by performing the following steps:
 
     
 
     
 
      Step 1[image: ] Save the launch link in .jnlp file format. For example, https://<ip_or_hostname>/ucsm/ucsm.jnlp.
 
      [bookmark: pgfId-450091]Step 2[image: ] Right-click the file and open the file with Notepad.
 
      [bookmark: pgfId-450092]Step 3[image: ] Add the following line after the other property definitions:
 
      
       
       	 [bookmark: pgfId-450093]For Java versions earlier than Java 7 Update 45, add <property name="log.show.encrypted" value="true"/> 
 
       	 [bookmark: pgfId-450094]For Java 7 Update 45 and later versions, add <property name="jnlp.ucsm.log.show.encrypted" value="true"/>
 
      
 
     
 
      [bookmark: pgfId-450095]Step 4[image: ] Save and close the file.
 
      [bookmark: pgfId-450096]Step 5[image: ] Right-click the file and open with Java™ Web Start Launcher.
 
      
 
      [bookmark: pgfId-450097]After the UCS Manager GUI is launched, from a PowerShell window with the CiscoUCS module loaded, run the ConvertTo-UcsCmdlet cmdlet.
 
    
 
     
      [bookmark: pgfId-447668][bookmark: 95809]Get UCS Server
 
      [bookmark: pgfId-447669]From Release 1.4.1, use the new cmdlet Get-UcsServer to get all the servers regardless of the form factor. 
 
    
 
     
      [bookmark: pgfId-445100][bookmark: 66071]Org
 
      [bookmark: pgfId-445101]Get a list of orgs across Cisco UCS domains, in the Default UCS list. 
 
     
      [bookmark: pgfId-445102]Get-UcsOrg | select Ucs, Name, Dn
     

      [bookmark: pgfId-445103]Get a handle to the root level Org. 
 
     
      [bookmark: pgfId-445104]Get-UcsOrg -Level root
     

      [bookmark: pgfId-445105]Add 5 orgs to UCS. 
 
     
      [bookmark: pgfId-445106]1..5 | % { Add-UcsOrg -Ucs <handle or name> qwerty$_ } 
     

    
 
     
      [bookmark: pgfId-445108][bookmark: 97766]Faults
 
      [bookmark: pgfId-445109]Retrieve faults, group them by severity. 
 
     
      [bookmark: pgfId-445110]Get-UcsFault | group Severity
     

      [bookmark: pgfId-445111]Retrieve critical faults. 
 
     
      [bookmark: pgfId-445112]Get-UcsFault -Severity critical | select Ucs, Dn, Cause
     

      [bookmark: pgfId-445113]Acknowledge all unacknowledged faults. 
 
     
      [bookmark: pgfId-445114]Get-UcsFault | ? {$_.Ack -eq "no" } | Acknowledge-UcsFault
     

    
 
     
      [bookmark: pgfId-445116][bookmark: 68533]Get Cmdlet -Hierarchy Flag
 
      [bookmark: pgfId-445117]Get Managed Object including all children. 
 
     
      [bookmark: pgfId-445118]Get-UcsServiceProfile –Name sp_name –Hierarchy 
     

    
 
     
      [bookmark: pgfId-445120][bookmark: 35976]Get Cmdlet –LimitScope Flag
 
      [bookmark: pgfId-445121]Get service profile at the root level without descending into org root children. 
 
     
      [bookmark: pgfId-445122]Get-UcsServiceProfile -Name sp_name –LimitScope
     

      [bookmark: pgfId-445123]Get service profile from org Finance without descending into org Finance children. 
 
     
      [bookmark: pgfId-445124]Get-UcsOrg –Name Finance | Get-UcsServiceProfile -Name sp_name –LimitScope
     

      [bookmark: pgfId-445125]Get VLAN from LanCloud. 
 
     
      [bookmark: pgfId-445126]Get-UcsLanCloud | Get-UcsVlan –LimitScope 
     

    
 
     
      [bookmark: pgfId-445128][bookmark: 45818]Transaction Support
 
      [bookmark: pgfId-445129]Start a transaction. 
 
     
      [bookmark: pgfId-445130]Start-UcsTransaction
     

      [bookmark: pgfId-445131]Perform an operation. 
 
     
      [bookmark: pgfId-445132]...
     

      [bookmark: pgfId-445133]End a transaction. 
 
     
      [bookmark: pgfId-445134]Complete-UcsTransaction
     

      [bookmark: pgfId-445135]Undo a transaction. 
 
     
      [bookmark: pgfId-445136]Undo-UcsTransaction 
     

    
 
     
      [bookmark: pgfId-445138][bookmark: 50876]VLANs (Creation & Deletion)
 
      [bookmark: pgfId-445160]VLANs in Cisco UCS domains are referred to by name and VLAN definitions can be created under four nodes in the MIT. 
 
      
       
       
         
         	  
         	 
           
           [bookmark: pgfId-445143]Description
          
  
        
 
         
         	
           
           [bookmark: pgfId-445145]LanCloud
          
  
         	 [bookmark: pgfId-445147]This is a global VLAN and is applicable to both FIs.
  
        
 
         
         	
           
           [bookmark: pgfId-445149]FabricLanCloud
          
  
         	 [bookmark: pgfId-445151]This is a Fabric Specific VLAN and is applicable to either Fabric A or Fabric B.
  
        
 
         
         	
           
           [bookmark: pgfId-445153]ApplianceCloud
          
  
         	 [bookmark: pgfId-445155]This is a global VLAN and is applicable to both FIs.
  
        
 
         
         	
           
           [bookmark: pgfId-445157]FabricApplianceCloud
          
  
         	 [bookmark: pgfId-445159]This is a fabric specific VLAN applicable to either Fabric A or Fabric B, used during configuration of Appliance Ports.
  
        
 
       
      
 
     
 
      [bookmark: pgfId-445161]Create a VLAN under the Global LAN Cloud. 
 
     
      [bookmark: pgfId-445162]Get-UcsLanCloud | Add-UcsVlan -Name lan_cloud_vlan -Id 500
     

      [bookmark: pgfId-445163]Create a VLAN under Fabric A LAN Cloud. 
 
     
      [bookmark: pgfId-445164]Get-UcsFiLanCloud -Id A | Add-UcsVlan -Name fi_a_vlan -Id 500
     

      [bookmark: pgfId-445165]Create a VLAN under Fabric B LAN Cloud. 
 
     
      [bookmark: pgfId-445166]Get-UcsFiLanCloud -Id B | Add-UcsVlan -Name fi_b_vlan -Id 500
     

      [bookmark: pgfId-445167]Create a VLAN under the Global Appliance Cloud. 
 
     
      [bookmark: pgfId-445168]Get-UcsApplianceCloud | Add-UcsVlan -Name appliance_vlan -Id 500
     

      [bookmark: pgfId-445169]Create a VLAN under the Fabric A Appliance Cloud. 
 
     
      [bookmark: pgfId-445170]Get-UcsFabricApplianceCloud -Id A | Add-UcsVlan -Name fi_a_appliance_vlan -Id 500
     

      [bookmark: pgfId-445171]Create a VLAN under the Fabric B Appliance Cloud. 
 
     
      [bookmark: pgfId-445172]Get-UcsFabricApplianceCloud -Id B | Add-UcsVlan -Name fi_b_appliance_vlan -Id 500
     

      [bookmark: pgfId-445173]Import a list of VLANs from a csv file and create the VLANs under the LAN cloud. (This example creates the csv file as well.)
 
      [bookmark: pgfId-445174]Create VLANs on 1 device
 
     
      [bookmark: pgfId-445175]$("Name,Id";foreach ($vlan in 501..550) { "vlan${vlan},${vlan}" }) > C:\work\Demo\vlans.csv
     

     
      [bookmark: pgfId-445176]$lc=(Get-UcsLanCloud)
     

     
      [bookmark: pgfId-445177]$lc | Get-UcsVlan | select Ucs, Name, Id
     

     
      [bookmark: pgfId-445178]Start-UcsTransaction
     

     
      [bookmark: pgfId-445179]import-csv C:\work\Demo\vlans.csv | % {$lc | Add-UcsVlan -Name $_.Name -Id $_.Id } 
     

     
      [bookmark: pgfId-445180]Complete-UcsTransaction
     

     
      [bookmark: pgfId-445181]$lc | Get-UcsVlan | select Ucs, Name, Id
     

      [bookmark: pgfId-445182]Remove the added VLANs.
 
     
      [bookmark: pgfId-445183]$lc | Get-UcsVlan | ? {$_.Id -ge 501 -and $_.Id -le 550 } | Remove-UcsVlan -Force 
     

    
 
     
      [bookmark: pgfId-445185][bookmark: 57601]MAC Pools & Blocks
 
      [bookmark: pgfId-445186]Add a MAC Block to the default MAC Pool. 
 
     
      [bookmark: pgfId-445187]Get-UcsMacPool -Ucs <handle or name> default | Add-UcsMacMemberBlock 00:25:B5:00:A0:00 00:25:B5:00:A0:08
     

      [bookmark: pgfId-445188]Check for any clashes in MAC Pool assignments across all Cisco UCS domains in default list.
 
     
      [bookmark: pgfId-445189]Get-UcsMacPoolAddr | group Id | where {$_.Count -ne 1 } | select -ExpandProperty Group | select Ucs, Id, Assigned, AssignedToDn 
     

    
 
     
      [bookmark: pgfId-445191][bookmark: 41238]Server Pools
 
      [bookmark: pgfId-445192]Create a server pool.
 
     
      [bookmark: pgfId-445193]$server_pool = Add-UcsServerPool -Name server_pool
     

      [bookmark: pgfId-445194]Add Blade 1/4 to the server pool.
 
     
      [bookmark: pgfId-445195]$server_pool | Add-UcsComputePooledSlot -ChassisId 1 -SlotId 4
     

      [bookmark: pgfId-445196]Add Rack 1 to the server pool.
 
     
      [bookmark: pgfId-445197]$server_pool | Add-UcsComputePooledRackUnit -Id 1
     

      [bookmark: pgfId-445198]Remove Server pool.
 
     
      [bookmark: pgfId-445199]$server_pool | Remove-UcsServerPool 
     

    
 
     
      [bookmark: pgfId-445201][bookmark: 51094]UUID Suffix Pools & Blocks
 
      [bookmark: pgfId-445202]Create a UUID Suffix pool.
 
     
      [bookmark: pgfId-445203]$uuid_pool = Add-UcsUuidSuffixPool -Name uuid_pool -Prefix 3864EB9A-89A2-11DF
     

      [bookmark: pgfId-445204]Add a block of UUID Suffixes to the suffix pool.
 
     
      [bookmark: pgfId-445205]$uuid_pool | Add-UcsUuidSuffixBlock -From 0000-000000000001 -To 0000-00000000002C
     

      [bookmark: pgfId-445206]Remove a UUID Suffix pool.
 
     
      [bookmark: pgfId-445207]$uuid_pool | Remove-UcsUuidSuffixPool 
     

    
 
     
      [bookmark: pgfId-445209][bookmark: 10781]WWNN Pools & Blocks
 
      [bookmark: pgfId-445210]Get all WWNN pool in UCS.
 
     
      [bookmark: pgfId-445211]Get-UcsWwnPool -Purpose node-wwn-assignment
     

      [bookmark: pgfId-445212]Create a WWNN pool.
 
     
      [bookmark: pgfId-445213]$wwnn_pool = Add-UcsWwnPool -Name wwnn_pool -Purpose node-wwn-assignment
     

      [bookmark: pgfId-445214]Add a WWN block to the WWNN pool.
 
     
      [bookmark: pgfId-445215]$wwnn_pool | Add-UcsWwnMemberBlock -From 20:00:00:24:B5:00:00:00 -To 20:00:00:24:B5:00:00:09
     

      [bookmark: pgfId-445216]Add a WWNN initiator to the WWNN pool.
 
     
      [bookmark: pgfId-445217]$wwnn_pool | Add-UcsWwnInitiator -Id 20:00:00:25:B5:00:00:2C -Name wwnn_initiator
     

      [bookmark: pgfId-445218]Remove a WWNN initiator.
 
     
      [bookmark: pgfId-445219]$wwnn_pool | Get-UcsWwnInitiator -Id 20:00:00:25:B5:00:00:2C | Remove-UcsWwnInitiator
     

      [bookmark: pgfId-445220]Remove a WWNN pool.
 
     
      [bookmark: pgfId-445221]$wwnn_pool | Remove-UcsWwnPool 
     

    
 
     
      [bookmark: pgfId-445223][bookmark: 52868]WWPN Pools & Blocks
 
      [bookmark: pgfId-445224]Get all WWPN pool in UCS. 
 
     
      [bookmark: pgfId-445225]Get-UcsWwnPool -Purpose port-wwn-assignment
     

      [bookmark: pgfId-445226]Create a WWPN pool.
 
     
      [bookmark: pgfId-445227]$wwpn_pool = Add-UcsWwnPool -Name wwpn_pool -Purpose port-wwn-assignment
     

      [bookmark: pgfId-445228]Add a WWN block to the WWPN pool.
 
     
      [bookmark: pgfId-445229]$wwpn_pool | Add-UcsWwnMemberBlock -From 20:00:00:24:B5:00:00:00 -To 20:00:00:24:B5:00:00:09
     

      [bookmark: pgfId-445230]Add a WWPN initiator to the WWPN pool.
 
     
      [bookmark: pgfId-445231]$wwpn_pool | Add-UcsWwnInitiator -Id 20:00:00:25:B5:00:00:2D -Name wwpn_initiator
     

      [bookmark: pgfId-445232]Set descr for WWPN initiator.
 
     
      [bookmark: pgfId-445233]$wwpn_pool | Get-UcsWwnInitiator -Id 20:00:00:25:B5:00:00:2D | Set-UcsWwnInitiator -Descr “WWPN initiator modified”
     

      [bookmark: pgfId-445234]Remove a WWPN pool.
 
     
      [bookmark: pgfId-445235]$wwpn_pool | Remove-UcsWwnPool 
     

    
 
     
      [bookmark: pgfId-445237][bookmark: 55206]IQN Suffix Pools & Blocks
 
      [bookmark: pgfId-445238]Get IQN pool in UCS. 
 
     
      [bookmark: pgfId-445239]Get-UcsIqnPoolPool -Name iqnSuffixPool
     

      [bookmark: pgfId-445240]Create IQN pool.
 
     
      [bookmark: pgfId-445241]$iqn_pool = Get-UcsOrg -Level root | Add-UcsIqnPoolPool -Name iqn_pool -Prefix I
     

      [bookmark: pgfId-445242]Create IQN pool block.
 
     
      [bookmark: pgfId-445243]$iqn_pool_block =
     

     
      [bookmark: pgfId-445244]$iqn_pool | Add-UcsIqnPoolBlock -Suffix B -From 0 -To 10
     

      [bookmark: pgfId-445245]Remove IQN pool block.
 
     
      [bookmark: pgfId-445246]$iqn_pool_block | Remove-UcsIqnPoolBlock
     

      [bookmark: pgfId-445247]Remove IQN pool.
 
     
      [bookmark: pgfId-445248]$iqn_pool | Remove-UcsIqnPoolPool 
     

    
 
     
      [bookmark: pgfId-445250][bookmark: 69026]Port Roles
 
      [bookmark: pgfId-445251]Make Fabric A’s Slot 1 (Fixed Ports Slot) Port 19 a server port. 
 
     
      [bookmark: pgfId-445252]Get-UcsFabricServerCloud -Id A | Add-UcsServerPort -PortId 19 -SlotId 1
     

      [bookmark: pgfId-445253]Unconfigure Fabric A’s Slot 1 (Fixed Ports Slot) Port 19 from being a server port. 
 
     
      [bookmark: pgfId-445254]Get-UcsFabricServerCloud -Id A | Get-UcsServerPort -PortId 19 -SlotId 1 | Remove-UcsServerPort -Force
     

      [bookmark: pgfId-445255]Make Fabric A’s Slot 1 (Fixed Ports Slot) Port 15 an appliance port. 
 
     
      [bookmark: pgfId-445256]Get-UcsFabricApplianceCloud -Id A | Add-UcsAppliancePort -PortId 15 -SlotId 1
     

      [bookmark: pgfId-445257]Unconfigure Fabric A’s Slot 1 (Fixed Ports Slot) Port 15 from being an appliance port.
 
     
      [bookmark: pgfId-445258]Get-UcsFabricApplianceCloud -Id A | Get-UcsAppliancePort -PortId 15 -SlotId 1 | Remove-UcsAppliancePort –Force
     

      [bookmark: pgfId-445259]Make Fabric A’s Slot 1 (Fixed Ports Slot) Port 16 an uplink port. 
 
     
      [bookmark: pgfId-445260]Get-UcsFiLanCloud -Id A | Add-UcsUplinkPort -PortId 16 -SlotId 1 
     

      [bookmark: pgfId-445261]Unconfigure Fabric A’s Slot 1 (Fixed Ports Slot) Port 16 from being an uplink port. 
 
     
      [bookmark: pgfId-445262]Get-UcsFiLanCloud -Id A | Get-UcsUplinkPort -PortId 16 -SlotId 1 | Remove-UcsUplinkPort –Force 
     

    
 
     
      [bookmark: pgfId-445264][bookmark: 52828]Port Channel
 
      [bookmark: pgfId-445265]Create an Appliance Port Channel on Fabric A with ports 19 & 20.
 
     
      [bookmark: pgfId-445266]$ap_pc = Get-UcsFabricApplianceCloud -Id A | Add-UcsAppliancePortChannel -PortId 55
     

     
      [bookmark: pgfId-445267]$ap_pc | Add-UcsAppliancePortChannelMember -SlotId 1 -PortId 19
     

     
      [bookmark: pgfId-445268]$ap_pc | Add-UcsAppliancePortChannelMember -SlotId 1 -PortId 20
     

      [bookmark: pgfId-445269]Add Port Channel to the Appliance VLAN. 
 
     
      [bookmark: pgfId-445270]Get-UcsApplianceCloud | Get-UcsVlan -Name ApplianceVlan | Add-UcsVlanMemberPortChannel -SwitchId A -PortId $ap_pc.PortId
     

      [bookmark: pgfId-445271]Remove Port Channel from Appliance VLAN. 
 
     
      [bookmark: pgfId-445272]Get-UcsApplianceCloud | Get-UcsVlan -Name ApplianceVlan | Get-UcsVlanMemberPortChannel -SwitchId A -PortId 55 | Remove-UcsVlanMemberPortChannel -Force
     

      [bookmark: pgfId-445273]Remove Appliance Port Channel. 
 
     
      [bookmark: pgfId-445274]Get-UcsFabricApplianceCloud -id A | Get-UcsAppliancePortChannel -PortId 55 | Remove-UcsAppliancePortChannel -Force 
     

    
 
     
      [bookmark: pgfId-445276][bookmark: 16847]VLANs (Assignment)
 
      [bookmark: pgfId-445277]Add Appliance port A/1/15 to an Appliance VLAN. 
 
     
      [bookmark: pgfId-445278]Get-UcsApplianceCloud | Get-UcsVlan -name ApplianceVlan | Add-UcsVlanMemberPort -SwitchId A -SlotId 1 -PortId 15
     

      [bookmark: pgfId-445279]Remove Appliance port A/1/15 from Appliance VLAN. 
 
     
      [bookmark: pgfId-445280]Get-UcsApplianceCloud | Get-UcsVlan -name ApplianceVlan | Get-UcsVlanMemberPort -SwitchId A -SlotId 1 -PortId 15 | Remove-UcsVlanMemberPort -Force 
     

    
 
     
      [bookmark: pgfId-445282][bookmark: 35404]Blade Power & Temperature Statistics
 
      [bookmark: pgfId-445283]View Power Statistics of all blades. 
 
     
      [bookmark: pgfId-445284]Get-UcsBlade | Get-UcsComputeBoard | Get-UcsComputeMbPowerStats | Out-GridView
     

      [bookmark: pgfId-445285]View Temperature Statistics of all blades. 
 
     
      [bookmark: pgfId-445286]Get-UcsBlade | Get-UcsComputeBoard | Get-UcsComputeMbTempStats| Out-GridView 
     

    
 
     
      [bookmark: pgfId-445288][bookmark: 35922]Configuration Backup
 
      [bookmark: pgfId-445289]Remove any previously stored backups in UCS. 
 
     
      [bookmark: pgfId-445290]Get-UcsMgmtBackup | Remove-UcsMgmtBackup
     

     
      [bookmark: pgfId-445291]
     

      [bookmark: pgfId-445292]The PathPattern can be auto-filled, allowing the cmdlet to be used with multiple Cisco UCS domains. Create and download full-state system backup of UCS. This creates a binary file that includes a snapshot of the entire system. You can use the file generated from this backup to restore the system during disaster recovery. This file can restore or rebuild the configuration on the original fabric interconnect, or recreate the configuration on a different fabric interconnect. You cannot use this file for an import. 
 
     
      [bookmark: pgfId-445293]Backup-Ucs -Type full-state -PathPattern 'C:\Backups\${ucs}-${yyyy}${MM}${dd}-${HH}${mm}-full-state.tar.gz'
     

     
      [bookmark: pgfId-445294]
     

      [bookmark: pgfId-445295]Create and download logical backup of UCS. This creates an XML file that includes all logical configuration settings such as service profiles, VLANs, VSANs, pools, and policies. You can use the file generated from this backup to import these configuration settings to the original fabric interconnect or to a different fabric interconnect. You cannot use this file for a system restore. 
 
     
      [bookmark: pgfId-445296]Backup-Ucs -Type config-logical -PathPattern 'C:\Backups\${ucs}-${yyyy}${MM}${dd}-${HH}${mm}-config-logical.xml'
     

     
      [bookmark: pgfId-445297]
     

      [bookmark: pgfId-445298]Create and download system backup of UCS. This creates an XML file that includes all system configuration settings such as usernames, roles, and locales. You can use the file generated from this backup to import these configuration settings to the original fabric interconnect or to a different fabric interconnect. You cannot use this file for a system restore.
 
     
      [bookmark: pgfId-445299]Backup-Ucs -Type config-system -PathPattern 'C:\Backups\${ucs}-${yyyy}${MM}${dd}-${HH}${mm}-config-system.xml'
     

     
      [bookmark: pgfId-445300]
     

      [bookmark: pgfId-445301]Create and download config-all backup of UCS. This creates an XML file that includes all system and logical configuration settings. You can use the file generated from this backup to import these configuration settings to the original fabric interconnect or to a different fabric interconnect. You cannot use this file for a system restore. This file does not include passwords for locally authenticated users. 
 
     
      [bookmark: pgfId-445302]Backup-Ucs -Type config-all -PathPattern 'C:\Backups\${ucs}-${yyyy}${MM}${dd}-${HH}${mm}-config-all.xml'
     

    
 
     
      [bookmark: pgfId-445304][bookmark: 43349]Import Configuration
 
      [bookmark: pgfId-445305]The import function is available for all configuration, system configuration, and logical configuration files. You can perform an import while the system is up and running. 
 
      [bookmark: pgfId-445306]Import all configuration xml (An XML file that includes all system and logical configuration settings. The current configuration information is replaced with the information in the imported configuration file one object at a time. 
 
     
      [bookmark: pgfId-445307]Import-UcsBackup -LiteralPath 'C:\Backups\config-all.xml'
     

     
      [bookmark: pgfId-445308]
     

      [bookmark: pgfId-445309]Import all configuration xml. The information in the imported configuration file is #compared with the existing configuration information. If there are conflicts, the import operation overwrites the information on the Cisco UCS domain with the information in the import configuration file.
 
     
      [bookmark: pgfId-445310]Import-UcsBackup -LiteralPath 'C:\Backups\config-all.xml' -Merge
     

     
      [bookmark: pgfId-445311]
     

    
 
     
      [bookmark: pgfId-445313][bookmark: 67221]Managed Object Synchronization
 
      [bookmark: pgfId-445314]Sync a set of MOs from SYSA to SYSB. 
 
     
      [bookmark: pgfId-445315]Sync-UcsManagedobject -Ucs SYSB (Compare-UcsManagedObject (Get-UcsOrg -ucs SYSB) (Get-UcsOrg -ucs SYSA)) -whatif 
     

     
      [bookmark: pgfId-445316]Sync-UcsManagedobject -Ucs SYSB (Compare-UcsManagedObject (Get-UcsOrg -ucs SYSB) (Get-UcsOrg -ucs SYSA)) -Force
     

      [bookmark: pgfId-445317]Sync a set of MOs from SYSA to all systems in the default list. 
 
     
      [bookmark: pgfId-445318]Get-UcsPSSession | % {Sync-UcsManagedobject -Ucs $_ (Compare-UcsManagedObject (Get-UcsOrg -ucs $_) (Get-UcsOrg -ucs SYSA)) -Force} 
     

    
 
     
      [bookmark: pgfId-445320][bookmark: 38400]Monitoring UCS Managed Object Transitions
 
      [bookmark: pgfId-445321]Watch Cisco UCS domains for all events for 60 seconds. 
 
     
      [bookmark: pgfId-445322]Watch-Ucs -TimeoutSec 60
     

     
      [bookmark: pgfId-445323]
     

      [bookmark: pgfId-445324]Watch Cisco UCS domains for any changes in faults for 60 seconds. 
 
     
      [bookmark: pgfId-445325]Watch-Ucs -TimeoutSec 60 -ClassId FaultInst
     

     
      [bookmark: pgfId-445326]
     

      [bookmark: pgfId-445327]Watch UCS for a particular field in MO to attain a success value. 
 
     
      [bookmark: pgfId-445328]Send-UcsFirmware -LiteralPath C:\work\Images\ucs-k9-bundle-b-series.1.4.2b.B.bin | Watch-Ucs -Property TransferState -SuccessValue downloaded -PollSec 30 -TimeoutSec 600 
     

    
 
     
      [bookmark: pgfId-445330][bookmark: 41337]Tech Support
 
      [bookmark: pgfId-445331]Technical support data for the entire UCSM instance will be created and downloaded to the specified file. 
 
     
      [bookmark: pgfId-445332]Get-UcsTechSupport -PathPattern 'C:\${ucs}-techsupp-ucsm.tar' –UcsManager -RemoveFromUcs -TimeoutSec 600
     

      [bookmark: pgfId-445333]Technical support data for the UCSM management services(excluding fabric interconnects) will be created and downloaded to the specified file. 
 
     
      [bookmark: pgfId-445334]Get-UcsTechSupport -PathPattern 'C:\${ucs}-techsupp-ucsmmgmt.tar' –UcsMgmt -RemoveFromUcs -TimeoutSec 600
     

      [bookmark: pgfId-445335]Technical support data for Chassis id 1 and Cimc id 1 will be created and downloaded to specified file. 
 
     
      [bookmark: pgfId-445336]Get-UcsTechSupport -PathPattern 'C:\${ucs}-techsupp-chassis.tar' -RemoveFromUcs -TimeoutSec 600 -ChassisId 1 -CimcId 1
     

      [bookmark: pgfId-445337]Technical support data for Chassis id 1 and Iom id 1 will be created and downloaded to specified file. 
 
     
      [bookmark: pgfId-445338]Get-UcsTechSupport -PathPattern 'C:\${ucs}-techsupp-iom.tar' -RemoveFromUcs -TimeoutSec 600 -ChassisId 1 -IomId 1
     

      [bookmark: pgfId-445339]Technical support data for RackServer id 1 and RackAdapter id 1 will be created and downloaded to specified file. 
 
     
      [bookmark: pgfId-445340]Get-UcsTechSupport -PathPattern 'C:\${ucs}-techsupp-rack.tar' -RemoveFromUcs -TimeoutSec 600 -RackServerId 1 -RackAdapterId 1
     

      [bookmark: pgfId-445341]Technical support data for FEX id 1 will be created and downloaded to specified file.
 
     
      [bookmark: pgfId-445342]Get-UcsTechSupport -PathPattern 'C:\${ucs}-techsupp-fex.tar' -RemoveFromUcs -TimeoutSec 600 -FexId 1 
     

    
 
     
      [bookmark: pgfId-445344][bookmark: 56710]Service Profile
 
      [bookmark: pgfId-445345]Get all service profile instances in UCS. 
 
     
      [bookmark: pgfId-445346]Get-UcsServiceProfile –Type instance
     

      [bookmark: pgfId-445347]Get all service profile updating templates in UCS. 
 
     
      [bookmark: pgfId-445348]Get-UcsServiceProfile -Type updating-template
     

      [bookmark: pgfId-445349]Get all service profile initial templates in UCS. 
 
     
      [bookmark: pgfId-445350]Get-UcsServiceProfile -Type initial-template
     

      [bookmark: pgfId-445351]Add a new service profile sp_name from service profile template sp_template 
 
     
      [bookmark: pgfId-445352]Add-UcsServiceProfile -SrcTemplName sp_template –Name sp_name
     

      [bookmark: pgfId-445353]Add a service profile. 
 
     
      [bookmark: pgfId-445354]Add-UcsServiceProfile -Name sp_name -BootPolicyName boot_policy -BiosProfileName bios_policy -HostFwPolicyName 1.4-3i -MgmtFwPolicyName 1.4-3i -MaintPolicyName maint_policy -MgmtAccessPolicyName ipmi_policy -PowerPolicyName power_policy -ScrubPolicyName scrub_policy -SolPolicyName sol_policy -StatsPolicyName stats_policy -AgentPolicyName agent_policy -DynamicConPolicyName vNIC_policy -ExtIPState static -IdentPoolName UUID_pool -LocalDiskPolicyName disk_policy -Uuid "00000000-0000-0000-0000-000000000008" -UsrLbl "serviceprofile"
     

      [bookmark: pgfId-445355]Get power state of a service profile. 
 
     
      [bookmark: pgfId-445356]Get-UcsServiceProfile -Name sp_name | Get-UcsServerPower
     

      [bookmark: pgfId-445357]Bind service profile to a template. 
 
     
      [bookmark: pgfId-445358]Get-UcsServiceProfile -Name sp_name | Set-UcsServiceProfile -SrcTemplName sp_template
     

      [bookmark: pgfId-445359]Remove a service profile. 
 
     
      [bookmark: pgfId-445360]Get-UcsServiceProfile -Name sp_name | Remove-UcsServiceProfile 
     

    
 
     
      [bookmark: pgfId-445362][bookmark: 25169]Service Profile Components
 
      [bookmark: pgfId-445363]Create a service profile.
 
     
      [bookmark: pgfId-445364]$sp = Add-UcsServiceProfile -Name sp_name
     

      [bookmark: pgfId-445365]Create a vNIC with reference to QoS Policy.
 
     
      [bookmark: pgfId-445366]$eth0 = $sp | Add-UcsVnic -Name eth0 -QosPolicyName qos_policy
     

      [bookmark: pgfId-445367]Add a VLAN for vNIC, make it Native VLAN.
 
     
      [bookmark: pgfId-445368]$eth0 | Add-UcsVnicInterface -Name fi_a_vlan -DefaultNet true
     

      [bookmark: pgfId-445369]Add a VLAN for vNIC.
 
     
      [bookmark: pgfId-445370]$eth0 | Add-UcsVnicInterface -Name fi_b_vlan
     

      [bookmark: pgfId-445371]Create a vNIC and instantiate from template.
 
     
      [bookmark: pgfId-445372]$sp | Add-UcsVnic -Name eth1 -NwTemplName vnic_template
     

      [bookmark: pgfId-445373]Create a vHBA.
 
     
      [bookmark: pgfId-445374]$fc0 = $sp | Add-UcsVhba -Name fc0 -IdentPoolName wwpn_pool
     

      [bookmark: pgfId-445375]Add a VSAN for vHBA.
 
     
      [bookmark: pgfId-445376]$fc0 | Set-UcsVhbaInterface -Name fi_b_vsan
     

      [bookmark: pgfId-445377]Add a WWNN pool.
 
     
      [bookmark: pgfId-445378]$sp | Add-UcsVnicFcNode -IdentPoolName node_default 
     

    
 
     
      [bookmark: pgfId-445380][bookmark: 84693]Service Profile Association
 
      [bookmark: pgfId-445381]Associate a service profile to a blade. 
 
     
      [bookmark: pgfId-445382]Get-UcsServiceProfile sp_name -LimitScope | Associate-UcsServiceProfile -Blade (Get-UcsBlade -Chassis 1 -SlotId 1)
     

      [bookmark: pgfId-445383]Associate service profile to a rack. 
 
     
      [bookmark: pgfId-445384]Get-UcsServiceProfile sp_name -LimitScope | Associate-UcsServiceProfile -RackUnit (Get-UcsRackUnit –ServerId 1)
     

      [bookmark: pgfId-445385]Associate service profile to a server pool. 
 
     
      [bookmark: pgfId-445386]Get-UcsServiceProfile sp_name -LimitScope | Associate-UcsServiceProfile -ServerPoolName FileServerPool
     

      [bookmark: pgfId-445387]Associate a service profile to a server pool along with server pool qualification policy. 
 
     
      [bookmark: pgfId-445388]Get-UcsServiceProfile sp_name -LimitScope | Associate-UcsServiceProfile -ServerPoolName file_server_pool -ServerPoolQualificationPolicyName file_server_pool
     

      [bookmark: pgfId-445389]Disassociate a service profile. 
 
     
      [bookmark: pgfId-445390]Get-UcsServiceProfile sp_name -LimitScope | Disassociate-UcsServiceProfile
     

      [bookmark: pgfId-445391]Create a copy of a service profile. 
 
     
      [bookmark: pgfId-445392]Get-UcsServiceProfile -Name sp_name -LimitScope | Copy-UcsServiceProfile -NewName copy_sp_name 
     

      [bookmark: pgfId-445393]Rename a service profile.
 
     
      [bookmark: pgfId-445394]Get-UcsServiceProfile -Name sp_name | Rename-UcsServiceProfile –NewName rename_sp_name
     

    
 
     
      [bookmark: pgfId-445396][bookmark: 87552]Filters 
 
      [bookmark: pgfId-445397]#Get all Service Profile Templates. 
 
     
      [bookmark: pgfId-445398]Get-UcsServiceProfile -Filter 'Type -clike *-template' | select Ucs,Dn,Name
     

      [bookmark: pgfId-445399]Get all Service Profiles with Name containing string ‘SJC’. 
 
     
      [bookmark: pgfId-445400]Get-UcsServiceProfile -Filter 'Name -cmatch SJC' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445401]Get all Service Profiles with Name beginning with string ‘SJC’. 
 
     
      [bookmark: pgfId-445402]Get-UcsServiceProfile -Filter 'Name –clike SJC' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445403]Get all VLANs with Id between 8 and 50. 
 
     
      [bookmark: pgfId-445404]Get-UcsVlan -Filter 'Id -cbw 8,50' | select Ucs,Dn, Name, Id
     

      [bookmark: pgfId-445405]Get all Roles that have the fault privilege. 
 
     
      [bookmark: pgfId-445406]Get-UcsRole -Filter 'Priv -ccontains fault' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445407]Get all Roles that have the fault or operations privilege. 
 
     
      [bookmark: pgfId-445408]Get-UcsRole -Filter 'Priv -canybit fault,operations’ | select Ucs, Dn, Name
     

      [bookmark: pgfId-445409]Get all Roles that have the fault and operations privilege. 
 
     
      [bookmark: pgfId-445410]Get-UcsRole -Filter 'Priv -callbits fault,operations' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445411]Get a list of blades/rack units with temperature greater than 45. 
 
     
      [bookmark: pgfId-445412]Get-UcsProcessorEnvStats -Filter 'Temperature -cgt 45'| Get-UcsParent | Get-UcsParent | Get-UcsParent | select Ucs, Dn
     

      [bookmark: pgfId-445413]Get a list of faults generated between 4/18/2012 9:00 and 4/19/2012 9:30. 
 
     
      [bookmark: pgfId-445414]Get-UcsFault -Filter 'Created -cbw "4/18/2012 9:00","4/19/2012 9:30"' | select Ucs, Cause, Dn, Created
     

      [bookmark: pgfId-445415]Get Service Profiles with Name equals ‘SJC’. 
 
     
      [bookmark: pgfId-445416]Get-UcsServiceProfile -Filter 'Name -ceq SJC' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445417]Get all Service Profiles with Name equals ‘SJC/sjc/SjC’ etc. 
 
     
      [bookmark: pgfId-445418]Get-UcsServiceProfile -Filter 'Name -ieq sjc' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445419]Get all Service Profiles with Name beginning with string ‘SJC/sjc/SjC’ etc. 
 
     
      [bookmark: pgfId-445420]Get-UcsServiceProfile -Filter 'Name -ilike SJC*' | select Ucs, Dn, Name
     

      [bookmark: pgfId-445421]Get all Service Profiles with Name except ‘SJC/sjc/SjC’ etc. 
 
     
      [bookmark: pgfId-445422]Get-UcsServiceProfile -Filter 'Name -ine SJC' | select Ucs, Dn, Name
     

    
 
     
      [bookmark: pgfId-445424][bookmark: 82295]iSCSI Boot
 
      [bookmark: pgfId-445425]Start Ucs Transaction. 
 
     
      [bookmark: pgfId-445426]Start-UcsTransaction
     

      [bookmark: pgfId-445427]Create a service profile.
 
     
      [bookmark: pgfId-445428]$sp = Add-UcsServiceProfile -Type instance -Name iscsiboot
     

      [bookmark: pgfId-445429]Add a static IP (not related to iSCSI boot).
 
     
      [bookmark: pgfId-445430]$staticIp = Add-UcsVnicIpV4StaticAddr -ServiceProfile $sp -Addr 10.65.224.161 -DefGw 10.65.224.1 -Subnet 255.255.255.0
     

      [bookmark: pgfId-445431]Create the required vNIC and add VLAN.
 
     
      [bookmark: pgfId-445432]$vnic = Add-UcsVnic -ServiceProfile $sp -Name enic1 -SwitchId A -Addr 00:25:B5:07:80:00
     

     
      [bookmark: pgfId-445433]$vlan605 = Add-UcsVnicInterface -Vnic $vnic -Name vlan605 -DefaultNet yes
     

      [bookmark: pgfId-445434]Create iSCSI vNIC and map it to the vNIC created above. 
 
      [bookmark: pgfId-445435]Add iSCSI Initiator Parameters – VLAN and IP address.
 
     
      [bookmark: pgfId-445436]$enic = Add-UcsVnicIScsi -ServiceProfile $sp -Name iscsienic1 -InitiatorName iqn.1995-05.com.broadcom.iscsiboot -VnicName enic1
     

     
      [bookmark: pgfId-445437]$vlan = Add-UcsVnicVlan -VlanName vlan605 -VnicIScsi $enic
     

     
      [bookmark: pgfId-445438]$ipv4if = Add-UcsVnicIPv4If -VnicVlan $vlan
     

     
      [bookmark: pgfId-445439]$ipv4iscsi = Add-UcsVnicIPv4IscsiAddr -VnicIPv4If $ipv4if -Addr 10.65.224.157
     

      [bookmark: pgfId-445440]Add target parameters.
 
     
      [bookmark: pgfId-445441]$primaryTarget = Add-UcsVnicIScsiStaticTargetIf -VnicVlan $vlan -IpAddress 10.65.224.16 -Name iqn.1992-08.com.netapp:sn.135037408 -Priority 1
     

     
      [bookmark: pgfId-445442]$primaryLun = Add-UcsVnicLun -VnicIScsiStaticTargetIf $primaryTarget -Id 2
     

      [bookmark: pgfId-445443]Create a specific boot policy.
 
     
      [bookmark: pgfId-445444]$bootPolicy = Add-UcsBootDefinition -ServiceProfile $sp
     

      [bookmark: pgfId-445445]If installation is required, create a LsbootVirtualMedia.
 
     
      [bookmark: pgfId-445446]$vmedia = Add-UcsLsbootVirtualMedia -BootDefinition $bootPolicy -Access read-only -Order 1
     

      [bookmark: pgfId-445447]Add iSCSI enic in the boot path.
 
     
      [bookmark: pgfId-445448]$iscsiBoot = Add-UcsLsbootIScsi -BootDefinition $bootPolicy -Order 2 
     

     
      [bookmark: pgfId-445449]$iscsiBootImagePath = Add-UcsLsbootIScsiImagePath -LsbootIscsi $iscsiBoot -Type primary -ISCSIVnicName iscsienic1
     

      [bookmark: pgfId-445450]Complete Ucs Transaction. 
 
     
      [bookmark: pgfId-445451]Complete-UcsTransaction | Out-null 
     

    
 
     
      [bookmark: pgfId-445453][bookmark: 40760]vNIC Template
 
      [bookmark: pgfId-445454]Create an Initial vNIC template.
 
     
      [bookmark: pgfId-445455]$vnic_init_temp = Add-UcsVnicTemplate -Name vnic_init_temp -TemplType initial-template -SwitchId A
     

      [bookmark: pgfId-445456]Create an Updating vNIC template.
 
     
      [bookmark: pgfId-445457]$vnic_update_temp = Add-UcsVnicTemplate -Name vnic_update_temp -TemplType updating-template -SwitchId B -Target adaptor
     

      [bookmark: pgfId-445458]Add a VLAN to an Initial vNIC template.
 
     
      [bookmark: pgfId-445459]$vnic_init_temp | Add-UcsVnicInterface -Name fi_a_vlan
     

      [bookmark: pgfId-445460]Add a VLAN to an Initial vNIC template and make it Native VLAN.
 
     
      [bookmark: pgfId-445461]$vnic_init_temp | Add-UcsVnicInterface -Name lan_cloud_vlan -DefaultNet true
     

      [bookmark: pgfId-445462]Set MAC Pool, Network Control policy and QoS policy for Initial vNIC template.
 
     
      [bookmark: pgfId-445463]$vnic_init_temp | Set-UcsVnicTemplate -IdentPoolName mac_pool -NwCtrlPolicyName network_policy -QosPolicyName qos_policy
     

      [bookmark: pgfId-445464]Remove an Initial vNIC template.
 
     
      [bookmark: pgfId-445465]$vnic_init_temp | Remove-UcsVnicTemplate
     

    
 
     
      [bookmark: pgfId-445467][bookmark: 54120]vHBA Template 
 
      [bookmark: pgfId-445468]Create an Initial vHBA template. 
 
     
      [bookmark: pgfId-445469]$vhba_init_temp = Add-UcsVhbaTemplate -Name vhba_init_temp -TemplType initial-template -SwitchId A
     

      [bookmark: pgfId-445470]Create an Updating vHBA template. 
 
     
      [bookmark: pgfId-445471]$vhba_update_temp = Add-UcsVhbaTemplate -Name vhba_update_temp -TemplType updating-template -SwitchId B
     

      [bookmark: pgfId-445472]Add a VSAN to Updating vHBA template. 
 
     
      [bookmark: pgfId-445473]$vhba_update_temp | Add-UcsVhbaInterface -Name fi_b_vsan
     

      [bookmark: pgfId-445474]Set WWN Pool, QoS policy, Pin Group and Stats policy for Updating vHBA template. 
 
     
      [bookmark: pgfId-445475]$vhba_update_temp | Set-UcsVhbaTemplate -IdentPoolName wwpn_pool -QosPolicyName qos_policy -PinToGroupName san_pin_group -StatsPolicyName threshold_policy
     

      [bookmark: pgfId-445476]Remove an Updating vHBA template. 
 
     
      [bookmark: pgfId-445477]$vhba_update_temp | Remove-UcsVhbatemplate 
     

    
 
     
      [bookmark: pgfId-445479][bookmark: 79078]Boot Policy 
 
      [bookmark: pgfId-445480]Create a Boot policy and enable Reboot on boot order change and enforce vNIC/vHBA/iSCSI name. 
 
     
      [bookmark: pgfId-445481]$boot_policy = Add-UcsBootPolicy -Name boot_policy -EnforceVnicName yes -RebootOnUpdate yes
     

      [bookmark: pgfId-445482]Add a Floppy. 
 
     
      [bookmark: pgfId-445483]$boot_policy | Add-UcsLsbootVirtualMedia -Order 3 -Access read-write
     

      [bookmark: pgfId-445484]Add a CD-ROM. 
 
     
      [bookmark: pgfId-445485]$boot_policy | Add-UcsLsbootVirtualMedia -Order 2 -Access read-only
     

      [bookmark: pgfId-445486]Add a Local Disk. 
 
     
      [bookmark: pgfId-445487]$boot_storage = $boot_policy | Add-UcsLsbootStorage -Order 1 $boot_storage | Add-UcsLsbootLocalStorage
     

      [bookmark: pgfId-445488]Add a SAN boot. 
 
     
      [bookmark: pgfId-445489]$boot_storage | Add-UcsLsbootSanImage -VnicName fc0 -Type primary | Add-UcsLsbootSanImagePath -Type primary –Lun 1 -Wwn 20:00:00:25:B5:00:00:00
     

      [bookmark: pgfId-445490]Add a LAN boot. 
 
     
      [bookmark: pgfId-445491]$boot_policy | Add-UcsLsbootLan -Order 4 | Add-UcsLsbootLanImagePath -VnicName eth0 -Type primary
     

      [bookmark: pgfId-445492]Remove a Boot policy. 
 
     
      [bookmark: pgfId-445493]$boot_policy | Remove-UcsBootPolicy 
     

    
 
     
      [bookmark: pgfId-445495][bookmark: 55186]Adapter Policy 
 
      [bookmark: pgfId-445496]Add a custom Eth Adapter policy, that disables receive checksum offload. 
 
     
      [bookmark: pgfId-445497]$eth_adap_policy = Add-UcsEthAdapterPolicy -Name eth_adap_policy -Descr "Custom Adapter Policy” $eth_adap_policy | Set-UcsEthAdapterOffloadProfile -TcpRxChecksum disabled
     

      [bookmark: pgfId-445498]Add a FC Adapter policy. 
 
     
      [bookmark: pgfId-445499]$fc_adap_policy = Add-UcsFcAdapterPolicy -Name fc_adap_policy -Descr "Fibre Channel Adapter Policy"
     

      [bookmark: pgfId-445500]Enable FCP error recovery for Fibre Channel Adapter policy. 
 
     
      [bookmark: pgfId-445501]$fc_adap_policy | Set-UcsAdaptorFcErrorRecoveryProfile -FcpErrorRecovery enabled
     

      [bookmark: pgfId-445502]Add an iSCSI Adapter policy. 
 
     
      [bookmark: pgfId-445503]$iscsi_adap_policy = Add-UcsIScsiAdapterPolicy -Name iscsi_policy
     

      [bookmark: pgfId-445504]Enable TCP timestamp, HBA mode and Boot to target for iSCSI Adapter policy. 
 
     
      [bookmark: pgfId-445505]$iscsi_adap_policy | Set-UcsIScsiAdapterPolicyProperties -BootToTarget yes -TcpTimeStamp yes -HbaMode yes 
     

    
 
     
      [bookmark: pgfId-445507][bookmark: 19400]BIOS Policy 
 
      [bookmark: pgfId-445508]Create a Bios policy and enable reboot on Bios setting change. 
 
     
      [bookmark: pgfId-445509]$bios_policy = Add-UcsBiosPolicy -Name bios_policy -RebootOnUpdate yes
     

      [bookmark: pgfId-445510]Modify USB system idle power optimizing setting to high-performance. 
 
     
      [bookmark: pgfId-445511]$bios_policy | Set-UcsBiosVfUSBSystemIdlePowerOptimizingSetting -VpUSBIdlePowerOptimizing high-performance
     

      [bookmark: pgfId-445512]Enable Virtulization technology. 
 
     
      [bookmark: pgfId-445513]$bios_policy | Set-UcsBiosVfIntelVirtualizationTechnology -VpIntelVirtualizationTechnology enabled
     

      [bookmark: pgfId-445514]Enable quite boot for Bios policy. 
 
     
      [bookmark: pgfId-445515]$bios_policy | Set-UcsBiosVfQuietBoot -VpQuietBoot enabled
     

      [bookmark: pgfId-445516]Resume Ac on power loss to last-state. 
 
     
      [bookmark: pgfId-445517]$bios_policy | Set-UcsBiosVfResumeOnACPowerLoss -VpResumeOnACPowerLoss last-state
     

      [bookmark: pgfId-445518]Disable boot option retry. 
 
     
      [bookmark: pgfId-445519]$bios_policy | Set-UcsBiosVfBootOptionRetry -VpBootOptionRetry disabled
     

      [bookmark: pgfId-445520]Disable console redirection. 
 
     
      [bookmark: pgfId-445521]$bios_policy | Set-UcsBiosVfConsoleRedirection -VpConsoleRedirection disabled
     

      [bookmark: pgfId-445522]Remove a Bios policy. 
 
     
      [bookmark: pgfId-445523]$bios_policy | Remove-UcsBiosPolicy
     

     
      [bookmark: pgfId-445524]
     

    
 
     
      [bookmark: pgfId-445526][bookmark: 35256]Host Firmware Package 
 
      [bookmark: pgfId-445527]Create a Host Firmware package and set IgnoreCompCheck to No. 
 
     
      [bookmark: pgfId-445528]$host_firm_pack = Add-UcsFirmwareComputeHostPack -Name host_firm_pack -IgnoreCompCheck no
     

      [bookmark: pgfId-445529]Add a Host Firmware pack item. 
 
     
      [bookmark: pgfId-445530]$host_firm_pack | Add-UcsFirmwarePackItem -Type adaptor -HwModel N20-AC0002 -HwVendor "Cisco Systems Inc" -Version '1.4(1i)'
     

      [bookmark: pgfId-445531]Set version of Host Firmware pack item. 
 
     
      [bookmark: pgfId-445532]$host_firm_pack | Get-UcsFirmwarePackItem -HwModel N20-AC0002 | Set-UcsFirmwarePackItem -Version '2.0(1t)'
     

      [bookmark: pgfId-445533]Remove Host Firmware package. 
 
     
      [bookmark: pgfId-445534]$host_firm_pack | Remove-UcsFirmwareComputeHostPack 
     

    
 
     
      [bookmark: pgfId-445536][bookmark: 26945]IPMI Access Profile 
 
      [bookmark: pgfId-445537]Create an IPMI Access profile. 
 
     
      [bookmark: pgfId-445538]$ipmi_profile = Add-UcsIpmiAccessProfile -Name ipmi_profile
     

      [bookmark: pgfId-445539]Add an IPMI user with Administrator’s role. 
 
     
      [bookmark: pgfId-445540]$ipmi_profile | Add-UcsAaaEpUser -Name ipmiUser -Priv admin
     

      [bookmark: pgfId-445541]Modify role for IPMI user. 
 
     
      [bookmark: pgfId-445542]$ipmi_profile | Get-UcsAaaEpUser -Name ipmiUser | Set-UcsAaaEpUser -Priv readonly
     

      [bookmark: pgfId-445543]Remove an IPMI Access profile. 
 
     
      [bookmark: pgfId-445544]$ipmi_profile | Remove-UcsIpmiAccessProfile 
     

    
 
     
      [bookmark: pgfId-445546][bookmark: 27975]Management Firmware Package 
 
      [bookmark: pgfId-445547]Create a Management Firmware package and set IgnoreCompCheck to no. 
 
     
      [bookmark: pgfId-445548]$mgmt_firm_pack = Add-UcsFirmwareComputeMgmtPack -Name mgmt_firm_pack -IgnoreCompCheck no
     

      [bookmark: pgfId-445549]Add a Management Firmware pack item. 
 
     
      [bookmark: pgfId-445550]$mgmt_firm_pack | Add-UcsFirmwarePackItem -Type blade-controller -HwModel "N20-B6620-1" -HwVendor "Cisco Systems Inc" -Version '1.4(1i)'
     

      [bookmark: pgfId-445551]Set version of Management Firmware pack item. 
 
     
      [bookmark: pgfId-445552]$mgmt_firm_pack | Get-UcsFirmwarePackItem -HwModel N20-B6620-1 | Set-UcsFirmwarePackItem -Version '2.0(1t)'
     

      [bookmark: pgfId-445553]Remove Management Firmware package. 
 
     
      [bookmark: pgfId-445554]$mgmt_firm_pack | Remove-UcsFirmwareComputeMgmtPack
     

    
 
     
      [bookmark: pgfId-445556][bookmark: 76021]Power Control Policy 
 
      [bookmark: pgfId-445557]Create a Power Control policy. Priority is ranked on a scale of 1-10, where 1 indicates the highest priority and 10 indicates lowest priority. The default priority is 5. 
 
     
      [bookmark: pgfId-445558]$power_policy = Add-UcsPowerPolicy -Name power_policy -Prio 6
     

      [bookmark: pgfId-445559]Create a Power Control policy with power capping 'no-cap'. 
 
     
      [bookmark: pgfId-445560]$power_nocap = Add-UcsPowerPolicy -Name power_nocap -Prio no-cap
     

      [bookmark: pgfId-445561]Remove Power Control policy. 
 
     
      [bookmark: pgfId-445562]$power_policy | Remove-UcsPowerPolicy
     

    
 
     
      [bookmark: pgfId-445564][bookmark: 58601]Server Pool Policy Qualifications 
 
      [bookmark: pgfId-445565]Create a Server Pool policy qualification. 
 
     
      [bookmark: pgfId-445566]$server_pool_qual = Add-UcsServerPoolQualification -Name server_pool_qual
     

      [bookmark: pgfId-445567]Create an Adaptor qualification. 
 
     
      [bookmark: pgfId-445568]$server_pool_qual | Add-UcsAdaptorQualification
     

      [bookmark: pgfId-445569]Create a Memory qualification policy with memory clock speed of 1067Mhz and 16 memory units. 
 
     
      [bookmark: pgfId-445570]$server_pool_qual | Add-UcsMemoryQualification -Clock 1067 -Units 16
     

      [bookmark: pgfId-445571]Create a CPU/Cores qualification policy with Pentium_4 processor architecture 
 
     
      [bookmark: pgfId-445572]$server_pool_qual | Add-UcsCpuQualification -Arch Pentium_4
     

      [bookmark: pgfId-445573]Create a Diskless Storage qualification policy for servers without a local disk (SAN only configuration). 
 
     
      [bookmark: pgfId-445574]$server_pool_qual | Add-UcsStorageQualification -Diskless yes
     

      [bookmark: pgfId-445575]Create a Rack qualification. 
 
     
      [bookmark: pgfId-445576]$server_pool_qual | Add-UcsRackQualification -MaxId 1 -MinId 1[1]
     

      [bookmark: pgfId-445577]Remove a Server Pool policy qualification. 
 
     
      [bookmark: pgfId-445578]$server_pool_qual | Remove-UcsServerPoolQualification 
     

    
 
     
      [bookmark: pgfId-445580][bookmark: 91193]Dynamic vNIC connection Policy 
 
      [bookmark: pgfId-445581]Create a Dynamic vNIC connection policy dy_vnic_conn with 54 dynamic vNICs and protection enabled for failover mode. 
 
     
      [bookmark: pgfId-445582]$dy_vnic_conn = Add-UcsDynamicVnicConnPolicy -Name dy_vnic_conn -AdaptorProfileName Linux -DynamicEth 54 -Protection protected
     

      [bookmark: pgfId-445583]Remove a Dynamic vNIC connection policy. 
 
     
      [bookmark: pgfId-445584]$dy_vnic_conn | Remove-UcsDynamicVnicConnPolicy 
     

    
 
     
      [bookmark: pgfId-445586][bookmark: 90529]Network Control Policy 
 
      [bookmark: pgfId-445587]Create a Network Control policy network_policy with CDP enabled and VIF configured to change the operational state of a vNIC to down when uplink connectivity is lost on the fabric interconnect. 
 
     
      [bookmark: pgfId-445588]$network_policy = Get-UcsOrg -Level root | Add-UcsNetworkControlPolicy -Name network_policy -Cdp enabled –UplinkFailAction link-down
     

      [bookmark: pgfId-445589]Set Mac security for Network Control policy to allow forged MAC addresses. 
 
     
      [bookmark: pgfId-445590]$network_policy | Set-UcsPortSecurityConfig -Forge allow
     

      [bookmark: pgfId-445591]Set Mac security for Network Control policy so that after the first packet has been sent to the fabric interconnect, all other packets must use the same MAC address or they will be silently rejected by the fabric interconnect. This enables port security for the associated vNIC. 
 
     
      [bookmark: pgfId-445592]$network_policy | Set-UcsPortSecurityConfig -Forge deny
     

      [bookmark: pgfId-445593]Remove a Network Control policy. 
 
     
      [bookmark: pgfId-445594]$network_policy | Remove-UcsNetworkControlPolicy 
     

    
 
     
      [bookmark: pgfId-445596][bookmark: 70788]Privileges 
 
      [bookmark: pgfId-445597]List out all privileges on the UCS.
 
     
      [bookmark: pgfId-445598]Get-UcsPrivilege 
     

    
 
     
      [bookmark: pgfId-445600][bookmark: 50287]User Roles 
 
      [bookmark: pgfId-445601]Add a user role “test_role” with admin privileges. 
 
     
      [bookmark: pgfId-445602]Add-UcsRole -Name user_role -Priv admin
     

      [bookmark: pgfId-445603]Change privileges for a user role to allow read-and-write access to fabric interconnect infrastructure, network security operations and read access to the rest of the system. 
 
     
      [bookmark: pgfId-445604]Get-UcsRole -Name user_role | Set-UcsRole -Priv ls-network
     

      [bookmark: pgfId-445605]Set multiple privileges using Set-UcsRole. 
 
     
      [bookmark: pgfId-445606]Get-UcsRole -Name multi_priv_role | Set-UcsRole -Priv "ls-network", "ls-qos"
     

      [bookmark: pgfId-445607]Get all user roles in UCS. 
 
     
      [bookmark: pgfId-445608]Get-UcsRole
     

      [bookmark: pgfId-445609]Get a user role by name. 
 
     
      [bookmark: pgfId-445610]Get-UcsRole -Name multi_priv_role
     

      [bookmark: pgfId-445611]Remove a user role. 
 
     
      [bookmark: pgfId-445612]Get-UcsRole -Name multi_priv_role | Remove-UcsRole
     

    
 
     
      [bookmark: pgfId-445614][bookmark: 80244]Locales 
 
      [bookmark: pgfId-445615]Add a Locale. 
 
     
      [bookmark: pgfId-445616]Add-UcsLocale -Name asia_pacific -Descr "Locale for Asia Pacific users"
     

      [bookmark: pgfId-445617]Get all locales. 
 
     
      [bookmark: pgfId-445618]Get-UcsLocale
     

      [bookmark: pgfId-445619]Add an org to a locale. 
 
     
      [bookmark: pgfId-445620]Get-UcsLocale –Name asia_pacific | Add-UcsAaaOrg -Name org_asia_pacific -OrgDn org-root/org-Finance
     

      [bookmark: pgfId-445621]Remove a locale.
 
     
      [bookmark: pgfId-445622]Get-UcsLocale -Name asia_pacific | Remove-UcsLocale 
     

    
 
     
      [bookmark: pgfId-445624][bookmark: 80435]User Accounts 
 
      [bookmark: pgfId-445625]Add a local user. 
 
     
      [bookmark: pgfId-445626]$user = Add-UcsLocalUser -Name jdoe -Pwd Passw0rdJdoe
     

      [bookmark: pgfId-445627]Edit a local user. 
 
     
      [bookmark: pgfId-445628]$user | Set-UcsLocalUser -FirstName John –Lastname Doe
     

      [bookmark: pgfId-445629]Add to a user. 
 
     
      [bookmark: pgfId-445630]$user | Add-UcsUserRole -Name user_role
     

     
      [bookmark: pgfId-445631]
     

      [bookmark: pgfId-445632]Remove a local user. 
 
     
      [bookmark: pgfId-445633]Get-UcsLocalUser -Name jdoe | Remove-UcsLocalUser 
     

    
 
     
      [bookmark: pgfId-445635][bookmark: 59613]Remote Authentication – RADIUS 
 
      [bookmark: pgfId-445636]Set global configuration for RADIUS authentication. 
 
     
      [bookmark: pgfId-445637]Set-UcsRadiusGlobalConfig -Descr "RADIUS authentication configuration" -Timeout 20 -Retries 3 –Force
     

      [bookmark: pgfId-445638]Create a RADIUS server instance with server key “test1234” and maximum 2 retries. 
 
     
      [bookmark: pgfId-445639]Add-UcsRadiusProvider -Name "192.168.23.84" -Key test1234 -Retries 2
     

      [bookmark: pgfId-445640]Set RADIUS as default authentication. 
 
     
      [bookmark: pgfId-445641]Set-UcsDefaultAuth -Realm radius
     

    
 
     
      [bookmark: pgfId-445643][bookmark: 96254]Remote Authentication – TACACS 
 
      [bookmark: pgfId-445644]Set global configuration for TACACS authentication. 
 
     
      [bookmark: pgfId-445645]Set-UcsTacacsGlobalConfig -Descr "TACACS authentication configuration" -Timeout 20 -Retries 3
     

      [bookmark: pgfId-445646]Add a TACACS Provider. 
 
     
      [bookmark: pgfId-445647]Add-UcsTacacsProvider -Name "192.168.23.84" -Key test1234
     

      [bookmark: pgfId-445648]Set TACACS as default authentication. 
 
     
      [bookmark: pgfId-445649]Get-UcsNativeAuth | Set-UcsNativeAuth -DefLogin tacacs
     

    
 
     
      [bookmark: pgfId-445651][bookmark: 94703]Remote Authentication – LDAP 
 
      [bookmark: pgfId-445652]Set global configuration for LDAP authentication. 
 
     
      [bookmark: pgfId-445653]Set-UcsLdapGlobalConfig -Descr 'LDAP authentication configuration' -Timeout 20 -Retries 3 –Force
     

      [bookmark: pgfId-445654]Add a LDAP Provider. 
 
     
      [bookmark: pgfId-445655]add-UcsLdapProvider -Attribute 'CiscoAVPair' -Basedn 'CN=Users,DC=qasamlab,DC=com' -FilterValue 'cn=$userid' -Key 'Bbv03515' -Name '10.193.23.84' -Rootdn 'CN=Administrator,CN=Users,DC=qasamlab,DC=com' 
     

      [bookmark: pgfId-445656]Set LDAP as default authentication. 
 
     
      [bookmark: pgfId-445657]Get-UcsNativeAuth | Set-UcsNativeAuth -DefLogin ldap 
     

    
 
     
      [bookmark: pgfId-445659][bookmark: 80880]RADIUS Provider 
 
      [bookmark: pgfId-445660]Create a RADIUS server instance with server key “test1234” and maximum 2 retries. 
 
     
      [bookmark: pgfId-445661]Add-UcsRadiusProvider -Name "192.168.23.84" -Key test1234 -Retries 2
     

      [bookmark: pgfId-445662]Add a RADIUS provider group and set it as the default remote authentication. 
 
     
      [bookmark: pgfId-445663]Get-UcsRadiusGlobalConfig | Add-UcsProviderGroup -Name radiusprovidergroup1 
     

     
      [bookmark: pgfId-445664]Get-UcsProviderGroup -Name radiusprovidergroup1 | Add-UcsProviderReference -Name "192.168.23.84"
     

     
      [bookmark: pgfId-445665]Get-UcsNativeAuth | Set-UcsNativeAuth -DefLogin radius
     

     
      [bookmark: pgfId-445666]Get-UcsDefaultAuth | Set-UcsDefaultAuth -ProviderGroup radiusprovidergroup1
     

    
 
     
      [bookmark: pgfId-445668][bookmark: 46305]TACACS Provider 
 
      [bookmark: pgfId-445669]Add a TACACS provider. 
 
     
      [bookmark: pgfId-445670]Add-UcsTacacsProvider -Name "192.168.23.84" -Key test1234
     

      [bookmark: pgfId-445671]Add a TACACS provider group and set it as the default remote authentication. 
 
     
      [bookmark: pgfId-445672]Get-UcsTacacsGlobalConfig | Add-UcsProviderGroup -Name tacacsprovidergroup1 
     

     
      [bookmark: pgfId-445673]Get-UcsProviderGroup -Name tacacsprovidergroup1 | Add-UcsProviderReference -Name "192.168.23.84" 
     

     
      [bookmark: pgfId-445674]Get-UcsNativeAuth | Set-UcsNativeAuth -DefLogin tacacs 
     

     
      [bookmark: pgfId-445675]Get-UcsDefaultAuth | Set-UcsDefaultAuth -ProviderGroup tacacsprovidergroup1 
     

    
 
     
      [bookmark: pgfId-445677][bookmark: 88837]LDAP Provider 
 
      [bookmark: pgfId-445678]Add an LDAP provider.
 
     
      [bookmark: pgfId-445679]add-UcsLdapProvider -Attribute 'CiscoAVPair' -Basedn 
     

     
      [bookmark: pgfId-445680]'CN=Users,DC=qasamlab,DC=com' -FilterValue 'cn=$userid' -Key 'Bbv03515' -Name '192.168.23.84' -Rootdn 'CN=Administrator,CN=Users,DC=qasamlab,DC=com'
     

      [bookmark: pgfId-445681]Add an LDAP provider group and set it as the default remote authentication. 
 
     
      [bookmark: pgfId-445682]Get-UcsLdapGlobalConfig | Add-UcsProviderGroup -Name ldapprovidergroup1 
     

     
      [bookmark: pgfId-445683]Get-UcsProviderGroup -Name ldapprovidergroup1 | Add-UcsProviderReference -Name "192.168.23.84" 
     

     
      [bookmark: pgfId-445684]Get-UcsNativeAuth | Set-UcsNativeAuth -DefLogin ldap 
     

     
      [bookmark: pgfId-445685]Get-UcsDefaultAuth | Set-UcsDefaultAuth -ProviderGroup ldapprovidergroup1 
     

    
 
     
      [bookmark: pgfId-445687][bookmark: 61842]Authentication Domains 
 
      [bookmark: pgfId-445688]Authentication Domains configure simultaneous support for different authentication methods (local, TACACS+, RADIUS, and LDAP/Active Directory) and provider groups.
 
      [bookmark: pgfId-445689]Configure a TACAS Provider Group with a TACACS Provider. 
 
     
      [bookmark: pgfId-445690]$tp = Add-UcsTacacsProvider -Name "192.168.23.84" -Key test1234 
     

     
      [bookmark: pgfId-445691]$tpg = Get-UcsTacacsGlobalConfig | Add-UcsProviderGroup -Name tacacs_pg $tpg | Add-UcsProviderReference -Name $tp.Name
     

      [bookmark: pgfId-445692]Create an Authentication Domain and add a reference to the TACACS Provider group. 
 
     
      [bookmark: pgfId-445693]$ad = Add-UcsAuthDomain -Name adtacacs 
     

     
      [bookmark: pgfId-445694]$ad | Get-UcsAuthDomainDefaultAuth | Set-UcsAuthDomainDefaultAuth -Realm 
     

     
      [bookmark: pgfId-445695]tacacs-ProviderGroup tacacs_pg
     

     
      [bookmark: pgfId-445696]
     

      [bookmark: pgfId-445697]Now if a user logs in from the console, GUI or XML API with the user name being “ucs-adtacacs\user” the TACACS configuration created above will be used for authentication. 
 
    
 
     
      [bookmark: pgfId-445699][bookmark: 97331]Communication Services 
 
      [bookmark: pgfId-445700]Get UCS Web Session Limits, which define the maximum number of concurrent web sessions (both GUI and xml) permitted access to the system at any one time. 
 
     
      [bookmark: pgfId-445701]Get-UcsWebSessionLimit
     

      [bookmark: pgfId-445702]Set Web Session Limit for the user to 30 and an overall session limit of 255. 
 
     
      [bookmark: pgfId-445703]Set-UcsWebSessionLimit -SessionsPerUser 30 -TotalSessions 255 
     

    
 
     
      [bookmark: pgfId-445705][bookmark: 99544]Communication Services - Telnet 
 
      [bookmark: pgfId-445706]Get UCS telnet configuration. 
 
     
      [bookmark: pgfId-445707]Get-UcsTelnet
     

      [bookmark: pgfId-445708]Allow telnet connections. 
 
     
      [bookmark: pgfId-445709]Set-UcsTelnet -AdminState enabled -Descr "Telnet configuration for UCS" 
     

    
 
     
      [bookmark: pgfId-445711][bookmark: 33096]Communication Services - CIM XML 
 
      [bookmark: pgfId-445712]Get UCS CIM XML configuration. 
 
     
      [bookmark: pgfId-445713]Get-UcsCimXml
     

      [bookmark: pgfId-445714]Enable the CIM XML service. 
 
     
      [bookmark: pgfId-445715]Set-UcsCimXml -AdminState enabled
     

    
 
     
      [bookmark: pgfId-445717][bookmark: 35273]Communication Services - SNMP 
 
      [bookmark: pgfId-445718]Get UCS SNMP configuration. 
 
     
      [bookmark: pgfId-445719]Get-UcsSnmp
     

      [bookmark: pgfId-445720]Enable SNMP with community string being “public”, system contact person being “CiscoSystems” and location of the host being “Bangalore”. 
 
     
      [bookmark: pgfId-445721]Set-UcsSnmp -Descr "SNMP config for UCS" -AdminState enabled -SysContact CiscoSystems -SysLocation Bangalore -Community public
     

      [bookmark: pgfId-445722]Get a UCS SNMP user. 
 
     
      [bookmark: pgfId-445723]Get-UcsSnmpUser
     

      [bookmark: pgfId-445724]Add a UCS SNMP user. 
 
     
      [bookmark: pgfId-445725]Add-UcsSnmpUser -Name joe -Auth md5 -Privpwd Joe@Cisco -Pwd Joe@Cisco -UseAes true
     

      [bookmark: pgfId-445726]Set a UCS SNMP user. 
 
     
      [bookmark: pgfId-445727]Get-UcsSnmpUser -Name joe | Set-UcsSnmpUser -Auth sha -UseAes false 
     

      [bookmark: pgfId-445728]Remove a UCS SNMP user. 
 
     
      [bookmark: pgfId-445729]Get-UcsSnmpUser -Name joe | Remove-UcsSnmpUser
     

      [bookmark: pgfId-445730]Get a UCS SNMP trap. 
 
     
      [bookmark: pgfId-445731]Get-UcsSnmpTrap
     

      [bookmark: pgfId-445732]Add a UCS SNMP trap. 
 
     
      [bookmark: pgfId-445733]Add-UcsSnmpTrap -Hostname 168.65.120.32 -Community public -NotificationType traps -Port 162 -V3Privilege noauth -Version v3
     

      [bookmark: pgfId-445734]Set UCS SNMP configuration. 
 
     
      [bookmark: pgfId-445735]Get-UcsSnmpTrap -Hostname 168.65.120.32 | Set-UcsSnmpTrap -Community public -NotificationType informs -Port 162 -V3Privilege auth -Version v1
     

      [bookmark: pgfId-445736]Remove UCS SNMP configuration. 
 
     
      [bookmark: pgfId-445737]Get-UcsSnmpTrap -Hostname 168.65.120.32 | Remove-UcsSnmpTrap 
     

    
 
     
      [bookmark: pgfId-445739][bookmark: 14185]Communication Services – HTTP 
 
      [bookmark: pgfId-445740]Get UCS http configuration. 
 
     
      [bookmark: pgfId-445741]Get-UcsHttp
     

      [bookmark: pgfId-445742]Set UCS http configuration to enable http and enable http to https redirection. 
 
     
      [bookmark: pgfId-445743]Set-UcsHttp -AdminState enabled -RedirectState enabled 
     

    
 
     
      [bookmark: pgfId-445745][bookmark: 83071]Communication Services - HTTPS 
 
      [bookmark: pgfId-445746]Get UCS https configuration. 
 
     
      [bookmark: pgfId-445747]Get-UcsHttps
     

      [bookmark: pgfId-445748]Create a keyring with a key size of 1024 bits. 
 
     
      [bookmark: pgfId-445749]Add-UcsKeyring -Name keyring1024 -Modulus mod1024
     

      [bookmark: pgfId-445750]Create a certificate request passing the required subject name(hostname of the machine). 
 
     
      [bookmark: pgfId-445751]Get-UcsKeyRing -Name keyring2048 | Add-UcsCertRequest -SubjName savbu-pti01
     

      [bookmark: pgfId-445752]Get the certificate for the generated certificate request and have it installed on the client machine. Verify it by running "certmgr.msc" 
 
      [bookmark: pgfId-445753]Add a Trust Point. 
 
     
      [bookmark: pgfId-445754]Add-UcsTrustPoint -Name TPkeyring1024
     

      [bookmark: pgfId-445755]Set a certificate chain for TP. 
 
     
      [bookmark: pgfId-445756]Get-UcsTrustPoint –Name TPkeyring1024 | Set-UcsTrustPoint -CertChain "
     

     
      [bookmark: pgfId-445757]-----BEGIN CERTIFICATE----- MIIEoDCCA4igAwIBAgIQMjE/6XYi/a9CU8PPgR20ZDANBgkqhkiG9w0BAQUFADBU MRIwEAYKCZImiZPyLGQBGRYCaW4xGTAXBgoJkiaJk/IsZAEZFglxYXNhbS1sYWIx FDASBgoJkiaJk/IsZAEZFgR1Y3NtMQ0wCwYDVQQDEwRVQ1NNMB4XDTEwMDcxNjEy MzM1N1oXDTE1MDcxNjEyNDIzNFowVDESMBAGCgmSJomT8ixkARkWAmluMRkwFwYK CZImiZPyLGQBGRYJcWFzYW0tbGFiMRQwEgYKCZImiZPyLGQBGRYEdWNzbTENMAsG A1UEAxMEVUNTTTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOh2Cgcm EVzdGCMf8FQy4SpLgeDXAn8DbobDdKbcH7txYRUMPCRmktYeEjV1QhfMPu1hAs5B cDCbAG0wN7InoGexsNQVhdAQpY7S18h0iml/GiR9XWbhcfaanbxDXUBepOve07UU 6kDnVwxGh9uQrgAgrI5oPatbbiE4zbjUlD2WYjZQ3UH+UGOP+Ub3OcaL+OHteHQh dQWt/EuAprJeUp4jVjZwiaTbC8URAedMy8DjzP3WsbxMS+CHtF/TZ/dHBt+Z3ptK syomrXro2/Kv0HWl9o921ryXHnz133sSDmFJ//LVbvZLqD2PM2UzZuX/+4C5S+44 Hghlv1uiNQ3yRDcCAwEAAaOCAWwwggFoMAsGA1UdDwQEAwIBhjAPBgNVHRMBAf8E BTADAQH/MB0GA1UdDgQWBBRG3l1HsV1u/dVTpUmIc9MNs4r/+DCCARUGA1UdHwSC AQwwggEIMIIBBKCCAQCggf2GgbxsZGFwOi8vL0NOPVVDU00sQ049YmxyLXNhbS1x YS1hYWExLENOPUNEUCxDTj1QdWJsaWMlMjBLZXklMjBTZXJ2aWNlcyxDTj1TZXJ2 aWNlcyxDTj1Db25maWd1cmF0aW9uLERDPXVjc20sREM9cWFzYW0tbGFiLERDPWlu P2NlcnRpZmljYXRlUmV2b2NhdGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxE aXN0cmlidXRpb25Qb2ludIY8aHR0cDovL2Jsci1zYW0tcWEtYWFhMS51Y3NtLnFh c2FtLWxhYi5pbi9DZXJ0RW5yb2xsL1VDU00uY3JsMBAGCSsGAQQBgjcVAQQDAgEA MA0GCSqGSIb3DQEBBQUAA4IBAQBeuIZYIeI07ZhXa1PjCs/YeBdR+S7+i0GKDYJq nLtyWAua8YMyJQ57vJFB0I5MbEmHPt2JaKmFGRSYTMfLH4l7Z7vQUsPkaW5hlkWk zQ4/VQusHEasioazFHbfSDPVzA9IRd71TNHGp5ruVoaThQJUouavcnYSp5FFeOCM xQcFUtGTkl/1XHoRv8ROwHjv24YXLPpxC+7DwMtmKLS00MGP8su9+nf4OrLGB2Ml 0cVhfAqwliMoVTfg6uzkI6xcss3xI1y7tuFOBZ60CkBvD+1C7ZhYe212RN75Uo6Z jL77g422uodkMO5TSqj6pbI/wJmIQMsS45NDitoM90x7TpvZ -----END CERTIFICATE-----"
     

      [bookmark: pgfId-445758]Set a TP and certificate for a key ring. 
 
     
      [bookmark: pgfId-445759]Get-UcsKeyRing keyring1024 | Set-UcsKeyRing -Tp TPkeyring1024 –Cert "
     

     
      [bookmark: pgfId-445760] -----BEGIN CERTIFICATE----- MIIFnzCCBIegAwIBAgIKRy4WzAAAAAAADTANBgkqhkiG9w0BAQUFADBUMRIwEAYK CZImiZPyLGQBGRYCaW4xGTAXBgoJkiaJk/IsZAEZFglxYXNhbS1sYWIxFDASBgoJ kiaJk/IsZAEZFgR1Y3NtMQ0wCwYDVQQDEwRVQ1NNMB4XDTExMTIwMTEzMzYwOVoX DTEyMTIwMTEzNDYwOVowFjEUMBIGA1UEAxMLc2F2YnUtdHBpMDEwggEiMA0GCSqG SIb3DQEBAQUAA4IBDwAwggEKAoIBAQC4eSJyX6J/I1ZSwSFXu+NmEW0BE0I0EEX/ zpMJ/yxh/SJKsgybicPAr0SRzgDKRhEIoIsMSMXigTFpErMgF4tkT32HNUeLlb5M N+e/lcx3M7ogQfDWUOMBFVP9qMCTkpn7cPAnOEoYaCx4J79XQJ6RyX1+uI1qAiCh tz1jPWnTvzNGTacp/opZYwtJ0f5iY6ERNQ8WKJke56oulzUhcq40y3oKX/i1GfkI IG8GT26Yv6a+KPKdRDSO+q+GZSqkmIcghETPYThCt3CWDO7AYxRyQtNnGDzN1OEd YaCQhcbzoD8qfogpnsWIMARzgYC2HWAN9suZ0zO3NGrFKkeg6ep7AgMBAAGjggKv MIICqzAfBgNVHREBAf8EFTATggtzYXZidS10cGkwMYcECkF4JTAdBgNVHQ4EFgQU ns86LcentpqeJmT814OjcfYt2DQwHwYDVR0jBBgwFoAURt5dR7Fdbv3VU6VJiHPT DbOK//gwggEVBgNVHR8EggEMMIIBCDCCAQSgggEAoIH9hoG8bGRhcDovLy9DTj1V Q1NNLENOPWJsci1zYW0tcWEtYWFhMSxDTj1DRFAsQ049UHVibGljJTIwS2V5JTIw U2VydmljZXMsQ049U2VydmljZXMsQ049Q29uZmlndXJhdGlvbixEQz11Y3NtLERD PXFhc2FtLWxhYixEQz1pbj9jZXJ0aWZpY2F0ZVJldm9jYXRpb25MaXN0P2Jhc2U/ b2JqZWN0Q2xhc3M9Y1JMRGlzdHJpYnV0aW9uUG9pbnSGPGh0dHA6Ly9ibHItc2Ft LXFhLWFhYTEudWNzbS5xYXNhbS1sYWIuaW4vQ2VydEVucm9sbC9VQ1NNLmNybDCC AS0GCCsGAQUFBwEBBIIBHzCCARswgawGCCsGAQUFBzAChoGfbGRhcDovLy9DTj1V Q1NNLENOPUFJQSxDTj1QdWJsaWMlMjBLZXklMjBTZXJ2aWNlcyxDTj1TZXJ2aWNl cyxDTj1Db25maWd1cmF0aW9uLERDPXVjc20sREM9cWFzYW0tbGFiLERDPWluP2NB Q2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXV0aG9y aXR5MGoGCCsGAQUFBzAChl5odHRwOi8vYmxyLXNhbS1xYS1hYWExLnVjc20ucWFz YW0tbGFiLmluL0NlcnRFbnJvbGwvYmxyLXNhbS1xYS1hYWExLnVjc20ucWFzYW0t bGFiLmluX1VDU00uY3J0MA0GCSqGSIb3DQEBBQUAA4IBAQB01hNPBrDqfu9hrI1E o6Y9GghHNZ4cxwPlhz0U9w4iskWNVHlw7IJdf7U+WUvulGWcyln73i2r2sOeQqy3 Isx/2dKS4n3YX7x1hYpMubPCCL1fHIPqQwh9ddlHyKFtxqMd6/jQJyhLNOX5yz4h HpORfl4xGGWYsv1Jjqqr2jREbV3kE/uOq0NNi+2efWS0YHq9SESKqu1cXgMl5LyC ZKQYolUseboYK90XgLc2yww+75UcgynLZRxgbAPstNeqPTWh12kWogrO4zkpo18Y Vz2yB2BA6/ugCbtJuIw352HzzHU9FM4Y7R0r9k75CNjA9wScu56hX2rfIFUwnSMT gWvg -----END CERTIFICATE----- " 
     

      [bookmark: pgfId-445761]Set the keyring for https. 
 
     
      [bookmark: pgfId-445762]Get-UcsHttps | Set-UcsHttps -KeyRing keyring1024 -AdminState enabled
     

      [bookmark: pgfId-445763]Access UCSM through https should now give no "untrusted connection" message. 
 
    
 
     
      [bookmark: pgfId-445765][bookmark: 23214]Generic Managed Object Queries 
 
      [bookmark: pgfId-445766]Get Managed Object of a specific DN. 
 
     
      [bookmark: pgfId-445767]Get-UcsManagedObject -Dn "sys/chassis-1"
     

      [bookmark: pgfId-445768]Get all Managed Objects of a particular class. 
 
     
      [bookmark: pgfId-445769]Get-UcsManagedObject -ClassId faultInst
     

      [bookmark: pgfId-445770]Get DNs of Managed Objects of a particular class. 
 
     
      [bookmark: pgfId-445771]Get-UcsManagedObject -ClassId faultInst –DnList
     

      [bookmark: pgfId-445772]Get names of all Service Profiles from org-root. 
 
     
      [bookmark: pgfId-445773]Get-UcsOrg -Level root | Get-UcsManagedObject -ClassId lsServer | Select Name
     

      [bookmark: pgfId-445774]Get immediate children of org-root. 
 
     
      [bookmark: pgfId-445775]Get-UcsOrg –Level root | Get-UcsChild
     

      [bookmark: pgfId-445776]Get parent of a Managed Object. 
 
     
      [bookmark: pgfId-445777]Get-UcsOrg –Name Finance | Get-UcsParent 
     

    
 
     
      [bookmark: pgfId-445779][bookmark: 26992]Generic Managed Object Cmdlets 
 
      [bookmark: pgfId-445780]Create a VLAN using parent object. 
 
     
      [bookmark: pgfId-445781]$propMap = @{Name = "lan_cloud_vlan"; Id = 500} Get-UcsLanCloud | Add-UcsManagedObject -ClassId FabricVlan -PropertyMap $propMap 
     

      [bookmark: pgfId-445782]Create a VLAN using parent object, modify if already existing. 
 
     
      [bookmark: pgfId-445783]$propMap = @{Name = "lan_cloud_vlan"; Id = 500} 
     

     
      [bookmark: pgfId-445784]Add-UcsManagedObject -ClassId FabricVlan -PropertyMap $propMap -Parent (Get-UcsLanCloud) –ModifyPresent 
     

      [bookmark: pgfId-445785]Create a VLAN using DN. 
 
     
      [bookmark: pgfId-445786]$propMap = @{Dn = "fabric/lan/net-lan_cloud_vlan"; Name = "lan_cloud_vlan"; Id = 500} 
     

     
      [bookmark: pgfId-445787]Add-UcsManagedObject -ClassId FabricVlan -PropertyMap $propMap 
     

      [bookmark: pgfId-445788]Modify a VLAN using Managed Object. 
 
     
      [bookmark: pgfId-445789]$vlan = Get-UcsVlan -Name 'lan_cloud_vlan' $propMap = @{DefaultNet = "yes"; Id = 501; Sharing = "primary"} Set-UcsManagedObject -PropertyMap $propMap -ManagedObject $vlan 
     

      [bookmark: pgfId-445790]Modify a VLAN using DN. 
 
     
      [bookmark: pgfId-445791]$propMap = @{Dn = "fabric/lan/net-lan_cloud_vlan"; DefaultNet = "yes"; Id = 501; Sharing = "primary"} Set-UcsManagedObject -PropertyMap $propMap -ClassId FabricVlan 
     

      [bookmark: pgfId-445792]Remove a Managed Object. 
 
     
      [bookmark: pgfId-445793]Get-UcsOrg –Name Finance | Remove-UcsManagedObject 
     

    
 
     
      [bookmark: pgfId-445795][bookmark: 13490]Generic Cmdlet –XmlTag 
 
      [bookmark: pgfId-445796]The XmlTag parameter enables us to work with unknown Managed Objects. 
 
      [bookmark: pgfId-445797]Create a multicast policy. 
 
     
      [bookmark: pgfId-445798]Add-UcsManagedObject -XmlTag fabricMulticastPolicy -PropertyMap @{Dn="org-root/mc-policy-multicastpolicy"; Name="multicastpolicy"; PolicyOwner="local"; SnoopingState="enabled"; QuerierState="disabled";}
     

      [bookmark: pgfId-445799]Set snooping state to disabled for multicast policy. 
 
     
      [bookmark: pgfId-445800]Set-UcsManagedObject -XmlTag fabricMulticastPolicy -PropertyMap @{Dn = "org-root/mc-policy-multicastpolicy"; SnoopingState="disabled";}
     

    
 
     
      [bookmark: pgfId-445802][bookmark: 19059]XtraProperty in Get/Add/Set cmdlets 
 
      [bookmark: pgfId-445803]The XtraProperty parameter ensures that unknown Managed Object properties can also be used in Get/Add/Set cmdlets. 
 
      [bookmark: pgfId-445804]Create a service profile with extra property ExtIPPoolName. 
 
     
      [bookmark: pgfId-445805]Add-UcsServiceProfile -Name sp_name -XtraProperty @{ExtIPPoolName = "ext-mgmt";}
     

      [bookmark: pgfId-445806]Get all service profiles that have ext-mgmt as ExtIPPoolName. 
 
     
      [bookmark: pgfId-445807]Get-UcsServiceProfile -XtraProperty @{ExtIPPoolName = "ext-mgmt";}
     

    
 
     
      [bookmark: pgfId-445809][bookmark: 29328]CCO Integration 
 
     
      [bookmark: pgfId-445810]There are 2 Cmdlets related to CCO Image handling:
     

      [bookmark: pgfId-445811]Get a List of Images from CCO. 
 
     
      [bookmark: pgfId-445812]$images = Get-UcsCcoImageList
     

      [bookmark: pgfId-445813]Select 2.0(1x) images and download the images. Get-UcsCcoImage first checks if the image is available locally. If the image exists and md5sum matches, no download is initiated. If not, the image is downloaded. 
 
     
      [bookmark: pgfId-445814]$images | where { $_.ImageName -like "ucs-k9-bundle*2.0.1*" } | Get-UcsCcoImage -Path C:\work\Images
     

      [bookmark: pgfId-445815]Re-running the command should not initiate any downloads, if the previous download was successful. 
 
     
      [bookmark: pgfId-445816]$images | where { $_.ImageName -like "ucs-k9-bundle*2.0.1*" } | Get-UcsCcoImage -Path C:\work\Images
     

      [bookmark: pgfId-445817]A proxy can be used if required. 
 
     
      [bookmark: pgfId-445818]$proxy = New-Object System.Net.WebProxy 
     

     
      [bookmark: pgfId-445819]$proxy.Address = "http:\\<url>:<port>" 
     

     
      [bookmark: pgfId-445820]$proxy.UseDefaultCredentials = $false 
     

     
      [bookmark: pgfId-445821]$proxy.Credentials = New-Object System.Net.NetworkCredential("<username>", "<password>") 
     

     
      [bookmark: pgfId-445822]$images = Get-UcsCcoImageList -Proxy $proxy
     

    
 
     
      [bookmark: pgfId-445824][bookmark: 44054]Upload Firmware 
 
      [bookmark: pgfId-445825]Upload an image to the Default Ucs system. 
 
     
      [bookmark: pgfId-445826]Send-UcsFirmware -LiteralPath C:\work\Images\ucs-k9-bundle-b-series.2.0.1q.B.bin 
     

    
 
     
      [bookmark: pgfId-445828][bookmark: 84720]Export to XML 
 
      [bookmark: pgfId-445829]Export the configuration of a Managed Object. 
 
      [bookmark: pgfId-445830]This cmdlet exports the configuration of the managed object and the entire hierarchy.
 
     
      [bookmark: pgfId-445831]Export-UcsXml -Dn org-root/org-Finance -Hierarchy -LiteralPath C:\cmd.xml 
     

      [bookmark: pgfId-445832]Export the xml of a Managed Object into a file.
 
     
      [bookmark: pgfId-445833]Get-UcsServiceProfile -Name sp_name | Export-UcsMoXml | Out-File c:\mo.xml
     

    
 
     
      [bookmark: pgfId-445835][bookmark: 61540]Import from XML 
 
      [bookmark: pgfId-445836]Import the configuration from the XML file. 
 
     
      [bookmark: pgfId-445837]Import-UcsXml -LiteralPath C:\cmd.xml 
     

      [bookmark: pgfId-445838]Import xml of a Managed Object and convert it into objects.
 
     
      [bookmark: pgfId-445839]Import-UcsMoXml -LiteralPath c:\mo.xml
     

    
 
     
      [bookmark: pgfId-445841][bookmark: 98935]KVM 
 
      [bookmark: pgfId-445842]Start a KVM session for service profile and add a customized title for the KVM window. 
 
     
      [bookmark: pgfId-445843]Get-UcsServiceProfile –Name sp_name -LimitScope | Start-UcsKvmSession -FrameTitle "Custom Frame Title & | 1 2 3"
     

      [bookmark: pgfId-445844]Start a KVM session for blade 1. 
 
     
      [bookmark: pgfId-445845]Start-UcsKvmSession -Blade (Get-UcsBlade -SlotId 1 –ChassisId 1)
     

      [bookmark: pgfId-445846]Start a KVM session for rack unit 1. 
 
     
      [bookmark: pgfId-445847]Start-UcsKvmSession -RackUnit (Get-UcsRackUnit -Id 1)
     

    
 
     
      [bookmark: pgfId-445850][bookmark: marker-445848][bookmark: 33613]Launch the UCSM GUI
 
      [bookmark: pgfId-445851]Connect to UCSM and launch the UCSM GUI.
 
     
      [bookmark: pgfId-445852]Start-UcsGuiSession
     

      [bookmark: pgfId-445853]Enable secure Logging. 
 
      [bookmark: pgfId-445854]Some XML transactions are treated as secure and the UCSM GUI does not log them. The LogAllXml flag enables secure logging.
 
     
      [bookmark: pgfId-445855]Start-UcsGuiSession –LogAllXml
     

      [bookmark: pgfId-445856]Launch the UCSM GUI using the Get-UcsStatus and Start-UcsGuiSession cmdlets.
 
     
      [bookmark: pgfId-445857]Get-UcsStatus | Start-UcsGuiSession
     

      [bookmark: pgfId-445858]Launch the UCSM GUI without Connecting to UCSM.
 
     
      [bookmark: pgfId-445859]Start-UcsGuiSession -Name <IP Address or Hostname of UCSM>
     

      [bookmark: pgfId-445860]Store the Credentials in a Variable and Pass it to a cmdlet
 
     
      [bookmark: pgfId-445861]$password = "<Password>" | ConvertTo-SecureString -AsPlainText -Force
     

     
      [bookmark: pgfId-445862]$cred = New-Object System.Management.Automation.PSCredential("UserName", $password)
     

     
      [bookmark: pgfId-445863]Start-UcsGuiSession -Name <IP Address or Hostname of UCSM> -Credential $cred
     

    
 
     
      [bookmark: pgfId-445865][bookmark: 78205]UCS Statistics 
 
      [bookmark: pgfId-445866]Get current Ucs statistics for Chassis Id 1 and Slot Id 1. 
 
     
      [bookmark: pgfId-445867]Get-UcsBlade -ChassisId 1 -SlotId 1 | Get-UcsStatistics –Current
     

      [bookmark: pgfId-445868]Get Ucs statistics history for Chassis Id 1 and Slot Id 1. 
 
     
      [bookmark: pgfId-445869]Get-UcsBlade -ChassisId 1 -SlotId 1 | Get-UcsStatistics –History
     

      [bookmark: pgfId-445870]Clear Ucs statistics. 
 
     
      [bookmark: pgfId-445871]Get-UcsManagedObject -Dn sys/chassis-1/blade-1/board/temp-stats | Clear-UcsStatistics
     

    
 
     
      [bookmark: pgfId-445873][bookmark: 83961]Configure Scalability Port in UCS 6324 Fabric Interconnect
 
      [bookmark: pgfId-445874]Configure the breakout port 1/5/1 in UCS 6324 Fabric Interconnect B as a server port
 
     
      [bookmark: pgfId-445875]$mo = Add-UcsManagedObject -XmlTag fabricSubGroup -PropertyMap @{dn="fabric/server/sw-B/slot-1-aggr-port-5";aggrPortId="5";slotId="1"}
     

     
      [bookmark: pgfId-445876]$mo | Add-UcsManagedObject -XmlTag fabricDceSwSrvEp -PropertyMap 
     

     
      [bookmark: pgfId-445877]@{rn="slot-1-port-1";portId="1";slotId="1"}
     

      [bookmark: pgfId-445878]Configure the breakout port 1/5/1 in UCS 6324 Fabric Interconnect B as an FCoE storage port
 
     
      [bookmark: pgfId-445879]$mo = Add-UcsManagedObject -modifyPresent -XmlTag fabricSubGroup -PropertyMap @{dn="fabric/fc-estc/B/slot-1-aggr-port-5";aggrPortId="5";slotId="1"}
     

     
      [bookmark: pgfId-445880]$mo | Add-UcsManagedObject -XmlTag fabricFcoeEstcEp -PropertyMap @{rn="phys-fcoe-slot-1-port-1";portId="1";slotId="1"}
     

      [bookmark: pgfId-445881]Configure breakout port 1/5/1 in UCS 6324 Fabric Interconnect B appliance port
 
     
      [bookmark: pgfId-445882]$mo = Add-UcsManagedObject -modifyPresent -XmlTag fabricSubGroup -PropertyMap @{dn="fabric/eth-estc/B/slot-1-aggr-port-5";aggrPortId="5";slotId="1"}
     

     
      [bookmark: pgfId-445883]$mo | Add-UcsManagedObject -XmlTag fabricEthEstcEp -PropertyMap @{rn="phys-eth-slot-1-port-1";portId="1";slotId="1"}
     

    
 
     
      [bookmark: pgfId-445885][bookmark: 53765]Transaction Impact 
 
      [bookmark: pgfId-445886]Get-UcsTransactionImpact cmdlet estimates the impact of a pending transaction. The cmdlet uses the ConfigEstimateImpact method and returns a UcsImpact object. A message that is similar to the message provided by UCS Manager GUI is provided as part of the UcsImpact object.
 
      [bookmark: pgfId-445887]Start a transaction. 
 
     
      [bookmark: pgfId-445888]Start-UcsTransaction
     

      [bookmark: pgfId-445889]Create a service profile. 
 
     
      [bookmark: pgfId-445890]$sp = Add-UcsServiceProfile -Name sp_name
     

      [bookmark: pgfId-445891]Create a vNIC. 
 
     
      [bookmark: pgfId-445892]$eth0 = $sp | Add-UcsVnic -Name eth0 -IdentPoolName empty_pool
     

      [bookmark: pgfId-445893]Add a VLAN for vNIC, make it Native VLAN. 
 
     
      [bookmark: pgfId-445894]$eth0 | Add-UcsVnicInterface -Name primary -DefaultNet true
     

      [bookmark: pgfId-445895]Get Transaction Impact.
 
     
      [bookmark: pgfId-445896]Get-UcsTransactionImpact
     

      [bookmark: pgfId-445897]One can now observe that a UcsImpact object was returned, which indicates a config-failure for the service profile that would be created etc. 
 
    
 
     
      [bookmark: pgfId-445899][bookmark: 17061]Cmdlet Meta Information 
 
      [bookmark: pgfId-445900]Get Meta information about all Managed Object mapped cmdlets. 
 
     
      [bookmark: pgfId-445901]Get-UcsCmdletMeta
     

      [bookmark: pgfId-445902]Get Meta information about LsServer mapped cmdlets. 
 
     
      [bookmark: pgfId-445903]Get-UcsCmdletMeta -ClassId LsServer
     

      [bookmark: pgfId-445904]View the hierarchy of the ServiceProfile (LsServer) class. 
 
     
      [bookmark: pgfId-445905]Get-UcsCmdletMeta -Noun UcsServiceProfile -Tree
     

      [bookmark: pgfId-445906]Get Meta information for the UcsServiceProfile noun. 
 
     
      [bookmark: pgfId-445907]Get-UcsCmdletMeta -Noun UcsServiceProfile
     

      [bookmark: pgfId-445908]See the Managed Object information for LsServer. 
 
     
      [bookmark: pgfId-445909]Get-UcsCmdletMeta -ClassId LsServer | Select -ExpandProperty MoMeta
     

      [bookmark: pgfId-445910]See the Managed Object property information for LsServer. 
 
     
      [bookmark: pgfId-445911]Get-UcsCmdletMeta -ClassId LsServer | Select -ExpandProperty MoMeta | Select -ExpandProperty PropertyMeta 
     

    
 
     
      [bookmark: pgfId-445913][bookmark: 38352]Compare-UcsManagedObject - Dn Translation 
 
      [bookmark: pgfId-445914]Create a service profile under org A. Assume that orgs A & B are in place already. 
 
     
      [bookmark: pgfId-445915]$org = Get-UcsOrg -Name A –LimitScope 
     

     
      [bookmark: pgfId-445916]$destOrg = Get-UcsOrg -Name B –LimitScope 
     

     
      [bookmark: pgfId-445917]$sp = Add-UcsServiceProfile -Org $org -Name abc
     

      [bookmark: pgfId-445918]Create a translation map with DNs of entities that needs to be translated. 
 
     
      [bookmark: pgfId-445919]$xlateDn = @{ } 
     

     
      [bookmark: pgfId-445920]$xlateDn['org-root/org-A/ls-abc'] = 'org-root/org-B/ls-xyz'
     

      [bookmark: pgfId-445921]Combine the translation map with Compare-UcsMo to see the changes required. 
 
     
      [bookmark: pgfId-445922]Compare-UcsManagedObject (Get-UcsServiceProfile -Org $destOrg -Name xyz -LimitScope) (Get-UcsServiceProfile -Org $org -Name abc -LimitScope ) -XlateMap $xlateDn
     

      [bookmark: pgfId-445923]Combine the translation org with Compare to see the changes required. 
 
     
      [bookmark: pgfId-445924]Compare-UcsManagedObject (Get-UcsServiceProfile -Org $destOrg -Name xyz -LimitScope) (Get-UcsServiceProfile -Org $org -Name abc -LimitScope ) -XlateOrg org-root/org-B
     

      [bookmark: pgfId-445925]Sync a service profile from org A to org B while renaming it. 
 
     
      [bookmark: pgfId-445926]Sync-UcsManagedObject (Compare-UcsManagedObject (Get-UcsServiceProfile -Org $destOrg -Name xyz -LimitScope) (Get-UcsServiceProfile -Org $org -Name abc -LimitScope ) -XlateMap $xlateDn) -Force | select Dn
     

    
 
     
      [bookmark: pgfId-445928][bookmark: 97414]Compare-UcsManagedObject – GetPropertyDiff() 
 
      [bookmark: pgfId-445929]Use GetPropertyDiff() function on output of Compare- UcsManagedObject to see the difference in properties. 
 
     
      [bookmark: pgfId-445930]$sp1 = Get-UcsServiceProfile -Dn org-root/ls-abc 
     

     
      [bookmark: pgfId-445931]$sp2 = $sp1 | Set-UcsServiceProfile -Descr 'GetPropertyDiff Example' -Force 
     

     
      [bookmark: pgfId-445932]$diff = Compare-UcsManagedObject $sp1 $sp2
     

      [bookmark: pgfId-445933]Display all the properties having difference. If $diff is an array of objects, then GetPropertyDiff works on $diff[<index>] 
 
     
      [bookmark: pgfId-445934]$diff.GetPropertyDiff()
     

      [bookmark: pgfId-445935]For a specific property $diff.
 
     
      [bookmark: pgfId-445936]GetPropertyDiff('descr')
     

      [bookmark: pgfId-445937]Include all operational properties of MOs in comparison 
 
     
      [bookmark: pgfId-446285]Compare-UcsManagedObject $sp1 $sp2 -IncludeOperational 
     

    
 
     
      [bookmark: pgfId-446287][bookmark: 86503]Add Cmdlet –ModifyPresent Flag 
 
      [bookmark: pgfId-446288]The ModifyPresent option ensures that the add-cmdlets modify the MO, if it already exists, instead of returning an error.
 
      [bookmark: pgfId-445942]Create a csv file with Name, Id pairs. 
 
     
      [bookmark: pgfId-445943]$("Name,Id"; foreach ($vlan in 501..510) { "vlan${vlan}, ${vlan}" } ) | Out-File c:\vlans.csv
     

      [bookmark: pgfId-445944]Import the Name, Vlan pairs from the file and create those vlans. 
 
     
      [bookmark: pgfId-446334]$lc = Get-UcsLanCloud 
     

     
      [bookmark: pgfId-446335]Start-UcsTransaction 
     

     
      [bookmark: pgfId-446336]Import-Csv C:\vlans.csv | % { $lc | Add-UcsVlan -ModifyPresent -Name $_.Name -Id $_.Id } 
     

     
      [bookmark: pgfId-445948]Complete-UcsTransaction
     

      [bookmark: pgfId-445949]Edit the csv file to edit the ids or add new vlans. Re-running the same Add-UcsVlan snippet above will result in an error, if existing VLANs created again (with or without changes). Invoking Add-UcsVlanwith the ModifyPresent option, addresses this by modifying the VLANs instead, if they already exist.
 
     
      [bookmark: pgfId-445950]$lc = Get-UcsLanCloud
     

     
      [bookmark: pgfId-447646]Start-UcsTransaction 
     

     
      [bookmark: pgfId-447647]Import-Csv C:\vlans.csv | % { $lc | Add-UcsVlan -ModifyPresent -Name $_.Name -Id $_.Id } 
     

     
      [bookmark: pgfId-447648]Complete-UcsTransaction
     

    
 
     
      [bookmark: pgfId-447640][bookmark: 61395]Capability Catalog Update
 
      [bookmark: pgfId-446502]The capability catalog is a set of tunable parameters, strings, and rules. Cisco UCS uses the catalog to update the display and configurability of components, such as newly qualified DIMMs and disk drives for servers. 
 
      [bookmark: pgfId-447752]To update the capability catalog from a local file source you can use the following cmdlet:
 
     
      [bookmark: pgfId-447772]Update-UcsCatalogue -LiteralPath C:\Work\ucs-catalog.2.2.3a.T.bin
     

    
 
     
      [bookmark: pgfId-447773][bookmark: 33225]Server Operations
 
      [bookmark: pgfId-451464]Added the following new simplified cmdlets to perform server operations:
 
     
      [bookmark: pgfId-447917]
     

      
       
       
         
         	  [bookmark: pgfId-450961]Action Description 
  
         	  [bookmark: pgfId-450963]Cmdlets in PowerTool Release 1.4.1 or earlier 
  
         	  [bookmark: pgfId-450965]Cmdlet in PowerTool Release 1.5.1 and later
  
        
 
         
         	 [bookmark: pgfId-450967]Acknowledge UCS Server
  
         	 [bookmark: pgfId-450969]Get-UcsChassis -Id 1 | Get-UcsBlade -SlotId 1 | Set-UcsBlade -AdminPower "policy" -Lc "rediscover" -PolicyOwner "local"
  
         	 [bookmark: pgfId-450971]Get-UcsServer | where { $_.Dn -eq "sys/chassis-1/blade-1"} | Confirm-UcsServer
  
        
 
         
         	 [bookmark: pgfId-450973]Decommission UCS Server
  
         	 [bookmark: pgfId-450975]Get-UcsChassis -Id 1 | Get-UcsBlade -SlotId 1 | Set-UcsBlade -AdminPower "policy" -Lc "decommission" -PolicyOwner "local"
  
         	 [bookmark: pgfId-450977]Get-UcsServer | where { $_.Dn -eq "sys/chassis-1/blade-1"} | Disable-UcsServer
  
        
 
         
         	 [bookmark: pgfId-450979]Hard Reset UCS Server
  
         	 [bookmark: pgfId-450981]Get-UcsOrg -Level root | Get-UcsServiceProfile -Name "testSP" -LimitScope | Get-UcsServerPower | Set-UcsServerPower -State "hard-reset-immediate"
  
         	 [bookmark: pgfId-450983]Get-UcsServiceProfile -name testSP | Reset-UcsServer
  
        
 
         
         	 [bookmark: pgfId-450985]Booting UCS Server
  
         	 [bookmark: pgfId-450987]Get-UcsOrg -Level root | Get-UcsServiceProfile -Name "testSP" -LimitScope | Get-UcsServerPower | Set-UcsServerPower -State "admin-up"
  
         	 [bookmark: pgfId-450989]Get-UcsServiceProfile -name testSP | Start-UcsServer
  
        
 
         
         	 [bookmark: pgfId-450991]Shutting down UCS Server
  
         	 [bookmark: pgfId-450993]Get-UcsOrg -Level root | Get-UcsServiceProfile -Name "testSP" -LimitScope | Get-UcsServerPower | Set-UcsServerPower -State "soft-shut-down"
  
         	 [bookmark: pgfId-450995]Get-UcsServiceProfile -name testSP | Stop-UcsServer
  
        
 
         
         	 [bookmark: pgfId-450997]Power Cycling UCS Server
  
         	 [bookmark: pgfId-450999]Get-UcsOrg -Level root | Get-UcsServiceProfile -Name "testSP" -LimitScope | Get-UcsServerPower | Set-UcsServerPower -State "cycle-immediate"
  
         	 [bookmark: pgfId-451001]Get-UcsServiceProfile -name testSP | Restart-UcsServer
  
        
 
         
         	 [bookmark: pgfId-451003]Resetting CMOS for a UCS Server
  
         	 [bookmark: pgfId-451005]Get-UcsOrg -Level root | Get-UcsServiceProfile -Name "testSP" -LimitScope | Get-UcsServerPower | Set-UcsServerPower -State "cmos-reset-immediate"
  
         	 [bookmark: pgfId-451007]Get-UcsServiceProfile -name testSP | Reset-UcsServerCmos
  
        
 
         
         	 [bookmark: pgfId-451009]Resetting BMC for a UCS Server
  
         	 [bookmark: pgfId-451011]Get-UcsOrg -Level root | Get-UcsServiceProfile -Name "testSP" -LimitScope | Get-UcsServerPower | Set-UcsServerPower -State "bmc-reset-immediate"
  
         	 [bookmark: pgfId-451013]Get-UcsServiceProfile -name testSP | Reset-UcsServerBmc
  
        
 
         
         	 [bookmark: pgfId-451015]Turn On Locator LED for a UCS Server
  
         	 [bookmark: pgfId-451017]Get-UcsChassis -Id 1 | Get-UcsBlade -SlotId 1 | Get-UcsLocatorLed | Set-UcsLocatorLed -AdminState "on" -BoardType "single" -Id 1
  
         	 [bookmark: pgfId-451019]Get-UcsServer | where { $_.Dn -eq "sys/chassis-1/blade-1"} | Enable-UcsLocatorLed
  
        
 
         
         	 [bookmark: pgfId-451021]Turn Off Locator LED for a UCS Server
  
         	 [bookmark: pgfId-451023]Get-UcsChassis -Id 1 | Get-UcsBlade -SlotId 1 | Get-UcsLocatorLed | Set-UcsLocatorLed -AdminState "off" -BoardType "single" -Id 1
  
         	 [bookmark: pgfId-451025]Get-UcsServer | where { $_.Dn -eq "sys/chassis-1/blade-1"} | Disable-UcsLocatorLed
  
        
 
       
      
 
     
 
    
 
   
 
    
     [bookmark: pgfId-447764][bookmark: 45898]Samples
 
     [bookmark: pgfId-445956]You will find samples such as the following packaged with the installation.
 
     [bookmark: pgfId-445957]Fetch all Global Policies 
 
    
     [bookmark: pgfId-445958]$id=(Get-UcsPowerToolConfiguration).InstallDir 
    

    
     [bookmark: pgfId-445959]& "${id}\Samples\Get-UcsGlobalPolicy.ps1" bgl-abcd18
    

   
 
    
     [bookmark: pgfId-445961][bookmark: 99808]Related Cisco UCS Documentation and Documentation Feedback
 
     [bookmark: pgfId-445962]For more information, you can access related documents from the following links:
 
     
     	 [bookmark: pgfId-445964] Cisco UCS Documentation Roadmap 
 
     	 [bookmark: pgfId-445966] Release Bundle Contents for Cisco UCS Software, Release 2.1 
 
    
 
     [bookmark: pgfId-445967]To provide technical feedback on this document, or to report an error or omission, please send your comments to ucs-docfeedback@external.cisco.com. We appreciate your feedback.
 
   
 
    
     [bookmark: pgfId-445969][bookmark: 72184]Obtaining Documentation and Submitting a Service Request
 
     , which also lists all new and revised Cisco technical documentation:
 
     
 
     as an RSS feed and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free service. Cisco currently supports RSS Version 2.0.
 
     [bookmark: pgfId-445974] 
 
     
      [bookmark: pgfId-445975]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
    
 
     
      [bookmark: pgfId-445977]Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and coincidental.
 
    
 
     
      [bookmark: pgfId-445978] 2015 Cisco Systems, Inc. All rights reserved
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