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This document describes the features, issues, and exceptions of Cisco NX-OS Release 9.3(10) software
for use on Cisco Nexus 3000 Series switches.

Note: The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the
user interfaces of the product software, language used based on RFP documentation, or language that is
used by a referenced third-party product.

The following table lists the changes to this document.

Table 1. Changes to this Document

_

July 13, 2022 Cisco NX-OS Release 9.3(10) became available.

January 18, 2023 Updated the Upgrade and Downgrade section.
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New and Enhanced Software Features

There are no new software and hardware features introduced in Cisco NX-OS Release 9.3(10). The
following table lists the enhancement done in Cisco NX-OS Release 9.3(10).

m

Secure Erase Added support for the following switches:
N9K-C93180YC-FX TOR with FEX C2348UPQ, N3K-C3048TP-1GE, N3K-C3064PQ-10GE,
N3KC3064PQ-
10GX, N3K-C3132Q-40GE, N3K-C3132Q-40GX, N3K-C3232C, N3K-C3264C-E, N3K-
C3548P-10G,

N3K-C3548P-10GX, N3K-C3548P-XL, N3K-C3064PQ-FA, N3K-C3064TQ-10GT, N3K-
C3132Q-V, N3KC3132C-

Z, N3K-C3164Q-40GE, N3K-C3016Q-40GE, N3K-C3172TQ-XL, N3K-C3172TQ-10GT,
N3KC3172PQ-

10GE, N3K-C3172PQ-XL, N3K-C31108TC-V, N3K-C31108PC-V, N3K-C3264Q-S,
N3KC31128PQ-

10GE, N3K-C3408-S, N3K-C3432D-|

For more information see, Cisco Nexus 3000 Series NX-OS System Management
Configuration Guide, Release 9.3(x).

Open Issues

There are no open issues/bug caveats related to Cisco Nexus 3000 Series switches for Cisco NX-OS
Release 9.3(10).

Resolved Issues

CSCwb30246 Headline: N9500-R/N3600-R CoPP incorrectly matches fragmented UDP packet with UDP PTP
port payload as PTP pkt

Symptoms: PTP CoPP class shows drops.

Workarounds: N/A

CSCwb73231 Headline: N9000/N3100/N3500 may be sending out of spec PTP messages with SourcePortID
equal zero

Symptoms: Nexus PTP messages rejected by 3rd party PTP device.

Workarounds: Do not use port 1 for PTP.

CSCwc03518 Headline: N3K-C3408-S crash due statsclient and port_client process crash with 100G link flaps.

Symptoms: N3K device unexpected reload by Reset Requested due to Fatal Module Error,
Service: port_client hap reset and statsclient hap reset.

Workarounds: None
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/system_mgmt/93x/system-management/b-cisco-nexus-3000-series-nx-os-system-management-configuration-guide-93x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/system_mgmt/93x/system-management/b-cisco-nexus-3000-series-nx-os-system-management-configuration-guide-93x.html
https://tools.cisco.com/bugsearch/bug/CSCwb30246
https://tools.cisco.com/bugsearch/bug/CSCwb73231
https://tools.cisco.com/bugsearch/bug/CSCwc03518

CSCwc05779 Headline: MCN-79278 - Innolight QSFP-100G-ER4L-S - Nexus 3000 - Utopias - Transceiver
Details Errors

Symptoms: DOM output is not showing properly on Nexus 3400There may also be false positive
syslogs for high temp/voltage...

Workarounds: None

CSCwa71023 Headline: N3164 : No data (stack\core\NMI) generated for Watchdog Timeout

Symptoms: Nexus 3164 reloads and the reset-reason is set as 'Watchdog Timeout'.No other
information/data is available in logs to conclude what caused the watchdog timeout.

Workarounds: There is no workaround at this time.

CSCwb34359 Headline: N3232C - ICMPv6 Traffic Incorrectly Forwarded to CPU

Symptoms: A Nexus 3232C Series Switch will erroneously punt ICMPV6 traffic to the CPU,
causing legitimate ICMPV6 traffic to be dropped in the Control-Plane Policer.

Workarounds: None.

CSCvx51159 Headline: Nexus 3548 - Boot times increased after upgrade to 9.3(6)
Symptoms: After upgrade from 9.3(5) to 9.3(6), boot times have increase from 20-40 seconds.

Workarounds: None.

CSCwc08268 Headline: Nexus all (N3K/N9K) GLC-GE-100FX VO3 Transceiver Compatibility

Symptoms: When a Nexus 3000 or 3500 is using a SFP-100FX-GE Cisco version VO3 the link will
come up fine; however, no traffic will pass on the link. No CDP information is shared over the link.
Testing with ICMP traffic also fails even though the switch shows the link in an ""up"* state.switch#
sh int e1/3 transceiver detailEthernetl/3 transceiver is present type is SFP-100FX-GE name
is CISCO-OPLINK  part number is <null> revision is 01 serial number is <null> nominal
bitrate is 100 MBit/sec cisco id is 3 cisco extended id numberis 4 cisco part number is 10-
2019-03 cisco product id is GLC-GE-100FX cisco version id is VO3

Workarounds: Utilize a SFP-100FX-GE Cisco version V02 transceiver if possible

CSCvz75894 Headline: N9500-R/N3600-R hardware application counters may get corrupted

Symptoms: N9500-R/N3600-R running 9.3(x) version of converged code may experience
hardware counter corruption causing specific application counters to show incorrect information.

Workarounds: Reload will clear the issue but it can resurface

Device Hardware

The following tables list the Cisco Nexus 3000 Series hardware that Cisco NX-OS Release 9.3(10) supports.
For additional information about the supported hardware, see the Hardware Installation Guide for your Cisco
Nexus 3000 Series device.

Table 1. Cisco Nexus 3000 and 3100 Series Switches

N3K-C3048TP-1GE Cisco Nexus 3048 switch
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https://tools.cisco.com/bugsearch/bug/CSCwc05779
https://tools.cisco.com/bugsearch/bug/CSCwa71023
https://tools.cisco.com/bugsearch/bug/CSCwb34359
https://tools.cisco.com/bugsearch/bug/CSCvx51159
https://tools.cisco.com/bugsearch/bug/CSCwc08268
https://tools.cisco.com/bugsearch/bug/CSCvz75894

N3K-C3064PQ

N3K-C3064PQ-
10GE

N3K-C3064PQ-
10GX

N3K-C3064TQ-
10GT

N3K-C31108PC-V
N3K-C31108TC-V

N3K-C31128PQ-
10GE

N3K-C3132C-Z

N3K-C3132Q-
40GE

N3K-C3132Q-
40GX

N3k-C3132Q-V
N3K-C3132Q-XL

N3K-C3164Q-
40GE

N3K-C3172PQ-
10GE

N3K-C3172PQ-XL

N3K-C3172TQ-
10GT

N3K-C3172TQ-XL

Table 2.

Cisco Nexus 3064 switch

Cisco Nexus 3064-E switch

Cisco Nexus 3064-X switch

Cisco Nexus 3064-TQ switch

Cisco Nexus 31108PC-V switch
Cisco Nexus 31108TC-V switch

Cisco Nexus 31128PQ, 96 x 10 Gb-SFP+, 8 x 10-Gb QSFP+, 2-RU switch

Cisco Nexus 3132C-Z switch

Cisco Nexus 3132Q switch

Cisco Nexus 3132Q-X switch

Cisco Nexus 3132Q-V switch
Cisco Nexus C3132Q-XL switch

Cisco Nexus 3164Q, 64 x 40-Gb SFP+, 2-RU switch

Cisco Nexus 3172PQ switch

Cisco Nexus C3172PQ-XL switch

Cisco Nexus 3172TQ switch

Cisco Nexus C3172TQ-XL switch

Cisco Nexus 3000 and 3100 Series Fans, Fan Trays and Power Supplies

N2200-PAC-400W Cisco Nexus 2000 or 3000 400W AC power supply, forward airflow (port side exhaust)

N2200-PAC-
400W-B

Cisco Nexus 2000 or 3000 400W AC power supply, reverse airflow (port-side intake)

N2200-PDC-400W Cisco Nexus 2000 or 3000 400W DC power supply, forward airflow (port side exhaust)

N3K-C3048-FAN
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Cisco Nexus 3048 fan module with forward airflow (port-side exhaust)
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N3K-C3048-FAN-B Cisco Nexus 3048 fan module with reverse airflow (port-side intake)

N3K-C3064-X-BA-
L3

N3K-C3064-X-BD-
L3

N3K-C3064-X-FA-
L3

N3K-C3064-X-FD-
L3

N3K-PDC-350W-B

N3K-PDC-350W-B

NXA-FAN-30CFM-
B

NXA-FAN-30CFM-
F

NXA-PAC-500W

NXA-PAC-500W-B

Cisco Nexus 3064-X reverse airflow (port-side intake) AC power supply

Cisco Nexus 3064-X forward airflow (port-side intake) DC power supply

Cisco Nexus 3064-X forward airflow (port-side exhaust) AC power supply

Cisco Nexus 3064-X forward airflow (port-side exhaust) DC power supply

Cisco Nexus 2000 DC power supply with reverse airflow (port-side intake)
Cisco Nexus 2000 or 3000 350W DC power supply, reverse airflow (port side intake)

Cisco Nexus 2000 or 3000 individual fan, reversed airflow (port-side intake)

Cisco Nexus 2000 or 3000 individual fan, forward airflow (port-side exhaust)

Cisco Nexus 3064-T 500W forward airflow (port-side exhaust) AC power supply

Cisco Nexus 3064-T 500W reverse airflow (port-side intake) AC power supply

Table 3. Cisco Nexus 3200 Series Switches

N3K-C3232C

N3K-C3264C-E

N3K-C3264Q

Cisco Nexus 3232C switch

Cisco Nexus 3264C-E switch

Cisco Nexus 3264Q switch

Table 4. Cisco Nexus 3400-S Series Switches

N3K-C3408-S

N3K-C3408-S

N3K-C3432D-S

Cisco Nexus 3408-S switch with 32 ports of QSFP-DD

Cisco Nexus 3408-S switch with 400G QSFP-DD Transceiver, 400G-FR4, Duplex LC, 2km Duplex
SMF

Cisco Nexus 3432D-S switch with 32 ports of QSFP-DD

Table 5. Cisco Nexus 3500 Series Switches
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N3K-C3524P-10G Cisco Nexus 3524 switch
N3K-C3524P-10GX Cisco Nexus 3524 switch, 24 SFP+
N3K-C3524P-XL Cisco Nexus 3524-XL switch
N3K-C3548P-10G Cisco Nexus 3548 switch
N3K-C3548P-10GX Cisco Nexus 3548X switch, 48 SFP+

N3K-C3548P-XL Cisco Nexus 3548-XL switch

Table 6. Cisco Nexus 3500 Series Fans, Fan Trays and Power Supplies

N2200-PAC-400W Cisco Nexus 2000 or 3000 400W AC power supply, forward airflow (port side exhaust)

N2200-PAC-

400W-B Cisco Nexus 2000 or 3000 400W AC power supply, reverse airflow (port side intake)

N2200-PDC-400W Cisco Nexus 2000 or 3000 400W DC power supply, forward airflow (port side exhaust)
N3K-PDC-350W-B Cisco Nexus 2000 or 3000 350W DC power supply, reverse airflow (port side intake)

NXA-FAN-30CFM-

B Cisco Nexus 2000 or 3000 individual fan, reverse airflow (port side intake)

NXA-FAN-30CFM-

F Cisco Nexus 2000 or 3000 individual fan, forward airflow (port side exhaust

Table 7. Cisco Nexus 3600 Series Switches

N3K-C3636C-R The Cisco Nexus 3636C-R is a 1 rack unit (RU) switch with 36 100-Gigabit QSFP28 ports, 40-
Gigabit QSFP, 2 management ports, 1 console port, and 1 USB port. The switch supports both port-
side exhaust and port-side intake airflow schemes. The switch has two power supplies, one for
operations and the other for redundancy. Both power supplies must be either AC power supplies or
DC power supplies.

N3K-C36180YC-R The Cisco Nexus 36180YC-R is a 1 rack unit (RU) switch with 48 1/10/25-Gigabit SFP ports and 6
40-Gigabit QSFP/100-Gigabit QSFP28 ports, 1 management port, 1 console port, and 1 USB port.
The switch supports both port-side exhaust and port-side intake airflow schemes. The switch has
two power supplies, one for operations and the other for redundancy. Both power supplies must be
either AC power supplies or DC power supplies.

MIB Support

The Cisco Management Information Base (MIB) list includes Cisco proprietary MIBs and many other Internet
Engineering Task Force (IETF) standard MIBs. These standard MIBs are defined in Requests for Comments
(RFCs). To find specific MIB information, you must examine the Cisco proprietary MIB structure and related
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IETF-standard MIBs supported by the Cisco Nexus 3000 Series switch. The MIB Support List is available at
the following FTP sites:

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus3000/Nexus3000MIBSupportList.html

Supported Optics

To determine which transceivers and cables are supported by Cisco Nexus 3000 Series switches, see the

Transceiver Module (TMG) Compatibility Matrix.

To see the transceiver specifications and installation information, see
https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-installation-

quides-list.html.

Upgrade and Downgrade

Upgrading Cisco Nexus 3048 Family Switches

To perform a software upgrade to Cisco NX-OS Release 9.3(10) from earlier releases, see Upgrade Nexus 3048 NX-
OS Software document.

Upgrading Cisco Nexus 3000 and Cisco Nexus 3100 Family Switches

To perform a software upgrade to Cisco NX-OS Release 9.3(10) from earlier releases, see Upgrade Nexus 3000 and
3100 NX-0OS Software document.

Upgrading Cisco Nexus 3200 and Cisco Nexus 3400-S Family Switches

To perform a software upgrade, follow the instructions in the Cisco Nexus 3400-S Series NX-OS Software Upgrade and
Downgrade Guide, Release 9.3(x).

Upgrade Path to Cisco NX-OS Release 9.3(10)

For the list of platforms and releases that support a non-disruptive In-Service Software Upgrade (ISSU) to Cisco NX-0S
Release 9.3(10), see the Cisco NX-OS ISSU Support Matrix.

The following disruptive upgrade paths are supported:

e For Cisco Nexus 3232C and 3264Q switches:
Release 7.0(3)I5(1) or later -> Release 9.3(10)

e For Cisco Nexus 3264C-E switches:
Release 9.2(1) or 9.2(2) -> Release 9.3(10)

e For Cisco Nexus 3408-S and 3432D-S switches:
Release 9.2(2t) to 9.2(2v) -> Release 9.3(10)
Release 9.2(2v) -> Release 9.3(10)

Upgrading Cisco Nexus 3524 and Cisco Nexus 3548 Family Switches

To perform a software upgrade to Cisco NX-OS Release 9.3(10) from earlier releases, see Upgrade Nexus 3524 and
3548 NX-0OS Software document.

Upgrading Cisco Nexus 3600 Family Switches

To perform a software upgrade, follow the instructions in the Cisco Nexus 3600 Series NX-OS Software Upgrade and
Downgrade Guide, Release 9.3(x).
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ftp://ftp.cisco.com/pub/mibs/supportlists/nexus3000/Nexus3000MIBSupportList.html
https://tmgmatrix.cisco.com/
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https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-3048-switch/216023-nexus-3048-nx-os-software-upgrade-proced.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-3048-switch/216023-nexus-3048-nx-os-software-upgrade-proced.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-3000-series-switches/216037-nexus-3000-and-3100-nx-os-software-upgra.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-3000-series-switches/216037-nexus-3000-and-3100-nx-os-software-upgra.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3400s/sw/93x/upgrade/guide/cisco-nexus-3400-s-nx-os-software-upgrade-downgrade-guide-93x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3400s/sw/93x/upgrade/guide/cisco-nexus-3400-s-nx-os-software-upgrade-downgrade-guide-93x.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/ISSUmatrix/index.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/nx-os-software/216492-upgrade-nexus-3524-and-3548-nx-os-softwa.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/nx-os-software/216492-upgrade-nexus-3524-and-3548-nx-os-softwa.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3600/sw/93x/upgrade/guide/b-cisco-nexus-3600-nx-os-software-upgrade-downgrade-guide-93x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3600/sw/93x/upgrade/guide/b-cisco-nexus-3600-nx-os-software-upgrade-downgrade-guide-93x.html

Upgrade Path to Cisco NX-OS Release 9.3(10)
The following disruptive upgrade paths are supported:

e Release 9.2(1) or 9.2(2)-> Release 9.3(10)

Note: Graceful Insertion and Removal (GIR) Maintenance mode is not supported on Cisco Nexus 3500
Platform Switches.

Related Content
Cisco Nexus 3000 Series documentation: Cisco Nexus 3000 Series switch documentation

Cisco Nexus 3000 and 9000 Series NX-API REST SDK User Guide and API Reference: Cisco Nexus 3000
and 9000 Series NX-API REST SDK User Guide and APl Reference

Cisco Nexus OpenConfig YANG Reference, Release 9.3(x): Cisco Nexus OpenConfig YANG, Release 9.3(x

Licensing information:
e Cisco NX-0OS Licensing Guide
¢ Cisco Nexus 9000 and 3000 Series NX-OS Switch License Navigator

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your
comments to nexus3k-docfeedback@cisco.com. We appreciate your feedback.

Legal Information

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the
U.S. and other countries. To view a list of Cisco trademarks, go to this

URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between
Cisco and any other company. (1721R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.
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