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     [bookmark: pgfId-72875]Cisco Nexus Cloud Services Platform Release Notes, Release 5.2(1)SP1(7.1)
      
      
 
     
 
 
     
 
     
 
     [bookmark: pgfId-60740]This document describes the features, limitations, and bugs for the Cisco Nexus Cloud Services Platform management software. Use this document in combination with documents listed in the Related Documentation.
 
   
 
    
     [bookmark: pgfId-60675]Contents
 
     [bookmark: pgfId-43291]This document includes the following information about the Cisco Nexus Cloud Services Platform:
 
     
     	 [bookmark: pgfId-43296]Hardware Features
 
     	 [bookmark: pgfId-43300]Software Features
 
     	 [bookmark: pgfId-43304]Software Compatibility
 
     	 [bookmark: pgfId-43308]Configuration Limits
 
     	 [bookmark: pgfId-43312]Restrictions
 
     	 [bookmark: pgfId-64312]Bugs
 
     	 [bookmark: pgfId-74637]Related Documentation
 
     	 [bookmark: pgfId-74653]Documentation Feedback
 
     	 [bookmark: pgfId-74654]Obtaining Documentation and Submitting a Service Request
 
    
 
   
 
    
     [bookmark: pgfId-90118][bookmark: 20192]Hardware Features
 
     [bookmark: pgfId-90122]The Cisco Nexus Cloud Services Platform is a hardware shell that can host multiple virtual service blades, including the Cisco Nexus Virtual Supervisor Modules (VSMs). From a network management perspective, the hosted VSMs appear as a cluster. Each VSM and its associated VEMs make up one virtual switch.
 
     [bookmark: pgfId-43700]The Cisco Nexus Cloud Services Platform family includes the following appliances:
 
     
     	 [bookmark: pgfId-43704]Cisco Nexus 1010
 
     	 [bookmark: pgfId-43708]Cisco Nexus 1010-X
 
     	 [bookmark: pgfId-43712]Cisco Nexus 1110-S
 
     	 [bookmark: pgfId-89754]Cisco Nexus 1110-X
 
    
 
     
      [bookmark: pgfId-90104]New Hardware Features
 
      [bookmark: pgfId-90378]The following new hardware feature is introduced in the Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1).
 
    
 
     
      [bookmark: pgfId-90380]Support for Cavium Nitrox Crypto Card
 
      [bookmark: pgfId-90384]Beginning this release, the Cisco Nexus 1110-X enables you to use the Cavium Nitrox CNN3550-C20-NHB-2.0-G Security processor card (SSL card), to offload security processing and crypto acceleration. The SSL card is available as a field replacement unit (FRU) for the Cisco Nexus Cloud Services Platform and provides up to 30 Gbps (aggregated) of SSL offload for all virtual service blades (VSBs) on the Cisco Nexus Cloud Services Platform. 
 
      .
 
    
 
     
      [bookmark: pgfId-88938]Cisco Nexus Cloud Services Platform Features
 
      [bookmark: pgfId-79841]Table 1 lists the features of the Cisco Nexus Cloud Services Platform appliances.
 
      [bookmark: pgfId-79858]
 
      
       
        
         [bookmark: pgfId-79908]Table 1 Cisco Nexus Cloud Services Platform Appliance Features 
 
        
       
         
         	
           
           [bookmark: pgfId-79916]Cisco Nexus Cloud Services Platform Appliance
          
  
         	
           
           [bookmark: pgfId-79918]Memory
          
  
         	
           
           [bookmark: pgfId-79920]Hard Disk
          
  
         	
           
           [bookmark: pgfId-79922]Support for VSBs
          
  
        
 
         
         	 [bookmark: pgfId-80130]Cisco Nexus 1010
  
         	 [bookmark: pgfId-80132]16GB
  
         	 [bookmark: pgfId-80134]One TB SATA
  
         	 [bookmark: pgfId-80136]Up to 6 VSBs (limited by the available RAM on the Cisco Nexus Cloud Services Platform)
  
        
 
         
         	 [bookmark: pgfId-80119]Cisco Nexus 1010-X
  
         	 [bookmark: pgfId-80121]48GB
  
         	 [bookmark: pgfId-80123]Two 2-TB SAS drives
  
         	 [bookmark: pgfId-80125]Up to 10 VSBs
  
        
 
         
         	 [bookmark: pgfId-80108]Cisco Nexus 1110-S
  
         	 [bookmark: pgfId-80110]32GB
  
         	 [bookmark: pgfId-80112]Two 2-TB SATA drives
  
         	 [bookmark: pgfId-80114]Up to 10 VSBs
  
        
 
         
         	 [bookmark: pgfId-80097]Cisco Nexus 1110-X
  
         	 [bookmark: pgfId-80099]64GB
  
         	 [bookmark: pgfId-80101]Four 4-TB SATA drives
  
         	 [bookmark: pgfId-80103]Up to 14 VSBs
  
        
 
       
      
 
     
 
      
 
      .
 
    
 
   
 
    
     [bookmark: pgfId-48470][bookmark: 17343]Software Features
 
     [bookmark: pgfId-74323]The Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1) supports the following new features:
 
     
     	 [bookmark: pgfId-87243]Support for the 10 G Interface Card on the Cisco Nexus 1110-X
 
     	 [bookmark: pgfId-92116]Support for Cavium Nitrox Crypto Card
 
     	 [bookmark: pgfId-87221]No Support for Static Topology
 
     	 [bookmark: pgfId-74334]Automatic Copy of Changed VSB Configuration into Running Configuration
 
     	 [bookmark: pgfId-87272]Support for Cisco Nexus 1000V for KVM
 
    
 
     
      [bookmark: pgfId-92629][bookmark: 73352]Support for the 10 G Interface Card on the Cisco Nexus 1110-X
 
      [bookmark: pgfId-93790]Starting Release 5.2(1)SP1(7.1), the Cisco Nexus Cloud Services Platform Software detects the presence and enables use of the UCS VIC 1225 10 G Dual Port NIC (10 G card) on the Cisco Nexus 1110-X. On the Cisco Nexus 1110-X, you can replace the UCS 10 G card or the Intel IG quad port NIC with a Cavium Nitrox card on the same PCI slot. After a fresh installation of the Cisco Nexus 1110-X, or an upgrade to this release, you can assign uplinks to the 10 G interface, or form a port channel with another 10 G interface. 
 
      .
 
      .
 
    
 
     
      [bookmark: pgfId-92706][bookmark: 23424]No Support for Static Topology
 
      .
 
    
 
     
      [bookmark: pgfId-84762][bookmark: 97965]Support for Cavium Nitrox Crypto Card
 
      [bookmark: pgfId-96045]The Cavium Nitrox security processor card on the Cisco Nexus 1110-X provides a total of 30 GBps of SSL offload capacity that is shared by all the VSBs on the Cisco Nexus Cloud Services Platform. The Cisco Nexus Cloud Services Platform slices the security processor card and allocates the corresponding capacities to the VSBs based on their bandwidth requirement. However, you have to configure the VSBs to utilize the allocated slice of the security processor card.
 
      .
 
    
 
     
      [bookmark: pgfId-100928][bookmark: 31383]Automatic Copy of Changed VSB Configuration into Running Configuration
 
      .
 
      
       
     
 
     
 
     [bookmark: pgfId-96627]Note • Even though the copy running-config startup-config command is automatically triggered at five minute intervals, it is a recommended best practice to immediately save your critical configuration settings manually. 
 
     [bookmark: pgfId-96627]Note • Even though the copy running-config startup-config command is automatically triggered at five minute intervals, it is a recommended best practice to immediately save your critical configuration settings manually. 
 
      
      	 [bookmark: pgfId-97825]The auto-save of the configuration settings is triggered only if a VSB-related configuration is affected. Therefore, if you have critical configuration settings not involving a VSB, you must manually save your settings. 
 
     
 
      
 
    
 
     
      [bookmark: pgfId-97828][bookmark: 37301]Support for Cisco Nexus 1000V for KVM
 
      [bookmark: pgfId-85273]Cisco Nexus 1000V for KVM is a virtual distributed switch that works with the Linux Kernel-based virtual machine (KVM) open source hypervisor. The Linux KVM hypervisor is ideally suited for OpenStack environments. Using the Cisco Nexus 1000V for KVM VSM, you can create policy profiles (called port profiles on the VSM), which define port classification information, such as security settings (ACLs and so on). 
 
      [bookmark: pgfId-91784]When a VM is deployed, a port profile is dynamically created on the Cisco Nexus 1000V for KVM for each unique combination of policy port profile and network segment. All other VMs deployed with the same policy to this network reuse this dynamic port profile. You can use the Cisco Nexus 1000V for KVM as a virtual service blade on the Cisco Nexus Cloud Services Platform. For more information about the Cisco Nexus 1000V for KVM, see Cisco Nexus 1000V for KVM Virtual Network Configuration Guide.
 
    
 
     
      [bookmark: pgfId-91079][bookmark: 39236][bookmark: 79121]Notes About Upgrading to the Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1)
 
      
      	 [bookmark: pgfId-91086]When you upgrade from an earlier release to the Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1), your previously configured static network topology will be converted to a flexible topology. For more information about flexible topology, see the  Cisco Nexus Cloud Services Platform Software Configuration Guide .
 
      	 [bookmark: pgfId-91260]Before you upgrade to the Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1), you must upgrade to the following Cisco Integrated Management Controller (CIMC) software:
 
     
 
      [bookmark: pgfId-87516]–[image: ] Version 1.5(4e) for the Cisco Nexus 1110 product family
 
      [bookmark: pgfId-87517]–[image: ] Version 1.4(3s) for the Cisco Nexus 1010 product family
 
      
      	 [bookmark: pgfId-90888]You must reconfigure the SNMP user accounts after you upgrade to Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1). For detailed information about how to reconfigure the SNMP user accounts, see SNMP User Accounts Must Be Reconfigured After an Upgrade.
 
     
 
    
 
   
 
    
     [bookmark: pgfId-48970][bookmark: 29632]Software Compatibility
 
     [bookmark: pgfId-48973]The Cisco Nexus Cloud Services Platform controls the virtual services and blades running on the Cisco Nexus 1010 and Cisco Nexus 1110 appliances.
 
     [bookmark: pgfId-63196]For details on Software Compatibility with the Cisco Nexus Cloud Services Platform, see the Cisco Nexus Cloud Services Platform Software Compatibility Information Guide.
 
   
 
    
     [bookmark: pgfId-49713][bookmark: 69805]Configuration Limits
 
     .
 
   
 
    
     [bookmark: pgfId-59461][bookmark: 41710]Restrictions
 
     [bookmark: pgfId-63925]The Cisco Nexus Cloud Services Platform has the following restrictions: 
 
     
     	 [bookmark: pgfId-63982]SNMP User Accounts Must Be Reconfigured After an Upgrade
 
     	 [bookmark: pgfId-71472]Domain ID and HA Role Cannot Be Changed
 
     	 [bookmark: pgfId-63986]Boot Variables Cannot Be Manually Configured
 
     	 [bookmark: pgfId-63990]Changing the Control or Mgmt VLAN Requires a Reload
 
     	 [bookmark: pgfId-71317]DNS Resolution
 
    
 
     
      [bookmark: pgfId-90486][bookmark: 74941]SNMP User Accounts Must Be Reconfigured After an Upgrade
 
      [bookmark: pgfId-90487]During an upgrade, the SNMP engine ID changes internally to a unique engine ID. You must reconfigure all SNMP user accounts to work with the new engine ID. Until the SNMP user accounts are reconfigured, all SNMPv3 queries fail. This restriction is associated with the defect CSCuo12696.
 
      [bookmark: pgfId-90488]After an upgrade, the engine ID is shown as 128:0:0:9:3:2:0:12:0:0:0, as follows:
 
     
      [bookmark: pgfId-90489]switch# show snmp user 
     

     
      [bookmark: pgfId-90490]______________________________________________________________
     

     
      [bookmark: pgfId-90491] SNMP USERS 
     

     
      [bookmark: pgfId-90492]______________________________________________________________
     

     
      [bookmark: pgfId-90493]
     

     
      [bookmark: pgfId-90494]User Auth Priv(enforce) Groups
     

     
      [bookmark: pgfId-90495]____ ____ _____________ ______
     

     
      [bookmark: pgfId-90496]______________________________________________________________
     

     
      [bookmark: pgfId-90497] NOTIFICATION TARGET USERS (configured for sending V3 Inform) 
     

     
      [bookmark: pgfId-90498]______________________________________________________________
     

     
      [bookmark: pgfId-90499]
     

     
      [bookmark: pgfId-90500]User Auth Priv 
     

     
      [bookmark: pgfId-90501]____ ____ ____ 
     

     
      [bookmark: pgfId-90502]admin md5 des 
     

     
      [bookmark: pgfId-90503](EngineID 128:0:0:9:3:2:0:12:0:0:0)
     

     
      [bookmark: pgfId-103231]
     

      is an example that represents the SNMP user password.
 
     
 
      Step 1[image: ] Delete the username:
 
     
      [bookmark: pgfId-102695]switch(config)#no snmp user admin auth md5 paswd123 engineID 128:0:0:9:3:2:0:12:0:0:0
     

     
      [bookmark: pgfId-103269]
     

      [bookmark: pgfId-103271]Step 2[image: ] Use one of the following options to recreate the username:
 
      [bookmark: pgfId-90510]Option 1
 
     
      [bookmark: pgfId-90511]switch(config)# snmp user admin auth md5 paswd123
     

      [bookmark: pgfId-90513]Option 2
 
     
      [bookmark: pgfId-90514]switch(config)# snmp-server user admin auth md5 paswd123 priv aes-128 paswd123
     

     
      [bookmark: pgfId-90515]
     

      [bookmark: pgfId-90516]Step 3[image: ] Confirm that the engine ID has been updated, as follows:
 
      [bookmark: pgfId-90517]Option 1
 
     
      [bookmark: pgfId-90518]switch# show snmp user 
     

     
      [bookmark: pgfId-90519]______________________________________________________________
     

     
      [bookmark: pgfId-90520] SNMP USERS 
     

     
      [bookmark: pgfId-90521]______________________________________________________________
     

     
      [bookmark: pgfId-90522]
     

     
      [bookmark: pgfId-90523]User Auth Priv(enforce) Groups 
     

     
      [bookmark: pgfId-90524]____ ____ _____________ ______ 
     

     
      [bookmark: pgfId-90525]admin md5 no network-operator 
     

     
      [bookmark: pgfId-90526]
     

     
      [bookmark: pgfId-90527]______________________________________________________________
     

     
      [bookmark: pgfId-90528] NOTIFICATION TARGET USERS (configured for sending V3 Inform) 
     

     
      [bookmark: pgfId-90529]______________________________________________________________
     

     
      [bookmark: pgfId-90530]
     

     
      [bookmark: pgfId-90531]User Auth Priv 
     

     
      [bookmark: pgfId-90532]____ ____ ____ 
     

      [bookmark: pgfId-90533]Option 2
 
     
      [bookmark: pgfId-90534]switch(config)# show snmp user 
     

     
      [bookmark: pgfId-90535]______________________________________________________________
     

     
      [bookmark: pgfId-90536] SNMP USERS 
     

     
      [bookmark: pgfId-90537]______________________________________________________________
     

     
      [bookmark: pgfId-90538]
     

     
      [bookmark: pgfId-90539]User Auth Priv(enforce) Groups 
     

     
      [bookmark: pgfId-90540]____ ____ _____________ ______ 
     

     
      [bookmark: pgfId-90541]admin md5 aes-128(no) network-operator 
     

     
      [bookmark: pgfId-90542]
     

     
      [bookmark: pgfId-90543]______________________________________________________________
     

     
      [bookmark: pgfId-90544] NOTIFICATION TARGET USERS (configured for sending V3 Inform) 
     

     
      [bookmark: pgfId-90545]______________________________________________________________
     

     
      [bookmark: pgfId-90546]
     

     
      [bookmark: pgfId-90547]User Auth Priv 
     

     
      [bookmark: pgfId-90548]____ ____ ____ 
     

     
      [bookmark: pgfId-90549]
     

      [bookmark: pgfId-90550]Step 4[image: ] Verify that the engine ID is unique:
 
     
      [bookmark: pgfId-90551]switch# show snmp engineID 
     

     
      [bookmark: pgfId-90552]Local SNMP engineID: [Hex] 8000000903005056A0544E
     

     
      [bookmark: pgfId-90553] [Dec] 128:000:000:009:003:000:080:086:160:084:078
     

     
      [bookmark: pgfId-90554]
     

      
 
    
 
     
      [bookmark: pgfId-51224][bookmark: 34588][bookmark: 91740]Domain ID and HA Role Cannot Be Changed
 
      command. 
 
    
 
     
      [bookmark: pgfId-51225][bookmark: 28744]Boot Variables Cannot Be Manually Configured
 
      command. This command installs the software from the bootflash:/repository directory and updates the boot variables with the name of the software image.
 
    
 
     
      [bookmark: pgfId-51423][bookmark: 82821]Changing the Control or Mgmt VLAN Requires a Reload
 
      [bookmark: pgfId-51511]If you change the control or management VLAN, you must execute the copy running-config startup-config command to save your configuration and reload the software before the change takes effect. 
 
    
 
     
      [bookmark: pgfId-51562][bookmark: 10800]DNS Resolution
 
      [bookmark: pgfId-51605]The Cisco Nexus Cloud Services Platform cannot resolve a domain name or hostname to an IP address.
 
    
 
   
 
    
     [bookmark: pgfId-63283][bookmark: 85298]Bugs
 
     [bookmark: pgfId-63333][bookmark: 32248]This section includes the following topics:
 
     
     	 [bookmark: pgfId-63287]Open Bugs
 
     	 [bookmark: pgfId-63291]Resolved Bugs
 
    
 
     
      [bookmark: pgfId-51771][bookmark: 22497]Open Bugs
 
      [bookmark: pgfId-54280]The following are descriptions of the open bugs in Cisco Nexus Cloud Services Platform, Release 5.2(1)SP1(7.1). The bug ID links you to the Cisco Bug Search tool.
 
      [bookmark: pgfId-80443]
 
      
       
        
         [bookmark: pgfId-80571]Table 2 Open Bugs 
 
        
       
         
         	
           
           [bookmark: pgfId-80575]Bug ID
          
  
         	
           
           [bookmark: pgfId-80577]Headline
          
  
        
 
         
         	 [bookmark: pgfId-80657]CSCuj77643
  
         	 [bookmark: pgfId-80661]Deploying or removing the Citrix NetScaler 1000V restarts the Cisco Nexus 1000V VSM, and the Cisco Virtual Security Gateway VSBs of all 4.2(x) Releases.
  
        
 
         
         	 [bookmark: pgfId-102011]CSCuo98930
  
         	 [bookmark: pgfId-102013]Change of specific configuration does not get auto-copied into the startup configuration for the following commands: 
  [bookmark: pgfId-102014]1. (config-if)# channel-group
  [bookmark: pgfId-102015]2. (config-svs-domain)# control uplink <uplink int>
  [bookmark: pgfId-102016]3. (config-svs-domain)# management uplink <uplink int>
  
        
 
         
         	 [bookmark: pgfId-102052]CSCup06508
  
         	 [bookmark: pgfId-102057]Cisco Nexus Cloud Services Platform does not receive fragmented IP packets over management interfaces.
  
        
 
         
         	 
  
         	 command returns an “Image not supported” message on 5.2(1)SP1(7.1).
  
        
 
         
         	 
  
         	 [bookmark: pgfId-102412]The IPv6 CLI configuration is not visible under the mgmt0 interface. The Cisco Nexus Cloud Services Platform does not accept the IPv6 configuration.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-54509][bookmark: 70514]Resolved Bugs
 
      [bookmark: pgfId-76053]The following bugs are resolved in the Cisco Nexus Cloud Services Platform Release 5.2(1)SP1(7.1). The bug ID links you to the Cisco Bug Search tool.
 
      [bookmark: pgfId-61608]
 
      
       
        
         [bookmark: pgfId-80991]Table 3 Resolved Bugs 
 
        
       
         
         	
           
           [bookmark: pgfId-70205]Bug ID
          
  
         	
           
           [bookmark: pgfId-70207]Caveat Headline
          
  
        
 
         
         	 [bookmark: pgfId-99564]CSCub39408
  
         	 [bookmark: pgfId-99566]No error message is displayed when upgrade from an earlier release fails.
  
        
 
         
         	 [bookmark: pgfId-88114]CSCuo47378
  
         	 [bookmark: pgfId-88116]The primary and secondary Cisco Nexus Cloud Services Platforms fail to form high availability (HA) due to warm standby mode.
  
        
 
         
         	 [bookmark: pgfId-70266]CSCua80533
  
         	 [bookmark: pgfId-70268]Cisco NAM login fails and the VSB summary is lost after an upgrade
  
        
 
         
         	 [bookmark: pgfId-100356]CSCuj82300
  
         	 [bookmark: pgfId-100358]Citrix NetScaler 1000V VSB cannot be deployed on the Cisco Nexus 1010.
  
        
 
       
      
 
     
 
    
 
   
 
    
     [bookmark: pgfId-72930][bookmark: 38597][bookmark: ]Related Documentation
 
     [bookmark: pgfId-72933]The Cisco Nexus Cloud Services Platform documentation is available at the following URL:
 
     
 
     
      [bookmark: pgfId-72980]Cisco Nexus 1000V
 
      [bookmark: pgfId-72983]Cisco Nexus 1000V for VMware vSphere: 
 
      
 
      [bookmark: pgfId-72990]Cisco Nexus 1000V for Microsoft Hyper-V:
 
      
 
    
 
     
      [bookmark: pgfId-72994]Cisco Virtual Security Gateway
 
      
 
    
 
   
 
    
     [bookmark: pgfId-73078][bookmark: 28827][bookmark: marker-73077]Documentation Feedback
 
     [bookmark: pgfId-73703]To provide technical feedback on this document or report an error or omission, please send your comments to:
 
     
     	 [bookmark: pgfId-74030] nexus1k-docfeedback@cisco.com 
 
    
 
     [bookmark: pgfId-74033]We appreciate your feedback.
 
   
 
    
     [bookmark: pgfId-73676][bookmark: 42677]Obtaining Documentation and Submitting a Service Request
 
     , which also lists all new and revised Cisco technical documentation, at:
 
     
 
     as a Really Simple Syndication (RSS) feed and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free service and Cisco currently supports RSS Version 2.0.
 
     
 
     
      [bookmark: pgfId-83567]2010–2015 Cisco Systems, Inc. All rights reserved
 
    
 
     
      [bookmark: pgfId-103697]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
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