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     . Additional product documentation is listed in the “Related Documentation” section.
 
     
 
     
 
      shows the online change history for this document.
 
     
      
       
        [bookmark: pgfId-108967]Table 1 [bookmark: 93176]Online History Change 
 
       
      
        
        	 
          
          [bookmark: pgfId-108971]Date
         
  
        	 
          
          [bookmark: pgfId-108973]Description
         
  
       
 
        
        	 [bookmark: pgfId-108975]November 21, 2014
  
        	 [bookmark: pgfId-108977]Created the release notes for Release 11.0(2m).
  
       
 
        
        	 [bookmark: pgfId-108979]November 26, 2014
  
        	 [bookmark: pgfId-108984]Added “Upgrade Instructions”and Downgrade Instructions.
  
       
 
        
        	 [bookmark: pgfId-108986]December 4, 2014
  
        	 [bookmark: pgfId-108991]Removed Downgrade Instructions section and updated “Usage Guidelines” with new downgrade information.
  
       
 
        
        	 [bookmark: pgfId-108993]January 12, 2015
  
        	 [bookmark: pgfId-108998]Removed ICMP from the protocol list in the “Usage Guidelines”.
  
       
 
        
        	 [bookmark: pgfId-109000]January 22, 2015
  
        	 [bookmark: pgfId-109002]Removed bug ID CSCur22644 from the“Open Caveats” section.
  
       
 
        
        	 [bookmark: pgfId-109674]January 29, 2015
  
        	 [bookmark: pgfId-109679]Added a reference to the Cisco 10-Gigabit Ethernet Transceiver Modules Compatibility Matrix in the “Web-Based Documentation” section.
  
       
 
        
        	 [bookmark: pgfId-109825]February 2, 2015
  
        	 [bookmark: pgfId-109830]Added a link to the APIC release notes in the “Usage Guidelines”
  
       
 
      
     
 
    
 
   
 
    
     [bookmark: pgfId-109004]Contents 
 
     [bookmark: pgfId-109005]This document includes the following sections:
 
     
     	 [bookmark: pgfId-43327]Introduction
 
     	 [bookmark: pgfId-75639]Cisco Nexus 9000 Series ACI-Mode
 
     	 [bookmark: pgfId-48090]Switch Features
 
     	 [bookmark: pgfId-58082]Supported Hardware
 
     	 [bookmark: pgfId-103080]Supported FEX Models
 
     	 [bookmark: pgfId-43430]Installation Notes
 
     	 [bookmark: pgfId-106226]Upgrade Instructions
 
     	 [bookmark: pgfId-54047]Compatibility Information
 
     	 [bookmark: pgfId-81977]Usage Guidelines
 
     	 [bookmark: pgfId-60066]Caveats
 
     	 [bookmark: pgfId-55948]Related Documentation
 
    
 
   
 
    
     [bookmark: pgfId-52282][bookmark: 90790]Introduction 
 
     [bookmark: pgfId-80505]The Cisco Application Centric Infrastructure (ACI) is an architecture that allows the application to define the networking requirements in a programmatic way. This architecture simplifies, optimizes, and accelerates the entire application deployment life cycle.
 
     guide provides complete details about the ACI, including its two major components:
 
     
     	 [bookmark: pgfId-80507]Cisco Application Policy Infrastructure Controller (APIC)
 
     	 [bookmark: pgfId-80508]ACI Fabric, including Cisco Nexus 9000 spine and leaf switches
 
    
 
     guide also includes a glossary of terms that are used in the ACI.
 
     [bookmark: pgfId-80510]Key features of the ACI include the following:
 
     
     	 [bookmark: pgfId-80511]Simplified automation with an application-driven policy model 
 
     	 [bookmark: pgfId-80512]Common platform for managing physical, virtual, and cloud-based environments 
 
     	 [bookmark: pgfId-80513]Centralized visibility with real-time, application health monitoring
 
     	 [bookmark: pgfId-80514]Operational simplicity, with common policy, management, and operation models across application, network, and security resources 
 
     	 [bookmark: pgfId-80515]Open software flexibility for DevOps teams and ecosystem partner integration
 
     	 [bookmark: pgfId-80516]Scalable performance and secure multi-tenancy 
 
    
 
     
      [bookmark: pgfId-56552]ACI Fabric and Switches
 
      [bookmark: pgfId-110143]A clustered replicated APIC appliance manages the ACI fabric. Cisco Nexus 9000 Series switches can run with the ACI-compatible software to run in the leaf/spine fabric mode. These switches form a “fat-tree” network by connecting each leaf node to each spine node; all other devices connect to the leaf nodes. 
 
    
 
   
 
    
     [bookmark: pgfId-56684][bookmark: 55223]Cisco Nexus 9000 Series ACI-Mode
 
     [bookmark: pgfId-75566]Cisco NX-OS Software for the Cisco Nexus 9000 Series is a data center, purpose-built, operating system designed with performance, resiliency, scalability, manageability, and programmability at its foundation. It provides a robust and comprehensive feature set that meets the requirements of virtualization and automation in data centers
 
     [bookmark: pgfId-75568]Cisco NX-OS Release 11.0 works only on Cisco Nexus 9000 Series switches in ACI Mode.
 
      for a list of modules that are supported on Cisco Nexus 9000 Series switches in ACI Mode.
 
   
 
    
     [bookmark: pgfId-75470][bookmark: 87897]Switch Features
 
     [bookmark: pgfId-57420]The Cisco Nexus 9000 Series switches have the following features:
 
     
     	 [bookmark: pgfId-80684]Predictable high performance
 
     	 [bookmark: pgfId-80711]Nonblocking, high-density 1 and 10 Gigabit Ethernet configuration
 
     	 [bookmark: pgfId-80726]Nonblocking, high-density 10 and 40 Gigabit Ethernet configuration
 
     	 [bookmark: pgfId-80741]Advanced optics
 
     	 [bookmark: pgfId-80756]Highly available, scalable, and robust solution
 
     	 [bookmark: pgfId-80781]Chassis designed for 2 to 3 future generations of line cards
 
     	 [bookmark: pgfId-96027]Storm Control
 
     	 [bookmark: pgfId-96052]64 IPs per MAC
 
     	 [bookmark: pgfId-104702]Support of secondary IP configuration on external SVIs
 
    
 
   
 
    
     [bookmark: pgfId-56693][bookmark: 91930]Supported Hardware
 
      lists the hardware that the Cisco Nexus 9000 Series ACI Mode switches support.
 
     
      
       
        [bookmark: pgfId-102900]Table 2 [bookmark: 36075]Supported Hardware 
 
       
      
        
        	 
          
          [bookmark: pgfId-102906]Hardware Type
         
  
        	 
          
          [bookmark: pgfId-102908]Product ID
         
  
        	 
          
          [bookmark: pgfId-102910]Description
         
  
       
 
        
        	 [bookmark: pgfId-102912]Chassis
  
        	 [bookmark: pgfId-102914]N9K-C9504
  
        	 [bookmark: pgfId-102916]Cisco Nexus 9504 chassis with four slots
  
       
 
        
        	 [bookmark: pgfId-102918]Chassis
  
        	 [bookmark: pgfId-102920]N9K-C9508
  
        	 [bookmark: pgfId-102922]Cisco Nexus 9508 chassis with 8 slots
  
       
 
        
        	 [bookmark: pgfId-102924]Chassis component
  
        	 [bookmark: pgfId-102926]N9K-C9508-FAN
  
        	 [bookmark: pgfId-102928]Fan tray
  
       
 
        
        	 [bookmark: pgfId-102930]Chassis component
  
        	 [bookmark: pgfId-102932]N9k-PAC-3000W-B
  
        	 [bookmark: pgfId-102934]Cisco Nexus 9500 3000W AC power supply, port side intake
  
       
 
        
        	 [bookmark: pgfId-102936]Pluggable module (GEM)
  
        	 [bookmark: pgfId-102938]N9K-M6PQ
  
        	 [bookmark: pgfId-102940]6-port
  
       
 
        
        	 [bookmark: pgfId-102942]Pluggable module (GEM)
  
        	 [bookmark: pgfId-102944]N9K-M12PQ
  
        	 [bookmark: pgfId-102946]12-port or 8-port
  
       
 
        
        	 [bookmark: pgfId-102948]Spine switch
  
        	 [bookmark: pgfId-102950]N9K-C9336PQ 
  
        	 [bookmark: pgfId-102952]Cisco Nexus 9336PQ switch, 36-port 40 Gigabit Ethernet QSFP 
  
       
 
        
        	 [bookmark: pgfId-102954]Spine switch
  
        	 [bookmark: pgfId-102956]N9K-C9508-B1 
  
        	 [bookmark: pgfId-102958]Cisco Nexus 9508 chassis bundle with 1 supervisor module, 3 power supplies, 2 system controllers, 3 fan trays, and 3 fabric modules
  
       
 
        
        	 [bookmark: pgfId-102960]Spine switch
  
        	 [bookmark: pgfId-102962]N9K-C9508-B2 
  
        	 [bookmark: pgfId-102964]Cisco Nexus 9508 chassis bundle with 1 supervisor module, 3 power supplies, 2 system controllers, 3 fan trays, and 6 fabric modules
  
       
 
        
        	 [bookmark: pgfId-102966]Spine switch module
  
        	 [bookmark: pgfId-102968]N9K-C9504-FM
  
        	 [bookmark: pgfId-102970]Cisco Nexus 9504 fabric module
  
       
 
        
        	 [bookmark: pgfId-102972]Spine switch module 
  
        	 [bookmark: pgfId-102974]N9K-C9508-FM
  
        	 [bookmark: pgfId-102976]Fabric module
  
       
 
        
        	 [bookmark: pgfId-102978]Spine switch module
  
        	 [bookmark: pgfId-102980]N9K-X9736PQ 
  
        	 [bookmark: pgfId-102982]Cisco Nexus 9500 36-port, 40 Gigabit Ethernet QSFP aggregation module
  
       
 
        
        	 [bookmark: pgfId-102984]Switch module 
  
        	 [bookmark: pgfId-102986]N9K-SC-A
  
        	 [bookmark: pgfId-102988]Cisco Nexus 9500 Series system controller
  
       
 
        
        	 [bookmark: pgfId-102990]Switch module 
  
        	 [bookmark: pgfId-102992]N9K-SUP-A
  
        	 [bookmark: pgfId-102994]Cisco Nexus 9500 Series supervisor module
  
       
 
        
        	 [bookmark: pgfId-102996]Switch module
  
        	 [bookmark: pgfId-102998]N9K-SUP-B
  
        	 [bookmark: pgfId-103000]Cisco Nexus 9500 Series supervisor module
  
       
 
        
        	 [bookmark: pgfId-103002]Top-of-rack (ToR) leaf switch
  
        	 [bookmark: pgfId-103004]N9K-C93128TX 
  
        	 [bookmark: pgfId-103006]Cisco Nexus 9300 96-port, 1-/10-Gbps BASE-T and 6-port or 8-port, 40 Gigabit Ethernet QSFP switch
  
       
 
        
        	 [bookmark: pgfId-103008]Top-of-rack (ToR) leaf switch
  
        	 [bookmark: pgfId-103010]N9K-C9396PX 
  
        	 [bookmark: pgfId-103012]Cisco Nexus 9300 48-port, 1/10 Gigabit Ethernet SFP+ and 6-port or 12-port, 40 Gigabit Ethernet QSFP switch 
  
       
 
        
        	 [bookmark: pgfId-103014]Top-of-rack (ToR) leaf switch
  
        	 [bookmark: pgfId-103016]N9K-C9396TX
  
        	 [bookmark: pgfId-103018]Cisco Nexus 9300 48-port, 1/10 Gbps Base-T and 6-port or 12-port, 40 Gigabit Ethernet QSFP switch
  
       
 
      
     
 
    
 
   
 
    
     [bookmark: pgfId-103024][bookmark: 45997][bookmark: 15502][bookmark: 28194][bookmark: 10447]Supported FEX Models
 
     .
 
     
      
    
 
    
 
    [bookmark: pgfId-109909]Note FEX requires software version 5.x or later to be brought up successfully.

     
    

    
 
     
      
       
        [bookmark: pgfId-104084]Table 3 [bookmark: 17991]Supported FEX Models
 
       
      
        
        	 
          
          [bookmark: pgfId-104088]Product ID
         
  
        	 
          
          [bookmark: pgfId-104090]Description
         
  
       
 
        
        	 [bookmark: pgfId-104330]N2K-C2248PQ-10GE
  
        	 [bookmark: pgfId-104370]Cisco Nexus 2248PQ 10GE Fabric Extender, 2PS, 4 Fan Module, 48x1/10GE (req SFP/SFP+) + 4x40G QSFP+(req QSFP+), choice of airflow and power supply
  
       
 
        
        	 [bookmark: pgfId-104332]N2K-C2248TP-E-1GE
  
        	 [bookmark: pgfId-104447]Cisco Nexus 2248TP-E Series 1GE Fabric Extender, 2PS, 1 Fan Module, 48x100/1000Base-T + 4x10GE (req SFP+), 32MB buffer, choice of airflow and power supply
  
       
 
        
        	 [bookmark: pgfId-104334]N2K-C2248TP-1GE
  
        	 [bookmark: pgfId-104374]Cisco Nexus 2248TP Series 1GE Fabric Extender, 2 AC PS, 1 Fan Module (Standard Airflow/port side exhaust), 48x100/1000Base-T + 4x10GE (req SFP+), same as N2K-C2248TP
  
       
 
        
        	 [bookmark: pgfId-104336]N2K-C2232PP-10GE
  
        	 [bookmark: pgfId-104376]Cisco Nexus 2232PP Series 10GE Fabric Extender, 2 AC PS, 1 Fan Module (Standard Airflow/port side exhaust), 32x1/10GE (req SFP/SFP+) + 8x10GE (req SFP+), same as N2K-C2232PP
  
       
 
        
        	 [bookmark: pgfId-104338]N2K-C2232TM-E-10GE
  
        	 [bookmark: pgfId-104111]Cisco Nexus 2232TM-E Series 10GBASE-T Fabric Extender, 2PS, 1 Fan Module, 32x1/10GBase-T + 8x10GE Module (req SFP+), choice of airflow and power supply
  
       
 
      
     
 
    
 
   
 
    
     [bookmark: pgfId-103029][bookmark: 46677]Installation Notes 
 
     
 
   
 
    
     [bookmark: pgfId-108646][bookmark: 15533]Upgrade Instructions
 
     [bookmark: pgfId-108647]When upgrading from a 1.0(1x) release to a 1.0(2x) release, you must upgrade the switch software image for all the spine and leaf switches in the fabric first. After that upgrade is successfully completed, upgrade the APIC controller software image.
 
     [bookmark: pgfId-108620]However, if you are upgrading within a 1.0(1x) release software sequence or within a 1.0(2x) release software sequence, you must first upgrade the APIC controller software image. And then, after that is successfully completed, upgrade all the switches in the fabric. 
 
   
 
    
     [bookmark: pgfId-107729][bookmark: 21784]Compatibility Information
 
     and the Cisco AVS, Release 4.2(1)SV2(2.3).
 
   
 
    
     [bookmark: pgfId-94877][bookmark: 21192][bookmark: 23616]Usage Guidelines
 
     
     	 [bookmark: pgfId-86100]The current list of protocols that are allowed (and cannot be blocked through contracts) include the following. Some of the protocols have SrcPort/DstPort distinction.
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-109771]Note Also see the APIC release notes for policy information: http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/products-release-notes-list.html

     
    

    
 
     [bookmark: pgfId-80248]–[image: ] UDP DestPort 161: SNMP. These cannot be blocked through contracts. Creating an SNMP ClientGroup with a list of Client-IP Addresses restricts SNMP access to only those configured Client-IP Addresses. If no Client-IP address is configured, SNMP packets are allowed from anywhere.
 
     [bookmark: pgfId-80249]–[image: ] TCP SrcPort 179: BGP
 
     [bookmark: pgfId-80250]–[image: ] TCP DstPort 179: BGP
 
     [bookmark: pgfId-80251]–[image: ] OSPF
 
     [bookmark: pgfId-80252]–[image: ] UDP DstPort 67: BOOTP/DHCP
 
     [bookmark: pgfId-80253]–[image: ] UDP DstPort 68: BOOTP/DHCP
 
     [bookmark: pgfId-80254]–[image: ] IGMP
 
     [bookmark: pgfId-80256]–[image: ] PIM
 
     [bookmark: pgfId-80257]–[image: ] UDP SrcPort 53: DNS replies
 
     [bookmark: pgfId-80258]–[image: ] TCP SrcPort 25: SMTP replies
 
     [bookmark: pgfId-80259]–[image: ] TCP DstPort 443: HTTPS
 
     [bookmark: pgfId-80260]–[image: ] UDP SrcPort 123: NTP
 
     [bookmark: pgfId-108601]–[image: ] UDP DstPort 123: NTP
 
     
      
    
 
    
 
    [bookmark: pgfId-108602]Note The APIC 1.0(1n) release is the earliest version supported for downgrading from a 1.0(2x) release. When downgrading from 1.0(2x) to 1.0(1n), first downgrade the switch software image for all the spine and leaf switches in the fabric. After that downgrade is successfully completed, downgrade the APIC controller software image.

     
    

    
 
   
 
    
     [bookmark: pgfId-76734][bookmark: 64735][bookmark: 61170][bookmark: 87557][bookmark: 59790]Caveats
 
     [bookmark: pgfId-69044]This section includes the following topics:
 
     
     	 [bookmark: pgfId-85145]Open Caveats
 
     	 [bookmark: pgfId-105708]Resolved Caveats
 
     	 [bookmark: pgfId-105712]Known Behaviors
 
    
 
     
      [bookmark: pgfId-105714][bookmark: 88435]Open Caveats
 
       to access the Bug Search Tool and see additional information about the bug.
 
      
       
        
         [bookmark: pgfId-101771]Table 4 [bookmark: 26608]Open Caveats 
 
        
       
         
         	 
           
           [bookmark: pgfId-101775]Bug ID
          
  
         	 
           
           [bookmark: pgfId-101777]Description
          
  
        
 
         
         	 [bookmark: pgfId-101780]CSCun35596
  
         	 command.
  
        
 
         
         	 [bookmark: pgfId-101785]CSCun96495
  
         	 [bookmark: pgfId-101787]Events and faults for interfaces are not updated under Ports in the GUI.
  
        
 
         
         	 [bookmark: pgfId-101790]CSCup05629
  
         	 [bookmark: pgfId-101792]The output of some CLI commands displays very slowly.
  
        
 
         
         	 [bookmark: pgfId-101795]CSCur14844
  
         	 [bookmark: pgfId-101797]iping picks a source address from a different subnet for a directly connected destination.
  
        
 
         
         	 [bookmark: pgfId-101807]CSCur32247
  
         	 [bookmark: pgfId-101809]FEX related diagnostic results are missing.
  
        
 
         
         	 [bookmark: pgfId-101812]CSCur38673
  
         	 [bookmark: pgfId-101814]Ongoing diagnostic test configuration options need to be removed for FEX.
  
        
 
         
         	 [bookmark: pgfId-105123]CSCur40736
  
         	 [bookmark: pgfId-105125]The Logical Interface Profile configuration for SVI does not require the user to enter a subnet mask.
  
        
 
         
         	 [bookmark: pgfId-104770]CSCur51625
  
         	 [bookmark: pgfId-104772]Packet loss occurs during the restore of a line card after a line card is reloaded.
  
        
 
         
         	 [bookmark: pgfId-105011]CSCur73212
  
         	 [bookmark: pgfId-105013]The static route to the DHCP provider's subnet is not deleted from the consumer's private network after deleting the contract and the DHCP label from the consumer Bridge Domain.
  
        
 
         
         	 [bookmark: pgfId-104825]CSCur73570
  
         	 [bookmark: pgfId-104827]Some zone rules or Contracts may not be deployed on the switch, on clean reboot of the switch, or on upgrade of the switch.
  
        
 
         
         	 [bookmark: pgfId-104883]CSCur73528
  
         	 [bookmark: pgfId-104885]The show interface statistics are not showing forwarding drops.
  
        
 
         
         	 [bookmark: pgfId-105144]CSCur76586
  
         	 [bookmark: pgfId-105146]Port-channel remains in the admin-down state after being enabled.
  
        
 
         
         	 [bookmark: pgfId-105201]CSCur77825
  
         	 [bookmark: pgfId-105203]ARP entries do not time out and remain in “incomplete” state.
  
        
 
         
         	 [bookmark: pgfId-104879]CSCur77840
  
         	 does not provide a summary of all the VRFs.
  
        
 
         
         	 [bookmark: pgfId-105540]CSCur81822
  
         	 [bookmark: pgfId-105542]The access-port operational status is trunk.
  
        
 
         
         	 [bookmark: pgfId-105514]CSCur84296
  
         	 [bookmark: pgfId-105516]When removing the secondary IP on an external SVI interface, static routes defined in the VRF or context of the SVI are removed causing traffic to be looped in the fabric.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-86401][bookmark: 13466]Resolved Caveats
 
       to access the Bug Search Tool and see additional information about the bug.
 
      
       
        
         [bookmark: pgfId-92515]Table 5 [bookmark: 16269]Resolved Caveats
 
        
       
         
         	 
           
           [bookmark: pgfId-92519]Bug ID
          
  
         	 
           
           [bookmark: pgfId-92521]Description
          
  
        
 
         
         	 [bookmark: pgfId-92524]CSCuo20106
  
         	 [bookmark: pgfId-92526]Unnecessary SNMP traps are generated when an I/O module is removed and inserted.
  
        
 
         
         	 [bookmark: pgfId-92529]CSCup38579
  
         	 command in the APIC is missing equipment sensors and FEXes.
  
        
 
         
         	 [bookmark: pgfId-92534]CSCup41392
  
         	 [bookmark: pgfId-92536]The clear counters command does not work when spaces are included in the interface name.
  
        
 
         
         	 [bookmark: pgfId-92539]CSCup68324
  
         	 [bookmark: pgfId-92541]When a spine port and a port context source are in the same session, the filter does not work for SPAN.
  
        
 
         
         	 [bookmark: pgfId-92544]CSCup83680
  
         	 command does not work if /32 address is provided as an argument.
  
        
 
         
         	 [bookmark: pgfId-92549]CSCup88987
  
         	 [bookmark: pgfId-92551]Remote ERSPAN packets are spanned when the destination port is a SPAN source.
  
        
 
         
         	 [bookmark: pgfId-92554]CSCup93039
  
         	 [bookmark: pgfId-92556]An SNMP named trap host configuration does not get restored after a configuration import.
  
        
 
         
         	 [bookmark: pgfId-92559]CSCup97404
  
         	 [bookmark: pgfId-92561]A vMotion vmk interface requires Arp flooding to be enabled on the inband bridge domain.
  
        
 
         
         	 [bookmark: pgfId-92564]CSCuq04897
  
         	 [bookmark: pgfId-92566]Pings from the ESX vtep to the ERSPAN destination VM fails.
  
        
 
         
         	 [bookmark: pgfId-92569]CSCuq14160
  
         	 [bookmark: pgfId-92571]The time between vMotion events for a VM should be greater than five minutes.
  
        
 
         
         	 [bookmark: pgfId-92574]CSCuq15965
  
         	 command does not work in the ibash shell.
  
        
 
         
         	 [bookmark: pgfId-92579]CSCuq20273
  
         	 [bookmark: pgfId-92581]A new router MAC address of an external router is not learned on both leaf switches of a vPC pair.
  
        
 
         
         	 [bookmark: pgfId-92584]CSCuq21010
  
         	 [bookmark: pgfId-92586]If you use the recovery image to reboot the active supervisor module on the Cisco Nexus 9508 switch, the supervisor goes to the loader prompt. 
  
        
 
         
         	 [bookmark: pgfId-92589]CSCuq21358
  
         	 [bookmark: pgfId-92591]After the same tag is configured for two interfaces, a new tag cannot be added or an existing tag associated with a third interface.
  
        
 
         
         	 [bookmark: pgfId-92594]CSCuq23255
  
         	 [bookmark: pgfId-92596]The following power redundancy modes are supported: non-redundant, redundant, and power output redundancy (N+1).
  
        
 
         
         	 [bookmark: pgfId-95330]CSCuq37947
  
         	 [bookmark: pgfId-95332]The ACI fabric currently only supports learning 8 IP addresses per 1 MAC address.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-77466][bookmark: 82396][bookmark: 15620]Known Behaviors
 
       to access the Bug Search Tool and see additional information about the bug.
 
      
       
        
         [bookmark: pgfId-93266]Table 6 [bookmark: 63695]Known Behaviors
 
        
       
         
         	 
           
           [bookmark: pgfId-93270]Bug ID
          
  
         	 
           
           [bookmark: pgfId-93272]Description
          
  
        
 
         
         	 
  
         	 [bookmark: pgfId-93277]Configuring the BGP maximum prefix policy is not supported.
  
        
 
         
         	 [bookmark: pgfId-93285]CSCuo37016
  
         	 [bookmark: pgfId-93287]Layer 3 switched packets that go out of a FEX Hif interface are not spanned.
  
        
 
         
         	 [bookmark: pgfId-93290]CSCuo50533
  
         	 [bookmark: pgfId-93292]When output span is enabled on a port where the filter is VLAN, multicast traffic in that VLAN that goes out of that port is not spanned.
  
        
 
         
         	 [bookmark: pgfId-93300]CSCup92534
  
         	 [bookmark: pgfId-93302]Continuous “threshold exceeded” messages are generated from the fabric.
  
        
 
         
         	 [bookmark: pgfId-93486]CSCuq39829
  
         	 [bookmark: pgfId-93488]Switch rescue user ("admin") can log into fabric switches even when TACACS is selected as the default login realm.
  
        
 
         
         	 [bookmark: pgfId-93877]CSCuq46369
  
         	 [bookmark: pgfId-93879]An extra 4 bytes is added to the untagged packet with Egress local and remote SPAN.
  
        
 
         
         	 [bookmark: pgfId-93900]CSCuq77095
  
         	 <vrf_name>" is run from bash on the border leaf, the checksum field in the output always shows value of zero.
  
        
 
         
         	 [bookmark: pgfId-93774]CSCuq83910
  
         	 [bookmark: pgfId-93776]When an IP moves from one MAC behind one ToR to another MAC behind another ToR, even though the VM sends a GARP packet, in ARP unicast mode, this GARP packet is not flooded. As a result, any other host with the original MAC to IP binding sending an L2 packet will send to the original ToR where the IP was in the beginning (based on MAC lookup), and the packet will be sent out on the old port (location). Without flooding the GARP packet in the network, all hosts will not update the MAC-to-IP binding.
  
        
 
         
         	 [bookmark: pgfId-94292]CSCuq92447
  
         	 [bookmark: pgfId-94294]When modifying the L2Unknown Unicast parameter on a Bridge Domain (BD), interfaces on externally connected devices may bounce. Additionally, the endpoint cache for the BD is flushed and all endpoints will have to be re-learned.
  
        
 
         
         	 [bookmark: pgfId-93467]CSCuq93389
  
         	 [bookmark: pgfId-93469]If an endpoint has multiple IPs, the endpoint will not be aged until all IPs go silent. If one of the IPs is reassigned to another server/host, fabric detects it as an IP move and forwarding will work as expected.
  
        
 
         
         	 [bookmark: pgfId-93634]CSCur01336
  
         	 [bookmark: pgfId-93636]PSU not getting detected after OIR with Power input connected.
  
        
 
       
      
 
     
 
      
      	 [bookmark: pgfId-82458]The Cisco Nexus 9508 ACI-mode switch supports warm (stateless) standby where the state is not synched between the active and the standby supervisor modules. For an online insertion and removal (OIR) or reload of the active supervisor module, the standby supervisor module becomes active, but all modules in the switch are reset because the switchover is stateless. In the output of the  show system redundancy status command, warm standby indicates stateless mode.
 
      	 [bookmark: pgfId-83991]When a recommissioned APIC controller rejoins the cluster, GUI and CLI commands can time out while the cluster expands to include the recommissioned APIC controller.
 
      	 [bookmark: pgfId-82459]If connectivity to the APIC cluster is lost while a switch is being decommissioned, the decommissioned switch may not complete a clean reboot. In this case, the fabric administrator should manually complete a clean reboot of the decommissioned switch.
 
      	 [bookmark: pgfId-81652]Before expanding the APIC cluster with a recommissioned controller, remove any decommissioned switches from the fabric by powering down and disconnecting them. Doing so will ensure that the recommissioned APIC controller will not attempt to discover and recommission the switch.
 
     
 
      [bookmark: pgfId-82410]IGMP Snooping Known Behaviors: 
 
      
      	 [bookmark: pgfId-81679]Multicast router functionality is not supported when IGMP queries are received with VxLAN encapsulation.
 
      	 [bookmark: pgfId-81653]IGMP Querier election across multiple Endpoint Groups (EPGs) or Layer 2 outsides (External Bridged Network) in a given Bridge Domain (BD) is not supported. Only one EPG or Layer 2 outside for a given BD should be extended to multiple multicast routers if any.
 
      	 [bookmark: pgfId-81656]The rate of the number of IGMP reports sent to a leaf switch should be limited to 1000 reports per second.
 
      	 [bookmark: pgfId-81657]Unknown IP multicast packets are flooded on ingress leaf switches and border leaf switches, unless “unknown multicast flooding” is set to “Optimized Flood” in a BD. This knob can be set to “Optimized Flood” only for a maximum of 50 BDs per leaf.
 
     
 
      [bookmark: pgfId-81660]If “Optimized Flood” is enabled for more than the supported number of BDs on a leaf, follow these configuration steps to recover:
 
      [bookmark: pgfId-105755]–[image: ] Set “unknown multicast flooding” to “Flood” for all BDs mapped to a leaf.
 
      [bookmark: pgfId-105867]–[image: ] Set “unknown multicast flooding” to “Optimized Flood” on needed BDs.
 
    
 
   
 
    
     [bookmark: pgfId-105874][bookmark: 71993][bookmark: 22065][bookmark: 21964]Related Documentation
 
     [bookmark: pgfId-43575]This section lists the product documentation for the Cisco ACI.
 
     
      [bookmark: pgfId-47128][bookmark: 49694]Web-Based Documentation
 
      
      	 [bookmark: pgfId-47141] Cisco APIC Management Information Model Reference 
 
      	 [bookmark: pgfId-60159] Cisco APIC Online Help Reference 
 
      	 [bookmark: pgfId-60722]Cisco ACI MIB Support List
 
      	 [bookmark: pgfId-109575]Cisco 10-Gigabit Ethernet Transceiver Modules Compatibility Matrix:
 
     
 
      
 
    
 
     
      [bookmark: pgfId-45439]Downloadable Documentation
 
      
      	 [bookmark: pgfId-55470] Cisco ACI Fundamentals 
 
      	 [bookmark: pgfId-55487] Cisco APIC Getting Started Guide 
 
      	 [bookmark: pgfId-55495] Cisco APIC REST API User Guide 
 
      	 [bookmark: pgfId-55524] Cisco APIC Command Line Interface User Guide 
 
      	 [bookmark: pgfId-71713]Cisco ACI Switch CLI Command Reference, NX-OS Release 11.0
 
      	 [bookmark: pgfId-47176] Cisco APIC Faults, Events, and Error Messages Guide 
 
      	 [bookmark: pgfId-71777]Cisco ACI System Messages Reference Guide
 
      	 [bookmark: pgfId-71821]Cisco ACI Troubleshooting Guide
 
      	 [bookmark: pgfId-71854]Cisco NX-OS to APIC Mapping Guide
 
      	 [bookmark: pgfId-60751]Cisco APIC Layer 4 to Layer 7 Device Package Development Guide
 
      	 [bookmark: pgfId-47238] Cisco APIC Layer 4 to Layer 7 Services Deployment Guide 
 
      	 [bookmark: pgfId-62325]Cisco AVS Configuration Guide
 
      	 [bookmark: pgfId-62356]Cisco AVS Installation and Upgrade Guide
 
      	 [bookmark: pgfId-60870]Cisco ACI MIB Quick Reference
 
      	 [bookmark: pgfId-57532]Cisco ACI Fabric Hardware Installation Guide
 
      	 [bookmark: pgfId-71421]Cisco ACI MIB Quick Reference
 
      	 [bookmark: pgfId-71664]Cisco APIC Release Notes
 
      	 [bookmark: pgfId-60910] Cisco Application Centric Infrastructure Release Notes 
 
     
 
    
 
     
      [bookmark: pgfId-60505]Hardware Documentation
 
      
 
      
 
      This document is to be used in conjunction with the documents listed in the “Related Documentation” section.
 
    
 
     
      [bookmark: pgfId-110379]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
    
 
     
      [bookmark: pgfId-43094]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
    
 
     
      [bookmark: pgfId-43095] 2014 Cisco Systems, Inc. All rights reserved.
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