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Installing Connector on Windows
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This chapter provides a step-by-step guide to installing the Windows Connector on servers running the
Microsoft Windows Server operating system. It will help you to select the appropriate Connector mode,
apply the right authentication key if necessary, and install, configure, and operate Connector.

To enable Connector to integrate with the widest possible variety of software and devices it has two
modes of operation, determined during installation.

e Standalone mode should be used when there are no edge devices on the corporate network. See
Installing in Standalone Mode, page 2-3.

¢ Enterprise mode should be used when an edge device, for example Microsoft ISA, is already present
in the corporate network. See Installing in Enterprise Mode, page 2-16.

Windows System Requirements

Note

Connector is supported on the following Microsoft operating systems:
e Windows Server 2003 (32-bit)
¢ Windows Server 2003 R2 (32-bit)
e Windows Server 2008 (32-bit)
e Windows Server 2008 (64-bit)
e Windows Server 2008 R2 (64-bit)

For deployments of 500 or more users, Cisco strongly recommends multiple servers are deployed behind
a hardware load balancer to ensure there is no interruption of service in the event of a server failure. DNS
load balancing (also known as round-robin) is not recommended due to the failover delay caused by
caching of DNS responses by local computers.

Your technical account manager or a member of Cisco’s customer support team will be happy to discuss
deployment options with you.

Windows Firewall must be enabled on the server where Connector is installed.

| oL-22628-03

Connector Administrator Guide ]



Chapter2  Installing Connector on Windows |

M Pre-Installation Requirements

At least one GB of available disk space and a TCP/IP network connection and outbound Internet access
on TCP ports 80 and 8080 are required for all installations. Other requirements vary depending on the
number of intended users.

Table 2-1 Connector Windows Processor Requirements

Users CPU RAM

200 1.0Ghz Intel Pentium 1GB

2,000 2.0 GHz quad-core Intel 2GB
Pentium

5,000 3.2GHz quad-core Intel Pentium |2GB

10,000 2x 2.0GHz quad-core processors |2GB

Pre-Installation Requirements

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Note

Before installing Connector you must determine where it will be installed. Connector is very lightweight
and does not require its own dedicated server. For standalone servers, Cisco recommends installing
Connector on either a Primary Domain Controller (PDC) or Backup Domain Controller (BDC) within
your network. If you are using Microsoft Forefront TMG or ISA Server, Cisco recommends installing
Connector on the same server.

To prepare to install Connector:

Determine which mode Connector will use. See Overview, page 2-1.

In ScanCenter, generate the authentication keys, as necessary. Keys are required for users with dynamic
IP addresses only. Keys can also be used with static IP addresses.

If you require Connector to perform group lookup with Active Directory or a Windows domain, create
a dedicated user within the ‘Domain Users’ group of the primary domain controller.

If you are using Windows Server 2003 or later with SMB signing enabled (this is the default setting),
create a dedicated user on the primary domain controller. If you have already created a user on the
domain controller to enable group lookups you do not need to create a new user. When configuring
Connector you will need to include the details of this user in the config file with the following arguments:
® ntlm.preauth.domain=
® ntlm.preauth.username=
® ntlm.preauth.password=
Download the Connector installation program from ScanCenter.

Remove any previously installed versions of the connector (including Proxy Agent). See Removing
Connector, page 2-33.

If you will use Microsoft Forefront TMG or ISA Server 2004 or 2006, make sure it is installed and
running. The server where Microsoft TMG or ISA and Connector will be installed must meet the
minimum requirements for the version of Microsoft TMG or ISA you are using.

Following all installations you must apply the relevant Windows registry patches. See Applying the
Windows Registry Patches, page 2-32.
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Installing in Standalone Mode

To install Connector in standalone mode:

Step1  Double-click the Connector program file to run the installation wizard.

-_éﬂl:unnectur - Installshield Wizard =

Welcome to the InstallShield Wizard
for Connector

The Installshield Wizard{ TrH) will help instal Connector on
your campuker,  To conkinue, click Mext,

= Back I Mext = I Cancel |

245324

Step2  Click Next to display the License Agreement dialog.

-_e-."tunnectur - Installshield Wizard x|

Licenze Agreement
Please read the following license agreement carefully,

End User License Agreement

Please read the "End User License Agreement” included with this release before proceeding.,

% 1 accept the terms in the license agresment

" 1 do not accept: the terms in the license agresment

Installshield
< Back I Mext = I Cancel

245325
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Step3  Read the End User License Agreement. If you agree to the terms, click I accept the terms in the license
agreement then click Next to display the Location to Save Files dialog. Alternatively, if you do not agree
to the terms, click Cancel to stop the installation.

L@-}Eunnectur - Installshield Wizard

X

Location to Save Files
where would you like to save your files?

Please enter the folder where vou want these files saved. IF the Folder does not
exist, it will be created For wou, To continue, click Mext,

Save files in Folder:

Ci\Program Files\Conneckor

Change. .. |

Installshield

< Back I Mext = I Cancel |

2453255

Stepd  Click Next to accept the default installation folder. Alternatively, enter a new path in the Save files in
folder box, or click Change and navigate to the required folder, then click Next to display the Welcome
dialog.

L@-}Eunnectur - Installshield Wizard x|

Extracting Files
The contents of this package are being extracted,

Flease wait while the InstallShield Wizard extracts the files needed tao install
Conneckor on your computer, This may take a Fews moments,

Extracting jpZiexp.dil...

[

Installshield

= Back I [Exh = I Cancel |

245327
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Step5  Click Configure a Connector then click Next to display the Connector Type dialog.

nnector Configuration Wizard o ] B

—iwelcome

Welcome ta the Connectar configuration tool!
This kool allows you to guickly set up and start using a connector and
remove it iF necessary,

Please select a task from the lisk below:
{+ Configure a Connector

™ Uninstall a Connectar

Help

Connector Configurakor

= Back Mext = Cancel

Step6  Click Workgroup Connector then click Next to display the Authentication Configuration dialog.

=101 %]

Canneckor Type

Select the Connectar bvpe below that warks with your existing
infrastructure. For more information on selecting the appropriate Connector £
o install, please click on the help link below,

I wank to Install
" Erterprise Conneckar

" workgroup Connectar

Help

Connector Configurakor

= Back [ext = Cancel

245328

245320
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Step7  You can use IP-based or key based authentication. IP-based authentication requires a static IP address.
To use IP-based authentication, click I authenticate with my static IP. Alternatively, click Enter your
authentication key here and enter a company or group authentication key For details of how to generate
a key, refer to the ScanCenter Administrator Guide.

=101 %]

—Authentication Configuration

Cannectors work with IP-based (static IP) or key based authentication,

{* I authenticate wikh my static IP,

™ Enter your authentication key here,

Help
Connector Configurakor < Back Mext = Cancel | c%
3
Step8  Click Next to display the Service Settings dialog.
nnector Configuration Wizard o ] B

~Service Setkings

Please provide the names of the managed web services proxy addresses
that Connector will use to access the service.,

Primary web services proso: I

Prirnary prosy pork: IEHZIED
Secondary web services proxy: I
Secandary proxy pork: I
Tertiary web services prosxy: I
Terkiary proxy paort: I
Help
. &
Connector Configurakor < Back Next = Cancel i
=
(ad]
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Step9  Your proxy settings are contained in your provisioning email. If you have not received this email, contact
your support representative. Normally only primary and secondary proxies are provided. You can specify
up to three proxy servers:

e The primary proxy is used in preference to the other proxies.
e The secondary proxy is used as a fallback in cases where the primary proxy is unreachable.

e The tertiary proxy is used as a fallback in cases where both the primary and secondary proxies are
unreachable.

Step10 Enter your proxy settings, then click Next to display the Host/IP exceptions dialog.

Connector Configuration Wizard o ]
~HostfIP Exceptions

Enter any IP exceptions {direct connections, alternate proxies for
specific websites, domains, hosts or netwarks) here, Use the butkons
to the right ko add, edit or remove exceptions to or From the lisk,

Exception | Wehsites | Proxies | Add. .. |
Edit... |
Delete |

Help

Connector Configurakar = Back, Mext = Cancel

245204

Step11  The Host/IP Exceptions dialog enables you to create exceptions that specify direct connections or
alternate proxies for specific Web sites, domains, hosts or networks. The exceptions are shown in a list.
It is not necessary to configure the exceptions during the installation. See Adding Host Exceptions,
page 2-12. Click Next to display the Authentication dialog.

Connector Administrator Guide
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¥ Connector Configuration Wizard o ]
~Authentication
Please configure user authenkication using this dialog
[ Use MTLM
Internet
[ Verify authertication with the domain contraller
MTLM Exceptions:
Help

Connector Configurakar < Back Mext = Cancel

245205

Step12 Ensure the Use NTLM check box is selected. Do not clear this check box unless instructed to do so by
your support representative.

Step13  Clear the Verify authentication with the domain controller check box. Alternatively, select the check
box to verify credentials provided by clients with the domain controller.

Step14  Enter any client IP addresses to be excluded from authentication in a comma separated list in the NTLM
Exceptions box. This box should normally be left blank unless you have been otherwise instructed by
your support representative.

Step15 Click Next to display the Group Lookup Settings dialog.

] Connector Administrator Guide
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nnector Configuration Wizard o ] S

Installing in Standalone Mode

—Group Lookup Settings

Please select and configure wour group lookup method

£~ Do nok lookup user groups

£ Use Windows Domain

DC login username: I

DC login passward: |

" Use Active Directary

Provider URL: IIdap:,l'p'lZ?.El.D. 1:3268

Username: Izrs,dc=campandec=c0m

Passward: I

Help
I~
Connector Configurakar < Back Mext = Cancel %

=t
)

To use LDAP to gather group information:

b.

Click Use Active Directory.

Enter an LDAP URL in the Provider URL box. Alternatively, if you are installing Connector on
the domain controller, accept the default LDAP URL (1dap://127.0.0.1:3268).

To enable the connector to perform LDAP group lookups, an active directory user must be
created. Enter the user name of the active directory account you created for the connector in the
Username bOX, for example cn=proxyagent, cn=users, dc=company, dc=com. See
Pre-Installation Requirements, page 2-2.

Enter the Password for the active directory account.
Alternatively, to use NTLM to gather group information:
Click Use Windows Domain.

Enter the user name of the domain controller account you created for the connector in the
DC login username box. See Pre-Installation Requirements, page 2-2.

Enter the password of the domain controller account in the DC login password box.

Click Next to display the NTLM Domain Controllers Settings dialog.
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onnector Configuration Wizard =10 x|
~NTLM Domain Contrallers Settings

Please provide IP addresses of domain controllers For user and group
|ookup:

Prirnary DiC: I

Secondary DC: I

Help

Connector Configurator = Back et = Cancel |

245250

i. Enter the IP address of your primary domain controller in the Primary DC box.
j. If you have a secondary domain controller, enter its IP address in the Secondary DC box.

Step17 Cisco recommends using LDAP to gather group information. Do not click Do not lookup user groups
unless instructed to do so by your support representative.

Step18 Click Next to begin the installation.

¥ Connector Configuration Wizard o ]
~Applying settings

Please wait while settings are applied

ﬂ Please wait

Connector Configurakar

= Back Tk = Cancel |

245200
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Step19 When the installation tasks have completed successfully, the following dialog is displayed.

¥ Connector Configuration Wizard o ] A

~Applying settings

Please wait while settings are applied

o
\3 Al kasks complete

Connector Configurakor

= Back | Finish | Cancel |

245330

Step20 Click Finish to close the wizard.

Connector Administrator Guide
| oL-22628-03 .m



Chapter2  Installing Connector on Windows |

W Installing in Standalone Mode

Post-Installation Firewall Configuration

You need to ensure the connector can forward all web traffic out of your network to the Web Scanning
Services. In most cases this requires a simple change to your firewall settings to allow all TCP traffic on
port 8080 originating from the IP address where the connector is running to go out to the Internet. The
following diagram shows the path a user's web request must take to get to the Web Scanning Services.

Z
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% Domain Controller

Computer 7

AN
hd 4
L
N\
1 .
2
Connector Web Scanning Services 3

1. Web browser requests a URL.
Connector performs an NTLM challenge.
Web browser responds with NTLM user details.

s w N

Connector uses credentials to poll the domain controller (LDAP) for AD Groups. If the user exists,
Connector performs a query based on user name to lookup groups.

5. Domain controller sends group information to Connector.

6. URL request and encrypted, user and group information forwarded from Connector to Web
Scanning Services.

1. Content sent back to the user via Connector.

Adding Host Exceptions

Host exceptions are used to allow users to bypass the Web Scanning Services when connecting to
specified websites. Exceptions can include wild cards, address ranges, and IP ports. They should not be
used for connections to your own network because a proxy server (local exception) set in a user's browser
is more efficient for this task.

To add host exceptions to Connector:

Step 1 In the folder where you installed Connector, double-click the Wizard batch file to run the configuration
wizard.

Connector Administrator Guide
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nnector Configuration Wizard o ] S

~Wwelcome

Welcome to the Connector configuration tool!
This kool allows you to guickly set up and start using a connector and
remove it iF necessary,

Please select a task from the list below:
{+ Configure a Connector

" Uninstall & Connectar

Help

Connector Configurakar = Back: Mext =

245328

Cancel |

Step2  The wizard imports the settings from your last session so it is not necessary to specify that you are using
a standalone server, your method of authentication, or the service settings. At each dialog, click Next
until the Host/IP Exceptions dialog is displayed.

onnector Configuration Wizard o ]
~HostfIP Exceptions

Enter any IP exceptions {direct connections, alternate proxies for
specific websites, domains, hosts or netwarks) here, Use the butkons
to the right ko add, edit or remove exceptions to or From the lisk,

Exception | Wehsites | Proxies | Add. .. |
Edit... |
Delete |

Help

Connector Configurakar = Back, Mext = Cancel

245204

Connector Administrator Guide
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Step3  The Host/IP Exceptions dialog enables you to create exceptions that specify direct connections or
alternate proxies for specific websites, domains, hosts or networks. The exceptions are shown in a list.
You can click Edit to edit an existing exception or Delete to remove an exception.

Step4  For each exception you want to add:

1. Click Add.

=101 x|

~HostfIP Exceptions

Define hostfIP exceptions For direct connections or alternative proxy
SEPVErs,

rManme ———— Websites

Intemet | |

rPrimary Proxy

Direck [~ Host: I Part: I

roecondary Prosy

Direck [ Hosk: | Part: |

rTertiary Proxy

Direck [ Hosk: I Park: I

of | Cancel |

Help

Connector Configurator = Back | Mext = | Cancel

245200

2. Enter a Name for the exception.

3. Enter the websites which the exception will be applied to, separated by commas. Websites can be
entered:

in full (www .company . com)

with wildcards (* . company . com)

as an [P address (164.35.91.46)

as a range of IP addresses (164.35.91.*)

with a port (*.company.com/80, 164.35.91.%/8080)

4. You can provide up to three proxies. The secondary and tertiary proxies act as fallbacks in the event
that the primary proxy is unavailable. Only the primary proxy is required. If no proxy is available it
will not be possible to connect to the service. For each proxy, select the Direct check box to enable
users to connect directly to the specified Web sites. Alternatively, enter a Host (normally an internal
proxy) and, optionally, an IP Port.

5. When you have entered the proxy details, click OK. Alternatively, click Cancel to abandon your
changes.

Step5 The wizard imports the settings from your last session so it is not necessary to specify authentication,
NTLM, or Group Lookup settings. At each dialog, click Next until the Applying settings dialog is
displayed.

Connector Administrator Guide
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nnector Configuration Wizard o ] S
—Applying settings

Please wait while settings are applied

ﬁl Please wait

Connector Configurakar = Back: Mext = Cancel |

245200

When the configuration tasks have completed successfully, the following dialog is displayed.

¥ Connector Configuration Wizard o ]
—Applying settings

Flease wait while settings are applied

u All kasks complete

Connector Configurator = Back | Finish | Zancel |

245350

Step6  Click Finish to close the wizard.

Connector Administrator Guide
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Installing in Enterprise Mode

In Enterprise mode, Connector works with a device that uses the Internet Content Application Protocol
(ICAP), such as Microsoft ISA or Blue Coat.

To install Connector in Enterprise mode:

Step 1 Double-click the Connector program file to run the installation wizard.

-_e-."tunnectur - Installshield Wizard x|

Welcome to the InstallShield Wizard
for Connector

The Installshield ‘Wizard{TM}) will help install Connector on
your compuker,  To continue, click Mext,

= Back I Mext = I Cancel |

245324

Step2  Click Next to display the License Agreement dialog.

Connector Administrator Guide
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:_e-jtunnectur - InstallShield Wizard

Licenze Agreement
Please read the following license agreement carefully,

End Lser License Agreement

Please read the "End User License Agreement” included with this release before proceeding.,

% 1 aceept the terms in the license agresment

" 1 do not accept: the terms in the license agresment

Imstallshisld
< Back I Mext = I Cancel |

245325

Step3  Read the End User License Agreement. If you agree to the terms, click I accept the terms in the license
agreement then click Next to display the Location to Save Files dialog. Alternatively, if you do not agree
to the terms, click Cancel to stop the installation.

:_e&l:nnnectnr - Installshield Wizard

Location to Save Files
where would you like to save yvour files?

Please enter the folder where vou want these files saved. IF the Folder does not
exist, it will be created For wou, To continue, click Mext.,

Save files in folder:

Ci\Program FilesiConneckor

Change. .. |

Installshield

< Back I Mext = I Cancel |

2453255

Stepd  Click Next to accept the default installation folder. Alternatively, enter a new path in the Save files in
folder box, or click Change and navigate to the required folder, then click Next to display the Welcome
dialog.

Connector Administrator Guide
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nnector Configuration Wizard o ] S

~Wwelcome

Welcome to the Connector configuration tool!
This kool allows you to guickly set up and start using a connector and
remove it iF necessary,

Please select a task from the list below:
{+ Configure a Connector

" Uninstall & Connectar

Help

Connector Configurakar

= Back Mext = Cancel |

Step5  Click Configure a Connector then click Next to display the Connector Type dialog.

onnector Configuration Wizard o ]

Conneckor Type

Select the Conmector bype below Ehat works with your existing
infrastructure. For more information on selecting the appropriate Connector £
o install, please click on the help link belaw,

I wank to Install

™ Erterprise Conneckor

" “Workgroup Connector

Help

Connector Configurakar

< Back Tk = Cancel |

245328

245320

Step6  Click Enterprise Connector then click Next to display the Authentication Configuration dialog.

] Connector Administrator Guide
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nnector Configuration Wizard o ] S

—Authentication Configuration

Connectors wark with IP-based (static IP) or key based authentication.

{* I authenticate wikth my static IP,

{~ Enker your authentication key here,

Help

Connector Configurakar = Back Next = Cancel |

245330

Step7  You can use IP-based or key based authentication. IP-based authentication requires a static IP address.
To use IP-based authentication, click I authenticate with my static IP. Alternatively, click Enter your
authentication key here and enter a company or group authentication key. For details of how to generate
a key, refer to the Web Scanning Services documentation.

Step8  Click Next to display the Enterprise Gateway Settings dialog.

'Connector Configuration Wizard o ]
~Enterprise Gateway Settings

In order to determine the correct configuration For your netwark,
please select the gateway product that you use.

Please select the gateway | proxy product:
= Microsoft 1S4 20042006 server

™ Microsoft Farefronk TMG

™ Other - ICAP capable gateway

Help

Connector Configurakar = Back, MNext = Cancel |

245382
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Step9  If you are using Microsoft Forefront TMG the steps are the same as if you are using ISA Server, except
that instead of selecting the ISA 2004/2006 Server option, you should select the Forefront TMG
equivalent. To use ISA Server:

a. Click Microsoft ISA 2004/2006 server.
b. Click Next to display the Microsoft ISA Settings dialog.

¥ Connector Configuration Wizard o ] |
~Microsoft ISA Settings

Please choose how will Connectar inkeqgrate with Microsoft 1S4 server,
Far more information, please dick the Help label below.

{* Both IS4 and Connector will run on this computer

o

IS4 server installation directory:

{154 will use ICAP to integrate with Connector

) Only Conmeckar willl pum am this computer

) Only 158 will pum om Ehis computer;

154 server installation directory:

|

Help

Connector Configurator < Back Wext = Zancel |

245323

c. Click ISA will use ICAP to integrate with Connector.
d. Click Only Connector will run on this computer.
Alternatively, if you are not using ISA Server click Other - ICAP capable gateway.
Step10 Click Next to display the Group Lookup Settings dialog.

Connector Administrator Guide
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nnector Configuration Wizard o ] S
~Group Lookup Settings
Please select and configure wour group lookup method
£~ Do nok lookup user groups
Internet ™ Use Windows Domain
DC login username: I
DC login passward: |
" Use Active Directary
Provider URL: IIdap:,l'p'lZ?.El.D. 1:3268
Username: Izrs,dc=campandec=c0m
Password: I
Help
=
Connector Configurakar < Back Mext = Cancel | =
g
Step11  To use LDAP to gather group information:

a. Click Use Active Directory.

b. Enter an LDAP URL in the Provider URL box.Alternatively, if you are installing the connector
on the domain controller, accept the default LDAP URL (1dap://127.0.0.1:3268).

c. To enable the connector to perform LDAP group lookups, an active directory user must be
created. Enter the user name of the active directory account you created for the connector in the
Username box, for example cn=proxyagent, cn=users, dc=company, dc=com. See
Pre-Installation Requirements, page 2-2.

d. Enter the Password for the active directory account.

Alternatively, to use NTLM to gather group information:

a. Click Use Windows Domain.

b. Enter the user name of the domain controller account you created for the connector in the DC
login username box.

c¢. To enable the connector to perform LDAP group lookups, an active directory user must be
created. Enter the user name of the active directory account you created for Connector in the
Username bOX, for example cn=proxyagent, cn=users, dc=company, dc=com. See
Pre-Installation Requirements, page 2-2.

d. Enter the password of the domain controller account in the DC login password box.

e. Click Next to display the NTLM Domain Controllers Settings dialog.

Connector Administrator Guide
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onnector Configuration Wizard - 0] x|
~MTLM Domain Controllers Settings
Please provide IP addresses of domain controllers for user and group
lookup:
Primaty DC: I
Secondary DC: I
Help
Caonnector Canfi 3
qurator < Back Mext = Cancel | !
=t
)

f. Enter the IP address of your primary domain controller in the Primary DC box.
g. If you have a secondary domain controller, enter its IP address in the Secondary DC box.

Cisco recommends using LDAP to gather group information. Do not click Do not lookup user groups
unless instructed to do so by your support representative.

Step12 Click Next to begin the installation.

If the Microsoft Firewall service is running, you will be prompted to stop the service. The service will
be restarted when the installation is complete.

When the installation tasks have completed successfully, the following dialog is displayed:

Connector Administrator Guide
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¥ Connector Configuration Wizard o ]
—Applying settings

Please wait while settings are applied

@ Al kasks complete

Connector Configurakar = Back | Finish | mance| |

245320

Step 13  Click Finish to close the wizard. If you installed Connector on a different computer than Forefront TMG
or ISA Server you must now configure TMG or ISA. See Configuring Microsoft Forefront TMG or ISA
Server, page 2-24.

Connector Administrator Guide
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Post-Installation Proxy Server Configuration

You need to ensure the connector can forward all Web traffic out of your network to the Web Scanning
Services. The changes you need to make are dependent on the proxy server, or firewall appliance, you
are using. For more information, refer to the quick reference for your proxy server. The following
diagram shows the path a user's Web request must take to get to the Web Scanning Services.

o O

S

Connector Domain Controller

©

N

Proxy Server Web Scanning Services

1. Web browser requests a URL.

2.
3.
4.
5.

Proxy server performs an NTLM challenge.
Web browser responds with NTLM user details.
URL request is forwarded with NTLM credentials to Connector.

Connector uses the credentials to poll the domain controller (LDAP) for AD Groups. If the user
exists, Connector performs a query based on user name to lookup groups.

6. Domain controller sends group information to Connector.
1. URL request forwarded from Connector to proxy server with encrypted headers

8. URL request with encrypted group information forwarded from proxy server to Web Scanning
Services.

9. Content sent back to the user via the proxy server.

Configuring Microsoft Forefront TMG or ISA Server

The recommended method for using Microsoft Forefront TMG or ISA Server 2004 or 2006, with
Connector is to install Connector, Forefornt TMG or ISA Server, and the Forefront TMG or ISA Server
plug-in on a shared server. You must use separate folders to install the ICAP sender and receiver, for
example C:\Program Files\ConnectorICAP and C:\Program Files\ConnectorLDAP. You should not use
other configurations unless instructed to do so by customer support.

Connector Administrator Guide
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If you are using Microsoft Forefront TMG the steps are the same as if you are using ISA Server, except
that instead of selecting the ISA 2004/2006 Server option, you should select the Forefront TMG
equivalent. To configure ISA Server:

Step 1 Double-click the Connector program file to run the installation wizard.

-_e-."tunnectur - Installshield Wizard x|

Welcome to the InstallShield Wizard
for Connector

The Installshield ‘Wizard{TM}) will help install Connector on
your compuker,  To continue, click Mext,

= Back I Mext = I Cancel |

245324

Step2  Click Next to display the License Agreement dialog.
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:_e-jtunnectur - InstallShield Wizard

Licenze Agreement
Please read the following license agreement carefully,

End Lser License Agreement

Please read the "End User License Agreement” included with this release before proceeding.,

% 1 aceept the terms in the license agresment

" 1 do not accept: the terms in the license agresment

Imstallshisld
< Back I Mext = I Cancel |

245325

Step3  Read the End User License Agreement. If you agree to the terms, click I accept the terms in the license
agreement then click Next to display the Location to Save Files dialog. Alternatively, if you do not agree
to the terms, click Cancel to stop the installation.

E@j[unnectur - Installshield Wizard

Location to Save Files
where would you like to save your files?

Please enter the folder where vou want these files saved. IF the Folder does not
exist, it will be created For wou, To continue, click Mext,

Save files in Folder:

Ci\Program Files\Conneckor

Change. .. |

Installshield

< Back I Mext = I Cancel |

2453255

Step4  You must choose a different folder from the one in which you installed Connector. Enter a new path in
the Save files in folder box, or click Change and navigate to the required folder, then click Next to
display the Welcome dialog.
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nnector Configuration Wizard o ] S

~Wwelcome

Welcome to the Connector configuration tool!
This kool allows you to guickly set up and start using a connector and
remove it iF necessary,

Please select a task from the list below:
{+ Configure a Connector

" Uninstall & Connectar

Help
. A
Connector Configurakar = Back Mext = Cancel | a
)
Step5  Click Configure a Connector then click Next to display the Connector Type dialog.
nnector Configuration Wizard o ] B
Canneckor Type
Select the Connectar bvpe below that warks with your existing
infrastructure. For more information on selecting the appropriate Connector £
o install, please click on the help link below,
I want to Install
" Erterprise Conneckar
" workgroup Connectar
Help
. =
Connector Configurakor < Back Next = Cancel @
=
1]

Step6  Click Enterprise Connector then click Next to display the Authentication Configuration dialog.
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nnector Configuration Wizard o ] S

—Authentication Configuration

Connectors wark with IP-based (static IP) or key based authentication.

{* I authenticate wikth my static IP,

{~ Enker your authentication key here,

Help

Connector Configurakar = Back Next = Cancel |

245330

Step7  You can use IP-based or key based authentication. IP-based authentication requires a static IP address.
To use IP-based authentication, click I authenticate with my static IP. Alternatively, click Enter your
authentication key here and enter a company or group authentication key. For details of how to generate
a key, refer to the ScanCenter User Guide.

Step8  Click Next to display the Enterprise Gateway Settings dialog.

Connector Administrator Guide
m. 0L-22628-03 |



| Chapter2 Installing Connector on Windows

Installing in Enterprise Mode Il

nnector Configuration Wizard o ] S

rEnterprise Gateway Settings

In order to determine the correct configuration For wour network,
please select the gateway produck that vou use,

Please select the gateway [ proxy produck:
" Microsoft 154 2004/2006 server
= Microsoft Forefront THG

™ Other - ICAP capable gateway

Help
Connector Configurakar < Back ek = Cancel | %
=}
Step9  Click Microsoft ISA 2004/2006 server.
Step10 Click Next to display the Microsoft ISA Settings dialog.
] |

~Microsaft 1S4 Settings

Please choose how will Connectar integrate with Microsoft 158 server,
For more information, please click the Help label below.

{+ Eoth IS4 and Connector will run on this computer

o

154 server installation directory:

{154 will use ICAP to inkegrate with Connector

) Only Commeckar will pum o Ehis computer

€ Only 58 will rum om Ehis computer,

154 server installation directory:

L]

Help

Connector Configurator < Back Mext = Cancel |

245323

Step11  Click ISA will use ICAP to integrate with Connector.
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Step12 Click Only ISA will run on this computer.
Step13  Click the folder button and navigate to the folder where ISA is installed.

Step14  Click Next to begin the configuration.

onnector Configuration Wizard o ]
~aApplying settings

Flease wait while settings are applied

ﬁl Flease wait

Connector Configurator = Back Mexk = Cancel |

245330

If the Microsoft Firewall service is running, you will be prompted to stop the service. The service will
be restarted when the configuration is complete.

When the configuration tasks have completed successfully, the following dialog is displayed.
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¥ Connector Configuration Wizard o ]
—Applying settings

Please wait while settings are applied

Internet I:J &l kasks complete

Connector Configurakar = Back | Finish | mance| |

245320

Click Finish to close the wizard.

Post-Installation Forefront TMG or ISA Server Configuration

You can verify that the Connector plug-in has been installed in Forefront TMG or ISA Server by making
sure you can see a Connector Plugin entry under the Web Filters tab.

To enable the plug-in you must edit the hosts file (typically C:\WINDOWS S\system32\drivers\etc\hosts)
and add the following entry:

127.0.0.1 connector

After Connector is installed you must configure Forefront TMG or ISA as follows:

Step1  Ensure you have assigned your organization's Domain Name to the ISA Server's internal network object.

Step2  Create an Access rule to allow the All Authenticated Users user set access to the Internet via FTP, HTTP
and HTTPS. Ensure no other user sets are selected.

Step3  Create a Web Chaining rule with the Redirect them to a specified upstream server action.

Step4  Click Settings. In the Upstream Server Setting dialog, enter the Web Scanning Services primary proxy
IP Address from your provisioning email in the Server box.

Step5  Enter 8080 in the Port and SSL Port boxes.

Step6  Ensure the Automatically poll upstream server for the configuration and Use this account check
boxes are cleared.

Step7  In the Backup route menu, click Upstream proxy server.

Step8  Click Settings. In the Upstream Server Setting dialog, enter the Web Scanning Services secondary proxy
IP Address from your provisioning email in the Server box.
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Step 9

Step 10

Ensure the Automatically poll upstream server for the configuration and Use this account check
boxes are cleared.

Apply your changes to Forefront TMG or ISA Server.

Enabling Persistent ICAP Mode

Note

Creating a persistent connection to the ICAP server can improve performance in some circumstances.
Customer support can help you to decide if you will benefit from enabling persistent ICAP mode.

Persistence ICAP mode is switched off by default. It can be enabled by adding the appropriate arguments
to the connector agent.properties file and the TMG/ISA plug-in agent.properties file.

In the connector file add:

icap.connection.pool=true

In the ISA plug-in add:

persistentIcap=true

The ICAP persistence for the plug-in requires further parameters to control its operation:

minThreads=50
maxThreads=100
maxIdleTime=320
minIdleConnections=10
readTimeout=10

The above values are for a generic system and you may need to use different values. Contact customer
support for further information on choosing appropriate values.

Applying the Windows Registry Patches

You will find two registry patch files in the folder where Connector was installed:

® TCP-IP-BackLog.reg
® PortRangeAndSocketShutdownPatch.reg
For versions of Windows prior to Windows Server 2008 R2 only, the TCP-IP-BackLog.reg patch

should be applied. This increases the maximum number of connections in the backlog queue from 250
to 1000 and prevents Connector rejecting connections if there are already 250 ‘half open’ connections.

For all versions of Windows, thePortRangeAndSocketShutdownPatch.reg patch should be applied.
This increases the short-lived (ephemeral) port range from 1024-5000 to 1024-65535 and changes the

default timeout for these ports from four minutes to 30 seconds. This prevents the number of available
ports being exhausted when a very large number of users are connecting to the service.

When you have applied the registry patches you must restart the server.

Bypassing the Web Scanning Services

In some cases you may need to bypass Web Scanning Services for particular Web sites or IP addresses,
for example a Web site or Web application located on your intranet. In this case your users need to
connect directly because the Web Scanning Services cannot access anything within your intranet.
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To add an exception:

Step 1 Create a Web Chaining rule for System Policy Allowed Sites.

Step2  Edit the System Policy Allowed Sites properties to include the Web sites for which you want to bypass
the Web Scanning Services.

Step3  Set the Request Action to ‘Retrieve requests directly from the specified destination.’
Step4  Ensure the rule is applied before the Last Default rule.
Step5  Apply your changes to ISA Server. You can add additional websites by editing the rule.

Upgrading Connector

To upgrade connector you must remove the currently installed version and then install the new version.
Before removing the existing version you should make a backup of the agent . properties file as this
contains your settings. When you have installed the new version of Connector you should replace the
new version of the file with your backup.

Removing Connector

To remove Connector from a server:

Step1  In the folder where you installed Connector, double-click the batch file to run the configuration wizard.

onnector Configuration Wizard o ]

~Welcome

Welcome to the Connector configuration kool!
This tool allows ywou to quickly set up and start using a connector and
remove it iF necessary,

Please select a task from the list below:
{+ Configure a Conmector

" Uninstall a Conneckar

Help

Connector Configurakar = Back MNext = Cancel |

245328
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Step2  Click Uninstall a Connector then click Next to remove Connector. When Connector has been removed
successfully the following dialog is displayed:

onnector Configuration Wizard o ] B

~Uninskalling

Please wait while requested tasks are performed

Uninskallation complete

Connector Configurakor = Back | Finish | Cancel

245354

Step3  Click Finish to close the wizard. You will need to manually delete the folder where Connector was
installed. It may be necessary to stop Forefront TMG or ISA Server to do this.
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