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LACPDU.
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described 1-8
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IPS 4360 19-16
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signature update 19-12

threat profiles 7-6

users 4-19
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reset command 17-40
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interface cards 5-3

modes 5-3
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Analysis Engine A-24
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described B-39
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described B-39

Layer 5 traffic B-39

service event-action-rules command 8-8

Service FTP engine

described B-40
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described B-41
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parameters (table) B-42
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described B-43
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parameters (table) B-44
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described B-54
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described B-56
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described B-57
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described B-58
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Cisco Int
OL-30788-01
license key 4-57

unlocking accounts 4-35

unlock user username command 4-35

updating the sensor immediately 19-11

upgrade command 19-4, 19-7

upgrade notes and caveats

upgrading IPS software 19-1

upgrading

application partition 19-13

recovery partition 19-7

sensors 19-5

upgrading IPS software

upgrade notes and caveats 19-1

URLs for Cisco Security Intelligence Operations 18-7

username command 4-18

user-profile command 14-20

user profiles 14-20

user roles

administrator 1-3

authentication 4-20

operator 1-3

service 1-3

viewer 1-3

users

adding 4-18, 4-19

removing 4-18, 4-19

using

debug logging C-40

TCP reset interfaces 5-4

V

VACLs

described 14-3

Post-Block 14-26

Pre-Block 14-26

validation error messages described D-6

variables command 7-10, 8-11

IPv4 8-11
IN-31
rusion Prevention System CLI Configuration Guide for IPS 7.3



  

Index
IPv6 8-11

verifying

password recovery 17-5, C-10

sensor initialization 3-13

sensor setup 3-13

version display 17-37, C-59

viewer role privileges 1-4

viewing

IP log contents 12-5

license key status 4-54

threat profile tuned signatures 7-8

user information 4-32

virtualization

advantages 6-2, C-13

restrictions 6-2, C-13

supported sensors 6-3, C-13

traffic capture requirements 6-3, C-13

virtual-sensor name command 6-4

virtual sensors

adding 6-6, 6-8

assigning interfaces 6-4

assigning policies 6-4

creating 6-6, 6-8

default virtual sensor 6-2

described 6-2

displaying KB files 9-40

notes and caveats 6-1

options 6-4

VLAN groups

802.1q encapsulation 5-24

configuration restrictions 5-7

deploying 5-24

switches 5-24

VLAN groups mode

described 5-23

vulnerable OSes field described B-6
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