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     [bookmark: pgfId-2464969]Understanding Host Input
 
     [bookmark: pgfId-2482436]The FireSIGHT System provides two tools for importing data from other sources on your network to augment your network map: the host input API and the host input import tool.
 
     [bookmark: pgfId-2482437]If your organization has the expertise to create Perl scripts, the host input API allows you to script direct data transfer between a third-party application and the network map. For example, you might have a patch management application on your network that contains information about the current patch levels for the hosts on your network. You could import the third-party fix information for each host into the network map. If you set up a map of the names that the third-party application uses for each patch and invoke it before adding the fixes, the system can use that information to update the vulnerability list on each host to deactivate vulnerabilities addressed by the fix. The host input API allows you to create a script that maps third-party data structures to Cisco data structures, so you can re-run the script to import new data as needed, as long as the names of data elements do not change on either side. 
 
     script. 
 
     [bookmark: pgfId-2468297]For example, if you are setting up a new installation of FireSIGHT, you might want to make sure that all the computers listed in your asset management software exist in the network map. You could export the host data from the asset management application, format the results into an appropriately formatted text file, and import the host data using the host input import tool. If the asset management system includes operating system information for each host, you could set up a third-party product map for the asset management system and map each third-party operating system label to the corresponding Cisco label. You can set that map before you run the import, and the system will associate the appropriate Cisco operating system definition with each host. 
 
     [bookmark: pgfId-2465152]There are five major steps to setting up a host input API connection with the FireSIGHT System:
 
     [bookmark: pgfId-2465199] 1.[image: ] If you want to perform impact correlation using third-party host data, you can configure third-party product maps to map service, operating system, or fix definitions to Cisco product or fix definitions, using the Defense Center web interface.
 
     [bookmark: pgfId-2468504] 2.[image: ] If you want to import third-party vulnerabilities, you can configure third-party vulnerability maps to map third-party vulnerability identification strings to Cisco vulnerability IDs, using the Defense Center web interface. Note that you can also perform this mapping in your client using the SetCurrent3rdPartyMap API function with the appropriate vulnerability keys.
 
     [bookmark: pgfId-2468511] 3.[image: ] Write a script that imports data to hosts in the network map using the host input API, including calls to invoke third-party product maps as needed.
 
     on your Defense Center.
 
     [bookmark: pgfId-2465167] 5.[image: ] Run the script to import the data. 
 
     
 
     [bookmark: pgfId-2465267]There are five major steps to using the host input import tool with the FireSIGHT System:
 
     [bookmark: pgfId-2465269] 1.[image: ] If you want to perform impact correlation using third-party host data, you can configure third-party product maps to map service, operating system, or fix definitions to Cisco product or fix definitions, using the Defense Center web interface.
 
     [bookmark: pgfId-2465276] 2.[image: ] If you want to import third-party vulnerabilities, you can configure third-party vulnerability maps to map third-party vulnerability identification strings to Cisco vulnerability IDs, using the Defense Center web interface. Note that you can also perform this mapping in your import file.
 
     [bookmark: pgfId-2465283] 3.[image: ] Export data from a third-party application and format it to match the formatting guidelines provided in Using the Host Input Import Tool. 
 
     [bookmark: pgfId-2469361] 4.[image: ] Run the import tool.
 
     on your Defense Center. Use the import tool to set the third-party product map. Use the import tool to import data from the import file you created.
 
     
 
     
      [bookmark: pgfId-2465354]Prerequisites
 
      as well.
 
    
 
     
      [bookmark: pgfId-2471978]Product Version Compatibility
 
      [bookmark: pgfId-2471979][bookmark: marker-2471987]The following table describes the product version required for various host input functionality:
 
      [bookmark: pgfId-2472006]
 
      
       
        
         [bookmark: pgfId-2473263]Table 1-1 Product Version Compatibility 
 
        
       
         
         	 [bookmark: pgfId-2473267]Functionality
  
         	 [bookmark: pgfId-2473269]Product Version
  
        
 
         
         	 [bookmark: pgfId-2473271]Host input functionality
  
         	 [bookmark: pgfId-2473276]FireSIGHT System version 4.9+
  
        
 
         
         	 function, setting source types, setting source type IDS
  
         	 [bookmark: pgfId-2473283]FireSIGHT System version 4.10+
  
        
 
         
         	 [bookmark: pgfId-2473285]Host input external client functionality
  
         	 [bookmark: pgfId-2473290]FireSIGHT System version 5.0+
  
        
 
         
         	 [bookmark: pgfId-2473292]Host input mobile device identification functionality
  
         	 [bookmark: pgfId-2473297]FireSIGHT System version 5.1+
  
        
 
         
         	 function
  
         	 [bookmark: pgfId-2474153]FireSIGHT System version 5.1.1+
  
        
 
         
         	 [bookmark: pgfId-2475473]IPv6 address support
  
         	 [bookmark: pgfId-2475475]FireSIGHT System version 5.2+
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-2465993]Document Conventions
 
      [bookmark: pgfId-2465997]The following table lists the names used in this book to describe the various data field formats employed in host input calls. Numeric constants used by the host input API or host input import tool are typically unsigned integer values. Bit fields use low order bits unless otherwise noted. For example, in a one-byte field that contains five bits of flag data, the low order five bits will contain the data.
 
      [bookmark: pgfId-2471499]
 
      
       
        
         [bookmark: pgfId-2471603]Table 1-2 [bookmark: 22449]Key Value Data Type Conventions 
 
        
       
         
         	 [bookmark: pgfId-2471550]Data Type
  
         	 [bookmark: pgfId-2471552]Description
  
        
 
         
         	 [bookmark: pgfId-2471554]uint
  
         	 [bookmark: pgfId-2471556]Unsigned integer
  
        
 
         
         	 [bookmark: pgfId-2471816]uint8
  
         	 [bookmark: pgfId-2471818]Unsigned 8-bit integer
  
        
 
         
         	 [bookmark: pgfId-2471558]uint32
  
         	 [bookmark: pgfId-2471560]Unsigned 32-bit integer
  
        
 
         
         	 [bookmark: pgfId-2471562]string
  
         	 [bookmark: pgfId-2471564]Variable length bytes containing character data.
  
        
 
         
         	 [bookmark: pgfId-2471566][n]
  
         	 [bookmark: pgfId-2471568]Array subscript following any of the above data types to indicate n instances of the indicated data type, for example, uint8[4] is an array of four 8-bit elements.
  
        
 
         
         	 [bookmark: pgfId-2471570]variable
  
         	 [bookmark: pgfId-2471572]Collection of various data types.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-2465979]Host Input Scripting Resources
 
      [bookmark: pgfId-2465958][bookmark: marker-2466943][bookmark: marker-2466944]The following describes some of the topics explained in the documentation and where to look for more information.
 
      [bookmark: pgfId-2465550]
 
      
       
        
         [bookmark: pgfId-2465771]Table 3 [bookmark: 80250]Host Input Resources 
 
        
       
         
         	 [bookmark: pgfId-2465775]To learn more about...
  
         	 [bookmark: pgfId-2465777]Look in...
  
        
 
         
         	 [bookmark: pgfId-2465779]the host input API
  
         	 [bookmark: pgfId-2465784]Using the Host Input API
  
        
 
         
         	 [bookmark: pgfId-2465786]the host input import tool
  
         	 [bookmark: pgfId-2465790]Using the Host Input Import Tool
  
        
 
         
         	 [bookmark: pgfId-2465793]writing a script to connect to the host input API
  
         	 [bookmark: pgfId-2465798]Writing Host Input API Scripts
  
        
 
         
         	 [bookmark: pgfId-2465800]writing a script to import data using the host input API
  
         	 [bookmark: pgfId-2465804]Running a Host Input API Script
  
        
 
         
         	 [bookmark: pgfId-2465807]calling a specific host input API function
  
         	 [bookmark: pgfId-2465812]Host Input API Functions
  
        
 
         
         	 [bookmark: pgfId-2465814]guidelines for writing an import file to use with the host input import tool
  
         	 [bookmark: pgfId-2465818]Writing Host Input Import Files
  
        
 
         
         	 [bookmark: pgfId-2465828]syntax for a specific host input function to include in an import file
  
         	 [bookmark: pgfId-2465833]Host Input Import Syntax
  
        
 
         
         	 [bookmark: pgfId-2465843]running the host input import tool
  
         	 [bookmark: pgfId-2465848]Running a Host Input Import
  
        
 
         
         	 [bookmark: pgfId-2468699]installing, configuring, and running the host input reference client
  
         	 [bookmark: pgfId-2468701]Using the Host Input Reference Client
  
        
 
       
      
 
     
 
      [bookmark: pgfId-1436837]
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-2464969][bookmark: 30743]Using the Host Input API
 
     [bookmark: pgfId-2465025]You can set up a custom Perl application to import data to the network map from a third-party application, using the host input API. 
 
     [bookmark: pgfId-2655341]See the following sections for more information:
 
     
     	 [bookmark: pgfId-2655345]Writing Host Input API Scripts
 
     	 [bookmark: pgfId-2657005]Running a Host Input API Script
 
     	 [bookmark: pgfId-2639040]Host Input API Functions
 
     	 [bookmark: pgfId-2639026]Example Host Input API Scripts
 
    
 
     
      [bookmark: pgfId-2638042][bookmark: 55787]Writing Host Input API Scripts
 
      [bookmark: pgfId-2639235][bookmark: marker-2639234]This chapter provides details on the syntax used to call each of the functions available using the host input API. When writing your script, make sure you include the elements indicated in the following sections:
 
      
      	 [bookmark: pgfId-2639239]Calling the Host Input Module
 
      	 [bookmark: pgfId-2639243]Setting the Source Type
 
      	 [bookmark: pgfId-2639009]Obtaining a Source ID
 
      	 [bookmark: pgfId-2638965]Required Fields
 
     
 
      [bookmark: pgfId-2638023]You must call the host input module, set the source type, and obtain an application ID in the order indicated above. 
 
      
       [bookmark: pgfId-2465039][bookmark: 96299]Calling the Host Input Module
 
       module, installed on the FireSIGHT System, before calling any host input functions in your script.
 
       [bookmark: pgfId-2497196]Include the following code segment in your script:
 
      
       [bookmark: pgfId-2465371]use SF::SFDataCorrelator::HostInput;
      

       [bookmark: pgfId-2505776]See Example: Invoking the Host Input Module for an example of this command used in a script.
 
     
 
      
       [bookmark: pgfId-2465048][bookmark: 80951]Setting the Source Type
 
       . If you import scan results using this function, be sure to edit the source definition for the input source in your network discovery policy to set the identity source type to Scanner.For more information on setting the application or scanner name, see Obtaining a Source ID.
 
       [bookmark: pgfId-2497192]Include the following code segment in your script:
 
      
       [bookmark: pgfId-2555621]# Set the Source Type
      

      
       [bookmark: pgfId-2655690]my $source_type_id = SF::SFDataCorrelator::HostInput::GetSourceTypeIDByName('Application');
      

       [bookmark: pgfId-2655694]See Example: Setting the Source Type for an example of this command used in a script.
 
     
 
      
       [bookmark: pgfId-2465059][bookmark: 13813]Obtaining a Source ID
 
       function. 
 
       function:
 
      
       [bookmark: pgfId-2548803]SF::SFDataCorrelator::HostInput::SetCurrentSource ($source_type_id,"CustomApp");
      

       is the application identification string you want to use to identify the imported data. 
 
       "):
 
      
       [bookmark: pgfId-2465465]# Set the Application ID
      

      
       [bookmark: pgfId-2549023]SF::SFDataCorrelator::HostInput::SetCurrentSource ($source_type_id,"CustomApp");
      

      
       [bookmark: pgfId-2549108]# Retrieve the Application ID you set
      

      
       [bookmark: pgfId-2548845]my $source_id =
      

      
       [bookmark: pgfId-2465455]SF::SFDataCorrelator::HostInput::GetCurrentSource();
      

       [bookmark: pgfId-2505810]See Example: Setting the Source ID for an example of this command used in a script.
 
     
 
      
       [bookmark: pgfId-2490869][bookmark: 33387]Required Fields
 
       [bookmark: pgfId-2465253][bookmark: marker-2514647]Each host input function requires either an address string (for specifying hosts by IPv4 or IPv6 address), an attribute list (for specifying IP hosts by attribute value), or a MAC list (for specifying MAC only hosts). The documentation for each function call indicates any additional required fields for that function. 
 
       [bookmark: pgfId-2497406]Note that fields are required only in that you must supply that information to make sure that the host input succeeds and adds meaningful data to the network map. For example, you can add a fix to the system without providing a fix identification number or fix name that matches an existing Cisco fix definition and without mapping the third-party fix to a Cisco fix. However, even if that fix addresses vulnerabilities on the host where you added it, those vulnerabilities cannot be marked invalid if the system cannot map the fix to the vulnerabilities using a Cisco fix definition. 
 
       [bookmark: pgfId-2497444]In general, supply as much information as possible for any data you import to ensure that the data can be used for data correlation. 
 
     
 
    
 
     
      [bookmark: pgfId-2465492][bookmark: 11605]Running a Host Input API Script
 
      [bookmark: pgfId-2639219][bookmark: marker-2639218]When you run your script, take the following requirements into account:
 
      
      	 [bookmark: pgfId-2639223]Application Privileges
 
      	 [bookmark: pgfId-2639227]Setting a Third-Party Vulnerability Map
 
      	 [bookmark: pgfId-2638946]Setting a Third-Party Product Map
 
     
 
      
       [bookmark: pgfId-2638007][bookmark: 90887]Application Privileges
 
       privileges.
 
     
 
      
       [bookmark: pgfId-2493704][bookmark: 63058]Setting a Third-Party Vulnerability Map
 
       [bookmark: pgfId-2533147][bookmark: marker-2533145][bookmark: marker-2533146]If you want to import data including third-party vulnerabilities and use that data for impact correlation, you must create a third-party vulnerability map set before importing the data.
 
       function. If you import scan results using this function, be sure to edit the source definition for the input source in your network discovery policy to set the identity source type to Scanner. The third-party map set allows the system to translate the third-party vulnerability ID to the corresponding vulnerability in the database. If you do not map a third-party vulnerability before import, the vulnerability does not map to a vulnerability ID and cannot be used for impact correlation. 
 
       .
 
     
 
      
       [bookmark: pgfId-2535985][bookmark: 48150]Setting a Third-Party Product Map
 
       [bookmark: pgfId-2494533][bookmark: marker-2514734][bookmark: marker-2514737]When you import operating system or server data to a host, you can map third-party product name details to a Cisco product definition. You can create a third-party product map through the Defense Center web interface. 
 
       [bookmark: pgfId-2619668]The third-party product map set allows the system to translate the third-party vendor, product, and version to the corresponding Cisco definition. When you set a third-party product map containing a server definition or an operating system definition, within the same script you can then define only the display strings for a third-party server or operating system when you add or set it using the API. 
 
       [bookmark: pgfId-2620704]If you map third-party fixes to Cisco fix definitions using a third-party product map, set the product map, and then add fixes to hosts using the third-party fix name, the system maps the fixes to the appropriate Cisco fix definitions and deactivates vulnerabilities addressed by the fix. 
 
       [bookmark: pgfId-2620456]To map a third-party product to a Cisco product definition:
 
       Admin
 
       .
 
       [bookmark: pgfId-2679077]The User Third-Party Mappings page appears.
 
       [bookmark: pgfId-2678978] 2.[image: ] You have two choices:
 
       
       	 [bookmark: pgfId-2679047]To edit an existing map set, click  Edit next to the map set.
 
       	 [bookmark: pgfId-2679051]To create a new map set, click  Create Product Map Set .
 
      
 
       [bookmark: pgfId-2679052]The Edit Third-Party Product Mappings page appears. 
 
       field.
 
       field.
 
       [bookmark: pgfId-2620470] 5.[image: ] You have two choices:
 
       
       	 [bookmark: pgfId-2620471]To map a third-party product, click  Add Product Map.  
 
       	 [bookmark: pgfId-2620472]To edit an existing third-party product map, click  Edit next to the map set. 
 
      
 
       [bookmark: pgfId-2679174]The Add Product Map page appears.
 
       field.
 
       field.
 
       field. 
 
       [bookmark: pgfId-2620482] 9.[image: ] In [bookmark: marker-2620481]the Product Mappings section, select the operating system, product, and versions you want to use for vulnerability mapping from the following lists (if applicable):
 
       
       	 [bookmark: pgfId-2620483] Vendor 
 
       	 [bookmark: pgfId-2620484] Product 
 
       	 [bookmark: pgfId-2620485] Major Version 
 
       	 [bookmark: pgfId-2620486] Minor Version 
 
       	 [bookmark: pgfId-2620487] Revision Version 
 
       	 [bookmark: pgfId-2620488] Build 
 
       	 [bookmark: pgfId-2620489] Patch 
 
       	 [bookmark: pgfId-2620490] Extension 
 
      
 
       as the version.
 
       .
 
       functions. Note the third-party product name details and Cisco product definition before importing data. 
 
       
 
       [bookmark: pgfId-2620316]To locate third-party and Cisco product details:
 
       Admin
 
       
 
       [bookmark: pgfId-2620319]The Application Detectors page appears.
 
       . 
 
       [bookmark: pgfId-2620321]The Third-Party Product Mappings page appears.
 
       ) for your product map set.
 
       [bookmark: pgfId-2620326]The Edit Third-Party Product Mappings page appears.
 
       ) for your product map.
 
       values.
 
       .
 
       
 
     
 
    
 
     
      [bookmark: pgfId-2497780][bookmark: 12558]Host Input API Functions
 
      [bookmark: pgfId-2638920]After you include the prerequisite calls required in a host input API script (as described in Writing Host Input API Scripts), you can call various host input functions to import the specific data you want to add to your network map. For more information, see the following sections:
 
      
      	 [bookmark: pgfId-2638927]Host Functions
 
      	 [bookmark: pgfId-2638931]Server Functions
 
      	 [bookmark: pgfId-2638917]Client Application Functions
 
      	 [bookmark: pgfId-2638773]Protocol Functions
 
      	 [bookmark: pgfId-2638748]Package Fix Functions
 
      	 [bookmark: pgfId-2638723]Host Attribute Functions
 
      	 [bookmark: pgfId-2638694]Vulnerabilities Functions
 
      	 [bookmark: pgfId-2638668]Third-Party Mapping Functions
 
      	 [bookmark: pgfId-2638650]AddScanResult Function
 
     
 
      
       [bookmark: pgfId-2637994][bookmark: 73444]Host Functions
 
       [bookmark: pgfId-2483185]You can use the host input API to add and remove hosts in the network map and to set operating system definitions for hosts. 
 
       [bookmark: pgfId-2639199]For more information on host functions, see the following sections:
 
       
       	 [bookmark: pgfId-2639203]AddHost
 
       	 [bookmark: pgfId-2639207]DeleteHost
 
       	 [bookmark: pgfId-2638633]SetOS
 
       	 [bookmark: pgfId-2638616]UnsetOS
 
      
 
     
 
      
       [bookmark: pgfId-2678749][bookmark: 66871]AddHost
 
       function to add a host to the network map. You can add an IP host (a host with an IP address and optionally a MAC address) or a MAC-only host (a host with only a MAC address). Because hosts created using the API are not tracked by the system, these hosts are not subject to the normal host timeout.
 
       [bookmark: pgfId-2482444]Note that you cannot create a MAC-only host for a MAC address if the system detects traffic which indicates that the MAC address is already mapped as a primary MAC address for an IP host in the network map.
 
       [bookmark: pgfId-2505890]See Example: Adding a Host to the Network Map for an example of this function used in a script.
 
       [bookmark: pgfId-2465768]Use this syntax:
 
      
       [bookmark: pgfId-2465769]AddHost($source_type_id, $source_id, $ip_address, $mac_address)
      

       [bookmark: pgfId-2465811]
 
       
        
         
          [bookmark: pgfId-2494819]Table 1 [bookmark: 56953]AddHost Fields 
 
         
        
          
          	 [bookmark: pgfId-2468489]Field
  
          	 [bookmark: pgfId-2468491]Description
  
          	 [bookmark: pgfId-2489729]Required
  
          	 [bookmark: pgfId-2468493]Allowed Values
  
         
 
          
          	 [bookmark: pgfId-2480416]$source_type_id
  
          	 [bookmark: pgfId-2480418]Indicates the type of the host input source. 
  
          	 [bookmark: pgfId-2489731]Yes
  
          	 
  in your function call. For more information, see Setting the Source Type.
  
         
 
          
          	 [bookmark: pgfId-2480426]$source_id
  
          	 [bookmark: pgfId-2480428]Indicates the source ID for the source adding the host input. 
  
          	 [bookmark: pgfId-2489733]Yes
  
          	 
  in your function call. For more information, see Obtaining a Source ID.
  
         
 
          
          	 [bookmark: pgfId-2468511]$ip_address
  
          	 [bookmark: pgfId-2468513]Indicates the IP address for the added host. 
  
          	 [bookmark: pgfId-2489735]Yes (unless a MAC address is provided)
  
          	 [bookmark: pgfId-2478544]A single IP address, enclosed in double quotes
  
         
 
          
          	 [bookmark: pgfId-2468517]$mac_address
  
          	 [bookmark: pgfId-2468519]Indicates the MAC address for the added host. 
  
          	 [bookmark: pgfId-2489829]Yes (unless an IP address is provided)
  
          	 [bookmark: pgfId-2476002]A single MAC address, enclosed in double quotes
  
         
 
        
       
 
      
 
       
        [bookmark: pgfId-2465684][bookmark: 20300]DeleteHost
 
        value. 
 
        [bookmark: pgfId-2466297]Use this syntax:
 
       
        [bookmark: pgfId-2494728]DeleteHost($source_type_id, $source_id, $addr_string, $attrib_list, $mac_list)
       

        [bookmark: pgfId-2466261]
 
        
         
          
           [bookmark: pgfId-2494622]Table 2 DeleteHost Fields 
 
          
         
           
           	 [bookmark: pgfId-2500427]Field
  
           	 [bookmark: pgfId-2500429]Description
  
           	 [bookmark: pgfId-2500431]Required
  
           	 [bookmark: pgfId-2500433]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2480516]$source_type_id
  
           	 [bookmark: pgfId-2480518]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2489955]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2480526]$source_id
  
           	 [bookmark: pgfId-2480528]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2489957]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2478907]$addr_string
  
           	 [bookmark: pgfId-2478909]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2489977]Yes (unless attribute lists or MAC addresses are provided)
  
           	 [bookmark: pgfId-2478911]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2479915]$attrib_list
  
           	 [bookmark: pgfId-2479917]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2489969]Yes (unless IP addresses or MAC addresses are provided)
  
           	 [bookmark: pgfId-2479919]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2466378]$mac_list
  
           	 [bookmark: pgfId-2479710]Indicates the list of MAC addresses for the affected hosts.
  
           	 [bookmark: pgfId-2489963]Yes (unless IP addresses or attribute lists are provided)
  
           	 [bookmark: pgfId-2500458]A list of MAC address strings, with or without separating colons.
  must be an array or reference an array.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465685][bookmark: 87701]SetOS
 
        function to specify the vendor, product, version, and mobile device information for the operating system for specified hosts. When you import operating system information, you set the display strings for the vendor, product, version, and mobile device information. 
 
        function to use the values you specified in that map set for the third-party application strings and corresponding Cisco definitions, as described in SetCurrent3rdPartyMap. 
 
        [bookmark: pgfId-2569055]The operating system identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority operating system identity will not override a current operating system identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2550164]If you define a custom operating system for a host, the FireSIGHT System web interface indicates the source for the change in the Source Type field of the event view or the basic host information of the host profile.
 
        [bookmark: pgfId-2505941]See Example: Setting the Operating System on the Host for an example of this function used in a script.
 
        [bookmark: pgfId-2492349]Use this syntax:
 
       
        [bookmark: pgfId-2466397]SetOS($source_type_id, $source_id, $addr_string, $attrib_list, $os)
       

        [bookmark: pgfId-2466662]
 
        
         
          
           [bookmark: pgfId-2492400]Table 3 SetOS Fields 
 
          
         
           
           	 [bookmark: pgfId-2500439]Field
  
           	 [bookmark: pgfId-2500441]Description
  
           	 [bookmark: pgfId-2500443]Required
  
           	 [bookmark: pgfId-2500445]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2480556]$source_type_id
  
           	 [bookmark: pgfId-2480558]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2490125]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2480566]$source_id
  
           	 [bookmark: pgfId-2480568]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2490127]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2503382]$addr_string
  
           	 [bookmark: pgfId-2503384]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2503386]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503388]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2503390]$attrib_list
  
           	 [bookmark: pgfId-2503392]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2503394]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2508916]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2466657]$os
  
           	 [bookmark: pgfId-2466659]Contains a hash with keys describing the details of an operating system definition.
  
           	 , only the rendering keys are required.
  
           	 variable is an OS definition hash that supports several keys. For more information, see Keys for the $os Variable.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2466676][bookmark: 21150]Keys for the $os Variable
 
        function, note the third-party product name details and Cisco product definition when creating the third-party mapping. See Setting a Third-Party Product Map for more information.
 
        , respectively. All hosts where you set the operating system to Microsoft Windows 3.x would have all vulnerabilities for both Microsoft Windows 3.1 and Microsoft Windows 3.11.
 
        [bookmark: pgfId-2504713]For more information, see SetCurrent3rdPartyMap.
 
        [bookmark: pgfId-2504737]For more information on individual keys, see the tables that follow. 
 
        [bookmark: pgfId-2466982]
 
        
         
          
           [bookmark: pgfId-2490812]Table 2-4 Keys for Rendering 
 
          
         
           
           	 [bookmark: pgfId-2490816]Key
  
           	 [bookmark: pgfId-2505006]Data Type
  
           	 [bookmark: pgfId-2490818]Definition
  
          
 
           
           	 [bookmark: pgfId-2490820]vendor_str
  
           	 [bookmark: pgfId-2505008]string
  
           	 [bookmark: pgfId-2490822]Use this key to supply the operating system vendor display name used by the third-party application.
  
          
 
           
           	 [bookmark: pgfId-2490824]product_str
  
           	 [bookmark: pgfId-2505010]string
  
           	 [bookmark: pgfId-2490826]Use this key to supply the operating system product display name used by the third-party application.
  
          
 
           
           	 [bookmark: pgfId-2490828]version_str
  
           	 [bookmark: pgfId-2505012]string
  
           	 [bookmark: pgfId-2490830]Use this key to supply the operating system version display name used by the third-party application.
  
          
 
           
           	 [bookmark: pgfId-2573295]device_string
  
           	 [bookmark: pgfId-2573297]string
  
           	 [bookmark: pgfId-2573299]Use this key to supply the detected mobile device hardware information.
  
          
 
           
           	 [bookmark: pgfId-2573301]mobile
  
           	 [bookmark: pgfId-2573303]uint8
  
           	 [bookmark: pgfId-2573305]Use this key to indicate whether the operating system is running on a mobile device.
  
          
 
           
           	 [bookmark: pgfId-2573307]jailbroken
  
           	 [bookmark: pgfId-2573309]uint8
  
           	 [bookmark: pgfId-2573311]Use this key to indicate whether the mobile device operating system is jailbroken.
  
          
 
         
        
 
       
 
        [bookmark: pgfId-2467094]
 
        
         
          
           [bookmark: pgfId-2572489]Table 2-5 Keys for Vulnerability Mapping 
 
          
         
           
           	 [bookmark: pgfId-2572495]Key
  
           	 [bookmark: pgfId-2572497]Data Type
  
           	 [bookmark: pgfId-2572499]Definition
  
          
 
           
           	 [bookmark: pgfId-2572501]vendor_id
  
           	 [bookmark: pgfId-2572503]uint32
  
           	 [bookmark: pgfId-2572508]Use this key to supply the Cisco vendor definition.
  
          
 
           
           	 [bookmark: pgfId-2572510]product_id
  
           	 [bookmark: pgfId-2572512]uint32
  
           	 [bookmark: pgfId-2572517]Use this key to supply the Cisco product definition.
  
          
 
           
           	 [bookmark: pgfId-2572519]major
  
           	 [bookmark: pgfId-2572521]uint32
  
           	 [bookmark: pgfId-2572526]Use this key to supply the Cisco major version definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2572528]minor
  
           	 [bookmark: pgfId-2572530]uint32
  
           	 [bookmark: pgfId-2572535]Use this key to supply the Cisco minor version definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2572537]revision
  
           	 [bookmark: pgfId-2572539]uint32
  
           	 [bookmark: pgfId-2572544]Use this key to supply the Cisco revision string to map to.
  
          
 
           
           	 [bookmark: pgfId-2572546]to_major
  
           	 [bookmark: pgfId-2572548]uint32
  
           	 [bookmark: pgfId-2572553]Use this key to set the last version number of the Cisco major version range to map to.
  
          
 
           
           	 [bookmark: pgfId-2572555]to_minor
  
           	 [bookmark: pgfId-2572557]uint32
  
           	 [bookmark: pgfId-2572562]Use this key to set the last version number of the Cisco minor version range to map to.
  
          
 
           
           	 [bookmark: pgfId-2572564]to_revision
  
           	 [bookmark: pgfId-2572566]uint32
  
           	 [bookmark: pgfId-2572571]Use this key to set the last revision number of the Cisco revision range to map to.
  
          
 
           
           	 [bookmark: pgfId-2572573]build
  
           	 [bookmark: pgfId-2572575]string
  
           	 [bookmark: pgfId-2572580]Use this key to supply the Cisco build definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2572582]patch
  
           	 [bookmark: pgfId-2572584]string
  
           	 [bookmark: pgfId-2572589]Use this key to supply the Cisco patch definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2572591]extension
  
           	 [bookmark: pgfId-2572593]string
  
           	 [bookmark: pgfId-2572598]Use this key to supply the Cisco extension definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2572600]fixes
  
           	 [bookmark: pgfId-2572602]variable
  
           	 [bookmark: pgfId-2572604]Use this key to supply a list of fix_ids or fix names to be applied to the operating system. If a fix id or fix name matches a fix in the Cisco database, the system looks up the ID for the matching fix and uses it.
  
          
 
         
        
 
       
 
        [bookmark: pgfId-2638580]Use the following key to delete the user OS definition:
 
        
        	 [bookmark: pgfId-2638581] drop_user_product 
 
       
 
        function deletes the existing user operating system definition from the host.
 
      
 
       
        [bookmark: pgfId-2606876][bookmark: 98118]UnsetOS
 
        does not remove an OS definition from a host if it was detected through FireSIGHT.
 
        [bookmark: pgfId-2608491]Use this syntax:
 
       
        [bookmark: pgfId-2608492]UnsetOS($source_type_id, $source_id, $addr_string, $attrib_list)
       

        [bookmark: pgfId-2608599]
 
        
         
          
           [bookmark: pgfId-2608530]Table 6 UnsetOS Fields 
 
          
         
           
           	 [bookmark: pgfId-2608538]Field
  
           	 [bookmark: pgfId-2608540]Description
  
           	 [bookmark: pgfId-2608542]Required
  
           	 [bookmark: pgfId-2608544]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2608546]$source_type_id
  
           	 [bookmark: pgfId-2608548]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2608550]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2608558]$source_id
  
           	 [bookmark: pgfId-2608560]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2608562]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2608570]$addr_string
  
           	 [bookmark: pgfId-2608572]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2608574]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2608576]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2608578]$attrib_list
  
           	 [bookmark: pgfId-2608580]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2608582]No
  
           	 [bookmark: pgfId-2608584]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2482914][bookmark: 12887]Server Functions
 
       [bookmark: pgfId-2487990]You can update server information for hosts in the network map using the server functions. 
 
       [bookmark: pgfId-2639188]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2639192]AddService
 
       	 [bookmark: pgfId-2639196]SetService
 
       	 [bookmark: pgfId-2638577]UnsetService
 
       	 [bookmark: pgfId-2638563]Service Keys
 
      
 
       
        [bookmark: pgfId-2637963][bookmark: 11442]AddService
 
        function. 
 
        [bookmark: pgfId-2550546]The server identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority operating server identity will not override a current operating server identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2506159]See Example: Adding a Server to the Host for an example of this function used in a script.
 
        [bookmark: pgfId-2505973]Use this syntax:
 
       
        [bookmark: pgfId-2505974]AddService($source_type_id, $source_id, $addr_string, $attrib_list, $service)
       

        [bookmark: pgfId-2467592]
 
        
         
          
           [bookmark: pgfId-2492188]Table 7 AddService Fields 
 
          
         
           
           	 [bookmark: pgfId-2500464]Field
  
           	 [bookmark: pgfId-2500466]Description
  
           	 [bookmark: pgfId-2500468]Required
  
           	 [bookmark: pgfId-2500470]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2492041]$source_type_id
  
           	 [bookmark: pgfId-2492043]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2492149]Yes
  
           	 
  _id in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2492053]$source_id
  
           	 [bookmark: pgfId-2492055]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2492151]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2503412]$addr_string
  
           	 [bookmark: pgfId-2503414]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2503416]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503418]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2503420]$attrib_list
  
           	 [bookmark: pgfId-2503422]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2503424]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2508931]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2492083]$service
  
           	 [bookmark: pgfId-2509536]Contains a hash with keys describing the details of a server definition.
  
           	 keys are required.
  
           	 variable is a server definition hash that supports several keys. For more information, see Service Keys.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2467538][bookmark: 43209]SetService
 
        function (see SetCurrent3rdPartyMap), you can associate third-party server data with the vulnerability information for specific Cisco product definitions.
 
        [bookmark: pgfId-2477117]If the server protocol does not already exist, this call causes a new server identity to be created for the string. If the specified server does not already exist, the system creates it. 
 
        [bookmark: pgfId-2550583]The server identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority server identity will not override a current server identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2494032]If you create a custom server definition for a host, the FireSIGHT System web interface indicates the source for the change in the Source Type field of the Servers table view of events or the Servers section of the host profile.
 
       [bookmark: pgfId-2542874]Note: If the number of servers stored in the network map for a specific host exceeds 100, new server information is ignored until servers are deleted from the host.
       
 
        [bookmark: pgfId-2492441]Use this syntax:
 
       
        [bookmark: pgfId-2467440]SetService($source_type_id, $source_id, $addr_string, $attrib_list, $service)
       

        [bookmark: pgfId-2467677]
 
        
         
          
           [bookmark: pgfId-2492468]Table 8 SetService Fields 
 
          
         
           
           	 [bookmark: pgfId-2500488]Field
  
           	 [bookmark: pgfId-2500490]Description
  
           	 [bookmark: pgfId-2500492]Required
  
           	 [bookmark: pgfId-2500494]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2480657]$source_type_id
  
           	 [bookmark: pgfId-2480659]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2492524]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2480667]$source_id
  
           	 [bookmark: pgfId-2480669]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2492526]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2503472]$addr_string
  
           	 [bookmark: pgfId-2503474]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2503476]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503478]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2503454]$attrib_list
  
           	 [bookmark: pgfId-2503456]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2503458]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2508947]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2467672]$service
  
           	 [bookmark: pgfId-2509528]Contains a hash with keys describing the details of a server definition.
  
           	 keys are required.
  
           	 variable is a server definition hash that supports several keys. For more information, see Service Keys.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2610017][bookmark: 84079]UnsetService
 
        does not remove any server definitions detected through FireSIGHT.
 
       [bookmark: pgfId-2610023]Note: If the number of servers stored in the network map for a specific host exceeds 100, new server information is ignored until servers are deleted from the host.
       
 
        [bookmark: pgfId-2610545]Use this syntax:
 
       
        [bookmark: pgfId-2610552]UnsetService($source_type_id, $source_id, $addr_string, $port, $protocol)
       

        [bookmark: pgfId-2611018]
 
        
         
          
           [bookmark: pgfId-2610949]Table 9 UnsetService Fields 
 
          
         
           
           	 [bookmark: pgfId-2610957]Field
  
           	 [bookmark: pgfId-2610959]Description
  
           	 [bookmark: pgfId-2610961]Required
  
           	 [bookmark: pgfId-2610963]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2610965]$source_type_id
  
           	 [bookmark: pgfId-2610967]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2610969]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2610977]$source_id
  
           	 [bookmark: pgfId-2610979]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2610981]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2610989]$addr_string
  
           	 [bookmark: pgfId-2610991]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2610993]Yes
  
           	 [bookmark: pgfId-2610995]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2613303]$port
  
           	 [bookmark: pgfId-2613305]Indicates the port for the server to be unset.
  
           	 [bookmark: pgfId-2613307]Yes
  
           	 [bookmark: pgfId-2613309]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2613311]$proto
  
           	 [bookmark: pgfId-2613313]Indicates the protocol for the server to be unset.
  
           	 [bookmark: pgfId-2613315]Yes
  
           	 (udp).
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2610002]DeleteService
 
        function to remove a server from a specified host. You must specify the port and protocol of the server to be deleted. 
 
        [bookmark: pgfId-2467790][bookmark: 39177]Use this syntax:
 
       
        [bookmark: pgfId-2492636]DeleteService($source_type_id, $source_id, $addr_string, $attrib_list, $port, $proto)
       

        [bookmark: pgfId-2467750]
 
        
         
          
           [bookmark: pgfId-2492793]Table 10 DeleteService Fields 
 
          
         
           
           	 [bookmark: pgfId-2500504]Field
  
           	 [bookmark: pgfId-2500506]Description
  
           	 [bookmark: pgfId-2500508]Required
  
           	 [bookmark: pgfId-2500510]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2492809]$source_type_id
  
           	 [bookmark: pgfId-2492811]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2492813]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2492821]$source_id
  
           	 [bookmark: pgfId-2492823]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2492825]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2503488]$addr_string
  
           	 [bookmark: pgfId-2503490]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2503492]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503494]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2492841]$attrib_list
  
           	 [bookmark: pgfId-2492843]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2492845]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2508965]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2492891]$port
  
           	 [bookmark: pgfId-2492893]Indicates the port for the server to be deleted.
  
           	 [bookmark: pgfId-2492895]Yes
  
           	 [bookmark: pgfId-2493181]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2492897]$proto
  
           	 [bookmark: pgfId-2492899]Indicates the protocol for the server to be deleted.
  
           	 [bookmark: pgfId-2492901]Yes
  
           	 (udp).
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465690][bookmark: 60769]Service Keys
 
        variable is a server definition hash that supports several keys. 
 
        in the web interface.
 
        function, note the third-party product name details and Cisco product definition when creating the third-party mapping. See Setting a Third-Party Product Map for more information.
 
        keys to the identification numbers for Apache, Tomcat, and 4, respectively, that host will have all vulnerabilities for both Apache Tomcat 4.0 and Apache Tomcat 4.1.
 
        [bookmark: pgfId-2639183]Use the following key to delete an existing user server definition:
 
        
        	 [bookmark: pgfId-2639184] drop_user_product 
 
       
 
        value is set to 1, the existing user server definition is deleted from the host.
 
        [bookmark: pgfId-2503843]When you set a string value for a key in the hash, enclose that value in single quotes.
 
        field. 
 
        [bookmark: pgfId-2468034]
 
        
         
          
           [bookmark: pgfId-2468015]Table 2-11 Keys for Server Identity 
 
          
         
           
           	 [bookmark: pgfId-2468019]Key
  
           	 [bookmark: pgfId-2503857]Data Type
  
           	 [bookmark: pgfId-2468021]Definition
  
          
 
           
           	 [bookmark: pgfId-2468023]port
  
           	 [bookmark: pgfId-2503859]uint
  
           	 key and the address or attribute specifications to specify the server on the hosts where you want to modify the vulnerability listings. 
  
          
 
           
           	 [bookmark: pgfId-2468027]proto
  
           	 [bookmark: pgfId-2503861]string
  
           	 (udp).
  
          
 
         
        
 
       
 
        [bookmark: pgfId-2467914]
 
        
         
          
           [bookmark: pgfId-2467895]Table 2-12 Keys for Rendering 
 
          
         
           
           	 [bookmark: pgfId-2467899]Key
  
           	 [bookmark: pgfId-2503901]Data Type
  
           	 [bookmark: pgfId-2467901]Definition
  
          
 
           
           	 [bookmark: pgfId-2485956]vendor_str
  
           	 [bookmark: pgfId-2503903]string
  
           	 [bookmark: pgfId-2485958]Use this key to supply the server vendor display name used by the third-party application.
  
          
 
           
           	 [bookmark: pgfId-2485964]version_str
  
           	 [bookmark: pgfId-2503905]string
  
           	 [bookmark: pgfId-2485966]Use this key to supply the server version display name used by the third-party application.
  
          
 
         
        
 
       
 
        [bookmark: pgfId-2467972]
 
        
         
          
           [bookmark: pgfId-2504185]Table 2-13 Keys for Vulnerability Mapping 
 
          
         
           
           	 [bookmark: pgfId-2504189]Key
  
           	 [bookmark: pgfId-2504328]Data Type
  
           	 [bookmark: pgfId-2504191]Definition
  
          
 
           
           	 [bookmark: pgfId-2504193]vendor_id
  
           	 [bookmark: pgfId-2504330]uint32
  
           	 [bookmark: pgfId-2504195]Use this key to supply the third-party server vendor definition.
  
          
 
           
           	 [bookmark: pgfId-2504197]product_id
  
           	 [bookmark: pgfId-2504332]uint32
  
           	 [bookmark: pgfId-2504199]Use this key to supply the third-party server product definition.
  
          
 
           
           	 [bookmark: pgfId-2504201]service_name
  
           	 [bookmark: pgfId-2504350]uint32
  
           	 [bookmark: pgfId-2504206]The name of the server in the Cisco database.
  value, the system creates an ID.
  
          
 
           
           	 [bookmark: pgfId-2504215]service_id
  
           	 [bookmark: pgfId-2504352]uint32
  
           	 [bookmark: pgfId-2504220]The ID of the server in the Cisco database.
  
          
 
           
           	 [bookmark: pgfId-2504222]major
  
           	 [bookmark: pgfId-2504354]uint32
  
           	 [bookmark: pgfId-2511971]Use this key to supply the Cisco server major version definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2504226]minor
  
           	 [bookmark: pgfId-2504360]uint32
  
           	 [bookmark: pgfId-2511976]Use this key to supply the Cisco server minor version definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2504230]revision
  
           	 [bookmark: pgfId-2504428]uint32
  
           	 [bookmark: pgfId-2511981]Use this key to supply the Cisco server revision string to map to.
  
          
 
           
           	 [bookmark: pgfId-2504234]to_major
  
           	 [bookmark: pgfId-2504430]uint32
  
           	 [bookmark: pgfId-2511983]Use this key to set the last version number of the Cisco server major version range to map to.
  
          
 
           
           	 [bookmark: pgfId-2504241]to_minor
  
           	 [bookmark: pgfId-2504432]uint32
  
           	 [bookmark: pgfId-2511988]Use this key to set the last version number of the Cisco server minor version range to map to.
  
          
 
           
           	 [bookmark: pgfId-2504248]to_revision
  
           	 [bookmark: pgfId-2504422]uint32
  
           	 [bookmark: pgfId-2511993]Use this key to set the last revision number of the Cisco server revision range to map to.
  
          
 
           
           	 [bookmark: pgfId-2504255]build
  
           	 [bookmark: pgfId-2504370]string
  
           	 [bookmark: pgfId-2504260]Use this key to supply the Cisco server build definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2504262]patch
  
           	 [bookmark: pgfId-2504372]string
  
           	 [bookmark: pgfId-2504267]Use this key to supply the Cisco server patch definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2504269]extension
  
           	 [bookmark: pgfId-2504374]string
  
           	 [bookmark: pgfId-2504274]Use this key to supply the Cisco server extension definition to map to.
  
          
 
           
           	 [bookmark: pgfId-2504276]fixes
  
           	 [bookmark: pgfId-2504376]variable
  
           	 or fix names to be applied to the server. If a fix id or fix name matches a fix in the Cisco database, the system looks up the ID for the matching fix and uses it.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2468867][bookmark: 58946]Client Application Functions
 
       [bookmark: pgfId-2470527]You can use the client application functions to modify client application data for hosts in the network map. You can locate client application names in the Application Filters page.
 
       [bookmark: pgfId-2617143]To locate client application names and types:
 
       Admin/Access Admin/Network Admin
 
       .
 
       [bookmark: pgfId-2617146]The Object Management page appears.
 
       .
 
       [bookmark: pgfId-2617148]The Application Filters section appears.
 
       .
 
       [bookmark: pgfId-2617150]The Application Filter pop-up window appears.
 
       list to retrieve the list of client applications.
 
       [bookmark: pgfId-2617152]The Available Applications list displays client application names. 
 
       [bookmark: pgfId-2639157]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2639161]AddClientApp
 
       	 [bookmark: pgfId-2639165]DeleteClientApp
 
       	 [bookmark: pgfId-2638549]DeleteClientAppPayload
 
      
 
       
 
       
        [bookmark: pgfId-2637951][bookmark: 89381]AddClientApp
 
        function to add client applications to existing hosts in the network map. If the client application name does not already exist in the Cisco database, the system creates a new entry for the client application. 
 
        [bookmark: pgfId-2551081]The client application identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority client application identity will not override a current client application identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2505982]See Example: Adding a Client Application to Multiple Hosts for an example of this function used in a script.
 
        [bookmark: pgfId-2470292]Use this syntax:
 
       
        [bookmark: pgfId-2494832]AddClientApp($source_type_id, $source_id, $addr_string, $attrib_list, $id, $type, $version)
       

        [bookmark: pgfId-2474446]
 
        
         
          
           [bookmark: pgfId-2494850]Table 14 [bookmark: 98765]AddClientApp Fields 
 
          
         
           
           	 [bookmark: pgfId-2500516]Field
  
           	 [bookmark: pgfId-2500518]Description
  
           	 [bookmark: pgfId-2500520]Required
  
           	 [bookmark: pgfId-2500522]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2480767]$source_type_id
  
           	 [bookmark: pgfId-2480769]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2494880]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2480777]$source_id
  
           	 [bookmark: pgfId-2480779]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2494882]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2503500]$addr_string
  
           	 [bookmark: pgfId-2503502]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2503504]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503506]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2480028]$attrib_list
  
           	 [bookmark: pgfId-2480030]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2494886]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2508979]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2474441]$id
  
           	 [bookmark: pgfId-2474443]Indicates the client application name.
  
           	 [bookmark: pgfId-2494888]Yes
  
           	 [bookmark: pgfId-2606891]A string consisting of alphanumeric characters or spaces, enclosed in double quotes. 
  [bookmark: pgfId-2491540]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
           
           	 [bookmark: pgfId-2474499]$type
  
           	 [bookmark: pgfId-2486889]This field is deprecated.
  
           	 [bookmark: pgfId-2494890]No
  
           	 [bookmark: pgfId-2606885]A null value.
  
          
 
           
           	 [bookmark: pgfId-2474525]$version
  
           	 [bookmark: pgfId-2474527]Indicates the application version.
  
           	 [bookmark: pgfId-2494872]No
  
           	 [bookmark: pgfId-2486920]A string consisting of alphanumeric characters or spaces, enclosed in double quotes.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465692][bookmark: 14357]DeleteClientApp
 
        function to remove a client application from the specified host.
 
        [bookmark: pgfId-2470449]Use this syntax:
 
       
        [bookmark: pgfId-2494965]DeleteClientApp($source_type_id, $source_id, $addr_string, $attrib_list, $id, $type, $version)
       

        [bookmark: pgfId-2578447]
 
        
         
          
           [bookmark: pgfId-2578363]Table 15 DeleteClientApp Fields 
 
          
         
           
           	 [bookmark: pgfId-2578371]Field
  
           	 [bookmark: pgfId-2578373]Description
  
           	 [bookmark: pgfId-2578375]Required
  
           	 [bookmark: pgfId-2578377]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2578379]$source_type_id
  
           	 [bookmark: pgfId-2578381]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2578383]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2578391]$source_id
  
           	 [bookmark: pgfId-2578393]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2578395]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2578403]$addr_string
  
           	 [bookmark: pgfId-2578405]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2578407]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2578409]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2578411]$attrib_list
  
           	 [bookmark: pgfId-2578413]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2578415]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2578417]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2578422]$id
  
           	 [bookmark: pgfId-2578424]Indicates the client application name.
  
           	 [bookmark: pgfId-2578426]Yes
  
           	 [bookmark: pgfId-2606897]A string consisting of alphanumeric characters or spaces, enclosed in double quotes. 
  [bookmark: pgfId-2578429]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
           
           	 [bookmark: pgfId-2617787]$type
  
           	 [bookmark: pgfId-2617789]This field is deprecated.
  
           	 [bookmark: pgfId-2617791]No
  
           	 [bookmark: pgfId-2617793]A null value.
  
          
 
           
           	 [bookmark: pgfId-2578440]$version
  
           	 [bookmark: pgfId-2578442]Indicates the application version.
  
           	 [bookmark: pgfId-2578444]No
  
           	 [bookmark: pgfId-2578446]A string consisting of alphanumeric characters or spaces, enclosed in double quotes.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2578691][bookmark: 99208]DeleteClientAppPayload
 
        function to remove a web application from the specified host.
 
        [bookmark: pgfId-2578694]Use this syntax:
 
       
        [bookmark: pgfId-2578695]DeleteClientAppPayload($source_type_id, $source_id, $addr_string, $attrib_list, $id, $type, $version, $payload_type, $payload_id)
       

        [bookmark: pgfId-2578785]
 
        
         
          
           [bookmark: pgfId-2578701]Table 16 DeleteClientAppPayload Fields 
 
          
         
           
           	 [bookmark: pgfId-2578709]Field
  
           	 [bookmark: pgfId-2578711]Description
  
           	 [bookmark: pgfId-2578713]Required
  
           	 [bookmark: pgfId-2578715]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2578717]$source_type_id
  
           	 [bookmark: pgfId-2578719]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2578721]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2578729]$source_id
  
           	 [bookmark: pgfId-2578731]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2578733]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2578741]$addr_string
  
           	 [bookmark: pgfId-2578743]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2578745]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2578747]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2578749]$attrib_list
  
           	 [bookmark: pgfId-2578751]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2578753]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2578755]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2578760]$id
  
           	 [bookmark: pgfId-2578762]Indicates the client application name.
  
           	 [bookmark: pgfId-2578764]Yes
  
           	 [bookmark: pgfId-2606915]A string consisting of alphanumeric characters or spaces, enclosed in double quotes. 
  [bookmark: pgfId-2578767]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
           
           	 [bookmark: pgfId-2617803]$type
  
           	 [bookmark: pgfId-2617805]This field is deprecated.
  
           	 [bookmark: pgfId-2617807]No
  
           	 [bookmark: pgfId-2617809]A null value.
  
          
 
           
           	 [bookmark: pgfId-2578778]$version
  
           	 [bookmark: pgfId-2578780]Indicates the application version.
  
           	 [bookmark: pgfId-2578782]No
  
           	 [bookmark: pgfId-2578784]A string consisting of alphanumeric characters or spaces, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2579028]$payload_type
  
           	 [bookmark: pgfId-2579030]Indicates the web application category.
  
           	 [bookmark: pgfId-2579032]Yes
  
           	 .
  
          
 
           
           	 [bookmark: pgfId-2579020]$payload_id
  
           	 [bookmark: pgfId-2579595]Indicates the web application name.
  
           	 [bookmark: pgfId-2579597]Yes
  
           	 [bookmark: pgfId-2606909]A string consisting of alphanumeric characters or spaces, enclosed in double quotes. 
  [bookmark: pgfId-2579600]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2578450][bookmark: 21852]Protocol Functions
 
       [bookmark: pgfId-2577539]You can use the protocol functions to update protocol information for hosts in the network map.
 
       [bookmark: pgfId-2656430]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2656434]DeleteProtocol
 
       	 [bookmark: pgfId-2656438]AddProtocol
 
      
 
       
        [bookmark: pgfId-2637852][bookmark: 43581]DeleteProtocol
 
        function to remove a protocol from the specified IP or MAC host. 
 
        [bookmark: pgfId-2495104]Use this syntax:
 
       
        [bookmark: pgfId-2495105]DeleteProtocol($source_type_id, $source_id, $addr_string, $attrib_list, $mac_list, $proto, $type)
       

        [bookmark: pgfId-2474803]
 
        
         
          
           [bookmark: pgfId-2614907]Table 17 DeleteProtocol Fields 
 
          
         
           
           	 [bookmark: pgfId-2614915]Field
  
           	 [bookmark: pgfId-2614917]Description
  
           	 [bookmark: pgfId-2614919]Required
  
           	 [bookmark: pgfId-2614921]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2614923]$source_type_id
  
           	 [bookmark: pgfId-2614925]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2614927]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2614935]$source_id
  
           	 [bookmark: pgfId-2614937]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2614939]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2614947]$addr_string
  
           	 [bookmark: pgfId-2614949]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2614951]Yes (unless attribute lists or MAC addresses are provided)
  
           	 [bookmark: pgfId-2614953]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2614955]$attrib_list
  
           	 [bookmark: pgfId-2614957]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2614959]Yes (unless IP addresses or MAC addresses are provided)
  
           	 [bookmark: pgfId-2614961]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2614966]$mac_list
  
           	 [bookmark: pgfId-2614968]Indicates the list of MAC addresses for the affected hosts.
  
           	 [bookmark: pgfId-2614970]Yes (unless IP addresses or attribute lists are provided)
  
           	 [bookmark: pgfId-2614972]A list of MAC address strings, with or without separating colons.
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2614975]$proto
  
           	 [bookmark: pgfId-2614977]Indicates the identification string or name of the protocol to be deleted.
  
           	 [bookmark: pgfId-2614979]Yes
  
           	 ”), see Network Protocol Values. 
  
          
 
           
           	 [bookmark: pgfId-2614987]$type
  
           	 [bookmark: pgfId-2614989]Indicates the type of protocol to be deleted. 
  
           	 [bookmark: pgfId-2614991]Yes
  
           	 
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2471682][bookmark: 87209]AddProtocol
 
        file on your Defense Center, or a network protocol name from Network Protocol Values.
 
       [bookmark: pgfId-2472112]Note: You cannot add transport protocols to MAC-only hosts.
       
 
        [bookmark: pgfId-2505996]See Example: Adding a Protocol to the Host for an example of this function used in a script.
 
        [bookmark: pgfId-2469063]Use this syntax:
 
       
        [bookmark: pgfId-2471922]AddProtocol($source_type_id, $source_id, $addr_string, $attrib_list, $mac_list, $proto, $type)
       

        [bookmark: pgfId-2474986]
 
        
         
          
           [bookmark: pgfId-2495236]Table 18 [bookmark: 35787]AddProtocol Fields 
 
          
         
           
           	 [bookmark: pgfId-2500552]Field
  
           	 [bookmark: pgfId-2500554]Description
  
           	 [bookmark: pgfId-2500556]Required
  
           	 [bookmark: pgfId-2500558]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2480896]$source_type_id
  
           	 [bookmark: pgfId-2480898]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2495297]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2480906]$source_id
  
           	 [bookmark: pgfId-2480908]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2495299]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2478863]$addr_string
  
           	 [bookmark: pgfId-2478865]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2495301]Yes (unless attribute lists or MAC addresses are provided)
  
           	 [bookmark: pgfId-2503569]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2480073]$attrib_list
  
           	 [bookmark: pgfId-2480075]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2495303]Yes (unless IP addresses or MAC addresses are provided)
  
           	 [bookmark: pgfId-2508885]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2481357]$mac_list
  
           	 [bookmark: pgfId-2481359]Indicates the list of MAC addresses for the affected hosts.
  
           	 [bookmark: pgfId-2503563]Yes (unless IP addresses or attribute lists are provided)
  
           	 [bookmark: pgfId-2509317]A list of MAC address strings, with or without separating colons.
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2474975]$proto
  
           	 [bookmark: pgfId-2487223]Indicates the identification string or name of the protocol to be added.
  
           	 [bookmark: pgfId-2495307]Yes
  
           	 ”), see Network Protocol Values.
  
          
 
           
           	 [bookmark: pgfId-2474981]$type
  
           	 [bookmark: pgfId-2487227]Indicates the type of protocol to be added. 
  
           	 [bookmark: pgfId-2495309]Yes
  
           	 
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2495479][bookmark: 82524]Package Fix Functions
 
       [bookmark: pgfId-2495481]You can use the Package Fix functions to apply or remove fixes for hosts in your network map.
 
       [bookmark: pgfId-2639119]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2639123]AddFix
 
       	 [bookmark: pgfId-2639127]RemoveFix
 
      
 
       
        [bookmark: pgfId-2637836][bookmark: 27582]AddFix
 
        function to map a fix to a specified host or server. You can map a fix using a fix ID or a fix name from the Cisco vulnerability database (VDB), or using a third-party fix that you map to a fix in the VDB using the Defense Center web interface.
 functions. If a fix list is supplied using one of these functions the supplied fix list replaces the existing fix list for the host or server.
       
 
        [bookmark: pgfId-2477421]When you apply a fix to a host or server, the vulnerability mappings for the system are adjusted and the fixed vulnerabilities are marked as Invalid in the web interface and are not used for impact assessment. However, note that if the applied fix is not applicable to the operating system or server identity the fix has no effect. 
 
        [bookmark: pgfId-2472175]Use the following syntax:
 
       
        [bookmark: pgfId-2509863]AddFix($source_type_id, $source_id, $addr_string, $attrib_list, $port, $proto, $fix)
       

        [bookmark: pgfId-2509963]
 
        
         
          
           [bookmark: pgfId-2509866]Table 19 AddFix Fields 
 
          
         
           
           	 [bookmark: pgfId-2509874]Field
  
           	 [bookmark: pgfId-2509876]Description
  
           	 [bookmark: pgfId-2509878]Required
  
           	 [bookmark: pgfId-2509880]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2509882]$source_type_id
  
           	 [bookmark: pgfId-2509884]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2509886]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2509894]$source_id
  
           	 [bookmark: pgfId-2509896]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2509898]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2509906]$addr_string
  
           	 [bookmark: pgfId-2509908]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2509910]Yes (unless attribute lists or MAC addresses are provided)
  
           	 [bookmark: pgfId-2509912]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2509914]$attrib_list
  
           	 [bookmark: pgfId-2509916]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2509918]Yes (unless IP addresses or MAC addresses are provided)
  
           	 [bookmark: pgfId-2509920]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2509925]$mac_list
  
           	 [bookmark: pgfId-2509927]Indicates the list of MAC addresses for the affected hosts.
  
           	 [bookmark: pgfId-2509929]Yes (unless IP addresses or attribute lists are provided)
  
           	 [bookmark: pgfId-2509931]A list of MAC address strings, with or without separating colons.
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2509934]$port
  
           	 field, indicates the server affected by the fix.
  
           	 [bookmark: pgfId-2509938]Yes, if the fix applies to a server
  
           	 [bookmark: pgfId-2509940]Integers in the range of 1-65535, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2509942]$proto
  
           	 field, indicates the server affected by the fix.
  
           	 [bookmark: pgfId-2509946]No
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2509950]$fix
  
           	 [bookmark: pgfId-2509952]Indicates the identification string for the fix.
  
           	 [bookmark: pgfId-2509954]Yes
  
           	 function. For more information, see SetCurrent3rdPartyMap.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2514765][bookmark: 89765]RemoveFix
 
        function to remove a fix mapping from the specified host or server. When you remove a fix, vulnerability mappings are updated accordingly. 
 functions.
       
 
        [bookmark: pgfId-2495905]Use this syntax:
 
       
        [bookmark: pgfId-2472245]RemoveFix($source_type_id, $source_id, $addr_string, $attrib_list, $port, $proto, $fix)
       

        [bookmark: pgfId-2475205]
 
        
         
          
           [bookmark: pgfId-2495870]Table 20 RemoveFix Fields 
 
          
         
           
           	 [bookmark: pgfId-2500572]Field
  
           	 [bookmark: pgfId-2500574]Description
  
           	 [bookmark: pgfId-2500576]Required
  
           	 [bookmark: pgfId-2500578]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2481002]$source_type_id
  
           	 [bookmark: pgfId-2481004]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2495849]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2481012]$source_id
  
           	 [bookmark: pgfId-2481014]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2495851]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2479045]$addr_string
  
           	 [bookmark: pgfId-2479047]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2495853]Yes (unless attribute lists or MAC addresses are provided)
  
           	 [bookmark: pgfId-2503577]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2480099]$attrib_list
  
           	 [bookmark: pgfId-2480101]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2495855]Yes (unless IP addresses or MAC addresses are provided)
  
           	 [bookmark: pgfId-2509026]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2489609]$port
  
           	 field, indicates the server affected by the fix.
  
           	 [bookmark: pgfId-2495859]Yes, if the fix applies to a server
  
           	 [bookmark: pgfId-2489621]Integers in the range of 1-65535, enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2475194]$proto
  
           	 field, indicates the server affected by the fix.
  
           	 [bookmark: pgfId-2495861]No
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2475200]$fix
  
           	 [bookmark: pgfId-2475202]Indicates the identification string for the fix.
  
           	 [bookmark: pgfId-2495863]Yes
  
           	 function. For more information, see SetCurrent3rdPartyMap.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2465699][bookmark: 72960]Host Attribute Functions
 
       [bookmark: pgfId-2639088]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2639092]AddHostAttribute
 
       	 [bookmark: pgfId-2639096]DeleteHostAttribute
 
       	 [bookmark: pgfId-2638515]SetAttributeValue
 
       	 [bookmark: pgfId-2656545]DeleteAttributeValue
 
       	 [bookmark: pgfId-2656549]SetCriticality
 
      
 
       
        [bookmark: pgfId-2656551][bookmark: 94899]AddHostAttribute
 
        function to add text or URL attributes.
 
        [bookmark: pgfId-2548026]Note that adding a host attribute does not add a value for the attribute. For more information on setting an attribute value, see SetAttributeValue.
 
        [bookmark: pgfId-2540626]Use this syntax:
 
       
        [bookmark: pgfId-2546666]AddHostAttribute($source_type_id, $source_id, $attrib_name, $attrib_type)
       

        ).
 
        [bookmark: pgfId-2547035]
 
        
         
          
           [bookmark: pgfId-2551563]Table 21 AddHostAttribute Fields 
 
          
         
           
           	 [bookmark: pgfId-2551571]Field
  
           	 [bookmark: pgfId-2551573]Description
  
           	 [bookmark: pgfId-2551575]Required
  
           	 [bookmark: pgfId-2551577]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2551579]$source_type_id
  
           	 [bookmark: pgfId-2551581]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2551583]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2551591]$source_id
  
           	 [bookmark: pgfId-2551593]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2551595]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2551650]$attrib_name
  
           	 [bookmark: pgfId-2551652]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2551654]Yes
  
           	 
  
          
 
           
           	 [bookmark: pgfId-2551611]$attrib_type
  
           	 [bookmark: pgfId-2551613]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2551615]Yes
  
           	 ”
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2546830][bookmark: 23273]DeleteHostAttribute
 
        function to delete attributes.
 
        [bookmark: pgfId-2540632]Use this syntax:
 
       
        [bookmark: pgfId-2540633]DeleteHostAttribute($source_type_id, $source_id, $attrib_name)
       

        is the name of the attribute (consisting of alphanumeric characters and spaces.)
 
        [bookmark: pgfId-2547337]
 
        
         
          
           [bookmark: pgfId-2547263]Table 22 DeleteHostAttribute Fields 
 
          
         
           
           	 [bookmark: pgfId-2547271]Field
  
           	 [bookmark: pgfId-2547273]Description
  
           	 [bookmark: pgfId-2547275]Required
  
           	 [bookmark: pgfId-2547277]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2551721]$source_type_id
  
           	 [bookmark: pgfId-2551723]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2551725]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2551733]$source_id
  
           	 [bookmark: pgfId-2551735]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2551737]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2551745]$attrib_name
  
           	 [bookmark: pgfId-2551747]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2551749]Yes
  
           	 
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465700][bookmark: 56543]SetAttributeValue
 
        .
 
        [bookmark: pgfId-2506137]See Example: Setting the Host Criticality for an example of this function used in a script.
 
        [bookmark: pgfId-2495932]Use this syntax:
 
       
        [bookmark: pgfId-2472939]SetAttributeValue($source_type_id, $source_id, $addr_string, $attrib_list, $id, $value)
       

        [bookmark: pgfId-2475297]
 
        
         
          
           [bookmark: pgfId-2495942]Table 23 SetAttributeValue Fields 
 
          
         
           
           	 [bookmark: pgfId-2500584]Field
  
           	 [bookmark: pgfId-2500586]Description
  
           	 [bookmark: pgfId-2500588]Required
  
           	 [bookmark: pgfId-2500590]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2481038]$source_type_id
  
           	 [bookmark: pgfId-2481040]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2496003]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2481048]$source_id
  
           	 [bookmark: pgfId-2481050]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2496005]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2479060]$addr_string
  
           	 [bookmark: pgfId-2479062]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2496007]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503583]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2479546]$attrib_list
  
           	 [bookmark: pgfId-2479548]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2496009]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2509037]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2503649]$id
  
           	 [bookmark: pgfId-2503651]Indicates the host attribute name.
  
           	 [bookmark: pgfId-2503653]Yes
  
           	 [bookmark: pgfId-2503655]Valid attribute names consisting of alphanumeric characters or spaces, enclosed in double quotes. 
  
          
 
           
           	 [bookmark: pgfId-2503657]$value
  
           	 [bookmark: pgfId-2503659]Indicates the host attribute value.
  
           	 [bookmark: pgfId-2503661]Yes
  
           	 must be an existing named value for the list attribute.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465701][bookmark: 96058]DeleteAttributeValue
 
        function to remove an attribute value for a host. 
 
        [bookmark: pgfId-2484575]Use this syntax:
 
       
        [bookmark: pgfId-2473375]DeleteAttributeValue($source_type_id, $source_id, $addr_string, $attrib_list, $id)
       

        [bookmark: pgfId-2475403]
 
        
         
          
           [bookmark: pgfId-2496212]Table 24 [bookmark: 30357]DeleteAttributeValue Fields 
 
          
         
           
           	 [bookmark: pgfId-2500596]Field
  
           	 [bookmark: pgfId-2500598]Description
  
           	 [bookmark: pgfId-2500600]Required
  
           	 [bookmark: pgfId-2500602]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2481068]$source_type_id
  
           	 [bookmark: pgfId-2481070]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2496131]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2481078]$source_id
  
           	 [bookmark: pgfId-2481080]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2496133]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2479082]$addr_string
  
           	 [bookmark: pgfId-2479084]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2496135]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503589]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2480141]$attrib_list
  
           	 [bookmark: pgfId-2480143]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2496137]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2509104]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2475392]$id
  
           	 [bookmark: pgfId-2487658]Indicates the host attribute name.
  
           	 [bookmark: pgfId-2496139]Yes
  
           	 [bookmark: pgfId-2487660]Valid attribute names consisting of alphanumeric characters or spaces, enclosed in double quotes. 
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465702][bookmark: 29507]SetCriticality
 
        function to set the criticality level for a host. 
 
        [bookmark: pgfId-2487796]Use this syntax:
 
       
        [bookmark: pgfId-2473749]SetCriticality($source_type_id, $source_id, $addr_string, $attrib_list, $criticality)
       

        [bookmark: pgfId-2475490]
 
        
         
          
           [bookmark: pgfId-2496252]Table 25 [bookmark: 62919]SetCriticality Fields 
 
          
         
           
           	 [bookmark: pgfId-2500604]Field
  
           	 [bookmark: pgfId-2500606]Description
  
           	 [bookmark: pgfId-2500608]Required
  
           	 [bookmark: pgfId-2500610]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2481105]$source_type_id
  
           	 [bookmark: pgfId-2481107]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2496282]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2481115]$source_id
  
           	 [bookmark: pgfId-2481117]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2496284]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2479100]$addr_string
  
           	 [bookmark: pgfId-2479102]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2496286]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503591]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2480161]$attrib_list
  
           	 [bookmark: pgfId-2480163]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2496288]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2509120]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2475479]$criticality
  
           	 [bookmark: pgfId-2475481]Indicates the criticality level for the host.
  
           	 [bookmark: pgfId-2496290]Yes
  
           	 [bookmark: pgfId-2487670]The identification number or string for the criticality level:
 
             
             	 [bookmark: pgfId-2487671] “0” or  “None” 
 
             	 [bookmark: pgfId-2487672] “1” or  “Low” 
 
             	 [bookmark: pgfId-2487673] “2” or  “Medium” 
 
             	 [bookmark: pgfId-2487674] “3” or  “High” 
 
            
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2465703][bookmark: 31343]Vulnerabilities Functions
 
       [bookmark: pgfId-2484125]You can use the vulnerabilities functions to update the status of vulnerabilities on a host. 
 
       [bookmark: pgfId-2639073]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2639077]SetInvalidVulns
 
       	 [bookmark: pgfId-2639081]SetValidVulns
 
      
 
       
        [bookmark: pgfId-2637725][bookmark: 93449]SetInvalidVulns
 
        to deactivate a third-party vulnerability for a host, it deletes the vulnerability from the host. 
 
        [bookmark: pgfId-2484625]Use this syntax:
 
       
        [bookmark: pgfId-2474105]SetInvalidVulns($source_type, $source_id, $addr_string, $attrib_list, $vulns, $vuln_type)
       

        [bookmark: pgfId-2475614]
 
        
         
          
           [bookmark: pgfId-2496332]Table 26 [bookmark: 31781]SetInvalidVulns Fields 
 
          
         
           
           	 [bookmark: pgfId-2500612]Field
  
           	 [bookmark: pgfId-2500614]Description
  
           	 [bookmark: pgfId-2500616]Required
  
           	 [bookmark: pgfId-2500618]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2481140]$source_type_id
  
           	 [bookmark: pgfId-2481142]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2496364]Yes
  
           	 
  _id in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2481150]$source_id
  
           	 [bookmark: pgfId-2481152]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2496366]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2479119]$addr_string
  
           	 [bookmark: pgfId-2479121]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2496368]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503593]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2480177]$attrib_list
  
           	 [bookmark: pgfId-2480179]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2496370]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2509134]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2475603]$vulns
  
           	 [bookmark: pgfId-2475605]Supplies information about the vulnerability to be set to invalid.
  
           	 [bookmark: pgfId-2496372]Yes
  
           	 [bookmark: pgfId-2475607]Uses a hash of vulnerability keys to set vulnerability information. For more information, see Vulnerability Keys.
  
          
 
           
           	 [bookmark: pgfId-2475609]$vuln_type
  
           	 [bookmark: pgfId-2496682]Indicates the type of the vulnerability.
  
           	 [bookmark: pgfId-2496374]Yes
  
           	 [bookmark: pgfId-2533718]Any of the following: 
 
             
             	 [bookmark: pgfId-2533719] rna 
 
             	 [bookmark: pgfId-2496518]name of custom third-party vulnerability map set
 
            
  or see SetCurrent3rdPartyMap.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2474106][bookmark: 21327]SetValidVulns
 
        to activate a third-party vulnerability for a host, it adds the vulnerability to the host.
 
        [bookmark: pgfId-2484658]Use this syntax:
 
       
        [bookmark: pgfId-2474081]SetValidVulns($source_type_id, $source_id, $addr_string, $attrib_list, $vulns, $vuln_type)
       

        [bookmark: pgfId-2488953]
 
        
         
          
           [bookmark: pgfId-2496556]Table 27 SetValidVulns Fields 
 
          
         
           
           	 [bookmark: pgfId-2500620]Field
  
           	 [bookmark: pgfId-2500622]Description
  
           	 [bookmark: pgfId-2500624]Required
  
           	 [bookmark: pgfId-2500626]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2488908]$source_type_id
  
           	 [bookmark: pgfId-2488910]Indicates the type of the host input source. 
  
           	 [bookmark: pgfId-2496624]Yes
  
           	 
  in your function call. For more information, see Setting the Source Type.
  
          
 
           
           	 [bookmark: pgfId-2488918]$source_id
  
           	 [bookmark: pgfId-2488920]Indicates the source ID for the source adding the host input. 
  
           	 [bookmark: pgfId-2496626]Yes
  
           	 
  in your function call. For more information, see Obtaining a Source ID.
  
          
 
           
           	 [bookmark: pgfId-2488928]$addr_string
  
           	 [bookmark: pgfId-2488930]Indicates the string containing the IP address or addresses for the affected hosts.
  
           	 [bookmark: pgfId-2496628]Yes (unless attribute lists are provided)
  
           	 [bookmark: pgfId-2503595]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
          
 
           
           	 [bookmark: pgfId-2488934]$attrib_list
  
           	 [bookmark: pgfId-2488936]Indicates the host attribute or attributes specifying the hosts affected by the host input.
  
           	 [bookmark: pgfId-2496630]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2532484]A list of attribute value hash pairs of the format:
  
  
  must be an array or reference an array.
  
          
 
           
           	 [bookmark: pgfId-2488942]$vulns
  
           	 [bookmark: pgfId-2496667]Supplies information about the vulnerability to be activated.
  
           	 [bookmark: pgfId-2496669]Yes
  
           	 [bookmark: pgfId-2496671]Uses a hash of vulnerability keys to set vulnerability information. For more information, see Vulnerability Keys.
  
          
 
           
           	 [bookmark: pgfId-2488948]$vuln_type
  
           	 [bookmark: pgfId-2488950]Indicates the type of the vulnerability.
  
           	 [bookmark: pgfId-2496634]Yes
  
           	 [bookmark: pgfId-2568585]Any of the following: 
 
             
             	 [bookmark: pgfId-2568586] rna 
 
             	 [bookmark: pgfId-2568587]name of custom third-party vulnerability map set
 
            
  or see SetCurrent3rdPartyMap.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2489004][bookmark: 13492]Vulnerability Keys
 
        function use a vulnerability definition hash with some or all of the keys defined in the following tables. 
 
        information must be provided in order to mark server vulnerabilities. 
 
        fields. 
 
        [bookmark: pgfId-2531591]
 
        
         
          
           [bookmark: pgfId-2531557]Table 28 Keys for Vulnerability Mapping 
 
          
         
           
           	 [bookmark: pgfId-2531563]Key
  
           	 [bookmark: pgfId-2531565]Data Type
  
           	 [bookmark: pgfId-2532203]Used by
  
           	 [bookmark: pgfId-2531567]Definition
  
          
 
           
           	 [bookmark: pgfId-2531569]cve_ids
  
           	 [bookmark: pgfId-2531571]string
  
           	 
  
           	 [bookmark: pgfId-2531573]A comma-separated list of CVE IDs, with each ID enclosed in single quotes.
  are empty, this is a generic scan result
  [bookmark: pgfId-2531574]Use this key to specify the CVE ID for any vulnerabilities on the hosts.
  
          
 
           
           	 [bookmark: pgfId-2531577]bugtraq_ids
  
           	 [bookmark: pgfId-2531579]uint
  
           	 
  
           	 [bookmark: pgfId-2531581]A comma-separated list of BugTraq IDs, with each ID enclosed in single quotes.
  are empty, this is a generic scan result.
  [bookmark: pgfId-2531582]Use this key to specify the BugTraq ID for any vulnerabilities on the hosts.
  
          
 
           
           	 [bookmark: pgfId-2531585]vuln_id
  
           	 [bookmark: pgfId-2531587]string
  
           	 
  
           	 [bookmark: pgfId-2531589]A string, enclosed in single quotes.
  [bookmark: pgfId-2539818]If this field, bugtraq_ids, and cve_ids are empty, this is a generic scan result.
  field. For more information, see Setting a Third-Party Vulnerability Map.
  
          
 
         
        
 
       
 
        [bookmark: pgfId-2531617]
 
        
         
          
           [bookmark: pgfId-2531594]Table 29 Keys for Server Identity 
 
          
         
           
           	 [bookmark: pgfId-2531600]Key
  
           	 [bookmark: pgfId-2531602]Data Type
  
           	 [bookmark: pgfId-2532330]Applies to
  
           	 [bookmark: pgfId-2531604]Definition
  
          
 
           
           	 [bookmark: pgfId-2531606]port
  
           	 [bookmark: pgfId-2531608]uint
  
           	 
  
           	 key, use this key to specify the server that may be affected by this vulnerability. 
  
          
 
           
           	 [bookmark: pgfId-2531612]proto
  
           	 [bookmark: pgfId-2531614]string
  
           	 
  
           	 (udp).
  
          
 
         
        
 
       
 
        [bookmark: pgfId-2531534]
 
        
         
          
           [bookmark: pgfId-2531623]Table 30 Keys for Rendering 
 
          
         
           
           	 [bookmark: pgfId-2531629]Key
  
           	 [bookmark: pgfId-2531631]Data Type
  
           	 [bookmark: pgfId-2532410]Applies to
  
           	 [bookmark: pgfId-2531633]Definition
  
          
 
           
           	 [bookmark: pgfId-2531635]name
  
           	 [bookmark: pgfId-2531637]string
  
           	 
  
           	 [bookmark: pgfId-2531639]Use this key to supply the vulnerability name used by the third-party application.
  
          
 
           
           	 [bookmark: pgfId-2531641]desc
  
           	 [bookmark: pgfId-2531643]string
  
           	 
  
           	 [bookmark: pgfId-2531645]Use this key to supply the vulnerability description used by the third-party application.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2531521][bookmark: 80264]Third-Party Mapping Functions
 
       . 
 
       [bookmark: pgfId-2639062]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2639066]SetCurrent3rdPartyMap
 
       	 [bookmark: pgfId-2639070]UnsetCurrent3rdPartyMap
 
      
 
       
        [bookmark: pgfId-2637713][bookmark: 99779]SetCurrent3rdPartyMap
 
        [bookmark: pgfId-2474245][bookmark: marker-2514903]You can use this function to set the current third-party map for the current session. You create third-party mappings using the Defense Center web interface to set up a reusable map between each third-party vendor, product, and version combination and the corresponding Cisco product definition. If you set a third-party map and then add or set host operating system or server data that includes third-party application names included in the map, the system uses the mappings to map the Cisco product definition, and associated vulnerabilities, to each host where the input occurs.
 
        , in which you could define the third-party strings as follows: 
 
        
        	 [bookmark: pgfId-2638432] Vendor String -  Microsoft  
 
        	 [bookmark: pgfId-2638433] Product String -   Win2k 
 
       
 
        [bookmark: pgfId-2638428]You could select the following Cisco product mapping in the map set:
 
        
        	 [bookmark: pgfId-2638416] Vendor -   Microsoft, Corp. 
 
        	 [bookmark: pgfId-2638417] Product -   Windows 2000 
 
        	 [bookmark: pgfId-2638406] Patch -   SP3 
 
       
 
        product.
 
        function and only specify the vendor, product, and version string. The host input API processor automatically converts the strings specified in the product map into the VDB parameters mapped to those strings. See Setting a Third-Party Product Map for more information on creating 3rd party mapping sets.
 
        [bookmark: pgfId-2506185]See Example: Setting the Operating System on the Host for an example of this function used in a script.
 
        [bookmark: pgfId-2511793]Use this syntax:
 
       
        [bookmark: pgfId-2511794]SetCurrent3rdPartyMap($map_name)
       

        is the name of the third-party product map, enclosed in double quotes, that you created using the Defense Center web interface.
 
      
 
       
        [bookmark: pgfId-2465708][bookmark: 45647]UnsetCurrent3rdPartyMap
 
        [bookmark: pgfId-2474203][bookmark: marker-2514904]This function unsets the current active third-party map.
 
        [bookmark: pgfId-2568676]Use this syntax:
 
       
        [bookmark: pgfId-2568677]UnsetCurrent3rdPartyMap()
       

      
 
     
 
      
       [bookmark: pgfId-2568679][bookmark: 15898]AddScanResult Function
 
       [bookmark: pgfId-2528653][bookmark: marker-2528652]This function adds scan results from a third-party vulnerability scanner and maps each vulnerability to a BugTraq or CVE ID.
 
       in the host profile. If you import scan results using this function, be sure to edit the source definition for the input source in your network discovery policy to set the identity source type to Scanner. 
 
       in a script, see Example: Adding a Scan Result to a Host, Example: Adding a Generic Scan Result to a Host, and Full Example Script.
 
       [bookmark: pgfId-2528654]Use this syntax:
 
      
       [bookmark: pgfId-2624091]AddScanResult($scanner_id,$ipaddr,$mapping_vuln_list,$generic_item_list,$flag)
      

       [bookmark: pgfId-2624191]
 
       
        
         
          [bookmark: pgfId-2624097]Table 31 AddScanResult Fields 
 
         
        
          
          	 [bookmark: pgfId-2624105]Field
  
          	 [bookmark: pgfId-2624107]Description
  
          	 [bookmark: pgfId-2624109]Required
  
          	 [bookmark: pgfId-2624111]Allowed Values
  
         
 
          
          	 [bookmark: pgfId-2624113]$scanner_id
  
          	 [bookmark: pgfId-2624115]Indicates the scanner ID for the scanner that obtained the scan results.
  
          	 [bookmark: pgfId-2624117]Yes
  
          	 
  is a string indicating the name of the scanner that is the source of the vulnerability data you add.
  [bookmark: pgfId-2624121]To add scan results from a previously used scanner, indicate the specific scanner name listed in system policies on the Defense Center where you added the results. 
  .
  
         
 
          
          	 [bookmark: pgfId-2624130]$ipaddr
  
          	 [bookmark: pgfId-2624132]Indicates the IP address of the scanned hosts. 
  
          	 [bookmark: pgfId-2624134]Yes
  
          	 [bookmark: pgfId-2624136]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
         
 
          
          	 [bookmark: pgfId-2624138]$mapping_vuln_list
  
          	 [bookmark: pgfId-2624140]Indicates scan results with vulnerability IDs for the affected hosts.
  
          	 [bookmark: pgfId-2624142]Yes
  
          	 [bookmark: pgfId-2624144]A list of vulnerability hash values of the format:
  
  
  
  => 10150,
  => 107,
  => 17,
  ,
  ,
  
  must be an array or reference an array.
  [bookmark: pgfId-2624155]Uses a hash of vulnerability keys to set vulnerability information. For more information, see Vulnerability Keys.
  
         
 
          
          	 [bookmark: pgfId-2624160]$generic_item_list
  
          	 [bookmark: pgfId-2624162]Indicates scan results without vulnerability IDs for the affected hosts.
  
          	 [bookmark: pgfId-2624164]Yes
  
          	 [bookmark: pgfId-2624166]A list of vulnerability hash values of the format:
  
  => 107,
  => 17,
  ,
  ,
  
  must be an array or reference an array.
  [bookmark: pgfId-2624174]Uses a hash of vulnerability keys to set vulnerability information. For more information, see Vulnerability Keys.
  
         
 
          
          	 [bookmark: pgfId-2624179]$flag
  
          	 [bookmark: pgfId-2624181]Indicates how the scan result should be processed.
  
          	 [bookmark: pgfId-2624183]Yes
  
          	 [bookmark: pgfId-2624185]The number for the action to be performed:
 
            
            	 [bookmark: pgfId-2624186] 1 -  update scan result: send this flag to append the scan result to existing scan results on the host
 
            	 [bookmark: pgfId-2624187] 2 -  delete scan result: send this flag to delete the specific scan result indicated by the values you supply
 
            	 [bookmark: pgfId-2624188] 3 -  delete all vulnerability scan results: send this flag to delete all scan results with vulnerability IDs on the specified hosts (The  $mapping_vuln_list field should be empty when using this flag.)
 
            	 [bookmark: pgfId-2624189] 4 -  delete all generic scan results: send this flag to delete all scan results without vulnerability IDs on the specified hosts (The $generic_item_list field should be empty when using this flag.)
 
            	 [bookmark: pgfId-2624190] 5 -  delete all scan results: send this flag to delete all scan results on the specified hosts (The  $mapping_vuln_list and $generic_item_list field should be empty when using this flag.)
 
           
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-2540769]DeleteScanResult
 
       [bookmark: pgfId-2540887]This function deletes scan results from a third-party vulnerability scanner and maps each vulnerability to a BugTraq or CVE ID.
 
       in a script, see Example: Deleting a Scan Result from a Host and Full Example Script.
 
       [bookmark: pgfId-2540888]Use this syntax:
 
      
       [bookmark: pgfId-2556725]DeleteScanResult($ipaddr,$scanner_id,$mapping_vuln_list, $generic_item_list,$flag)
      

       [bookmark: pgfId-2556726]
 
       
        
         
          [bookmark: pgfId-2556923]Table 32 DeleteScanResult Fields 
 
         
        
          
          	 [bookmark: pgfId-2556983]Field
  
          	 [bookmark: pgfId-2556985]Description
  
          	 [bookmark: pgfId-2556987]Required
  
          	 [bookmark: pgfId-2556989]Allowed Values
  
         
 
          
          	 [bookmark: pgfId-2557083]$scanner_id
  
          	 [bookmark: pgfId-2557085]Indicates the scanner ID for the scanner that obtained the scan results.
  
          	 [bookmark: pgfId-2557087]Yes
  
          	 
  is a string indicating the name of the scanner that is the source of the vulnerability data you add.
  [bookmark: pgfId-2557091]To add scan results from a previously used scanner, indicate the specific scanner name listed in system policies on the Defense Center where you added the results. 
  .
  
         
 
          
          	 [bookmark: pgfId-2557104]$ipaddr
  
          	 [bookmark: pgfId-2557106]Indicates the IP address of the scanned hosts. 
  
          	 [bookmark: pgfId-2557108]Yes
  
          	 [bookmark: pgfId-2557110]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses, with each address, block, or range enclosed in double quotes.
  
         
 
          
          	 [bookmark: pgfId-2557116]$mapping_vuln_list
  
          	 [bookmark: pgfId-2557118]Indicates scan results with vulnerability IDs for the affected hosts.
  
          	 [bookmark: pgfId-2557120]No
  
          	 [bookmark: pgfId-2557122]A list of vulnerability hash values of the format:
  
  => 10150,
  => 107,
  => 17,
  
  must be an array or reference an array.
  [bookmark: pgfId-2557129]Uses a hash of vulnerability keys to set vulnerability information. For more information, see Vulnerability Keys.
  [bookmark: pgfId-2557133]If vuln_id is used, only the specified vuln_id is removed.
  
         
 
          
          	 [bookmark: pgfId-2556995]$generic_item_list
  
          	 [bookmark: pgfId-2556997]Indicates scan results without vulnerability IDs for the affected hosts.
  
          	 [bookmark: pgfId-2556999]Yes
  
          	 [bookmark: pgfId-2557001]A list of vulnerability hash values of the format:
  
  => 107,
  => 17,
  ,
  ,
  
  must be an array or reference an array.
  [bookmark: pgfId-2557009]Uses a hash of vulnerability keys to set vulnerability information. For more information, see Vulnerability Keys.
  
         
 
          
          	 [bookmark: pgfId-2557014]$flag
  
          	 [bookmark: pgfId-2557016]Indicates how the scan result should be processed.
  
          	 [bookmark: pgfId-2557018]Yes
  
          	 [bookmark: pgfId-2557020]The number for the action to be performed:
 
            
            	 [bookmark: pgfId-2557021] 1 -  update scan result: send this flag to append the scan result to existing scan results on the host
 
            	 [bookmark: pgfId-2557022] 2 -  delete scan result: send this flag to delete the specific scan result indicated by the values you supply
 
            	 [bookmark: pgfId-2557023] 3 -  delete all vulnerability scan results: send this flag to delete all scan results with vulnerability IDs on the specified hosts (The  $mapping_vuln_list field should be empty when using this flag.)
 
            	 [bookmark: pgfId-2557024] 4 -  delete all generic scan results: send this flag to delete all scan results without vulnerability IDs on the specified hosts (The $generic_item_list field should be empty when using this flag.)
 
            	 [bookmark: pgfId-2557025] 5 -  delete all scan results: send this flag to delete all scan results on the specified hosts (The  $mapping_vuln_list and $generic_item_list field should be empty when using this flag.)
 
           
  
         
 
        
       
 
      
 
     
 
    
 
     
      [bookmark: pgfId-1436837][bookmark: 23309]Example Host Input API Scripts
 
      [bookmark: pgfId-2514906]The following code samples illustrate how you might construct a script to import data using the host input API. 
 
      [bookmark: pgfId-2639043]The following sections, in sequential order, show each portion of the script:
 
      
      	 [bookmark: pgfId-2639047]Example: Invoking the Host Input Module
 
      	 [bookmark: pgfId-2639051]Example: Setting the Source Type
 
      	 [bookmark: pgfId-2638370]Example: Setting the Source ID
 
      	 [bookmark: pgfId-2638344]Example: Adding a Host to the Network Map
 
      	 [bookmark: pgfId-2638318]Example: Setting the Operating System on the Host
 
      	 [bookmark: pgfId-2638292]Example: Adding a Protocol to the Host
 
      	 [bookmark: pgfId-2638245]Example: Adding a Server to the Host
 
      	 [bookmark: pgfId-2638231]Example: Setting the Host Criticality
 
      	 [bookmark: pgfId-2638178]Example: Adding a Client Application to Multiple Hosts
 
      	 [bookmark: pgfId-2638124]Example: Adding a Scan Result to a Host
 
      	 [bookmark: pgfId-2638070]Full Example Script
 
     
 
      
       [bookmark: pgfId-2637657][bookmark: 38337]Example: Invoking the Host Input Module
 
       [bookmark: pgfId-2498841][bookmark: marker-2514946]The example script starts by declaring the use of the HostInput Perl module: 
 
      
       [bookmark: pgfId-2498738]#!/usr/bin/perl
      

      
       [bookmark: pgfId-2498506]use SF::SFDataCorrelator::HostInput;
      

     
 
      
       [bookmark: pgfId-2498866][bookmark: 67611]Example: Setting the Source Type
 
       : 
 
      
       [bookmark: pgfId-2555638]# Set the Source Type
      

      
       [bookmark: pgfId-2555639]my $source_type_id = SF::SFDataCorrelator::HostInput::GetSourceTypeIDByName ('Scanner');
      

       .
 
     
 
      
       [bookmark: pgfId-2498931][bookmark: 25532]Example: Setting the Source ID
 
       : 
 
      
       [bookmark: pgfId-2549371]# Set the Application ID
      

      
       [bookmark: pgfId-2549372]SF::SFDataCorrelator::HostInput::SetCurrentSource ($source_type_id,"CustomApp");
      

      
       [bookmark: pgfId-2549373]# Retrieve the Application ID you set
      

      
       [bookmark: pgfId-2549374]my $source_id =
      

      
       [bookmark: pgfId-2549375]SF::SFDataCorrelator::HostInput::GetCurrentSource();
      

       .
 
     
 
      
       [bookmark: pgfId-2498985][bookmark: 19455]Example: Adding a Host to the Network Map
 
       function. 
 
      
       [bookmark: pgfId-2498595]# Add an IP host with a Primary MAC address
      

      
       [bookmark: pgfId-2498514]if ($retval = SF::SFDataCorrelator::HostInput::AddHost(
      

      
       [bookmark: pgfId-2498515]$source_type_id, $source_id, "1.2.3.4", "01:02:03:04:05:06"))
      

      
       [bookmark: pgfId-2498516]{
      

      
       [bookmark: pgfId-2498517]warn "AddHost Failed with error $retval";
      

      
       [bookmark: pgfId-2498518]exit;
      

      
       [bookmark: pgfId-2498519]}
      

       [bookmark: pgfId-2506648]Note that in addition to the IP address, the function sets a primary MAC address of 01:02:03:04:05:06.
 
     
 
      
       [bookmark: pgfId-2501450][bookmark: 75986]Example: Setting the Operating System on the Host
 
       is created using the Defense Center web interface:
 
       [bookmark: pgfId-2502219]
 
       
       [image: ] 
      
 
       to the Cisco product definition for Microsoft Windows 2000 SP3:
 
       [bookmark: pgfId-2502699]
 
       
       [image: ] 
      
 
       :
 
      
       [bookmark: pgfId-2502308]# Set the current product map set to “Asset Management App”
      

      
       [bookmark: pgfId-2501453]if ($retval = SF::SFDataCorrelator::HostInput::SetCurrent3rdPartyMap ("Asset Management App”))
      

      
       [bookmark: pgfId-2501455]{
      

      
       [bookmark: pgfId-2501456]warn "SetCurrent3rdPartyMap Failed with error $retval";
      

      
       [bookmark: pgfId-2501457]exit;
      

      
       [bookmark: pgfId-2505265]}
      

       product map set because the product map set is already in effect:
 
      
       [bookmark: pgfId-2501723]# Set the operating system on the newly created host 
      

      
       [bookmark: pgfId-2505153]if ($retval = SF::SFDataCorrelator::HostInput::SetOS(
      

      
       [bookmark: pgfId-2505154]$source_type_id, $source_id, "1.2.3.4", [],
      

      
       [bookmark: pgfId-2505155]{
      

      
       [bookmark: pgfId-2505158]vendor_str => 'Microsoft',
      

      
       [bookmark: pgfId-2505200]product_str => 'Windows 2000',
      

      
       [bookmark: pgfId-2505161]}))
      

      
       [bookmark: pgfId-2505162]{
      

      
       [bookmark: pgfId-2505163]warn "SetOS Failed with error $retval";
      

      
       [bookmark: pgfId-2505164]exit;
      

      
       [bookmark: pgfId-2506104]}
      

     
 
      
       [bookmark: pgfId-2506031][bookmark: 17447]Example: Adding a Protocol to the Host
 
       .
 
      
       [bookmark: pgfId-2498653]# Add the transport protocol "ospf" to the newly created host
      

      
       [bookmark: pgfId-2498521]if ($retval = SF::SFDataCorrelator::HostInput::AddProtocol 
      

      
       [bookmark: pgfId-2498522]($source_type_id, $source_id, "1.2.3.4", [], [],
      

      
       [bookmark: pgfId-2498644]"ospf", "xport" ))
      

      
       [bookmark: pgfId-2498524]{
      

      
       [bookmark: pgfId-2498525]warn "AddProtocol Failed with error $retval";
      

      
       [bookmark: pgfId-2498526]exit;
      

      
       [bookmark: pgfId-2498527]}
      

     
 
      
       [bookmark: pgfId-2500635][bookmark: 95750]Example: Adding a Server to the Host
 
       host:
 
      
       [bookmark: pgfId-2498701]# Add the OpenSSH server to the host
      

      
       [bookmark: pgfId-2498529]if ($retval = SF::SFDataCorrelator::HostInput::AddService(
      

      
       [bookmark: pgfId-2498530]$source_type_id, $source_id, "1.2.3.4", [],
      

      
       [bookmark: pgfId-2498531]{
      

      
       [bookmark: pgfId-2498532]port => 22,
      

      
       [bookmark: pgfId-2498533]proto => 'tcp',
      

      
       [bookmark: pgfId-2498534]vendor_str => 'OpenSSH',
      

      
       [bookmark: pgfId-2498535]version_str => '4.1',
      

      
       [bookmark: pgfId-2498536]service_name => 'ssh'
      

      
       [bookmark: pgfId-2498537]}))
      

      
       [bookmark: pgfId-2498710]{
      

      
       [bookmark: pgfId-2498539]warn "AddService Failed with error $retval";
      

      
       [bookmark: pgfId-2498540]exit;
      

      
       [bookmark: pgfId-2498498]}
      

       .
 
     
 
      
       [bookmark: pgfId-2560994][bookmark: 42339]Example: Setting the Host Criticality
 
       host to Medium:
 
      
       [bookmark: pgfId-2498692]# Set the Criticality of the host to "Medium"
      

      
       [bookmark: pgfId-2498554]if ($retval = SF::SFDataCorrelator::HostInput::SetAttributeValue
      

      
       [bookmark: pgfId-2498555]($source_type_id, $source_id, "1.2.3.4", [],
      

      
       [bookmark: pgfId-2498556]"Criticality", "medium" ))
      

      
       [bookmark: pgfId-2498557]{
      

      
       [bookmark: pgfId-2498558]warn "SetAttributeValue Failed with error $retval";
      

      
       [bookmark: pgfId-2498559]exit;
      

      
       [bookmark: pgfId-2498560]}
      

       . 
 
     
 
      
       [bookmark: pgfId-2498561][bookmark: 84385]Example: Adding a Client Application to Multiple Hosts
 
       to every host with a Medium criticality. 
 
      
       [bookmark: pgfId-2498729]# Add a Client Application to all hosts with a Criticality Value of "Medium"
      

      
       [bookmark: pgfId-2498562]if ($retval = SF::SFDataCorrelator::HostInput::AddClientApp(
      

      
       [bookmark: pgfId-2498563]$source_type_id, $source_id, "",
      

      
       [bookmark: pgfId-2498564][ { attribute => "Criticality", value => "medium"} ],
      

      
       [bookmark: pgfId-2498565]"BMC Remedy", "Asset Manager", "0.0" ))
      

      
       [bookmark: pgfId-2498566]{
      

      
       [bookmark: pgfId-2498567]warn "AddClientApp Failed with error $retval";
      

      
       [bookmark: pgfId-2498568]exit;
      

      
       [bookmark: pgfId-2498551]}
      

       .
 
     
 
      
       [bookmark: pgfId-2533998][bookmark: 88312]Example: Adding a Scan Result to a Host
 
       to the network map. 
 
      
       [bookmark: pgfId-2555281]$params=
      

      
       [bookmark: pgfId-2555282]{
      

      
       [bookmark: pgfId-2555283]'scanner_id' => 'Scanner_ID',
      

      
       [bookmark: pgfId-2555284]'ip_address' => '1.2.3.4'
      

      
       [bookmark: pgfId-2555285]};
      

      
       [bookmark: pgfId-2555286]$mapping_vuln_list = [
      

      
       [bookmark: pgfId-2555287]{
      

      
       [bookmark: pgfId-2555288]'cve_ids' => [ '2003-0988' ],
      

      
       [bookmark: pgfId-2555289]'vuln_id' => '10150A',
      

      
       [bookmark: pgfId-2555290]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555291]'port' => 107,
      

      
       [bookmark: pgfId-2555292]'proto' => 17,
      

      
       [bookmark: pgfId-2555293]'name' => 'Using NetBIOS to retrieve info from a Windows host',
      

      
       [bookmark: pgfId-2555294]'desc' => 'The following 2 NetBIOS names have been gathered ...',
      

      
       [bookmark: pgfId-2555295]},
      

      
       [bookmark: pgfId-2555296]{
      

      
       [bookmark: pgfId-2555297]'cve_ids' => [],
      

      
       [bookmark: pgfId-2555298]'bugtraq_ids' => [ 29506,29507,29508 ],
      

      
       [bookmark: pgfId-2555299]'vuln_id' => '10159B',
      

      
       [bookmark: pgfId-2555300]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555301]'port' => 109,
      

      
       [bookmark: pgfId-2555302]'proto' => 17,
      

      
       [bookmark: pgfId-2555303]'name' => 'Name 2',
      

      
       [bookmark: pgfId-2555304]'desc' => 'description 2',
      

      
       [bookmark: pgfId-2555305]},
      

      
       [bookmark: pgfId-2555306]];
      

      
       [bookmark: pgfId-2555307]$generic_item_list = [];
      

      
       [bookmark: pgfId-2555308]$flag =
      

      
       [bookmark: pgfId-2555309]getPkgVar("SF::SFDataCorrelator::UserMessage",'$UPDATE_SCAN_RESULT');
      

      
       [bookmark: pgfId-2555310]# Send message indicating that you are updating scan result and set
      

      
       [bookmark: pgfId-2555311]# flag to append the scan result to existing scan results on the host
      

      
       [bookmark: pgfId-2555312]SF::SFDataCorrelator::HostInput::AddScanResult($params,
      

      
       [bookmark: pgfId-2555313]$mapping_vuln_list,$generic_item_list,$flag);
      

     
 
      
       [bookmark: pgfId-2549510][bookmark: 56287]Example: Adding a Generic Scan Result to a Host
 
       [bookmark: pgfId-2555409]The script adds a generic scan result to the network map.
 
      
       [bookmark: pgfId-2555236]my ($scanner_id,$vuln_id,$mapping_vuln_id);
      

      
       [bookmark: pgfId-2555237]my $ip = '1.2.3.4';
      

      
       [bookmark: pgfId-2555238]$scanner_id = 'Scanner_ID';
      

      
       [bookmark: pgfId-2555239]$mapping_vuln_list = [];
      

      
       [bookmark: pgfId-2555240]$generic_item_list = [
      

      
       [bookmark: pgfId-2555241]{
      

      
       [bookmark: pgfId-2555242]'port' => 107,
      

      
       [bookmark: pgfId-2555243]'proto' => 17,
      

      
       [bookmark: pgfId-2555244]'name' => 'Using NetBIOS to retrieve info from a Windows host',
      

      
       [bookmark: pgfId-2555245]'desc' => 'The following 2 NetBIOS names have been gathered ...',
      

      
       [bookmark: pgfId-2555246]} ];
      

      
       [bookmark: pgfId-2555247]my $rval = SF::SFDataCorrelator::HostInput::AddScanResult($params,
      

      
       [bookmark: pgfId-2555248]$mapping_vuln_list,$generic_item_list,$flag);
      

     
 
      
       [bookmark: pgfId-2549574][bookmark: 98149]Example: Deleting a Scan Result from a Host
 
       [bookmark: pgfId-2555507]The script deletes a scan result from the network map. 
 
      
       [bookmark: pgfId-2555168]my ($scanner_id,$vuln_id,$mapping_vuln_id);
      

      
       [bookmark: pgfId-2555169]my $ip = '1.2.3.4';
      

      
       [bookmark: pgfId-2555170]$scanner_id = 'Scanner_ID';
      

      
       [bookmark: pgfId-2555171]$mapping_vuln_list = [
      

      
       [bookmark: pgfId-2555172]{
      

      
       [bookmark: pgfId-2555173]'cve_ids' => [ '2003-0988' ],
      

      
       [bookmark: pgfId-2555174]'vuln_id' => '10150A',
      

      
       [bookmark: pgfId-2555175]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555176]'port' => 107,
      

      
       [bookmark: pgfId-2555177]'proto' => 17,
      

      
       [bookmark: pgfId-2555178]'name' => 'Using NetBIOS to retrieve info from a Windows host',
      

      
       [bookmark: pgfId-2555179]'desc' => 'The following 2 NetBIOS names have been gathered ...',
      

      
       [bookmark: pgfId-2555180]},
      

      
       [bookmark: pgfId-2555181]{
      

      
       [bookmark: pgfId-2555182]'cve_ids' => [],
      

      
       [bookmark: pgfId-2555183]'bugtraq_ids' => [ 29506,29507,29508 ],
      

      
       [bookmark: pgfId-2555184]'vuln_id' => '10159B',
      

      
       [bookmark: pgfId-2555185]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555186]'port' => 109,
      

      
       [bookmark: pgfId-2555187]'proto' => 17,
      

      
       [bookmark: pgfId-2555188]'name' => 'Name 2',
      

      
       [bookmark: pgfId-2555189]'desc' => 'description 2',
      

      
       [bookmark: pgfId-2555190]},
      

      
       [bookmark: pgfId-2555191]];
      

      
       [bookmark: pgfId-2555192]my $rval = SF::SFDataCorrelator::HostInput::DeleteScanResult($params,
      

      
       [bookmark: pgfId-2555193]$mapping_vuln_list,$generic_item_list,$flag);
      

     
 
      
       [bookmark: pgfId-2534120][bookmark: 14727]Full Example Script
 
       [bookmark: pgfId-2506312][bookmark: marker-2515184]The full script explained in the sections above looks like this: 
 
      
       [bookmark: pgfId-2554971]#!/usr/bin/perl
      

      
       [bookmark: pgfId-2554972]
      

      
       [bookmark: pgfId-2554973]use FlyLoader;
      

      
       [bookmark: pgfId-2554974]use SF::SFDataCorrelator::HostInput;
      

      
       [bookmark: pgfId-2554975]
      

      
       [bookmark: pgfId-2555687]# Set the Source Type
      

      
       [bookmark: pgfId-2555688]my $source_type_id = SF::SFDataCorrelator::HostInput::GetSourceTypeIDByName ('Scanner');
      

      
       [bookmark: pgfId-2554978]
      

      
       [bookmark: pgfId-2554979]# Set the Application ID
      

      
       [bookmark: pgfId-2554980]SF::SFDataCorrelator::HostInput::SetCurrentSource ($source_type_id,"CustomApp");
      

      
       [bookmark: pgfId-2554981]# Retrieve the Application ID you set
      

      
       [bookmark: pgfId-2554982]my $source_id =
      

      
       [bookmark: pgfId-2554983]SF::SFDataCorrelator::HostInput::GetCurrentSource();
      

      
       [bookmark: pgfId-2554984]
      

      
       [bookmark: pgfId-2554985]# Add an IP host with a Primary MAC address
      

      
       [bookmark: pgfId-2554986]if ($retval = SF::SFDataCorrelator::HostInput::AddHost(
      

      
       [bookmark: pgfId-2554987]$source_type_id, $source_id, "1.2.3.4", "01:02:03:04:05:06" ))
      

      
       [bookmark: pgfId-2554988]{
      

      
       [bookmark: pgfId-2554989]warn "AddHost Failed with error $retval";
      

      
       [bookmark: pgfId-2554990]exit;
      

      
       [bookmark: pgfId-2554991]}
      

      
       [bookmark: pgfId-2554992]
      

      
       [bookmark: pgfId-2554993]# From UI: Policies > Application Detectors > User Third-Party Mappings, Set the current product map to
      

      
       [bookmark: pgfId-2554994]# 'Asset Management App' before running SetCurrent3rdPartyMap()
      

      
       [bookmark: pgfId-2554995]if ($retval = SF::SFDataCorrelator::HostInput::SetCurrent3rdPartyMap
      

      
       [bookmark: pgfId-2554996]("Asset Management App"))
      

      
       [bookmark: pgfId-2554997]{
      

      
       [bookmark: pgfId-2554998]warn "SetCurrent3rdPartyMap Failed with error $retval";
      

      
       [bookmark: pgfId-2554999]exit;
      

      
       [bookmark: pgfId-2555000]}
      

      
       [bookmark: pgfId-2555001]
      

      
       [bookmark: pgfId-2555002]# Set the operating system on the newly created host
      

      
       [bookmark: pgfId-2555003]if ($retval = SF::SFDataCorrelator::HostInput::SetOS(
      

      
       [bookmark: pgfId-2555004]$source_type_id, $source_id, "1.2.3.4", [],
      

      
       [bookmark: pgfId-2555005]{
      

      
       [bookmark: pgfId-2555006]vendor_str => 'Microsoft',
      

      
       [bookmark: pgfId-2555007]product_str => 'Windows 2000',
      

      
       [bookmark: pgfId-2555008]}))
      

      
       [bookmark: pgfId-2555009]{
      

      
       [bookmark: pgfId-2555010]warn "SetOS Failed with error $retval";
      

      
       [bookmark: pgfId-2555011]exit;
      

      
       [bookmark: pgfId-2555012]}
      

      
       [bookmark: pgfId-2555013]
      

      
       [bookmark: pgfId-2555014]# Add the transport protocol "ospf" to the newly created host
      

      
       [bookmark: pgfId-2555015]if ($retval = SF::SFDataCorrelator::HostInput::AddProtocol
      

      
       [bookmark: pgfId-2555016]($source_type_id, $source_id, "1.2.3.4", [], [],
      

      
       [bookmark: pgfId-2555017]"ospf", "xport" ))
      

      
       [bookmark: pgfId-2555018]{
      

      
       [bookmark: pgfId-2555019]warn "AddProtocol Failed with error $retval";
      

      
       [bookmark: pgfId-2555020]exit;
      

      
       [bookmark: pgfId-2555021]}
      

      
       [bookmark: pgfId-2555022]
      

      
       [bookmark: pgfId-2555023]# Add the OpenSSH server to the host
      

      
       [bookmark: pgfId-2555024]if ($retval = SF::SFDataCorrelator::HostInput::AddService(
      

      
       [bookmark: pgfId-2555025]$source_type_id, $source_id, "1.2.3.4", [],
      

      
       [bookmark: pgfId-2555026]{
      

      
       [bookmark: pgfId-2555027]port => 22,
      

      
       [bookmark: pgfId-2555028]proto => 'tcp',
      

      
       [bookmark: pgfId-2555029]vendor_str => 'OpenSSH',
      

      
       [bookmark: pgfId-2555030]version_str => '4.1',
      

      
       [bookmark: pgfId-2555031]service_name => 'ssh'
      

      
       [bookmark: pgfId-2555032]}))
      

      
       [bookmark: pgfId-2555033]{
      

      
       [bookmark: pgfId-2555034]warn "AddService Failed with error $retval";
      

      
       [bookmark: pgfId-2555035]exit;
      

      
       [bookmark: pgfId-2555036]}
      

      
       [bookmark: pgfId-2555037]
      

      
       [bookmark: pgfId-2555038]# Set the Criticality of the host to "Medium"
      

      
       [bookmark: pgfId-2555039]if ($retval = SF::SFDataCorrelator::HostInput::SetAttributeValue(
      

      
       [bookmark: pgfId-2555040]$source_type_id, $source_id, "1.2.3.4", [],
      

      
       [bookmark: pgfId-2555041]"Criticality", "medium" ))
      

      
       [bookmark: pgfId-2555042]{
      

      
       [bookmark: pgfId-2555043]warn "SetAttributeValue Failed with error $retval";
      

      
       [bookmark: pgfId-2555044]exit;
      

      
       [bookmark: pgfId-2555045]}
      

      
       [bookmark: pgfId-2555046]
      

      
       [bookmark: pgfId-2555047]# Add a Client Application to all hosts with a Criticality Value of "Medium"
      

      
       [bookmark: pgfId-2555048]if ($retval = SF::SFDataCorrelator::HostInput::AddClientApp(
      

      
       [bookmark: pgfId-2555049]$source_type_id, $source_id, "",
      

      
       [bookmark: pgfId-2555050][ { attribute => "Criticality", value => "medium"} ],
      

      
       [bookmark: pgfId-2555051]"BMC Remedy", "Asset Manager", "0.0" ))
      

      
       [bookmark: pgfId-2555052]{
      

      
       [bookmark: pgfId-2555053]warn "AddClientApp Failed with error $retval";
      

      
       [bookmark: pgfId-2555054]exit;}
      

      
       [bookmark: pgfId-2555055]
      

      
       [bookmark: pgfId-2555056]# Update an existing scan result on the host to reflect a new scan result
      

      
       [bookmark: pgfId-2555057]$params=
      

      
       [bookmark: pgfId-2555058]{
      

      
       [bookmark: pgfId-2555059]'scanner_id' => 'Scanner_ID',
      

      
       [bookmark: pgfId-2555060]'ip_address' => '1.2.3.4'
      

      
       [bookmark: pgfId-2555061]};
      

      
       [bookmark: pgfId-2555062]$mapping_vuln_list = [
      

      
       [bookmark: pgfId-2555063]{
      

      
       [bookmark: pgfId-2555064]'cve_ids' => [ '2003-0988' ],
      

      
       [bookmark: pgfId-2555065]'vuln_id' => '10150A',
      

      
       [bookmark: pgfId-2555066]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555067]'port' => 107,
      

      
       [bookmark: pgfId-2555068]'proto' => 17,
      

      
       [bookmark: pgfId-2555069]'name' => 'Using NetBIOS to retrieve info from a Windows host',
      

      
       [bookmark: pgfId-2555070]'desc' => 'The following 2 NetBIOS names have been gathered ...',
      

      
       [bookmark: pgfId-2555071]},
      

      
       [bookmark: pgfId-2555072]{
      

      
       [bookmark: pgfId-2555073]'cve_ids' => [],
      

      
       [bookmark: pgfId-2555074]'bugtraq_ids' => [ 29506,29507,29508 ],
      

      
       [bookmark: pgfId-2555075]'vuln_id' => '10159B',
      

      
       [bookmark: pgfId-2555076]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555077]'port' => 109,
      

      
       [bookmark: pgfId-2555078]'proto' => 17,
      

      
       [bookmark: pgfId-2555079]'name' => 'Name 2',
      

      
       [bookmark: pgfId-2555080]'desc' => 'description 2',
      

      
       [bookmark: pgfId-2555081]},
      

      
       [bookmark: pgfId-2555082]];
      

      
       [bookmark: pgfId-2555083]$generic_item_list = [];
      

      
       [bookmark: pgfId-2555084]$flag =
      

      
       [bookmark: pgfId-2555085]getPkgVar("SF::SFDataCorrelator::UserMessage",'$UPDATE_SCAN_RESULT');
      

      
       [bookmark: pgfId-2555086]# Send message indicating that you are updating scan result and set
      

      
       [bookmark: pgfId-2555087]# flag to append the scan result to existing scan results on the host
      

      
       [bookmark: pgfId-2555088]SF::SFDataCorrelator::HostInput::AddScanResult($params,
      

      
       [bookmark: pgfId-2555089]$mapping_vuln_list,$generic_item_list,$flag);
      

      
       [bookmark: pgfId-2555090]
      

      
       [bookmark: pgfId-2555091]# Add a generic scan result
      

      
       [bookmark: pgfId-2555092]my ($scanner_id,$vuln_id,$mapping_vuln_id);
      

      
       [bookmark: pgfId-2555093]my $ip = '1.2.3.4';
      

      
       [bookmark: pgfId-2555094]$scanner_id = 'Scanner_ID';
      

      
       [bookmark: pgfId-2555095]$mapping_vuln_list = [];
      

      
       [bookmark: pgfId-2555096]$generic_item_list = [
      

      
       [bookmark: pgfId-2555097]{
      

      
       [bookmark: pgfId-2555098]'port' => 107,
      

      
       [bookmark: pgfId-2555099]'proto' => 17,
      

      
       [bookmark: pgfId-2555100]'name' => 'Using NetBIOS to retrieve info from a Windows host',
      

      
       [bookmark: pgfId-2555101]'desc' => 'The following 2 NetBIOS names have been gathered ...',
      

      
       [bookmark: pgfId-2555102]} ];
      

      
       [bookmark: pgfId-2555103]my $rval = SF::SFDataCorrelator::HostInput::AddScanResult($params,
      

      
       [bookmark: pgfId-2555104]$mapping_vuln_list,$generic_item_list,$flag);
      

      
       [bookmark: pgfId-2555105]
      

      
       [bookmark: pgfId-2555106]#Delete the scan result
      

      
       [bookmark: pgfId-2555107]my ($scanner_id,$vuln_id,$mapping_vuln_id);
      

      
       [bookmark: pgfId-2555108]my $ip = '1.2.3.4';
      

      
       [bookmark: pgfId-2555109]$scanner_id = 'Scanner_ID';
      

      
       [bookmark: pgfId-2555110]$mapping_vuln_list = [
      

      
       [bookmark: pgfId-2555111]{
      

      
       [bookmark: pgfId-2555112]'cve_ids' => [ '2003-0988' ],
      

      
       [bookmark: pgfId-2555113]'vuln_id' => '10150A',
      

      
       [bookmark: pgfId-2555114]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555115]'port' => 107,
      

      
       [bookmark: pgfId-2555116]'proto' => 17,
      

      
       [bookmark: pgfId-2555117]'name' => 'Using NetBIOS to retrieve info from a Windows host',
      

      
       [bookmark: pgfId-2555118]'desc' => 'The following 2 NetBIOS names have been gathered ...',
      

      
       [bookmark: pgfId-2555119]},
      

      
       [bookmark: pgfId-2555120]{
      

      
       [bookmark: pgfId-2555121]'cve_ids' => [],
      

      
       [bookmark: pgfId-2555122]'bugtraq_ids' => [ 29506,29507,29508 ],
      

      
       [bookmark: pgfId-2555123]'vuln_id' => '10159B',
      

      
       [bookmark: pgfId-2555124]# 3rd party scanner vuln id
      

      
       [bookmark: pgfId-2555125]'port' => 109,
      

      
       [bookmark: pgfId-2555126]'proto' => 17,
      

      
       [bookmark: pgfId-2555127]'name' => 'Name 2',
      

      
       [bookmark: pgfId-2555128]'desc' => 'description 2',
      

      
       [bookmark: pgfId-2555129]},
      

      
       [bookmark: pgfId-2555130]];
      

      
       [bookmark: pgfId-2555131]my $rval = SF::SFDataCorrelator::HostInput::DeleteScanResult($params,
      

      
       [bookmark: pgfId-2555132]$mapping_vuln_list,$generic_item_list,$flag);
      

       [bookmark: pgfId-2534313]
 
     
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-2464969][bookmark: 18568]Using the Host Input Import Tool
 
     [bookmark: pgfId-2465043]You can import data to the network map by creating an import file and processing it with the host input import tool. 
 
     [bookmark: pgfId-2562242]See the following sections for more information:
 
     
     	 [bookmark: pgfId-2562246]Writing Host Input Import Files
 
     	 [bookmark: pgfId-2562250]Host Input Import Syntax
 
     	 [bookmark: pgfId-2562000]Running a Host Input Import
 
    
 
     
      [bookmark: pgfId-2561007]Preparing to Run Host Input Imports
 
      [bookmark: pgfId-2562227]The host input import tool depends on product mapping information you supply using the Defense Center web interface to map third-party product, fix, and vulnerability names and IDs to definitions in the Cisco database. Depending on the data you plan to import, you may need to perform the configuration steps described in the following sections before you run your import:
 
      
      	 [bookmark: pgfId-2562235]Creating a Third-Party Vulnerability Map
 
      	 [bookmark: pgfId-2562239]Creating a Third-Party Product Map
 
     
 
      
       [bookmark: pgfId-2560946][bookmark: 63058]Creating a Third-Party Vulnerability Map
 
       [bookmark: pgfId-2473364][bookmark: marker-2495521][bookmark: marker-2494210]If you want to import data including third-party vulnerabilities and use that data for impact correlation, you must create a third-party vulnerability map set before importing the data. The third-party map set allows the system to translate the third-party vulnerability ID to the corresponding Cisco vulnerability ID. If you do not map a third-party vulnerability before import, the vulnerability does not map to a Cisco vulnerability ID and cannot be used for impact correlation. You can create a map set in two ways: using the Defense Center web interface or using the AddScanResult function. If you import scan results using this function, be sure to edit the source definition for the input source in your network discovery policy to set the identity source type to Scanner.
 
       . For more information on the AddScanResult function, see AddScanResult Function. 
 
     
 
      
       [bookmark: pgfId-2473382][bookmark: 28737]Creating a Third-Party Product Map
 
       [bookmark: pgfId-2473386][bookmark: marker-2494211][bookmark: marker-2495522]When you import operating system or server data to a host, you can map third-party product name details to a Cisco product definition. You can create a third-party product map through the Defense Center web interface. 
 
       [bookmark: pgfId-2548521]The third-party product map set allows the system to translate the third-party vendor, product, and version to the corresponding Cisco definition. When you set a third-party product map containing a server definition or an operating system definition, within the same script you can then just define the display strings for a third-party server or operating system when you add or set it using the API. 
 
       [bookmark: pgfId-2473396]If you map third-party fixes to Cisco fix definitions using a third-party product map, set the product map, and then add fixes to hosts using the third-party fix name, the system maps the fixes to the appropriate Cisco fix definitions and deactivates vulnerabilities addressed by the fix. 
 
       [bookmark: pgfId-2548313]To map a third-party product to a Cisco product definition:
 
       Admin
 
       .
 
       [bookmark: pgfId-2548316]The User Third-Party Mappings page appears.
 
       [bookmark: pgfId-2548317] 2.[image: ] You have two choices:
 
       
       	 [bookmark: pgfId-2548318]To edit an existing map set, click  Edit next to the map set.
 
       	 [bookmark: pgfId-2548319]To create a new map set, click  Create Product Map Set .
 
      
 
       [bookmark: pgfId-2548320]The Edit Third-Party Product Mappings page appears. 
 
       field.
 
       field.
 
       [bookmark: pgfId-2548327] 5.[image: ] You have two choices:
 
       
       	 [bookmark: pgfId-2548328]To map a third-party product, click  Add Product Map.  
 
       	 [bookmark: pgfId-2548329]To edit an existing third-party product map, click  Edit next to the map set. 
 
      
 
       [bookmark: pgfId-2548330]The Add Product Map page appears.
 
       field.
 
       field.
 
       field. 
 
       section, select the operating system, product, and versions you want to use for vulnerability mapping from the following lists (if applicable):
 
       
       	 [bookmark: pgfId-2548340] Vendor 
 
       	 [bookmark: pgfId-2548341] Product 
 
       	 [bookmark: pgfId-2548342] Major Version 
 
       	 [bookmark: pgfId-2548343] Minor Version 
 
       	 [bookmark: pgfId-2548344] Revision Version 
 
       	 [bookmark: pgfId-2548345] Build 
 
       	 [bookmark: pgfId-2548346] Patch 
 
       	 [bookmark: pgfId-2548347] Extension 
 
      
 
       as the version.
 
       .
 
       functions. Note the third-party product name details and Cisco product definition before importing data. 
 
       
 
       [bookmark: pgfId-2548629]To locate third-party and Cisco product details:
 
       Admin
 
       
 
       [bookmark: pgfId-2548632]The Application Detectors page appears.
 
       . 
 
       [bookmark: pgfId-2548634]The Third-Party Product Mappings page appears.
 
       ) for your product map set.
 
       [bookmark: pgfId-2548639]The Edit Third-Party Product Mappings page appears.
 
       ) for your product map.
 
       values.
 
       .
 
     
 
    
 
     
      [bookmark: pgfId-2473146][bookmark: 55787]Writing Host Input Import Files
 
      [bookmark: pgfId-2561970]This chapter provides details on the syntax to import data using the import functions of the host input import tool. When writing your import file, make sure you follow the instructions provided in the following sections:
 
      
      	 [bookmark: pgfId-2561974]Understanding Import File Format
 
      	 [bookmark: pgfId-2561978]Setting the Source ID
 
      	 [bookmark: pgfId-2561967]Setting a Third-Party Product Map
 
      	 [bookmark: pgfId-2561876]Required Fields
 
     
 
      
       [bookmark: pgfId-2560920][bookmark: 87041]Understanding Import File Format
 
       [bookmark: pgfId-2473520][bookmark: marker-2494212]To successfully import data using the host input import tool, you must create an import file that conforms to the required format. 
 
      [bookmark: pgfId-2473551]Caution: The system discards any data in the import file that it cannot interpret, so you may want to test import of your import file before running the import. For more information, see 
      Testing Your Import on the Defense Center.
      
 
       [bookmark: pgfId-2473588]Host input import files must begin with the SetSource and SetMap commands, to provide an application source name and to set up third-party product name mappings for the imported data. For more information, see Setting the Source ID.
 
       [bookmark: pgfId-2561846]After the SetSource and SetMap commands, you can add additional command lines to the file. Each command line contains a single command with the parameters needed for that command and ends with a hard return. For more information on syntax for individual commands you can include, see the following sections:
 
       
       	 [bookmark: pgfId-2561850]Host Functions
 
       	 [bookmark: pgfId-2561854]Server Functions
 
       	 [bookmark: pgfId-2561832]Client Application Functions
 
       	 [bookmark: pgfId-2561814]Protocol Functions
 
       	 [bookmark: pgfId-2561796]Package Fix Functions
 
       	 [bookmark: pgfId-2561774]Host Attribute Functions
 
       	 [bookmark: pgfId-2561752]Vulnerabilities Functions
 
       	 [bookmark: pgfId-2561730]Setting a Third-Party Product Map
 
      
 
       [bookmark: pgfId-2560875]To see an example of a complete import file and explanations of each section of the file, see Example Host Input Import File.
 
     
 
      
       [bookmark: pgfId-2517467]Setting the Source Type
 
       [bookmark: pgfId-2517533]At the beginning of your import file, you must identify the source type for the data you plan to import. If you import scan results using this function, be sure to edit the source definition for the input source in your network discovery policy to set the identity source type to Scanner.
 
       [bookmark: pgfId-2517534]To set the source type:
 
       [bookmark: pgfId-2517535] 1.[image: ] Add a line to your import file using the following syntax:
 
      
       [bookmark: pgfId-2517536]SetSourceType, Sourcetype
      

       (application).) 
 
       (application).
 
       
 
     
 
      
       [bookmark: pgfId-2469395][bookmark: 80951]Setting the Source ID
 
       [bookmark: pgfId-2465087][bookmark: marker-2494213]At the beginning of your import file, you must set the source ID for the data you plan to import. 
 
       [bookmark: pgfId-2465094]To set the source application name:
 
       [bookmark: pgfId-2469684] 1.[image: ] Add a line to your import file using the following syntax:
 
      
       [bookmark: pgfId-2469699]SetSource, SourceID
      

       is the identification string you want to display as the source application for the imported data.
 
       [bookmark: pgfId-2469855]The following is an example of the first lines of an import file:
 
      
       [bookmark: pgfId-2469250]# Example CSV style import file for Host Input API
      

      
       [bookmark: pgfId-2469251]#
      

      
       [bookmark: pgfId-2469252]# Set the current SOURCE_ID and Product Map to "Custom Utility"
      

      
       [bookmark: pgfId-2469253]SetSource, Custom Utility
      

       [bookmark: pgfId-2479174]To see these commands in context in an example file, see Entire Example File.
 
       
 
     
 
      
       [bookmark: pgfId-2488630][bookmark: 74240]Setting a Third-Party Product Map
 
       [bookmark: pgfId-2547822][bookmark: marker-2547821]If you are planning to import third-party operating system, server, or fix definitions, you must create a user third-party product map for the third-party names. You can use this function to set the current third-party map for the current session. You create third-party mappings using the Defense Center web interface to set up a reusable map between each third-party vendor, product, and version combination and the corresponding Cisco product definition. If you set a third-party map and then add or set host operating system or server data that includes third-party application names included in the map, the system uses the mappings to map the Cisco product definition, and associated vulnerabilities, to each host where the input occurs.
 
       , in which you define the third-party strings as follows: 
 
       
       	 [bookmark: pgfId-2561706] Vendor String - Microsoft  
 
       	 [bookmark: pgfId-2561707] Product String - Win2k 
 
      
 
       [bookmark: pgfId-2561702]You could select the following Cisco product mapping in the map set:
 
       
       	 [bookmark: pgfId-2561690] Vendor - Microsoft, Corp. 
 
       	 [bookmark: pgfId-2561691] Product - Windows 2000 
 
       	 [bookmark: pgfId-2561680] Patch - SP3 
 
      
 
       product. 
 
       [bookmark: pgfId-2488676]To set the third-party product map set:
 
       [bookmark: pgfId-2488677] 1.[image: ] Add a line to your import file using the following syntax:
 
      
       [bookmark: pgfId-2488678]SetMap, Third-PartyProductMapName
      

       is the name of the third-party product map set you want to use for the import.
 
       [bookmark: pgfId-2489362]For example, you could put the following line of code following the SetSource command:
 
      
       [bookmark: pgfId-2489454]SetMap, Custom Utility
      

       [bookmark: pgfId-2489444]You can also use this command to change to a different third-party product map within an import file. 
 
       
 
     
 
      
       [bookmark: pgfId-2465112][bookmark: 33387]Required Fields
 
       [bookmark: pgfId-2465113][bookmark: marker-2494215][bookmark: marker-2494216]Each host input function requires either an IPv4 or IPv6 address, address range, or subnet (for specifying IP hosts by address) or a MAC address or addresses (for specifying MAC-only hosts). The documentation for each function call indicates any additional required fields for that function. 
 
       [bookmark: pgfId-2465114]Note that some fields are required only in that you must supply that information to make sure that the host input succeeds and adds meaningful data to the network map. For example, you can add a fix to the system without providing a fix identification number or fix name that matches an existing Cisco fix definition and without mapping the third-party fix to a Cisco fix. However, even if that fix addresses vulnerabilities on the host where you added it, those vulnerabilities cannot be marked invalid if the system cannot map the fix to the vulnerabilities using an Cisco fix definition.
 
       [bookmark: pgfId-2465124]In general, supply as much information as possible for any data you import to ensure that the data can be used for data correlation. 
 
     
 
    
 
     
      [bookmark: pgfId-2465192][bookmark: 11605][bookmark: 12558]Host Input Import Syntax
 
      [bookmark: pgfId-2465193]After you set the source ID and product map for your import file, as described in Setting the Source ID, you can add lines to your import file to import the specific data you want to add to your network map using various host input functions. Each import function call must end in a hard return and imports one set of import data. For an example of a complete import file, see Example Host Input Import File.
 
      [bookmark: pgfId-2561625]For more information on specific commands you can use, see the following sections:
 
      
      	 [bookmark: pgfId-2561629]Host Functions
 
      	 [bookmark: pgfId-2561633]Server Functions
 
      	 [bookmark: pgfId-2561622]Client Application Functions
 
      	 [bookmark: pgfId-2561604]Protocol Functions
 
      	 [bookmark: pgfId-2561590]Package Fix Functions
 
      	 [bookmark: pgfId-2561576]Host Attribute Functions
 
      	 [bookmark: pgfId-2561562]Vulnerabilities Functions
 
      	 [bookmark: pgfId-2561548]Scan Result Functions
 
     
 
      
       [bookmark: pgfId-2560856][bookmark: 73444]Host Functions
 
       [bookmark: pgfId-2465231]You can use the host input API to add and remove hosts in the network map and to set operating system definitions for hosts. 
 
       [bookmark: pgfId-2562206]For more information on host functions, see the following sections:
 
       
       	 [bookmark: pgfId-2562210]AddHost
 
       	 [bookmark: pgfId-2562214]DeleteHost
 
       	 [bookmark: pgfId-2561534]SetOS
 
       	 [bookmark: pgfId-2561520]UnsetOS
 
      
 
       
        [bookmark: pgfId-2560836][bookmark: 66871]AddHost
 
        function to add a host to the network map. You can add an IP host (a host with an IP address and optionally a MAC address) or a MAC-only host (a host with only a MAC address). Because hosts created using the API are not tracked by the system, these hosts are not subject to the normal host timeout.
 
        [bookmark: pgfId-2465255]Note that you cannot create a MAC-only host for a MAC address if the system detects traffic that indicates that MAC address is mapped as a primary MAC address for an IP host already in the network map. 
 
        [bookmark: pgfId-2465256]Use this syntax:
 
       
        [bookmark: pgfId-2465257]AddHost, ip_address, mac_address
       

        [bookmark: pgfId-2465316]
 
        
         
          
           [bookmark: pgfId-2465261]Table 1 [bookmark: 56953]AddHost Fields 
 
          
         
           
           	 [bookmark: pgfId-2465269]Field
  
           	 [bookmark: pgfId-2465271]Description
  
           	 [bookmark: pgfId-2465273]Required
  
           	 [bookmark: pgfId-2465275]Values
  
          
 
           
           	 [bookmark: pgfId-2465301]ip_address
  
           	 [bookmark: pgfId-2465303]Indicates the IP address for the added host. 
  
           	 [bookmark: pgfId-2465305]Yes (unless a MAC address is provided)
  
           	 [bookmark: pgfId-2465307]A single IP address
  
          
 
           
           	 [bookmark: pgfId-2465309]mac_address
  
           	 [bookmark: pgfId-2465311]Indicates the MAC address for the added host. 
  
           	 [bookmark: pgfId-2465313]Yes (unless an IP address is provided)
  
           	 [bookmark: pgfId-2465315]A single MAC address
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465318][bookmark: 20300]DeleteHost
 
        value. 
 
        [bookmark: pgfId-2479440]Use this syntax:
 
       
        [bookmark: pgfId-2479441]DeleteHost, ip_address, mac_address
       

        [bookmark: pgfId-2479486]
 
        
         
          
           [bookmark: pgfId-2479444]Table 2 DeleteHost Fields 
 
          
         
           
           	 [bookmark: pgfId-2479452]Field
  
           	 [bookmark: pgfId-2479454]Description
  
           	 [bookmark: pgfId-2479456]Required
  
           	 [bookmark: pgfId-2479458]Values
  
          
 
           
           	 [bookmark: pgfId-2479460]ip_address
  
           	 [bookmark: pgfId-2479462]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2479464]Yes (unless MAC addresses are provided)
  
           	 [bookmark: pgfId-2479466]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2479478]mac_address
  
           	 [bookmark: pgfId-2479480]Indicates the list of MAC addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2479482]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2479484]A list of MAC address strings, with or without separating colons.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465392][bookmark: 87701]SetOS
 
        function to specify the vendor, product, version, and mobile device information for the operating system for specified hosts. When you import operating system information, you set the display strings for the vendor, product, version, and mobile device information. You can also map the third-party vendor, product, and version strings to a Cisco product definition. See Creating a Third-Party Product Map for more information.
 
        function to use the values you specified in that map set for the third-party application strings and corresponding Cisco definitions, as described in Setting a Third-Party Product Map. 
 
        [bookmark: pgfId-2519051]The operating system identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority operating system identity will not override a current operating system identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2465422]If you define a custom operating system for a host, the Defense Center web interface indicates the source for the change in the Source Type field of the event view or the basic host information of the host profile.
 
        [bookmark: pgfId-2465424]Use this syntax:
 
       
        [bookmark: pgfId-2479605]SetOS, ip_address, vendor_str, product_str, version_str, vendor_id, product_id, major, minor, revision, build, patch, extension, device_string, mobile, jailbroken
       

        [bookmark: pgfId-2489863]Or, to set a new product map before you set the operating system, use this syntax:
 
       
        [bookmark: pgfId-2548757]SetMap:map_name, SetOS, ip_address, vendor_str, product_str, version_str, vendor_id, product_id, major, minor, revision, build, patch, extension, device_string, mobile, jailbroken
       

        

        
         
          
           [bookmark: pgfId-2479966]Table 3 SetOS Fields 
 
          
         
           
           	 [bookmark: pgfId-2479972]Field
  
           	 [bookmark: pgfId-2479974]Description
  
           	 [bookmark: pgfId-2479976]Required
  
           	 [bookmark: pgfId-2480034]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2482486]ip_address
  
           	 [bookmark: pgfId-2482488]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2482490]Yes 
  
           	 [bookmark: pgfId-2482492]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses
  
          
 
           
           	 [bookmark: pgfId-2480004]vendor_str
  
           	 [bookmark: pgfId-2480018]Supplies the operating system vendor display name used by the third-party application.
  
           	 [bookmark: pgfId-2479982]No
  
           	 [bookmark: pgfId-2480050]string
  
          
 
           
           	 [bookmark: pgfId-2480006]product_str
  
           	 [bookmark: pgfId-2480020]Supplies the operating system product display name used by the third-party application.
  
           	 [bookmark: pgfId-2486344]No
  
           	 [bookmark: pgfId-2480052]string
  
          
 
           
           	 [bookmark: pgfId-2480008]version_str
  
           	 [bookmark: pgfId-2480022]Supplies the operating system version display name used by the third-party application.
  
           	 [bookmark: pgfId-2486346]No
  
           	 [bookmark: pgfId-2480054]string
  
          
 
           
           	 [bookmark: pgfId-2480120]vendor_id
  
           	 [bookmark: pgfId-2486134]Supplies the Cisco vendor definition to map to.
  
           	 [bookmark: pgfId-2486348]No
  
           	 [bookmark: pgfId-2486388]uint32
  
          
 
           
           	 [bookmark: pgfId-2480112]product_id
  
           	 [bookmark: pgfId-2486139]Supplies the Cisco product definition to map to.
  
           	 [bookmark: pgfId-2486350]No
  
           	 [bookmark: pgfId-2486390]uint32
  
          
 
           
           	 [bookmark: pgfId-2480104]major
  
           	 [bookmark: pgfId-2486141]Supplies the Cisco major version definition to map to.
  
           	 [bookmark: pgfId-2486352]No
  
           	 [bookmark: pgfId-2486392]uint32
  
          
 
           
           	 [bookmark: pgfId-2480096]minor
  
           	 [bookmark: pgfId-2486143]Supplies the Cisco minor version definition to map to.
  
           	 [bookmark: pgfId-2486354]No
  
           	 [bookmark: pgfId-2486394]uint32
  
          
 
           
           	 [bookmark: pgfId-2480088]revision
  
           	 [bookmark: pgfId-2486145]Supplies the Cisco revision string to map to.
  
           	 [bookmark: pgfId-2486356]No
  
           	 [bookmark: pgfId-2486396]uint32
  
          
 
           
           	 [bookmark: pgfId-2480080]build
  
           	 [bookmark: pgfId-2486173]Supplies the Cisco build definition to map to.
  
           	 [bookmark: pgfId-2486358]No
  
           	 [bookmark: pgfId-2486398]string
  
          
 
           
           	 [bookmark: pgfId-2480072]patch
  
           	 [bookmark: pgfId-2486178]Supplies the Cisco patch definition to map to.
  
           	 [bookmark: pgfId-2486360]No
  
           	 [bookmark: pgfId-2486400]string
  
          
 
           
           	 [bookmark: pgfId-2480064]extension
  
           	 [bookmark: pgfId-2486183]Supplies the Cisco extension definition to map to.
  
           	 [bookmark: pgfId-2486362]No
  
           	 [bookmark: pgfId-2486402]string
  
          
 
           
           	 [bookmark: pgfId-2527743]device_string
  
           	 [bookmark: pgfId-2527745]Supplies the detected mobile device hardware information.
  
           	 [bookmark: pgfId-2527747]No
  
           	 [bookmark: pgfId-2527749]string
  
          
 
           
           	 [bookmark: pgfId-2527735]mobile
  
           	 [bookmark: pgfId-2527737]Indicates whether the operating system is running on a mobile device.
  
           	 [bookmark: pgfId-2527739]No
  
           	 [bookmark: pgfId-2527741]uint8
  
          
 
           
           	 [bookmark: pgfId-2527727]jailbroken
  
           	 [bookmark: pgfId-2527729]Indicates whether the mobile device operating system is jailbroken.
  
           	 [bookmark: pgfId-2527731]No
  
           	 [bookmark: pgfId-2527733]uint8
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2465606][bookmark: 98118]UnsetOS
 
        function to remove a previously set OS definition from specified hosts. It resets the OS definition to allow the system to track changes to the operating system in the future.
 
        [bookmark: pgfId-2480728]Use this syntax:
 
       
        [bookmark: pgfId-2533412]UnsetOS, ip_address
       

        is a comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses representing the host or hosts where you want to reset the operating system identity.
 
      
 
     
 
      
       [bookmark: pgfId-2465612][bookmark: 12887]Server Functions
 
       [bookmark: pgfId-2465613]You can update server information for hosts in the network map using the server functions. 
 
       [bookmark: pgfId-2562180]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2562184]AddService
 
       	 [bookmark: pgfId-2573651]SetService
 
       	 [bookmark: pgfId-2573655]UnsetService
 
       	 [bookmark: pgfId-2573659]DeleteService
 
       	 [bookmark: pgfId-2561466]Client Application Functions
 
      
 
       
        [bookmark: pgfId-2560824][bookmark: 11442]AddService
 
        function. 
 
        [bookmark: pgfId-2519217]The server identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority server identity will not be override a current operating server identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2522673]Use this syntax:
 
       
        [bookmark: pgfId-2522674]AddService, ip_address, port, proto, server, vendor_str, version_str, vendor_id, product_id, major, minor, revision, build, patch, extension
       

        [bookmark: pgfId-2489976]Or, to set a new product map before you add the server, use this syntax:
 
       
        [bookmark: pgfId-2548788]SetMap:map_name, AddService, ip_address, port, proto, server, vendor_str, version_str, vendor_id, product_id, major, minor, revision, build, patch, extension
       

        

        
         
          
           [bookmark: pgfId-2582214]Table 4 AddService Fields 
 
          
         
           
           	 [bookmark: pgfId-2582222]Field
  
           	 [bookmark: pgfId-2582224]Description
  
           	 [bookmark: pgfId-2582226]Required
  
           	 [bookmark: pgfId-2582228]Values
  
          
 
           
           	 [bookmark: pgfId-2582230]ip_address
  
           	 [bookmark: pgfId-2582232]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2582234]Yes 
  
           	 [bookmark: pgfId-2582236]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2582238]port
  
           	 fields to specify the server to be added on the hosts where it should be added. 
  
           	 [bookmark: pgfId-2582242]Yes
  
           	 [bookmark: pgfId-2582244]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2582246]proto
  
           	 fields to specify the server to be added on the hosts where it should be added. 
  
           	 [bookmark: pgfId-2582250]Yes
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2582254]server
  
           	 [bookmark: pgfId-2582256]The name or ID of the server in the Cisco database.
  
           	 [bookmark: pgfId-2582261]No
  
           	 . If a server name is provided, The system looks up the server ID. If no ID exists for the server name, the system creates an ID.
  
          
 
           
           	 [bookmark: pgfId-2582265]vendor_str
  
           	 [bookmark: pgfId-2582267]Supplies the operating system vendor display name used by the third-party application.
  
           	 [bookmark: pgfId-2582269]No
  
           	 [bookmark: pgfId-2582271]string
  
          
 
           
           	 [bookmark: pgfId-2582273]product_str
  
           	 [bookmark: pgfId-2582275]Supplies the operating system product display name used by the third-party application.
  
           	 [bookmark: pgfId-2582277]No
  
           	 [bookmark: pgfId-2582279]string
  
          
 
           
           	 [bookmark: pgfId-2582281]version_str
  
           	 [bookmark: pgfId-2582283]Supplies the operating system version display name used by the third-party application.
  
           	 [bookmark: pgfId-2582285]No
  
           	 [bookmark: pgfId-2582287]string
  
          
 
           
           	 [bookmark: pgfId-2582289]vendor_id
  
           	 [bookmark: pgfId-2582294]Supplies the Cisco vendor definition.
  
           	 [bookmark: pgfId-2582296]No
  
           	 [bookmark: pgfId-2582298]uint32
  
          
 
           
           	 [bookmark: pgfId-2582300]product_id
  
           	 [bookmark: pgfId-2582305]Supplies the Cisco product definition.
  
           	 [bookmark: pgfId-2582307]No
  
           	 [bookmark: pgfId-2582309]uint32
  
          
 
           
           	 [bookmark: pgfId-2582311]major
  
           	 [bookmark: pgfId-2582316]Supplies the Cisco major version definition.
  
           	 [bookmark: pgfId-2582318]No
  
           	 [bookmark: pgfId-2582320]uint32
  
          
 
           
           	 [bookmark: pgfId-2582322]minor
  
           	 [bookmark: pgfId-2582327]Supplies the Cisco minor version definition.
  
           	 [bookmark: pgfId-2582329]No
  
           	 [bookmark: pgfId-2582331]uint32
  
          
 
           
           	 [bookmark: pgfId-2582333]revision
  
           	 [bookmark: pgfId-2582338]Supplies the Cisco revision string.
  
           	 [bookmark: pgfId-2582340]No
  
           	 [bookmark: pgfId-2582342]uint32
  
          
 
           
           	 [bookmark: pgfId-2582344]build
  
           	 [bookmark: pgfId-2582349]Supplies the Cisco build definition to map to.
  
           	 [bookmark: pgfId-2582351]No
  
           	 [bookmark: pgfId-2582353]string
  
          
 
           
           	 [bookmark: pgfId-2582355]patch
  
           	 [bookmark: pgfId-2582360]Supplies the Cisco patch definition to map to.
  
           	 [bookmark: pgfId-2582362]No
  
           	 [bookmark: pgfId-2582364]string
  
          
 
           
           	 [bookmark: pgfId-2582366]extension
  
           	 [bookmark: pgfId-2582371]Supplies the Cisco extension definition to map to.
  
           	 [bookmark: pgfId-2582373]No
  
           	 [bookmark: pgfId-2582375]string
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2491645][bookmark: 43209]SetService
 
        function (see Setting a Third-Party Product Map), you can associate third-party server data with the vulnerability information for specific Cisco product definitions.
 
        [bookmark: pgfId-2519128]If the server protocol does not already exist, this call causes a new server identity to be created for the string. If the specified server does not exist previously, the system creates it. 
 
        [bookmark: pgfId-2519165]The server identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority server identity will not be override a current server identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2519136]If you define a third-party server definition for a host, the FireSIGHT System web interface indicates the source for the change in the Source Type field of the Servers table view of events or the Servers section of the host profile.
 
       [bookmark: pgfId-2517771]Note: If the number of servers stored in the network map for a specific host exceeds 100, new server information is ignored until servers are deleted from the host.
       
 
        [bookmark: pgfId-2465730]Use this syntax:
 
       
        [bookmark: pgfId-2481747]SetService, ip_address, port, proto, server, vendor_str, version_str, vendor_id, product_id, major, minor, revision, build, patch, extension
       

        [bookmark: pgfId-2490100]Or, to set a new product map before you set the server, use this syntax:
 
       
        [bookmark: pgfId-2490101]SetMap:map_name, SetService, ip_address, port, proto, server, vendor_str, version_str, vendor_id, product_id, major, minor, revision, build, patch, extension
       

        

        
         
          
           [bookmark: pgfId-2542132]Table 5 SetService Fields 
 
          
         
           
           	 [bookmark: pgfId-2542140]Field
  
           	 [bookmark: pgfId-2542142]Description
  
           	 [bookmark: pgfId-2542144]Required
  
           	 [bookmark: pgfId-2542146]Values
  
          
 
           
           	 [bookmark: pgfId-2542148]ip_address
  
           	 [bookmark: pgfId-2542150]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2542152]Yes 
  
           	 [bookmark: pgfId-2542154]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2542156]port
  
           	 fields to specify the server to be set on the hosts where it should be set. 
  
           	 [bookmark: pgfId-2542160]Yes
  
           	 [bookmark: pgfId-2542162]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2542164]proto
  
           	 fields to specify the server to be set on the hosts where it should be set. 
  
           	 [bookmark: pgfId-2542168]Yes
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2542172]server
  
           	 [bookmark: pgfId-2542174]The name or ID of the server in the Cisco database.
  
           	 [bookmark: pgfId-2542179]No
  
           	 . If a server name is provided, the system looks up the server ID. If no ID exists for the server name, the system creates an ID.
  
          
 
           
           	 [bookmark: pgfId-2542183]vendor_str
  
           	 [bookmark: pgfId-2542185]Supplies the operating system vendor display name used by the third-party application.
  
           	 [bookmark: pgfId-2542187]No
  
           	 [bookmark: pgfId-2542189]string
  
          
 
           
           	 [bookmark: pgfId-2542191]product_str
  
           	 [bookmark: pgfId-2542193]Supplies the operating system product display name used by the third-party application.
  
           	 [bookmark: pgfId-2542195]No
  
           	 [bookmark: pgfId-2542197]string
  
          
 
           
           	 [bookmark: pgfId-2542199]version_str
  
           	 [bookmark: pgfId-2542201]Supplies the operating system version display name used by the third-party application.
  
           	 [bookmark: pgfId-2542203]No
  
           	 [bookmark: pgfId-2542205]string
  
          
 
           
           	 [bookmark: pgfId-2542207]vendor_id
  
           	 [bookmark: pgfId-2542212]Supplies the Cisco vendor definition.
  
           	 [bookmark: pgfId-2542214]No
  
           	 [bookmark: pgfId-2542216]uint32
  
          
 
           
           	 [bookmark: pgfId-2542218]product_id
  
           	 [bookmark: pgfId-2542223]Supplies the Cisco product definition.
  
           	 [bookmark: pgfId-2542225]No
  
           	 [bookmark: pgfId-2542227]uint32
  
          
 
           
           	 [bookmark: pgfId-2542229]major
  
           	 [bookmark: pgfId-2542234]Supplies the Cisco major version definition.
  
           	 [bookmark: pgfId-2542236]No
  
           	 [bookmark: pgfId-2542238]uint32
  
          
 
           
           	 [bookmark: pgfId-2542240]minor
  
           	 [bookmark: pgfId-2542245]Supplies the Cisco minor version definition.
  
           	 [bookmark: pgfId-2542247]No
  
           	 [bookmark: pgfId-2542249]uint32
  
          
 
           
           	 [bookmark: pgfId-2542251]revision
  
           	 [bookmark: pgfId-2542256]Supplies the Cisco revision string.
  
           	 [bookmark: pgfId-2542258]No
  
           	 [bookmark: pgfId-2542260]uint32
  
          
 
           
           	 [bookmark: pgfId-2542262]build
  
           	 [bookmark: pgfId-2542267]Supplies the Cisco build definition to map to.
  
           	 [bookmark: pgfId-2542269]No
  
           	 [bookmark: pgfId-2542271]string
  
          
 
           
           	 [bookmark: pgfId-2542273]patch
  
           	 [bookmark: pgfId-2542278]Supplies the Cisco patch definition to map to.
  
           	 [bookmark: pgfId-2542280]No
  
           	 [bookmark: pgfId-2542282]string
  
          
 
           
           	 [bookmark: pgfId-2542284]extension
  
           	 [bookmark: pgfId-2542289]Supplies the Cisco extension definition to map to.
  
           	 [bookmark: pgfId-2542291]No
  
           	 [bookmark: pgfId-2542293]string
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2542333][bookmark: 77450]UnsetService
 
        does not remove any server definitions detected through FireSIGHT.
 
       [bookmark: pgfId-2542354]Note: If the number of servers stored in the network map for a specific host exceeds 100, new server information is ignored until servers are deleted from the host.
       
 
        [bookmark: pgfId-2542355]Use this syntax:
 
       
        [bookmark: pgfId-2542356]UnsetService, ip_address, port, proto
       

        [bookmark: pgfId-2543031]
 
        
         
          
           [bookmark: pgfId-2542869]Table 6 UnsetService Fields 
 
          
         
           
           	 [bookmark: pgfId-2542877]Field
  
           	 [bookmark: pgfId-2542879]Description
  
           	 [bookmark: pgfId-2542881]Required
  
           	 [bookmark: pgfId-2542883]Values
  
          
 
           
           	 [bookmark: pgfId-2542885]ip_address
  
           	 [bookmark: pgfId-2542887]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2542889]Yes 
  
           	 [bookmark: pgfId-2542891]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2542893]port
  
           	 fields to specify the server to be removed on the hosts where it should be removed. 
  
           	 [bookmark: pgfId-2542897]Yes
  
           	 [bookmark: pgfId-2542899]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2542901]proto
  
           	 fields to specify the server to be removed on the hosts where it should be removed. 
  
           	 [bookmark: pgfId-2542905]Yes
  
           	 (udp).
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2542317][bookmark: 84079]DeleteService
 
        function to remove a server from a specified host. You must specify the port and protocol of the server you want to delete. 
 
        [bookmark: pgfId-2465807][bookmark: 39177]Use this syntax:
 
       
        [bookmark: pgfId-2481487]DeleteService, ip_address, port, proto
       

        [bookmark: pgfId-2465884]
 
        
         
          
           [bookmark: pgfId-2465811]Table 7 DeleteService Fields 
 
          
         
           
           	 [bookmark: pgfId-2465819]Field
  
           	 [bookmark: pgfId-2465821]Description
  
           	 [bookmark: pgfId-2465823]Required
  
           	 [bookmark: pgfId-2465825]Values
  
          
 
           
           	 [bookmark: pgfId-2483000]ip_address
  
           	 [bookmark: pgfId-2483002]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2483004]Yes 
  
           	 [bookmark: pgfId-2483006]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2465869]port
  
           	 fields to specify the server to be deleted on the hosts where it should be deleted. 
  
           	 [bookmark: pgfId-2465873]Yes
  
           	 [bookmark: pgfId-2465875]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2465877]proto
  
           	 fields to specify the server to be deleted on the hosts where it should be deleted. 
  
           	 [bookmark: pgfId-2465881]Yes
  
           	 (udp).
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2466046][bookmark: 60769][bookmark: 58946]Client Application Functions
 
       [bookmark: pgfId-2466047]You can use the client application functions to modify client application data for hosts in the network map. 
 
       [bookmark: pgfId-2562157]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2562161]AddClientApp
 
       	 [bookmark: pgfId-2562165]DeleteClientApp
 
       	 [bookmark: pgfId-2561440]DeleteClientAppPayload
 
      
 
       
        [bookmark: pgfId-2560804][bookmark: 89381]AddClientApp
 
        function to add client applications to existing hosts in the network map. If the client application name does not already exist in the Cisco database, the system creates a new entry for the client application. 
 
        [bookmark: pgfId-2519292]The client application identity displayed in a host profile is set by the highest priority source. Possible sources have the following priority order: user, scanner and application (set in the system policy), FireSIGHT, then NetFlow. Note that a new higher priority client application identity will not be override a current client application identity if it has less detail than the current identity. 
 
        [bookmark: pgfId-2466066]Use this syntax:
 
       
        [bookmark: pgfId-2531780]AddClientApp, ip_address, app_name, app_type, version
       

        [bookmark: pgfId-2531836]
 
        
         
          
           [bookmark: pgfId-2531787]Table 8 [bookmark: 98765]AddClientApp Fields 
 
          
         
           
           	 [bookmark: pgfId-2531795]Field
  
           	 [bookmark: pgfId-2531797]Description
  
           	 [bookmark: pgfId-2531799]Required
  
           	 [bookmark: pgfId-2531801]Values
  
          
 
           
           	 [bookmark: pgfId-2531803]ip_address
  
           	 [bookmark: pgfId-2531805]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2531807]Yes 
  
           	 [bookmark: pgfId-2531809]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2531811]app_name
  
           	 [bookmark: pgfId-2531813]Indicates the client application name.
  
           	 [bookmark: pgfId-2531815]Yes
  
           	 [bookmark: pgfId-2531817]A string consisting of alphanumeric characters or spaces. 
  [bookmark: pgfId-2531818]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
           
           	 [bookmark: pgfId-2531820]app_type
  
           	 [bookmark: pgfId-2546117]This field is deprecated.
  
           	 [bookmark: pgfId-2546119]No
  
           	 [bookmark: pgfId-2546121]A null value.
  
          
 
           
           	 [bookmark: pgfId-2531829]version
  
           	 [bookmark: pgfId-2531831]Indicates the application version.
  
           	 [bookmark: pgfId-2531833]No
  
           	 [bookmark: pgfId-2531835]A string consisting of alphanumeric characters or spaces.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2531856][bookmark: 89067]DeleteClientApp
 
        function to remove a client application from the specified host.
 
        [bookmark: pgfId-2531859]Use this syntax:
 
       
        [bookmark: pgfId-2531860]DeleteClientApp, ip_address, app_name, app_type, version
       

        [bookmark: pgfId-2531915]
 
        
         
          
           [bookmark: pgfId-2531866]Table 9 DeleteClientApp Fields 
 
          
         
           
           	 [bookmark: pgfId-2531874]Field
  
           	 [bookmark: pgfId-2531876]Description
  
           	 [bookmark: pgfId-2531878]Required
  
           	 [bookmark: pgfId-2531880]Values
  
          
 
           
           	 [bookmark: pgfId-2531882]ip_address
  
           	 [bookmark: pgfId-2531884]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2531886]Yes 
  
           	 [bookmark: pgfId-2531888]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2531890]app_name
  
           	 [bookmark: pgfId-2531892]Indicates the client application name.
  
           	 [bookmark: pgfId-2531894]Yes
  
           	 [bookmark: pgfId-2531896]A string consisting of alphanumeric characters or spaces. 
  [bookmark: pgfId-2531897]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
           
           	 [bookmark: pgfId-2531899]app_type
  
           	 [bookmark: pgfId-2546131]This field is deprecated.
  
           	 [bookmark: pgfId-2546133]No
  
           	 [bookmark: pgfId-2546135]A null value.
  
          
 
           
           	 [bookmark: pgfId-2531908]version
  
           	 [bookmark: pgfId-2531910]Indicates the application version.
  
           	 [bookmark: pgfId-2531912]No
  
           	 [bookmark: pgfId-2531914]A string consisting of alphanumeric characters or spaces.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2531838][bookmark: 14357]DeleteClientAppPayload
 
        function to remove a web application from the specified host.
 
        [bookmark: pgfId-2466164]Use this syntax:
 
       
        [bookmark: pgfId-2484230]DeleteClientAppPayload, ip_address, app_name, app_type, version, payload_type, payload_id
       

        [bookmark: pgfId-2466257]
 
        
         
          
           [bookmark: pgfId-2466168]Table 10 DeleteClientAppPayload Fields 
 
          
         
           
           	 [bookmark: pgfId-2466176]Field
  
           	 [bookmark: pgfId-2466178]Description
  
           	 [bookmark: pgfId-2466180]Required
  
           	 [bookmark: pgfId-2466182]Values
  
          
 
           
           	 [bookmark: pgfId-2483032]ip_address
  
           	 [bookmark: pgfId-2483034]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2483036]Yes 
  
           	 [bookmark: pgfId-2483038]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2466226]app_name
  
           	 [bookmark: pgfId-2466228]Indicates the client application name.
  
           	 [bookmark: pgfId-2466230]Yes
  
           	 [bookmark: pgfId-2540964]A string consisting of alphanumeric characters or spaces. 
  [bookmark: pgfId-2466233]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing client application ID. If it does not, a new ID is created. 
  
          
 
           
           	 [bookmark: pgfId-2466238]app_type
  
           	 [bookmark: pgfId-2546145]This field is deprecated.
  
           	 [bookmark: pgfId-2546147]No
  
           	 [bookmark: pgfId-2546149]A null value.
  
          
 
           
           	 [bookmark: pgfId-2466250]version
  
           	 [bookmark: pgfId-2466252]Indicates the application version.
  
           	 [bookmark: pgfId-2466254]No
  
           	 [bookmark: pgfId-2466256]A string consisting of alphanumeric characters or spaces.
  
          
 
           
           	 [bookmark: pgfId-2532091]payload_type
  
           	 [bookmark: pgfId-2532093]Indicates the web application category.
  
           	 [bookmark: pgfId-2532095]Yes
  
           	 . 
  [bookmark: pgfId-2532097]For existing applications, corresponds to ID values in the database. The system looks up the type to see if it matches an existing web application type. If it does not, a new type is created. 
  
          
 
           
           	 [bookmark: pgfId-2532083]payload_id
  
           	 [bookmark: pgfId-2532085]Indicates the web application name.
  
           	 [bookmark: pgfId-2532087]Yes
  
           	 [bookmark: pgfId-2540952]A string consisting of alphanumeric characters or spaces. 
  [bookmark: pgfId-2532089]For existing applications, corresponds to ID values in the database. The system looks up the ID to see if it matches an existing web application ID. If it does not, a new ID is created. 
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2466259][bookmark: 21852]Protocol Functions
 
       [bookmark: pgfId-2466260]You can use the protocol functions to update protocol information for hosts in the network map.
 
       [bookmark: pgfId-2562134]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2562138]DeleteProtocol
 
       	 [bookmark: pgfId-2562142]AddProtocol
 
      
 
       
        [bookmark: pgfId-2560780][bookmark: 43581]DeleteProtocol
 
        function to remove a protocol from the specified IP or MAC host. 
 
        [bookmark: pgfId-2484452]Use this syntax:
 
       
        [bookmark: pgfId-2484453]DeleteProtocol, ip_address, mac_address, proto, type
       

        [bookmark: pgfId-2484503]
 
        
         
          
           [bookmark: pgfId-2484456]Table 11 DeleteProtocol Fields 
 
          
         
           
           	 [bookmark: pgfId-2484464]Field
  
           	 [bookmark: pgfId-2484466]Description
  
           	 [bookmark: pgfId-2484468]Required
  
           	 [bookmark: pgfId-2484470]Values
  
          
 
           
           	 [bookmark: pgfId-2484472]ip_address
  
           	 [bookmark: pgfId-2484474]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2484476]Yes (unless MAC addresses are provided)
  
           	 [bookmark: pgfId-2484478]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2484480]mac_address
  
           	 [bookmark: pgfId-2484482]Indicates the list of MAC addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2484484]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2484486]A list of MAC address strings, with or without separating colons.
  
          
 
           
           	 [bookmark: pgfId-2484488]proto
  
           	 [bookmark: pgfId-2484490]Indicates the identification string or name of the protocol to be deleted.
  
           	 [bookmark: pgfId-2484492]Yes
  
           	 ”), see Network Protocol Values.
  
          
 
           
           	 [bookmark: pgfId-2484496]type
  
           	 [bookmark: pgfId-2484498]Indicates the type of protocol to be deleted. 
  
           	 [bookmark: pgfId-2484500]Yes
  
           	 
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2484505][bookmark: 87209]AddProtocol
 
        file on your Defense Center or a network protocol name from Network Protocol Values.
 
       [bookmark: pgfId-2466369]Note: You cannot add transport protocols to MAC-only hosts.
       
 
        [bookmark: pgfId-2466370]Use this syntax:
 
       
        [bookmark: pgfId-2466371]AddProtocol, ip_address, mac_address, proto, type
       

        [bookmark: pgfId-2466457]
 
        
         
          
           [bookmark: pgfId-2483270]Table 12 [bookmark: 35787]AddProtocol Fields 
 
          
         
           
           	 [bookmark: pgfId-2483278]Field
  
           	 [bookmark: pgfId-2483280]Description
  
           	 [bookmark: pgfId-2483282]Required
  
           	 [bookmark: pgfId-2483284]Values
  
          
 
           
           	 [bookmark: pgfId-2483421]ip_address
  
           	 [bookmark: pgfId-2483423]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2483425]Yes (unless MAC addresses are provided)
  
           	 [bookmark: pgfId-2483427]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2483429]mac_address
  
           	 [bookmark: pgfId-2483431]Indicates the list of MAC addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2483433]Yes (unless IP addresses are provided)
  
           	 [bookmark: pgfId-2483435]A list of MAC address strings, with or without separating colons.
  
          
 
           
           	 [bookmark: pgfId-2483313]proto
  
           	 [bookmark: pgfId-2483315]Indicates the identification string or name of the protocol to be added.
  
           	 [bookmark: pgfId-2483317]Yes
  
           	 ”), see Network Protocol Values.
  
          
 
           
           	 [bookmark: pgfId-2483321]type
  
           	 [bookmark: pgfId-2483323]Indicates the type of protocol to be added. 
  
           	 [bookmark: pgfId-2483325]Yes
  
           	 
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2466459][bookmark: 82524]Package Fix Functions
 
       [bookmark: pgfId-2466460]You can use the Package Fix functions to apply or remove fixes for hosts in your network map.
 
       [bookmark: pgfId-2562111]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2562115]AddFix
 
       	 [bookmark: pgfId-2562119]RemoveFix
 
      
 
       
        [bookmark: pgfId-2560760][bookmark: 27582]AddFix
 
        function to map a fix to a specified host or server. You can map a fix using a fix ID from the Cisco vulnerability database (VDB), or using a third-party fix that you map to a fix in the VDB using the Defense Center web interface.
 
        [bookmark: pgfId-2466480]When you apply a fix to a host or server, the vulnerability mappings for the system are adjusted and the fixed vulnerabilities are marked as Invalid in the web interface and are not used for impact assessment. However, note that if the applied fix is not applicable to the OS or server identity the fix has no effect. 
 
        [bookmark: pgfId-2484547]Use the following syntax:
 
       
        [bookmark: pgfId-2484548]AddFix, ip_address, port, proto, fix_id
       

        [bookmark: pgfId-2484604]
 
        
         
          
           [bookmark: pgfId-2583294]Table 13 AddFix Fields 
 
          
         
           
           	 [bookmark: pgfId-2583302]Field
  
           	 [bookmark: pgfId-2583304]Description
  
           	 [bookmark: pgfId-2583306]Required
  
           	 [bookmark: pgfId-2583308]Values
  
          
 
           
           	 [bookmark: pgfId-2583310]ip_address
  
           	 [bookmark: pgfId-2583312]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2583314]Yes (unless MAC addresses are provided)
  
           	 [bookmark: pgfId-2583316]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2583318]port
  
           	 field, identifies the server affected by the fix on the host where the import occurs.
  
           	 [bookmark: pgfId-2583322]Yes, if the fix applies to a server
  
           	 [bookmark: pgfId-2583324]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2583326]proto
  
           	 field, identifies the server affected by the fix on the host where the import occurs.
  
           	 [bookmark: pgfId-2583330]No
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2583334]fix_id
  
           	 [bookmark: pgfId-2583336]Indicates the identification string for the fix.
  
           	 [bookmark: pgfId-2583338]Yes
  
           	 function. For more information, see Setting a Third-Party Product Map.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2466583][bookmark: 89765]RemoveFix
 
        function to remove a fix mapping from the specified host or server. When you remove a fix, vulnerability mappings are updated accordingly. 
 
        [bookmark: pgfId-2466586]Use this syntax:
 
       
        [bookmark: pgfId-2466587]RemoveFix, ip_address, port, proto, fix_id
       

        [bookmark: pgfId-2466686]
 
        
         
          
           [bookmark: pgfId-2583230]Table 14 RemoveFix Fields 
 
          
         
           
           	 [bookmark: pgfId-2583238]Field
  
           	 [bookmark: pgfId-2583240]Description
  
           	 [bookmark: pgfId-2583242]Required
  
           	 [bookmark: pgfId-2583244]Values
  
          
 
           
           	 [bookmark: pgfId-2583246]ip_address
  
           	 [bookmark: pgfId-2583248]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2583250]Yes (unless MAC addresses are provided)
  
           	 [bookmark: pgfId-2583252]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2583254]port
  
           	 field, identifies the server affected by the fix on the host where the import occurs.
  
           	 [bookmark: pgfId-2583258]Yes, if the fix applies to a server
  
           	 [bookmark: pgfId-2583260]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2583262]proto
  
           	 field, identifies the server affected by the fix on the host where the import occurs.
  
           	 [bookmark: pgfId-2583266]No
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2583270]fix
  
           	 [bookmark: pgfId-2583272]Indicates the identification string for the fix.
  
           	 [bookmark: pgfId-2583274]Yes
  
           	 function. For more information, see Setting a Third-Party Product Map.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2466688][bookmark: 72960]Host Attribute Functions
 
       [bookmark: pgfId-2562047]You can use the host input import tool to set attribute values for hosts in your network map. For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2562051]AddHostAttribute
 
       	 [bookmark: pgfId-2562055]DeleteHostAttribute
 
       	 [bookmark: pgfId-2561414]SetAttributeValue
 
       	 [bookmark: pgfId-2561396]DeleteAttributeValue
 
      
 
       
        [bookmark: pgfId-2561378][bookmark: 94899]AddHostAttribute
 
        function to add text or URL attributes. Note that adding a host attribute does not add a value for the attribute. For more information on setting an attribute value, see SetAttributeValue, below.
 
        [bookmark: pgfId-2512867]Use this syntax:
 
       
        [bookmark: pgfId-2512868]AddHostAttribute, attributename, attributetype
       

        ).
 
      
 
       
        [bookmark: pgfId-2517093][bookmark: 23273]DeleteHostAttribute
 
        function to delete attributes.
 
        [bookmark: pgfId-2517685]Use this syntax:
 
       
        [bookmark: pgfId-2517686]DeleteHostAttribute, attributename
       

        is the name of the attribute. (Valid names consist of alphanumeric characters and spaces.)
 
      
 
       
        [bookmark: pgfId-2512805][bookmark: 56543]SetAttributeValue
 
        as the attribute id.
 
        [bookmark: pgfId-2466705]Use this syntax:
 
       
        [bookmark: pgfId-2466706]SetAttributeValue, ip_address, attribute, value
       

        [bookmark: pgfId-2466782]
 
        
         
          
           [bookmark: pgfId-2583183]Table 15 SetAttributeValue Fields 
 
          
         
           
           	 [bookmark: pgfId-2583191]Field
  
           	 [bookmark: pgfId-2583193]Description
  
           	 [bookmark: pgfId-2583195]Required
  
           	 [bookmark: pgfId-2583197]Values
  
          
 
           
           	 [bookmark: pgfId-2583199]ip_address
  
           	 [bookmark: pgfId-2583201]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2583203]Yes
  
           	 [bookmark: pgfId-2583205]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2583207]attribute
  
           	 [bookmark: pgfId-2583209]Indicates the host attribute name.
  
           	 [bookmark: pgfId-2583211]Yes
  
           	 [bookmark: pgfId-2583213]Valid attribute names consisting of alphanumeric characters or spaces. 
  
          
 
           
           	 [bookmark: pgfId-2583215]value
  
           	 [bookmark: pgfId-2583217]Indicates the host attribute value.
  
           	 [bookmark: pgfId-2583219]Yes
  
           	 [bookmark: pgfId-2583221]Valid attribute values for the named attribute, consisting of alphanumeric characters or spaces. If a value is passed in for a list attribute, the value must be an existing named value for the list attribute.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2466784][bookmark: 96058]DeleteAttributeValue
 
        function to remove an attribute value for a host. 
 
        [bookmark: pgfId-2466786]Use this syntax:
 
       
        [bookmark: pgfId-2466787]DeleteAttributeValue, ip_address, attribute, value
       

        [bookmark: pgfId-2466864]
 
        
         
          
           [bookmark: pgfId-2466791]Table 16 [bookmark: 30357]DeleteAttributeValue Fields 
 
          
         
           
           	 [bookmark: pgfId-2466799]Field
  
           	 [bookmark: pgfId-2466801]Description
  
           	 [bookmark: pgfId-2466803]Required
  
           	 [bookmark: pgfId-2466805]Values
  
          
 
           
           	 [bookmark: pgfId-2483682]ip_address
  
           	 [bookmark: pgfId-2483684]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2483686]Yes
  
           	 [bookmark: pgfId-2483688]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2466849]id
  
           	 [bookmark: pgfId-2466851]Indicates the host attribute name.
  
           	 [bookmark: pgfId-2466853]Yes
  
           	 [bookmark: pgfId-2466855]Valid attribute names consisting of alphanumeric characters or spaces. 
  
          
 
           
           	 [bookmark: pgfId-2466857]value
  
           	 [bookmark: pgfId-2466859]Indicates the host attribute value.
  
           	 [bookmark: pgfId-2466861]Yes
  
           	 [bookmark: pgfId-2466863]Valid attribute values for the named attribute, consisting of alphanumeric characters or spaces. If a value is passed in for a list attribute, the value must be an existing named value for the list attribute.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2466944][bookmark: 29507][bookmark: 31343]Vulnerabilities Functions
 
       [bookmark: pgfId-2466945]You can use the vulnerabilities functions to update the status of vulnerabilities on a host. 
 
       [bookmark: pgfId-2562033]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-2562037]SetInvalidVulns
 
       	 [bookmark: pgfId-2562041]SetValidVulns
 
      
 
       
        [bookmark: pgfId-2560744][bookmark: 93449]SetInvalidVulns
 
        function to deactivate vulnerabilities on a host or set of hosts. For the function call to be effective, the vulnerability must exist on the host and be set to valid.
 
        [bookmark: pgfId-2485040]Use this syntax:
 
       
        [bookmark: pgfId-2485041]SetInvalidVulns, ip_address, port, proto, type, vuln_id
       

        [bookmark: pgfId-2485094]
 
        
         
          
           [bookmark: pgfId-2485045]Table 17 [bookmark: 31781]SetInvalidVulns Fields 
 
          
         
           
           	 [bookmark: pgfId-2485053]Field
  
           	 [bookmark: pgfId-2485055]Description
  
           	 [bookmark: pgfId-2485057]Required
  
           	 [bookmark: pgfId-2485059]Values
  
          
 
           
           	 [bookmark: pgfId-2485061]ip_address
  
           	 [bookmark: pgfId-2485063]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2485065]Yes (unless MAC addresses are provided)
  
           	 [bookmark: pgfId-2485067]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2485593]port
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2485597]Yes, if the fix applies to a server
  
           	 [bookmark: pgfId-2485599]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2485601]proto
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2485605]Yes, if the fix applies to a server
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2485609]vuln_id
  
           	 [bookmark: pgfId-2485611]Indicates the vulnerability ID for the vulnerability. 
  
           	 [bookmark: pgfId-2485613]Yes
  
           	 [bookmark: pgfId-2485618]Valid Cisco vulnerability IDs, or mapped third-party vulnerability IDs.
  field. For more information, see Creating a Third-Party Vulnerability Map.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2467048][bookmark: 21327]SetValidVulns
 
        function to activate vulnerabilities on a host or set of hosts. Once you set a vulnerability as Valid for a host, Defense Center assigns a red impact to the event if the SID in the event is mapped to the valid vulnerability. For the function call to be effective, the vulnerability must exist on the host and be set to invalid.
 
        [bookmark: pgfId-2467053]Use this syntax:
 
       
        [bookmark: pgfId-2467054]SetValidVulns, ip_address, port, proto, type, vuln_id
       

        [bookmark: pgfId-2467140]
 
        
         
          
           [bookmark: pgfId-2467057]Table 18 SetValidVulns Fields 
 
          
         
           
           	 [bookmark: pgfId-2467065]Field
  
           	 [bookmark: pgfId-2467067]Description
  
           	 [bookmark: pgfId-2467069]Required
  
           	 [bookmark: pgfId-2467071]Values
  
          
 
           
           	 [bookmark: pgfId-2483774]ip_address
  
           	 [bookmark: pgfId-2483776]Indicates the string containing the IP address or addresses for the affected host or hosts.
  
           	 [bookmark: pgfId-2483778]Yes
  
           	 [bookmark: pgfId-2483780]A comma-separated list of IP addresses, CIDR blocks, and ranges of IP addresses.
  
          
 
           
           	 [bookmark: pgfId-2485172]port
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2485176]Yes, if the fix applies to a server
  
           	 [bookmark: pgfId-2485285]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2485180]proto
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2485184]Yes, if the fix applies to a server
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2467115]vuln_id
  
           	 [bookmark: pgfId-2485351]Indicates the vulnerability ID for the vulnerability. 
  
           	 [bookmark: pgfId-2467119]Yes
  
           	 [bookmark: pgfId-2485301]Valid Cisco vulnerability IDs, or mapped third-party vulnerability IDs.
  field. For more information, see Creating a Third-Party Vulnerability Map.
  
          
 
         
        
 
       
 
      
 
     
 
      
       [bookmark: pgfId-2505577][bookmark: 88371]Scan Result Functions
 
       [bookmark: pgfId-2507073]You can use the host input import tool to add scan results to your Defense Center and to flush the added results to the database. When adding a scan result you can map third-party vulnerabilities in the results to CVE or BugTraq vulnerabilities. 
 
       [bookmark: pgfId-2562022]See the following sections for more information:
 
       
       	 [bookmark: pgfId-2562026]AddScanResult Function
 
       	 [bookmark: pgfId-2562030]ScanFlush Function
 
       	 [bookmark: pgfId-2561362]ScanUpdate Function
 
       	 [bookmark: pgfId-2561344]DeleteScanResult Function
 
      
 
       
        [bookmark: pgfId-2560732][bookmark: 15898]AddScanResult Function
 
        function to add scan results from a third-party vulnerability scanner and map each vulnerability to a BugTraq or CVE ID. If you import scan results using this function, be sure to edit the source definition for the input source in your network discovery policy to set the identity source type to Scanner.
 
        [bookmark: pgfId-2505580]Use this syntax:
 
       
        [bookmark: pgfId-2505581]AddScanResult, ipaddr, 'scanner_id', vuln_id, port, protocol, 'name', 'description', cve_ids, bugtraq_ids
       

       [bookmark: pgfId-2512260]Note: How results are added depends on whether you use the ScanUpdate or ScanFlush function. For more information, refer to 
       ScanFlush Function and 
       ScanUpdate Function.
       
 
        [bookmark: pgfId-2505649]
 
        
         
          
           [bookmark: pgfId-2571458]Table 19 AddScanResult Fields 
 
          
         
           
           	 [bookmark: pgfId-2571466]Field
  
           	 [bookmark: pgfId-2571468]Description
  
           	 [bookmark: pgfId-2571470]Required
  
           	 [bookmark: pgfId-2571472]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2571474]ipaddr
  
           	 [bookmark: pgfId-2571476]Indicates the IP address of the scanned host or hosts. 
  
           	 [bookmark: pgfId-2571478]Yes
  
           	 [bookmark: pgfId-2571480]A single IP address.
  
          
 
           
           	 [bookmark: pgfId-2571482]scanner_id
  
           	 [bookmark: pgfId-2571484]Indicates the scanner ID for the scanner that obtained the scan results.
  
           	 [bookmark: pgfId-2571486]Yes
  
           	 
  is a string indicating the name of the scanner that is the source of the vulnerability data you add.
  [bookmark: pgfId-2571490]To add scan results from a previously used scanner, indicate the specific scanner name listed in system policies on the Defense Center where you added the results. 
  .
  
          
 
           
           	 [bookmark: pgfId-2571499]vuln_id
  
           	 [bookmark: pgfId-2571501]Indicates the vulnerability ID for the vulnerability. 
  
           	 [bookmark: pgfId-2571503]Yes
  
           	 [bookmark: pgfId-2571508]Valid Cisco vulnerability IDs, or mapped third-party vulnerability IDs.
  [bookmark: pgfId-2571509]If this field, port, protocol, bugtraq_ids, and cve_ids are empty, this is a generic scan result.
  
          
 
           
           	 [bookmark: pgfId-2571511]port
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2571515]Yes, if the vulnerability applies to a server
  
           	 [bookmark: pgfId-2571517]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2571519]proto
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2571523]Yes, if the vulnerability applies to a server
  
           	 (udp).
  
          
 
           
           	 [bookmark: pgfId-2571527]name
  
           	 [bookmark: pgfId-2571529]The name of the vulnerability being imported.
  
           	 [bookmark: pgfId-2571531]No
  
           	 [bookmark: pgfId-2571533]A string enclosed in single quotes; for example:
  
  
          
 
           
           	 [bookmark: pgfId-2571536]description
  
           	 [bookmark: pgfId-2571538]The description of the vulnerability being imported.
  
           	 [bookmark: pgfId-2571540]No
  
           	 [bookmark: pgfId-2571542]A string enclosed in single quotes; for example:
  
  
          
 
           
           	 [bookmark: pgfId-2571545]cve_ids
  
           	 [bookmark: pgfId-2571547]Space-separated list of CVE vulnerability IDs
  
           	 [bookmark: pgfId-2571549]No
  
           	 . 
  [bookmark: pgfId-2571552]If this field, port, protocol, vuln_id, and bugtraq_ids are empty, this is a generic scan result.
  
          
 
           
           	 [bookmark: pgfId-2571554]bugtraq_ids
  
           	 [bookmark: pgfId-2571556]Space-separated list of BugTraq vulnerability IDs
  
           	 [bookmark: pgfId-2571558]No
  
           	 . 
  [bookmark: pgfId-2571561]If this field, port, protocol, vuln_id, and cve_ids are empty, this is a generic scan result.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-2512527][bookmark: 10968]ScanFlush Function
 
        commands to run on the Defense Center so the scan results upload to the database. 
 
        function does not require any arguments, and can be used at whatever point in the import file that you want to upload data to the database.
 
        function, any existing scan results are removed from the host and only the new results are added.
 
      
 
       
        [bookmark: pgfId-2512163][bookmark: 60434]ScanUpdate Function
 
        commands to run on the Defense Center so the scan results upload to the database. 
 
        function does not require any arguments, and can be used at whatever point in the import file that you want to upload data to the database.
 
        function, the existing scan results are not removed from the host. The new scan results are merged with the existing scan results. 
 
        function, the specific results are deleted.
 
        automatically occurs when an import finishes even if it is not explicitly included in the import file, because the client connection closes.
 
      
 
       
        [bookmark: pgfId-2513355][bookmark: 35700]DeleteScanResult Function
 
        function to remove specific scan results from a specific host.
 
        [bookmark: pgfId-2517029]If you supply values for the optional parameters, this restricts results to those matching the parameters. If you do not supply values for the optional parameters, all results on the specified IP address are deleted.
 
        [bookmark: pgfId-2513391]Use this syntax:
 
       
        [bookmark: pgfId-2515735]DeleteScanResult, ipaddr, 'scanner_id', vuln_id, port, protocol
       

        [bookmark: pgfId-2515895]
 
        
         
          
           [bookmark: pgfId-2515794]Table 20 DeleteScanResult Fields 
 
          
         
           
           	 [bookmark: pgfId-2515802]Field
  
           	 [bookmark: pgfId-2515804]Description
  
           	 [bookmark: pgfId-2515806]Required
  
           	 [bookmark: pgfId-2515808]Allowed Values
  
          
 
           
           	 [bookmark: pgfId-2515810]ipaddr
  
           	 [bookmark: pgfId-2515812]Indicates the IP address of the scanned host or hosts. 
  
           	 [bookmark: pgfId-2515814]Yes
  
           	 [bookmark: pgfId-2515816]A single IP address.
  
          
 
           
           	 [bookmark: pgfId-2515818]scanner_id
  
           	 [bookmark: pgfId-2515820]Indicates the scanner ID for the scanner that obtained the scan results.
  
           	 [bookmark: pgfId-2515822]No
  
           	 
  is a string indicating the name of the scanner that is the source of the vulnerability data you add.
  [bookmark: pgfId-2515826]To add scan results from a previously used scanner, indicate the specific scanner name listed in system policies on the Defense Center where you added the results. 
  .
  
          
 
           
           	 [bookmark: pgfId-2515835]vuln_id
  
           	 [bookmark: pgfId-2515837]Indicates the vulnerability ID for the vulnerability. 
  
           	 [bookmark: pgfId-2515839]No
  
           	 [bookmark: pgfId-2515844]A valid third-party vulnerability ID.
  
          
 
           
           	 [bookmark: pgfId-2515846]port
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2515850]No
  
           	 [bookmark: pgfId-2515852]Integers in the range of 1-65535.
  
          
 
           
           	 [bookmark: pgfId-2515854]proto
  
           	 field, identifies the server affected by the vulnerability on the host where the import occurs.
  
           	 [bookmark: pgfId-2515858]No
  
           	 (udp).
  
          
 
         
        
 
       
 
      
 
     
 
    
 
     
      [bookmark: pgfId-2515738][bookmark: 67763]Example Host Input Import File
 
      [bookmark: pgfId-2514508]The following sections illustrate how you might construct an import file to import data using the host input import tool. 
 
      [bookmark: pgfId-2562003]The following sections, in sequential order, show each portion of the file:
 
      
      	 [bookmark: pgfId-2562007]Example: Setting the Source ID and Product Map
 
      	 [bookmark: pgfId-2562011]Example: Adding a Host
 
      	 [bookmark: pgfId-2561322]Example: Adding a Protocol to the Host
 
      	 [bookmark: pgfId-2561300]Example: Adding a Server to the Host
 
      	 [bookmark: pgfId-2561270]Example: Setting the Operating System
 
      	 [bookmark: pgfId-2561238]Example: Adding a Third-Party Vulnerability
 
      	 [bookmark: pgfId-2561204]Example: Setting the Host Criticality
 
      	 [bookmark: pgfId-2561170]Example: Add Scan Results
 
      	 [bookmark: pgfId-2561132]Example: Running Commands on the Defense Center
 
      	 [bookmark: pgfId-2561094]Example: Adding a Client Application to the Host
 
      	 [bookmark: pgfId-2561056]Example: Adding a MAC-Only Host
 
      	 [bookmark: pgfId-2561021]Entire Example File
 
     
 
      
       [bookmark: pgfId-2560694][bookmark: 67611]Example: Setting the Source ID and Product Map
 
       [bookmark: pgfId-2485808][bookmark: marker-2495186]The example script starts with calls to set the name of the source application and the product map to be used in the import: 
 
      
       [bookmark: pgfId-2485900]# Set the current SOURCE_ID and Product Map to "Asset Management App"
      

      
       [bookmark: pgfId-2485901]#
      

      
       [bookmark: pgfId-2485902]SetSource, Asset Management App
      

      
       [bookmark: pgfId-2485903]SetMap, Asset Management App
      

       .
 
       [bookmark: pgfId-2474032]Note that the product map called “Asset Management App” referenced by the SetMap command was created using the Defense Center web interface:
 
       [bookmark: pgfId-2474039]
 
       
       [image: ] 
      
 
       [bookmark: pgfId-2474429]Because the third-party product map is the Asset Management App map set, the system maps any third-party operating or server names used in the commands contained in the import file to Cisco definitions using product maps or fix maps defined in that map set, as illustrated in Example: Setting the Operating System. 
 
     
 
      
       [bookmark: pgfId-2474197][bookmark: 79091]Example: Adding a Host
 
       function: 
 
      
       [bookmark: pgfId-2474764]# Add an IP host with no Primary MAC
      

      
       [bookmark: pgfId-2474765]#
      

      
       [bookmark: pgfId-2474766]AddHost,1.2.3.4
      

       and no primary MAC address is set for the host. 
 
     
 
      
       [bookmark: pgfId-2474793][bookmark: 20644]Example: Adding a Protocol to the Host
 
       host:
 
      
       [bookmark: pgfId-2474811]# Add the ospf protocol to the host
      

      
       [bookmark: pgfId-2474812]#
      

      
       [bookmark: pgfId-2474815]AddProtocol, 1.2.3.4,,ospf,xport
      

       .
 
     
 
      
       [bookmark: pgfId-2474833][bookmark: 14432]Example: Adding a Server to the Host
 
       host:
 
      
       [bookmark: pgfId-2474868]# Add a server for the host
      

      
       [bookmark: pgfId-2474869]#
      

      
       [bookmark: pgfId-2474870]AddService,1.2.3.4, 22, tcp, ssh, OpenSSH, 4.1
      

       .
 
     
 
      
       [bookmark: pgfId-2474671][bookmark: 20557]Example: Setting the Operating System
 
       to the Cisco product definition for Microsoft Windows 2000 SP3:
 
       [bookmark: pgfId-2474204]
 
       
       [image: ] 
      
 
       [bookmark: pgfId-2474618]The command in the import file is as follows:
 
      
       [bookmark: pgfId-2476838]# Set the OS. Because the Map is set to "Asset Management App" these values resolve to the Windows 2000 SP3 definition
      

      
       [bookmark: pgfId-2474619]#
      

      
       [bookmark: pgfId-2474620]SetOS, 1.2.3.4, Microsoft, Win2k
      

       product map set, the system maps that third-party operating system name to the Cisco Microsoft Windows 2000 SP3 product definition.
 
     
 
      
       [bookmark: pgfId-2475105][bookmark: 21463]Example: Adding a Third-Party Vulnerability
 
       host. This example depends on a third-party vulnerability map set created using the Defense Center web interface:
 
       [bookmark: pgfId-2477589]
 
       
       [image: ] 
      
 
       vulnerability to valid:
 
      
       [bookmark: pgfId-2477479]# Add a third-party vulnerability (from third-party vulnerability map "Other Vulnerabilities Map Set") to the host
      

      
       [bookmark: pgfId-2474943]#
      

      
       [bookmark: pgfId-2474944]SetValidVuln, 1.2.3.4,,, Other Vulnerabilities Map Set, Vuln0003
      

     
 
      
       [bookmark: pgfId-2474945][bookmark: 61827]Example: Setting the Host Criticality
 
       host to High. 
 
      
       [bookmark: pgfId-2474946]# Set the criticality of the host to "High"
      

      
       [bookmark: pgfId-2474947]#
      

      
       [bookmark: pgfId-2474948]SetAttributeValue, 1.2.3.4,criticality,high
      

       . 
 
     
 
      
       [bookmark: pgfId-2509090][bookmark: 87659]Example: Add Scan Results
 
       [bookmark: pgfId-2509130]The next set of commands in the import file uses the AddHost command to add a host and then the AddScanResult command to add data for that host from a third-party scanner. 
 
      
       [bookmark: pgfId-2509048]# Add IP host for scan results to follow
      

      
       [bookmark: pgfId-2509049]#
      

      
       [bookmark: pgfId-2509050]AddHost,1.2.3.5
      

      
       [bookmark: pgfId-2509051]#
      

      
       [bookmark: pgfId-2509052]# Add the scan result from a Qualys scanner to the network map 
      

      
       [bookmark: pgfId-2509053]#
      

      
       [bookmark: pgfId-2509054]AddScanResult,1.2.3.5,"Qualys",82003,,,"ICMP Timestamp Request","ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. Its principal purpose is to provide a protocol layer able to inform gateways of the inter-connectivity and accessibility of other gateways or hosts. ping is a well-known program for determining if a host is up or down. It uses ICMP echo packets. ICMP timestamp packets are used to synchronize clocks between hosts.","cve_ids: CVE-1999-0524","bugtraq_ids:"
      

     
 
      
       [bookmark: pgfId-2508212][bookmark: 21454]Example: Running Commands on the Defense Center
 
       command indicates to the Defense Center that it can run the queued commands above the ScanFlush line.
 
       
 
     
 
      
       [bookmark: pgfId-2475322][bookmark: 13021]Example: Adding a Client Application to the Host
 
       host. 
 
      
       [bookmark: pgfId-2474950]# Add a Client App
      

      
       [bookmark: pgfId-2474951]#
      

      
       [bookmark: pgfId-2474952]AddClientApp, 1.2.3.4, “BMC Remedy”, "Asset Manager", "0.0"
      

       .
 
     
 
      
       [bookmark: pgfId-2475409][bookmark: 35637]Example: Adding a MAC-Only Host
 
       command to add a MAC-only host:
 
      
       [bookmark: pgfId-2474954]# Add a MAC-only host
      

      
       [bookmark: pgfId-2474955]#
      

      
       [bookmark: pgfId-2474956]AddHost,,01:02:03:04:05:06
      

       field is left blank and the MAC address is provided instead.
 
       command at the end of the file, the remaining data from the script is sent to the network map when the import file finishes because the session disconnects.
 
     
 
      
       [bookmark: pgfId-2474660][bookmark: 63459]Entire Example File
 
       [bookmark: pgfId-2478060][bookmark: marker-2495196]The full import file explained in the sections above looks like this: 
 
      
       [bookmark: pgfId-2473713]# Example import file for Host Input Import Tool
      

      
       [bookmark: pgfId-2473714]#
      

      
       [bookmark: pgfId-2473715]# Set the current SOURCE_ID and Product Map to "Asset Management App"
      

      
       [bookmark: pgfId-2473716]#
      

      
       [bookmark: pgfId-2473717]SetSource, Asset Management App
      

      
       [bookmark: pgfId-2473718]SetMap, Asset Management App
      

      
       [bookmark: pgfId-2473719]#
      

      
       [bookmark: pgfId-2473720]# Add an IP host with no Primary MAC
      

      
       [bookmark: pgfId-2473721]#
      

      
       [bookmark: pgfId-2473722]AddHost,1.2.3.4
      

      
       [bookmark: pgfId-2473723]#
      

      
       [bookmark: pgfId-2476562]# Add the ospf protocol to the host
      

      
       [bookmark: pgfId-2476563]#
      

      
       [bookmark: pgfId-2476564]AddProtocol, 1.2.3.4,,ospf,xport
      

      
       [bookmark: pgfId-2473729]#
      

      
       [bookmark: pgfId-2473730]# Add a server for the host
      

      
       [bookmark: pgfId-2473731]#
      

      
       [bookmark: pgfId-2473732]AddService,1.2.3.4, 22, tcp, ssh, OpenSSH, 4.1
      

      
       [bookmark: pgfId-2473733]#
      

      
       [bookmark: pgfId-2474139]# Set the OS. Because the Map is set to "Asset Management App" these values resolve to the Windows 2000 SP3 definition
      

      
       [bookmark: pgfId-2473736]#
      

      
       [bookmark: pgfId-2473737]SetOS, 1.2.3.4, Microsoft, Win2k
      

      
       [bookmark: pgfId-2530938]#
      

      
       [bookmark: pgfId-2530978]# Add a third-party vulnerability (from third-party map "Other Vulnerabilities Set") to the host
      

      
       [bookmark: pgfId-2473740]#
      

      
       [bookmark: pgfId-2473741]SetValidVuln, 1.2.3.4,,, Other Vulnerabilities Set, Vuln0003
      

      
       [bookmark: pgfId-2473742]#
      

      
       [bookmark: pgfId-2473743]# Set the criticality of the host to "High"
      

      
       [bookmark: pgfId-2473744]#
      

      
       [bookmark: pgfId-2473745]SetAttributeValue, 1.2.3.4,criticality,high
      

      
       [bookmark: pgfId-2508605]#
      

      
       [bookmark: pgfId-2508996]# Add IP host for scan results to follow
      

      
       [bookmark: pgfId-2508997]#
      

      
       [bookmark: pgfId-2508998]AddHost,1.2.3.5
      

      
       [bookmark: pgfId-2508999]#
      

      
       [bookmark: pgfId-2508695]# Add the scan result from a Qualys scanner to the network map 
      

      
       [bookmark: pgfId-2508956]#
      

      
       [bookmark: pgfId-2508818]AddScanResult,1.2.3.5,"Qualys",82003,,,"ICMP Timestamp Request","ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. Its principal purpose is to provide a protocol layer able to inform gateways of the inter-connectivity and accessibility of other gateways or hosts. ping is a well-known program for determining if a host is up or down. It uses ICMP echo packets. ICMP timestamp packets are used to synchronize clocks between hosts.","cve_ids: CVE-1999-0524","bugtraq_ids:"
      

      
       [bookmark: pgfId-2508743]#
      

      
       [bookmark: pgfId-2508589]#Send the commands above to the host input service for processing
      

      
       [bookmark: pgfId-2508771]#
      

      
       [bookmark: pgfId-2508517]ScanFlush
      

      
       [bookmark: pgfId-2508570]#
      

      
       [bookmark: pgfId-2508501]# Add a Client App
      

      
       [bookmark: pgfId-2473748]#
      

      
       [bookmark: pgfId-2473749]AddClientApp, 1.2.3.4, "BMC Remedy", "Asset Manager", "0.0"
      

      
       [bookmark: pgfId-2473750]#
      

      
       [bookmark: pgfId-2473751]# Add a MAC only host
      

      
       [bookmark: pgfId-2473752]#
      

      
       [bookmark: pgfId-2473753]AddHost,,01:02:03:04:05:06
      

     
 
    
 
     
      [bookmark: pgfId-2473686][bookmark: 73201]Testing Your Import on the Defense Center
 
      [bookmark: pgfId-2478193][bookmark: marker-2495197][bookmark: marker-2495198]You can simulate an import with your import file to make sure it behaves as expected. Because many functions allow you to import duplicate data into the network map, you want to avoid running the same import multiple times. Running a test import avoids that problem. Additionally, the system discards any data in the import file that it cannot interpret, so you want to make sure that the import file will import completely. The test reports the results to the screen (or you can redirect them to a file) so you can then correct any problems with the file before you run the actual import. 
 
      script to process an import file from the client. For more information on setting up the reference client, see Setting Up the Host Input Reference Client.
 
      [bookmark: pgfId-2473567]To test an import file:
 
      directory on the Defense Center where you want to run the import.
 
     [bookmark: pgfId-2550340]Caution: You must log in using an account with read/write access to this directory to import a file.
     
 
      privileges.
 
      .
 to the end of the command.
     
 
      [bookmark: pgfId-2478274]The import test runs, printing messages indicating the results of the import simulation to the screen or to the file you specify. 
 
      
 
    
 
     
      [bookmark: pgfId-2473562][bookmark: 65146]Running a Host Input Import
 
      [bookmark: pgfId-2478212][bookmark: marker-2495199][bookmark: marker-2495200][bookmark: marker-2495201]You can run the host input import tool from the command line to process the import file you created.
 
     [bookmark: pgfId-2478971]Caution: The system discards any data in the import file that it cannot interpret. Additionally, if you run the same import multiple times, you may find duplicate data in your network map for some items. To prevent these issues, you may want to test import of your import file before running the actual import. For more information, see 
     Testing Your Import on the Defense Center.
     
 
      script to process an import file from the client. For more information on setting up the reference client, see Running the Host Input Reference Client.
 
      [bookmark: pgfId-2468847]To run an import:
 
      directory on the Defense Center where you want to run the import.
 
     [bookmark: pgfId-2550461]Caution: You must log in using an account with read/write access to this directory in to import a file.
     
 
      account.
 
      .
 to the end of the command.
     
 
      [bookmark: pgfId-2478334]The system adds the imported data to the network map and either displays the result messages on the screen or redirects them to the file you specify. 
 
      
 
      [bookmark: pgfId-2526777]
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-1102615][bookmark: 73337]Configuring Host Input Clients
 
     [bookmark: pgfId-1078068]In addition to accepting host input commands from users on the Defense Center, the Defense Center’s host input service also accepts batch import files from authenticated host input clients on external hosts. You can use a host input client to process import files created for the host input import tool and then send the data to the Defense Center to add the information to your network map.
 
     [bookmark: pgfId-1124180]You can use the provided host input API reference client to process and send CSV data or to test your host input client connection to the Defense Center. 
 
     [bookmark: pgfId-1078049]Perform the following tasks to manage Defense Center and input client interaction:
 
     [bookmark: pgfId-1052231] 1.[image: ] Establish an authenticated connection to the Defense Center.
 
     [bookmark: pgfId-1057868]See Registering the Host Input Client with the Defense Center for information about generating authentication credentials to establish an authenticated connection to the Defense Center.
 
     [bookmark: pgfId-1127757] 2.[image: ] Set up a host input client:
 
     
     	 [bookmark: pgfId-1127758]To use the Cisco-provided host input reference client, set up the reference client on the computer where you plan to run it. For more information, see Using the Host Input Reference Client.
 
    
 
     [bookmark: pgfId-1128924]For information on creating import files (also referred to as command files) that you will use your reference client to process, see Writing Host Input Import Files.
 
     
     	 [bookmark: pgfId-1128971]To use your own custom client, make sure it can locate and process the certificate to connect to the Defense Center. For information, see Registering the Host Input Client with the Defense Center.
 
    
 
     
 
     
      [bookmark: pgfId-1128976][bookmark: 83515]Registering the Host Input Client with the Defense Center
 
      FireSIGHT
 
      [bookmark: pgfId-1135277]Before you can use a host input client, you must register the computer on which the client runs with the Defense Center. The Defense Center then generates an authentication certificate, which you download to your client computer.
 
      [bookmark: pgfId-1130692]To add a host input client:
 
      Admin
 
      
 
      [bookmark: pgfId-1130695]The Host Input Client page appears.
 
      .
 
      [bookmark: pgfId-1130697]The Create Client page appears.
 
      field, enter the host name or IP address of the host running the host input client.
 be able to resolve the host to an IP address. If you have not configured DNS resolution, you should configure it first or use an IP address.
     
 
      field.
 
      .
 
      .
 
      ) next to the certificate file.
 
      [bookmark: pgfId-1130710] 7.[image: ] Save the certificate file to the directory used by your client computer for SSL authentication.
 
      [bookmark: pgfId-1132372]The client can now connect to the Defense Center. 
 ) next to the host you want to remove. Note that you do not need to restart the host input service on the Defense Center; access is revoked immediately.
     
 
      
 
    
 
     
      [bookmark: pgfId-1131365]Connecting the Client to the Defense Center
 
      [bookmark: pgfId-1131459]The host input service on the Defense Center reads a version from the client when the client connects. If the client sends a version newer than the version of the server, the service rejects the connection.
 
      [bookmark: pgfId-1131564]In addition, during the initial exchange, the host input service communicates the maximum allowed data size per transaction to the client. If the client attempts to send a data block bigger than the maximum size, the server closes the connection.
 
    
 
     
      [bookmark: pgfId-1131376][bookmark: 27966]Using the Host Input Reference Client
 
      [bookmark: pgfId-1131366]The reference client provided with the host input SDK is a set of sample client scripts and Perl modules that illustrate how you can use the host input API. You can run them to familiarize yourself with host input import, or you can use them to debug problems with installations of your custom-built client. You can also use one of the scripts to process a host input command file from the client. 
 
      [bookmark: pgfId-1142850]For more information on setting up reference clients, see the following sections:
 
      
      	 [bookmark: pgfId-1142854]Setting Up the Host Input Reference Client
 
      	 [bookmark: pgfId-1142858]Running the Host Input Reference Client
 
     
 
      
       [bookmark: pgfId-1142847][bookmark: 53382]Setting Up the Host Input Reference Client
 
       [bookmark: pgfId-1127802]To use the host input reference client, you must first install the sample scripts and configure your client to fit the script requirements. 
 
       [bookmark: pgfId-1142872]For more information, see the following sections:
 
       
       	 [bookmark: pgfId-1142876]Understanding the Host Input Reference Client
 
       	 [bookmark: pgfId-1142880]Configuring Communications for the Host Input Reference Client
 
       	 [bookmark: pgfId-1142835]Loading General Prerequisites for the Host Input Reference Client
 
       	 [bookmark: pgfId-1142821]Downloading and Unpacking the Host Input Reference Client
 
       	 [bookmark: pgfId-1142807]Creating a Certificate for the Host Input Reference Client
 
      
 
       
        [bookmark: pgfId-1142793][bookmark: 32973]Understanding the Host Input Reference Client
 
        package.
 
        [bookmark: pgfId-1127874]
 
        
         
          
           [bookmark: pgfId-1127844]Table 4-1 [bookmark: 95208]Host Input Reference Client Files 
 
          
         
           
           	 [bookmark: pgfId-1127848]Filename
  
           	 [bookmark: pgfId-1127850]Description
  
          
 
           
           	 [bookmark: pgfId-1127852]SFHIClient.pm
  
           	 [bookmark: pgfId-1127854]This Perl module contains the functions called by the Perl clients.
  
          
 
           
           	 [bookmark: pgfId-1127856]SFPkcs12.pm
  
           	 [bookmark: pgfId-1127858]This Perl module parses the client certificate and allows the client to connect to the Defense Center.
  
          
 
           
           	 [bookmark: pgfId-1127863]ssl_host_input_ api_test.pl
  
           	 [bookmark: pgfId-1127865]You can use this Perl script to import CSV data by specifying the appropriate input plugin and a command file. 
  
          
 
           
           	 [bookmark: pgfId-1127867]InputPlugins/csv.pm
  
           	 [bookmark: pgfId-1127869]You can call this Perl module to run a command file that imports CSV data.
  
          
 
         
        
 
       
 
      
 
       
        [bookmark: pgfId-1132997][bookmark: 44546]Configuring Communications for the Host Input Reference Client
 
        [bookmark: pgfId-1133005]The reference client uses the Secure Sockets Layer (SSL) protocol for data communication. You must install OpenSSL on the computer you plan to use as a client and configure it appropriately for your environment. 
 
        [bookmark: pgfId-1127885]To set up SSL on your client:
 
        .
 
        .
 
        [bookmark: pgfId-1127889] 3.[image: ] Configure the source by running the Configure script.
 
        [bookmark: pgfId-1127890] 4.[image: ] Make and install the compiled source.
 
        
 
      
 
       
        [bookmark: pgfId-1127892][bookmark: 55073]Loading General Prerequisites for the Host Input Reference Client
 
        to do so.
 is required for communication with OpenSSL.
       
 
        [bookmark: pgfId-1127904]You also need to install and configure OpenSSL to support an SSL connection to the Defense Center. For more information, see Configuring Communications for the Host Input Reference Client.
 
        Perl module.
 
      
 
       
        [bookmark: pgfId-1127916][bookmark: 73830]Downloading and Unpacking the Host Input Reference Client
 
        file that contains the host input reference client from the Support site.
 
        [bookmark: pgfId-1127926]Unpack the zip file to a computer running the Linux operating system, where you plan to run the client.
 
      
 
       
        [bookmark: pgfId-1127929][bookmark: 57835][bookmark: 73678]Creating a Certificate for the Host Input Reference Client
 
        FireSIGHT
 
        [bookmark: pgfId-1127939]Before you can use the host input reference client, you need to create a certificate on the Defense Center for the computer where you want to run the client. You then download that file to the client computer.
 
        [bookmark: pgfId-1127941]To create a certificate for the reference client:
 
        Admin
 
        .
 
        [bookmark: pgfId-1127944]The Host Input Client page appears.
 
        .
 
        [bookmark: pgfId-1127946]The Create Client page appears.
 
        field, enter the host name or IP address of the host running the host input reference client.
 
        or the online help for more information about configuring DNS settings.
 
        .
 
        .
 
        ) next to the client hostname to download the certificate file.
 
        [bookmark: pgfId-1127975] 6.[image: ] Save the certificate file to the directory where you put the reference client.
 
        [bookmark: pgfId-1127979]The client can now connect to the Defense Center. You do not need to restart the host input service.
 next to the host you want to remove. Note that you do not need to restart the host input service on the Defense Center; access is revoked immediately.
       
 
        
 
      
 
     
 
      
       [bookmark: pgfId-1127985][bookmark: 51579]Running the Host Input Reference Client
 
       [bookmark: pgfId-1127996]The Host Input Perl reference client scripts are designed for use on an operating system with the Linux kernel but should work on any POSIX-based operating system, as long as the client machine meets the prerequisites defined in Setting Up the Host Input Reference Client.
 
       [bookmark: pgfId-1128018]You can use the reference client to import CSV data from a remote client to the network map on a Defense Center. 
 
       script:
 
      
       [bookmark: pgfId-1128026] ./ssl_host_input_api_test.pl csv CSVCommandFile Defense CenterIPAddress
      

       to a Defense Center with an IP address of 10.10.0.4:
 
      
       [bookmark: pgfId-1128031]./ssl_host_input_api_test.pl csv csv_file.txt 10.10.0.4
      

       [bookmark: pgfId-1137961]
 
     
 
    
 
   
 
  
 
  
   
   
   
    
     [bookmark: pgfId-3404427][bookmark: 95257]Network Protocol Values
 
     functions, you can add protocols to or remove protocols from hosts. The following table details the available network protocol values.
 
     [bookmark: pgfId-3405784]
 
     
      
       
        [bookmark: pgfId-3405801]Table A-1 [bookmark: 91210]Network Protocol Values
 
       
      
        
        	 [bookmark: pgfId-3405805]Value
  
        	 [bookmark: pgfId-3405807]Description
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405811]Internet Protocol version 4
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405815]Address Resolution Protocol
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405819]Bridge Protocol Data Unit (Spanning Tree Protocol)
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405823]Reverse Address Resolution Protocol
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405827]Internetwork Packet Exchange, older version
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405831]Internet Protocol version 6
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405835]Loopback
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405839]Subnetwork Access Protocol
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405843]Novell NetWare
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405847]Network Basic Input/Output System
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405851]Network Basic Input/Output System response
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405855]Internetwork Packet Exchange
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405859]Intel Advanced Network Services
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405863]Digital Equipment Corporation Maintenance Operations Protocol dump/load assistance
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405867]Digital Equipment Corporation Maintenance Operations Protocol remote console
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405871]Point-to-Point over Ethernet discovery stage
  
       
 
        
        	 
  
        	 [bookmark: pgfId-3405875]Point-to-Point over Ethernet session stage
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      [bookmark: pgfId-998142]Version 5.4
 December 19, 2015
 
      [bookmark: pgfId-998146]THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
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