May 2022

Updates released in May of 2022 to Cisco cloud-based machine learning global threat alerts:

* Enhanced View of Alert Details, on page 1

Enhanced View of Alert Details

We've enhanced the Alert Detail page to now show more information about the Affected Assets. Each affected
asset includes a new Threats section which lists all the threat detections made on that asset, including all the
convicting security events.
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Figure 1:

Affected Assets

Usamarma: dusti. hilton -

IP Addresses 10.201.3.51 [~]
Asset Groups Catch All
Threats From: 2022-03-05 01:00:00 CET  Toc 2022-05-31 06:14:58 CEST Duration: BT days

B Emotet (S0367) ()@ - infection with axfitration capability that targets banking credentiaks

Known malicious hostnames
e ————

Communication with hostnames 20121332 .50 E| #nd F71.55.210.07 3 knosm o be fecicalive of Emotel

B WannaCry (S0366) (1) @ - Disk encrypting malware containg worm- like features to spread itsell using the SMBv1 exploi EternalBhee

Known malicious hastnames

Communication with hostnames www, iugersodp Sifaposdihgosuryfaowraenge® com t- and wwew ivgerfsodp Sfiaposdhhgosurifaswrmergwaa.com |«

known 1o be indicathe of Wannalry

Knvwn malicious hostnamaes from local pasaive DNS inference
[rsaanrm———— .}

Communication to IP addresses 104.16.173.80 @ with local pasaive DNS inferance 1o hostname www. iugerfsodpSifaposdiihgosurilaewrwvengwea.com
and 104,17 244 81 [ wilh local passive DNS inlarence 1o hostnaime wiwns iugerTsodp Sl aposoingosuriil Bewrwenwea com Lﬂ Tha hostnames e known

to be ndicative of Wannaloy

B SMB service discovery (T1018) () (B - Discovery of external SMB servers, e.g. to exploit the ETERNALBLUE vulnerabifity

SME protocol communication

Communication over SMB protocol with more than 5,000 IP addresses, hosted in more than 5,000 autonomous systems and 100 to 250 countries

Excessive communication (T1438) () (i - Uniform communication to many external nodes
Excessive external communication

Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 10 250 countries

» Contéxtual events From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST Dwration: B7 days

< [ s e

At the top of the Threatssection is the total observation period for all the detected threats and their convicting
security events on the particular asset.

Figure 2:

Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duration: 87 days

Each threat detection shows its name, MITRE link, description, and:

* Severity
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Figure 3:

Severity: Critical

@ Emotet (S0367) (1) @ - Infection with exfiltration capability that targets banking credentials

 Observation period

Figure 4:

Observation period

From: 2022-03-18 00:34:38 CET
To: 2022-05-11 04:29:10 CEST

Duration

24 days

@ Emotet (S0367) (U @ - Infection with exfiltration capability that targets banking credentials

« Confidence

Figure 5:

Confidence: High Confidence: Medium

® @

Each threat detection is backed by the security event(s) below it. Many of the events contain rich security
annotations that provide the evidence which led to the creation of the event.
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Figure 6:

@ WannaCry (S0366) (1) @ - Disk encrypting mahware contains worm-like features to spread itself using the SMBv1 exploit EtermnalBlue

Known malickous hostnames

e e T ————————
Communication with hostnames weww.iugerfsodpiifiaposdfihgosurijfacwrwergwf .com |'.- !.nnd wiwrwy. lugqerfsodpSifieposdijhgosuriffaswrwergwea.com [v]
known 1o be Indicative of WannaCry
Enown maliclous hostnames from local passive DNS inference
T e S ST
Communication to IP addresses 104, 16,17 l ]wl'." Iocn passve DNS mberencs 10 hoStndmes wea iud oSS unijf SEwWrae gl CON [vJ
and 104.17.244 81 [+ ] with local passive DNS inference 1o hosiname wwow. iugert Jfaposdihgosuriia ga.com [~ ]. The hostnames are known

to ba indicative of Wannalry

An event annotation may also contain a drop-down menu that enables you to pivot to other Cisco Security
products and pull in additional information and intelligence about the observables.

Figure 7:

Pattarn similar to known malicicus URLS
]
HTTP reguests to URLs hatpo/ fwew

galbilgesayar.com/img/fioga. gif 39=8574 192 [~ |, hitoc/ fulppasy go-gil ¥ 10tae : I_“Wn’.’kdpﬁmr.:mﬂﬂvﬂ.wrlm-! any
£ Mislicios URL - Takas intsliganos

» Thare |s 1 Verdict for this obsanebie

i Lo hsarm mione.

w | with patterm similar to known indicators of Sality

Irvvmestigaie i Threat Rosponss
Creaie Jadgement
ABP for Endpoints

(% Semrch for this URL
SecureX Drchestration

= Perimater Block

Talers irvelhgercs

[ Seanch for this URL

Each security event includes a timeline showing the timing and occurrence of the behavior within the context
of the Threats total observation period.

Figure 8:

Observation period

B Emotet (SO367) () @8 - Infection with exfiltration capability t

Known maliclous hostnames
e s ————..-—

Communication with hostnames 201.213.32.59 [« ] and 77
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The new Contextual events section can be expanded to show more events that could provide additional
context about what was happening on the asset.

Figure 9:

Anoimialiia destination
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