
Installing the Cisco ISA 3000 Industrial Security
Appliance

This chapter describes the equipment and the procedures for successfully installing the Cisco ISA 3000.

• Items Shipped with your Cisco ISA 3000, on page 1
• Additional Items, on page 1
• Ethernet Devices, on page 2
• Installing the Cisco ISA 3000, on page 2

Items Shipped with your Cisco ISA 3000
Unpack the box and verify that all items listed on the invoice were shipped with the Cisco ISA 3000.

The following items are shipped with your device:

• Product Document Of Compliance (PDOC) Part Number 78-100733-01

• Two Power Connectors

• Alarm Connector

Additional Items
The following items are not shipped with the router but are required for installation:

• ESD-preventive cord and wrist strap.

• Wire crimper for chassis grounding.

• Wire for connecting the chassis to an earth ground.

• AWG 14 (2 mm²) or larger wire for NEC-compliant chassis grounding.

• Ethernet cables for connecting devices to the Gigabit Ethernet ports.

• Fiber optic cables and SFP transceivers for connecting to fiber LAN ports.

• Ratcheting torque flathead screwdriver that exerts up to 15 in-lb (1.69 N-m) of pressure.
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• A number-2 Phillips screwdriver.

Ethernet Devices
Identify the Ethernet devices that you will connect to the router: hub, servers, and workstations or PCs. Ensure
that each device has a network interface card (NIC) for connecting to Ethernet ports.

If you plan to configure the software through the console port, provide an ASCII terminal or a PC that is
running terminal emulation software to connect to the console port.

Installing the Cisco ISA 3000
This section describes how to install the Cisco ISA 3000. This device can be installed on a table top or other
flat horizontal surface mounted on a wall or DIN rail.

Airflow around the device must be unrestricted. To prevent the device from overheating, ensure these minimum
clearances:

Caution

• Top and bottom: 1.0 inches (25 mm)

Exposed side (not connected to the module): 1.0 inches (25 mm)

• Front: 1.0 inches (25 mm)

When installing the device, ensure the temperature surrounding the unit does not exceed 140°F (60°C). When
the device is installed in an industrial enclosure, the temperature within the enclosure is greater than normal
room temperature outside the enclosure.

Other guidelines to consider:

• Cabling is away from sources of electrical noise, such as radios, power lines, and fluorescent lighting
fixtures.

• Connect the unit only to a Class 2 DC power source.

• Contact your Cisco TAC if tighter spacings are required.

This section contains the following topics:

Installing a DIN Rail
You can use either the 7.5-mm or the 15-mm thick DIN rail for the Cisco ISA 3000. Secure the DIN rail to
the mounting surface approximately every 7.8 inches (200 mm) and use end-anchors appropriately.

The device ships with a spring-loaded latch on the rear panel for a mounting on a DIN rail. Refer to the
following figure:
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Figure 1: ISA 3000 Rear Din Mount

Do not stack any equipment on the device.Caution

To attach the Cisco ISA 3000 to a DIN rail, follow these steps.

1. Position the rear panel of the device directly in front of the DIN rail, making sure that the DIN rail fits in
the space between the two hooks near the top of the device and the spring-loaded latch near the bottom.

2. Holding the bottom of the device away from the DIN rail, place the two hooks (1) on the back of the
device over the top of the DIN rail.

3. Push the device toward the DIN rail to cause the spring-loaded latch (2) at the bottom rear of the device
to move down, and snap into place.
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Removing the Device from a DIN Rail
To remove the device from a DIN rail, follow these steps:

1. Ensure that power is removed from the device, and disconnect all cables and connectors from the front
panel of the device.

2. Insert a tool such as a flathead screwdriver in the slot at the bottom of the spring-loaded latch (3) and use
it to release the latch from the DIN rail.

3. Pull the bottom of the device away from the DIN rail, and lift the hooks off the top of the DIN rail.

4. Remove the device from the DIN rail.

Mounting the ISA 3000 in a Rack
The ISA 3000 can bemounted in a 19" cabinet/rack with the optional kit part number STK-RACKMNT-2955.
This kit includes a bracket and mounting screws.

Figure 2: Mounting Bracket

To install the ISA 3000 in a cabinet or rack, perform the following steps:

1. Install the bracket in the cabinet or rack using the 4 front screws included in the kit. Place the screws
through the mounting holes (#1).

2. Attach The device to the DIN rail built into the mounting bracket (#2) in the same manner as described
in Installing a DIN Rail, on page 2.

Installing the Cisco ISA 3000 Ground Connection
The device must be connected to a reliable earth ground. Install the ground wire in accordance with local
electrical safety standards.
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• For NEC-compliant grounding, use size 14 AWG (2 mm2) or larger copper wire and a ring terminal with
an inner diameter of 1/4 in. (5 to 7 mm).

• The ground lug is not supplied with the device. You can use either a single ring terminal or two single
ring terminals.

This equipment needs to be grounded. Use a green and yellow 14 to 16 AWG ground wire to connect the host
to earth ground during normal use. Statement 242

Warning

This equipment must be grounded. Never defeat the ground conductor or operate the equipment in the absence
of a suitably installed ground conductor. Contact the appropriate electrical inspection authority or an electrician
if you are uncertain that suitable grounding is available. Statement 1024

Warning

When installing or replacing the unit, the ground connection must always be made first and disconnected last.
Statement 1046

Warning

To install the ground connection, follow these steps:

Step 1 Use a standard Phillips screwdriver or a ratcheting torque screwdriver with a Phillips head to remove the ground screw
from the front panel of the device. Store the ground screw for later use.

Step 2 Use a wire stripping tool to strip the 14-to-16 AWG grounding wire to 0.22 in. (5.56 mm).
Step 3 Crimp the ground wire to the ring terminal using the wire crimper. See the following figure.

Figure 3: Crimping the Ring Terminal

Step 4 Slide the ground screw through the terminal.
Step 5 Insert the ground screw into the functional ground screw opening on the front panel.
Step 6 Attach the ring terminal to the chassis using the screw set aside in step 1. Use a ratcheting torque screwdriver to tighten

the ground screws and ring terminal to the device front panel to 3.5 in-lb (0.4 N-m). See the following figure.
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Figure 4: Grounding Location

Step 7 Connect the other end of the ground wire to a known reliable earth ground point at your site.
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