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Supported Packages and System Requirements

Feature Set Table

Memory

If you remove the media in which the software image or configuration is stored, the router may become unstable and fail.Caution

Software Compatibility

Determining Installed Packages
To determine the version of Cisco IOS XR Software packages installed on your router, log in to the router and enter the show install
commit summary command

Software Features Introduced in Cisco IOS XR Software Release

Unequal Cost Multipath for Static Routing
In a network where traffic has to be load balanced on two or more links, configuring equal metrics on the links would create Equal
Cost Multipath (ECMP) next hops. Since the bandwidth of the links is not taken into consideration while load balancing, the higher
bandwidth links are underutilized. To avoid this problem, you can configure Unequal Cost Multipath (UCMP), either locally (local
UCMP), or natively (native UCMP) so that the higher bandwidth links carry traffic in proportion to the capacity of the links. UCMP
supports IPv4 and IPv6 static VRF routes.

For more information, see theConfiguring Unequal Cost Multipath for Static Routing: Example section in the http://www.cisco.com/
c/en/us/td/docs/routers/crs/software/crs_r5-2/routing/configuration/guide/b_routing_cg52xcrs.html.

BGP Optimal Route Reflector
BGP-ORR (optimal route reflector) enables virtual route reflector (vRR) to calculate the best path from a route reflector (RR) client's
point of view.

BGP ORR calculates the best path by:

1. Running SPF multiple times in the context of its RR clients or RR clusters (set of RR clients)

2. Saving the result of different SPF runs in separate databases

3. Using these databases to manipulate BGP best path decision and thereby allowing BGP to use and announce best path that is
optimal from the client’s point of view
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Enabling the ORR feature increases the memory footprint of BGP and RIB. With increased number of vRR configured in the
network, ORR adversely impacts convergence for BGP.

Note

In an autonomous system, a BGP route reflector acts as a focal point and advertises routes to its peers (RR clients) along with the
RR's computed best path. Since the best path advertised by the RR is computed from the RR's point of view, the RR's placement
becomes an important deployment consideration.

With network function virtualization (NFV) becoming a dominant technology, service providers (SPs) are hosting virtual RR
functionality in a cloud using servers. A vRR can run on a control plane device and can be placed anywhere in the topology or in a
SP data center. Cisco IOS XRv 9000 Router can be implemented as vRR over a NFV platform in a SP data center. vRR allows SPs
to scale memory and CPU usage of RR deployments significantly. Moving a RR out of its optimal placement requires vRRs to
implement ORR functionality that calculates the best path from a RR client's point of view.

BGP ORR offers these benefits:

• calculates the bestpath from the point of view of a RR client.

• enables vRR to be placed anywhere in the topology or in a SP data center.

• allows SPs to scale memory and CPU usage of RR deployments.

Seamless Bidirectional Forwarding Detection
Bidirectional forwarding detection (BFD) provides low-overhead, short-duration detection of failures in the path between adjacent
forwarding engines. BFD allows a single mechanism to be used for failure detection over any media and at any protocol layer, with
a wide range of detection times and overhead.

In BFD, each end of the connection maintains a BFD state and transmits packets periodically over a forwarding path. Seamless BFD
(SBFD) is unidirectional, resulting in faster session activation. The BFD state and client context is maintained on the head-end
(initiator) only. The tail-end (reflector) validates the BFD packet and responds, so there’s no need to maintain the BFD state on the
tail-end.

Autoroute Destination
The autoroute destination feature allows you to automatically route traffic through a segment routing tunnel instead of manually
configuring static routes. Static routes are always added with zero-cost metric, which can result in traffic that is mapped on multiple
tunnels to always load-balance due to ECMP. This load-balancing may be undesirable when some of those tunnels have sub-optimal
paths. With autoroute destination, only the tunnel whose IGP cost to its endpoint is lowest will be considered for carrying traffic.

Border Gateway Protocol Link-State
Border gateway protocol link-state (BGP LS) is an Address Family Identifier (AFI) and Sub-address Family Identifier (SAFI) defined
to carry interior gateway protocol (IGP) link-state database through BGP. BGP LS delivers network topology information to topology
servers and Application Layer Traffic Optimization (ALTO) servers. BGP LS supports IS-IS and OSPFv2.

Node and Shared Risk Link Groups Protection with Topology-Independent Loop-Free Alternate
The Topology-Independent Loop-Free Alternate (TI-LFA) node protection functionality provides protection from node failures. The
neighbor node is excluded during the post convergence backup path calculation.
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The TI-LFA Shared Risk Link Groups (SRLG) protection functionality attempts to find the post-convergence backup path, which
excludes the SRLGs of the protected link. All local links that share any SRLG with the protecting link are excluded during the post
convergence backup path calculation.

For more information, see the .

Segment Routing
Segment routing is a method of forwarding packets on the network based on the source routing paradigm. The source chooses a path
and encodes it in the packet header as an ordered list of segments. Segments are an identifier for any type of instruction. For example,
topology segments identify the next hop toward a destination. Each segment is identified by the segment ID (SID) consisting of a
flat unsigned 32-bit integer.

Segment Routing Egress Peer Engineering
Segment routing egress peer engineering (EPE) uses a controller to instruct an ingress provider edge or a content source within the
segment routing domain to use a specific egress provider edge and a specific external interface to reach a destination. BGP peer SIDs
are used to express source-routed inter-domain paths. Controllers learn BGP peer SIDs and the external topology of the egress border
router through BGP-LS EPE routes. EPE functionality is only required at EPE egress border router and EPE controller.

MVPN IPv6 over IPv4 GRE
MVPN IPv6 traffic can be carried over IPv4 GRE multicast tunnels using the standard GRE tunneling techniquethat is designed to
provide the services to implement any standard point-to-point encapsulation scheme.

Named Tunnel
The named tunnel feature lets you name the TE tunnels in the network with unique tunnel IDs to be able to manage the network with
more ease. This feature allows you to provision TE tunnels using STRING names.

Hardware Features and Enhancements Introduced in Cisco IOS XR
Software Release

Firmware Support
To check the firmware code running on the , run the show fpd package command in admin mode.

Other Important Information
• Country-specific laws, regulations, and licenses—In certain countries, use of these products may be prohibited and subject to
laws, regulations, or licenses, including requirements applicable to the use of the products under telecommunications and other
laws and regulations; customers must comply with all such applicable laws in the countries in which they intend to use the
products.

• Exceeding Cisco testing—If you intend to test beyond the combined maximum configuration tested and published by Cisco,
contact your Cisco Technical Support representative to discuss how to engineer a large-scale configuration for your purpose.
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Caveats
Caveats describe unexpected behavior in . Severity-1 caveats are the most critical caveats; severity-2 caveats are less critical.

Upgrading Cisco IOS XR Software

Troubleshooting
For information on troubleshooting Cisco IOS XR Software, see the and the

Related Documentation

Production Software Maintenance Updates (SMUs)

A production SMU is a SMU that is formally requested, developed, tested, and released. Production SMUs are intended for use in a
live network environment and are formally supported by the Cisco TAC and the relevant development teams. Software bugs identified
through software recommendations or Bug Search Tools are not a basis for production SMU requests.

For information on production SMU types, refer the Production SMU Types section of the IOS XR Software Maintenance Updates
(SMUs) guide.

Communications, Services, and Additional Information
• To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.

• To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.

• To submit a service request, visit Cisco Support.

• To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit Cisco Marketplace.

• To obtain general networking, training, and certification titles, visit Cisco Press.

• To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. BST provides you with detailed defect information about your
products and software.
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHERWARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2016 Cisco Systems, Inc. All rights reserved.
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