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Preface

This preface describes the objectives and organization of this document and explains how to find
additional information on related products and services. This preface contains the following sections:

e Objectives, page xiii

¢ Finding Platform-Independent Feature Information, page xiii
e Document Revision History, page xiii

e Organization, page xvii

e Related Documentation, page xviii

¢ Document Conventions, page xix

e Obtaining Documentation and Submitting a Service Request, page xx

Objectives

This document describes the 7600 ES20 Ethernet Services 20G line card, hereinafter referred to as ES20
line card, that is supported on the Cisco 7600 series routers. This document also describes how to

configure the Cisco 7600 ES20 Ethernet Services 20G line card and how to troubleshoot the installation.
Do note that the Platform-independent feature configuration information is not covered in this document.

Finding Platform-Independent Feature Information

For the latest platform-independent feature information and caveats, see the Cross-Platform Release
Notes for Cisco IOS Release 15.1(1)S at:
http://www.cisco.com/en/US/products/ps10890/prod_release_notes_list.html

Document Revision History

Table 1 records technical changes to this document. The table shows the Cisco IOS software release
number and document revision number for the change, the date of the change, and a brief summary of
the change.

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
[ oL-11907-17 .m
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Table 1

Document Revision History

Release No.

Revision

Date

Change Summary

15.2(2)S

OL-11907-17

March 2012

Added VRF aware IPv6 tunnel,
page 271.

15.2(1)S

OL-11907-16

November 2011

Added IPv6 Policy Based Routing,
page 286.

15.1(3)S

OL-11907-15

July 2011

Updated Configuring Private Host
Switch Virtual Interface (VLAN and
VPLS), page 254. Added support for
Multiple BPDU PW.

Updated Configuring Multicast
Features. Added support for Multicast
VLAN Registration.

Added Pseudo MLACP Support on
Cisco 7600

15.1(2)S

OL-11907-14

March 2011

Updated the Configuring REP
Configurable Timers for the Cisco 7600
Router. Added SSO support.

Added BPDU PW Over LAG NNI.

15.1(1)S

OL-11907-13

November 2010

Updated the following features:

Updated Configuring Custom Ethertype
for EVC Interfaces section. Added
support for EVC Port Channel.

Updated Configuring MST on EVC
Bridge Domain section. Added support
for EVC Port Channel.

Updated Configuring Unidirectional
Link Detection (UDLD) on Ports with
EVCs section. Added support for EVC
Port Channel.

Updated Configuring Resilient Ethernet
Protocol. Added support for the REP
No-Neighbor functionality.

Added Configuring Link State Tracking
(LST) section.

12.2(33) SRD5

OL-11907-12

October 2010

Added troubleshooting information for
carrier ethernet features in Chapter 2,
“Configuring the Cisco 7600 Series
Ethernet Services 20G Line Card” and
QoS features in Chapter 3, “Configuring
QoS on the Cisco 7600 Series Ethernet
Services 20G Line Card”.
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Table 1

Document Revision History

15.0(1)S

OL-11907-11

July 2010

Added support for Ingress Policing on
EVC Port Channel.

Added “Support for IEEE 802.1ad”
section on page 30.

Added “TE-FRR Supporton VPLS LAG
NNT” section on page 142.

Updated configuration, restrictions and
usage guidelines for “Traffic Storm
Control on ES20 with EVCs” section on
page 161.

Added support for “Configuring REP
Configurable Timers for the Cisco 7600
Router” section on page 220.

12.2(33)SREI

OL-11907-10

June 2010

Added restrictions pertaining to
established connections for QoS
classification.

12.2(33)SREI

OL-11907-10

May 2010

Updated configurable values for cir and
pir when using the bandwidth command.

12.2(33)SREI

OL-11907-10

April 2010

Updated IEEE 802.1ag-2007 Compliant
CFM section with restrictions on EVC
manual load balancing configuration.

12.2(33)SREI

OL-11907-10

April 2010

Extended feature support for Private
Host SVIL.

12.2(33)SRD4

OL-11907-09

March 2010

Added a new QoS restriction on TCAM
entry and the maximum number of
unique class-maps supported.

12.2(33)SRD4

OL-11907-09

February 2010

Added support for Private Host SVI in
mainline documentation.

12.2(33)SRE

OL-11907-08

February 2010

Updated the section Service Scalability
in chapter 2.

12.2(33)SRE

OL-11907-08

January 2010

Updated restrictions in the EVCS QoS
Support section.

12.2(33)SRE

OL-11907-08

December 2009

Added information about
cross-bundling and support on ingress
for Set MPLS experimental (EXP) bit
on label imposition.

Add information about egress MPLS
EXP classification on ES20 ports.
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Document Revision History

12.2(33)SRE

OL-11907-08

November 2009

Added QoS support for EVC Group

Added GE LAG with LACP on UNI
with Advanced Load Balancing

Added support for L3/L4 ACL on
service instance

Added support for Flexible Service
Mapping based on CoS, Ethertype

Added support for L3 classification and
marking on EVC

Added support for H-VPLS with
port-channel core interface

Added Multichassis support for LACP

Added support for IEEE 802.1ag Draft
8.1compliant Connectivity Fault
Management

Added support for CFM (D8.1) over
EFP with xconnect for 7600

Added support for REP integration with
EVC & VPLS inter-working

Added support for Excalibur Reverse
L2GP for 7600

Added support for Static MAC binding
to EVCs and Pseudowires

Added support for Static MAC on EFP
and PW

Added support for Resilient Ethernet
Protocol over Ethernet Virtual Circuit

Added support for CFM over EFP
Interface with xconnect

Added support for Reverse L2GP for the
Cisco 7600 Router

Added support for 802.1ah

12.2(33)SRD3 |OL-11907-07 |September **x%%k%k%kPrivate Host SVI feature
released only to specific customers with
a copy of private documentation that is
not available in CCQO. #**%k%*
12.2(33)SRD  |OL-11907-06 |June 2009 Added SPAN restrictions
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12.2(33)SRD

OL-11907-06

October 2008

e Added configuring L2 ACL on EVC

e Added configuring Broadcast Storm
Control on Switchports and ports with
Ethernet Virtual Connections

e Added configuring Asymmetric Carrier
Delay

e Added configuring ATM/FR to Ethernet

e Added configuring Custom Ethertype
interfaces

e Added configuring Dual Rate Three
Color (2R3C) Ingress Service Policing

e Added configuring Unidirectional Link
Detection (UDLD

¢ Added configuring Bandwidth
Remaining Ratio (BRR)

e Added configuring L2 Classification on
Default EVC

¢ Added configuring MAC security for
EVC bridge-domain

e Added shaping support on an ES20
maininterface

12.2(33)SRC2

OL-11907-05

September 2008

e Added UDE support on ES20 line cards
e Added Shaping H-QoS on ES20 support

12.2(33)SRC1

OL-11907-04

April 2008

e Added 802.3ad LACP over EVC support

12.2(33)SRC

OL-11907-03

January 2008

e Added SFP-GE-T support
e Added 32K EVC scale

12.2(33)SRB1

OL-11907-02

June 2007

e Added 1 rate 2 color per EVC
micro-flow policer

e Added Backup Interface for Flexible
UNIL

12.2SRB

OL-11907-01

February 2007

Initial version

Organization

This document contains the following chapters:
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Section

Title

Description

Chapter 1

Overview of the Cisco 7600 Series
Ethernet Services 20G Line Card

Provides an introduction to the Cisco 7600 Series
Ethernet Services 20G line card.

Chapter 2

Configuring the Cisco 7600 Series
Ethernet Services 20G Line Card

Provides information on configuring software
features.

Chapter 3

Configuring QoS on the Cisco 7600
Series Ethernet Services 20G Line
Card

Provides information on configuring QoS specific
to the Cisco 7600 Series Ethernet Services 20G
line card.

Chapter 4

Command Summary for the Cisco
7600 Series Ethernet Services 20G
Line Card

Provides a summary of the commands for the
Ethernet Services 20G line card on the Cisco 7600
series router.

Chapter 5

Troubleshooting the Cisco 7600
Series Ethernet Services 20G Line
Card

Provides troubleshooting information associated
with the Ethernet Services.

Chapter 6

Upgrading Field-Programmable
Devices

Provides information about verify image versions
and performing Cisco 7600 Series ES20 line card
Field-Programmable Device upgrades.

Related Documentation

This section refers you to other documentation that also might be useful as you configure your
Cisco 7600 series router. The documentation listed below is available online.

Cisco 7600 Series Router Documentation

As you configure your Cisco 7600 series router, you should also refer to the following companion
publication for important hardware installation information:

e Cisco 7600 Series Ethernet Services 20G Line Card Hardware Installation Guide

An overview of the Cisco 7600 series router features, benefits, and applications you should also refer to
the followinginformation:

e (Cisco 7600 Series Internet Router Essentials

Some of the following other Cisco 7600 series router publications might be useful to you as you
configure your Cisco 7600 series router.

e Cisco 7600 Series Cisco 10S Software Configuration Guide

http://www.cisco.com/en/US/products/hw/routers/ps368/products_installation_and_configuration_
guides_list.html

e Cisco 7600 Series Cisco 10S Command Reference

http://www.cisco.com/en/US/products/hw/routers/ps368/prod_command_reference_list.html

e Cisco 7600 Series Cisco 10S System Message Guide

http://www.cisco.com/en/US/products/hw/routers/ps368/products_system_message_guides_list.ht

ml

e Cisco 7600 Series Internet Router MIB Specifications Guide

[l Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide

oL-11907-17 |


http://www.cisco.com/en/US/products/hw/routers/ps368/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/routers/ps368/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/routers/ps368/products_system_message_guides_list.html

| Preface

http://www.cisco.com/en/US/products/hw/routers/ps368/prod_technical_reference_list.html

Several other publications are also related to the Cisco 7600 series router. For a complete reference of
related documentation, refer to the Cisco 7600 Series Routers Documentation Roadmap located at the
following URL:

http://www.cisco.com/en/US/products/hw/routers/ps368/products_documentation_roadmaps_list.html

Other Cisco 10S Software Publications

Your router and the Cisco [OS software running on it contain extensive features. You can find
documentation for Cisco IOS software features at the following URL:

http://www.cisco.com/cisco/web/psa/default.html?mode=prod

Cisco 10S Release 12.2SR Software Publications

Documentation for Cisco IOS Release 12.2SR, including command reference and system error
messages, can be found at the following URL:

http://www.cisco.com/en/US/products/ps6922/tsd_products_support_series_home.html

Document Conventions

Within the SIP and SPA software configuration guides, the term router is generally used to refer to a
variety of Cisco products (for example, routers, access servers, and switches). Routers, access servers,
and other networking devices that support Cisco IOS software are shown interchangeably within
examples. These products are used only for illustrative purposes; that is, an example that shows one
product does not necessarily indicate that other products are not supported.

This documentation uses the following conventions:

Convention Description
A or Ctrl The #* and Ctrl symbols represent the Control key. For example, the key combination *D or Ctrl-D
means hold down the Control key while you press the D key. Keys are indicated in capital letters but
are not case sensitive.
string A string is a nonquoted set of characters shown in italics. For example, when setting an SNMP
community string to public, do not use quotation marks around the string or the string will include the
quotation marks.
Command syntax descriptions use the following conventions:
Convention Description
bold Bold text indicates commands and keywords that you enter exactly as shown.
italics Italic text indicates arguments for which you supply values.
[x] Square brackets enclose an optional element (keyword or argument).
| A vertical line indicates a choice within an optional or required set of keywords or arguments.
Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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|

Convention Description

[x1y] Square brackets enclosing keywords or arguments separated by a vertical line indicate an optional
choice.

{xly} Braces enclosing keywords or arguments separated by a vertical line indicate a required choice.
Nested sets of square brackets or braces indicate optional or required choices within optional or required
elements. For example:

Convention Description

[x {ylz}] Braces and a vertical line within square brackets indicate a required choice within an optional element.
Examples use the following conventions:

Convention Description

screen Examples of information displayed on the screen are set in Courier font.

bold screen Examples of text that you must enter are set in Courier bold font.

< > Angle brackets enclose text that is not printed to the screen, such as passwords.

! An exclamation point at the beginning of a line indicates a comment line. (Exclamation points are also

displayed by the Cisco I0S software for certain processes.)

[ ] Square brackets enclose default responses to system prompts.

The following conventions are used to attract the attention of the reader:

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

S
Note = Means reader take note. Notes contain helpful suggestions or references to materials that may not be
contained in this manual.

e

Tip Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information, similar to a Timesaver.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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CHAPTER 1

Overview of the Cisco 7600 Series Ethernet
Services 20G Line Card

This chapter provides an overview of the Cisco 7600 Series Ethernet Services 20G (ES20) line card, and
feature and Management Information Base (MIB) support for the ES20 line card. This chapter includes

the following sections:

e Release History, page 1-1

e Supported Cisco 7600 Series Ethernet Services 20G Line Card Features, page 1-3
e Cisco 7600 ES20 Ethernet Line Card Restrictions, page 1-7

e Supported MIBs, page 1-8

¢ Displaying the Cisco 7600 Series Ethernet Services 20G Line Card Type, page 1-9

Release History

Release

Modification

15.1(1)S

Updated the feature Configuring Custom Ethertype for EVC Interfaces.
Added support for EVC Port Channel.

Updated the feature Configuring MST on EVC Bridge Domain. Added
support for EVC Port Channel.

Updated the feature Configuring Unidirectional Link Detection (UDLD)
on Ports with EVCs. Added support for EVC Port Channel.

Updated the feature Configuring Resilient Ethernet Protocol. Added
support for the REP No-Neighbor functionality.

Added a new feature Configuring Link State Tracking.

15.0(1)S

Added support for the following features:

Ingress Policing on EVC Port Channel.

IEEE 802.1ad.

TE-FRR Support on VPLS LAG NNI.

Broadcast Storm Control on ES20 Line Cards with EVC Port Channel.

12.2(33)SREI

Extended support for configuring Private Host in VPLS.

12.2(33)SRD4

Support for configuring Private Host in VPLS.

[ oL-11907-17
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I Release History

12.2(33)SRE Support for configuring:
¢ QoS in a EVC Group
e GE LAG with LACP on UNI with Advanced Load Balancing
e L3/L4 ACL on service instance
e Flexible Service Mapping based on CoS, Ethertype
e 1.3 classification and marking on EVC
e H-VPLS with port-channel core interface
e Multichassis support for LACP
e IEEE 802.1ag Draft 8.1compliant Connectivity Fault Management
e CFM (D8.1) over EFP with xconnect for 7600
e REP integration with EVC & VPLS interworking
e Excalibur Reverse L2GP for the Cisco 7600 router
e Static MAC binding to EVCs and Pseudowires

¢ Support for 802.1ah
12.2(33)SRD Support for configuring:

e 12 ACLonEVC.

¢ Broadcast Storm Control on Switchports and ports with Ethernet Virtual
Connections.

e Asymmetric Carrier Delay.

e ATM/FR to Ethernet.

e Custom Ethertype interfaces.

e Dual Rate Three Color (2R3C) Ingress Service Policing.

e Unidirectional Link Detection (UDLD.

¢ Bandwidth Remaining Ratio (BRR).

e 1.2 Classification on Default EVC.

e MAC security for EVC bridge-domain.

¢ Shaping support on an ES20 main interface.
Cisco IOS e Added UDE support on ES20 line cards
Releasel2.2(33)SRC Added Shaping H-QoS on ES20 support

2

Cisco IOS e Support for 802.3ad LACP over Ethernet Virtual Connection (EVC)
Release12.2(33)SRC

1

Cisco IOS Release Support for the following features was introduced on the ES20 line card:

12.2(33)SRC e SFP-GE-T support

e 32K EVC scale
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Supported Cisco 7600 Series Ethernet Services 20G Line Card Features

Cisco IOS Release Support for the following features was introduced on the ES20 line card:

12.2(33)SRBI1 e 1 rate 2 color per EVC policer

e Backup interface for flexible UNI

Cisco IOS Release Support for the following features was introduced on the ES20 line card:

12.25RB e Hierarchical Quality of Service (HQoS) with Multipoint Bridging (MPB)
on 7600 ES20

¢ Flexible QinQ Mapping and Service Awareness on 2-port 10GE ES20 and
20-port GE ES20

e MultiPoint Bridging over Ethernet on 2-port 10GE ES20 and 20-port GE
ES20

e IGMP/PIM Snooping for VPLS pseudowire on 2-port 10GE ES20 and
20-port GE ES20

e Scalable EOMPLS on 2-port 10GE ES20 and 20-port GE ES20

¢ QoS Enhancement for Dual Priority Queues on Service Instances

Supported Cisco 7600 Series Ethernet Services 20G Line Card
Features

The following software features are supported on the ES20 line card:
e Layer 2 Features, page 1-3
e Layer 3 and Layer 4 Features, page 1-4
e Multicast Features, page 1-4
e High Availability Features, page 1-4
e MPLS Features, page 1-5
e Layer 2 Protocols and Encapsulation, page 1-6
* QoS Features, page 1-6

e Accounting and Management Features, page 1-7

e Layer 2 switch port (EtherChannel only)

e EtherChannel and Link Aggregate Control Protocol (IEEE 802.3ad)

e Multiple Registration Protocol (IEEE 802.1ak)

e Subinterfaces

e Switch virtual interface (SVI)

¢ Subinterface Switchport / Subinterfaces MultiPoint Bridging (MPB) with Spanning Tree
¢ Jumbo frames

e Ethernet encapsulation

e VLAN scaling Layer 2 switching /VPLS

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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M Supported Cisco 7600 Series Ethernet Services 20G Line Card Features

e 16K VLAN scaling

e Ethernet Interface flow control, rate and transmission

e Pause frames

e Address Resolution Protocol (ARP)/Reverse Address Resolution Protocol (RARP)
¢ Source MAC filtering

e Layer 2 switching

e Ethernet Multipoint Bridging with Local VLAN significance per port

e VLAN termination and grouping policy (VLAN technology)

e Double-tag IP termination

e LACP over EVC Port Channel

e L2 ACL (Access Control List) on EVC

¢ Broadcast Storm Control on Switchports and Ports with EVC (Ethernet Virtual Connections)
e Asymmetric Carrier Delay

e ATM/FR to Ethernet

e Custom Ethertype for EVC Interfaces

e Multichassis support for LACP

e H-Virtual Private LAN Service (VPLS) Within a Port-Channel Core Interface

¢ Flexible Service Mapping Based on CoS and Ethertype

e Gigabit Ethernet Link Aggregation with Link Aggregation Control Protocol on User-to-Network
Interface with Advanced Load Balancing

e Private Host SVI

Layer 3 and Layer 4 Features

¢ Flexible QinQ mapping and termination

¢ Configuring Layer 3 and Layer 4 ACL on Service Instance

Multicast Features

e Multicast replication: Layer 2 and Layer 3

Internet Group Management Protocol (IGMP) snooping
IGMP snooping for QinQ

Multicast groups

High Availability Features

¢ On-Board Failure Logging (OBFL)
¢ Online insertion and removal (OIR) of the ES20 line card

e Nonstop forwarding (NSF)
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MPLS Features

Supported Cisco 7600 Series Ethernet Services 20G Line Card Features

Stateful switchover (SSO)

Route Processor Redundancy (RPR)

Route Processor Redundancy + (RPR+)

Bi-directional Forwarding Detection (BFD) with IS-IS

BFD Support with Fast Reroute (FRR)

BFD Support with Border Gateway Protocol (BGP)

BFD Support with Open Shortest Path First (OSPF)

In-Service Software Upgrade (ISSU) with Enhanced Fast Software Upgrade (eFSU)
Unidirectional Link Detection (UDLD)

IEEE 802.1ag-2007 Compliant CFM - Bridge Domain Support

Unicast switching, with specific support for up to six label push operations, one label pop operation
(two label pop operations in case of Explicit Null), or one label swap with up to five label push
operations, at each MPLS switch node

Support for Explicit Null label to preserve CoS information when forwarding packets from provider
(P) to provider edge (PE) routers

Support for Implicit Null label to request that penultimate hop router forward IP packets without
labels to the router at the end of the label switch path (LSP)

1000 VRFs
1M VRF Routes (1000 routes/VRF)
Traffic engineering (TE)
DiffServ TE
FRR
Any Transport over MPLS (AToM) support—EoMPLS only, including:
- EoMPLS VLAN-to-VLAN transport
- EoMPLS PW into VRF
— EoMPLS VLAN-to-Port transport
— EoMPLS Port-to-Port transport
- EoMPLS VLAN to LSP/TE tunnel mapping
- EoMPLS SVI-based EoOMPLS plus local switching
— EoMPLS IEEE 802.1D Spanning Tree Protocol (STP)
— EoMPLS MAC learning and forwarding
AToM Uplink
Virtual Private LAN Service (VPLS) support, including:

— H-VPLS with MPLS edge—H-VPLS with MPLS edge requires either an optical service module
(OSM), Cisco SIP-400, Cisco SIP-600, or ES20 line card in both the downlink (facing UPE)
and uplink (MPLS core). For more information about configuring H-VPLS, see “Configuring
Virtual Private LAN Service” section on page 2-302.
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M Supported Cisco 7600 Series Ethernet Services 20G Line Card Features

— H-VPLS with QinQ edge—Requires ES20 line card in the uplink, and any LAN port or ES20
line card on the downlink

- Up to 4000 VPLS domains
- Up to 60 VPLS peers per domain(110 from Release12.2(33)SRD onwards)

— Up to 30,000 pseudo-wires, used in any combination of domains and peers up to the
4000-domain or 60-peer maximums. For example, support of up to 4000 domains with 7 peers
or up to 60 peers in 500 domains

— Tunnel selection

Layer 2 Protocols and Encapsulation

Layer 2 Gigabit Ethernet support, including:
e IEEE 802.3z 1000 Mbps Gigabit Ethernet
IEEE 802.3ab 1000BASET Gigabit Ethernet
¢ IEEE 802.3ae 10 Gbps Ethernet (1-Port 10-Gigabit Ethernet SPA only)

e Jumbo frame (up to 9216 bytes)

e ARPA, IEEE 802.3 SAP, IEEE 802.3 SNAP, QinQ

e IEEE 802.1Q VLANSs

¢ Autonegotiation support including IEEE 802.3 flow control and pause frames
e Gigabit Ethernet Channel (GEC)

e IEEE 802.3ad link aggregation

e Address Resolution Protocol (ARP) and Reverse ARP (RARP)

e Hot Standby Router Protocol (HSRP)

e Virtual Router Redundancy Protocol (VRRP)

QoS Features

This section provides a list of the Quality of Service (QoS) features that are supported by the ES20 line
card.

e Modular QoS CLI (MQC) support

* QoS marking ingress, egress

® QoS priority bit manipulation

¢ Queue count

¢ Weighted Random Early Detection (WRED) per queue
e Access Control List (ACL) count

e ACLs per port

e ACLs per VLAN

e ACLs per subinterface

e Input policing (port)
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Cisco 7600 ES20 Ethernet Line Card Restrictions

¢ Input policing (VLAN)

e Egress traffic shaping

e Hiearchical traffic shaping (2 levels): Egress service instance

e Hierarchical traffic shaping (2 levels): Interface

e Hierarchical Traffic Shaping (2 levels): Subinterface

e Hierarchical Traffic Shaping (2 levels): Subinterface Groups

e Hierarchical Traffic Shaping: Class-Based Queuing (CBQ), Low Latency Queueing (LLQ)
e LLQ

e Class-based Weighted Fair Queueing (CBWFQ)

¢ CoS mapping to Differentiated Services Code Point (DSCP) and Multiprotocol Label Switching
Experimental bit (MPLS EXP)

e DSCP mapping to MPLS EXP and CoS

e Dual Rate Three Color (2R3C) Ingress Service Policing
e Shaping Support on the Main Interface

e Bandwidth Remaining Ratio (BRR)

* Qos over EVC Group

Accounting and Management Features

¢ Ingress packet counter

e Egress packet counter

e (Cisco Element Manager Framework (CEMF)

e VPN Solution Center (VPNSC)

¢ Online diagnostics

e Offline diagnostics

¢ Source address MAC accounting (per port byte and packet per Source Accounting (SA))
e Source address MAC accounting (per port)

e Destination MAC accounting (per port byte and packet per Destination Accounting (DA))
e Destination MAC accounting (per port)

e VLAN accounting

e Sampled Netflow

¢ BGP policy accounting

Cisco 7600 ES20 Ethernet Line Card Restrictions

This section documents unsupported features and feature restrictions for the ES20 line card on the
Cisco 7600 series router.

As of Cisco IOS Release 12.2(33)SRB, ES20 line card:

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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M Supported MIBs

e Is not supported by the Supervisor Engine 32e.
¢ Is supported by the Supervisor Engine 720 PFC3B and Supervisor Engine 720 PFC3BXL.
¢ Is not supported with a Supervisor Engine 720 PFC3A or in PFC3A mode.

For more information about the requirements for Policy Feature Cards (PFCs) on the Cisco 7600 series
router, refer to the Release Notes for Cisco 10S Release 12.2SR for the Cisco 7600 Series Routers at
http://www.cisco.com/en/US/docs/ios/12_2sr/release/notes/122SRrn.html

Switch Port Analyzer (SPAN) Restrictions

Follow these SPAN restrictions when you configure a ES20 line card on the Cisco 7600 series router:
¢ SPAN is not supported on EVC ports.

e Traffic is incorrectly relayed to a local SPAN port instead of the SPAN destination port when the
following conditions occur:

e When the SPAN source and SPAN destination ports belong to ports [0-9] or both ports belong
to ports [10-19]

e The SPAN source port has a QoS policy-map attached and SPAN traffic matches that
policy-map except for class-default.

Using ports [0-9] as SPAN source and [10-19] as SPAN destination or vice versa to avoid the above
mentioned limitations.

¢ You cannot use GilTe x/0/1 as a SPAN source port when the diagnostic test TestMacNotification is
enabled.

For information the diagnostic tests, refer to Cisco 7600 Series Cisco IOS Software Configuration
Guide, 12.2SX - Online Diagnostic Tests at:

http://www.cisco.com/en/US/docs/routers/7600/ios/12.2SR/configuration/guide/diagtest.html

Supported MIBs

The following MIBs are supported in Cisco IOS Release 12.2SRB and later releases:
e CISCO-ENTITY-EXT-MIB
e CISCO-ENTITY-FRU-CONTROL-MIB
e ENTITY-MIB
e OLD-CISCO-CHASSIS-MIB
e (Class-Based MIB (Cisco Classed-Based QoS MIB)
e JF-MIB (Interface MIB)
¢ Bridge Domain MIB

For more information about MIB support on a Cisco 7600 series router, refer to the Cisco 7600 Series
Internet Router MIB Specifications Guide, at the following URL:

http://www.cisco.com/en/US/products/hw/routers/ps368/prod_technical_reference_list.html

To locate and download MIBs for selected platforms, Cisco I0OS releases, and feature sets, use
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index
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Displaying
Card Type

Displaying the Cisco 7600 Series Ethernet Services 20G Line Card Type ||

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

https://tools.cisco.com/RPF/register/register.do

the Cisco 7600 Series Ethernet Services 20G Line

To verify the ES20 line card hardware type that is installed in your Cisco 7600 series router, you can use
the show module command. There are other commands on the Cisco 7600 series router that also provide
ES20 line card hardware information, such as the show idprom command and show diagbus command.
For a summary of some other ES20 line card commands, see Chapter A, “Command Summary for the
Cisco 7600 Series Ethernet Services 20G Line Card.”

The following example shows output from the show module command on the Cisco 7600 series router
with an ES20 line card installed in slot 2:

Router# show module 2

Mod Ports Card Type Model Serial No.
2 0 ESM20G 7600-ES20-BASE JAB1030007C
Mod MAC addresses Hw Fw Sw Status

2 00e0.aabb.cc00 to 00e0.aabb.cc00 1.0 12.2(2006032 12.2(2006110 PwrDown

Mod Sub-Module Model Serial Hw Status

2 ESM20G/PFC3C Distributed Fo 7600-ES20-D3C JAB1030008H 1.0 PwrDown

Mod Online Diag Status
2 Not Applicable
Router#

The following example shows sample output for an ES20 line card installed in slot 2 of the router:

Router# show idprom module 2

IDPROM for module #2

(FRU is 'ESM20G')

OEM String = 'Cisco Systems, Inc'

Product Number = '7600-ESM-BASE'

Serial Number = 'JAB1030007F'

Manufacturing Assembly Number = '73-10437-04'
Manufacturing Assembly Revision = '04°'
Hardware Revision = 0.48

Current supplied (+) or consumed (-) = -3.63A

Router#
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CHAPTERZ

Configuring the Cisco 7600 Series Ethernet
Services 20G Line Card

This chapter provides information about configuring the Cisco 7600 Series Ethernet Services 20G
(ES20) line card on the Cisco 7600 series router. It includes the following sections:

e Required Configuration Tasks, page 2-2
e Configuring High-Availability Features, page 2-3
e Configuring UDE on ES20 Line Cards, page 2-3
e Configuring Unidirectional Link Detection (UDLD) on Ports with EVCs, page 2-8
e Configuring IEEE 802.1ag-2007 Compliant CFM, page 2-13
¢ Support for IEEE 802.1ad, page 2-30
e Configuring Layer 2 Features, page 2-68
e Cross-Bundling, page 2-69
e Multichassis Support for Link Aggregation Control Protocol, page 2-74
e Pseudo MLACP Support on Cisco 7600, page 2-93

e Configuring Flexible QinQ Mapping and Service Awareness on 7600-ESM-2X10GE and
7600-ESM-20X1GE, page 2-110

¢ Configuring Flexible Service Mapping Based on CoS and Ethertype, page 2-119

e Configuring MultiPoint Bridging over Ethernet on 7600-ESM-2X10GE and
7600-ESM-20X1GE, page 2-128

e Configuring Gigabit Ethernet Link Aggregation with Advanced Load Balancing, page 2-134

e Configuring Virtual Private LAN Service (VPLS) with Port-Channel as a Core Interface,
page 2-141

¢ Configuring the Backup Interface for Flexible UNI, page 2-150

e Configuring Broadcast Storm Control on Switchports and Ports with Ethernet Virtual
Connections, page 2-160

e Traffic Storm Control on ES20 Switchports, page 2-161
e Traffic Storm Control on ES20 with EVCs, page 2-161

e Configuring Asymmetric Carrier-Delay, page 2-165

e Configuring MST on EVC Bridge Domain, page 2-167

e DHCP Snooping with Option-82 on EVC, page 2-174
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e Configuring MAC Address Security for EVC Bridge-Domain, page 2-178
e Configuring Static MAC on Ethernet Flow Point and Pseudowire, page 2-193
e Configuring Resilient Ethernet Protocol, page 2-201
¢ Configuring CFM over EFP Interface with cross connect, page 2-228
¢ Configuring Reverse Layer 2 Gateway Ports for the Cisco 7600 Router, page 2-245
e Configuring Private Host Switch Virtual Interface (VLAN and VPLS), page 2-254
e [Pv6 Policy Based Routing, page 2-286
e Configuring Multicast Features, page 2-258

e Configuring IGMP/PIM Snooping for VPLS Pseudowire on 7600-ESM-2X10GE and
7600-ESM-20X1GE, page 2-258

¢ Configuring Link State Tracking (LST), page 2-260
e Configuring Multicast VLAN Registration, page 2-262
e Configuring Layer 3 and Layer 4 Features, page 2-265
e Configuring Layer 3 and Layer 4 Access Control List on a Service Instance, page 2-265
e VRF aware IPv6 tunnel, page 2-271
¢ Configuring MPLS Features, page 2-288
e Configuring Any Transport over MPLS, page 2-289
e Configuring MPLS Traffic Engineering Class-Based Tunnel Selection, page 2-293
e Configuring Virtual Private LAN Service, page 2-302
e Configuring SVI-Based IP/Routed Interworking, page 2-304
e Resetting a Cisco 7600 Series Ethernet Services 20G Line Card, page 2-307

For information about managing your system images and configuration files, refer to the Cisco I10S
Configuration Fundamentals Configuration Guide and Cisco 10S Configuration Fundamentals
Command Reference publications that correspond to your Cisco I0S software release.

For more information about some of the commands used in this chapter, see

Chapter A, “Command Summary for the Cisco 7600 Series Ethernet Services 20G Line Card,” and the
Cisco 10S Release 12.2 SR Command References at
http://www.cisco.com/en/US/products/ps6922/prod_command_reference_list.html

Also refer to the related Cisco 10S software command reference and master index publications. For more
information about accessing these publications, see the “Related Documentation” section on page -Xviii.

Required Configuration Tasks

As of Cisco IOS Release 12.2SRB, there are not many features that require direct configuration on the
ES20 line card. You do not need to attach to the ES20 line card itself to perform any configuration.
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Identifying Slots and Subslots for the Cisco 7600 Series Ethernet
Services 20G Line Card

The ES20 line card supports In-Service Software Upgrade (ISSU) with Enhanced Fast Software Upgrade
(eFSU). ISSU allows for the upgrade and downgrade of Cisco IOS images at different release levels on
the active and standby supervisors. ISSU procedure also applies to upgrade and downgrade of line card
images. A new line card image is loaded, as necessary, when the supervisor engine software is upgraded
or downgraded.

For more information, see the Cisco 7600 Series Cisco 10S Software Configuration Guide, 12.2SR at
http://www.cisco.com/en/US/docs/routers/7600/i0s/12.2SR/configuration/guide/swcg.html

Configuring High-Availability Features

This section provides information about configuring high-availability features specific to the ES20 line
card.

Configuring UDE on ES20 Line Cards

Unidirectional Ethernet (UDE) feature allows interfaces to operate as unidirectional links, that is, either
in receive (Rx) only mode or transmit (Tx) only mode. Unidirectional Ethernet uses only one strand of
fiber for either transmitting or receiving one-way traffic for Gig Ports instead of two strands of fiber for
a full duplex operation.

UDLR mechanism allows a set of feeds and receivers, which are directly connected by a unidirectional
link, to send datagrams as if they were all connected by a bidirectional link.

Unidirectional Routing is used in applications with a great amount of data traffic flowing in one direction
and little control traffic flowing in the opposite direction.

When an interface is configured as unidirectional send-only or receive-only, the following actions take
place:

e For ports configured as send-only, the port ONLY transmits data and ignores any received data.
Similarly receive-only ports do not transmit data.

e UDLD is automatically disabled on the interface.

e Autonegotiation is disabled on the interface.

Restrictions and Usage Guidelines

The following restrictions apply to the UDE links on ES20 line cards:

e Uni Directional Link Routing (UDLR) is configured only on routed ports. Configure the IPv4
address on the UDLR tunnel. Each UDE can either be a switched port or a routed port and has a
separate UDLR tunnel. UDLR handles bidirectional communication over the back channel.

¢ Configuring unidirectional links may cause STP Loops. You must configure protocols correctly to
avoid problems with the network.

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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SUMMARY STEPS

LA S

For unidirectional links, you should manually configure the encapsulation and trunk mode to fixed
values on each side. The protocol is not aware of the link type and will continue to try and negotiate
if it is configured to do so. If both sides of a unidirectional link are negotiating, it is possible to get
a trunk mismatch where the receive-only side becomes a trunk while the send-only side is access.

For send-only unidirectional links, switches cannot receive any CDP information about neighbors
and VLAN mismatches cannot be detected.

VTP will not work if the VTP server is downstream of the unidirectional link. VTP pruning on
send-only unidirectional links should preferably be disabled.

Dotlx is incompatible with ULDR.

If the link between a switch and a host is made unidirectional, IGMP snooping will not work because
either the host will not receive IGMP queries from the switch or the switch will not receive IGMP
reports from the host.

If two network devices are connected by a unidirectional link, then ARP requests and the response
mechanism will not work. Additionally, static entries need to be created for proper functionality of
protocols depending on such a mechanism.

Link Detection does not work on unidirectional interfaces.

Unidirectional Ethernet with EtherChannel configuration is not supported on ES20 line cards.
Receive-only transceivers are not supported.

UDE is only supported on a single fiber .

ISIS does not work with UDE/UDLR.

Auto-rp discovery packets are not received on the UDE receive-only port if UDE is configured with
SVI. UDE links configured on routed ports do not have this issue.

The loopback mac command should not be configured explicitly when UDE is configured on an
ES20 port. Similarly UDE should not be configured if loopback mac is configured on an ES20 port.

enable

configure terminal

interface

unidrectional {send-only | receive-only}

ip-address ip_address mask

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide



| Chapter2

Configuring the Cisco 7600 Series Ethernet Services 20G Line Card

DETAILED S

Examples

TEPS

Configuring High-Availability Features

Command

Purpose

Step 1

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3

interface

Example:
Router (config)# interface
tengigabitethernet 1/0/0

Enters interface mode.

Step 4

unidirectional {send-only |
receive-only}

Example:
Router (config-if)# unidirectional
send-only

or

Router (config-if)# unidirectional
receive-only

Configures the interface as a unidirectional send-only or
a unidirectional receive-only link.

Note To enable UDE, a link can be configured either as

send-only or as receive-only, but not both.

Step 5

ip-address {ip_address mask}

Example:
Router (config-if)# ip address
11.0.0.2 255.201.220.10

Assigns an IP address and subnet mask to the
unidirectional link.

Router A Configuration

In this example, interface 10.1.0.1 on Router A is configured as the send-only port while the tunnel
running from 11.0.0.1 to 11.0.0.2 is configured as the receive-only interface.

interface tengigabitethernet 1/0/0

unidirectional send-only
ip address 10.1.0.1 255.255.0.0

ip pim sparse-dense-mode
|

! Configure tunnel as receive-only UDLR tunnel!

interfacetunnel 0
tunnel source 11.0.0.1
tunnel destination 11.0.0.2

tunnel udlr receive-only tengigabitethernet 1/0/0

[ oL-11907-17
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Router B Configuration

In this example, interface 10.1.0.2 on Router B is configured as the receive-only port while the tunnel
running from 11.0.0.2 to 11.0.0.1 is configured as the receive-only interface.

Config e.g 1

interface tengigabitethernet 1/0/0
unidirectional receive-only

ip address 10.1.0.2 255.255.0.0

ip pim sparse-dense-mode

|

! Configure tunnel as send-only UDLR tunnel.
|

interface tunnel 0

tunnel source 11.0.0.2

tunnel destination 11.0.0.1

tunnel udlr send-only tengigabitethernet 1/2
tunnel udlr address-resolution
Config e.g 2

interface GigabitEthernetl/0/0
switchport

switchport access vlan 100
switchport mode access

no ip address

speed nonegotiate

unidirectional send-only

interface V1anl00
ip address 10.0.1.1 255.255.255.0
ip pim sparse-mode

Switched Port UDE Configuration
This example shows UDE configuration on a switched port with an SVI interface, with OSPF enabled.

Topology

[UDE-R1]----- UDE--------~ > [UDE-R2]

UDE-R1l#sh run int gig2/0/5
Building configuration...

Current configuration : 165 bytes
|

interface GigabitEthernet2/0/5
switchport

switchport access vlan 300
switchport mode access

speed nonegotiate

no mls gos trust

unidirectional send-only
end

UDE-R1l#sh run int tunnel 10
Building configuration...

Current configuration : 150 bytes

|

interface TunnellO

ip address 70.10.10.1 255.255.255.0
tunnel source 50.0.0.1

tunnel destination 50.0.0.2
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tunnel udlr receive-only V1an300
end

UDE-R1l#sh run int vlan 300
Building configuration...

Current configuration : 104 bytes
|
interface vl1an300
ip address 90.90.90.99 255.255.255.0

end

router ospf 1

log-adjacency-changes

network 20.0.0.0 0.0.0.255 area O
network 90.90.90.0 0.0.0.255 area O

#HH#EHHHHH#EE config on R2###HH###HHHHHHHHHHHH#EH

UDE-R2#sh run int gig2/0/1
Building configuration...

Current configuration : 170 bytes
|
interface GigabitEthernet2/0/1
switchport
switchport access vlan 300
switchport mode access
speed nonegotiate
mls gos trust dscp
unidirectional receive-only
end

UDE-R2#sh run int tunnel 10
Building configuration...

Current configuration : 179 bytes

|

interface TunnellO

ip address 70.10.10.2 255.255.255.0
tunnel source 50.0.0.2

tunnel destination 50.0.0.1

tunnel udlr send-only V1an300
tunnel udlr address-resolution

end

UDE-R2#sh run int vlan 300
Building configuration...

Current configuration : 82 bytes

|

interface v1an300

ip address 90.90.90.90 255.255.255.0
end

router ospf 1

log-adjacency-changes

network 30.0.0.0 0.0.0.255 area O
network 90.90.90.0 0.0.0.255 area 0

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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Verification

Use the following commands to verify operation.

Command Purpose

Router#sh interface interface-id unidirectional Displays information about the UDE configuration on a
specific interface.

Example:

Router# sh interface gigabitEthernet 2/0/5

unidirectional

Unidirectional configuration mode: send only
CDP neighbour unidirectional configuration mode: off

Configuring Unidirectional Link Detection (UDLD) on Ports with EVCs

UDLD (Unidirectional Link Detection) is a Layer 2 protocol that interacts with a Layer 1 protocol to
determine the physical status of a link. At Layer 1, physical signaling and fault detection is
auto-negotiated. UDLD detects the neighbor link, identifies, and disables the wrongly connected LAN
ports. When you enable auto-negotiation and UDLD, Layer 1 and Layer 2 detections prevent physical
and logical unidirectional connections, and malfunctioning of other protocols.

A unidirectional link occurs when the neighbor link receives the traffic transmitted by the local device,
but the local device does not receive the transmitted traffic from its neighbor. If auto-negotiation is
active, and one of the fiber strands in a pair is disconnected, the link is disabled. The logical link is
undetermined, and UDLD does not take any action. At Layer 1, if both fibers are normal, UDLD at Layer
2 determines if the fibers are accurately connected, and traffic is relayed bidirectionally between the
right neighbors. In this scenario, auto-negotiation operates in Layer 1, and the link status is unchecked.

The UDLD protocol monitors physical configuration of the cables, and detects unidirectional links of
devices connected to LAN ports via Ethernet cables. When a unidirectional link is detected, UDLD
disables the affected LAN port, and alerts the user.

The Cisco 7600 series router periodically transmits UDLD packets to neighboring devices on LAN ports
with UDLD. If the packets are returned within a specific time frame, and there is no acknowledgement,
the link is flagged as unidirectional, and the LAN port is disabled.

Restrictions and Usage Guidelines

Note

Follow these restrictions and usage guidelines while configuring UDLD on ports with EVCs:
* You can configure UDLD only on a port.
e To identify and disable the unidirectional links, devices at both ends must support UDLD.
e Service bridge domain should be available on the router.
¢ Any of the supported EVC encapsulation can be configured.
e Cisco IOS Release 15.1(1)S supports EVC port-channels.

If UDLD is enabled on an EVC port with service type connect or xconnect and encapsulation type
default or untagged, the port is disabled.

For more information on UDLD, see the Cisco 7600 Series Cisco 10S Software Configuration Guide,
12.28R at the following URL:

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide



| Chapter2 Configuring the Cisco 7600 Series Ethernet Services 20G Line Card

Configuring High-Availability Features

http://www.cisco.com/en/US/docs/routers/7600/ios/12.2SR/configuration/guide/udld.html

Configuring UDLD Aggressive Mode

As UDLD aggressive mode is disabled by default, you can configure UDLD aggressive mode in
point-to-point links between network devices that support UDLD aggressive mode.

When UDLD aggressive mode is enabled:
e A port on a bidirectional link with UDLD neighbor relationship does not receive UDLD packets.
e UDLD tries to reestablish the connection with the neighbor.
e After eight failed retries, the port is disabled.

To prevent spanning tree loops, ensure that you set the non aggressive UDLD value interval to 15
seconds. This disables the unidirectional link before blocking the port transitions in the forwarding state
(with default spanning tree parameters).

The benefits of enabling UDLD aggressive mode are:
e Port on one side of a link is disabled (both Tx and Rx).
* One side of a link is enabled even if the other side of the link fails.

In the above scenario, UDLD aggressive mode disables the port that prevents traffic from being
discarded.

If UDLD... Then the...

Detects a unidirectional link, interface with its EVCs are disabled.

Is enabled on a port with an EVC bridge-domain, |selected EVC is not shut down, and prevents the
and encapsulation value set to default or port from being disabled.
untagged,

Enabling UDLD on Ports With EVC Configured

SUMMARY STEPS

1. enable

2. configure terminal

3. {udld | no udld} enable aggressive
4. exit

[ oL-11907-17
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DETAILED STEPS
Command Purpose
Step1 |enable Enables privileged EXEC mode. Enter your password if
prompted.
Example:
Router# enable
Step2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 | {udld | no udld} enable aggressive Enables the UDLD aggressive mode.
Example:
Router# udld enable aggressive
Stepd  |exit Exits configuration mode.
SUMMARY STEPS
1. interface rype/ slot/ port
2. {udld port | no udld port } aggressive
3. show udld type/ slot/ port
4. exit
DETAILED STEPS
Command Purpose
Step1 |interface type/slot/ port Selects the LAN port to configure.
Example:
Router (config)# gigethernet 1/0/0
Step2 |{udld port | no udld port } aggressive |Enables a UDLD on a specific LAN port. Enter the

Example:

Router (config-if)# udld port aggressive
Router (config-if)# no udld port
aggressive

aggressive keyword to enable aggressive mode. On a
fiber-optic LAN port, this command overrides the udld
enable global configuration command.

Or
Disables a UDLD on a non- fiber-optic LAN port.

[l Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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Command

Purpose

Step 3

show udld type/ slot/ port

Example:
Router# show udld 1/0/0

Verifies the configuration.

Step 4

exit

Exits the configuration mode.

Disabling Individual UDLD on Ports With EVC Configured

SUMMARY STEPS
1. interface type/ slot/ port
2. {udld port | no udld port } disable
3. show udld rype/ slot/ port
4. exit
DETAILED STEPS
Command Purpose
Step1 |interface type/ slot/ port} Selects the LAN port to configure.
Example:
Router (config)# gigethernet 1/0/0
Step2 |{udld port | no udld port } disable Disables a UDLD on the LAN port.
Or
Example: o ) Reverts to the udld enable global configuration
Router (config-if)# udld port disable d setti
Router (config-if)# no udld port disable |COMMandsetling.
.
Note  This command is supported only on fiber-optic
LAN ports.
Step3 [show udld type/ slot/ port Verifies the configuration.
Example:
Router# show udld 1/0/0
Step4d  |exit Exits the configuration mode.

Resetting Disabled UDLD on Ports With EVC Configured

SUMMARY STEPS

1. udld reset

[ oL-11907-17
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DETAILED STEPS

Command Purpose

Step 1

udld reset Resets all the LAN ports disabled by UDLD.

Example:
Router# udld reset

Example

Verification

This example displays the global configuration values at router 1:

Router (config) #udld enable

This example displays the ESM20 port at router 1:

Router (config)# inter gi 2/0/1

Router (config-if)# udld port aggressive

Router (config-if)# service instance 1 ethernet

Router (config-if-srv)# encapsulation dotlqg 100

Router (config-if-srv)# rewrite ingess tag translate 1-to2 dotlqg 5 second-dotlqg 5 symmetric
Router (config-if-srv)# bridge-domain 100

This example displays the configuration for a port that is part of a port channel:

Router (config) #interface Port-channell

Router (config-if) #no ip address

Router (config-if) #service instance 1 ethernet
Router (config-if) #encapsulation untagged
Router (config-if) #bridge-domain 100

Router (config) #interface GigabitEthernet3/0/13
Router (config-if) #ip arp inspection limit none
Router (config-if) #no ip address

Router (config-if) #udld port aggressive

Router (config-if) #no mls gos trust

Router (config-if) #channel-group 1 mode on

Use the show udld and show udld interface commands to verify the UDLD configuration:

Router (config) show udld gi 3/0/13

Interface Gil/3

---Port enable administrative configuration setting: Enabled / in aggressive mode

Port enable operational state: Enabled / in aggressive mode

Current bidirectional state: Bidirectional

Current operational state: Advertisement - Single neighbor detected

Message interval: 15

Time out interval: 5

Entry 1
Expiration time: 37
Cache Device index: 1
Current neighbor state: Bidirectional
Device ID: 011932118C0
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Port ID: Gil/1
Neighbor echo 1 device: OFF71CA880
Neighbor echo 1 port: Gil/3

Message interval: 15
Time out interval: 5
CDP Device name: rish2

ISSU Support for ES20 Line Card

The ES20 line card supports In-Service Software Upgrade (ISSU) with Enhanced Fast Software Upgrade
(eFSU). ISSU allows for the upgrade and downgrade of Cisco IOS images at different release levels on
the active and standby supervisors. ISSU procedure also applies to upgrade and downgrade of line card
images. A new line card image is loaded, as necessary, when the supervisor engine software is upgraded
or downgraded.

Configuring IEEE 802.1ag-2007 Compliant CFM

A Metro Ethernet network consists of networks from multiple operators supported by one service
provider and connects multiple customer sites to form a virtual private network (VPN). Networks
provided and managed by multiple independent service providers have restricted access to each other's
equipment. Because of the diversity in these multiple-operator networks, failures must be isolated
quickly. As a Layer 2 network, Ethernet must be capable of reporting network faults at Layer 2.

IEEE 802.3ah is a point-to-point and per- physical- wire OAM protocol that detects and isolates
connectivity failures in the network. IEEE 802.1ag draft 8.1 Metro Ethernet Connectivity Fault
Management (CFM) incorporates several OAM facilities that allow you to manage Metro Ethernet
networks, including an Ethernet continuity check, end-to-end Ethernet traceroute facility using
Linktrace message (LTM), Linktrace reply (LTR), Ethernet ping facility using Loopback Message
(LBM), and a Loopback Reply (LBR). These Metro Ethernet CFM protocol elements quickly identify
problems in the network.

Ethernet Connectivity Fault Management (CFM) is an end-to-end per-service-instance Ethernet layer
operations, administration, and maintenance (OAM) protocol. It includes proactive connectivity
monitoring, fault verification, and fault isolation for large Ethernet metropolitan-area networks (MANS)
and WANS . Connectivity Fault Management (CFM) is the indispensable capability that service providers
require to deploy large-scale, multivendor Metro Ethernet services. This feature upgrades the
implementation of CFM to be compliant with the IEEE 802.1ag with the current standard, 802.1ag-2007
and implementation of CFM over L2VFI (Layer 2 Virtual Forwarding Instance Information), cross
connect, EVC, and Switchport.

Key CFM mechanisms are:

e Maintenance domains (MDs) that break up the responsibilities for the network administration of a
given end-to-end service.

e Maintenance associations (MAs) that monitor service instances within a specified MD.

e Maintenance points, (MPs or MIPs), such as Maintenance end points (MEP's) that transmit and
receive CFM protocol messages, and MIPs that catalog information received from MEPs, and
respond to Linktrace and Loopback messages.

¢ Protocols (Continuity Check, Loopback, and Linktrace) that are used to manage faults.
For more information on CFM, see Cisco IOS Carrier Ethernet Configuration Guide, Release 12.2SR at

http://www.cisco.com/en/US/docs/ios-xml/ios/cether/configuration/12-2sr/ce-12-2sr-book.html

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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For more information about the commands used in this section, see Cisco I0S Ethernet Command

Supported Line Cards

Note

Reference Guide at http://www.cisco.com/en/US/docs/ios/cether/command/reference/ce_book.html

Use the ethernet cfm global command to enable the CFM D8.1 feature on the following line cards:

e ES20 and ES40:Switchports, routed ports, and EVC BD.

e SIP400:Routed ports, and Layer 2 Virtual Forwarding Instance ( L2VFI).

e SIP600:Switchports, and routed ports.

e 67xx: Switchports, and routed ports.

The complete support matrix for the CFM D8.1 feature is given in Table 2-1and Table 2-2.

Table 2-1 and Table 2-2 are part of the same table. The table is split into two for better readability.

Table 2-1 Supported Matrix1
CFM
on CFM
CFM on Service Instance on
Switchport or CFM with BD Switchport
on Switch + BD for for SVI based or
SVI Based EOMPLS |CFM on EoMPLS CFM on Switch +
for VPLS Routed Port |for VPLS BD
Line card
WS-SUP720-3BXL.  |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-SUP720-3B Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
RSP720-3CXL-10GE |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
RSP720-3C-10GE Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
RSP720-3CXL-GE Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
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CFM
on CFM
CFM on Service Instance on
Switchport or CFM with BD Switchport
on Switch + BD for for SVI based or
SVI Based EoMPLS |CFM on EoMPLS CFM on Switch +
for VPLS Routed Port |for VPLS BD
Line card
RSP720-3C-GE Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-SUP32-GE-3B Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-SUP32-10GE-3B |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6148A Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6148-FE-SFP | Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6516A-GBIC  |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6524-100FX-M |Up MEP Down MEP |Not Applicable Up MEP
M Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6548-RJ-21 Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6548-GE-TX |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
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CFM on
Switchport or CFM
on Switch + BD for

CFM

on

Service Instance
with BD

for SVI based

CFM

on
Switchport
or

SVI Based EoMPLS |CFM on EoMPLS CFM on Switch +
for VPLS Routed Port |for VPLS BD
Line card
WS-X6704-10GE Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6708-10G-3C  |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6708-10G-3CX |Up MEP Down MEP |Not Applicable Up MEP
L Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6724-SFP Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6748-GE-TX |Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
WS-X6748-SFP Up MEP Down MEP |Not Applicable Up MEP
Down MEP Port MEP Down MEP
Port MEP Port MEP
SIP-400 + V2 GE Not Supported Not Not Supported Not Supported
SPAs Supported

or

SIP-400 + WAN SPA

( SIP-400 + WAN
SPA

or

SIP-400 + v2 GE
SPA as uplink)

No Transparency
with CFM Enabled
on the box
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CFM
on CFM
CFM on Service Instance on
Switchport or CFM with BD Switchport
on Switch + BD for for SVI based or
SVI Based EOMPLS |CFM on EoMPLS CFM on Switch +
for VPLS Routed Port |for VPLS BD
Line card
SIP-400 + V2 FE SPA |Not Supported Not Not Supported Not Supported
or SIP-400 + WAN | Supported
SIP-400 + WAN SPA | SPA
or
SIP-400 + V2 GE
SPA as uplink
No Transparency
with CFM Enabled
on the box
SIP-600 + V2 GE Up MEP Down MEP |Not Supported Up MEP
or Down MEP Port MEP Down MEP
V2 10GE SPA Port MEP Port MEP
or
WAN SPA
Up MEP Down MEP |Up MEP Up MEP
ES20-GE Down MEP Port MEP Down MEP Down MEP
or Port MEP Port MEP
ES20-10GE
ES+ GE /10GE Up MEP Down MEP |Up MEP Up MEP
Down MEP Port MEP Down MEP Down MEP
Port MEP Port MEP
Table 2-2 Supported Matrix 2
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CFM
on
Service
Instance +
BD
CFM for SVI
on bhased CFM CFM
Service Instance + |EoMPLS on on
xconnect for VPLS L2-VFI Routed Port
Line card
WS-SUP720-3BXL  |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-SUP720-3B Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
RSP720-3CXL-10GE |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
RSP720-3C-10GE Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
RSP720-3CXL-GE Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
RSP720-3C-GE Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-SUP32-GE-3B Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-SUP32-10GE-3B |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6148A Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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CFM
on
Service
Instance +
BD
CFM for SVI
on bhased CFM CFM
Service Instance + |EoMPLS on on
xconnect for VPLS L2-VFI Routed Port
Line card
WS-X6148-FE-SFP  |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6516A-GBIC | Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6524-100FX- |Not Applicable Not Not Applicable Down MEP
MM Applicable Port MEP
WS-X6548-RJ-21 Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6548-GE-TX  |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6704-10GE Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6708-10G-3C  |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6708-10G-3CX |Not Applicable Not Not Applicable Down MEP
L Applicable Port MEP
WS-X6724-SFP Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6748-GE-TX  |Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
WS-X6748-SFP Not Applicable Not Not Applicable Down MEP
Applicable Port MEP
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CFM
on
Service
Instance +
BD
CFM for SVI
on based CFM CFM
Service Instance + EoMPLS on on
xconnect for VPLS L2-VFI Routed Port
Line card
S1P-400 + V2 GE Not Supported Not Down MEP Down MEP
SPAs No Transperency Supported Port MEP
or No
SIP-400 + WAN SPA Transperenc
y
SIP-400 + V2 FE SPA |Not Supported Not Down MEP Down MEP
or Supported Port MEP
SIP-400 + WAN SPA No
Transperenc
y
SIP-600 + V2 GE Not Supported Not Down MEP Down MEP
or Supported Port MEP
V2 10GE SPA
or
WAN SPA
Up MEP Up MEP Down MEP Down MEP
ES20-GE Down MEP Down MEP Port MEP
or
ES20-10GE
ES+ GE /10GE Up MEP Up MEP Down MEP Down MEP
Down MEP Down MEP Port MEP
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Table 2-3 maps the supported interfaces with the CFM points and their scalability values:

Table 2-3 Scalable Limits

Interfaces CFM Points Scalability Values
Switchports and EVC |Up MEP 8K MEPs per box (4K MEPs per LC) at 10 sec CC
Bridge Domain (BD) |\Down MEP interval or higher CC intervals.
MIP 1K MEPs at 1 sec CC interval or higher CC
Port MEP intervals.
Remote MEP .100 MEPs at 100 msec CC interval or higher CC
intervals.
Routed Ports Down MEP 1K MEPs at 1 sec CC interval or higher CC
Port MEP intervals.

100 MEPs at 100 msec CC interval or higher CC
intervals.

4K MEPs per box at 10 sec CC interval or higher
CC intervals.

Remote MEP

Restrictions and Usage Guidelines

When configuring CFM D8.1, follow these restrictions and usage guidelines:

Hardware EoMPLS is not supported.
Supports interworking between routed ports, switch ports, and EVC BD.
CFM D8.1 QinQ configuration on a subinterface is not supported.

You can ping or traceroute to a MEP where Continuity Check (CC) is disabled. However, you cannot
use ping and traceroute for an down MEP on a STP blocked port configured on either a supervisor
port or a LAN port.

CFM is not supported with a EVC manual load balancing configuration on a EVC bridge-domain
and a EVC cross-connect interface. Though configuration is not rejected, the feature may not work
as expected.

With lower CC intervals, CC packets are transmitted in bursts. Ensure that you appropriately
configure the MLS rate limiters to avoid flapping of remote MEPs.

Ping and traceroute on trunk ports for Port-MEP's and down MEP's configured on native vlan is
supported only on ES20 and ES40 line cards.

In 802.3ah E-OAM, the remote-loopback TEST status is not retained across switchovers. The
remote loopback works with a longer OAM timeout value that is greater than 10 seconds.

Migrating CFM D1.0 to D8.1 works with a reduced scale of 2k MEPs on the routed ports. If there
is an EVC service configured within a domain in D1, the link fails while migrating to D8.1. To avoid
this, ensure that you configure the VLAN and the EVC within the domain in D1, as shown in the
next example.

Sample D1 configuration during migration:

ethernet cfm domain 20UT493 level 2 direction outward
service 1 evc 493
Sample configuration to avoid the migration issue:

[ oL-11907-17
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ethernet cfm domain 20UT493 level 2 direction outward

service 1 evc 493
service 1 vlan 493

SUMMARY STEPS (COMMON CONFIGURATIONS FOR EVC, SWITCHPORT, AND ROUTED PORTS)

1. enable

2. configure terminal

3. ethernet cfm domain domain-name level level-id
4

service { short-ma-name | number MA-number | vlan-id primary-vian-id | vpn-id vpn-id } {vlan

vlan-id | port | evc evc-name } direction {up | down}

5. continuity-check

6. continuity-check {interval CC-interval }

7. end

DETAILED STEPS (COMMON CONFIGURATIONS FOR EVC, SWITCHPORT, AND ROUTED PORTS)

Command Purpose
Step1 |enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 |ethernet cfm domain domain-name Defines a CFM maintenance domain at a particular
level level-id maintenance Level. It sets the router into config-ecfm
configuration mode, where parameters specific to the
Example: maintenance domain can be set.
PEl (config) #ethernet cfm domain L4
level 4
Step4 |service { short-ma-name | number Configures the maintenance association and sets a

MA-number | vlan-id primary-vlan-id
| vpn-id vpn-id } {vlan vlan-id |
port | eve evc-name } direction {up
| down}

Example:
Router (config-ecfm) #service s4l evc
41 vlan 41

universally unique ID for a customer service instance
(CSI) or the maintenance association number value,
primary VLAN ID and VPN ID within a maintenance
domain in Ethernet connectivity fault management
(CFM) configuration mode or the direction. The default
value for direction is up.
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Command Purpose
Step5 |continuity-check Configures the transmission of continuity check
messages (CCMs), in Ethernet connectivity fault
management (CFM) service configuration mode.
Example:
Router (config-ecfm-srv) #continuity-c
heck
Step6 |continuity-check {interval Configures the per-service parameters and sets the
CC-interval } interval at which Continuity Check Messages are
transmitted.
e The supported interval values are:
-~ 100ms 100 ms
Example:
Router (config-ecfm-srv) #continuity-c — 10m 10 minutes
heck interval 10s
-~ 10ms 10 ms
- 10s 10 seconds
— 1m | minute
- 1s 1 second
- 3.3ms 3.3 ms
— The default is 10seconds.
Step7 |end Exits the interface.

SUMMARY STEPS TO CONFIGURE CFM MEP AND MIP ON A EVC

-

enable
configure terminal

interface

encapsulation {encapsulation-type}

bridge-domain {number}

cfm mip level {level}

© 8 N & e B W N

cfm encapsulation

-
e

end

service instance {id} ethernet {evc-name}

cfm mep domain {domain-name} mpid {id}
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DETAILED STEPS TO CONFIGURE CFM MEP AND MIP ON A EVC

Command Purpose
Step1 |enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 |interface Enters the interface mode.
Example:
Router (config)# interface
tengigabitethernet 1/0/0
Step4 |service instance {id} ethernet Configures the service instance and the ethernet virtual
{evc-name} connections.
Example:
Router (config-interface) #service
instance 41 ethernet 41
Step5 |encapsulation {encapsulation-type} Configures the encapsulation type.
Example:
Router (config-if-srv)#encapsulation
dotlg 41
Step6 |bridge-domain {number} Configures the bridge domain values.The default domain
number is zero; this is the domain number required when
Example: communicating to IEEE bridges that do not support this
Router (config-if-srv)#bridge-domain domain extension.
41
Step7 |cfm mep domain {domain-name} mpid Configures the MEP domain and the ID.
{id}
Example:
Router (config-if-srv)#cfm mep domain
L4 mpid 4001
Step8 |cfm mip level {level} Automatically creates a MIP in the Ethernet interface and

Example:
PEl (config-if-srv)#cfm mip level 4

sets the maintenance level number. The acceptable range
of maintenance levels is 0-7.

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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Command

Purpose

Step 9

cfm encapsulation

Example:

PEl# (config-if-srv)#cfm
encapsulation dotlg 100 second-dotlg
200

Configures the CFM encapsulation type.

Step 10

end

Example:
PEl# (config-if-srv) #exit

Exits the service instance interface mode.

SUMMARY STEPS TO CONFIGURE CFM MEP AND MIP ON A SWITCH PORT

1. enable

2. configure terminal

3. interface

4. switchport

5. switchport mode {trunk}
6.

or

ethernet cfm mep domain domain-name mpid mpid {vlan vian-id | port}

1. ethernet cfm mip level {0 to 7} {vlan vian-id }

8. end

DETAILED STEPS TO CONFIGURE CFM MEP AND MIP ON A SWITCHPORT

Command Purpose
Step1 |enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 |interface Enters the interface mode.
Example:

Router (config)# interface
tengigabitethernet 1/0/0
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Command Purpose
Step4 |switchport Configures the Layer 3 mode into Layer 2 mode for Layer
2 configuration.
Example:
Router (config-interface) #switchport
Step5 |switchport mode {trunk} Configures a trunking VLAN Layer 2 interface.
Example:
Router (config-if) #switchport mode
trunk
Step6 |ethernet cfm mep domain domain-name |Sets a port as internal to a maintenance domain, and
mpid mpid {vlan vlan-id | port} defines it as a maintenance endpoint. It sets the device
into config-if-ecfm-mep configuration mode, where
parameters specific to the MEP can bet set.
® domain-name: String, maximum length of 43
characters
Example: * mpid: 1to 8191
Router (config-if) #ethernet cfm mep e vian-id: 1 to 4094
domain L4 mpid 1 vlan 41
e port: a port MEP, untagged and valid only for
outward direction to configure MEP with no VLAN
association.
or
Step7 |ethernet cfm mip level {0 to 7} Sets a port as internal to a maintenance domain, and
{vlan vlan-id } defines it as a maintenance intermediate point.
Example:
PEl (config-if) #ethernet cfm mip
level 4 vlan 10
Step8 |end Exits the service instance interface mode.
Example:

PEl (config-if) #end

SUMMARY STEPS TO CONFIGURE CFM MEP ON A ROUTED PORT

1. enable

2. configure terminal

3. interface gigabitethernet
4. no ip address

[l Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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no mls qos trust
ethernet cfm mep domain domain-name mpid mpid {vlan vian-id}
interface gigabitethernet

encapsulation dot1Q vlan-id

© ® N o @

end

DETAILED STEPS TO CONFIGURE CFM MEP ON A ROUTED PORT

Command Purpose
Step1 |enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 |interface gigabitethernet Enters the interface mode.
Example:

Router (config)# interface
tengigabitethernet 1/0/0

Step4 |no ip address Removes the configured IP address or disables IP
processing.
Example:
Router (config-interface)# no ip
address
Step5 |no mls gos trust Configures the multilayer switching (MLS) quality of

service (QoS) port trust state and traffic by examining the
class of service (CoS) or differentiated services code
point (DSCP) value. Use the no form of this command to
return a port to its untrusted state.

Example:
Router (config-if)#no mls gos trust

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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Command

Purpose

Step 6

ethernet cfm mep domain domain-name
mpid mpid {vlan vlan-id }

Example:
Router (config-if) #ethernet cfm mep
domain routed mpid 4001 vlan 4001

Sets a port as internal to a maintenance domain, and
defines it as a maintenance end point. It sets the device
into config-if-ecfm-mep configuration mode, where
parameters specific to the MEP can be set.

* domain-name: String, maximum length of 43
characters

e mpid: 1to 8191
e vian-id: 1 to 4094

Step 7

interface gigabitethernet
subinterface

Example:

Router (config)# interface
tengigabitethernet subinterface
1/0/0.1

Configures the subinterface.

Step 8

encapsulation dotlQ vlan-id

Example:
PE1l (config-if) #encapsulation dotlQ
vlan-id 10

Configures the IEEE 802.1Q encapsulation of traffic on a
specified subinterface in a virtual LAN (VLAN) on a
routed port. The acceptable range of a VLAN is from 1 to
4094.

Step 9

end

Example:

PEl (config-if) #end

Exits the service instance interface mode.

Verification

Use the following commands to verify operation.

Command

Purpose

show ethernet cfm maintenance-points local

Displays the local maintenance points.

show ethernet cfm maintenance-points remote

Displays the remote maintenance end points.

show ethernet cfm errors

Displays all the CFM Continuity Check error conditions
logged on the device.

show ethernet cfm mpdb

Displays the remote maintenance points.

The following example shows a configuration of MEP in a switchport:

ethernet cfm domain L4 level 4
service s4l evc 41 vlan 41
continuity-check

int TenGigabitEthernet2/0/0
switchport

switchport mode trunk

ethernet cfm mep domain L4 mpid 1 vlan 41
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The following example shows a configuration of MIP in a switchport:

ethernet cfm domain L4 level 4
service s4l evc 41 vlan 41
continuity-check

int TenGigabitEthernet2/0/0
switchport

switchport mode trunk

ethernet cfm mip level 4 vlan 41

The following example shows a configuration of MEP in a EVC bridge domain:

ethernet cfm domain L4 level 4
service s4l evc 41 vlan 41
continuity-check

int TenGigabitEthernet4/0/0
service instance 41 ethernet 41
encapsulation dotlg 41
bridge-domain 41

cfm mep domain L4 mpid 4001

The following example shows a configuration of MIP in a EVC bridge domain:

ethernet cfm domain L4 level 4

service s4l evc 41 vlan 41

continuity-check

int TenGigabitEthernet4/0/0

service instance 41 ethernet 41

encapsulation dotlg 41

bridge-domain 41

cfm cfm mip level 4

The following example shows a configuration of MEP on a routed port:

ethernet cfm domain routed level 5
service s2 evc 2 vlan 2 direction down
continuity-check
interface GigabitEthernet8/0/0
no ip address
no mls gos trust
ethernet cfm mep domain routed mpid 4001 vlan 4001
interface GigabitEthernet8/0/0.10
encapsulation dotlQ 10
The following example shows CFM configuration over a EVC with cross connect in the global domain

configuration mode:

ethernet cfm domain L6 level 6

service xconn evc xconn

continuity-check

The following example shows CFM configuration over a EVC with cross connect in the interface
configuration mode:

ethernet cfm domain L6 level 6

service s100 evc 100
continuity-check

interface Port-channellO

no ip address

service instance 100 ethernet 100
encapsulation dotlg 200
xconnect 3.3.3.3 1 encapsulation mpls
cfm mep domain L6 mpid 602

cfm mip level 7
|

The following example shows CFM configuration on a L2VFI:

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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Router (config)# 12 vfi v£fi2 manual evc2

Router (config-vfi)# vpn id 2

Router (config-vfi)# bridge-domain 2 vlan

Router (config-vfi)# no shut

Router (config-vfi)# neighbor 5.5.5.5 encap mpls

Router (config-vfi-neighbor)# interface vlan 2

Router (config-if) # xconnect v£fi vfi2

Router (config-if)# no shut

Router (config-if)# ethernet cfm domain vik-vfi-ofm level 4
Router (config-ecfm)# service vlan-id 2 evc evc2 vlan 2 direction down
Router (config-ecfm-srv)# continuity-check

Router (config-ecfm-srv)# continuity-check interval 10s

Support for IEEE 802.1ad

Provider networks handle traffic from a large number of customers. It is important that one customer’s
traffic is isolated from the other customer’s traffic. IEEE 802.1ad implements standard protocols for
double tagging of data. The data traffic coming from the customer side are double tagged in the provider
network where the inner tag is the customer-tag (C-tag) and the outer tag is the provider-tag (S-tag). The
control packets are tunneled by changing the destination MAC address in the provider network.

Cisco 7600 series routers already support VLAN double tagging through a feature called QinQ. 802.1ad
is the standardized version of QinQ. It also extends the support for Layer 2 Protocol Tunneling Protocol
(L2PT). By offering transparent Layer 2 connectivity, the service provider does not get involved in the
customer’s Layer 3 network. This makes provisioning and maintenance simple, and reduces the
operational cost.

Prerequisites for IEEE 802.1ad

e The ethertype should be programmable per port.

Restrictions for IEEE 802.1ad

Follow these restrictions and guidelines when you configure 802.1ad:

e The I2protocol forward command is available only on the main interface of switchports and L3
ports. The command is not available on the subinterfaces. All the subinterfaces on a port inherit the
behavior from the main interface. The 12protocol forward command is also available on EVC
service instance.

e The I2protocol peer and 12protocol drop commands are not supported.

e The I2protocol forward command on a main interface and on EVCs supports only cdp, dtp, vtp,
stp, and dotlx.

¢ You cannot configure Dotlad if custom ethertype is configured on port.
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e 802.1ad is supported on the following port types:

Port EVC Switchport Layer Interfaces

C-UNI Ethertype 0x8100 Ethertype 0x8100 Ethertype 0x8100
C-VLAN BPDU C-VLAN BPDU C-VLAN BPDU
Any EVCs Trunk or Access

S-UNI Ethertype 0x88a8 Ethertype 0x88a8 Not supported
S-VLAN BPDU (Only S-VLAN BPDU
Encapsulation default is

Access only

supported)

S-NNI Ethertype 0x88a8 Ethertype 0x88a8 Ethertype 0x88a8
S-VLAN BPDU S-VLAN BPDU S-VLAN BPDU
Any EVC Trunk Trunk

Information About IEEE 802.1ad

To configure IEEE 802.1ad support, you should understand the following concepts:
e How Provider Bridges Work
¢ Guidelines for Handling BPDU
¢ Interoperability of QinQ and Dotlad

How Provider Bridges Work

Provider bridges pass the network traffic of many customers, and each customer's traffic flow must be
isolated from one another. For the Layer 2 protocols within customer domains to function properly,
geographically separated customer sites must appear to be connected through a LAN, and the provider
network must be transparent.

The IEEE has reserved 33 Layer 2 MAC addresses for customer devices operating Layer 2 protocols. If
a provider bridge uses these standard MAC addresses for its Layer 2 protocols, the customers' and
service provider's Layer 2 traffic will be mixed together. Provider bridges solve this traffic-mixing issue
by providing Layer 2 protocol data unit (PDU) tunneling for customers using a provider bridge
(S-bridge) component and a provider edge bridge (C-bridge) component. Figure 2-1 shows the topology.

Cisco 7600 Series Ethernet Services 20G Line Card Configuration Guide
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S-Bridge Component

C-Bridge Component

Figure 2-1 Layer 2 PDU Tunneling
e-type 88a8, vlan 999

| | ssas-999 | s100-10.. | |

| | 8sas-999 | s100-20.. | |

| | 8sas-999 | 8100-30.. | |
| | 810010 | | | | 810010 | |
| | 810020 | | | | 810020 | |
| | s100-30 | | | | s100-30 | |

The S-bridge component is capable of inserting or removing a service provider VLAN (S-VLAN) for all
traffic on a particular port. IEEE 802.1ad adds a new tag called a Service tag (S-tag) to all the ingress
frames from a customer to the service provider.

The VLAN in the S-tag is used for forwarding the traffic in the service provider network. Different
customers use different S-VLANSs, which results in each customer's traffic being isolated. In the S-tag,
provider bridges use an Ethertype value that is different from the standard 802.1Q Ethertype value, and
do not understand the standard Ethertype. This difference makes customer traffic tagged with the
standard Ethertype appear as untagged in the provider network so customer traffic is tunneled in the port
VLAN of the provider port. The 802.1ad service provider user network interfaces (S-UNIs) and network
to network interfaces (NNIs) implement the S-bridge component.

For example, a VLAN tag has a VLAN ID of 1, the C-tag Ethertype value is 8100 0001, the S-tag
Ethertype value is 88A8 0001, and the class of service (CoS) is zero.

C-tag S-tag

All the C-VLANSs entering on a UNI port in an S-bridge component are provided the same service
(marked with the same S-VLAN). Although, C-VLAN components are not supported, a customer may
want to tag a particular C-VLAN packet separately to differentiate between services. Provider bridges
allow C-VLAN packet tagging with a provider edge bridge, called the C-bridge component of the
provider bridge. C-bridge components are C-VLAN aware and can insert or remove a C-VLAN 802.1Q
tag. The C-bridge UNI port is capable of identifying the customer 802.1Q tag and inserting or removing
an S-tag on the packet on a per service instance or C-VLAN basis. A C-VLAN tagged service instance
allows service instance selection and identification by C-VLAN. The 802.1ad customer user network
interfaces (C-UNIs) implement the C-component.
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MAC Addresses for Layer 2 Protocols

Configuring High-Availability Features

Customers' Layer 2 PDUs received by a provider bridge are not forwarded, so Layer 2 protocols running
in customer sites do not know the complete network topology. By using a different set of addresses for
the Layer 2 protocols running in provider b