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     [bookmark: pgfId-107848]Release Notes for the Cisco NetFlow Generation Appliance
      
      
 
     
 
 
     
 
     
 
     [bookmark: pgfId-153719]This release note includes important information about Cisco NetFlow Generation Appliance (Cisco NGA) Software Release 1.0 (3) and contains the following sections:
 
     
     	 [bookmark: pgfId-153246]New and Changed Information
 
     	 [bookmark: pgfId-150932]Cisco NGA Bugs
 
     	 [bookmark: pgfId-150940]Product Documentation
 
     	 [bookmark: pgfId-103858]Obtaining Documentation and Submitting a Service Request
 
    
 
     page on Cisco.com. 
 
   
 
    
     [bookmark: pgfId-121713][bookmark: 38436]New and Changed Information
 
     [bookmark: pgfId-123179]The following sections describe release information that is pertinent to Cisco NetFlow Generation Appliance Software Release 1.0 (3). 
 
     [bookmark: pgfId-202588]
 
     
      
      
        
        	 [bookmark: pgfId-202574]February 11, 2015
  
        	 [bookmark: pgfId-203378]Software releases of version 1.0 (3) for Cisco NetFlow Generation Appliance 3240 with enhancements and bug fixes and software version 1.0 (2) upgrade support.
  
       
 
        
        	 [bookmark: pgfId-203451]February 11, 2015
  
        	 [bookmark: pgfId-203456]Hardware release of Cisco NetFlow Generation Appliance 3240 and software version 1.0 (3), with enhancements and bug fixes and Cisco NGA 3140 software version 1.0 (1) upgrade support.
  
       
 
        
        	 [bookmark: pgfId-202585]May 18, 2012
  
        	 [bookmark: pgfId-202587]Initial hardware release of Cisco NGA 3140 with software version 1.0 (1).
  
       
 
      
     
 
    
 
   
 
    
     [bookmark: pgfId-146425][bookmark: 50596][bookmark: 38127]Device Support
 
     
 
   
 
    
     [bookmark: pgfId-167260][bookmark: 63932][bookmark: 21136][bookmark: 43427][bookmark: 80906][bookmark: 19035]Cisco NGA Bugs
 
     [bookmark: pgfId-167230]This section provides the following information:
 
     
     	 [bookmark: pgfId-196561]Resolved Bugs
 
     	 [bookmark: pgfId-196567]Using the Bug Tool Kit
 
    
 
     
 
     
 
     
      [bookmark: pgfId-196441][bookmark: 98444]Resolved Bugs
 
       provides a list of resolved bugs in Cisco NGA Software Release 1.0 (3). 
 
      [bookmark: pgfId-205924]
 
      [bookmark: pgfId-205989]
 
      
       
        
         [bookmark: pgfId-205931]Table 1 [bookmark: 26366]Resolved Bugs in Cisco NGA 1.0 (3)
 
        
       
         
         	 
           
           [bookmark: pgfId-205935]Identifier
          
  
         	 
           
           [bookmark: pgfId-205937]Description
          
  
        
 
         
         	 [bookmark: pgfId-205939]CSCum63633
  
         	 [bookmark: pgfId-205941]NGA 3140 flow timestamp is incorrect.
  [bookmark: pgfId-206253]In Cisco NGA, if a flow consists of a single packet, the exported value of the last timestamp may be one tick less than the value of the first timestamp. To avoid this incorrect timestamp, the configuration must be done in such a way that the first timestamp is updated before the last timestamp.
  
        
 
         
         	 [bookmark: pgfId-205944]CSCum68945
  
         	 [bookmark: pgfId-206281]Target libxml2 needs to be updated.
  
        
 
         
         	 [bookmark: pgfId-205948]CSCuq98883
  
         	 [bookmark: pgfId-205950]Cisco NGA software does not show CLI idle timeout.
  
        
 
         
         	 [bookmark: pgfId-205952]CSCur19649
  
         	 [bookmark: pgfId-205954]Upgrade the NGA image to CiscoSSL.
  
        
 
         
         	 [bookmark: pgfId-205956]CSCur28244
  
         	 [bookmark: pgfId-205958]Add new CLI command to allow you to remap ifDescr, ifName, and ifAlias strings.
  
        
 
         
         	 [bookmark: pgfId-205960]CSCur59609
  
         	 [bookmark: pgfId-205962]The data port is not shut down when unused.
  
        
 
         
         	 [bookmark: pgfId-205964]CSCur61498
  
         	 [bookmark: pgfId-205966]Cisco NGA evaluates the SSLv3 POODLE vulnerability in CBC mode.
  
        
 
         
         	 [bookmark: pgfId-205969]CSCur70752
  
         	 [bookmark: pgfId-205971]Cisco NGA is not upgraded to the latest version of apache and php.
  
        
 
         
         	 [bookmark: pgfId-205973]CSCur95485
  
         	 [bookmark: pgfId-205975]Secure file transfer is unsupported.
  
        
 
         
         	 [bookmark: pgfId-205977]CSCtx28541
  
         	 [bookmark: pgfId-205979]Cisco NGA does not work with TACACS+ server.
  
        
 
         
         	 [bookmark: pgfId-205981]CSCuq86459
  
         	 [bookmark: pgfId-205983]TLS1.1 is unsupported.
  
        
 
         
         	 [bookmark: pgfId-205985]CSCus14910
  
         	 [bookmark: pgfId-205987]Cisco NGA reduces the maximum value of cache size from 80M to 72M on NGA 3140 and 3240. This cache size reduction avoids low memory issue. NGA 3340 has 80M cache size.
  
        
 
       
      
 
     
 
       provides a list of resolved bugs in Cisco NGA Software Release 1.0 (2) Patch 2. 
 
      
       
        
         [bookmark: pgfId-205997]Table 2 [bookmark: 77738]Resolved Bugs in Cisco NGA 1.0 (2) Patch 2
 
        
       
         
         	 
           
           [bookmark: pgfId-206001]Identifier
          
  
         	 
           
           [bookmark: pgfId-206003]Description
          
  
        
 
         
         	 [bookmark: pgfId-206005]CSCup32818
  
         	 [bookmark: pgfId-206722]Cisco NGA does not handle FABRICPATH packets correctly.
  [bookmark: pgfId-206718]If traffic is directed to the NGA data ports which have Fabricpath encapsulation, the traffic may not be accounted correctly. The Cisco NGA exports incorrect flow values for MAC addresses, ethertype, and other fields.
  
        
 
         
         	 [bookmark: pgfId-206010]CSCup45836
  
         	 command shows only the number of successful lookups and the number of failures. This command does not classify separately the number of times the lookup was not even attempted due to broadcast/multicast MAC address.
  
        
 
         
         	 [bookmark: pgfId-206015]CSCup89904
  
         	 [bookmark: pgfId-206017]Critical third party packages are not upgraded.
  
        
 
         
         	 [bookmark: pgfId-206019]CSCup90747
  
         	 [bookmark: pgfId-206021]The frequency of logins to remote device(s) is more.
  
        
 
         
         	 [bookmark: pgfId-206023]CSCup32912
  
         	 [bookmark: pgfId-206025]Cisco NGA returns incorrect values for some SNMP MIB objects.
  
        
 
         
         	 [bookmark: pgfId-206028]CSCup90918
  
         	 [bookmark: pgfId-206030]In HSRP deployments, traffic that is switched through "Gateway" MAC address must be associated with the VLAN SVI interface instead of the port-channel connecting the peer switches.
  
        
 
         
         	 [bookmark: pgfId-206033]CSCur64313
  
         	 [bookmark: pgfId-206035]Cisco NGA logs incorrect error messages in nam_debug_log.txt file for debugging purpose.
  
        
 
       
      
 
     
 
       provides a list of resolved bugs in Cisco NGA Software Release 1.0 (2) Patch 1. 
 
      
       
        
         [bookmark: pgfId-202274]Table 3 [bookmark: 67530]Resolved Bugs in Cisco NGA 1.0 (2) Patch 1
 
        
       
         
         	 
           
           [bookmark: pgfId-202278]Identifier
          
  
         	 
           
           [bookmark: pgfId-202280]Description
          
  
        
 
         
         	 [bookmark: pgfId-202282]CSCug32537
  
         	 [bookmark: pgfId-204266]Cisco NGA uses IPFIX flow record ID values in v9 flow record template flowset.
  
        
 
         
         	 [bookmark: pgfId-204185]CSCug25275
  
         	 [bookmark: pgfId-204187]SVI interface if-index values are not added in the export record.
  
        
 
         
         	 [bookmark: pgfId-202286]CSCug32496
  
         	 [bookmark: pgfId-202288]Cisco NGA CLI "show cache" command shows incorrect NGA internal flow count when TCP connections with same address and port pair are closed and restarted back to back.
  
        
 
         
         	 [bookmark: pgfId-202290]CSCug32554
  
         	 [bookmark: pgfId-202292]Flow record timestamp unit is incorrect.
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-197392][bookmark: 31857]Using the Bug Tool Kit
 
      [bookmark: pgfId-203120]This section explains how to use the Bug Toolkit to search for a specific bug or to search for all bugs in a release. 
 
     
 
      . 
 
      . The Bug Toolkit page opens. 
 
      
       
     
 
     
 
     [bookmark: pgfId-122321]Note If you do not have a Cisco.com username and password, you can register for them at http://tools.cisco.com/RPF/register/register.do. 

      
     

     
 
      . 
 
      [bookmark: pgfId-122323]Step 4[image: ] To search for bugs in the current release, click the Search Bugs tab and specify the following criteria: 
 
      
      	 [bookmark: pgfId-122324]Select Product Category—Network Management and Automation. 
 
      	 [bookmark: pgfId-122325]Select Products—[Product Name]. 
 
      	 [bookmark: pgfId-122326]Software Version—[Product Version]. 
 
      	 [bookmark: pgfId-122327]Search for Keyword(s)—Separate search phrases with boolean expressions (AND, NOT, OR) to search within the bug title and details. 
 
      	 [bookmark: pgfId-122328]Advanced Options—You can either perform a search using the default search criteria or define custom criteria for an advanced search. To customize the advanced search, click Use custom settings for severity, status, and others and specify the following information: 
 
     
 
      [bookmark: pgfId-122329]–[image: ] Severity—Choose the severity level. 
 
      [bookmark: pgfId-122330]–[image: ] Status—Choose Terminated, Open, or Fixed. 
 
      [bookmark: pgfId-122331]Choose Terminated to view terminated bugs. To filter terminated bugs, uncheck the Terminated check box and select the appropriate suboption (Closed, Junked, or Unreproducible) that appears below the Terminated check box. Select multiple options as required. 
 
      [bookmark: pgfId-122332]Choose Open to view all open bugs. To filter the open bugs, uncheck the Open check box and select the appropriate suboptions that appear below the Open check box. For example, if you want to view only new bugs in NGA 9.5, choose only New. 
 
      [bookmark: pgfId-122333]Choose Fixed to view fixed bugs. To filter fixed bugs, uncheck the Fixed check box and select the appropriate suboption (Resolved or Verified) that appears below the Fixed check box. 
 
      [bookmark: pgfId-122334]–[image: ] Advanced—Check the Show only bugs containing bug details check box to view only those bugs that contain detailed information, such as symptoms and workarounds. 
 
      [bookmark: pgfId-122335]–[image: ] Modified Date—Choose this option to filter bugs based on the date when the bugs were last modified. 
 
      [bookmark: pgfId-122336]–[image: ] Results Displayed Per Page—Specify the number of bugs to display per page. 
 
      . The Bug Toolkit displays the list of bugs based on the specified search criteria. 
 
      [bookmark: pgfId-122338]Step 6[image: ] To export the results to a spreadsheet: 
 
      . 
 
      [bookmark: pgfId-122340] b.[image: ] Specify the filename and location at which to save the spreadsheet. 
 
      . All bugs retrieved by the search are exported. 
 
      or contact the Cisco Technical Assistance Center (TAC). 
 
    
 
   
 
    
     [bookmark: pgfId-71065][bookmark: 51256]Product Documentation
 
     [bookmark: pgfId-122165]The Cisco NetFlow Generation Appliance product documentation supports Hardware Releases 3340. 
 
     
      
    
 
    
 
    [bookmark: pgfId-138911]Note We sometimes update the documentation after original publication. Therefore, you should review the documentation on Cisco.com for any updates. 

     
    

    
 
     
 
     
 
     
      [bookmark: pgfId-139122][bookmark: 99657]Related Documentation
 
      [bookmark: pgfId-68154]This section provides information about other documentation related to the Cisco NetFlow Generation Appliance. 
 
      [bookmark: pgfId-68158]Cisco Nexus 7000 Series Switch
 
      
      	 [bookmark: pgfId-115898] Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 5.x 
 
      	 [bookmark: pgfId-119715] SPAN Configuration on a Nexus 7000 Series Switches 
 
     
 
      [bookmark: pgfId-115914]Cisco Nexus 5000 Series Switch
 
      
      	 [bookmark: pgfId-115918] Cisco Nexus 5000 Series NX-OS Software Configuration Guide 
 
     
 
      [bookmark: pgfId-129933]Cisco Nexus 3000 Series Switch
 
      
      	 [bookmark: pgfId-129931] Cisco Nexus 3000 Series NX-OS Fundamentals Configuration Guide (for SPAN configuration details)
 
     
 
    
 
   
 
    
     [bookmark: pgfId-67907][bookmark: 23708]Obtaining Documentation and Submitting a Service Request
 
     [bookmark: pgfId-43871]For information on obtaining documentation, submitting a service request, and gathering additional information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical documentation, at the following URL:
 
     
 
     [bookmark: pgfId-207077]Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free service and Cisco currently supports RSS Version 2.0.
 
     
      [bookmark: pgfId-207114]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
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