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The IEEE 802.1s on Bridge Domains feature enables Multiple Spanning Tree (MST) on Ethernet Virtual
Circuits (EVCs).

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the “Feature Information for IEEE 802.1s on Bridge Domains” section on page 9.

Use Cisco Feature Navigator to find information about platform support and Cisco software image
support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An account on
Cisco.com is not required.
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M Prerequisites for IEEE 802.1s on Bridge Domains

Prerequisites for IEEE 802.1s on Bridge Domains

e MST must be configured.

Restrictions for IEEE 802.1s on Bridge Domains

e Service instances on a port-channel are not supported on Cisco 7600 series routers.
e Service instances with “encapsulation default” are not supported.
e Service instances with “encapsulation untagged” without the dotlq option are not supported.

e Service instances with “encapsulation priority-tagged” are not supported.

Information About IEEE 802.1s on Bridge Domains

e EVC, page 2
e MST and STP, page 2

e MST on Service Instances with Bridge Domains, page 3

EVC

An EVC as defined by the Metro Ethernet Forum is a port-level point-to-point or
multipoint-to-multipoint Layer 2 circuit. It is an end-to-end representation of a single instance of a Layer
2 service being offered by a provider to a customer. An EVC embodies the different parameters on which
the service is being offered. A service instance is the instantiation of an EVC on a specified port.

Service instances are configured under a port channel. The traffic, carried by the service instance is load
balanced across member links. Service instances under a port channel are grouped and each group is
associated with one member link. Ingress traffic for a single EVC can arrive on any member of the
bundle. All egress traffic for a service instance uses only one of the member links. Load balancing is
achieved by grouping service instances and assigning them to a member link.

Ethernet virtual connection services (EVCS) uses the concepts of EVCs and service instances to provide
Layer 2 switched Ethernet services. EVC status can be used by a Customer Edge (CE) device either to
find an alternative path in to the service provider network or in some cases, to fall back to a backup path
over Ethernet or over another alternative service such as Frame Relay or ATM.

For information about the Metro Ethernet Forum standards, see the “Standards” section on page 7.

MST and STP

Spanning Tree Protocol (STP) is a Layer 2 link-management protocol that provides path redundancy
while preventing undesirable loops in the network. For a Layer 2 Ethernet network to function properly,
only one active path can exist between any two stations. STP operation is transparent to end stations,
which cannot detect whether they are connected to a single VLAN segment or to a switched LAN of
multiple segments.
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How to Configure IEEE 802.1s on Bridge Domains W

Cisco 7600 series routers use STP (the IEEE 802.1D bridge protocol) on all VLANSs. By default, a single
instance of STP runs on each configured VLAN (provided you do not manually disable STP). You can
enable and disable STP on a per-VLAN basis.

MST maps multiple VLANS into a spanning tree instance, with each instance having a spanning tree
topology independent of other spanning tree instances. This architecture provides multiple forwarding
paths for data traffic, enables load balancing, and reduces the number of spanning tree instances required
to support many VLANs. MST improves the fault tolerance of the network because a failure in one
instance (a forwarding path) does not affect other instances.

To participate in MST instances, routers must be consistently configured with the same MST
configurations. A collection of interconnected routers that have the same MST configuration forms an
MST region. For two or more routers to be in the same MST region, they must have the same
VLAN-to-instance mapping, the same configuration revision number, and the same MST name.

The MST configuration controls the MST region to which each router belongs. The configuration
includes the name of the region, the revision number, and the MST VLAN-to-instance assignment map.

A region can have one or multiple members with the same MST configuration; each member must be
capable of processing Rapid Spanning Tree Protocol (RSTP) bridge protocol data units (BPDUs). There
is no limit to the number of MST regions in a network, but each region can support up to 65 spanning
tree instances. Instances can be identified by any number in the range from 0 to 4094. You can assign a
VLAN to only one spanning tree instance at a time.

MST on Service Instances with Bridge Domains

The IEEE 802.1s on Bridge Domains feature uses VLAN IDs for service-instance-to-MST-instance
mapping. EVC service instances with the same VLAN ID (the outer VLAN IDs in the QinQ case) as the
one in a particular MST instance will be mapped to that MST instance.

EVC service instances can have encapsulations with a single tag as well as double tags. In the case of
double tag encapsulations, the outer VLAN ID is used for the MST instance mapping, and the inner
VLAN ID is ignored.

Because MST requires bridge ports, you must configure a bridge domain for service instances to
participate in the MST instances. Additionally, because MST runs by sending untagged BPDUs on the
wire, independently of any VLAN, a native VLAN is required on the interface with EVC service
instances. By default, switch ports have a native VLAN. However, if the port is not a switch port, you
must specify a native VLAN using an EVC service instance.

Because a VLAN ID is required for EVC service-instance-to-MST-instance mapping, the following EVC
service instances without any VLAN IDs in the encapsulation are not supported:

e Untagged (encapsulation untagged)
e Priority-tagged (encapsulation priority-tagged)

e Default (encapsulation default)

How to Configure IEEE 802.1s on Bridge Domains

e Configuring MST on EVC Bridge Domains, page 4
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Configuring MST on EVC Bridge Domains

Perform this task to configure MST on EVC bridge domains:

SUMMARY STEPS
1. enable
2. configure terminal
3. interface gigabitethernet slot/subslot/port [.subinterface-number)
or
interface tengigabitethernet slot/subslot/port [.subinterface-number]
4, service instance id ethernet [evc-id]
5. encapsulation dotlq vian-id [native]
6. bridge-domain bridge-id [split-horizon [group group-id]]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  interface gigabitethernet slot/subslot/port Specifies the Gigabit Ethernet or the Ten Gigabit Ethernet
[ .subinterface-number]

interface to configure,
or

interface tengigabitethernet slot/subslot/port
[.subinterface-number]

Example:
Router (config)# interface gigabitethernet 4/0/0
or

Router (config)# interface tengigabitethernet
4/0/0

Stepd4  service instance id ethernet [evc-id] Creates a service instance (an instance of an EVC) on an
interface and enters service instance configuration mode.

Example:
Router (config-if)# service instance 101
ethernet
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Command or Action Purpose
Step5 encapsulation dotlq vlan-id [native] Defines the matching criteria to be used in order to map
ingress dotlq frames on an interface to the appropriate
service instance.
Example:
Router (config-if-srv)# encapsulation dotlg 13
Step6  bridge-domain bridge-id [split-horizon [group Binds the service instance to a bridge domain instance.
group-1id]]
Example:

Router (config-if-srv)# bridge-domain 12

Troubleshooting Tips

The following commands can be used to troubleshoot MST configurations on EVC bridge domains.

e debug ethernet 12ctrl
e debug 12ctrl

Configuration Examples for IEEE 802.1s on Bridge Domains

e Example: Configuring MST on EVC Bridge Domains, page 5

Example: Configuring MST on EVC Bridge Domains

In the following example, the two interfaces participate in MST instance 0, the default instance to which

all VLANSs are mapped:

Router# enable
Router# configure terminal

Router (config)# interface gigabitethernet 4/0/0

Router (config-if)# service instance 1 ethernet

Router (config-if-srv)# encapsulation dotlqg 2

Router (config-if-srv)# bridge-domain 100

Router (config-if-srv)# interface gigabitethernet 4/0/3

Router (config-if-srv)# encapsulation dotlg 2
Router (config-if-srv)# bridge-domain 100

(
(
(
(
Router (config-if)# service instance 1 ethernet
(
(
(

Router (config-if-srv)# end

Issue the following command to verify:

Router# show spanning-tree vlan 2

MSTO

Spanning tree enabled protocol mstp

Root ID Priority 32768

Address 0009.e91la.bc40

This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)

Address 0009.e9la.bc40

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
Gi4/0/0 Desg FWD 20000 128.1537 P2p
Gi4/0/3 Back BLK 20000 128.1540 P2p

In the following example, interface gigabitethernet 4/0/0 and interface gigabitethernet 4/0/3 are

connected back to back. Each has a service instance attached to it. The service instance on both interfaces
has an encapsulation VLAN ID of 2. Changing the VLAN ID from 2 to 8 in the encapsulation directive
for the service instance on interface gi4/0/0 stops the MSTP from running in the MST instance to which
the old VLAN is mapped and starts the MSTP in the MST instance to which the new VLAN is mapped:

Router
Router
Router
Router

config-if)# interface gigabitethernet 4/0/0
config-if)# service instance 1 ethernet
config-if-srv)# encapsulation dotlq 8
config-if-srv)# end

Issue the following command to verify:

Router# show spanning-tree vlan 2

MST1
Spanning tree enabled protocol mstp
Root ID Priority 32769
Address 0009.e91a.bc40
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 0009.e91a.bc40

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
Gi4/0/3 Desg FWD 20000 128.1540 P2p

Router# show spanning-tree vlan 8

MST2
Spanning tree enabled protocol mstp
Root ID Priority 32770
Address 0009.e91a.bc40
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32770 (priority 32768 sys-id-ext 2)
Address 0009.e91a.bc40
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
Gi4/0/0 Desg FWD 20000 128.1537 P2p

In the following example, interface gigabitethernet 4/0/3 with a service instance that has an outer
encapsulation VLAN ID of 2 and a bridge domain of 100 receives a new service:

Router# enable

Router# configure terminal

Router (config) # interface gigabitethernet 4/0/3

Router ((config-if)# service instance 2 ethernet

Router ( (config-if-srv)# encap dotlg 2 second-dotlqg 100
Router ( (config-if-srv)# bridge-domain 200
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Now there are two service instances configured on interface gigabitethernet 4/0/3 and both of them have
the same outer VLAN 2.

interface GigabitEthernet4/0/3
no ip address
service instance 1 ethernet
encapsulation dotlg 2
bridge-domain 100
|
service instance 2 ethernet
encapsulation dotlg 2 second-dotlg 100
bridge-domain 200

The preceding configuration does not affect the MSTP operation on the interface; there is no state change
for interface gi4/0/3 in the MST instance it belongs to.

Router# show spanning-tree mst 1

##### MST1 vlans mapped: 2

Bridge address 0009.e91a.bcd40 priority 32769 (32768 sysid 1)
Root this switch for MST1

Interface Role Sts Cost Prio.Nbr Type

Gi4/0/3 Desg FWD 20000 128.1540 P2p

Additional References

Related Documents

Related Topic

Document Title

Carrier Ethernet commands: complete command Cisco I0S Carrier Ethernet Command Reference

syntax, command mode, command history, defaults,
usage guidelines, and examples

Cisco IOS commands: master list of commands with Cisco 10S Master Commands List, All Releases

complete command syntax, command mode, command
history, defaults, usage guidelines, and examples

Standards

Standard Title
MEEF 6.1 Metro Ethernet Services Definitions Phase 2 (PDF 6/08)
MEF 10.1 Ethernet Services Attributes Phase 2 (PDF 10/06)



http://www.cisco.com/en/US/docs/ios/cether/command/reference/ce_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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MiBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been
modified by this feature.

To locate and download MIBs for selected platforms, Cisco software
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC

Title

No new or modified RFCs are supported by this
feature, and support for existing RFCs has not been
modified by this feature.

Technical Assistance

Description

Link

The Cisco Support and Documentation website
provides online resources to download documentation,
software, and tools. Use these resources to install and
configure the software and to troubleshoot and resolve
technical issues with Cisco products and technologies.
Access to most tools on the Cisco Support and
Documentation website requires a Cisco.com user ID
and password.

http://www.cisco.com/cisco/web/support/index.html
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Feature Information for IEEE 802.1s on Bridge Domains

Note

Table 1 lists the release history for this feature.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which software images support a specific software
release, feature set, or platform. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn.
An account on Cisco.com is not required.

Table 1 lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Table 1 Feature Information for IEEE 802.1s on Bridge Domains
Feature Name Releases Feature Information
IEEE 802.1s on Bridge Domains 12.2(33)SRD |The IEEE 802.1s on Bridge Domains feature enables MST

on EVC interfaces.

The following commands were introduced or modified:
bridge-domain (service instance), debug ethernet 12ctrl,
debug 12ctrl.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2008-2011 Cisco Systems, Inc. All rights reserved.



http://www.cisco.com/go/trademarks
http://www.cisco.com/go/cfn

IEEE 802.1s on Bridge Domains |

B Feature Information for IEEE 802.1s on Bridge Domains




	IEEE 802.1s on Bridge Domains
	Finding Feature Information
	Contents
	Prerequisites for IEEE 802.1s on Bridge Domains
	Restrictions for IEEE 802.1s on Bridge Domains
	Information About IEEE 802.1s on Bridge Domains
	EVC
	MST and STP
	MST on Service Instances with Bridge Domains

	How to Configure IEEE 802.1s on Bridge Domains
	Configuring MST on EVC Bridge Domains
	Troubleshooting Tips


	Configuration Examples for IEEE 802.1s on Bridge Domains
	Example: Configuring MST on EVC Bridge Domains

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Feature Information for IEEE 802.1s on Bridge Domains



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


